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WO 2004/ 079679 PCT/ ZA2004/ 000024 -1 METHOD AND MEANS

FOR PROVI DI NG SECURI TY FIELD OF THE | NVENTION THI S
WONRMENTIEON rel ates to a nmet hod of and means f oPCT/ZA2004/000024

provi ding, security. 5 BACKGROUND TO THE | NVENTI ON I n

the face of increasingly soplhi sticated acts of

terrorism those charged with providing security nust

endeavour to | ocate vul nerable security areas, and

strengthen those areas before terrorists identify an

opportunity{_ for an act of destructi on, Shi ps, _and in

parti culMETHRD SN MEANSIROR RBYVIDHAG RlT¥ave
been 10 identified as a potential risk area. Sone
aut horities have concluded that containerization has
resulted in there being in the order of 14 mllion

FIELBOBPOTHE INYENGIIOBr S t hroughout the world. The essence
of contal neri zation is that the shipping container is

packed g4 t .
‘goods are S ippedlﬁgélat@#&ggqééﬁggbaggien%%%scfbrﬁ&i‘gmg
reaches its destination. Major ports handl e many

secUlfyndreds of thousands of containers annual ly. The .
vol ume of containers being noved is such that only a
very small percentage is inspected. This has been
recogni sed by certain authorities as posing a

BACK&ROUNE TOt HledNVEMBGI enari o t hey postul ate is that
somewher e between where the container

in the face of increasingly sophisticated acts of terrorism those

charged with providing security must endeavour to locate vulnerable security areas,
and strengthen those areas before terrorists identify an opportunity for an act of
destruction. Ships, and in particular the shipping containers they carry, have been

identified as a potential risk area.

Some authorities have concluded that containerization has resulted in
there being in the order of 14 million shipping containers throughout the world. The
essence of containerization is that the shipping container is packed and locked shut
at t‘he point from which the goods are shipped and is not opened again until it
reaches its destination. Major ports handle many hundreds of thousands of
containers annuaiiy. The volume of containers being moved is such that only a very

small percentage is inspected.

This has been recognised by certain authorities as posing a terrorist

threat. The scenario they postulate is that somewhere between where the container
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WO 2004/ 079679 PCT/ ZA2004/ 000024 -2 is closed and the

poi nt at which the container is opened |awfully, the
woami4arygy W || be opened unl awful Iy, bi ol ogi eair/zA2004/000024

chem cal or other weapons will be secreted in the

contai ner, and the container, will be re-closed. The

i nt ended purpose woul d be tO release the meapons in

s oioff FhEANE IS Araich %?@%ﬁ%{’"‘%éﬁ%%?@?aawawﬁ% Phiziner wil

The present |nv nt| on according to one of
be onetrseog Hawidly, Blo cag%pth%wmmatvwﬁﬁﬁmted in the
tanpering with a Shl ppl ng contai ner has taken place.
contaBugn, anddbe andtaiuer vdil hg reecipseked hepaliended|paurpgse would be to
research establishnments 10 having sensitive materials

releab® thid@@apane imhaaréanders thae it OFmp"u|@ﬁon’:uaihlclva furthePpeipose
establ i shments have sophisticated security systens.

would$8Mo Widlip ?é&ﬂnﬁ&b?ﬁ@tmtﬂ% rols are still considered

essenti al  and patrol men nove around the conpl ex
checking for signs of illegal activity. A question

whi ch of necessity arises is whether the patrol nen are
in act patrolling as required or whether, during
qui et éﬁ&f%emt 'ﬁée'ﬁfé&f‘r iy %ﬂaﬁP%WmEhtO @'F%&&Eﬁ@?p%(ﬁfs a

are discontinued altogether. This has to be nonitored
methpd of eteyyyniagthat uawny tampedng iwith a shippingaegntainer has taken

objective. A further requirenment of an adequate patr ol
placenonitoring systemis that those in the control room

shoul d be aware of the progress of the patrol man

around

Buildings and building complexes, particularly research establishments
having sensitive materials in them, are also targets for terrorist activity. Such
establishments have sophisticated security systems. Even with such systems
patrols are still considered essential and the patrolmen move around the complex

checking for signs of illegal activity.

A question which of necessity arises is whether the patroimen are in
fact patrolling as required or whether, during quiet periods, the patrols diminish in
frequency or are discontinued altogether. This has to be monitored if the system is

going to fulfil its primary objective.

A further requirement of an adequate patrol monitoring system is that
those in the control room should be aware of the progress of the patrolman around

the premises. It is not acceptable for a patrol man to leave the control room and
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20 the premses. It is not acceptable for a patrol nman
to | eave the control room and WO 2004/ 079679

wWOCH4a04%004/ 000024 -3 reappear at a | ater ti nBCWiZAR@Y1000024
any intervening information on what he did. If current
systems of monitoring patrols activities are
considered,- the way in whi %1 they fall short of

i . ir t . . W e .
roap A0 P RS REEE) BBl BBl bl i
patrol man | eaves the guard house and returns at a
|ater time. There is no record of where he went or
whet her he conpleted his round. Also, there is no way
of knof agrent systaras oé maniieriag ddtemh aciivities der cansidérednthe
rendered ineffective until he fails to return at the
way imowhiehtthéy fadl shdreof meetingl deayequiteeneants setostaiove will be
systemis not acceptable as it |eaves an intruder with
undekstobgeedom to nove about for a period of time w thout
the al arm being raised. To ensure that the patrol man
does conplete his round, a sinple known system
conprises a series of boxes along the patrol route.
Each bqgx , cont |ns t he next box on the
Found. s SByPERERRSH YRR 1S RAdhmaralaques Ihe guard house
retrieving the key in it can the patrol man obtain the
and redgnsied\a lpterttines. s%h@%@@qua‘@hd ebwheee batvesnt esivlathene
of the round. The systemis deficient in that it fails
comptlete«iiehie(rbumd. pisabkttereiis nbnvea) of kendving Wnivé has kecountered an
patrolman's return tinme has passed and he has failed

intrudét £RTBe&RednddrBE ifefertiteuntinge FA1Id t@%ﬁﬂh%ﬂﬁ@boﬁ@@t“ tfne. The
Is a problem In other systens there are tags al ong

time HQFay |8Hér%n?ﬂgsﬁghea Q%tre% Mt%%eptable as it leaves an intruder with

freedom to move about for a period of time without the alarm being raised.

To ensure that the patrolman does complete his round, a simple
known system comprises a series of boxes along the patrol route. Each box

contains the key to the next box on the round. Only by opening each box in turn and

. retrieving the key in it can the patrolman obtain the last key in the sequence which

indicates completion of the round. The system is deficient in that it fails to detect a
problem in “real time”. Until the patrolman’s return time has passed and he has

failed to come back, there is nothing to-indicate that there is a problem.

In other systems there are tags along the route and the patrolman has
a reader in his possession. By bringing the reader into close proximity with a tag,

details of the tag are recorded on the reader. The information on the reader is
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a reader in his possession. By bringing the reader

into close proximty with a tag, 20 details of the
woag4ares79 ecor ded on the reader. The infornati 8aT@A2003800024

reader is WO 2004/079679 PCT/ ZA2004/ 000024 -4

downl oaded when the patrol ngn returns thereby, at

| east theoretically, indicating conpletion of a ful

round n _practic it s ssibl e for e t .
dowrfigiteatwbin ShE Behfuan Ll ffet i sy ket i, hdating
last. Internmediate patrols, w thout | eaving tﬂgﬁ
compdeliftrt ef a figLEwind: dpdackne. itHainospibiitar dne fagh iomee collected on
coll ected tags the informati on which 5 should be there
the fitsd peitrohvand cetyphed ed thatasél IntEwsadiate pafyblenwithedt leaving the
properly, this systemagain suffers fromthe tine

contrbBRGEs D rebbeine M irchussddraboirethel dbllaoeidhags te irfsrmation which
aspects the present invention provides a nethod o

shouf{¥Se ?fﬁrg%ofsﬂbmﬁ gsmtgij :E%t'%?t BLbS iﬂhpﬁé’fﬁeﬁ@dé@r‘oﬁerly, this

unde en by n on duty. 10 BRIE

systegh 3RS IR o MR IREaR T rereg S8l enet hoc

of- enhanci ng security which nmethod conpri ses
di stributing tags throughout an area to be protected,
each tag transmtting an identification signal,
bri ngi g amothey ofrilsaaipecinthe pasdntineantiarhproviskasea method of
pi cking up the signals transnmtted by the tags, and
and rheadevey Sasdiraghihg detdilsefrtiea gatrolsourddreakeheby heapatasimen on
the signals picked up by the reader fromthe tags. The
dutySi gnal transmtted by the tag is preferably a radio
frequency signal.

~ BRIEF DESCRIPTION OF THE INVENTION

According to one aspect of the present invention there is provided a
method of enhancing security which method comprises distributing tags throughout
an area to be protected, each tag transmitting an identification signal, bringing a tag
reader into said area, the reader picking up the signals transmitted by the tags, and
downloading from the reader to a remote location the signals picked up by the

reader from the tags.

The signal transmitted by the tag is preferably a radio frequency signal.

Likewise it is preferred that the reader transmit at radio frequency.

The signal transmitted by each tag can include data indicative of the

status of the tag.
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Likewse it is preferred that the reader transmt at

radi o frequency. The signal transmtted by each tag
woamdingd7ede data indicative of the 20 statuspof/ziaben4/000024

tag. WO 2004/ 079679 PCT/ ZA2004/ 000024 In a specific

form the status indicatingdata transmtted is

conpared with stored data aé@l a determ nation nade as

~to whether there has,been, a . i_0 S Of
the't adh BiSpeR TP el e S RARARHa oot bBs iR Prpared
_ patrol man atrolling said area, the signal fraom each
with &ta@%mf@rartﬁ% defarranaen pRsiesas tpavhgther ecrﬁé@Sﬂbe%ya change
the reader and transmtted to said renote |ocation
in thenstatusbyf thedag plogriegbenforrhibegeader iswariied by &cratselman
Sai d area can be one havi ng shipping containers

patroflifgre2iid agsd] théeignag fronreactbtad whicadhe patiotmanpasses being
sal d data changi ng upon a door of the container to

picke‘gﬂﬁﬁtﬂﬂﬁ? rdefr lapdthdriediRgHo %aggr@?ﬁ&e"}ﬁé‘ét%%’whereby the

ori zed door opening can 10 detected when'the

signal, fromthat. tag. is read. According to a further
pr°9r§§gé)?{h%f)a{'nﬂlg]%léstéﬁ"tkeldnventi on there is provided a

met hod of determ ni ng whether a door of a shipping
cont ai ner has been opened, the nethod conprising
applying a tag to one conponent of a shipping’
cont ai 18=id areéd ear bbeineghavingghimpétgacomginesa tisera amd the tags
noves Wi th anot her conponent of the 15 shi pping

can HEoMtéd ftethe GaitfinefyNRARENAIS dIRinyihg0esn khtkioradviee container to
relatively to one another during opening of said door

iy S0 B0 Do) 01 S0l oo

_ \ _ osi ng, changi ng
detet8y g/vhsetnotrrlg%igjc’ hal r%r‘ec‘)lm lt'f’?ac’[n[aa H Pead.

According to a further aspect of the present invention there is provided
a method of determining whether a door of a shipping container has been opened,
the method comprising applying a tag to one component of a shipping container,
there being a tag operating means which moves with another component of the
shipping container, said components being ones that move relatively to one another
during opening of said door of the container, storing a signal on said tag as said
components move together on door closing, changing said stored signal upon said
tag and its operating'means being separated during door opening, downloading the
signal stored in the tag at the time the door is lawfully closed, and accessing said
stored signal on the tag before the door is lawfully opened to verify that said signal

has not changed due to unlawful door opening.
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tag and its operating neans being separated during

door opening, downl oading the signal stored in the
woagu4arodrhe tine the door is lawfully cl osed, BQ@WZA2004/000024

accessing said 20 stored signal on the tag before the

door is lawfully opened to yerify that said signal

has not changed due to unl awful door opening. WO

2004/ 079679 PCT/ ZA200 0 -6 _.The :

el udd T Bel Lk Moy P THRPS sy of FER) i EMp opgrating

~device to the other conponent of the container. The
devicerigdhe otheramruit icd Ehe ReN@INGSs of fitting said tag

or device to a handle constituting said one of said

conmponents, said handl e being noved to unlock 5 the

container, and fitting the device or tag to a further

conpondgiie iWvéitigresarecdmbaisutihe Btepai ¢f fittvey saidtag@ntdevice to a

noves during opening. In another form of the nmethod of

: tirQn: Sal nd.; ' i

handgéggor?%ﬁ@g%séda\‘)ﬁg df%%(l)(ﬁgbl?lgbﬁﬁn% daiddeH € pRirRy o8 % unlock

oor an e frane of the container

so that the. . deyice and taqg .are.separated as, tk

the o33 nand gl e pliteet B30B AN ERE BN ESRER i cospect
_nmonitoring to take place, the nmethod al so includes

which paidsane,cHnPePeMInPYes HENINGOPENIEd i nterval s and at

radi o frequency, the signal stored in the tag. The

nmet hod can conprise storing a unique tag

identification signal in the tag, and transm tting,

at ti mad aindtivrvains ofitite metlast of frieeppespayinvehiorusaiduag and

identification signal stored in the tag. 15 Accordi ng

devidear@HEsnSRPE5H 8br bRE driVethb Frh8 9 thd SoaMerdedhat the

device and tag are separated as the container door is opened.

To enable continuous monitoring to take place, the method also
includes the step of transmitting, at timed intervals and at radio frequency, the signal
stored in the tag. The method can comprise s;toring a unique tag identification signal
in the tag, and transmitting, at timed intervals and a radio frequency, the unique

identification signal stored in the tag.

According to another aspect of the invention there is provided a
method of monitoring a patrolman’s progress which method comprises distributing
tags along the patrolman’s route, each tag transmitting a unique identification signal,
providing the patrolman with a reader for receiving said identification signals upon
any of the tags and said reader being brought into sufficiently close proximity, and

transmitting the tag identification signals picked up by the reader to a control room
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met hod of nmonitoring a patrol man's progress which
nmet hod conprises distributing tags along the
woabwumydn' s route, each tag transnmitting a unPqQUA2004/000024
identification signal, providing the patrolman with a
reader for receiving said identification signals upon
any of the tags and sai d reader being brought into
fof i t j
thorely (bieitipd pol BT BrPos i iag o PR A intds
a control room WO 2004/ 079679 PCT/ ZA2004/ 000024 -7
thereby to permt the patrol man's progress from
tag-to-tag to be noni tored. BRI EF DESCRI PTI ON OF THE
I IEPHION OB hils DRAWINGSndi ng of the present
|nvent|on and to show how the sanme nmay be carried
into efFf(mH hettaaflerdemstanding ofribe fresemtdevertiprnwanddd show how
exanpl e, to the acconpanying drawi ngs in which: Figure

the sérﬁ(éim%%/dieaéﬁrﬁéﬂﬁﬁtb%ﬁ@c@tr@fér@hcé! MENh Ol LRNRIaeBdb Py &N
of a shipping container; and Figure 2 is a

' ex of buil dings.
e s R BT B PP B T RIERR o 10 Ret er 11 ng
firstly to Figure 1, reference nuneral 10 designates a
shi ppi ng contai ner the double doors 12 of which permt
access to be had to the interior of the container.
THdgWSot i a diagrammatigericierial wiew fraa didl POBANeeT 288ip9ing
and one is shown open. A door |ocking nechanismis
contahemwandt 16 this including an operating handl e 18
which is used to displace | ocking bolts. The handle 18

I Figure 2 is a diagrammatic plan view of a complex of buildings.

DETAILED DESCRIPTION OF THE INVENTION

Referring firstly to Figure 1, reference numeral 10 designates a
shipping container the double doors 12 of which permit access to be had to the
interior of the container. The doors 12 are hinged at 14 along their outer edges and
one is shown open. A door locking mechanism is shown at 16 this including an
operating handle 18 which is used to displace locking bolts. The handle 18 is

secured by a tamper evident sealing structure after the container has been loaded.

A tag is shown at 20, the tag being secured to the framework of the
container so that it is hidden when the doors 12 are closed. A tag operating device
is shown at 22, this being fitted to the door. Alternatively, the tag can be fitted to the
héndle 18 and the operating device to the door 12 close to the handle. The tag and

device are separated sufficiently, on the handle being displaced from the locked
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15 secured by a tanper evident sealing structure after
the container has been | oaded. A tag is shown at 20,
woheostoagp7hei ng secured to the framework of thePCT/ZA2004/000024
container so that it is hidden when the doors 12 are
cl osed. A tag operating devige is shown at 22, this
being fitted to the door. Alternatively, the tag can
i [ operating device
posnfbgf\ t{dhthb (I)(?(Sketd SA@SE%PJG%% gttéﬁ The tag and 20
device are separated sufficiently, on the handl e being
di spl aced fromthe | ocked WO 2004/ 079679
PCT/ ZA2004/ 000024 -8 position to the unl ocked
posi t i oPHitaRle sy 2R are ﬁéaflaé’ée fram YiamedrendddK2gd and technical
avail abl e from Wavetrend UK Ltd and techni cal
inforination wanibenfociad drethetnumebsite atheiviy. webetidredl. ast .
www. wavet rend. net. The tags include radio frequency
transmtters and their own internal 5 power source.
They each have a uni que identification nunber which is

tr ansmwtﬂe%@gsqlqaha@ Yoy er(ﬁf(?‘n%P tltaﬁgnﬁﬁéﬂs %Hac rll' J\ﬁtg internal

activation Occurs at the e manu

pord G el Pk AT AT v

rt and,can be a few mlliseconds.
contipSonisl BiEF e adRsiant (A0 scialipR s adne Bacof the
addition to the unique identification nunber the tag
mangpslyiringpraceduret hidre iagnisansris te urique identificaton eantber at
time the tag and the operating device are brought
predétetminepientvalg. Milesihternaldam bdByetyasho?f agx a8RIbR a the
tag can include a nagnetically operated switch such

millis@8ordd. B Pahde Bf MRArARNGn AR P4 W niigdLe can

In addition to the unique identification number the tag also has a
further number which is incremented each time the tag and the operating device are
brought into operating relationship. By way of example, the tag can include a
magnetically operated switch such as a reed switch and the operating device can

include a magnet.

In addition to transmitting the unique number, the tag transmits the

subsisting incremented number.

In accordance with the present invention the tag and the tag operating
device are, as described above, fitted to any two components of the shipping

container which components move relatively to one another as the door 12 of the



10

15

include a magnet. 15 In addition to transmtting the
uni que nunber, the tag transmts the subsisting
wonoewu@Tertd ed nunber. I n accordance with the preeema2004/000024
invention the tag and the tag operating device are,
as described above, fitted tga any two conponents of
the shi pping container which conponents nove
contaifgbals nédt 0 one anot her as the door 12 of the WD
2004/ 079679 PCT/ ZA2004/ 000024 -9- container is
opened. To transfer information to a controlling
computer it is possible to use a hand held reader

whi ch to X th the tag.and then
do'wﬁ| o'a PhBs e nrohaudn o aﬁOf]}y{@"“PQ&&gwqt%r&vfeposs'ble to use a
ter. For exanple, the stored nunber and the
hanq}?ﬁléJ@awwﬂlﬁhd%hr%@hfﬂfdﬁmxlﬂbw wiith thediag Eﬁrircb’tjbe@rdmnload the

via satellite or other communication systemfromthe
informatide onttbe treadentot thel donmguten npot @xampie, dre stoadéd atintbee and the
container at its destination, the tag is scanned, the

uniq s AURBHer BAA®R t?éﬂﬂsmlﬂ@ﬂ%’ﬂ?é@l@%é!j-ﬂ)@\%?ﬁnéj%@llﬁé‘@?%héi‘nd

a conpari son made between the downl oaded i ncrenent ed

comrﬂHHR%ﬁ o 2st%ﬂ?frbﬁwcfh%”f%%i§?hdqfﬁ'@b@c{ntﬁ)[llﬁg:(g%%ﬁya'? the

contro ut er I ner has
not been unI avvf ully opened. If they do not match then

t he door has been opened in transit. As descri bed,

both the stored_ nunbers are transnitted at

pr edet &HAHE@! Phife ceMtainey ot e destinatioredie tag is scanned, the

transm ssi ons being received by the
stored unique and incremented numbers downloaded, and a comparison made

between the downloaded incremented number and the incremented number stored
in the controlling computer. If they match the container has not been unlawfully

opened. If they do not match then the door has been opened in transit.

- As described, both the stored numbers are transmitted at
predetermined intervals by the tag, these transmissions being received by the
readers and stored in a computer onboard the ship. At intervals the received
numbers can be transmitted via a satellite link to the controlling computer for
comparison with the stored numbers. Thus an early warning that tampering has

occurred can be obtained.

A practical way in which the system can be implemented will now be

described.
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readers and stored in a conputer onboard the ship. At

intervals the received 15 nunbers can be transmtted
woizend7sabel lite link to the controlling conpuPer/ziAde04/000024

conparison with the stored nunbers. Thus an early

war ni ng that tanpering has _igccurred can be obtai ned.

A practical way in which the system can be inpl enented

wi |1 nomphdenipdessitbaniiddPré@Ss A& Bithn iopi
PCTI ZA2050T B0GE 00 AN s IR Mbers of pl spipping

: . LI =D - [ S whjch .
contd Y HFgh P IERAERAEE aPblscBRIRIP THRIMAARES ] Shlmites
once BriSF AEMe HEPHB0oRHAoRHS BrieAdeH T bl Tigzefleto the

controlling conputer. As the tag applied to a
controfingaameputer.| Astibe jag aanked fo/a eantdingr silldenperinanently on that

(except in the event of damage) the controlling

contzioep{exeeptiarthe@veel af damiage) tragcoreniling computer csintdorrelate the
t he contai ner nunber. Those responsible for ensuring

tag iddraffichiién wiraree doditifer Berhb¥r.| PRESS reshfhsiNe dreshsuhg that the
provi ded with hand held readers. Such readers

. ¢ it ‘ . .

carg MRS DSA S S 38 el BT . such

readSif Dy G PEARRRY I PR mas ool R oS easBlsaiatae be
of full details of the containers to be |oaded. The

receivgg@ngfanke containers all transmt their "increnental
nunber .

The ship has an identity code. When the operator enters this in his
reader and transmits, there is a download of full details of the containers to be

loaded.

The tags on the containers all transmit their “incremental number”.
This number was re-set when the container was last opened and again when it was
last closed. The incremental numbers on the tags are not at this time known. By
setting the reader to the appropriate mode, the incremental numbers being
transmitted by the tags listed fOI; loéding on that ship are picked-up and stored in the

reader against the tag number and the shipping container number.

Once all the incremental numbers have been logged, the reader
transmits the container numbers, the tag numbers and the incremental numbers

back to the controlling computer. It will be appreciated that if an incremental number
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Thi s nunber was re-set when the contai ner was | ast

opened and again when it was 15 last closed. The
wonoew@Teatd al nunbers on the tags are not at thPETiZiAD®4/000024

known. By- setting the reader to the appropriate node,

the increnmental nunbers beipg. transmtted by the tags

listed for | oading on that ship are picked-up and

is noBleRbfded Q%éil'r‘l%t artgg,ch%én f‘tﬂé""ré%fqeglte &g’]t%ﬁ%ﬁ RUERRS bRBA 164t%ed, or

shi ppi ng Cont al ner’ nunber. e I ncrenmenta

. ogged, the reader 20 transmts the
poss@)ﬁ%ﬁ%@ﬁﬁﬁﬁ@@cﬁ&mq%e tag nunbers and the increnental
nunbers back to the controlling conputer. It will be
appreciated that if an increnmental nunber WO
2004/ 079679 PCT/ ZA2004/ 000024 -11 is not recorded
agai nstOpeniag of ereamtaiher calsasciedooteanerdal mambaoto temye.
| oaded, or possibly its tag is mal functioning.

This Epengenganbeadatootedi wissn trauags df kentaigserenbeardntheldip are
to change. This change can be detected when the tags

C ' ri ' .
soan SRLANTEY S ROShaRy St HHERAI MBIV AR o oo s e

he vessel approaches a port. Turning
vess%olg\ﬁpﬁ‘gggfegsu?%oﬁét’.

this diagrammatically illustrates a
conplex conprising a boundary wall W a control room
C at the entrance Eto the conplex, and a plurality
of tags T distributed through the conplex and al ong
t he rodtusBinghzaw 1o Figwse gathis diagnamanaiicady flvistraies aeemplex
bui l dings in the conplex are designated 131, B2 etc.
commisthd dounddnsyall & Rtonfl rebm CTatehé agsrahcaet@the complex,

descri bed above except in
and a plurality of tags T distributed through the complex and along the routes that
the patrolmen have to follow. The buildings in the complex are designated B1, B2

etc. and the road system R1, R2 etc. The tags T are as described above except in

that they do not require numbers that can be incremented.

The patrolman carries a tag reader which, when in the proximity of a
tag, receives the unique number transmitted by the tag. The readers transmit a
signal to the control room indicating that the tag has been read. At the control room

C there is a receiver for detecting signals transmitted by the reader.

It will be understood that, in real time, those in the control room can
follow the progress of the patrolman from tag to tag as the reader picks up the signal
from each tag. In the event that an expected reading from a subsequent tag in a

sequence is not received, the controller becomes aware, after a minimal time lapse,



that they do not require nunbers that can be
i ncremented. The patrolman carries a tag reader which,
wohew/o7ye7dhe proximty of a tag, receives thePamizgae4/000024
nunber transmtted by the tag. The readers transmt a
15 signal to the control rognindicating that the tag
has been read. At the control room Cthere is a
e ' I tted by the

that thEREIS Ly ARp PRI TLRR Py BT 22 Y e
those in the control roomcan follow the progress of
the patrolman fromtag to tag as the reader picks up
the signal fromeach tag. In the event that an
expected reading froma subsequent tag in a 20
sequence is not received, the controller -becones
aware, after a mninmal tine | apse, WO 2004/079679
PCT/ ZA2004/ 000024 -12 that there is a circunstance
whi ch requires investigation. WO 2004/ 079679
PCT/ ZA2004/ 000024 -13- CLAIMS: 1. A method of
enhanci ng security which conprises distributing tags
t hroughout an area to be protected, each tag
transmtting an identification signal, bringing a tag
reader into said area, the reader picking up the
signals transmtted by the tags, and downl oadi ng from
the reader to a renote | ocation the signals picked up
by the reader fromthe tags. 2. A nmethod as clainmed in
claim1l1l, wherein the tags transmt their



identification signals at radio frequency. 3. A nethod
as claimed in claiml1l or 2, wherein the reader

wonremn®md’s to the renote |location at radi o frequaacyod/000024
4. A method as clained in claiml, 2 or 3, wherein the
signal transmtted by eachqtag includes data
i ndicative of the status of the tag. 5. A nethod as

CLAIMS”“ med in claim4, wherein the status indicating data
insmtted is conpared with stored data and a

1. SeLer AR BP0 sHRSHGineh LR R ARG teos
claimed in any one of clainms 1 to 3, wherein the . ]
throughgHiean pEea tcage ipsetepleda egah tay transpulting AN identdfigagon signal,

area, the signal fromeach tag which the patrol man
bringprasa éag tesidey infb deddiatga, tiye rémdargrcking apdhe sigmsits trapsmitted by
to said renote |ocation whereby the progress of the

the tdd, pabriowniSadingrard the/at (¥ 46 7o e RETLLIGNAAB AigHHIO Pitked

-14 7. A nmethod as clained in claim4 or 5, wherein

I eatBRTb BR6gBavi Ng shi pping containers therein
vp bgﬁl‘ tehe targs areal |§tted to the containers, said data

changi ng upon a door of the container to which the tag
is fitted being opened whereby unauthorized door
openi ng can be detected en the signal fromthat ta

o)
2. i's read MANORAFEHHEIIR C %{,ﬁ«vh@rﬁ@ﬂ Hieclege transpyihes
_ a shi pping container has been opened, the nethod
identifieafien signglsaaplagintieauerry.t o one conmponent of a
shi ppi ng
3. A method as ciaimed in claim 1 or 2, wherein the reader transmits to

the remote location at radio frequency.

4, A method as claimed in claim 1, 2 or 3, wherein the signal transmitted

by each tag includes data indicative of the status of the tag.

5. A method as claimed in claim 4, wherein the status indicating data
transmitted is compared with stored data and a determination made as to whether

there has been a change in the status of the tag.

6. A method as claimed in any one of claims 1 to 3, wherein the reader is
carried by a patrolman patrolling said area, the signal from each tag which the
patrolman passes being picked up by the reader and transmitted to said remote

location whereby the progress of the patrolman is tracked.



contai ner, there being a tag operating neans which
nmoves Wi th anot her conponent of the shi pping
woami4arygy , sai d conponents bei ng ones that nOYET/ZA2004/000024
relatively to one another during opening of said door
of the container, storing q1gjgnal on said tag as
sai d conponents nove together on door closing,

changi j 0 i . u id. . its .
7. opor at g 2SR RS B 5 AT 3BT I bye having
. downl oadi ng , the signal stored.in the tag at the tine
shiPRifG CRBIGINGS therrnang the E?&éo@reafﬁtfdafé’g%ﬁog‘&a'@%ﬁsd said data
stored signal on the tag before the door is lawfully
changingrigepn @ deer iof {het eentaigr o wihighathe tagds filed Oeintyererire
to unlawful door opening. 9. A nmethod as clainmed in
wherebyunethonided nivlow dpeginghmnsbe detdctep plhgnrtpe aidgreed from that tag is
operating device to the other conponent of the
readcontainer. 10. A nethod,as clainmed in claim9 and
whi ch conprises the steps of fitting said tag or
device to a handl e constituting said one of said
conmponents, said handle being noved to unlock the
cont ai ner n Ltfing.the device or t 0 a further
8. compondnimaiiehof telsadihibg Wistier Saptr o shrpuhtntaner has
moves during openi ng. WO 2004/ 079679 PCT/ ZA2004/ 000024
been.opsened, the methedl campesaigrARPIYIRY @ a0 Pnevireneereraf@ shipping
tag and device are fitted one to said door and one to
contatiher, theretaiig tlteg opetatingemeans wivth ovedavittcanather tagponent
are separated as the container door is opened. 12. A

of thé@hip@ﬁ]gaéorﬁbiﬂieﬁ%icﬂ BoAMON@ARs 198ing lotel®h &t inevé teRfitely to one
including the step of transmtting, at tinmed _
anotdeﬂrgﬁfn\ﬁ@l Spefity B s&iBUddr 't A B 5Mindr "Siorihg Wigihi i Laidtag as
said components move together on door closing, changing said stored signal upon
said tag and its operating means being separated during door opening, downloading
the signal stored in the tag at the time the door is lawfully closed, and accessing said

stored signal on the tag before the door is lawfully opened to verify that said signal

has not changed due to unlawful door opening.

9. A method as claimed in claim 8 and including the step of applying a tag

operating device to the other component of the container.

10. A method.as claimed in claim 9 and which comprises the steps of
fitting said tag or device to a handle constituting said one of said components, said
handle being moved to uniock the container, and fitting the device or tag to a further

component with respect to which said one component moves during opening.



tag. 13. A nethod as clainmed in claim12, and

including the further step of storing a unique tag
woOdeantoréd7gat i on signal in the tag, and transm PCTZg200@1000024

timed intervals and a radio frequency, the uni que

i dentification signal storeq51n the tag. 14. A nethod

of nonitoring a patrol man's progress whi ch net hod

11. conpri %%Eﬁhé& bk Riiied) ihagsinfb %Heltehﬁsgﬁidt%g éf?f]dé\nce are fitted

route, each tag transmtting uni que | catro

i gnal i di atr
one B HF gpabaBy e danfiaPi ﬂ ftghr So AR adlrine e tag are
t sai d reader being brought into sufficiently
Sepaﬁﬁﬂgééspt BORfager eRRf 18 ORRERMt ting the tag
identification signals picked up by the reader to a
control roomthereby to permt the patrol man's
progress fromtag- to-tag to be nonitored.
12. A method as claimed in any one of claims 8 to 11 and including the
step of transmitting, at timed intervals and at radio frequency, the signal stored in the

tag.

13. A method as claimed in claim 12, and including the further step of
storing a unique tag identification signal in the tag, and transmitting, at timed

intervals and a radio frequency, the unique identification signal stored in the tag.

14. A method of monitoring a patrolman’s progress which method
comprises distributing tags along the patrolman’s route, each tag transmitting a
unique identification signal, providing the patrolman with a reader for receiving said
identification signals upon any of the tags and said reader being brought into
sufficiently close proximity, and transmitting the tag identification signals picked up
by the reader to a control room thereby to permit the patrolman’s progress from tag-

to-tag to be monitored.



