14 Decenber 2004 | ANONYMOUS PARTI Cl PATI ON AUTHORI TY MANAGEMENT SYSTEM The
present invention relates to a participation authority nahaDessiber 96t em
for use in electronic access,. electronic bidding, electronic lottery,

el ectronic petition, electronic voting or .the like. Conventionally, ‘an
anonynous participation systemusing blind signature has been studi ed.

Bl i nd signat ur. [ IL.n which a signer signs wthout seeing
t he si gned cgﬁéﬁ’glﬁz?%@é%@gqﬁ AR d‘&%‘@‘f&ﬁﬂ@%ﬂ ng, data
involved in the participation is the voting contents of the voter

hi nsel f/ herself. Thus, electronic voting can be conducted. as foll ows.
First, a participant subsystem (presenter) authorized to vote proves

bef ore a nanager subsystemthat the presenter is authorized to vote and
then has the manager subsystemsign the voting contents by section of
blind signatur EPARFRISTY skfHeln e tater &9 ghRareleipakien ranager
subsystem affixed is sent to a verification subsystem The verification
subsyst em FEGREEEY HRARBISAYN &t sy k@Rt TULRFEt &1 ehpehrontcspgrasare of the
manager subsystem as a voting statement_ sent by an eligible voter. To
prevent arPitEHEeRE Pisklinisi pasectsopdgsteri eFvmedactinanda pegitioan
identical voting session two or nore tines, it is determ ned that voting
dat a whi cttAREFRRNI¢ o9 bR pa¥ t tlee phikesubsyst em t o anot her 14 Decenber
2004

Conventionally, an anonymous participation sjstem using
blind signature has been studied. Blind signature réfers to
a system in which a signer signs without seeing the signed
contents. For example, in the case of electronic voting, data
involved in the participation is the voting contents of the
voter himself/herself.

Thus, electronic voting can be conducted as follows.
First, a participant subsystem (presenter) authorized to vote
proves before a manager subsystem that the presenter is
authorized to vote and then has the manager subsystem sign the
voting contents by section of blind signature.

A voting statement with the signature of this manager
subsystem affixed is sent to a verification subsystem. The
verification subsystem regards the voting statement submitted
with the signature of the manager subsystem as a voting
statement sent by an eligible voter. To prevent an identical
participant subsystem from participating in an identical
voting session two or more times, it is determined that voting

data which varies from one participant subsystem to another



2 shoul d be used and that the manager subsystem should issue a blind
signature to each participant subsystemonly once. |In the thBeecwhar2604/0ti ng
contents with the same signature are,sent, this makes it possible to
determ ne that the sane participant subsystem has attenpted to vote tw ce.
Since . blind signature is used, even the manager subsystem cannot know
to which participant subsystemthe voting statenent with the signature has
been i ssshdpldhbehusadesnd ttipos itd manages Budisysaeanyhbtiyd Lskewi ge, an

el ectronic voting system using anonynous certificates with blind signature

is al so ohded stigtptule tdee eacdnpaittiealandx &y sy sdeay @nlivhemag ti ci pant
subsystem needs to have the nmanager subsystemissue a blind signhature

every tine the fisf thaciepanérs thsyisie Bopaehite patRIHN s¥Aki signdhate 1S, for
every voting session. Therefore, the foll ow ng describes a conventi onal

case wheageaspalt,i €hpanhakebSY st pHksEBNePabt H6tHAMENE NMIBALCERONEEMA Ot i NQ
any nunber of tinmes with a single registration procedure. First, the

parti ci ppAktsehpsite BuPe e eladr & tithmp tENage voteb XAl t Rahckhe
partici pant subsystemis a participant subsystem authorized to anonynously

partici pieng d1\@ia hidse ke HBAAGYenSHS HAhATeT Sibsy St apUb ndeY by
section of blind signature. The public key with thi's signature of the

rzrggiger sUbSHSERM A FiXEHaht S@bdPSRNUY WMS nC 8kbkEheatews tdcRecenber

signature has been issued, which makes it possible to maintain
anonymity. )

Likewise, an electronic voting system using anonymous
certificates with blind signature is also under study. In the
conventional example above, the participant subsystem needs
to have the manager subsystem issue a blind signature every
time the participant subsystem participates in voting, that
is, for every voting session. Therefore, the following
describes a conventional case where a participant subsystem
can participate in electronic voting any number of times with
& single registration procedure.

First, the participant subsystem proves before the
manager subsystem that the participant subsystem is a
participant subsystem authorized to anonymously participate,
then has the manager subsystem sign its own public key by
section of blind signature. The public keywith this signature
of the manager subsystem affixed is called “anonymous

certificate”.



3 Next, the participant subsystem signs the voting contents wth its own
secret key and sends the signed voting contents and the albRgaembsr 2004
certificate to a verification subsystgm The verification subsystem
confirms that the anonynous certificate submtted is a public key with the
signature of the manager subsystem affixed and that the signature of the
voting statenment can be correctly verified based on this public key, and
when t he confNexfat ithe parobtipaet subsgartem $hgss dahe aovbhgngretattesent sent
by an eligible voter. Wiether an identical participant subsystem has not
partici pattld ibhs awn istetaicdleyvanhidngesdsstba stbgmed heot ong ecdrsteaoird | r med by
the absence of other voting statenents based on the sanme anonynous
certifican@. thseanbnphond seghaficetenkesai verilfneanievesubeyishemmanager
subsystem to which partici pant subsystem an anonynous certificate has been
i ssued, ThechenbResatioposabbietem coaffimsnthaenyhet wnokgwewer, if an

I dentical participant subsystemvotes in two voting sessions using an

i dent i cateranpnysbdssapnitteqaie, aipunild ey nevaalat tdiaindhiersae
partici pant subsystem has participated. Next, group signature wll be

expl ai nethdah@nagdhi SubSys el YSE£Ikéd A Chh£Y ethd fsighQirdy€ gignat ures
are affixed wusing an identical anonynous certificate, whether the sane

signer hast sh@rat tdmdhd chf HeeBbree8e g i Fild $vh868WAHR1 sipuiese! i bed in
detail in a paper called "Efficient group 4
key, and when the confirmation is obtained, regards this as
a voting statement sent by an eligible voter. Whetﬁer an
identical participant subsystem has not participated in an
identical voting session more than once is confirmed by the
absence of other voting statements based on the same anonymous
certificate.

Use of blind signature makes it unknown even to the manager
subsystem to which participant subsystem an anonymous
certificate has been issued, which makes it possible to
maintain anonymity. However, if an identical participant
subsystem votes in two voting sessions using an identical
anonymous certificate, it will be revealed that the same
pérticipant subsystem has participated.

Next, group signature will be explained below. This is
a system in which even if two or more signatures are affixed
using an identical anonymous certificate, whether the same

signer has signed or not is kept concealed. This technique

is described in detail in a paper called "“Efficient group



14 Decenber 2004 signature schenes for |arge groups” in the international
conference CRYPTO '97 by J. Canenisch and M Stadl er. First4De¢damber 2004
partici pant subsystem proves before the4 manager subsystemthat the
partici pant subsystemis a participant subsystemthat belongs to a group
authorized to participate anonynously and then has the nmanager subsystem

I ssue a gr li%nsaeccret %Welg\lgexi data to be sent is signed with this secret

key and tResigned da I I SRR | ddt it sifsrRati ok

verificatiqn bsyst e nfirne that_the data subnmtted has a signature
verifi abl e%l())f/&u rg\f]&?p%'qoc Ky PYarki XPeIHEThand it cdmd¥emtion is
obt ai ned, this ﬁan Qe [_Legardec_l as the data sent by a participant subsystem
bel onging to ah‘&ftgi P& BRGEHCLIDEBLoFURETSECRi BRAVasebedkae ithe mpossi bl e
to identify_the E)__articul ar participant subsystem in the group to which the
group secr SEPREFTLSEPSHSTegbAdiadt ity Redbi Singmdt Wb siys tesl orged, whi ch
makes it possihle to nmaintain anonym t{. However, with this systemeven if
an i dent i cRPTpAFEPEFaSUbSTSiSystBathheloras tata soeep taabhenieedotan
i dentical session, .there is no way to verify whether the two signatures
are af fi xeBAThyChbrts anongawusdyl amdofhesebest they nomayetr, saridytdtemef or e
this system cannot be used for applications such as electronic voting
whi ch nust 1pPEGeRt SHOUP EoFdEitndeYA technol ogy sinmilar to group signature
is escrow identification, which is described in detail in a paper called
Next, data to be sent is signed with this secret key and

the signed data is sent to the verification subsyst:em.

The verification subsystem confirms that the data
submitted has a signature verifiable by a group public key
affixed and when the confirmation is obtained, this can be
regarded as the data sent by a participant subsystem belonging
to an eligible group. Use of group signature makes it
impossible to identify the particular participant subsystem
in the group to which the group secret key used for generating
each signature is belonged, which makes it possible tomaintain
anonymity.

However, with this systemeven if an identical participant

. subsystem has sent data more than once to an identical session,

= there is no way to verify whether the two signatures are affixed

by using an identical group secret key or not, and therefore

this system cannot be used for applications such as electronic
voting which must prevent double voting.

A technology similar to group signature is escrow

identification, which is described in detail in a paper called



14 Decenber 2004 5 "lIdentity Escrow' in the international conference CRYPTO
98 by J. Kilian and E. Petrank. However, this technol ogylddossmbadio4

provi de section for determ ning whether two identification information

pi eces are issued froman identical participant subsystemor not, either.
A technol ogy call ed "subgroup signature” is available, whichis a

t echnol ogy, usi ng group signature whose nunber of signatures is equal to

t he nunber 6N ESSropar incthaninternryitonad cortfieraneth SRYEIP i'§8
described in detail in a paper called "Sone open issues and new directions
in group $¥grdat fiddan gndh&.i Medmeak.onHbweyrker 6hde Eechnoilaby does
Cryptography '99 by G Ateniese and G Tsudi k. However, since all

partici parﬁ‘lo'fs@l?é%\j%é@r?@qﬁi&ﬂ Herdefirmminsi figpwhetheorntwiaidenttifiisatéohnol ogy
cannot be used for voting in which data to be sent varies from one

parti ci pagffogmatdidie piefe sdesty iilsstesbdrem eheidensinelcpaventipaalt
technology that would allow a participant to participate in a plurality

of sessi ossbgysien gt exategissititet on procedure, detect whether there

al ready exists data fromthe same participant, and conceal a participation
rel ati onshi p bat weehnedegivonsléedn "sfibgtrhappaitnaicpart’ par biveipabes,in a
plurality of sessions wthout this being detected, so as to be used for

el ect r oni hivdt ilsg aahechhedbgyniusibigddirogp 4 ghatemeetwhd@@4nGmber of

signatures is equal to the number of different participant
subsystems. This technology is described in detail in:a paper
called "Some open issues and new directions in group
signatures” in the international conference Financial
Cryptography ‘99 by G. Ateniese and G. Tsudik. However, since
all participant subsystems provide signaf.ure for common data,
this technology cannot be used for voting in which data to be

sent varies from one participant to another.

As described above, there is no conventional technology
“that would allow a participant to participate in a plurality
of sessions by a single registration procedure, detect whether
there already exists data from the same participant, and
conceal a participation relationship between sessions even if |
the participant participates in a plurality of sessions
without this being detected, so as to be used for electronic

voting and electronic bidding.



In the conventional technol ogy where data to be sent is signed by section
of blind signature, it is necessary to conduct registratibhDgeobeg8ihg for
every session, while the conventional technol ogy using an anonynous
certificate is wunable to conceal a participation relationship between
sessions, group signature or escrow identification is unable to verify
session participation by an identical participant, and the technol ogy

usi ng subgrougnsitgeatuheehsivnabl ectAndlbgy wRAEE PAF4 il RANsHDSYStem to
Ccreate participation 'data independently. The present invention has been

achi eved diygrieakbfEddtibn € HAUMG £ 16n ROLPE S 19658 hicbRd sakPQVE, aRddlld S an
object of the present invention to provide an anonynous parti cipation

aut hor i t yowERAGeIEIdn HPEIEIBS TSP SrdBytACLPROL , AWiPLiggd to access or
participate in a plurality of sessions can particlipate anonynously w thout

t he partbﬁdﬁﬁﬂﬁﬁbﬂﬁﬂﬁtéﬁhndEH§§Cﬁg&ﬁ'rghr&ﬂ@ﬁ}&g@@i&bfgiﬂfggt%hfssessions

being revealed, whereas it is possible to det'erm ne whether the sane

partici pamatas RArdddddt &f gire: dNale ANeerd i 1ih beRSLRN- I n other

words, the present invention provides an anonynous participation authority

TANageeRle MY ot BYanBREEECOPAUSGP R G RAE I 53 BhUL3LI LY of

sessions with a single registration procedure, detecti'ng any 1dentical
D oy PR e o8BS bhchBel py bl S0t okt Gy SR R Eyphhe! e
and the technology using subgroup signature is unable to allow
each participant subsystem to create participation Eata
independentiy.

The present invention has been achieved by taking into
account the points described above and it is an object of the
present invention to provide an anonymous participation
authority management system in which a participant authorized
to access or participate in a plurality of sessions can
participate anonymously without the participant’s name or
participating relationship between the sessions being
revealed, whereas it is possible to determine whether the same
participant has participated more than once in the same
éession.

In other words, the present invention provides an
anonymous participation authority management system allowing
participants to participate in a plurality of sessions with
a single registration procedure, detecting any identical

participant who has participated in an identical session more

than once, and yet concealing a participation relationship



7 between sessions, so as to be used for electronic voting, electronic
bi dding, and the like. In accordance with a first asH%ph of the 5ﬂvention,
there is provided a system conprising: a participant ~*sI5§§%®maMat is
aut hori zed to anonynously participate in a plurality of sessions using
secret information provided by a manager subsystem; and a reception
subsystemthat determ nes whether it i7s acceptable for the partici pant
subsystemto participate in a session, characterized in that the

parti ci papicweuhs ¥eEeToeeNPELSES: t8NHANABYHDHS: Sb BEERELn S GH 10hd OF
aut hori zi ng indi vidual data using the secret information depending on

sessi on- rglcaited iR eritRtine) Led RhedUggeanonynmous participation data with
anonynous signature, and the reception subsystem conprises: an anonynous

signature deterpi BbRIragsts ORi £197a det QMG Wiether shoegiysd, data is
anonynous participation data with anonynous signature authorized by the

parti ci pamersubsypi-8iceand 8ySEOr kot £ et ef Mg 5861d on for
determ ni ng whet her anonynous signhatures of” arbi'trary two pi eces of

anony Mmuguadfdtes] RME0N daka 8 Agnef Merfmdfent ieale pardd«ad pant
subsystem The anonynous signature may i nclude data that 1s generated by a

predetermg f j I5 t he ; [MeTaLRACIE ' r | nd the
secret infggﬁg??gﬁﬁsaﬁggggﬁl?%g ?§%§§f%eﬁgfghlgggg?%$ﬂ%ﬁgq§g§??8ﬁ checks

the datagyngl ydeshd dubysRBRANY S 51 QRBLVE SN Oful KRR HnZpONY MOUS

partici pafion data.
determines whether it is acceptable for the participant
subsystem to participate in a session, characterized in that
the participant subsystem comprises: an anonymous signing
section for authorizing individual data using the secret
information depending on session-related information to
produce anonymous participation data with anonymous
signature, and the reception subsystem comprises: an
anonymous signature determining section for determining
whether received data is anonymous participation data with
anonymous signature authorized by the participant subsystem;
and a sender match determining section for determining whether
anonymous signatures of arbitrary two pieces of anonymous
participation data are signed by an identical participant
subsystem.

The anonymous signature may include data that is generated
by a predetermined expression using the session-related
information and the secret information, wherein the sender
match determining section checks the data included in the

anonymous signature of received anonymous participation data.

The predetermined expression may be represented by raising a



The predeterm ned expression nmay be represented by raising a 14 Decenber
2004 8 session-dependent base to a power that is dependent lbRedember 268¢r et
information. According to a first enbgdi ment of the present invention, the
anonynous signing section may include: a generator creating section for
creating a session-dependent generator. depending on the session--related
I nformation; a group signing section for signing the individual data using
t he sessfdAsigapdrendegsndasieortoamd powversdiradt isnfdepemident tom pHaduce
anonynous participation data, wherein the anonynous' participation data

i ncl udessdaratobnicmeatipnr.ai sing the session-dependent generator to a
power determ ned by the secret information; and a |inkage data generating
section for Areerdingdd ankaget dabadindntabd nheaprekahtonshdpe 2swNg t he
sessi on-dependent generator and a generator determ ned by the individual
dat a andtee ehengmessormigeliagedeictfionmaiayoincih@eseer eenietfzaigration is
represented by (x, y, v) that satisfies : v = (y +S' nod n, where y = ax
nod n, ncksahipgosdectionf fomocpesttnguahasss Bon UsgsbidedhdiAator
cryptography, g is a generator that generates a cyclic group of order n, a

is an |d&cpemdinytemithe pessRohoralatelSimfointienai; BEHehb s fYdily to the
Eul er nunber of n, and Sis a constant other than 1, the generator

creati ngssetibnnforeaigniagsensi 9nadenandentiaganasahe’ +66 %%%%§§§Qndin9 to
a session A and a generator gmis generated based on the individual data m
and/ or dependent generator and the secret information to produce
anonymous participation data, wherein the anonymous:
participation data includes data obtained by raising the
session-dependent generator to a power determined by the
secret information; and a linkage data dgenerating section for
generating linkage data indicating a relationship among the
session-dependent generator and a generator determined by the
individual data and/or the session-related information.
The secret information is represented by (x, ¥. v) that
satisfies: v= (y + 8)"°mod n, where y= amod n, n is a product
of two prime numbers as used in the RSA cryptography, g is a
generator that generates a cyélic group of order n, a is an
ihteger mutueally prime to n, e is an integer mutually prime
to the Euler number of n, and § is a constant other than 1,
the generator creating section creates a session-

dependent generator g, corresponding to a session A and a

generator g, is generated based on the individual data m and/or

the session A,



the session A, 14 Decenber 2004 9 the group signing section sets z =g¢,,-"'
and generates a first proof statenent V1 = SKLOGLOF z, gA, B)Ddcamier20QpA( aa)
] (1) proving the know edge of a satigfyi ng z = gA(aa) and a second proof

statement V2 = SKROOTLOG (z* gAS, gA"e) [ i : z* gA5 =g.,(P,) ] { 1}
proving the know edge of (3 satisfying z*ggs = gA(N8), the linkage data
generating section sets z, = ¢g,', and generates a third proof statenent V3

= SKREP(z1/z, the gpoldy sighlinggé @l 2Pn bl sps evimtiddgekaput8daer9b szl and z
have the sane power to the bases g, and gA respectively, wherein the

anonynougropd tdtetpatdran data is defined as (A in, z, z1, V11 V2, V3) . In
this case, the anonynous signature determ ning section checks V1, V2, and

V3 of the anonynous,par L€} ' t . det er nidte ether received data
i s anonynous parti gflpat F%Ebgg?g?v@m% ngn(gngrmué‘ Si grlueg\t[vzre aut hori zed by the

articip € ‘ ernm ni pgesection checks z of
ltohe anon%%gglﬁ%;g?%?@%‘gti?g%éd%?g{ tS(S%(L?JL%? r%tgné Wr#ét her” &6 ?‘n%ﬁgogﬁgnatures
of arbit pabyft Wraicares of anonynous participation data are signed by an

i dentical participant subsystem According to a second enbodi rrent_, thfe r
reating & generats “dEsBRATKO0R Bhe sscallin Fefuredory ofkbLi on: and
proving the knowledge of B satisfying z*g, = g,(B°),

the linkage data generating section sets z, = g, and
generates a third proof statement :

Vy = SKREP(z,/2, g,/d.)[y: 2,/2 =(g,/g9,)'1(1)
proving the knowledge of z-1 and z have the same power to the
bases g, and g,, respectively, wherein the ancnymous
participation data is defined as (A, m, z, z,, V,, V,, V,). 1In
this case, the anonymous signature determining section checks
Vi, V,., and V; of the anonymous participation data to determine
whethexr received data is anonymous participation data with
anonymous signature authorized by the participant subsystem.
The sender match determining section checks z of the anonymous
participation data to determine whether anonymous signatures
of arbitr_ary two pieces of anonymous participation data are
signed by an identical participant subsystem.

According to a second embodiment, the anonymous signing
section may include: a generator creating section for creating
a generator dependiﬁg on the session-related information; and
a group signing section for signing the individual data using

the generator and the secret information to produce anonymous



a group

generator and the secret information to produce anonynous MD®ewbaidédd 2004

10 parti

of two prinme nunbers as used in the RSA cryptography,

signing section for signing the individual data using the

ci pation data, wherein the angpnynous participation data includes
data obtai ned by raising the session-dependent generator to a power
determ ned by the secret information. In the case where he secret

information is represented by (x, y, v) that satisfies: v = (y + 8)
n, wherepyrtatipadion theai nohatrdunl tidnbadnymderopadt DY iphtiohSda@t R oduct

nod

g Is a generator

that genenalleges dythi obFaduwpdbyondalsihg a&He s¥bsion-geradital |y prine

ton, e

Is an integer nmutually prime to the Euler nunber of n, and b is a

const ant gehBeatbianola phrege BRI tArali @y NheS &SIt GHAVER A SFESSI ON-
dependent generator gA corresponding to a session A the group sign

section

sets In=tgédycasd Geses ahESsdctet SinfPrRRfish o e rdMertted

ng

SKLOG.OF z,gA , a)[a:z = gA(a")](m proving the know edge of a satisfying z

gA(aa)

= gA(l )

wher ei n
Vi, V2).

g?d ((ﬁ.S%@ow_ tﬁ%@otsa%ti%e\fﬁ.@%m Wz 1 yORREITE QA 3% Awgfé

m “proving the know edge of satisfying z*gAs =
at M>ATONERBUSnBAY T EhAokhen Haldedcdd ¥lPH 9036 0a Gocddho

According to a third enbodi nent of the present I nv I on,

anonynDU§f5£98iﬁﬂiﬁ@cﬂ&ﬂﬂefgyaéQﬁhﬂggﬁx%h&?ﬂ%ﬁ@E?&ptography, g is a

generator that generates a cyclic group of order n, a is an
integer mutually prime to n, e is an integer mutualfy prime
to the FEuler number of n, and 8 is a constant other than 1,
the generator creating section creates a session-
dependent generator g, corresponding to a session A,

the group signing section sets z = g,¥ and generates a first

proof statement

V, = SKLOGLOG(z,g,,a)la:z = ¢,{(a)](m)
proving the knowledge of o satisfying z = gh(a“), and a second
proof statement

V, = SKROOTLOG(z*g,', g,,e)[B: z*g,} = g,(B°)](m)
proving the knowledge of f safisfying z*gf = g;”yﬁ, wherein
ﬁhe anonymous participation data 13 is designated as (4, m,
z, v, V).

According to a third embodiment of the present invention,
the anonymous signing section may include: a generator
creating section for creating a session-dependent generator
depending on the session-related information: an escrow

identifying section for signing the individual data using the

(3: z*gA5
fodi?) ©

z,
t he



creating section for creating a session-dependent generator depending on
the session-related information; an escrow identifying settPewamba2084 gni ng
the individual data using the 14 EEcefger 2004 11 sessi on-dependent
generator and the secret information produce anonynous participation
data, wherein the anonynous participation data includes data obtai ned by
rai sing the session-dependent generator to a power determ ned by the

secret i nfearsmin -@spanibit |datkager siatahgenes adddb seaifdd ©fon gemerating
| i nkage data indicating a relationship anong the session-dependent

gener at ofprayhce genReldidds getrariditedinn dhta,i ﬂﬁb%@ﬂalthéaéﬁoﬁ?ﬂégé the
session-related informati on. The secret information is represented by (a,

b) that matiifigsior dag -1irdlud®s datdS@Thdd By g Ofnd o prine
nunbers as used in the RSA cryptography, g is a genéerator that generates a

cyclic griysion -Wfindbnt? dénérhidit 888Ta BEHA |det A ifed b tife ! S AN
integer mutually prinme to the Euler nunberr of n, and Si1s const ant ot her

than 1, therganenabematheati aﬂa%ﬁfi%ﬁag%r&éiﬁﬁe%ei%sﬁ scdeRendent-
generator gA corresponding to a session A and™a generator g, IS generated

based on deh@dAding dualkdat ﬁa’f‘aa'iggigrcgtgﬂﬁ ael?éﬁ_QEié‘ns#llt_ﬂﬁS?ﬁ%%lg\the

identifying section sets za = gA(ae) an generates a St at enent

vi= ggﬁgg@yzsg%@%ﬁgrﬁg chBrarBR( A% ol gbdd-REQY kNG KLPW,PERE Of 2

individual data and/or the session-related information.

The secret information is represented by (a, bs that
satisfies b= (a° - 8)'* mod n, where n is a product of two prime
numbers as used in the RSA cryptography, g is a generator that
generates a cyclic group of order n, a is an integer mutually
_prime to n, e is an integer mutually prime to the Euler number
of n, and 0 is a constant other than 1,

the generator creating section creates a session-
dependent generator g, corresponding to a session 4 and a
generator g, is generated based on the individual data m and/or

the session A,

the escrow identifying séction sets z, = gA(ae) and
Qenerates a first proof statement
v, = SKROOTLOG(za,gA,e)[d: z, = g,(8°)1(1)
proving the knowledge of o satisfying z, = gA(ae) . and sets z,
= gA(ba) and generates a second proof statement
V, = SKROOTLOG(z,,g,.e}[B: z, = g,(P")1(1)

proving the Knowledge of § satisfying z, = gﬂ(ba) , and



= gA( b) and generates a second proof statement V2 = SKROOTLOF zb, gA e) [
P. zb = ga(bs) ] (1) proving the know edge of f3.sat|sfy!ngmﬁﬂﬁmbgzom9 ,
and 14 Decenber 2004 12 the linkage dpja generating section sets generates
a third proof statement z0 = gm (ae) and V3 = SKREP(zc/za gm gA) [y. zc/za
= (gm gAYl (I) proving the know edge of za and z, having:the same power
to the bases gA and gm respectively, wherein the anonynous participation
data is definéteadithagm datazfendeatVig ¥EctVd) setd Nz thi g (@H3egnhe
anonynous signature deternining section determines whether Za*Zb T gAS is
sati sfi edeatadtescies ird/proandsdBtaderithe anonynous participation data to
determ ne whether received data is anonynous participation data with

anonynous si gnaturg auskBEPZeq/ by, thegpart:i &_pant- Supsysie¢qu ) The sender
mat ch determ ning section checks one of za and zb of the anonynous

partici paricoingataet oncel edge nef whedmez, anomipihe PSS tof tAEbI trary
two pieces of anonynous participation data are signed by an identical
parti ci patsesulygyahdnyg, Accasghbdigi tOl P, fehsidienbesi apohyhdud he present
invention, the anonynmous signing section may include: a generator
creat i ng peadtiicdmpaitiionc dathl 1§ deSE3Sd A dependent, aener at@r, ydegepdi ng on
the session-related information; and an escrow

In this case, the anonymous signature determining section

determines whether z,*z, = g,° is satisfied and checks V.. V,,
and V; of the anonymous participation data to determine :whether
received data is anonymous participation data with anonymous
signature authorized by the participant subsystem. The sender
match determining section checks one of zarand z, of the
anonymous participation data to determine whether anonymous
signatures of arbitrary two pieces of anonymous participation
data are signed by an identical participant subsystem.
According to a fourth embodiment of the present invention,
the anonymous signing section may include: a generator' 
creating section for creating a session-dependent generator
depending on the session-related information; and an escrow
identifying section for signing the individual data using the
session-dependent generator and the secret information to
produce anonymous participation data, wherein the anonymous
participation data includes data obtained by raising the
session-dependent generator to a power determined by the

secret information.



i dentifying section for signing the individual data using the

sessi on-dependent generator and the secret information tD DceadEL 2004
anonynous participation data, wherein the anonynous participation data

i ncl udes data obtained by raising thel3sessi on-dependent generator to a:
power determ ned by the secret information. 14 Decenber 2004 13 The secret
I nformation is represented by (a, b) that satisfies b =(a _ 6) "' nod n,
where n is a product of, t, rime, nunbers as used. in the RSA cryptography,
g is a generator ﬁ?ﬁretgéﬁdgﬁ“&q%amby’cﬁ iR et 2n, P4 £B2%n i nteger
mut ual |'y rine ton, e.is ap integer mutually prine to the Eul er nunber

of n, anfBIEiLT i@t fPhemathan vheraad dene prasiuc edt tvg psalee on

creates a sessi on- dependent generator gA corresponding to a session A

the escrdW% PeyPAgAsER tish REBt ST yREOUEAPRY) RAE Befrieraton thakt proof
statenment V1 = SKROOTLOH z., gA, e) ga: ze = gA(ae) ] (m proving the

know edgdBYeLR L] i FYCAd CzaTeugphrdendy gels o infmdemmntyernlshnt es a
second proof statement VZ = SKROOTLOG (zb, gA e) 13 : Zb = .9A(1)')1(m =
Provi ng tHeMhdR Bege i6f ap3inheger yiwignably ppamehép, thbhdiwler tthmmbamonynous
participation data is defined as (A, m za, zb, V1, V2) . In accordance
with a sedort agpkdl icf & leorngheart iother than 1,

the generator creating section creates a session-
dependent genérator g, corresponding to a session A,
the escrow identifying section sets z, = gh(ae);and
generq;es a first proof statement
V, = SKROOTLOG(z,,g,.e)[a: z, = g,(2°)1(m)
proving the knowledge of o satisfying z, = gﬁéﬁ), and sets z,
= gﬂlf) and generates a second proof statemept
V, = SKROOTLOG(z,,g,.e)[B: z, = ga(b;)](m)
proving the knowledge of B satisfying z, = gﬁff), wherein fhe
andnymous participation data is defined as (A, m, z,, z,, V,,

v,).

In accordance with a second aspect of the invention,
there 1is provided an anonymous participation authority

management method for a system comprising:

a participant subsystem  that is authorized to
anonymously participate in a plurality of sessions using

secret information; and

a reception subsystem that determines whether it is

acceptable for the participant subsystem to participate



there is provided an anonynous participation authority managenent nethod
for a systemconprising: a participant subsystemthat is authorized to
anonynously participate in a plurality of sessions using secret
information; and a reception subsystem that determ neg waebkhesr idoogisS
acceptabl e for the participant subsystemto participate 14 Decenber 2004
13a in a session, the nethod conprising the steps of: at the participant
subsystem a) authorizing individual data using the secret infornmation
dependi ng on session-related informati d@a o produce anonynous
participation data with anonynous signature; at the reception subsystem
b) determ ning whether received data is anonynous participation data with
anonynous signature authorized by the participant subsystem and c)

det er m ni ng whet her anonynous signatures of arbitrary two pieces of
anonynous-par t5i€€Fpattron data are signed by an identical participant
subsystem FIG 1 is a block diagramshowi ng a configuration of an

enbodi ment of @ PathelPabhpsuhsystam aaeydidyg to the present invention;
14 Decenber 2004

at the participant subsystem,

a) authorizing individual data wusing the secret
information depending on session-related information to
produce anonymous participation data with anonymous

signature;
at the reception subsystem,

b} determining whether received data is anonymous
participation data with anonymous signature

authorized by the participant subsystem; and

c) determining  whether anonymous signatures of
arbitrary two pieces of anonymous participation data are

signed by an identical participant subsystem.

FIG. 1 is a block diagram showing a configuration of an

embodiment of a participant subsystem according to the present

invention;



14 FIG 2is a block diagramshow ng a configuration of an enbodi nent of
a reception subsystem according to the present invention;14D&EemBeri2804

bl ock di agram showi ng a configuration gg an enbodi ment of a system
according to the present invention; F 4 is a block diagramof a .
partici pant subsystem showi ng a configuration of a first enbodi nent of an
anonynous signature function according to the present invention; FIG 5 is
a bl ock di agr &dGof Z2aipaatbtoekndisgibay stlerwisd anicomfd gumftigur aff an of a
second enbodi nent of an anonynmous signature function according to the
present iemmEringnt EfiGa ecspaibhoskbsyagyemamadornd pag ticcithanpregbayst em
showi ng a configuration of a third enbodi nent of the anonynbus signature
functi on lJgooortdiory; to the present invention; and FIG 7 is a bl ock diagram
of a participant subsystem showi ng a configuration of a fourth enbodi nment
of the anonynous signature function according to the present invention. 14
Decenber 2004 15 In order to clarify the objects, features and advant ages
of the presenFIiGnventioa, bbediod tedian afhdwlith Pl SR iighrertiicdn ofWah! be
explained in detail belowwth reference to the attached draw ngs. A
schemat i emystiemrec ol ¢ Ny d tem i ErROti i@ nto Ofhe tHe SEEE MMveMVESL L ON IS
showmn in FIG 1 to FIG 3. FIG 1 shows a particlpant subsystem 101 and
FIG 2 shows a reception subsystem 102. FIG 3 shows a conceptual diagram
of the

FIG. 4 is a block diagram of a participant subsystem
showing a configuration of a first embodiment of an aﬁonymous

signature function according to the present invention:

FIG. 5 1s a block diagram of a participant subsystem
showing a configuration of a second embodiment of an anonymous

signature function according to the present invention;

FIG. 6 is a block diagram of a participant subsystem
showing a configuration of a third embodiment of the anonymous

signature function according to the present invention: and

FIG. 7 is a block diagram of a participant subsystem
showing a configuration of a fourth embodiment of the anonymous

signature function according to the present invention.



system For exanple, in the case where this anonynous participation

aut hority managenent systemis applied to a voter nmanagenthDesybtreitd n
el ectronic voting, the participant q?systen1corresponds to a voter
subsystem and each eligible voter is™given secret information froma
manager subsystem beforehand and the reception subsystem performs voting
reception. A session corresponds to each el ection event (nation- w de

el ection, |ocah @aker AEBLaehegt tR8 oBiduls AFdateRes ARl S4RieeabaEor mti on
i ncl udes information specifying the election session and is information

comon t ofatie PredenteihdbAti sNJenoditRtSs 68 the pYRLRNE 1 vEREiSAT™E
election admnistrative area), and individual data is voting data, which

varies fwommee¥plainka anabigni Bdldukgi eAMEIRRA o4l 4 BLashggat ure”
in which a signer nane is identified, in "anonynous signature”, a signer

hame isqeaivibgent i Ai ednangdti 8By 88cANBYIPESngbEL A ConBHQYIRES ¢
si gnature" iﬁd?cates that it aggzreg (authorig%s) as aé%4 Decenber - 2004 16

si gnat ur enkhpiedaha RagcheqRnCest ahblw ¢heated '?zytaant%Q“ﬁUDU?mPeison who
has participation authority and has not been tanpered by other people.

There arenbe X% iofi gt Labsy Skl of 2ty $581% R B Miehfata to be
signed is expressly separated fromsignature data, and the ot'her 1n which
data to sQSs?EQBﬁdlb%.inﬂiégcﬁl¥h5ﬁ§|Hdggnhgpﬁhgﬂaﬁﬁggrgﬁtgf Thys.

system.

For example, in the case where this anonymous
participation authority management system is applied to a
voter management system in electronic voting, the participant
subsystem corresponds to a voter subsystem and each eligible
voter is given secret information from a manager subsystem
beforehand and the reception subsystem performs voting
reception.

A session corresponds to each election event (nation-
wide election, local government election, etc.) and
session-related information includes information specifying
the election session and is information common to all or a
dertain range of voters (e.g., voters in the same election
administrative area), and individual data is voting data,
which varies from one voter to another.

Unlike conventional “"digital signature” in which a signer
name is identified, in “anonymous signature”, a signer name
is not identified and remains anonymous, but the “anonymous

signature” indicates that it assures (authorizes) as a



suppose the anonynous signature, or participation data with an anonynmous

si gnature assigned described here includes data subj ect t b evembera0ct
signature. Wth reference to FIG | apd FIG 2, this participant subsystem
101 has secret information 10 given by comuni cating beforehand with the
manager subsystem 100 in secret information retaining section 20,

generates anonynmpus participation data 13 obtained by authorizing through
the anomyimustwsigrhiadr datanctd bredlcaetsimhy raleatted. bpfar abhgmoukl of the
session in which the participant wants to participate and individual data
12 whi ch descgtan berertias ephi i ¢ hpasbeisi anthoni whi &hd t hes pasti ségant wants to
participate using a secret key 10 retained in the secret key retaining

secti on ZGmged-€drionyoitust ypaepts. t Mier@neans i parddLiqatdopiata 13 to
the reception subsystem 102. The reception subsystem 102 receives this

parti ci paticomtust ayatemeer bhéeisn wnﬁ.@hgdﬂateblel:(ﬁb@nyﬂ@mlédﬁ!sﬁ@&b%égs\lﬁr i fying
section 30 that this includes the individual data authorized by the

parti ci paeipadtsyd tfemmuibaained detapamdaaes yraakt igiwaish idadder el evant
session. 14 Decenber 2004 17 Then, it is determ ned whether the participant

previ ousihe siayddijatatiired By SBEE@Tb®r /M0t i Mi5h Higrd hea sgNde y@t ch
determ ning section 31 that determ nes whether the received participation

data i s seitipo¥e Nole Ahdnencid® iR tElabl: patRe ks baribhakatgntikhe
partici pation data.
an anponymous signature assigned described here includes data
subject to anonymous signature.

With reference to FIG. 1 and FIG. 2, this participant
subsystem 101 has secret information 10 given by communicating
beforehand with the manager subsystem 100 in secret
information retaining section 20, generates anonymous
participation data 13 obtained by authorizing through the
anonymous signature function 21 session-related information
11 of the session in which the participant wants to participate
and individual data 12 which is to be entered in the session
in which the participant wants to participate using a secret
key 10 retained in the secret key retaining section 20 and
énonymously‘sends this anonymous participation data 13 to the
reception subsystem 102.

The reception subsystem 102 receives this participation
data and verifies through the anonymous signature verifying
section 30 that this includes the individual data authorized
by the participant subsystem authorized to anonymously

participate in the relevant session.



In the case of voting, if the participant did not participate before, the
rel evant participation data sent is accepted and if the phDiemnpando4 .
participated before, this is accepteg,and notified. O it is also possible
to receive all verified data first and then accept only the data that the
sender match determning section 31 has confirned that the sanme
participant subsystem is not found in the received participation data. In
ot her cases slbknasibiiddiagermined whesthepotse larttieipaeepte0Nbsthe data
involved in the first participation or validate the |atest participation
data or gelrddicigrtednian filon sddwi @ardr acigatioimdgatise aeider SREch
participant subsystemand validate according to a certain standard. O
cour se, dertiefnndatiiran sefctpant i3di padadtodedatraingisnghtliBe@N@A¥NPYSeiGhgnat ure
verifying section can be perfornmed at any tine after reception.

Furt her mpagstiicigdte.aasatherse 4diis @GnNays tiarddntd QRitoicapdherity
managenent systemis applied to a bidder nanagenent system of el ectronic

bi ddi ng, stubeyspant ittigtaniest gs R e imspaiidsad s 2 bi dder subsystem and
each eligible bidder is given secret information fromthe 14 Decenber 2004

18 manager subfyshemchekobehand iand tiFe theC eRiritark PPty HitMndier f or s

bi ddi ng reception. The session corresponds to each bidding item

sessi on- pehratied patfed HEdrdn ivhe BdasvanftopRRLieRphRabn data sent is
accepted and if the participant participated before, this is
accepted and notified.

Or it is also possible to receive all verified data first
and then accept only the data that the sender match determining
section 31 has confirmed that the same participant subsystem
is not found in the received participation data.

In other caseé such as bidding, it is also possible to
accept only the data involved in the first participation or
validate the latest participation data or select only one from
the participation data of the same participant subsystem and
validate according to a certain standard. Of course,
verification of participation data using the anonymous
éignature verifying section can be performed at any time after
reception.

Furthermore, in the case where this anonymous
participation authority management system is applied to a
bidder management system of electronic bidding, the
participant subsystem corresponds to a bidder subsystem and

each eligible bidder is given secret information from the



specifies the bidding session and is information common to all bidders,
and individual data corresponds to bidding data which varl4Beckmben26ive

bi dder to another. For exanple, in thg case where this anonynous
participation authority managenent systemis applied to an applicant
managenent systemin electronic lottery, the participant subsystem
corresponds to the applicant subsystem each eligible applicant is given
secret i RRBASET Gubisysherhde fivaedgerd sunds ytdtee mevefpdriemamthbaryd tidae recepti on
subsystem perfornms application reception. The session corresponds to each
| ott ery Pe&EFPIMSe ddiddhigelraed tiiminor mat i on i ncl udes i nformation that
specifies the lottery session and is information common to all applicants,
and i ndi vi duaFhéasassbonespondspbndappbi eathobiddahg waesh varies from one
applicant to another. FIRST EMBODI MENT As shown in FIG 4, a case where
group si grasare-relapeld ddfommaltiba desdudesd iaFoampRadinl ithagxanpl e.
Qperation of this enbodinent will be explained below As group signature,
a syst ensphicdlfiés CaendnidtimonndsblionSimdllier infdbraattes dommoapeii cal | ed
"Efficient group 14 Decenber 2004 19 signature schenes for |arge groups"” in

t he i nt ebndtieosal and dniidvedne IGRYPT Qorde Spoiows b AR IdRFAREASFhidh t he
above docunent, common constants (g, a, e, n, b) are required where nis a
product vhriwe ftoneocnenbedser to another.

For example, in the case where this anonymous
participation authority management system is applie& to an
applicant management system in electronic lottery, the
participant subsystem corresponds to the applicant subsystem,
each eligible applicant is given secret information from the

- manager subsystem beforehand and the reception subsystem
performs application reception.

The session corresponds to each lottery item,
session-related information includes information that
specifies the lottery session and is information common to all
applicants, and individual data corresponds to application
data which varies from one applicant to another.

FIRST EMBODIMENT

As shown in Fi1G. 4, a case where group signature is applied
will be described as a specific example. Operation of this
embodiment will be explained below.

As group signature, a system which J. Camenisch and M.

Stadler introduced in a paper called "Efficient group



as used in the RSA cryptography, g is a generator that generates a cyclic
group of order n, ais an integer nutually prine to n, e 14sDa@ambart2e¢rer
nutual Iy prime to the Euler nunber of;g, and Sis a constant other than 1.
Then, the manager system 100 generates these conmon constants and
designates the prime factor of n as the secret information of the manager
system The nethod of generating these common constants is described in
detai | i rridiataboy escliomemeftr langs gheupdOvin cBDIM O B¥Sal g, a, e,
n, S), each participant subsystem 101 comuni cates with a nmanager system
t hat knowsnfieepraeeCR¥RT®r ' O is aatbwiher eby acquires secret information
10 (x, y, v) that satisfies: v = (y+ S)"nodn where y = a" nod n. Here, as
the nethod of Aacqescribetinen a2y abovef @cEheé®, dofmmah cdhstahlte pgnager
system may generate all the information and distribute it to participant

subsyst ens, e P, eRL Breposdi L G HheFus Y SILPTBBUCEBSEPL pHmk a/u.mg#s keepi ng
X a secret and have the manager systemcalculate v fromy. Furthernore,

it is al 5@ posdiibl ehe RACALYPLOYREPRYT LY s MgbRERTDEF +20%4;20-+2EQL Mat i on
(X, y, v) by using a blind signature technique w thout even revealing y.
Then, the pyeoficsysbem vhi 6havk! b, be used heltawew hlitha116Xpkahgedofirst.
n, e is an integer mutually prime to the Euler number of n,
and 8§ is a constant other than 1.

Then, the manager system 100 generates these cémmon
constants and designates the prime factor of n as the secret
information of the manager system. The method of generating
these common constants is described in detail in the above
document.

Given the above common constants (g, a, e, n, 8), each
participant subsystem 101 communicates with a manager system
that knows the prime factor of n and thereby acquires secret
information 10 (x, y, v) that satisfies:

v=(y + 8" mod n

where y = a* mod n.

Here, as the method of acquiring the secret information
{(x, ¥, z), the manager system may generate all the information
and distribute it to participant subsystems, or each
participant subsystem may present only y while keeping x a
secret and have the manager system calculate v from V.

Furthermore, it is also possible to acquire the secret



SKRFP(y,g) [a: ¥ = g] (m nmeans proving the know edge of a satisfying y =
gr- using (y, g, m, where mis an arbitrary nunber. SKLO@ ¥sehper 2004 a) |
cc: y=g9(a") ] (mM neans proving t know edge of a satisfying y = g(a4)
using (y, 9, a m, where mis an arbitrary nunmber. Next, SKROOTLOG (v,

g, e [ cc: y =g(e)l(m neans proving the know edge of a satisfying y =
g(am wusing (y, g, e, m, where mis an arbitrary nunber. Since the nethod
of creat ingoamapaonf i(&,pPrOOf)Styt eiEERlg aamd iie gmiad:f smdydgw the

proof statenment are described in detail in the above docunent, and these
nmet hods aiehdat efieneicheananat g4 to the present invention, they are not
further described here. Then, the calculation as shown in FIG 4 will be

carried out ‘ﬂﬁeﬁhe’tl&@%(ﬁ@ﬂssﬁwt#ﬂl%ﬂ wiahi 08 d4elSHAUoHCR$1PMNbe
managenent information A (11) and individual data m(12). First, a

gener at oexghagaeaesnenrdi.ng to session Ais acquired by the generator
creating section 52 and then g, is generated by gn1: Hash(m . 14 Decenber

2004 21 Then, oypr§L 9ni ng on 51 sets z g,,7 and generates a
pr oof statene%%ﬁ%fg& %ﬁf %G gsfﬁ%L , & (a: z =g9gA (aa) I (1) proving
the: knowhedde pLo@iagt tﬁ&ykﬂgwiedgg%f a@)sa@i&ﬁrpé cipf= g° using (y,

g, m), where m is an arbitrary number.

SKLOGLOG(y,g,a)[a: y = g(ag)](m)
means proving the knowledge of a satisfying y = g(ad) using
(v. g, a, m), where m is an arbitrary number.

Next,

SKROOTLOG(y, g,e)[a: v = g(0°)1(m)

means proving the knowledge of a satisfying y

g(®®) using
(v, g. e, m), where m is an arbitrary number.

Since the method of creating a specific proof statement
and the method of verifying the proof statement are described
in detail in the above document, and these methods are not
directly related to the present invention, they are not further
described here.

Then, the calculation as shown in FIG. 4 will be carried
out as the anonymous signature function 21 using session
management information A (11) and individual data m (12).

First, a generator g, corresponding to session A is
acquired by the generator creating section 52 and then g, is

generated by g, = Hash(m).



statenment V2 =, SKROOTLOZX z*gA6, gA e) ((3: z*gAS = gA(V)1(1l) proving the
know edge of (3 satisfying z*gA6 = gAW . Here, constant 114 Bedomber2pit to
SKLOGLOG and SKROOTLOG is given as seggion-related information and is a
constant to beconme the output fromthe external data inputting section 50.
Then, the linkage data generating section 53 sets z1 g,' and generates a
proof statenent V3 = SKREP(zl/z, g/gg) [y: z1/z =(glg Y"1 (1) proving the
know edge of Zheand thehareoupheigaimgewertion e seiases =g.gah@A,
respectively. As the output of the above processing, participation data 13
i s desigristedadey A pyodf stlatefient/Z, V3) . In the case whe_re Ais
apparent, A need not particularly be added to the participation data.

Furthernore, wp 4hskgeceoat 8! gCrHald Ng seg(ad &2y gA can al so be given as
part of the session-related information or it can be generated as gA =

Hash(A) . pHesritecepld @RowuBaYS! 88 & hadt 1R§e ed tat)s parbi -paki on data
13 acquires gA fromA and confirns throug t he anonynous signature

verifyi ngtsdement 30 that the certification statenments V1, VZ and V3 are
valid. 14 Decenber 2004 22 Then, when the sanme z exists in a plurality of

partici pati onygat agrderSERde# Arvrp&f,rb)qg:erzmiggé ng giegt)i]o&ﬁl can determ ne
that these participation data have been sent "by
proving the knowledge of f§ satisfying z*g, = g,(B°).

Here, constant 1 to be input to SKLOGLOG and SKROOTLOG
is given as session-related information and is a conétant to
become the output from the external data inputting section 50.

Then, the linkage data generating section 53 sets Z, =
g, and generates a proof statement

Vy = SKREP(z,/2z. g,/9.)[y: 2/2 =(g,/9,)'1(1)
proving the knowledge of z, and z have the same power to the
bases g, and g,, respectively.

As the output of the above processing, participation data
13 is designated as (4, m, =z, z,, V,, V;, V;). 1In the case where
A is apparent, A need not particularly be added to the
participation data.

Furthermore, in the generator creating section 52, g, can
also be given as part of the session-related information or
it can be generated as g, = Hash(A).

The reception subsystem that has received this
participation data 13 acquires g, from 4 and confirms through
the anonymous signature verifying section 30 that the

certification statements V,, V, and V, are valid.



the sane participant subsystem This is because z included in the
participation data fromthe sanme partici pant subsystem i sl4iIkentba 2004w t h
respect to the same session irrespec%kve of the value of the individual
data m As shown above, when the parTicipant subsystem participates in a
different session using the sane secret information 10 (x, y, v), the

| inkage is not ascertained (because it is difficult to discrimnate

nurmber s obt aimheth bwhemitsingaid L lanishases 4 same asgpnese f rom nunber s
obtained by other calculations). Wen the participant subsystem

parti ci patresi ¢ipd fieos aler $esttidBender maeds dele rid ndars kit ordl 1anonymus
participation authority managenent systemin which the |linkage is

ascert aidwad deefrifigidmehat eheys R fcigdtvii dattanBatBerdSs L@l@mﬁnymus
participation secret information is also described in the above docunent.

Fur t her mfee sdrle igareasi gt t Sidnt | edniil HRepathube zt hhekuefed
vari ations of the above system For exanple, even if gmis generated by gm

= Hash(Aln kMe paresghphhecaenetftrdom Eheatdm p2etlicARhad: stiBeyaitkart
remai ns unchanged. Here, denotes concatenation. Furthernore, if gA and gm

are . gengs ak@htiewar wathi Abigedt edcﬂth\@hé&heiéeéﬁﬁ&i@r&e%%%@%%f by A and
m respectively, or A or A and in, gA and gmneed not uSe any hash

functi o MRFLQME o F GRSt A i fildud B &€l @S an 14 Decenber 2004 23 exanple
of the output of the external data inputting section 50 to generate V,, V,

and V., but any sAIRCEHveANHEY M) Darticipant subsystem

participateé in a different session using the same éecret
information 10 (x, y., v), the linkage is not ascertained
(because it is difficult to discriminate numbers obtained by
raising different bases to same power from numbers obtained
by other calculations). When the participant subsystem
participates in the same session, it is possible to construct
an anonymous participation authority management system in
which the linkage is ascertained. Furthermore, a system of
invalidating the issued anonymous participation secret
information is also described in the above document.
Furthermore, it is easy for those skilled in the art to
think of variations of the above system. For example, even
if g, is generated by g, = Hash(&||m) through the generator

| "

creating section 52, the effect remains unchanged. Here, "

denotes concatenation. Furthermore, if g, and g, are
generators over a finite field, which is uniquely determined
by A and m, respectively, or A or A and m, g, and g, need not

use any hash function. Moreover, constant (1) is used as an



such as g,, ¢9,, Yy and z can be used if agreed to do so beforehand.
Furthernore, it is also possible to change the manner in WhDedkember2atd g,
are used by the generator creating sqﬁiion 52. For exanple, the generator
creating section 52 may generate g,,,5 = Hash(nm) fromindividual data m
and generate g, by g, = Hash(A) using session-related -information A
Next, the group signing section 51 nay set z2 = 9,Y, and generate a proof

st at enenexdmp18KbECLRE( a2t gut ¢f HeXexfernal Gath InpditPhgVédetibR
know edge of a satisfying z 2 = g,(d-), and a proof statenent V2 =

SKROOTL OG0z £69 gen@rae) Fr,, 2 %nfl vag.wt)a&?l_)n@m@afn@rtmy hevhierge of P
satisfying Z2*g 6 = g,,,(P ). Finally, the linkage data generating section

52 may seuch aF ¢y di)0y kEs ¥ Be M if HMEIERL M3 sT b%ﬁﬁpéﬂaﬂ%z ’
g.1_q,) [y: 21123 =(9g.19,)Y1 (1) proving the know edge of z2 and z,

having the saparpRwemote,tile HASA%0 PosdNB18. to (@RS tHE! ¥andBE i
participation data 13 is then designated as (AL m z., Z,,?nV1,:V%., V,).

However , whhehehf eeld of &R B eliNBy SBHE gdrdidticy 386+ ihie tch
determ ni ng section 31 will chggk mhé%her z3in thelp r??%?ggéi%%'data

duplicatesr eRERpNE, ENBEDLMERTAEBEt BEEAR Rg LBEESof 2y arhé;g é%%ue?fh@é‘a”p' €

seeking to inprove the efficiency. An anonynous si gnatur nction 21

2004 24 g1T heraAr oy D PLPRLED dafith, MY R b gyetem 1014
in FIG ﬁash(A) using session-related information A. Next, the group
signing section 51 may set z, = g, and generate a Ié)roof
statement V, = SKLOGLOG(z,,g,.a)[a: z, = gm(aa) 1(1) proving the
knowledge of « satisfying z, = gm(aa), and a proof statement
V, = SKROOTLOG(z,*g,’, g,. e} [B: z*g? = g, (B} 1(1) proving the
knowledge of B satisfying z,*g’ = ¢,(B°). Finally, the linkage
data generating section 52 may set z, = g,/ and generate a proof
statement V; = SKREP(z,/z,, g,/9,) [¥: 2,/2, = (g,/9,)']1(1) proving
the knowledge of z, and z, having the same power to the bases
g, and g,, respectively. The participation data 13 is then
designated as (A, m, z,, z,, V,, V,, V,). However, the effect
remains the same.
In this case, the sender match determining section 31 will
check whether 2z, in the participation data duplicates.
SECOND EMBODIMENT
Furthermore, there can also be an example seeking to

improve the efficiency. An anonymous signature function 21

using session management information A and individual data m



Referring to FIG 5, the generator creating section 52 acquires a
generator gA corresponding to session A Next, the out put 14 Perembrel004
external data inputting section 62 i et to m The group signing section
61 sets z = gl and generates a proof statenment V1 = SKLOGLOZ z, gA a) [a:
z = gA(aa) ] (m proving the know edge of a satisfying z = gA(act) , and .a
proof statenment V2 = SKROOTLOF z*gAgA,e) [(3: z*gA6 =gA(f3e) ] (m

provi ng wWhdlkhewtspleimdéd Wvitat refgiragea*ggStrgpatticebantThebsPattiCi pation
data 13 is designated as (AL m z, V1, V2). In the case where Ais

appar ent 10AAndad FIGk. Barticul arly be added to the participation data.
Furthernore, gA can also be given together with A or generated as gA =

Hash(A). In tReSecaseg theFpartbcipisk i genslts ol Scr@ht O YsSbOLbgNed but it
I's necessary to verify the validity of only proof statenments V, and V2 by

t he anongrgusreisgaaeaneratss byiotgresgindmgo sduetonid| fBEREOVELLhe
efficiency. Mdreover, the output fromthe external data inputting section

62 need notpuliefragetiepesteniasaiety iopdtie dddewtdvdl s8ata byt £an al so
i ncl ude session managenent information A, if it is also included during

verifi cami omhe THi-BRp ENVBERE YENSed ¢1ibBCETDEE + 2004 2@»@% SySt &M €85 gl so be

desi gned based on an escrow identification system The &scrow
i denti f i pabb@nstathmiegue

V, = SKLOGLOG(z,g,,a)[a: z = g,{(@")](m)
proving the knowledge of o satisfying z = gA(au) . and :a proof
statement

V, = SKROOTLOG(z*g,?’, g,,e)[B: z*g, =g,(B")1(m)
proving the knowledge of B satisfying z*g,’ =g,(B°). The
participation data 13 is designated as (A, m, z, V,, V.}. In
the case where A is apparent, A need not particularly be added
to the participation data. Furthermore, g, can also be given
together with A or generated as g, = Hash(A).

In this case, the participation data is not only shortened
but it .is necessary to verify the validity of only proof
statements V, and V, by the ané)nymous signature verifying
s‘ection 30, which will improve the efficiency. Moreover, the
output from the external data inputting section 62 need not
be made dependent solely on the individual data but can also
include session management information A, if it is also
included during verification.

THIRD EMBODIMENT



I's described in detail by J. Kilian and E. Petrank in a paper called
"ldentity Escrow' in the international conference CRYPTO 4B:ceiber2hids
exanpl e, as descri bed above, common nstants (g, a, e, n, S) are required
where n is a product of two prine nunbers used in RSA cryptography, gis a
generator that generates a cyclic group of order n, e is an integer
mutually prine to the Euler nunber of n, Sis a constant other than 1.
Then, the neETiagesysysnhesageatsatBs 0885§n6aNHABA0bBAt ant 8sardwdesi gnat es
the prinme factor of n as the secret information of the manager system

G ven thedaheyeicamipn £988bANt STHY, efordw PenBEivaPisi | €dPaiqesbsyst em
communi cates with a nmanager systemthat knows the prinme factor of n and

thereby asquésesibvearai advdior mgt Tonk10i4@, ak H.hdetsahiksihes gagefa, - b)
lie nod n. Here, as the nethod of acquiring the secret information (a, b)

, 1t is passedl erlentihe RRBROG" INSLEM LM tESNAAALAAA! lconidRe enfor mati on
and distribute it to participant subsystens or it is possible to acquire

t he secrekrypmnborpgtion (a, b) by even hiding a using a blind signature
technique. In the foll owi ng exanpl e, supposing an anonynous signature

function 21 usi RGiseE£AAP1BBNADARRERE1bRHOLHE,E O chmcNdoh BELN UG, data m
the followi ng operation 1s performed by the participant subsystem 101B as

shown i ngFIG. ;6.5 14, Deegub el a2i04rd f‘?faeﬂfdcﬂgc'ﬁ Bl p@img AfASLAL o 9A
corresponding fo '
used in RSA cryptography, ¢ is a generator that generates a
cyclic group of order n, e is an integer‘mutually'primé to the
Euler number of n, & is a constant other than 1. Then, the
manager system generates these common constants and designates
the prime factor of n as the secret information of the manager
system.

Given the above common constants (g, e, n, 0), each
participant subsystem communicates with a manager system that
knows the prime factor of n and thereby acquires secret
information 10 (a, b) that satisfies b = (a® - 8)'® mod n.

Here, as the method of acquiring the secret information
(a, b), it is possible for the manager system to generate all
fhe information and distribute it to participant subsystems
or it is possible to acquire the secret information (a, b) by
even hiding a using a blind signature technique.

In the following example, supposing an anonymous
signature function 21 using session management information A

and individual data m, the following operation is performed

by the participant subsystem 101B as shown in FIG. 6.



session Ais acquired by the generator creating section 52 and then gn, is
generated by gm = Hash(m). Next, the escrow identifying setiPeamBd28ets za
= gA(ae) and generates a proof statejygent V1 =, SKROOTLOG ( ze , gA, e) |
a: za =gA (ae) ] (1) proving the know edge of a satisfying za = gA(ae) ,
and sets zb (gA(be) and generates a proof statenment Vz = SKROOTLOG (zb , gA
, e [ [3: Zb = gA(be) ] (1) proving the know edge of (3 satisfying Zb =
gA vy, e) Then, Refierkingage #aGa @ener genegatect igpncodresgpsnding tdg, ,, (ap)
and generates a proof statenent V3 = SKREP(z,/Za, g/gA) ['y: Zalza =

(g gA) YEeEs)opr 8vi s gcighnd redoby edge geheza tairdczea bang i diios aoeapawer to
the bases gA and gm respectively. The participation data 13 is

desi gnat &tleas g(Aisngeraratbd B¢, gyls BAGh(\B). . I n the case where A s
apparent, A need not particularly be added to the participation data.

Furthernore, géxeanthe @syebwasadefirPing tdEoshRISIANetlated infieryation or
It can al so be generated as gA = Has (A?. The reception siibsy$temthat has
recei vedahli genpamatties patirewfdatia thheaanui res gA from A and confirns

t hrough the anonynous signature verifying 5 section 30 that za/zb = 918

Sams 28 6xi St i el e Al o Sh e cPbat iBn dal &) the sender match
det er m npRgviagt tAB BlowfeBgePe 0% fying z, = g,{@°), and sets z,

= ¢,(P°) and generates a proof statement

V, = SKROOTLOG(z,,g,,e)[B: z, = g,{P)1(1)
proving the knowledge of B satisfying z, = g,(bP").

Then, the linkage data generating section 53 sets Z, =
g%(aa) and generates a proof statement

Vi = SKREP(2z./Z,. G,/9,)[¥: 2./2, = (g./9,)"1(1)
proving the knowledge of z, and z, having the same power to the
bases g, and g,, respectively. The participation data 13 is
designated as (A, m, 3,, z,, 2z,, V,, V,, V). In the case where
A is apparent, A need not particularly be added to the
participation data. Furthermore, g, can be given as part of
the session-related information or it can also be generated
és g, = Hash(A).

The reception subsystem that has received this
participation data 13 acquires g, from A and confirms through
the anonymous signature verifying section 30 that z,/z, = g,
is satisfied and proof statements V;, V, and V, are valid.

Then, when the same z, exists in a plurality of

participation data, the sender match determining section 31



27 can determ ne that these participation data have been sent by the sane
partici pant subsystem This is because z8 included in thel4@¢enbirgd®4d on
data fromthe same participant subsysiem is identical with respect to the
sanme session irrespective of the value of the individual data in.
Furthernore, even if the sender match determ ning section 31 detects zb

I nstead of za, the sane effect is obtained. As shown above, when the

parti ci paren selisystiem phati chese gmritn ciitfifoar @atasksse Gearsisegtt bg sane
"secret information 10 (a, b) , the linkage is not ascertained (because

it is dififiecame paditdidipgmits subsylserem.obThi sets yedaisd ng theludehf er ent
bases to the sanme power from nunbers obtained by other calculations). It

i s possi birethe pansicipataonaloiy favsm tharddnd palntdeipanfosiubyyseaagenent
systemin which the |linkage is ascertained when the participant subsystem
parti ci pateesddentiichd satR sesséOn.tdthbheam®reassgidn kerkhgecafarenent i oned
exanpl e, the efficiency is inproved by using only SKROOTLOG which is nore

ef fici entthehara1Hd @H Abe Andierdmde, d@csys em of invalidating the issued
secret information for anonynous participation is also discussed in the

above docunmenfFurftheiri@re]r even ti fi 6heawnded mé bes Gcteried igiséBei8ht to
thi nk of variations of the above system For exanple, even if gn, is

gener at e ibyaegibcts HasShaAlteh® ohz0U0Ehd heaBeNEEBLOF 18T EBtANRegeCt i ON 52,
the effect remains unchanged. Here, denotes concatenation. Furthernore, if
gA and gn, ar@s shown above, when the participant subsystem

participates in a different session using the same :secret

information 10 (a, b), the linkage is not ascertained (because

it is difficult to distinguish numbers obtained by raising the

different bases to the same power from numbers obtained by other

calculations). It is possible to construct an anonymous

participation authority management system in which the linkage

is ascertained when the participant subsystem participates inr

the same session. Furthermore, unlike the aforementioned

example, the efficiency is improved by using only SKROOTLOG,

which is more efficient than SKLOGLOG.

Furthermore, a system of ‘invalidating the issued secret
information for anonymous participation is also discussed in
the above document.
Furthermore, it is easy for those skilled in the art to

think of variations of the above system. For example, even

if g, is generated by g, = Hash(A||m) through the generator

creating section 52, the effect remains unchanged. Here, "||”

denotes concatenation. Furthermore, if g, and g, are



14 Decenber 2004 28 generators over a finite field, which is uniquely
determined by A and in, respectively, or A or A and m gAl‘aReehen?éed not
use any hash function. Mreover, consiant (1) is used as an exanple of the
out put of the external data inputting section 50 to generate V1, V2 and
V3, but any nunmber or any variable such as gA, gm y and z can be used if
agreed to do so beforehand. Furthernore, it is also possible to change the

manner i wenshattorgn ovetdagfi af e Usksl dy WHiegarenal ghetyedé t88meREEI O 52.
For exanple, the generator creating section 52 may generate gA by gA =

Hash(A) ©gi Agasassi, onespbatedelpf O6FBAION Aan®th, 98, andiaphhBlkaf 180
I ndi vidual data in. Next, the escrow identifying section 81 may set za =

gm(ae) amdegensr Bhehafﬁfl@ﬂﬁ_oﬁt atisddver]l CondRAILQG (22us8d a8) aha: za =
grr(ae) 1 (1) proving the know edge of a satisfying za = g(ae), and set zb

gn( T ) eanthpgeneratBe 8upheofos e Mo 1=agkROMbPE: {25 s@@clsﬂ [ (3:
b = gm(be) ] (1} proving the know edge of (3 satisfying Zb = gn(be)

Fi nal Iy, sohed gl edalta G@nevataﬂm 1BEChi ONa Ry Hﬁﬁ(béftofcany vgﬂiéﬁ% and
generate a proof statenent V3 = SKREP (z,/ za , gA gm |

(9A g,, shich ds(dl) Fr,0yiana &%%B@\M&ifoetgz?@e@% &o sBaMéf'&réxg& Sa”E

power to the bases gm-and gA, respectively.” The participation data 13 is

then desi gnat edrafetfort. i€3%s s ZbossYbie o Hfiinge HRMCNERn e, ef f ECt
remains the sane. In this case, the sender match et'erm ni ng S€Et1on 31

wi Ll Cheelsophgl biia , difb WRBaPBY! H15d RAUIHR A 2rdRikEALES 11 hRTH

For example, the generator creating section 52 may g'enerate
gs by g, = Hash(A) using session-related information A, and g,
= Hash(m) from individual datam. Next, the escrow identifying
section 81 may set z, = gm(ae) and generate a proof statement
V, = SKROOTLOG( z,, g,.e) [a: z, = gm(ae) 1(1) prdving the knowledge
of a satisfying z, = gm(ae), and set z, = gm(be) and generate
a proof statement V, = SKROOTLOG(z,,q,,e)[f: z, = gm(be)](l)
proving the knowledge of (3 satisfying z, = gm(be) .

Finally, the link data generating section 53 may set z,
= gA(ae) and generate a proof statement V, = SKREP(z./z,, g,/9g,) [y:
z2./2, =(g./g,)'1 (1) proving the khowledge of z, and z_, having the
éame power t_o the bases g, and g,, respectively. The
participation data 13 is then designated as (4, m, Z,, Zy,, 2.,
Vi. V,, V;). However, the effect remains the same.

In this case, the sender match determining section 31 will

check whether z_ in the participation data duplicates.

FOURTH EMBODIMENT



14 Decenber 2004 29 Furthernore, there can also be an exanple seeking to
i nprove the efficiency. An anonynous signature function 2114 B&iemgerg8&si on
managenent information A and individ data m will be explained with
reference to the participant subsystem 101Cin FIG 7. Referring to FIG
7, the generator creating section 60 acquires a generator g, A
corresponding to session A Next, the output fromthe external data

i nputting secFuovbhefPorre.Sehetre wanThesesbeown @éoRiply REe3EGd o 91 sets
za (¢, (ae) and generates a proof statement VI = SKROOTLOZ za, gA, e) [a:

Za = gA( deprpvemther efifigicheyknonhedgenphoassaiysbyiane £Gnctgdhag) . and
sets zb gA(l13e) and generate a proof statenment V2 = SKROOTLOG (zb , g. A,

e) [ (3 usZhg=sgAsfibh eanhgéMeht PLOFSAGtDEn kKN AHEAGR19f duaSabibghying zb =
9A(Pe) . The participation data 13 is then designated as (A, in, z, zb, W

V2). In whelchsewplaimeAl v tAPPEESRENcA Feathd phrRaklpautashisybeeqdded to
the participation data. Furthernore, gA can also be given together with A

or generaved as gAc= Hash(A). In this case, the participation data is not
only shortened but it is necessary to verify the validity of only proof

statenments VIRepEr¥2nhytbhei@nonymons §éNehHse ¥BELEYHGIseSEELH0R30;
which wll inprove the efficiency. Another nerit of this exanple Is that

fﬁgret | atauikkkon geReshitos 10 EHLrE856REIAY $¥SLEERLISLNGL necessary in
Next, the output from the external data inputting section
62 is set to m. The escrow identifying section 91 séts zZ, =
gA(ae) and generates a proof statement
V, = SKROOTLOG(z,.g,.e)la: z, = g,(®°)](m)
proving the knowledge of a satisfying z, = gﬂ(ae) ., and sets z,
= g,{(P°) and generate a proof statement

V, = SKROOTLOG(z,,g,,e)[B: z, = g,(B*)](m)

proving the knowledge of P satisfying z, = gA(ﬁe) . The

participation data 13 is then designated as (A, m, Z., Zy,, V.
V.)}. In the case where A is apparent, A need not particularly
be added to the participation data. Furthermore, g, can also
be given together with A or génerated as g, = Hash(Aa).

In this case, the participation data is not only shortened
but it is necessary to verify the validity of only proof
statements V, and V, by the anonymous signature verifying
section 30, which will improve the efficiency.

Another merit of this example is that secret information
specific to the reception system is not necessary in the

anonymous signature verifying section and sender match



anonynous signature verifying section and sender match 30 14 Decenber 2004
determ ning section. Therefore, if all participation data I4Decdinsal268ed to
the public in order to verify the validitty of electronic voting, everybody
can verify that all participation data are votes of valid eligible voters
and no identical eligible voter has perforned double voting. Such a system

al Lied t . el ect ' etition, In electronic biddin
Chere can B ERBARAPECBRRFEGnt haloRs Fidoptf hLL PaEa HeEg-rEsTa R 18 Al  ty

of participation data (bidding _data) froma specific participant subsystem
and Ieavesgfﬁggﬁﬁgg g&v?ﬁ? Eg&§cd&PaOFﬂ8ﬁl5ﬁbﬁ&rﬂﬁéé§h&aﬁﬁlﬁéﬁ§ﬁlOﬂ n this
case, even jf vergbod can use the sender match determ ning section, it

i s not posg#ﬁFErPB FtARY hPYeIYPPEY 437 YerLivithat add@aniciwimatimeal i ng
(that is, $efore it is found which data_is advantageous), the received
partici pat foh2dafg VetPdeRti Modddafd igddd cunOhaR§e able ngr 1dentdeailpt f or
the received participation data is issued in a form dependent on the

previ ous p%HSZ:Pbat‘rfg?P%QPé, paREorred floule VPEiLpdt | P eatasystemlaard,
there will be a msmatch with the receipts of other participants, thus

di scl osi ng?t+He Pf| RRRALPLy LOTRPs edREéaPRiRt PRéitAPRoduced as an operation
on a general nunber field, but it is obvious to those skilled in the art
that even if thi% Shfsddiareit biddiagd bBenn @pebst vahohl kegaklty pitiat curve

or as an operation on another group or field,
a reception system receives a plurality of participation data

(bidding data) from a specific participant subsystém and
leavés the most advantageous data from among those data later.
In this case, even if everybody can use the sender match
determining section, it is not possible to detect this
illegality. In this case, before unsealing (that is., before
it is found which data is advantageous), the received
participation data is identified and made unchangeable or a
receipt for the received participation data is issued in a form
dependent on the previous participation data, and if the
participation data is deleted, there will be a mismatch with
the receipts of other participants, thus disclosing the

- dillegality.

This embodiment is introduced as an operation on a general
ﬂﬁmber field, but it is obvious to those skilled in the art
that even if this embodiment is read as an operation on an
elliptic curve or as an operation on another group or field,

' the same effect can be obtained.



the sane effect can be obtained. 14 Decenber 2004 31 It is apparent that
the present invention is not linmted to each of the abovel wber@h®s but
can be nodified in various nmanners w{hout departing fromthe spirit
and/ or scope of the technol ogical concept of the present invention. As
descri bed above, the present invention provides an anonynous participation
aut hority nmanagenent systemthat allows a participant subsystemto
anonynousl y pattizigraterent thail thel ptyseht sassdmnomiilshnatsi gl €ed
regi stration procedure with a manager subsystem so as to be nade avail abl e
for el éctearit ofvbohempore einbodiarint sbbddicwn bahid® £t eal vagidhe
participation rel ationship between sessions, and that allows a reception

subsyst emethoever wiyhohatdéperping i frqatthensgatat asd 0ot o9 olfytRa
eligible participant subsystemauthorized to participate and identify any

dupl i cat eephnbiloigpatilorotatept foforaHd ersayam paldveditiant. subsystem 14
Decenber 2004 32 Clains: 1. A systemconprising: a participant subsystem

that is authokszédstpibaangbousl,y thpabiresiepat @ nivend iphupabktiyieal agessi ons
using secret information provided by a nanager subsystem and a reception

subsyst eanbhghodet pamities paftaiore authdr 1A e di0lsyidtem Rafdd ci pant
subsystemto participate in a session,
allows a participant subsystem to anonymously participate in
a plurality of sessions with a single registration procedure
with a manager subsystem so as to be made available: for
electronic voting or electronic bidding, while concealing the
participation relationship between sessions, and that allows
é reception subsystem to verify that the participation data
is data sent by an eligible participant subsystem authorized

to participate and identify any duplicate participation data

from the same participant subsystem.



characterized in that the partici pant subsystem conprises: an anonynous
signing section for authorizing individual data using the secret

i nformati on depending on session-related information tolfrérhseeear8hynous
participation data with anonynous signagsre, and the reception subsystem
conprises: an anonynous signature determning section for determning
whet her received data i s anonynous participation data w th anonynous
signature authorized by the participant subsystem and a sender match

det er mi ni nglsdoski:on for determ ning whet her anonynous si gnatures of
arbitrary two pieces of anonynous participation data are signed by an
identical participant subsystem 14 Decenber 2004 33 2. The system
according to claim1l, wherein the anonynous signature includes data that
is generated by a predeterm ned expression using the session-rel ated
information and the secret information, wherein the sender match
determ ni ng sectli.on ¢hegkseihediaird dingj:uded in the anonynous signature of
recei ved anonynous participation data. 3. The system according to claim 2,

wherein predeafrerininpecth eSS G i thdtepl £ santiesr Dyefiat 61 AfoAymously
sessi on-dependent base to a power that is dependent on the secret
informati oparticipate in a plurality of sessions using secret
information provided by a manager subsystem; and a reception
subsystem that determines whether it is acceptable for the
participant subsystem to participate in a session,
characterized in that
the participant subsystem comprises:
an anonymous signing section for authorizing
individual data using the secret information depending on
session-related information to produce anonymous
participation data with anonymous signature, and
the reception subsystem comprises:
an anonymous signature determining section for
determining whether received data is anonymous participation
data with anonymous signature authorized by the participant
subsystem; and
a sender match determining section for
determining whether anonymous signatures of arbitrary two
pieces of anonymous participation data are signed by an

identical participant subsystem.



4. The system according to claim1, wherein the anonynous signing section
aut hori zes the individual data based on a group signature schene. 5. The
system according to claim1, wherein the anonynous signing section

aut hori zes the individual data based on an escrowed idgﬂyngm%%pqﬂﬁﬂ 6.
The system according to claim1, wherein the anonynous 'Signing Section
conprises: a generator creating sectionsfor creating a session-dependent
generator depending on the session-related information; 14 Decenber 2004
34 a group signing section for signing the individual data using the
sessi on-dependent generator and the secret information to produce
anonynous parti%i patiheh stetem agrerding Heo apbrimols Waexeth phli¢on dat a
includes data obtained by raising the session-dependent generator to a
power  dettEQFivERSY Sy itde I8EE ctnGidesreddton; thald bs | geneyrtedtay ggner ati ng
section for generating |inkage data indicating a relationship anong the
sessi on- déFEsEdRrgaRd srmresien gesiarat the deees honretebytede i ndi vi dual
data and/or the session-related information. 7. The system according to
clai m 6, whidicamaiilpn et dihe jsefaatatingte i triepr,e sdmmsd rhytHex sgndey) t hat
satisfies: v = (y +6)'/" mdn, wherey =a nmdn, nis a product of two
prine nuiedich gleligaulining re®sSkorr gheolysaphy, dgtasiacduededatior thieat

anonymous signature of received anonymous participation data.

3. The system according to claim 2, wherein
predetermined expression is represented by raising a

session—dependent base to a power that is dependent on the

secret information .

4. The system according to claim 1, wherein the
anonymous signing section authorizes the individual data based

on a group signature scheme.

5. The system according to claim 1, wherein the
anonymous signing section authorizes the individual data based

on an escrowed identity scheme.

6. The system according to claim 1, wherein the
anonymous signing section comprises:
a generator creating section for creating a

sesslon—dependent generator depending on the session-related

information;



generates a cyclic group of order n, ais an integer nmutually prime to n,
eis an integer nmutually prinme to the Euler nunber of n, and Sis a
constant other than 1, the generator creating section creates a

sessi on-dependent generator g corresponding to a session A and a Qerator
g, is generated based on the individual data mand/or th é??@%ﬂ: %% he
group signing section sets z = gs' and generates a first proof statenent
V1l = SKLOGLOE z,gA a) [aiz = 9A(a) 1 (1)344 Decenber 2004 35 proving the
know edge of a satisfying z gA(aa) and a second proof statement V2 =
SKROOTLOF z* g,,g e) C3: A A dﬁg pro ng the knomﬂedge of 1
satisfying z*gg5 = gAfi@ﬁ%uﬁtéiéWHﬁ£ r%&qqu%e $on sets zl =
g." and generate i.rd proof statenent V = SKREP(zl /z, gf/gA) [y z1l/z
T g aR)Y) - OIS B e hg A7 oM SgeSsPosanZRpan RETEEAE POREFNA o t he
bases gn1and A .res ectlve wherein the anonynous participation data is
defi ned F% Fnlngor9§tl tregyee Qﬁonﬂﬂﬁﬁﬁﬁﬁqg%%ﬁﬁﬂﬂ' dichg ded-ael ai m
7, mhereln tge anon¥g§us Si nature determ ning section checks V1, V2, and

V3 of the afi ﬁ§ﬁ6@s Ush Ridita P et Tt Aae? el wees rézkfved data

i S anonynous, part atign.data with
y bg gﬁg) Yy ralsing the session-dependent generator to a power

determined by the secret information; and

a linkage data generating section for
generating linkage data indicating a relationship among the
session-dependent generator and a generator determined by the

individual data and/or the session-related information.

7. The system according to claim 6, wherein the secret
information is represented by (x, y, v) that satisfies: v =
(v + 8)¥°* mod n, where y = a* mod n, n is a product of two prime
numbers as used in the RSA cryptography, g is a generator that
generates a cyclic group of order n, a is an integer mutually
prime to n, e is an integer mutually prime to the Euler number

of n, and & is a constant other than 1,

the generator creating section creates a
sesslon-dependent generator g, corresponding to a session A
and a generator g, is generated based on the individual data
m and/or the session A,

the group signing section sets z = gy and generates

a first proof statement

V, = SKLOGLOG(z,g,,a)[a:z = g,(a)1(1)



anonynous signature authorized by the participant subsystem and the sender
mat ch determ ning section checks z of the anonynbus parti ¢4 padkeimbsr2deda to
determ ne whet her anonynous signatures of arbitrary two pieces of
anonynous participation data are si g?l%d by an identical participant
subsystem 9. The system according to claim1, wherein the anonynous

si gni ng secti on conprises: 36 14 Decenber 2004 a generator creating secti on

for crea %ﬁée[‘igt O:L ge ﬂ N tAhe sessi on re at ed i nformation;
group si éjnl g sk S RIPY e P§ ﬁ'df’\ﬁ ﬁualgﬂgiata Fihg FREBENer at or
and the YR 4 gon to pr oduce anonynous participation data,

wherei n the anonyrr1i£)glrjlﬁs@"I participation data includes data obtai ned by raising

the session- epen enerator, to ower. determ,ped by the secret

i nformati on. T%%EQQ}'E{‘%% 2 dor 84@ A*Hrm, 9 fkﬁﬁ ) the secret
informationisr ented that satisfies (y +8) hl nod
n, \/\/r1erep5}7°5’rl<'§l Cﬁfﬁj Qﬁd%a?a%‘ﬁféﬂr@ bt & gAlSé Yn. n is a
product of two pri ”E%{Li q{as dal{sae(r%()elnréllaen(%??&cgcr%p I%raph g%:gs a

generator that generate tjnt
n and 08 Fepishdbed 3& ik e&eﬁs”%%e%geé# Stor creating section
Crealtes &y . SKREP(z/z, 9/ [V 2/z =(9,/g)" (1)
proving the knowledge of z, and z have the same power to the
bases g, and g,, respectively,
wherein the anonymous participation data is defined

as (A, m, z, z,, V,, V,, V).

8. The system according 1;0 claim 7, wherein

the anonymous signature determining section checks
Vi, V,, and V, of the anonymous participation data to determine
whether received data is anonymous participation data with
anonymous signature authorized by the participant subsystem,
and

the sender match detérmining section checks z of the
énonymous participation data to determine whether anonymous
signatures of arbitrary two pieces of anonymous participation

data are signed by an identical participant subsystem.

9. The system according to claim 1, wherein the

anonymous signing section comprises:



sessi on- dependent generator gA corresponding to a session A, the group
signing section sets z = gAY and generates a first proof statenent V, =
SKLOGLOEz,9g,a)[a:z = gA(a")I(m proving the know edge of a satisfying' z
= gA(aa) , and a second proof statenent V, = SKROOTLOZ z*gA A, [ (3:
z*gg& = gA(P3) ] (IR) proving the know edge of t sati s?lﬁli ﬁ%defgﬁﬁg‘%@
gA((3e) , 14 Decenber 2004 37 wherein thée anonynous participation data 13
is designated as (AL m z, W, V2). 11. The system according to claim 10,
wherei n the anonynous signature determ ning section checks V1, and V2 of

the anonynmous parti ci pagéperdasa ¢fedetef Maweiohetdercreaeined data is
anonynous participation data with anonynous signature authorized by the

partici pantgsndyst &M dafshd ey sendate B4l Gletes TE fed g seskh oM ehecks z of
the anonynpus participation data to determ ne whet her anonynous

signatures of arbitragygt¥QoPke§esnf s@PONYADEST p@i%ﬁgﬁ@ath@n data are
signed by an identical participant subsystem 12. The system according to

claiml, whgifiiduhe daPPNEIHS tBE0RLANGr SeG! I CREPELSASE iR rAeRataber

creating section for creating a session-dependent generator depending on

the sessiond grakgde hRbRALd QArticipation data, wherein the anonymous
participation data includes data obtained by raising the

session-dependent generator to a power determined by the

secret information.

10. The system according to claim 9, wherein the secret
information is represented by (x, vy, v) that satisfies: v =
(y+8)"°mod n, where y = a*mod n, the individual data is denoted
by m, n is a product of two prime numbers as used in the RSA
cryptography, g is a generator that generates a cyclic group
of order n, a is an integer mutually prime to n, e is an integer

mutually prime to the Euler number of n, and 8§ is a constant
other than 1,
the generator creating section creates a

session—-dependent generator g, corresponding to a session A,

the group signing section sets z = g, and generates

a first proof statement

Vi

SKLOGLOG( z,g,,a)[a:z = g,{(a%)](m)

proving the knowledge of o satisfying‘z = g,,(au) « and a second

proof statement

LS

V, = SKROOTLOG(z*g,’,g,.e)[B: z*g' = g,{B°)1(m)

proving the knowledge of B satisfying z*g = g,(PF°),



an escrow identifying section for signing the individual data using the
sessi on-dependent generator and the secret information to produce
anonynous participation data, wherein the anonynous participation data

i ncludes data obtained by raising the session-dependent generator to a
power determined by the secret information; and 38 14 DeteMBEF™oH04 4

| i nkage data generating section for gengrating |inkage data indicating a
rel ati onshi p anong the session-dependent generator and a generator
determ ned by the individual data and/or the session-rel ated information.

13. The system accor diwigieirc! @ien d2onyheiei patHec 58LF £6n hELT RLign is
represented by (a, b) that satisfies b = (ae nod n, where n is a product of
two prinme ndebségnatesi used A n #hez RSA, cryptography, g is a generator that
generates a cyclic group of order n, ais an integer nutually prinme to n,
e is an integer nutually prinme to the Euler nunber of n, and Sis a
constant other than 1, the generator creating section creates a

sessi on- dependent; gengpat g carr [ tq_a session A and a
generator gmis generated ggge gﬁc?%ggﬂghﬁgi 3 ata YhedsdPor the

session A «the escrow.j i fyi ctiaqn sets.Za = qgA(ae) and enerates a

first prdof statenpnr%§§q£5é$¥é£#i%%f§ggb f%?ﬁgsr?ﬁngﬂ%b§é?§%9$-éh%ﬁﬁ%g t he

knowl edge qa,aa %FW%fXEthéaaiogé%%%% p&%%%é%%é%fg% data to determine
whether received data is anonymous participation data with

anonymous signature authorized by the participant subsystem,

and

the sender match determining section checks z of the
anonymous participation data to determine whether anonymous
signatures of arbitrary two pieces of anonymous participation

data are signed by an identical participant subsystem.

12. The system according to claim 1, wherein the
anonymous signing section comprises:

a generator creating section for creating a
session-dependent generator depending on the session-related
information;

an escrow identifying section for signing the
individual data using the session-dependent generator and the
secret information to produce anonymous participation data,
wherein the anonymous participation data includes data
obtained by raising the session-dependent generator to a power

determined by the secret information; and



gA(be) and generates a second proof statenent V2 = SKROOTLOG (zb , gA , e)
[ : Zb = 9g( be) I (1) proving the know edge of (3 satisfying zb = 9A(5"),
and the |inkage data generating section sets z. = gm(a and generates
a.third proof statement V3 = SKREP(ZC/Z , gnm gA) [y: Zc/ Ze sedegpd9AbY) (1)
14 Decenber 2004 39 proving the know edge of za and z. having the sane
power to the bases gg and gn,, respectively, wherein the anonynous
participation data is defined as (A, in, z6, zb, zc, VIl V2. V3) . 14. The
system according to cl %13, wherein the anonynous signature determ ning
section deternines whdthd<ads Apta @Re LRy sfeeiandienecks V1, V,, and
V. of the anon us rticipation data to determ ne :whether received data
i s anonyno# FaANE j‘tlingﬁ‘g&afjétﬂi tRddfdhhEuE réilgiarostiauenonyzétieby t he
partici pant._suhsystem and the sender nmatch determ ning section checks one

of za and SSF 3P AEPEROTR IR STATOEc PPt RofelRrat 9% drttasmmings byhshber

anonynous signatures of arbitrary two pieces of anonynous participation
data are silé’%gd' 16{5“5371 dedeneneder fhet seisgarn-seBafsterhnfo3matiensyst em
according to claim1, wherein the anonynous signing section conprises: a
generator creating section for creating a session-dependent generator
depending on t hé3sesstiyh systamegiccording to claim 12, wherein the secret

information is represented by (a, b) that satisfies
b= (a® - 8)"® mod n, where n is a product of two prime numbers
as used in the RSA cryptography, g is a generator that gea:;;erates
a cyclic group of order n, a is an integer mutually prime to
n, e 1s an integer mutually prime to the Euler number of n,
and & is a constant other than 1,

the generator creating section creates a
session-dependent generator g, corresponding to a session A
and a generator g, is generated based on the individual data

m and/or the session A4,

the escrow identifying section sets Z, = gA(ae) and
generates a first proof statement
V, = SKROOTLOG(z,,g,,e)la: z, = g,{a8)j(1)
broving the knowledge of o satisfying z, = gﬂ(ae) » and sets z,
= gA(b) and generates a second pProof statement
V, = SKROOTLOG(z,.g,.e)[B: z, = g,(b°)1(1)
proving the knowledge of f satisfying z, = gA(bB) , and
the linkage data generating section sets z =g (&)

and generates a third proof statement

Vs = SKREP(z./z,. 9./G.)IY: z./z, = (g,/g,)']1(1)



information; and an escrow i dentifying section for signing the individual
data using the session-dependent generator and the secret information to
produce anonynous participation data, wherein the anonymauyspfarbicipaii on
data includes data 14 Decenber 2004 40 obtained by raising the

sessi on-dependent generator to a power dgperm ned by the secret
information. 16. The system according to claim15, wherein the secret
information is represented by (a, b) that satisfies b = (a - b) lie nod n,
where n is a product of two prime nunbers as used in the RSA cryptography,

gis a generm@‘rlngath@mmieeme afcyclng g 84pifh endeand p@wlegh 1?8 n%éeger
mutually prine to n, e is an integer nutuaTIy prime to the Euler

n, and S iasevngt @amd g herekhartlivdike generat or creating sect!on
creates a session-dependent generator gA corresponding to a session A,

the escrow identifyi ngwhenéiﬂmrﬁeehaoﬁgmoug%@ﬁﬂléfﬂaﬂf&?h%tt%s a c{éflsﬁecgr oof
statement V1 = SKROOTLOG (za , g,,, €) [ a: = provi

t he knovvl edges ofAa matzsfy ngzza vl,g(vé) vand set ) E) and gener at es a
second = gA(b proof statenent ROOTLOG (zb , gA €) [ ( 3 ; zb = gA
(be) | (n1) proving the knomﬂedge of (3 satisfying zb = gA(be) Zb
14. The system according to claim 13, wherein

the anonymous signature determining section
determines whether z,/z, = gf is satisfied and checkq+V;,IG,
and V, of the anonymous participation data to determine:whether
received data is anonymous participation data with anonymous
signature authorized by the participant subsystem, and

the sender match determining section checks one of
zZ, and z, of the anonymous participation data to determine
whether anonymous signatures of arbitrary two pieces of
anonymous participation data are signed by an identical

participant subsystem.

15. The system according to claim 1, wherein the
anonymous signing section comprises:

a generator creating section for creating a
session-dependent generator depending on the session-related
information; and

an escrow ldentifying section for signing the
individual data using the session-dependent generator and the
secret information to produce anonymous participation data,

wherein the anonymous participation data includes data



wherein the anonynous participation data is defined as (A, m za, zb, VI,
V2). 17. The system according to claim16, wherein the anbhyersuber@ghat ure
determ ni ng section detern nes whet her 40a/ zb = gA6 is satisfied and checks
V1l and V2 of the anonynous participation data to determ ne whether 41 14
Decenber 2004 received data is anonynous participation data with anonynous
signature uéhoriéﬁjd bé.the p@;tici pant subsystem and the sender match

det er mi ni ng° SeEY PO LABERSPENE B S5 1R ePFNGE IS RFBATPH IS PpAAWST pati on
data to de e{m' ne %Q/nﬁt hgr anonynous Si %natures of arbitrary two pieces of
anonynous CE)% tTeipati BY Ga3fasgrEesi §REQTHELAAN dentical parti ci pant
subsystem 18. An anonynous participation authority managenent nethod for
a systemconprising: a participant subsystemthat is authorized to
anonynously participate in a plurality of sessions using secret

i nformation; anda rEREFIPEaESYEHeRPt taC1gdmct i WheTRia: Hee Secies
acceptabl e for the participant subsystemto participate in a session, the
net hod comfFRRtipR §Eepersesentedt hE {)értgéi phat sabigsiem a)

aut hori zing individual data using the secret information depending on
session-reP a 6@ i N 9@« here n is a product of two prime numbers

as used in the RSA cryptography, g is a generator that generates
a cyclic group of order n, a is an integer mutually prime to
n, e is an integer mutually prime to the Euler numbér of n,
and d is a constant other than 1,
the generator creating section creates a
session-dependent generator g, corresponding to a session A,
the escrow identifying section sets z, = gA(ae) and
generates a first proof statement
V, = SKROOTLOG(z,,g,.e)[a: z, = g,(a°)1(m)
proving the knowledge of o satisfying z, = gﬂ(aa) . and sets z,
= gA(be) and generates a second proof statement
V, = SKROOTLOG(z,,g,.e)IB: z, = g,.(P°)1(m)
proving the knowledge of f§ satisfying z, = gA(be),
wherein the anonymous participation data is defined

as (A, m, z,, z,, V,, V,}.

17. The system according to claim 16, wherein
the anonymous signature determining section

determines whether z,/z, = g,° is satisfied and checks VvV, and

V, of the anonymous participation data to determine whether



produce anonynous participation data with anonynous signature; at the
recepti on subsystem b) determ ning whether received data i s anonynous
participation data with anonynous signature authorized by the participant
subsystem and 14 Decenber 2004 42 c) determ ning whet hef, anQRYADUS 64
signatures of arbitrary two pieces of gnonynous participation data are
signed by an identical participant subsystem 19. The nmethod according to
claim 18, wherein the anonynous signature includes data that is generated
by a predeterm ned expression using the session-related information and
t he secret TRARHYRRAtIDM Mhatsinymone paeplcipatien platfaomitd byookmokeng t he
data included in the anonynous signature of received anonynous
partici pat éangauae 20thThézedt hgdthecpadingipent!| anbs9staher end t he
predeterm ned expression is represented by raising a session-dependent
base to a power that the depéademttan defierm$etnetsaaifionmehieoks @de dihe
nmet hod according to claim 18, wherein the step (a) conprises the steps of:
creating azseysl on- oflepbadenongenes apar t tejsidi oy data tthe Gassindmer el at ed
information; signing the individual data using the session.. dependent
gener at or whédthée secngnoiusf pigmatones cofraducerary two pieces of
anonymous participation data are signed by an identical

participant subsystem.

18. An anonymous participation authority management
method for a system comprising:

a participant subsystem that is authorized to
anonymously participate in a plurality of sessions using
secret information; and

a reception subsystem that determines whether it 1is
acceptable for the participant subsystem to participate in a
session,

the method comprising the steps of:

at the participant subsystem,

a) authorizing individual data using the secret
information depending on session-related information to
produce anonymous participation data with anonymous
signature;

at the reception subsystem,

b) determining whether received data is anonymous
participation data with anonymous signature authorized by the

participant subsystem; and



anonynous participation data, wherein the anonynous participation data
i ncl udes data obtained by raising the session-dependent gehléscamber 2004 a
power determned by the secret inforggmtion; and 14 Decenber 2004 43
generating linkage data indicating a relationship anong the :
sessi on-dependent generator and a generator determ ned by the individual
data and/or the session-related information. 22. The nmethod according to
claim 18, wherein tde &GtggprniE)ng onfprilses dammwieps Kfgnatormssat i) a ses
si on- dependent generator depending on the session-related informtion; and
si gni ng tehditdny doyal misdce s @rdemsess i prret deigendent denerateor and t he
secret information to produce anonynous participation data, wherein the
anonynous igeretd diypatn dratdtiacd hgadkeseidadrat ohitadyneerby rai sing the
sessi on-dependent generator to a power determ ned by the secret
i nf ormati on. ANONYMOUS PARTI Cl PATI ON AUTHORI TY MANAGEMENT SYSTEM
"ABSTRACT A systemallowing a participant to participate anonynously in a
plurality of 3essi anse nethdd dec-dieliant et tdlatint hes sammant igidant has
participated nore than once in the sane session is disclosed. The
parti ci pamonguidud isziefd ttte/ i didludiad aldisd NthaeLlgenerated by a
predetermined expression using the session-related
information and the secret information, wherein the step (c)
is performed by checking the data included in the aronymous

signature cof received anonymous participation data.

20. The method according to claim 19, wherein the
predetermined expression is represented by raising a
session-dependent base to a power that is dependent on the

secret information.

21. The method according to claim 18, ﬁherein the step

(a) comprises the steps of:

creatinge1session—dépendentgeneratordependingon
the session-related information;

signing the individual data using the session-
dependent generator and the secret information to produce
anonymous participation data, wherein the anonymous
participation data includes data obtained by raising the
session-dependent generator to a power determined by the

secret information; and



i nformation depending on session-related infornmation. The reception
subsystem deterni nes whether received data i s anonynous ph#@%@m@qﬂp@h dat a
authorized by the participant subsysygm and further determ nes whether
anonynous signatures of arbitrary two pieces of anonynous participation
data are signed by an identical participant subsystem The anonynous
signature may include data generated by raising a session-dependent base
to a power dependegienenatihng bimkage iddim nadiomting a relationship

among the session-dependent generator and a generator

determined by the individual data and/oxr the session-related

information.

22. The method according to claim 18, wherein the step

(a) comprises the steps of:

‘creating a session-dependent generator depending on
the session-related information; and

signing the individual data using the session-
dependent generator and the secret information to produce
anonymous participation data, wherein the anonymous
participation data includes data obtained by raising the
session-dependent generator to a power determined by the

secret information.





