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(57) Abstract: Intrusion preludes may be detected
(including detection using fabricated responses to
blocked network requests), and particular sources of
network communications may be singled out for greater
scrutiny, by performing intrusion analysis on packets
blocked by a firewall. An integrated intrusion detection
system uses an end-node firewall that is dynamically
controlled using invoked-application information and
a network policy. The system may use various alert
levels to trigger heightened monitoring states, alerts
sent to a security operation center, and/or logging of
network activity for later forensic analysis. The system
may monitor network traffic to block traffic that violates
the network policy, monitor blocked traffic to detect an
intrusion prelude, and monitor traffic from a potential
intruder when an intrusion prelude is detected. The
system also may track behavior of applications using
the network policy to identify abnormal application
behavior, and monitor traffic from an abnormally
behaving application to identify an intrusion.



bl ocked by a firewall. An integrated intrusion detection systemuses an
end-node firewall that is dynamcally controlled using invoked-application
information and a network policy. The system may use various alert |evels
t g; ;'t gger hei ght endy @2003/067 847t A§3 a|IIHI'I||IIIIH| IlllllﬂIHHHIIIIIHIIICIHIIHHIIHﬂIIIIEIJIIlHIiIHIIIIIHIIII I

| F C Y
anal ysis. The s stem may m)nltor networktrafflcto blocktrafflcthat
vi ol at e8¥tkk © Heftor o e OB 'dP Ol ocked traffic to detect an
i ntrusion prelude, and moni tor tHarTi e from a potential intruder when an

|ntru5|p P}'elu eis ected The SY }em al so may track behavi or of
r two-letier codes and ot revz tlons iger 10 tj

appl i caf LGNS, Using A 81(19 LK. ag)h;b(é‘g to identify abnornmal application
behavi o,[,ngojaeggf,ggpglmg@gf,;terp@ f;&zg;,e. rom an abnormal |y behavi ng application to
identify an intrusion.




