DESCRI PTI ON METHOD AND SYSTEM FOR CHECKI NG DI G TAL SI GNATURE TECHNI CAL

FI ELD The present invention relates to a nethod of verifying an electronic
sirgnature. More particularly, the present invention relates to a nethod in
whi ch a degree of difference (cumulative error) between registered
signature data and signature date to be verified is obtained during
verification, and a signer is authenticated on the basis of the degree of
difference, as well as to a method AFPEHIFEERUs for el ectronic-tablet
correction. BACKGROUND ART A handwitten character recognition nmethod by
which witten characters are recogni zed has been utilized as an input

met hod for mord]frocessors or_a signature verification nethod for

speci fyi ng METHAR AMND SHRFEM, FOR dAFE R S e S TRRIFRE i on met hod whi ch

has al ready been in actual use as an input method, characters are input

under specified constraints on the style of typeface (e.g., in the style of
Kai sho in the case of Ja anese), and the thus-input characters are
converted TR i nformati on. The

The present invention relates to a method of verifying
an electronic signature. More particularly, thé present
invention relates to a method in which a degree of difference
(cumulative error) between registered signature data and
signature date to be verified is obtained during verification,
and a signer is authenticated on the basis of the degree of
difference, as well as to a method and apparatus for

electronic-tablet correction.

.BACKGROUND ART

A handwritten character recognition method by which
written characters are recognized has been utilized as an
input method for word processors or a signature verification
method for specifying a writer. Under a handwritten
character recognition method which has already been in actual
use as an input method, characters are input under specified
constraints on the style of typeface (e.g., in the style of
Kaisho in the case of Japanese), and the thus-input
characters are converted into coordinate information. The
thus-converted coordinate information is verified by
comparison with coordinate information relating to character

data which have been stored beforehand. As a result of



t hus-converted coordinate information is verified by conparison with
coordinate information relating to character data which have been stored
bef orehand. As a result of verification, the characters are recogni zed
as matched. If characters are carefully witten in the kaisho style at
conparatively slow speed in the nmanner as previously described, the

~ Characters can _be sufficientlﬁareco ni zed through use of only coordinate
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conditions each of the strokes of the characters becomes

clear by virtue of visual feedback to the writer and hence

the shape of the characters becomes stable.

In contrast, in a case where the character recognition
method is applied to an input method which does not pose any
restriction on the style of typeface at the time of input of
characters or to a signature verification method, there must
be recognized not only characters written in the kaisho style
but also cursively written characters. When characters are
cursively written, writing motion becomes faster and does not
involve any substantial wvisual feedback to the writer. 1In
this case, the characters become less identifiable, and
separation of a resultantly acquired pattern into strokes
becomes difficult. Further, due to a large expansion or
contraction of the pattern in the direction of the time axis
or in the direction of stroke and/or the difference between
the input pattern and a pre-registered pattern in these
directions, a matching rate is extremely low, rendering
recognition of characters difficult.

Another method is to enable recognition of characters

without involving the separation of characters into strokes

by application of time-series coordinate information and



I nvol ve any substantial visual feedback to the witer. In this case, the
characters becone less identifiable, and separation of a resultantly
actquired pattern into strokes becones difficult. Further, due to a | arge
expansi on or contraction of the pattern in the direction of the tinme axis
or in the direction of stroke and/or the difference between the input
pattern and a pre-registered E@ttern In_these directions, a matching rate
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in the witing In the DP matching technique, variations in the writing
motion are corrected with regard to the time axis or the arc
length axis through use of a skew function which minimizes a
cumulative error between patterns to be checked. Patterns
.are matched with each other on the basis of the coordinates
and writing pressure that have been corrected so as to
compensate variations in the writing motion, thereby enabling
recognition of cursively handwritten characters.

Verification based on the addition of writing-pressure
information to time-series coordinate information or
normalization of input patterns by DP matching contributes to
an improvement in the recognition rate of handwritten
characters. However, in the case of application of the DP
matching technique to recognition of cursively written
characters or signature verification, a false signature may
be erroneously recognized as a genuine signature. Therefore,
in its present form, the DP matching technique cannot be put
into practical use.

Japanese Patent No. 1,822,532 [Japanese Patent
Publication (kokoku) No. 5-31798] entitled "A Method of
Recognizing Handwritten Characters Online” describes a
practical technique that is based on DP matching. Under this

method, when the degree of difference between a registered



notion are corrected wth regard to the tine axis or the arc length axis

t hrough use of a skew function which mnimzes a cunul ative error between
patterns to be checked. Patterns are matched with each other on the basis
of the coordinates and witing pressure that have been corrected so as to
conpensate variations in the witing notion, thereby enabling recognition
of cursively handwitten characters. Verification based on the addition of
wri ti ng- prREELeTER i MOt IRRIE PRTIRER QT SendbBiidi 1ol ChaRasitais o or
normal i zati on of input patterns by DP matching contrjibutes to an
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the case of application of the DP matching techni que to recognition of
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the difference is reduced, which in turn contributes to an
improvement in the verification rate of authenticity and a
reduction in processing time.

As mentioned previously, even in the case of unclear
characters which cannot be separated into strokes, processing
of the time-series coordinate information and writing-
pressure information relating to handwritten characters
enables recognition of the characters. Further, even in the
case of cursively handwritten characters, the characters can
be recognized in practice, as a result of a further
improvement in the DP matching technique that compensates
variations in writing motion in order to correct cumulative
errors.

In a static signature verification system, an image
scanner or an image OCR is used as a toel for reading
characters. In contrast, in a dynamic signature verification
system, a stylus pen is generally used. An appearance of
such a dynamic signature verification system utilizing a
stylus pen is shown. When characters are written on a tablet
through use of a stylus pen, signals representing characters

are sent to a verification section, where signature



met hod, when the degree of difference between a registered 3 pattern and
an input pattern of handwitten characters is calculated by use of DP

mat ching, time-series coordinate information and witing-pressure

i nformati on are sinmultaneously processed by the assignment of optinmm

wei ghting coefficients to the tinme-series coordinate infornmation and
writing-pressure information. As a result, the difference is reduced, which
in turn coveFipLcatien 4f PAPEOUVBARNt in the verification rate of
authenticity and a reduction in_processing tinme. As nentioned_ previously,
even in the cas€UsP anépbartcARAaELELYSWRPRhAEANHBPOBEAREpARELCHS| Rbat
strokes, processing of the tinme-series coordinate infornmation and witing-
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of the characters. Further, even in the case of cursizgéﬁahandmwitten
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further liguid-crystal panel and a wireless stylus pen having no
signal cable have come into use. Further, in place of a
piece of hardware dedicated to signature verification, a
personal computer has come into use. In this case, signature
verification is performed by software.

The processing performed in the verification section is
composed of three steps; i.e., pre-processing/normalization,
character extraction, and recognition/judgment. Information
from the stylus pen includes relative coordinates (x, v)
relative to the start point of a signature, and writing
pressure p.

Since handwritten characters are mot necessarily
consistent, verification of a signature involves difficulty
caused by variation in the direction of writing and in size,
and hardware noise. The pre-processing/normalization removes
these variations and noise and performs normalization in
order to enable comparison with standard character patterns.
Specifically, in the pre-processing, there are performed
removal of excess series of points (sampling based on amount
of relative movement), removal of random noise that depends
on hand shake and resolution of a tablet (smoothing through
load shift), removal of isolated data caused by erroneous

operation of the tablet, and like operations. After



i nprovenent in the DP matching techni que that conpensates variations in
witing notion in order to correct cunulative errors. In a static signature
verification system an inmage scanner or an inmage OCR is used as a tool for
readi ng characters. In contrast, in a dynam c signature verification
system a stylus pen is generally used. An appearance of such a dynamc
signature verification systemutilizing a stylus pen is shown. Wen
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The above-described method for verifying electronic
signatures is realistic and practical. However, such
signature verification involves many drawbacks to be solved.
One of the drawbacks is that a signature is not necessarily
.consistent.

Handwriting of a signature varies depending on the
mental state of the person signing and the circumstances
under which the person signs. How can we authenticate a
person while absorbing such variations? How can we avoid a
possibility that a third person whose imitates the
handwriting of a certain person is authenticated as the
certain person? These difficulties result in two types of
errors in relation to signature verification; i.e., an error
in which a certain person is judged to be another person
(exclusion of the true person) and an error in which a person
other than a certain person is judged to be the certain
person (authentication of another person).

In signature verification, a person inputs signature
data by signing on an electronic tablet by use of an
electronic pen, which data are collated with previously
registered signature data of the person by means of DP
matching. However, since only the shape of a signature is

collated in conventional signature verification schemes,



pi ece of hardware dedicated to signature verification, a personal conputer
has cone into use. In this case, signhature verification is perfornmed by
software. The processing performed in the verification section is conposed
of three steps; i.e., pre-processing/normalization, character extraction,
and recognition/judgnent. Information fromthe stylus pen includes relative
coor di nat es relative to the start point_of a signature, and witing
pressure p°h§$ﬂﬁgeﬁéﬁ8hﬁﬁt?Enaﬁhﬁ}%ﬁFﬁ?glgrEah%?tn%%%s%%r?}?cEEﬁ%+%tE$ﬁ
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However, because the handwriting of a signature is easily
imitated in shape, signature verification on the basis of
.only shape is not safe. One method for solving such a
problem is addition of writing-pressure information to shape
information. Writing pressure cannot be determined from the
appearance of a signature and depends on characteristics of a
signer. Writing pressure is difficult-for other persons to
imitate. Thus, combined use of writing-pressure information
and shape information enables stricter authentication of a
person.

In such case, differences in characteristics among
signing devices cause a problem. Although no problem arises
when the same signing device is used, a problem arises in the
current multimedia environment in which each person uses a
signing device of a different manufacturer. In this case,
writing-pressure information varies depending on the type of
a signing device. In an exemplary case in which a person
uses a signing device A for inputting registration signature
data serving as a reference for signature verification and
uses a signing device B for inputting signature data to be

verified, the signing devices A and B output different



5 " conpletion of such pre-processing, the size and position of input
characters are nornmalized. Subsequent to the above- described processing,
Characteristics of the characters are extracted, and recognition/judgnent
processing is perforned. The above-descri bed nethod for verifying

el ectronic signatures is realistic and practical. However, such signature
verification, jnvolves many drawbacks to be sal ved.. One of the drawbacks is
that & si gHat bTRITETASEUHE cLREGTRA Y QR RTSR tem HARWTTTHY RS & SUTAL ur o
vari es dependi ng on_the nt al at e of therﬁgafoq signing and the
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person as well as other persons.
An object of the present invention is to provide a
method which solves the above-described problems and enables
stable signature verification which provides a higher

matching or verification rate.

DISCLOSURE OF THE INVENTION

In order to solve the above-described problem,
preparation of registration signature data, input of
signature data to be verified (verification signature data),.
and verification taking into consideration characteristics of
a signing device (an electronic pen or an electronic tablet)
are performed in the following manner.-

That is, there is provided an electronic signature
verification method in which data of a handwritten character
string of a signer are fetched; registration signature data
of the signer set in advance are retrieved; the data of the
handwritten character string are compared with the
registration signature data; and a verification Jjudgment is
performed by use of separate regions including a region in
which the signature is recbgnized to be true and a region in
which the signature is not recognized to be true. When the

signer sets the registration signature data, the registration



in Wwhich a certain person is judged to be anot her person (exclusion of the
true person) and an error in which a person other than a certain person is
jjudged to be the certain person (authentication-of another person). In
signature verification, a person inputs signature data by signing on an

el ectronic tablet by use of an electronic pen, which data are collated with
previously registered signature data of the person by means of DP natching.
However, S¥Egrey 4 sHeheSDs - doiél%ﬁﬁ?q}?relar%e @30 e G Snvent i onal
S|gnature verification schenes, characteristics of an electronic

tabl et and®Hiraley r%l%l%t‘(%r%?‘iﬁafst%"rs et rreittFadsion -+ sifYRi ng

devi ce") have, not_ been taken into consideration. The size, inclination,
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devi ce because cor [ es O{#I ;%; ut _si re c{v} qaren ocrunrﬁlaztelcl’e However ,
because t HEEHRER ‘HS e %?b%a‘?%r tsﬁlr t ©

errors between the registration signature data and the

plurality of signature data sets for registration, such that

the region in which the signature is recognized to be true

becomes wider when the distribution is wide and becomes

narrower when the distribution is narrow.

There is further provided an electronic signature
verification method in which data of a handwritten character
string of a signer are fetched; registration signature data
of the signer set in advance are retrieved; the data of the
handwritten character string are compared with the
registration signature data; and a verification judgment is
performed by use of separate regions including a region in
which the signature is recognized to be true, a region in
which the_signature is not recognized to be true, and an
intermediate region in which re-signing is requested due to
impossibility of judgment. The intermediate region in which
re-signing is requested is determined on the basis of the
distribution of cumulative errors between the registration.
signature data and the plurality of signature data sets for
registration, such that the intermediate region becomes wider
when the distribution is wide and becomes narrower when the
distribution is narrow.

The above-described two methods are combined so as to



imtated in shape, signature verification on the basis of only shape is not
safe. One nethod for solving such a problemis addition of
writing-pressure information to shape information. Witing pressure cannot
be determ ned fromthe appearance of a signature and depends on
characteristics of a signer. Witing pressure is difficult for other
persons to imtate. Thus, conbined use of wwiting-giessure I nformati on and

shape i nf oPFAVi8A 8RaBLEStEPPiEt 8LIRATHEAL VeEifoRabion Peiled. 1p nwiaich
case, differences in characteristjcs anong signing devices cause a problem
Al t hough n82pfoBEef BRPCREikkeR FRRTIGHRTSPERLIRG GBVRCcBLPROEsRBS a probl em
arises in the current nultimedia environment in which each person_ uses a
si gni ng de%PLEPER: aTEPAPErBALOCRaftPREtUFEr d2TA Phi EDRaSEINGK | $¢hgtPressure
i nformation_varies depengim 0 tg t of _a,sighing devjce. In an
exenpl ary BI¥ERFR GRFCREATABYSHn Ha8sUALe; §hi FG° JEOTQEE Rt FOP FRRTATFRE
registratiog signature data ﬁervgggtgs a refgre ce for si natuﬁaet .
verificati B aRY B5&sC8MBRGRFNYLGBVIEE BPPOFTH ﬁ??iﬁbgg?gﬂﬁ?u atqat 3o be
verified, the signing.devices A %nd B ou%gut gigferent ;
a verification judgment is perfOrme v use of separate
regions including a region in which the signature is
recognized to be true, a region in which the signature is not
.recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
wherein the region in which the signature is recognized to be
true and the intermediate region in which re-signing is
requested are determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the region in which the signature is recognized to be
true becomes wider when the distribution is wide and becomes
narrower when the distribution is narrow and such that the
intermediate region becomes wider when the distribution is
wide and becomes narrower when the distribution is narrow.
Further, in the above-described methods, data of a
handwritten character string of a signer and signature data
sets for registration may be corrected on the basis of
correction information for each of different signing devices
in order to absorb differences among the input devices.

As described above, when signature data are to be

registered, a person signs a plurality of times by use of a

10



wri ting-pressure information even when the person has signed with the sane
force. Therefore, witing-pressure informtion----- whi ch is enpl oyed
because of inherent difficulty in imtation by other persons----- excl udes a
true person as well as other persons. An object of the present invention is
to provide a nethod which sol ves the above-descri bed probl ens and enabl es

stable signature verification which e;oyid S a higher mat chi_.ng or .
verificat i oA d¢Y<Re ostRe GRVPae Itméﬁ%l BRtPn25PIEPLEBSE0PFe LiRE -

b -d i bed bl fi f istrati ' t data, i t
of si gnat (FE e P TePTENTR 14 T ARV D SRS e Tat a), and
ificati t aki i nt id t] h teristics, of i,gni devi
(an el ect rOMETRRNTRR | AhAFARtTTIS CIRETEGE A RETORAR T He TS ng

manner. That.,is., there iépﬁrovided n_el.ectroni,c. Si naturq:veruLigﬁ;ion

met hod i n W RERTEOY PRI oA LHE A gt on are extract

order to create registration signature data; and the thus-
created registration signature data are registered in a
master file. At this time, the registration signature data
are collated again with a plurality of signature data sets to
.obtain cumulative errors (degree of difference). On the
basis of the distribution of errors, a security level and a
gray zone (intermediate region) corresponding to the
stability of signatures of the signer are determined and
registered. Further, at this time, writing-pressure

informationm——which varies depends on the type of a signing

device used is converted into writing-pressure information
of a signing device serving as a reference, in order to
obtain correction information for each of different signing
devices. The thus-obtained correction information is
registered.

In the signature verification of the present invention,
the sum of absolute values of differences between coordinate
values contained in registration signature data and
coordinate values contained in verification signature data is
calculated and the values are averaged so as to obtain an
error for each sample point. The thus-obtained error is

called a cumulative error (degree of difference). On the

basis of the degree of difference, a judgment is made as to
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string of a signer are fetched; registration signature data of the signer
set in advance are retrieved; the data of the handwitten character string
are conpared with the registration signature data; and a verification
judgnment is performed by use of separate regions including a region in

whi ch the signature is recognized to be true and a region in which the
signature i.s not recogni zed to be true. \Wen the si.gner sets the .

egi st r at TGN R RIS o g8l AIFATE® VidegnaPuld 9Bsa i e set
by appropriate nmeans, froma pluralit f. si.gnature.data sets_ for

ol Str at IEOSTHESE GBI (i R R gnSeurR Y & AELg PR T %e true is
determ ne ij;thq:basis of  thhe distrihution of cu%pl% lve rro&%hbgywpen

t he regi stration sﬁegnsa F dat ST apﬁ ar eﬂelrtsf/" of° sﬁfnéz GFe 6t s

for regisék%go , such that the region in which the signature is recognized
to be tru econes wi der when the distribution is wide and beconmes narrower

when the diStri&%“ﬂﬁ&%ifﬁﬂgvréw¥elatively high clear line is set for a

person who signs at high stability, and a relatively low
clear line is set for a person who signs at low stability.
This clear line is called a "true-person exclusion line."
The lower the set value of the true-person exclusion line,’
the higher the security level that can be obtained; and the
higher the set value of true-person exclusion line, the lower
the security level that can be obtalned. Data for the above-
described signature verification are stored for each person
and can be retrieved at the time of verification.

FIG. 1 is a diagram showing a cumulative-erroxr
frequency distribution and a true-person exclusion line. The
horizontal axis of the coordinate system represents the
degree ofldifference {(cumulative error) in which the higher
the value, the lower the probability of a signer being a true
person, or the lower the value, the higher the probability of
a signer being a true person. The origin O (0, 0) of the
coordinate system is a reference poinfnrepresenting
registration signature data themselves. When the degree of
difference between verification signature data and
registration signature data becomes zero, the verification
signature data are judged to be identical with the

registration signature data.
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There is further provided an el ectronic signature verification nmethod in
whi ch data of a handwitten character string of a signer are fetched,
fegistration signature data of the signer set in advance are retrieved; the
data of the handwitten character string are conpared with the registration
signature data; and a verification judgnent is perfornmed by use of separate

regions including a region in which the signatyre is recqgnized to be true,
b egi on in whihPUHE STREASR G S R e EITOE Ee S an

i nternmedi gt.e.regiqn in i.ch_re-signi s requested,due_to inpossibility
of judgne%??tﬁﬁgqﬁﬁﬂﬁ' & éﬁioﬁe%%rﬁﬁﬁcﬁgr3§sﬁgngﬁ§fﬁ§epg uested is
det er m ned,,on t.he hasi s_of t.he .di stribyt.ion of cunul atiye error et ween
Che r ogi SHArtEiRt Budlearll 4 B2k Shchl THRRL ke BEE' RedBhicre

for redi stualignesugh hat the Lot genediahe,leglon PrcotEs, Wdes, wen the

distribution is wde econes~ narrower when e drs uti on i narr ow.

The above-cql%r ii%e% t&&%i@%%daries Cl:?r'mic%ei(_;lysgo%%ttea gn the vicinity

of a position corresponding to the peak of the curve. When
the area of a region on the left side of the true-person
exclusion line is represented by S,, and the area of a region
{hatched portion) on the right side of the true-person
exclusion line is represented by S,, a probability r of a
true person being excluded can be obtained as follows:

r = S,/(S, + S,)

= 5,, because 5, + 5, = 1.

That is, a true person is recognized not to be a true
person at the probability r. Although‘the difference
distribution varies among persons, the true-person exclusion
line can be drawn such that the probability r becomes
constant,lthereby enabling each of stable and unstable
signers to be recognized as a true person at a constant
probability. However, in a simple scheme in which a signer
is recognized to be another person on the right side of the
true-person exclusion line and is recognized to be a true
person on the left side of the true-person exclusion line,
there is a high risk that a signature of a person having a
relatively low security level is imitated by other persons.

FIG. 2 shows a difference distriﬁﬁtion of person A who

can sign stably and a difference distribution of person B who

13



provi de an el ectronic signature verification nethod in which data of a
handwitten character string of a signer are fetched; registration
Signature data of the signer set in advance are retrieved; the data of the
handwritten character string are conpared with the registration signature
data; and a verification judgnment is perforned by use of separate regions

i ncluding a region in which the signature is recognized to be true, a
regi on i nGamnst tHonsisghwlve I8 tbe rasegafzedisoeksempige, iangrdar to
intermedi ate region_in which re-signing is requested due to inpossibility
of j udgnedRCRgRFeithe L IRiWie MR WIAY TdesiognRegsen 8.r &b6gitFed to be
true and the internediate region in which re-signing is regyested are

det er ni ne®PSFFAIhSHANL YT Life fioar MeFRAoB 3 %&Wnatsﬁ?@ Pedr $h%et ween
the registration signature data and the plurality of signature data sets
for regist3%fd &, QRFaHAn (e gilatt Fiie of tthe FyRaPerEMs recogni zed
to be true becones wi der when the distribution is wi de and becones_narrower
when the GXHYHAT ohlls BREMMRT Hduch Thag: 1nAESRACE HBAI BRPESLREL LAY

becones wi der, when the distribution is w de and becones narrower when the
distributiéh?QE?q¥H9§Rﬁr person who imitates a signature of the true

person is recognized to be the true person. Accordingly,
there is a risk that other persons cannot be excluded by mere
use of a true-person exclusion line——which is introduced in
order to increase the probability of a true person being
authenticated and which takes security level into
consideration.

In order to solve this problem, the present invention
employs an other-person exclusion line. FIG. 3 shows the
relationship between an other-person exclusion line and a
true-person exclusion line. A region sandwiched between the
two lines is called a gray zone. In FIG. 3, a region on the
right side of the true-person exclusion line is called a
true-person exclusion region. When a éesult of signature
verification indicates that a cumulative error (degree of
difference) falls within the true-person exclusion region,
the signature is recognized to be signed by a person other
than the true person, even if the true person has signed.

Meanwhile, a region on the left side of the other-
person exclusion line is called an other-person exclusion
region, because signatures whose cumulative errors fall

within this region can rarely be imitated by other persons.
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Further, in the above-described nmethods, data of a handwitten character
string of a signer and signature data sets for registration may be
torrected on the basis of correction information for each of different
signing devices in order to absorb differences anong the input devices. As
descri bed above, when signature data are to be registered, a person signs a
plurality of tinmes by use of a 10 si_gni ng_device. The thus-obtained data
are fetchdthess theumpdEiyeishrafelda &’%gcr?éinucfihﬁ@ WE%HCRg fP&ssure

i nformation; characteristics which are peculiar to the signer and_necessary
for persorfi9BaR Rehtdetgrmifed e ke & ildrs PFSEE- t"c;h‘ér'@g?ﬁngngt ration
signature data; and the thus- created registratiqn signature data ar

regi st ere(f"i‘hl‘?l_rfﬁétc_éﬁ qther DA &M id; e S IME Cegiost |noﬁe§ie§r?5‘ﬁ_?r S"odat a
e P02k 290 D BB S B IR OU
of errors,whai(%acaij rﬂéﬁ’sér? Vc?tlhearnqchaan the true person signs. In the

graph of FIG. 4, although the value of frequency does not

reach zero even on the left side of the other-person

exclusion line, the value indicated by time-series signature

.data including writing-pressure information becomes

substantially zero.

The gray zone sandwiched between the true-person
exclusion line and the other-person exélusion line is a wvague
area in which it is impossible to judge whether a true person
signed or a person other than the true person signed. When a
result of signature verification indicates that the degree of
difference falls within the gray zone, re-signing is
requested, and signature verification is performed again for
the new signature. On the basis of a result of the signature
verification, a signer is judged to be a true person or a
person other than the true person. For example, when the
result of the signature verification for the new signature
indicates that the degree of difference falls within the
other-person exclusion region, the sigﬁer is recognized to be
the true person, and when the result indicates that the
degree of difference falls within the true-person exclusion
region, the signer is recognized to be another person. When

the degree of difference again falls within the gray zone, a
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gray zone (internmedi ate region) corresponding to the stability of
signatures of the signer are determ ned and registered. Further, at this
time, witing-pressure information----which varies depends on the type of a
signing device used is converted into witing-pressure information of a
signing device serving as a reference, in order to obtain correction

i nformation for each of different S|gn|n devices= The_t hus- obt ai ned
correctionJPﬁﬂﬁﬁﬁﬁtFﬁnaP§°W€§F§FéF¥d erformedspgatur s SN Wt he
present invention, the f abs he val ues of differences_between

coord|nates98PE§51§oﬁF&%ﬁ§&%F¥ g8 9§ r 5Ci BR ?Paﬁﬁ?ﬁrgeﬁﬁ?ﬁ 3hd coordinate

val ues contalneg I n verlfhﬁgtlon SI tgre data is cal culated and the

val ues ar e BF8ragl#®saSa¥ SGSbPﬁlﬁ C&PPBPfor each sanple point. The

t hus- obt ai ned eg&ﬁ IS ca%led ag&gnu ahl e_error ggegag of glffe&ence) On
the basis of the Fed EE0T difrerente® ogﬁgﬁeWF 91588 BETEST™NGhet her
a S'gnatur%o%%lajhﬁ%%eikg%%t%%% gf' bo%cgbgne% securlty level and a

concept of gray zone in a related manner such that the
judgment for the gray zone is changed in accordance with the
security level. This point will be described in detail in
relation to an embodiment.

In the above-discussion, passage or failure of a
verification test (whether the signer is a true person or
not) is determined on the basis of a region in which the
degree of difference falls. However, the following point
must be considered in relation to verification signature data.
Since writing-pressure information varies depending on the
performance of an electronic pen or eléctronic tablet used
for signing, differences in input characteristics must be
corrected in the case in which verification signature data
include not only shape but also writing pressure, as in the
present invention.

In general, as shown in FIG. 5, a proportional
relationship exists between actual writing pressure and
measured writing pressure as read from an electronic pen or
electronic tablet. When electronic tablets or pens A, B, and
C output measured writing pressures p,. Py, and p.,
respectively, for actual writing pressures b, correction

values o,, 0, and o, for the measured writing pressures p,,
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recogni zed to be a true person)) or not a true signature (i.e., the signer
IS rejected as a person other than the true person). At this tine, a
felatively high clear line is set for a person who signs at high stability,
and a relatively lowclear line is set for a person who signs at |ow
stability. This clear line is called a "true-person exclusion |line." The
| ower the_set_val ue _qf .the truq{ﬁgrson exclusion.line, the higher

a

Ai.ne, he
security Pay e hie Wﬁ%?tﬁ?%ﬂﬁp a2 JFES e ygﬁggnghgr§§§u€ | Be ofo™
true-persqgn_exclusi on lin t he, | r.the security |level that can_be
obt i nod. SDEEReraRcen e Lebsren e 8B ksa o BRH: it a¥ocFPPrenfhatife ot or ec
for each %%riggsqnd can be retrieved at the tine of verification. FIG 1 is
a diagran1s%bmﬁng a cumrul ative-error frequency distribution and a
true- person ex%%ugion | ine. The horizontal axis of the coordinate system
represents the eﬁrgéléh difference (cunulative error) in which the higher
t he val ue, the | ower }he probability of a signer being a true person, or
the lower the V& uePst iy hi gher the probability of a signer being a true
person. The orkgig 8 0. 0) of the coordinate systemis a reference point
representing ¢ el

When the relationship between actual writing pressure
and measured writing pressures can be approximated by use of
.straight lines as shown in FIG. 5 and Ehe lines pass through
the origin O, the correction value o is constant regardless
of the value of p. Therefore, measured writing pressure can
be corrected by use of a correction value obtained from the
above expressions. That is, when a writing pressure Ps which
is applied on an electronic pen or tablet S at a certain time
and which is represented by verification signature data is
represented as follows:

Ps = (Xg, ¥ser Pse) s

a corrected writing pressure Ps' is represented as follows:

Ps' = (Xg .+ Yst+r Pst Og) - )

Accordingly, when corrected verification signature data
Ps' are compared with corrected registration signature data,
verification can be performed without regard to the type of
an electronic tablet or pen to be used. In the following
description, unless otherwise specified, the term "writing
pressure" means measured writing pressure (writing-pressure
information). Although correction is performed for measured

writing pressure output from an electronic tablet or an
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registration signature data thenselves. Wen the degree of difference
bet ween verification signature data and registration signature data becones
zero, the verification signature data are judged to be identical with the

regi stration signature data. 12 A curve representing the
cunul ative-error frequency distribution (hereinafter referred to as a
"difference_distribution curve') is.normalized such. that the area bel ow t he

curve equaPieetTARHE REPaniBhtBe sERHLOTHRY FeSCHH bR gy JREFecHLon
centroid and. |s éygiﬁa |y located in the vicinitg osifion
t

correspondVﬁbltB Bi&krﬁgefﬁ% cﬁ?v%? pﬁﬁh_?ﬁe %#{%F O region on the
the arca of a rEBPoROPHar SRBGELEPH: APLER ERETPFERPS oraeues: HRFr BB per son
bei ng. exc BatLaRPREPoBELIRER Hetrat BraluPS BRr T qdmiastefalr] "
writing pressure can be approximated by use of a straight
line. However, when a tablet whose characteristics cannot be
approximated by use of a straight line is used, a curved-line
approximation or a correction table may be used. However,
.the basic concept is the same as in the case of straight-line

approximation.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a graph used for describtion of a cumulative
error frequency distribution (difference distribution) and a
true-person exclusion line in the Means to Solve the Problems
section;

FIG. 2 is a graph used for description of a
relationship between stability in signing and a true-person
exclusion line in the Means to Solve the Problems section;

FIG. 3 is a graph used for description of a
relationship between a true-person exclusion line and an
other-person exclusion line, as well as a gray zone, in the
Means to Solve the Problems section;

FIG. 4 is a graph used for description of the merit of
presence of a true-person exclusion line in the Means to
Solve the Problems section;

FIG. 5 is a graph used for description of tablet
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= S[err], because S[err] + S[err] = 1. That is, a true person is recognized
not to be a true person at the probability r. Al though the difference

di stribution varies anong persons, the true-person exclusion |line can be
drawn such that the probability r becones constant, thereby enabling each
of stable and unstable signers to be recognized as a true person at a
constant probability. However, in a sinple schene in which a signer is
recogni zed COETEE AR A thér eansn tohEodivghithei BeoBlenfeseEtiéoOBer son
exclusion line and is recognized to be a true person on the left side of
the true-person el $sisheWs /@ ee8wd-ary §iAughures et Rardyaseghgedr diof a
person having a_relatively | ow security level is imtated by other persons.
FIG 2 shof® gmpecdgieatc Ofdither PEesest dRVEBELB8R: A who can sign stably and
a difference distrjbution of person B who 13 .cannot sign stably. In the
case of this exdnfi-e,’ i%f @r(ﬂé‘r%% USRS &% GeFETIPALUPE %af“@ﬁpﬁ& f&Fe of

erson B, the trye-
P determining a rank in accordance with security level in the

embodiment of the invention;

FIG. 8 is a diagram used for description of a method
for separating characters on the basis of writing-pressure
Anformation in the embodiment of the invention;

FIG. 9 is a graph related to the embodiment of the
invention and used for description of a relationship between
the number of times of signing and a probability at which the
degree of difference successively falls within the gray zone;

FIG. 10 is a flowchart showing signature verification
processing performed in the embodiment of the invention;

FIG. 11 is a graph related to the embodiment of the
invention and used for description of a relationship between
the number of times of signing and a probability at which the
degree of difference successively falls within the gray zone,
for the case in which a person other than a true person
imitates the signature of the true person;

FIG. 12 is a diagram related to the embodiment of the
invention and schematically showing an example of a system
configuration used for verifying the owner of a credit card
through signature verification;

FIG. 13 is a graph related to the embodiment of the

invention and used for description of a method of treating
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person exclusion line for person B is drawn such that the area of the
region on the left side of the true-person exclusion |ine becones w der.
This increases the possibility that any other person who imtates a
signature of the true person is recognized to be the true person.
Accordingly, there is a risk that other persons cannot be excluded by nere
use of a true-person exclusion line----which is introduced in order to

i ncrease tHe pREaEIey #%a true person being authenticated and which
takes security level into consideration. In order to solve this problem
the present invekei oh? ebpl dySla¥ChRAhershav st R ULTh VeHEIFEE shows
the rel ationshi et ween_an ot her-person_exclusion |line and a true-person
excl usi on H’]?%?g%f’?% BntRS R HetUWedmd HEYSF 49 ves is called a gray
zone. In FIG 3, a region on the right side of the true-person exclusion
line is called a true-person exclusion region. Wwen a result of signature

verificat %%MtgiRt%%@%%% ty el gree of difference) falls
within th - S e "g.*&?ﬁf ﬁﬁ]eé@;]gﬁgtu_re i's recogni zed to be
::gzgg.by 2 Per 3 ONadt PELeh NaRat 08 L YEe OSSR 1 oS Elud Latdls L4 U derson has
present invention involves acquisition of coordinate
information and writing-pressure information relating to
characters to be verified; and arithmetic processing of these
sets of information. To this end, there are needed means for
measuring the coordinate information and writing-pressure
information relating to handwritten characters, and
arithmetic processing means for processing the thus-obtained
sample data. The coordinate information and writing-pressure
information measured by sampling the written characters at
preset time intervals take the form of three-dimensional
time-series data. However, these sets of information are
preferably represented as data series comprising complex
coordinate series and writing pressure series. The means for
measuring the coordinate information and writing-pressure
information comprises, e.g., a stylus pen having a built-in
pressure sensor, and a digitizer for detecting the
coordinates of the tip end of the pen.
With regard to the characters used as the standards for
verification and characters to be collated, data are obtained
by means of sampling coordinate information and writing speed

information at equal time intervals. The thus-obtained data
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Meanwhil e, a region on the left side of the other- person exclusion line is
cal l ed an ot her-person exclusion regi on, because signatures whose
curmul ative errors fall within this region can rarely be imtated by other

persons. 14 When the cunul ative error falls within this region, the
signer is determned to be a true person. The neaning of exclusion of other
person will becone clear upon reference to FIG 4, which shows a difference

di stri but i % SO iZesk fion GHRTEFPRNTe o AT0 LHEA L RENDERe Of r §8MBEAESN

signs. In the graph of FIG 4, although the value of frequency does not
reach zero St @neeiurdhe o etlrgiﬂ'lﬁﬁ:‘?élypé‘f)%‘ﬁ‘lé%@gug’il&%‘ FeH8T% he

val ue indicated by tinme-series signature data including wifing-pressure
infornatioﬂ“bé%%ﬁﬁ£¥99ﬂiHQMﬁﬁ%ﬁ‘ly995r8¥aWnggré§ EBﬁecgﬁﬁdﬂ£cﬂ%Eg5§imeen
the true-persaon exclusion |ine and the other-person eéglusio

SHe:
vague. ar en W5 MG AL (1R SeBTSERES PREE WioMREP e EEPTe B ER

right. Such constant motion may hinder verification of the
characters. For this reason, it is desirable to calculate a
uniform stroke component from the pattern and to subtract the
thus-obtained uniform stroke component from the coordinate
JAinformation normalized with regard to position and size.

In the present invention, setting of registration
signature data is performed as follows. Writing-pressure
information is obtained from an electronic tablet of a
pressure-sensing type and is registered in a server (see FIG.
6) connected to a terminal via a communication line.
Signature verification is performed in the server, and one or
more correction values for respective tablets are measured in
advance and registered in a master file in the form of a
constant value (in the case of a single constant correction
value being used) or in the form of a table (in the case of
different correction values being used).

When registration signature data are set, a person who
wishes to resister his signature signs a plurality of times
in order to create registration signature data.

Subsequently, there are performed the steps of:

(1) averaging the plurality of signature data sets for
registration in order to calculate a candidate set of

registration signature data:;
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signed or a person other than the true person signed. Wien a result of
signature verification indicates that the degree of difference falls within
the gray zone, re-signing is requested, and signature verification is
performed again for the new signature. On the basis of a result of the
signature verification, a signer is judged to be a true person or a person
other than the true person. For exanple, when the result of the signature
verification fdr2 krﬂ?%ﬁﬁ@%ﬂﬁyﬁﬁqu99 idate set okt qﬂﬂésﬁéeFéQDOf di fference
falls wthin the ot her - persgn excl usi on re%j%&@ t he si ner I § rec% |zed to

be the trFd & I5E BRCh SR GUT sFﬁaF ThEegdgited
difference falls mﬁthln t he true-person exclu5|on re | e S|gner S
recogni zed to b@)aﬁf}}%rn%é’r@ﬁf’ p&ﬁ’éﬂ‘ %é‘r"é{: &gain falls

this case i et b S ey iaa“t%ﬁ%l'g%%lehép%e”iéﬂe?faga'” "

|np0rtance 'Sé%ré%‘%ﬁ”éfﬁﬂéﬁhﬁf%%ta and the signature data sets for
registration, treating the candidate sgt of registration
signature data as registration signature data; and

(4) when at least one unacceptable discrepancy is found
.as the result of verification between the candidate set of
registration signature data and the signature data sets for
registration, repeating steps (1) and (2) in order to find a
candidate set of registration signature data for which no
unacceptable discrepancy is found as a result of verification
with the signature data sets for registration, and treating
the candidate set of registration signature data as
registration signature data.

Instead of the above-described method in which data
creation is repeated until a desired result is obtained,
there can be employed a method comprising the steps of:

(1) averaging a plurality of signature data sets in
order to calculate a candidate set of registration signature
data;

(2) collating the candidate set of registration
signature data with each signature data set for registration;
(3) when no unacceptable discrepancy is found as a

result of verification between the candidate~set of

registration signature data and the signature data sets for
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The present invention enploys a nethod for performng total judgnment by use
of a concept of security level and a concept of gray zone in a rel ated
fanner such that the judgment for the gray zone.is changed in accordance
with the security level. This point will be described in detail in relation
to an enbodinent. In the above-di scussion, passage or failure of a

dot er mi ned BH.S TR Ht s et Tl OIF PR AT e sl Be e G ence
veri i cot IOPEGHE AL tdh e T A AL AINE Gt oPRAL i on var os
o signing. i vhbrsiesot ofadi b aFd AR e Slpe ey i, (RS
witing prica i e Ue e PRAUS Bdadll il JRubhe 30REL i Fio

5 2 pmp%égifé‘&la{f&?téie’é}?ﬂ&ee 'a;f S I he s r‘i}g‘é@ur‘@f 29 Einogachs and

measured Wi I Ng pressur as rea rom an nic pen or ctronic

tablet. W@%bf%f?ﬁ%fgﬁf;fﬁgﬂf¥fhé”aﬁ“ﬁﬁﬁf%ié%afﬂgignature data set for

registration; forming a plurality of groups each consisting
of signature data sets for regigtration selected from the
Jdncreased number of signature data sets for registration such
that the number of signature data sets for registration in
each group is less than the total number of signature data
sets for registration; collating with each signature data set
for registration a candidate set of registration signature
data that is obtained by averaging the signature data sets in
each group:; and treating, as registration signature data, the
candidate set of registration signature data of the group
that produces the best verification result.

Thelregistration signature data may be registered as
they are or may be registered together with the type of
tablet used. In the former case, signature data are
corrected by use of a correction value. determined with
respect to a reference tablet, and the thus-corrected data
are registered as the registration signature data. Therefore,
correction of the registration signature data during
verification processing is not required. In the latter case,
during the verification processing, the registration

signature data are corrected by use of a correction value
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C out put neasured witing pressures Plerr]' Plerr]' and Plerr],
respectively, for actual witing pressures p, correction values [err],
[Ferr], and [err] for the nmeasured witing pressures Plerr]' 16 p[err],
and p[err] with respect to a neasured witing pressure PN froma reference
electronic tablet or pen N are represented as follows: [err] = p[err]/
plerr] [err] = p[err]/ p[err] [err] = p[err]/ p[err] Wen the relationship
bet ween acEoiresPPRAAgIptessheetdng AEasheecbabieti ndft TNV GAFE B
approxi mated by use of straight |lines as shown in FIG 5 and the |ines pass
t hr ough t h@eBprgiAvousedefesr regipbrataPle [err] is constant regardl ess of
the value of p. Therefore, neasured w.iting pressure can be corrected by
use of a correcPitodPeaEgBeokifened ALEAPTRBCELINELEIBRELSPoASUMEhEEIVE

when a witing pressure Ps which is agglied on an el ectronic gen or . tabl et
S at a Cer?ap%rtpﬁﬁtrlbutlon) is measured, and a true-person exclusion

line and an other-person exclusion line are determined and
registered. Further, as shown in FIG. 7, one of three
security 1levels L,, L,, and L. is set in accordance with the
value of the true-person exclusion line. Signatures of a
.person whose true-person exclusion line falls within the
level L, are judged to be highly stable and are categorized
in rank A; signatures of a person whose true-person exclusion
line falls within the level L, are categorized in rank B; and
signatures of a person whose true-person exclusion line falls
within the level L. are categorized in.rank C. This
operation is called ranking on the basis of security level.
Next, signature verification will be described. The
signature verification is performed on the basis of a
cumulative error between the verification signature data and
the registration signature data. Calculation for the
signature verification is performed in the following manner.
Cumulative error D (sum of normalized degrees of
difference (in the present invention, simply called "degree
of difference”)}) is calculated by use of the following
FEgquations 1 and 2. Equation 1 represents the degree of
difference between the m-th character of registration
signature data A and the corresponding character of

verification signature data set B.
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and which is represented by verification signature data is represented as
follows: Ps = (x[err], y[err], p[err]), a corrected witing pressure Ps' is
represented as follows: Ps' = (x[err], y[err]' p[err]). Accordingly, when
corrected verification signature data Ps' are conpared with corrected

regi stration signature data, verification can be perforned w thout regard
to the type of -an electronic tablet or pen to be used. In the foll ow ng
description, unleg thermn e specified, the term"witing pE ssure" mneans
measured witi ng ‘rg e, X x(rk)ﬁg—zmré’s)wrem n}pox(rkﬁt—wm;[r(k»l[ P}ough
correctiony n sned for neasured witing pressure output fro
electronic % et or an 17 eIerpﬁpLLﬂpgnJ_ln the foll owi ng des r|pt|on
such correction will be sinply referred to as "tablet correction.” The

above-descri bed_tab) et correcti on ass nes t hat, the rel ations| bet ween
act uaI Wl’i ti ng lé% :h(?lé nlae%%iw% e overal]E (fegree Ofo d?l@ference

of the signature; i.e., a normalized degree of difference

obtained through a calculation in which the sum of the
degrees of difference for the respective characters is
divided by the total number of data points in the characters.

Zd (m) - (Le(m) — Ls(m) +1)
D(A4,B) =44

Eg. 2
;(Le(m) Ls(m) +1)

where L.(m), L,(m) respectively represent the start and end
points of the m-th character, M represents the number of
characters, w, represents a weighting coefficient, t(k)
represents a skew function at the k-th sample point of the m-
th character, and z* and p' respectively represent normalized
positional coordinates and a normalized writing pressure
coordinate. The coefficient w, satisfies the following
relation:

0 =w, <1.
Through adjustment of this coefficient, the effect of
writing-pressure information on authentication judgment is
varied.

Further, z' represents the following complex

coordinates:
®

* 2 *
z' = X + 1y

i = SQRT(-1) (the square root of -1).
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writing pressure can be approxi mted by use of a straight |ine. However,
when a tabl et whose characteristics cannot be approxi mated by use of a
straight line is used, a curved-line approximation or a correction table
may be used. However, the basic concept is the same as in the case of
straight-1ine approximati on. BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a
graph used for description of a cunulative error frequency distribution
(di fference d|sﬁhﬁbﬁﬁﬁ@hfuﬁﬁﬁléntFuésp@r%@hcék@mu%¢%ﬁ“1¢¥@ﬂ$¥ﬂ$h%h%@ans to
Sol ve the Problens section; EIG IS a used for description of a
relatlonshFBmHéPﬁégﬁ ?F&BFIPFyhPHdgFéﬁtﬁg | anatP¥ﬁe PERsom ¥xcl usi on |ine
in the Means f e the Problens secti [

FIG 3
hoser pti opogitaone aPPERSARE B 62 vrifihg. Ba?gsﬁﬂ'féxwggagﬂafﬁngfaﬁfaean

ot her - persgn_ex he Means to Sol ve

Iu3| a |ge ofxre o) ;Y e :
the Pr obl ofid9 gs%flrsn trcl popeetTanafi fedo¥ f HELERGEISR BRSt Re mori
of presence of1% LLYSRSLARN Il WS4 (e MARI L9 ol he

can be minimized through selection of a coordinate point
{(z",(z(k)), p'a(t(k)) of the signature data B that corresponds
to a coordinate point {(zl(r(k)), p}(r(k)) of the signature
data A. Each of the writing-pressure information p’,(t(k) and
the writing-pressure information p*;(t(k)) used here is a
value subjected to tablet correction.

The number of characters can be obtained from the
writing-pressure information, an example of which is shown in
FIG. 8. As shown in FIG. 8, characters are separated from
one another while a portion where the writing pressure P
becomes zZero is used as a separation point. However, when
the distance between adjacent strokes (e.g., second and third
strokes of the second character) is less than a predetermined
value, the two strokes are regarded as belonging to a single
character. The start and end points of each section obtained
through separation of characters are L, and L_,, respectively,
and coordinates (including the pressure component) are
provided for each section.

Next, the method for signature verification will be
described. In the following description, as shown in FIG. 9,
the degree of difference of an other-person exclusion line is

represented by D,; the degree of difference of a true-person
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FIG 5 is a graph used for description of tablet 18 correction in the
Means to Sol ve the Problens section; FIG 6 shows an exenplary structure of
har dwar e used in an enbodi nent of the present invention; FIG 7 is a graph
used for description of a method for determning a rank in accordance with
security level in the enbodinment of the invention; FIG 8 is a diagram used
for description of a nethod for separating characters on the_basis of

Wi ti ng- prefSSitsE 9 ldMfati D FSEF eI i s &F Pent TRe daerehveht AbhEeEPRCeg i s

a graph related to the enbodi nent of_ the . nvention an sed for description
ot Sa T o1 MIET A hsth SRRSO CIamEeRH e At SYald A7 obabi |1 1
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in the enbodiment of 10 1SN o8k EbGc &1 (k8o 0620h) " e'istb i he
regardless of security level, judgment is performed as
follows.

When D < D,, a signer is recognized as a true person
(passes a verification test).

When D > D,, a signer is recognized as another person
(fails the verification test).

The above judgment is natural from the viewpoint of the
purpose of the other-person exclusion line and the true-
person exclusion line. However, signatures falling in the
gray zone are treated in one of different manners in
accordance with situation and purpose.- For example, the gray
zone has different meanings for persons having different
security levels. That is, in the case of a person having a
high security level (a person in rank A in the above-
described definition), since the gray zone itself is present
in a region which is hardly invaded or the person's signature
is less likely to be imitated, the gray zone itself can be
regarded a true-person recognition region. By contrast, in
the case of a person having a low security level (a person in
rank C in the above-described definition), the gray zone is a
region which the person's signature is easily imitated, and
is therefore regarded an other-person recognition region in

situations which require strictness.
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i nvention and used for description of a relationship between the nunber of
times of signing and a probability at which the degree of difference
successively falls within the gray zone, for the case in which a person
other than a true person imtates the signature of the true person; FIG 12
Is a diagramrelated to the enbodi nent of the invention and schematically
showi ng an exanpl e of a system configuration used for verifying the owner
of a credit capgntHFGWngsFBﬁaFHPEeveF?fﬁéaﬁ%Bﬁ;1FI{?QE%SF% avieRph #8l ated
to the enbodi nent of_ the_invention and used for description of a nmethod of

treating 18°t lefg §hah Dofnd 1ff Mrgatesr ithap Daovghdr YeXhbiFabieRghdt ure

i ficati ing.in_th nmbodi t of the j tion.  BEST MODE FOR
CARRYI NG CRRTHPERS Ry RRIH-BEPRNAR PEL BN BRYT aft G2 PEESn i) G Focor di ng to

the present | 0¥eaLE90n! MYRhYSEneCaY RLhL O OtnSCRE M O Sy manner,
depending on the security rank (i.e., rank A, B, or C). When
the degree of difference of the newly input signature is
represented by D, judgment is performed as follows,
regardless of security level.

When D < D,, a signer is recognized as a true person
(passes a verification test).

When D > D,, a signer is recognized as another person
{fails the wverification test).

However, when D, < D < D,; i.e., when D falls within the
gray zone, different judgment criteria are set for a person
whose security level is rank A, a person whose security level
is rank B, and a person whose security level is rank C.
kl) For a person whose security level is rank A:

if D, = D = D,, the person is recognized as a true
person.

(2) For a person whose security level is rank B:

if D, = D = D,+(D,-D,)/2, the person is recognized as a
true person; and if not, the system entrusts an operator to
make judgment as to, for example, whether re-signing must be
reqguested.

(3) For a person whose security level is rank C:
the system always entrusts an operator to make judgment

as to, for example, whether re-signing must be requested.
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informati on and witing-pressure information relating to characters to be
verified; and arithnetic processing of these sets of information. To this
end, there are needed neans for neasuring the coordinate infornmation and
witing-pressure information relating to handwitten characters, and
arithmetic processing nmeans for processing the thus-obtained sanpl e data.
The coordinate -information and witing-pressure inforpmati on neasured by
sanpl i ng the waPtEHGCﬁ9P¥§f€?§C§%bﬁﬁe§§FmPFﬁe Fﬂt%?@%?%o?%k%XPﬁ%S?b?ﬁ1of
three-di mepsional tine-series data r, these sets of information are

preferably ?BEFB%EﬁPﬂdaBs°BﬁF3t§Er|%§ E% ri SIOWP Y S SREHATHAP seri es
?R?omilSﬁaﬁLﬁ?ei#%?fﬁ%%&egaﬂanm?@i%%ﬁsﬁ‘*ﬁ%{)rw 8. S 5oL B8 ) us pen
e MBS L TSR R
as the standards, fqr verificati aracters ro_ be oIIate are
bt ai ned by HERAL® ftgaﬁfjpflngaeﬁowﬁﬁﬂaﬁ FBS] RFbPRarT oh SbShr | o1 ot pela
information gl gauab,tLut)L0E8hYbg1od "1k WRISR! AhOCE: RLR 29

determined to be another person) or the other-person

exclusion region (in which the signer is determined to be a

true person), a judgment is made as to whether the signer is

the true person or a person other than the true person.

That is, mechanical judgment can be performed by means
of a judgment method shown in the flowchart of FIG. 10. It
is assumed that ranks have been determined at the time of
creation of registration signature data (but may be modified
later). The flowchart shows processing which embodies the
above-described method. The processing will be described in
.a summarized manner.

. For a person whose security level is rank A (a highly
stable signer), the gray zone is regarded an other-person
exclusion region (in which the signer is determined to be a
true person) to thereby lower the pass level of the
verification test.

* For a person whose security level is rank B (an
intermediately stable signer), the value of the other-person
exclusion line is increased to D,+(D,-D;)/2 to thereby
increase matching rate. However, the signer is requested to

re-sign repeatedly until the inequality D < D, or D > D, is
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are normalized to correspond to an equal nunber of sanpling points and are
further prelimnarily normalized with regard to position and size. For
exanple, in the case of lateral witing action, in nmany cases a pen is
noved fromleft to right. Such constant notion may hinder verification of
the characters. For this reason, it is desirable to calculate a uniform
stroke conponent fromthe pattern and to subtract the thus-obtained uniform
stroke conmpofr@Htedrom the coordinate information normalized with regard to
position and size. In the present invention, setting of registration

si gnature data ! F¢erd REIPMSHAEe FRCUniyY ilayedr dss saak ¢ diapdtadilg s
obtained froman_ electronic taplet of a ressure-sensinq tﬁPe and i s

regi st er eH9Per bertRe FLNEE | BFIRTTRE LY 1Y S TerAf Ay gntil

or o> +15 bor s IR 10 & Termifd 9 o
on or mor o ERr YD LDy G PLsoberToctRBIREE are moasured in |

advance and [ eORLeLetaht SnTEhS, alohEr T PERlIRE LS Sensignt valve (ir
repeatedly so long as the value of D falls within the gray
zone will be described. As shown in FIG. 9, it is assumed
that the area of an other-person exclusion region is S,; the
area of a gray zone 1is S;; the area of a true-person
exclusion region is S,; and S5;, S;, and S, are normalized such
that S;+5,+S, = 1. In this'case, the area S, (n=1, g, 2)
represents the probability of the degree of difference D of
verification signature data falling within the corresponding
region.

Accordingly, when the gray zone is determined to

account for 40% regardless of security level, the probability
S; at which all of m sets of verification signature data
fall within the gray zone is 0.4". Therefore, when m=4, SJ
becomes 0.0256, which means that only two of about 100
signatures fall within the gray zone. However, since the
other-person exclusion region {(in which the signer is
determined to be a true person) for each of ranks A and B is
widened, the matching rate increases considerably as compared
with the case in which judgment is simply made by D < D,.
Since the gray zone is widened, the person whose security

level is rank C (unstable signer) may be requested to re-sign

repeatedly. However, this is importan% from the viewpoint of
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val ue being used) or in the formof a table (im the case of different
correction val ues being used). Wen registration signature data are set, a
person who wi shes to resister his signature signs a plurality of tines in
order to create registration signature data. Subsequently, there are
perfornmed the steps of: (1) averaging the plurality of signature data sets
for registration in order to calculate a candidate set of registration

si gnat ur ePggegS1sy of ezplugipg: PhHernBeESRBFdate set of registration
signature data_with each signature data set for registration; . (3).when no
unaccept abl e d?§cﬁgﬁﬁﬁc%ni§%96uﬂ&'a§ 3%98§GPFeonvgrPFF§8Pi6?1%8%&E8n t he
candi date set of reqgistration signature data and.the sjigpature data sets
f or regis?réfﬂBﬁFPFgeQFiﬁﬁ PﬂéiégﬂﬁiaéggaggFeo?a}iﬁi@%#g??oﬁﬁgi§ﬁ3¥ure dat a
gfsgfgbgﬁ@%@g%ﬁh% A8+ 9RLE s30datdke iEMa%h 1 bRABERIEL HDRGCCRIRDI ©

the probability (area) of such an imitated signature falling

within the gray zone is represented by S;', the probability

of two imitated signatures falling within the gray zone is

represented by S,'*. When S;' = 0.05 (=5%), the probability

of two imitated signatures falling within the gray zone is

0.0025, or two signatures among about 1000 signatures. The

probability decreases exponentially as the re-signing is

repeated. When the present invention utilizing time-series

data including writing-pressure information is employed, it

becomes considerably difficult for othér persons to imitate a

registered signature such that an imitated signature is

judged to match the registered signature at a probability of

5%. Further, since the probability decreases exponentially

as the refsigning is repeated, the possibility at which a

person other than a true person is recognized to be the true

person is almost zero. This demonstrates the importance of

the gray zone.

The manner of treating the gray zone is not limited to

the above-described manner, and may be modified in accordance

with a field in which signature verification is used and the

purpose of signature verification. Such an example will be

described as an embodiment of the present invention.

In an example serving as the embodiment of the present
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as the result of verification between the candidate set of registration
signature data and the signature data sets for registration, repeating
steps (1) and (2) in order to find a candi date set of registration
signature data for which no unacceptabl e discrepancy is found as a result
of verification with the signature data sets for registration, and treating
the candi date set of registration signature data as registration signature
dat a. | nsti@¥erdiiathe SRR YRS cfaidd Gadiipdd disn Rﬁﬁif@ﬁm&%t ¥hefe&tion is
repeated until a desired result_is obtained, there can _be enployed a nethod
conpri si nFUHOnaR fhaRs Q¥ Crafita fiaty &haustioney vy gesente ¢fedidet s
in order to calculate a candi date set of registration signature data; (2)

CQIIating‘??ﬁ?ﬁran&?&&§§r§§foBfSFEQF§PFStPBH sPERatEPLSES ﬁdm}Ph?eaCh
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regi stratign sl At dRle @d S AR WE 9% 3 3% S Yrofided in
the store. Signature data are converted into verification
signature data at a terminal and are sent to the server via a
communication line. FIG. 12 shows the configuration of the
system. Different stores may use different types of
electronic tablets. However, it is assumed that correction
values for different tablets have already been measured and
stored in a master file of the server.

When a customer pays for goods or services by used of a
credit card, the terminal reads card information from the
card. Subsequently, the terminal is connected to the server
of the credit company which manages the card, and the server
issues a request for an electronic signature. In accordance
with the request, the customer signs. Signature data are
sent, as vefification signature data, to the server and
verified therein, and a result of verification is reported to
the terminal. On the basis of the verification result, a
élerk judges whether the customer can use the card.

When the verification result indicates that the degree
of difference D falls within the otherlperson exclusion
region, the customer is recognized as a true person, and the
credit card transaction is permitted. When the verification

result indicates that the degree of difference D falls within
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registration, treating the candi date set of registration signature data as
regi stration signature data; and (4) when at |east one unacceptabl e

di screpancy is found as a result of verification between the candi date set
of registration signature data and the signature data sets for

regi stration, inputting an additional signature data set for registration;
formng a plurality of groups each consisting of signature data sets for
regi strat it6¥® SEUEREF FHFoRRHIS Iy &8Py cystomgratsr £e§20R128Gs for

regi stration such that the nunber _of signature data sets _for ,regjstration
| n each grfuRNCENeR PaTRHR { R4 G SGEaS TGRRRROE OB 45 BeB1Eg:

Cand: dat o WBR G5 At AR T o 2 EALmo g BeaTby oRber agi ng
the signature data sets in each group; and treating, as.registration

si gnat ur e Tt I Y c’asnd?%‘leesctseéf prFEQFsFFgPF%Hrgi Bﬁgflﬂfgddgfaaof t he
oroup, nat, BHEHIGES 0P et S|P Sl B SAEFL 534 Wherg e
Wth the t&%”ﬁf%ference falls within the gray zone, re-signing is
requested again. When a signature produced as a result of the
second re-signing is again judged such that its degree of
difference falls within the gray zone, the clerk determines
whether the credit card transaction is to be accepted or
denied. As described above, the probability of an imitated
signature falling within the gray zone decreases
exponentially through repeated re-signing. Taking this into
consideration, the other-person exclusion region is widened
as the number of times of re-signing- increases, in order to
increase matching rate with respect to the true person while
excluding other persons. That is, as shown in FIG. 13, the
gray zone is equally divided into three zones, and the other-
person exclusion line used for Jjudgment is shifted rightward
by d each time re-signing is performed.

FIG. 14 shows a flowchart of the above-described
processing. The processing of FIG. 14 is basically the same
as that of FIG. 10 except that ranks of security level are
not used; the gray zone is divided into three zones in order
to increase matching rate every time re-signing is performed:;
and the final judgment is entrusted to the clerk. The reason

why the final judgment is made by the clerk is as follows.
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tabl'et used. In the former case, signature data are corrected by use of a
correction value determned with respect to a reference tablet, and the
tthus-corrected data are registered as the registration signature data.
Therefore, correction of the registration signature data during
verification processing is not required. In the latter case, during the
verification processing, the registration signature data are corrected by
use of a CH} 'R | PRSPt 23tab R ot Sondityy REPRARL e F RAfSInDh It .
The former case is generally used for_registration. At the sane tine, a

di f f er ence’¥FsE}¢BLAPBNLRTLMR AT RA®HF oTtage i} titdton) BYs CRBAZESEd, 18nd a
true-person exclusion line and an ot her-person exclusion line are

det er mi ned-HhCARRi & AR ANFARHRSLIET JHHF | HLINEUTES GRY JueR

Vel ue of (TRATLIORELeRTES CHaR ot (P eiRieh & o AHORD PNt

true-persqgigégiggéfghliéﬁ%%g%éﬁbg“é{g{kfgﬁaion registered at the
beginning). In this case, the probability of the true person
being recognized not to be the true person becomes higher
than the probability of another person successively imitating
.the signature in order to illegally use the card. 1In such
case, when the card holder is a regulaf customer and is
.familiar to the clerk, or when the card holder can be proven
to be a true person by means of his ID card or the like, the
customer is judged to be the true owner of the card. This
procedure is practical for stores.

In the method used in the present embodiment, security
level is taken into consideration only in determining the
true-person exclusion line. Therefore, if the gray zone is
set to acgount for the same ratio for a person having a low
security level (unstable signer) and for a person having a
high security level (stable signer), the degree of difference
falls within the gray zone at the same-rate regardless of the
type of person who signed. This causes a greater problem in
relation to true-person exclusion than in relation to other-
person exclusion. Accordingly, the manner of judgment may
need to be changed in accordance with the type of signer,
through the above-described methods, such as a method in

which ranking 1s performed according to security level and a
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| evel LA are judged to be highly stable and are categorized in rank A
signatures of a person whose true-person exclusion line falls within the
level L[err] are categorized in rank B; and signatures of a person whose
true-person exclusion line falls within the level L[err] are categorized in
rank C. This operation is called ranking on the basis of security |evel.

Next , signa% re verificatiqon will be_described, The,signature verification
i s perforfl& HBﬁ Eﬁewgéfgs % réacﬁﬁﬁE&Fi§é98PFthﬁePﬁg8 “PRESOBrification
si gnature daﬁg and the regis%&g&%&ntsiggat%%e ata. ga|CUIa§£@ﬁ for the
si gnat ur e SFEFICLt o€ $pé d PO e * P8 FOWPREShERReP*CHRGPEL i ve
error D (sumof. normalized degrees.of difference (iLp . the present_ jnvention,
Sinply calfed “RegFaBTot SIPAFErEnEhe) FIrY 28RS, ra: SHoBTys BIaFn, fbe
foll owi ng q?i 1 P%" Equation 1 represents the degree of difference
bet ween tﬁgﬂ%r ﬁggﬁgréggg o 1%%9%? ﬁgPron signature data A and the
corr espondi ng glq\rc%(:tt%re (gra\ﬂrerﬂofﬂec%wpﬁ'&y%'dg r}_%t the B%‘é%eﬁ%t iﬁﬁre%%ion
is considered to be a fuzzy portion, the gray zone may vary
depending on the field in which signature verification is
used and the purpose of signature verification. For example,
when signature verification is used to control entry into a
laboratory having a high level of confidentiality, judgment
is preferably performed mechanically as in the example
mentioned in the embodiment. By contrast, when a credit card
is used at a store having a clerk who can personally identify
customers in many cases, there is needéd a method in which
mechanical or automatic judgment is combined with judgment by
a human. Especially, in the latter case, provision of a gray
zone——which is a fuzzy portion—enables creation of a

state in which judgment by a human is performed with ease.

However, in this case, it is naturally required that there be

devised a method of setting a gray zone, as well as a
processing method, in order to reduce situations in which

judgment must be made by a human.

INDUSTRIAL APPLICABILITY
In a conventional signature verification technique,
judgment as to whether a signer is a true person or not has

been performed on the basis of the absolute value of a
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[err] Equation 2 represents the overall degree of difference of the
signature; i.e., a normalized degree of difference obtained through a
calculation in which the sumof the degrees of difference for the
respective characters is divided by the total nunber of data points in the
characters. [err] where L[err](m, L[err](m respectively represent the
start and end points of the mth character, Mrepresents the nunber of
char act er Sumyfiative grreaentas amiphafhtve erraat Madiuentwhijcly djy loonsdmrdsent s
a skew function at the k-th sanple point of the m th character, and z* and
p* respectiSEIFA e b rithe ot Hl i Heddy 5 4 Bradfiunsor-di. f8€Bs2and a
normal i zed witing pressure coordinate. The coefficient wWerr] satisfies
the fol | ofORY R ERTBh: methed rAnVRlreyg § £Fqblem I dhath @It Df this
coefficient, the effect of mmitiqgﬁgressure,infornation on aut hentjcation

r

judgnent iSERART RAIEFEIREY A0 Uakie StanetlioliHy Tasqaekeed to

be a true person. When an attempt is made to increase the
overall matching rate, a line which is set for a person who
can sign stably (a stable signer) and ﬁhich prevents other
persons from imitating the signature lowers, causing a
security problem. The concept of security level of the
present invention has solved these two conflicting problems.
That is, the present invention employs a true-person
exclusion line which changes depending on security level.

Since the true-person exclusion line——which is a pass line

(a border line (true-person exclusion line) used for

recognition of a true person) is determined in accordance
with the security level or the stability of a signer,
matching rate does not depend on the stability of the signer.
However, since the true-person e#&lusion line for a
person having a lower security level (an unstable signer) is
set so as to increase the matching rate, it becomes difficult
to exclude other persons. In order to solve this problem,
the present invention employs the concept of combined use of
an other-person exclusion line and a gray zone. The
introduction of a gray zone, in which judgment as to whether
a signer is a true person or not cannot be performed, enables

achievement of two conflicting improvements; i.e., an

increase in other-person exclusion rate and an increase in

36



coordinates: z* x* + iy* i = SQRT(-1) (the square root of -1). 25 The
skew function [err] is a function for mnim zing the cunul ative error of
handwritten signature data. The positional coordinates and witing pressure
coordinate of the signature data B corrected by-use of this function are

zx[err] ([err](k)) and p*[err]([err](k)). In other words, the cunulative
error can be nmnimzed through sel ection of a coordi nate point

((z*[err]ﬁﬁﬂﬁﬂﬂﬁéﬁ?n[f?QQQH %Qq]ﬁﬁgﬁ'of the signature data B that

Che o1 gnat ur o doi SORVERLIPHAL CHEMA T Qe h (i marmed on )

Used her o 118 PAAES R SPEG  T0PCPLOBFr cEPPohYPINEE nitber of
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Separated.gﬂégnconsideration. By contrast, in the present invention,
writing-pressure information is added to factors of signature
verification. This writing-pressure information prevents a
person other than a true person from imitating a signature of
the true person, because writing pressure is information
which cannot be obtained through observation of a signature,
although the shape of the signature caﬁ be obtained visually.
The tablet correction according to the present invention is
used to correct the writing-pressure information and enables
use of the signature verification method of the present
invention regardless of the type of electronic pen or tablet
to be used. Accordingly, a user can use a type that the user
has grown accustomed to or an inexpensive type. Although the
term “tab;et correction” is used in the description, it means
"correction of writing-pressure information" and encompasses
correction for writing-pressure information from an

electronic pen and correction for writing-pressure

information from an electronic tablet.
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one anot her while a portl%g(=e ChCenteflaced i ting pressure P becones zero is
used as a separation pdﬁ en the di stance between adjacent
Strokes (e.g., second ar:g\“\ %&F of the second character) is |ess
than a predeterm ned val t okes are regarded as belonging to a

single character. The start and end points of each section obtained through
separation of characters are L[err] and L[err], respectively, and
coordi nates (including the pressure dﬂﬂﬁﬂ%%nt) are provided for each
section. Next, the_method for signature verification will be_ descrjbed. In
the foll owing descPPpPLBATTaBiSHEMNRRUFE Fepitipatiey rBetapd fini¥rife of
an ot her-person exclusion line is represented by E[errl; t he degree of

S

di f f er encdadf 2%t pudepgrditen chagaetgsi shrirdeofsar 8pPREENEER by Dlerr];

the d f diff f . | i [ ' t dat a i ted b
D and seCBROTSd e FES PGt} Oted HAGIFE, 8P LRACD: ThEnR LANCFEIBF LB or r ank

B,Iand Ie%%ba%%%r% eogek%qgv%dgs%%thg%a7%f %ﬁglﬁghhxiitten character

string are compared with the registration signature data; and
a verification judgment is performed by use of separate
regions including a region in which the signature is
recognized to be true and a region in which the signature is
not recognized to be true, characterized in that

(1) when the signer sets the registration signature
data, the registration signature data are set, by appropriate
means, from a plurality of signature data sets for
registration; and

(2) the region in which the signature is recognized to
be true is determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the region in which the signature is recognized to be
true becomes wider when the distribution is wide and becomes

narrower when the distribution is narrow.

2. An electronic signature verification method in which
data of a handwritten character string of a signer are
fetched; registration signature data of the signer set in
advance are retrieved; the data of the handwritten character

string are compared with the registration signature data; and
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regardl ess of security level, judgnent is perforned as follows. Wen D <
Derr], a signer is recognized as a true person (passes a verification
test). Wien D> Derr], a signer is recognized as another person (fails the
verification test). The above judgnment is natural fromthe vi ewpoint of the
pur pose of the other-person exclusion |line and the true- person exclusion
i ne. However, -signatures falling in the gray_zone are treated in one of
different AeMABLiElrataeBodudamenti is Berfarned Byiduger pbseeprarate exanpl e,
the gray zone has different nmeanings for persons having different security
| evel s. Thﬁ?g#gnslﬁnFHBdéﬁgeaoFeglﬁEréBnWﬁthnﬁh% flgpatetarity level (a
person in rank A in_the above- descri bed def|n|t|on€HGS|nce the gray zone
itself is PFPESERLZPA 5°r86|GHuﬁhléhnglﬂ%rHPyWVHVQd of 1gPatpEe shi' Bot
signature is less likely to be imtated, the g zone itself can, be

regar ded arFFﬁﬁnbéﬁgoﬁorB€o§ﬁPFv AnAegRoAntey %3%?F%s¥eg}ﬂntﬁ% ¥aiehof a
person having a Iom/securlt | evel §9 Eerson in rank Ci

above- descFPbE&gBéPFnFﬁlﬁﬁ? eghgdgt BniMPessibPLyi by %ﬁliﬂdgﬂ%nﬁerson s
signature |2 283te¥s -0 §h8%hatnd

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
.appropriate means, from a plurality of signature data sets
for registration; and

(2) the intermediate region in which re-signing is
requested is determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the intermediate region becomes wider when the
distribution is wide and becomes narrower when the
distribution is narrow.

3. An electronic signature verification method in which
data of a handwritten character string of a signer are
fetched; registration signature data of the signer set in
advance are retrieved; the data of the handwritten character
string are compared with the registration signature daté; and
a verification judgment is performed by use of separate
regions including a region in which the signature is
recognized to be true, a region in which the signature is not

recognizéd to be true, and an intermediate region in which
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I's therefore regarded an ot her-person recognition region in situations
which require strictness. 27 In view of the above, re-signing is
requested when Dis not less than Derr] and not greater than Dlerr], and
verification is perfornmed again for a newy input signature. In this
verification, judgnent is nmade in the follow ng manner, depending on the
security rank (i.e., rank A, B, or C) Wien the degree of difference of the
new y i npdi® Siging &9 srer%’pﬁsé'seéint B&P BMBAFFG Rt s Ofe SGOMER tas

foll ows rdl ess, of_ secur.i | evel . When D < Dferr], a signer is

recogni zedﬁ’g%raa?tteﬁfez dbrf a;%sses a verification test). Wien D > Dlerr],
a signer is reco nlzed a%qanother person (falls the verification test).

However , mhen 2§ The FIEeT 5% rfhe T/ILSTHAH P SHINa TG n t he
o1 2, 20n. 5] Sy IS SR, o Vst BRSSO
appropriate means, from a plurality of signature data sets
for registration; and
(2) the region in which the signature is recognized to
be true and the intermediate region in which re-signing is
requested are determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets fpr registration, such
that the region in which the signature is recognized to be
true becomes wider when the distribution is wide and becomes
narrower when the distribution is narrow and such that the
intermediate region becomes wider when the distribution is

wide and becomes narrower when the distribution is narrow.

4. An electronic signature verification system in which
data of a handwritten character string of a signer are
fetched; registration signature data of the signer set in
advance are retrieved; the data of the handwritten character
string are qompared with the registration signature data; and
a verification judgment is performed by use of separate
regions including a region in which the signature is
recognized to be true and a region in which the signature is
not recognized to be true, characterized in that

(1) when the signer sets the registration signature

Iy IV g N ”“m l“l“ ’I |”’“




I's rank B, and a person whose security level is rank C. (1) For a person
whose security level is rank A: if Derr] [err] D[err] Derr], the person
I's recogni zed as a true person. (2) For a person whose security level is
rank B: if Dlerr] [err] DJ[err] Derr]+(Derr]-Derr])/2, the person is
recogni zed as a true person; and if not, the systementrusts an operator to
make judgnent as to, for exanple, whether re-signing nust be requested. (3)
For a per $&Fawdse F&IiSiEptiQresignatazie datenarey sedm QWV\/&?Qrgﬁ’Fﬂ-@éles an
operator to nake judgnent.  as to, for exanpl e, whether re-signing nust be
request ed Mesds. ﬁrrP 1fe BIRAL s &f fd@natahs &atan sgtsi §9dus expressi on
"entrusting an ,operator” is used. However, such operation may be perforned
mechani cal E%ﬁﬂ’%ﬂgi a value of Dfalls within the gray zone, the

signer is repeatpdl y. L equented { 0,51 dD AN MISILLNE RIS, O Dty o

be true is determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the region in which the signature is recognized to be
true becomes wider when the distribution is wide and becomes

narrower when the distribution is narrow.

5. An electronic signature verification system in which
data of a handwritten character string of a signer are
fetched: registration signature data of the signer set in
advance are retrieved; the data of the handwritten character
string are compared with the registration signature data; and
a verification judgment is performed by use of separate
regions including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of signature data sets
for registration; and

(2) the intermediate region in which re-signing is
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true-person exclusion region (in which the signer is determned to be
anot her person) or the other-person exclusion region (in which the signer
i's determned to be a true person), a judgnent is nmade as to whether the
signer is the true person or a person other than the true person. That is,
mechani cal
the flowhart of FIG 10. It is assunmed that ranks have been determ ned at
the tinme gfearesfiebninfdeigpmined ian Highmaire cfatthe i tripuidorodff i ed
later). The flowchart shows processing which enbodi es the above-described
met hod. THEBHGEELES RENRTS RRvRe: rilfe dredi st raliedy isAcdatarncedatiaerdnd For
a person whose security level is rank A (a highly stable signer), the gray
cehe deEdl Bih L prlgratwse | datd Faleyiflsht agiahiratiane Suier s
determned to be a true perso’g‘g to _the\rMe}é%/%rllOV\er, thevf)ass | evel of the

zone isr

verificatildiftt edte Jnreymetia

j udgnment can be perforned by neans of a judgnent nethod shown in

pet S & ofidayy WhaReIth& rank B (an

internediately stable sj ner$é t he val ue of the other-person exclusion |line

i s i ncreasttS ol RO PRt

he signer.is _recwested to
istribution 1is

However,

t
d

-FREhegomes PAHARy WA dd% mat ching rate.

arrow.

6. An electronic signature verification system in which

data of a handwritten character string of a signer are

fetched; registration signature data of the signer set in

advance are retrieved; the data of the handwritten character

string are compared with the registration signature data; and

a

verification judgment is performed by use of separate

regions including a region in which the signature is

recognized to be true, a region in which the signature is not

recognized to be true, and an intermediate region in which

re-signing is requested due to impossibility of judgment,

characterized in that

(1) when the signer sets the registration signature

data in advance, the registration signature data are set, by

appropriate means, from a plurality of signature data sets

for registration; and

(2) the region in which the signature is recognized to

be true and the intermediate region in which re-signing is

requested are determined on the basis of the distribution of

cumulative errors between the registration signature data and

the plurality of signature data sets for registration, such
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re-sign repeatedly until the inequality D< Dlerr] or D> Dlerr] is 29
attained. [err] For a person whose security level is rank C (unstable
signer), the signer is requested to re-sign repeatedly until the inequality
D< Derr] or D> Derr] is attained. The reason why the signer is
requested to re-sign repeatedly so long as the value of Dfalls within the
gray zone wll  be described. As showmn in FIG 9, it is assuned that the
area of arfttthdheaiadiPreddt 1dtish &y S anetyre A, TeReIRI@£% L% B ay zone
is S[err]; the area of a true-persqon exclusion region is Serr]; and

S[err], S[terdq Pefifes stiden;igiorth iVt &Rt ioRad sspdde) agdePerCrges r] =
1. Inthis case, the area S[rer] .(n=1, g, 2) represents the probability of
Lhe. Gegr PR aeT Sat ol S AR TTEAT g BARIA Aoc Sor HAAa g t h

t he correspandi ng. regi on. Accqrdi ngly, when the gray zone .is determned to
ecount § oG el T Mt e i, Pl s ey don” 1T

wide and becomes narrower when the distribution is narrow.

7. A recording medium for a computer which stores a
program for performing an electronic signature verification
method in which data of a handwritten character string of a
signer are fetched; registration signature data of the signer
set in advance are retrieved; the data of the handwritten
character string are compared with the registration signature
data; and a verification judgment is performed by use of
separate regions including a region in which the signature is
recognized to be true and a region in which the signature is
not recognized to be true, characterized in that

(1) when the signer sets the registration signature
data, the registration signature data are set, by appropriate
means, from a plurality of signature data sets for
registration; and

(2) the region in which the signature is recognized to
be true is determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the region in which the signature is recognized to be
true becomes wider when the distribution is wide and becomes

narrower when the distribution is narrow.
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S[err] at which all of msets of verification signature data fall within
the gray zone is 0.4[err]. Therefore, when nr4, S[err] becones 0.0256,

whi ch neans that only two of about 100 signatures fall within the gray
zone. However, since the other-person exclusion region (in which the signer
Is determned to be a true person) for each of ranks A and B is w dened,
the matching rate increases considerably as conpared with the case in which
judgnment is sinply made by D < Derr]. Since the gray zone is w dened, the
per son whose securjty level is rank C (unstabl e si n%hé:na be requested to
re-sign repeat i y* %éﬁ%ﬁ@%?gtWFQP?% £t t AP ImTHER $t2 of 30

necessity of excluding other persons. As shown in FIG 11, g signature of a
person i mMRERIEY £ % %h%ﬁfﬁ‘é’“ 9 1 HEIFPG FAFR I M W49 Y he gray

(7t SR AP R s S AT e S B

representEg&éﬁ%éﬂé%é]éétéﬁghiwéggggégée&on signature data of the signer
set in advance are retrieved; the data of the handwritten
character string are compared with the registration signature
data; and a verification judgment is performed by use of
separate regions including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is regquested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of. signature data sets
for registration; and
(2) the intermediate region in which re-signing is

requested is determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the intermediate region becomes wider when the
distribution is wide and becomes narrower when the

distribution is narrow.

9. A recording medium for a computer which stores a

program for performing an electronic signature verification
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of two imtated signatures falling within the gray zone is represented by
Sferr]'[err]. Wien S[err]' = 0.05 (=5%, the probability of two imtated
signatures falling within the gray zone is 0.0025, or two signatures anong
about 1000 signatures. The probability decreases exponentially as the
re-signing is repeated. Wen the present invention utilizing time-series
data including witing-pressure information is enployed, it becones
considerab@?tgPﬂfFBuWﬁlFBrdBFﬁeprérgﬁﬂQWFthﬁ¥t%P%r%p?%ﬁl%F%%%% e gRature
such that an inmtated S|%nature S % ed to match the registered slgnature
at a probaBioney sreséptehptpefedds %ﬂ% 5+%B%B?F?t?aﬁ%c?%a5%% sig
exponentially as the re-si nin |$ re S b|||t |ch a
berson ot nEe Y hinad¥enge” pEPsBatriereloghiscaefs SE°EhS hendwpbitdh”

al nost zerg denpnstrates the i rta e, of the one. . The manner
of treati nah?ﬁacéﬁay"%ﬁag S SFPRF "?gdwﬁﬁth%eas%%gélé%‘ef?%eﬁl%ﬁwe and
may be nndlf% Ln.accorda ﬁﬁ é I n_whi CP %gaa§re verLfication
is used ang ﬁe BﬂppgsgeSF %Pa é?ﬂréu gWF?lCé?lBﬁr SR e&%ﬁp? will be

descri bed as

as t he eanSPﬁEﬁ Fggﬁgﬂ%rgggépﬁlgregegggigxefﬁlOﬂlch NeRE §8HB£8rée£¥i”9

recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of signature data sets

. for registration; and

(2) the region in which the signature is recognized to
be true and the intermediate region in which re-signing is
requested are determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registfation, such
that the region in which the signature- is recognized to be
true becomes wider when the distribution is wide and becomes
narrower when the distribution is narrow and such that the
intermediate region becomes wider when the distribution is

wide and becomes narrower when the distribution is narrow.
10. An electronic signature verification method
according to any one of claims 1-3, wherein data of a
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31 ° invention, signature verification is perforned when a custoner shops
by credit card at a store which accepts credit cards. Registration
signature data are registered in a server at the conpany which has issued
the credit card. An electronic tablet of a pressure-sensing type is
provided in the store. Signature data are converted into verification
signature data-at a termnal and are sent to the server via a conmunication
line. FI Ghamdwipvisen ehamattefuratigd oif thelgpar andisionadnresdates may
use different types of electronic tablets. However, it is assuned that
correcti orP & RRILF RN a%e)|ARTerhRd AT dhWy H3sds Pfasur ed and
stored in a naster file of the server. \Wen a custoner pays for. goods or
servi ces RPURIEHD Anhoaatien £ox G (HiT fekead 0% 9%t from
the card. Subsequently, the termnal is connected to the server of the
credit conmpany whi ch nmanages the card, and the server issues a request for

an el ectronic sjgnature., | n accordance
19. An eleé%roﬁic 31gnature verification system

according to any one of claims 4-6, wherein data of a
handwritten character string'of a signer and signature data
sets for registration are corrected on the basis of

correction information for each of different signing devices.

12. A recording medium for a computer according to any
one of claims 7-9, wherein data of a handwritten character
string of a signer and signature data sets for registration
are corrected on the basis of correction information for each

of different signing devices.

et Has Been Replaced

L "’ T



with the request, the custonmer signs. Signature data are sent, as
verification signature data, to the server and verified therein, and a
result of verification is reported to the termnal. On the basis of the
verification result, a clerk judges whether the custonmer can use the card.
When the verification result indicates that the degree of difference D
falls within the other-person exclusion region, the custoner is recognized
as a true person, and the credit car®P3¥ ction is permtted. Wen the
verification result indicates that the degree of difference D falls wthin
32 t he true IBe P80 ? 1 EeHme6h Stegrdtrer KerdtdrCatdPni ¥etBedgniPed as

anot her per and the credit card tr%nsa tlon s deni e t he degree

of differ&M rDtPaPP§ hioR Ly Y&y 12 38! “PB-¥ éﬁ?nﬁoPgngeﬂﬁ Bted. When a
e L S
request ed adal R 08N Rt a2 ULE AhgI4Eed %Slgneﬁce%%'et £8tchl§ ana
compared with registration signature data set in advance;.and
a verification judgment is performed by use of separate
regions including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibilit? of judgment.
The region in which the signature is recognized to be true
and the intermediate region in which re-signing is requested
are determined on the basis of the distribution of cumulative
errors between the registration signature data and the
plurality of signature data sets for registration, such that
the region in which the signature is recognized to be true
becomes wider when the distribution is wide and becomes
narrower when the distribution is narrow and such that the
intermediate region becomes wider when the distribution is

wide and becomes narrower when the distribution is narrow.
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second re-signing is again judged such that its degree of difference falls
within the gray zone, the clerk determ nes whether the credit card
transaction is to be accepted or denied. As described above, the
probability of an imtated signature falling within the gray zone decreases
exponentially through repeated re-signing. Taking this into consideration,
t he ot her-person exclusion region is w dened as the nunber of tines of
re-signing increases, in order to increase matching rate with respect to
the true person while excluding other persons. That is, as shown in FIG

13, the gray zone is equally divided into three zones, and the other-
person exclusion line used for jud tyis shifted rightward by d each tine
re-signing is perforned. FIG 14 s -l fl omchart of the above-descri bed
processi ng. The processing of FIG 14 is basically the same as that of FIG
10 except that ranks of security | PBROBABIGTVWOE used; the gray zone is
divided into three zones ip,gyder BE'NGw'ER'é&sPeERS@NChi\ng rate every time
re-signing is performed: and the final judgnent is 6h¥Wusted to the clerk.
The reason why fﬁgaPﬁNQV judgment is made by Fﬂ%;gﬁ?IQNis as follows. 33
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In the case of a stable signer, the probability of passing a verification
test in an early stage is high. By contrast, in the case of an unstable
signer, his signatures nmay involve variation greater than that represented
by an actual error distribution (difference distribution registered at the
beginning). In this case, the probability of the true person being

recogni zed not to be the true person becones higher than the probability of
anot her person successively imtating the signature in order to illegally
use the card. In such case, when the card holder is a regular custoner and
is famliar to the clerk, or mheEJSg card hol der can be proven to be a
true person by neans of his IDc or the like, the custoner is judged to
be the true owner of the card. This procedure is practical for stores. In

t he met hod used in the present enbodi ment, security level is taken into
consi deration only in deterrgRigd pkRSot “‘?Rﬂﬁ—fﬁé?&dﬁﬁd usion line.

Theref ore, |ifREQUENDYaY zone EXCLISIONILINECCEXOUSION LiNee sane ratio for a
person having a4l ow

OTHER— PERSON GRAY ZON TRUE—PERSON
EXCLUSION REGION EXCLUSION REGION

—~—_ _DEGREEOF

" DIFFERENCE
FREQUENCY
OTHER-PERSON
EXCLUSION LINE
SIGNATURE OF
TRUE PERSON IMITATED
SIGNATURE

. DEGREE OF
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security level (unstable signer) and for a person having a high security

| evel (stable signer), the degree of difference falls within the gray zone
at the same rate regardl ess of the type of person who signed. This causes a
greater problemin relation to true-person exclusion than in relation to

ot her- person exclusion. Accordingly, the manner of judgnent may need to be
changed in accordance with the type of signer, through the above-descri bed
nmet hods, such as a nmethod in which ranking is performed according to
security level and a 34 met hod in which, for a stable signer the

ot her - person exclusion line is shiftgg ég rd the true-person exclusion
line in order to narrow the gray zon ‘ ngereby w den the true-person
recognition region. Since the gray zone enployed in the present invention

i s consi dered MBABGRED WRITHNG portion, the gray zone nay vary dependi ng on

the field in mﬁﬁﬁﬁf Fopatyre verification is used and the purpose of
signature veriti INB RM%%gﬁ%xanple,
A

C
B
N(REFERENCE)
/ A
P ACTUAL WRITING
PRESSURE
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SERVER
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~ (MASTER FILE)
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\
Jatan

ELECTRONIC TABLET



when signature verification is used to control entry into a | aboratory
having a high I evel of confidentiality, judgnent is preferably perforned
mechanically as in the exanple nentioned in the enbodi ment. By contrast,
when a credit card is used at a store having a clerk who can personally
identify custoners in many cases, there is needed a nethod in which
mechani cal or autonmatic judgnment is conbined with judgnent by a human.

Especially, in the |latter case, provision of a gray zone----- which is a
fuzzy portion----- enabl es creatiq& a;.? state in which judgnment by a human
is performed with ease. However, |L hts case, it is naturally required

that there be devised a nethod of setting a gray zone, as well as a
processing nethod, in order to reduce situations in which judgnent nust be

made by a hurrREQUENBYSTRI AL I iTY In a conventional signature
verification techni que, judg DES LNE Whether a signer is a true person or
not has been perfornmed on the of the absolute value of a 35
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cumal ative error (a cunul ative error value which is constant regardl ess of
the stability of signatures). Such a conventional nethod involves a problem
i'n that a person who cannot sign stably (an unstable signer) is not

recogni zed to be a true person. Wien an attenpt is nade to increase the
overall matching rate, a line which is set for a person who can sign stably
(a stable signer) and which prevents other persons fromimtating the
signature |lowers, causing a security problem The concept of security |eve
of the present invention has solved these two conflicting problens. That

is, the present invention enploysEﬁ(BgPe-person exclusion |ine which
changes dependi ng on security |evel. nce the true-person excl usion
line----- which is a pass line (a border line (true-person exclusion |ine)
used for recognition of a true person) is determned in accordance with the
security level or the stabilidy @l PRREGINCTRUEBHERSONG rat e does not depend
on the stabilppeQuUENdYE Si gneﬁ)cc%w\tmg SIERCIRJSINE LINEUE- per son excl usi on

line for a perso? having a | ower pecurity |evell (an unstable signer) is set
so as to increas¢ the matching rake.chiy difficult

St Sg S2

\L _ DEGREE OF
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to exclude other persons. In order to solve this problem the present

I nvention enpl oys the concept of conbined use of an ot her-person excl usion
I'i ne and a gray zone. The introduction of a gray zone, in which judgnent as
to whether a signer is a true person or not cannot be performed, enables
achi evement of two conflicting inprovenents; i.e., an increase in

ot her - person exclusion rate and an increase in 36 t rue- person
recognition rate. The conventional signature vérification is perforned on
the basis of shape only. Therefore, the type of an electronic pen or tablet
used for signing has not be taken ideE}p% i deration. By contrast, in the
present invention, witing-pressure information is added to factors of
signature verification. This witing-pressure infornmation prevents a person
other than a true person fromimta ng‘?;fignature of the true person,
because witing pressure is informiN Rltf ch cannot be obt ai ned t hr ough
observation of a signature,
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al t hough the shape of the signature can be obtained visually. The tabl et
correction according to the present invention is used to correct the
writing-pressure information and enabl es use of the signature verification
nmet hod of the present invention regardless of the type of electronic pen or
tablet to be used. Accordingly, a user can use a type that the user has
grown accustoned to or an inexpensive type. Al though the term"tabl et
correction” is used in the description, it neans "correction of
witing-pressure information" and enconpasses correction for
witing-pressure information fro qaeqeptronic pen and correction for
witing-pressure information froman~él'ectronic tablet. 37 .1

CLAIMS 1. (Deleted) 2. An electronic signature verification nethod in which
data of a handwitten character string of a signer are fetched,

registration signature dataoffieRbEERcBNe’ TREkE-PERSON
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advance are retrieved; the data of the handwitten character string are
conpared with the registration signature data; and .a verification judgnment
i's perforned by use of separate regions including a region in which the
signature is recognized to be true, a region in which the signature is not
recogni zed to be true, and an internediate region in which re-signing is
requested due to inpossibility of judgnent, characterized in that (1) when
the signer sets the registration signature data in advance, the
registration signature data are s y. appropriate neans, froma plurality
of signature data sets for registﬁ%l(ﬁLﬂ and (2) the internediate region in
which re-signing is requested is determ ned on the basis of the

di stribution of cumulative errors between the registration signature data
and the plurality of signature data sets for registration, such that the

i nternedi ate region becones oiyARL prHYRN t NERUE-HEREONt i on is wi de and becones
narrower when the distribut EXCLUSSOMBINEOW. EECLUSIONELIBEL r oni ¢ signature

verification method in vvhreh\’{k

[<—GRAY ZONE—3]

BOADER FOR
SECOND RE-SIGNING
BOADER FOR /

RE-SIGNII\G\
\ \ _ DEGREE OF
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data of a handwitten character string of a signer are fetched,

regi stration signature data of the signer set in advance are retrieved; the
data of the handwritten character string are conpared with the registration
signature data; and a verification judgnment is performed by use of separate
regions including a region in which the signature is recognized to be true,
a region in which the signature is not recognized to be true, and an
internediate region in which re-signing is requested due to inpossibility
of judgment, characterized in Fjgs i when the signer sets the

regi stration signature data in a , the registration signature data are
set, by appropriate neans, froma plurality of signature data sets for
registration; and (2) the region in which the signature is recognized to be
true and the internediate region in which re-signing is requested are

determ ned on the basis of the uti on of cunul ative errors between
the registration signature dat a-erg
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the plurality of signature data sets for registration, such that the region
in which the signature is recognized to be true becones w der when the

di stribution is wide and becones narrower when the distribution is narrow
and such that the internediate region becomes w derQvipedh ( 1 Ai4str7 buli on
is wide and becones narrower when the distribution is narrow. 4. (Deleted)
39 5. An electronic signature verification systemin which data of a
handwritten character string of a signer are fetched; registration
signature data of the signer set in advance are retrieved; the data of the
handwritten character string are conpared with the registration signature
data; and a verificationgi ‘ i far separate regions
including a region in m&%@émﬁeﬁ@mﬁf@m be true, a
region in which the signature is not recognized to be true, and an
internediate region in which re-signing is requested due to inpossibility

of judgment, . yatsumi SUGIURA, residing at 3-3-7-602, Hara, Inzai-

shi, Chiba, Japan do solemnly and sincerely declare that I
well understand both Japanese and English languages, and that
to my best knowledge and belief the attached English
translation is a true and correct translation made by me of
"AMENDED CLAIMS" as filed in relation to International
Application No. PCT/JP98/04968, which are drawn to the claims

amended under Article 34 PCT on October 25, 1999,

Signed this 11th day of April, 2000

LiSaami _Aesarsa’ >

Katsumi SUGIURA




characterized in that (1) when the signer sets the registration signature

data in advance, the registratjan.stgnature data are pgehdme¥ @HaldF MFtiale 34
means, froma plurality of sﬁgA ture data sets for regigitsdd 25, ®o9) (2)
the internedi ate regio_i.n"whi ch regﬁighing I's requested is determ ned on
the basis of the distrib tiggqufcu | afi ve errors between the regi stration

signature data and the plaralify of signature data sets for registration,

such that the internediat®e regi on becd®e®ING der when the distribution is

wi de and becones narrower when the distribution is narrow. 6. An electronic
signature verifilcat (BRle¥edem i n which data of a handwitten character
string of a signer are fetched; registration signature data of the signer
set in advance are retrieved; the data of the handwitten character 40

string are conpared with the registration signature data; and_ . .
2. An electronic signature verification method in which

data of a handwritten character string of a signer are
fetched; registration signature data of the signer set in
advance are retrieved; the data of the handwritten character
string are compared with the registration signature data:; and
.a verification judgment is performed by use of separate
regions including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of signature data sets
for registration; and

(2) the intermediate region in which re-signing is
reguested is determined on the basis of the distribution of
cumulative errors between the.registration signature data and
the plurality of signature data sets for registration, such
that the intermediate region becomes wider when the
distribution is wide and becomes narrower when the

distribution is narrow.

3. An electronic signature verification method in which

38



a verification judgnent is performed by use of separate regions including a
region in which the signature is recognized to be true, a region in which
the signature is not recognized to be true, and an internediate region in
which re-signing is requested due to inpossibility of judgnent,
characterized in that (1) when the signer sets the registration signature
data in advance, the registration signature data are set, by appropriate
means, froiata phliralhaydwfisiematharackan stotindg of reegiigneat iagrg and (2)
the region in which the signature is recognized to be true and the

i nt er nedi dfetehed onrégiskration-sigryre datastide @iondat evefi nigd on t he
basis of the distribution of cunulative errors between the registration

si gnat ur e AN ETNcretTievedy Wie damtaf cthfathandwni itan adyragtay on,
such that the region in which the signature is recognized to be true
becomes wi Heringedre rempared it trthe Keeis trpt vt signatdiroWatanhand he
distribution is narrow and such that the internedi ate regi on becones w der
when the ot sY9Fhidsakier Jndement o RARSOTRRT Rerusthaf t97PaFa%% i bution is

narrow. 7. (Del eted) . . ] . . ]
regions including a region in which the signature is

recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
.re-signing is requested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of signature data sets
for registration; and

(2) the region in which the signature is recognized to
be true and the intermediate region in which re-signing is
requested are determined on the basis of the distribution of .
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the region in which the signature is recognized to be
true becomes wider when the distribution is wide and becomes
narrower when the distribution is narrow and such that the
intermediate region becomes wider when the distribution is

wide and becomes narrower when the distribution is narrow. -

4. (Deleted)
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8. A recording nediumfor a conputer which stores a program for performng
an electronic signature verification nethod in which data of a handwitten
character string of a 41 signer are fetched; registration signature data
of the signer set in advance are retrieved; the data of the handwitten
character string are conpared with the registration signature data; and a
verification judgnent is performed by use of separate regions including a
regi on i n whi chbt hé\nigegirenic siamfinneveiideatdon systay dm iwhigl ch
the signature is not recognized to be true, and an internmediate region in
whi ch re-sighangtia hapdesitlequehapachposstpingt9f i1 FigrgRmre
characterized in_that él% when the signer sets the registration signature
data i n advakeRedi hEegegrERELPPoRlenghare 2t f athe stt9ney @brbpri ate
means, froma plurality of signature data sets for registratiaon,; andéZ)
the i ntern%ﬁY%P%er%E?oﬁeFﬁlﬁHgéh Fae s3gha ngf j khe handwritten characte

string are compared with the registration signature data; and
a verification judgment is performed by use of separate
regions including a region in which the signature is
recognized to be true, a region in which the signafure is not
.recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of signature data sets
for registration; and

(2) the intermediate region in which re-signing is
requested is determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the intermediate region becomes wider when the
distribution is wide and becomes narrower when the

distribution is narrow.

6. An electronic signature verification system in which
data of a handwritten character string of a signer are
fetched: registration signature data of the signer set in

advance are retrieved; the data of the handwritten character

40



requested is determ ned on the basis of the distribution of cunulative
errors between the registration signature data and the plurality of
signature data sets for registration, such that the internediate region
becones w der when the distribution is wide and becones narrower when the
distribution is narrow. 9. A recording nmediumfor a conputer which stores a
program for performng an electronic signature verification nethod in which
data of a FERIRY i 2¥encenprEed cvith rihg BRIisLrghion Fionakeredata: and

regi stration signature data_of the signer set_in advance are retrieved; the
data of the Yardhtratienchadgment it pPepfereedmpitrl oF t$PRMNRTRgi stration
signature 42 . data;_and a verification judgnent is perforned by use of
separ at e r%@?bﬂ%siﬁ%?%ﬂ@h@gaarﬁﬁ$bﬂniﬁnW%$%?PtWEﬁsﬁiﬁéh§H¥9i%srecognized to
be true, a region in which the signature is not, recaogni zed to be true, and

an i nt er meBPEPENHEGH RO PeWRFER . 1 E-EPgHP gL SRR e FiRAtyre 1s not
inpossibiI}égogéi'gggggnéé true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
characterized in that
(1) when the signer sets the registration signature
.data in advance, the registration signature data are set, by
appropriate means, from a plurality of signature data sets
for registration; and
(2) the region in which the signature is recognized to
be true and the intermediate region in which re-signing is
requested are determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the region in which the signature is recognized to be
true becomes wider when the distribution is wide and becomes
narrower when the distribution is narrow and such that the

intermediate region becomes wider when the distribution is

wide and becomes narrower when the distribution is narrow.

7. {(Deleted)

8. A recording medium for a computer which stores a
program for performing an electronic signature verification

method in which data of a handwritten character string of a
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characterized in that (1) when the signer sets the registration signature
data in advance, the registration signature data are set, by appropriate
means, froma plurality ofc signhature data sets for registration; and (2)
the region in which the signature is recognized to be true and the
intermediate region in which re-signing is requested are determ ned on the
basis of the distribution of cunulative errors between the registration

si gnat ur e SdemeARre Hethady itgeisttatdon Fongdiuresdata of SHIREToN,
such that the region in which the signature is recognized to be true
becones wifdr MhafHaneRlide iMhTiaves itk dat@ rdc hendgdditafhen t he
distribution is narrow and such that the internedi ate regi.on becones w der
when the RATIHRRT FHETEG P HARARE L b thsnere G tHO Y S HE%n i s

narrow. 10, I 11. I : I 4
arro Odat(aD;e aex;[cf daz veri itgzeate:iJEoerfi )ju]azgme [1):e iest epd rfo?i‘med by use of

separate regions including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of signature data sets
for registration; and _

(2) the intermediate region in which re-signing is
requested is determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the intermediate region becomes wider when the

distribution is wide and becomes narrower when the

distribution is narrow.

9. A recording medium for a computer which stores a
program for performing an electronic signature verification
method in which data of a handwritten character string of a
signer are fetched; registration signature data of the signer
set in advance are retrieved; the data of the handwritten

character string are compared with the registration signature
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data{'and a verification Jjudgment is performed by use of’
separate regions including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of. signature data sets
for registration; and

(2) the region in which the signature is recognized to
be true and the intermediate region in which re-signing is
requested are determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the region in which the signature is recognized to be
true becomes wider when the distribution is wide and becomes
narrower when the distribution is narrow and such that the
intermediate region becomes wider when the distribution is

wide and becomes narrower when the distribution is narrow.
10. (Deleted)
11. (Deleted)

12. (Deleted)
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