
2013 * 5 

a 
(19) -ftlnrii119fifiammi 

(43)1111M/Afl 

(12) liSt).13h t feVglzX-50--c/.13A 	41,t.:-_- ..,, .,.. 
1111111111111 0 1101 010 lit*AR 

El 	 ......... 
........-- 

16 H (16.05.2013) 

	

	 WO 
WIIPO 1 PCT 

a 

11111 

EVE 

0111 0111 0 011101 11111H100 11111 111111111111111 0111111 

(10)111M#1-4 

2013/069505 Al 

(51) 	1111iVitiM: 	 it t12 	1);J Tokyo (JP). S# 	ii3./N(FUJII,Yoshihiro); 
H04L 9/14 (2006.01) 	G09C 1/00 (2006.01) 	 T1056691 EiOliAg ' - A — T H 1 # 1 

(21) 111*Wa#-41 : 	 PCT/JP2012/078028 	V 1J a — 	9 > t* A 4" 	tAfirdIE EfIS 	on 
fltrt till 	A 	Tokyo (JP). 115PaiS 	X ii (ABE, Shingo); 

(22) DV 	a El : 	2012 	10 	30 H(30.10.2012) 	T1056691 EiOliAg ' - A — T H 1 # 1 I-4 	* 
V 1J 1— 	9> t* A 4" 	tAfirdIE EfIS 	on 

(25) iiiiNa07.1ii: 	 19*SE 	fit r1 till 	A 	Tokyo (JP). Ill BEI 	T Kt (YAMADA, 
(26) 111(MIMISE: 	 19 *SE 	Masataka); T1056691 E43ii;# g -- A — TH 1 # 

14 	*- v,)3_- 9:4*A4'. 	4#4IEN 
(30) 1#T—: 	 n trt t 	1);1 

me 2011-245618 2011 	11 	9 El (09.11.2011) 	JP 	
S 	O 	fl 	ill 	Tokyo 04 

(74) ft II A : a ®MLR , 	5$ (KURATA, Masatoshi et 
(71) is A : t* A -a-  ± 	*-.- (KABUSHIKI KAISHA 	al.); T 1050001 *TO(ii  g 	I P9 1 TH 1 2 # 9 

	

TOSHIBA) [JP/JP]; T 1058001 *r#:41iA g -- A — T 	'4 	tii'Vlitin-8-*AP
a  

h1)9 Tokyo (JP). 
H 1 # 1 1-4 Tokyo (JP). V - si 1J3_— 	9 >t*Tt 
-a- 	(TOSHIBA SOLUTIONS 	CORPORATION) 	(81) 1a' I11 _,,(7T7C)  td' 1'N 135''J • ± -c- 0  a e 0 111  A II 
[JP/JP]; T1056691 *TO(i; 	g -'- A —T H 1 #1 	kt\Td. f11): AE, AG, AL, AM, AO, AT, AU, AZ, BA, 

-14 Tokyo (JP). 	 BB, BG, BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, 
CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, ES, 

(72) ft BA t : g?,, ®ft el (KASEDA, Yuki); T 1056691 * 	Fl, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, 
rOliAg - 'A — T H 1 # 1 -4 	*'- 'J 'J .2 — 	IS, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR, LS, 

9:4*Tt"A" f 	IEEE 	Unftgt111 P9 	LT, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX, 
= 	Tokyo (JP). 	il BEI 	g t (YOSHIDA, Takuya); 	T 	MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, 

1056691 Ei#31iPkg - A — T H 1 # 1 -- 	*-- 	PL, PT, QA, RO, RS, RU, RW, SC, SD, SE, SG, SK, SL, . 	V 'J a— 	9 > t*Tt "A" f 	a ltd.  ik R-1 filS 	Unfit 

[0..] 

= (54) Title: RE-ENCRYPTION SYSTEM, RE-ENCRYPTION DEVICE, AND PROGRAM 

(54) RBA® 	4 :4141-41 1LAi-L., 414 1-41 1MffEafJizi 	',./,. 
(57) Abstract: An embodiment of this re-encryption system is equipped 

LIMU with a file-sharing device and a re-encryption device. Upon receiving a file 
10 

20- ”47:4A42 request from a client device, the file-sharing device obtains a first encryp - 

= 5-  

77411, 

C 	-> 

727irg 

fa 

. 	' 

G_ 	

5 W 	R 

26 

%  
,  

, 

.44,.. 

16i/S  
c 

-23 ted file on the basis of a file name contained in the file request, and trans - 
mits a re-encryption request, which includes the first encrypted file, to the 

14-17,0145M51-A-AHJH I 	11 	'35 
tgEsi 
re& 

-24 
„ re-encryption device. The re-encryption device re-encrypts the first en- 

= 13-1 	Ktvom 	H....,,i —I  ' file in 	 into 	 file wry  1 .  ..,_,i 	wilm 	1 crypted 	the re-encryption request 	a second encrypted 	on the 
17-I 	2DOSOM J-<-,- i', 22  basis 	a re-encryption key, and transmits the 	 file to the of 	 second encrypted 
13-14RMSIREVO  -.<- <-.1 g*iit. 	1 

= 
7 file-sharing device. The file-sharing device transmits the second encrypted 

nytin 
= 4 	file to the client device. The client device decrypts the second encrypted 
= 

= 

RH- 	-3 
31-]  tutml 	I avoi--32 

Q 	file received from the file-sharing device on the basis of a private key that 
corresponds to a public key of the member in order to obtain the file. 

— 1 
$5.55  Wait <-• 	-5  ma ' 	

-3  
Mita 07) Rel 	kaff010414 	1L 	1-4 A 5-L.It , 7 -7-014t 

413 
35515 , 	7,125 _, 

35  
34MEW4W-4t34MM-CO.114,T277-01,4=t 

— -7-f Eft. 	7 	)1,R* 	ilti iTiE 	5 47 >1.- 34ff t\ G 5.".; If 
L . VIE 7 -7-f )1,R*1)90 7 7 4 )1, 11-.:X--50-C% 114'4 

— 	10... FILE-SHARING DEVICE 	 IL 7 7 4 11,Vi-R14 L., 	ghT,Em 114 1-41L 7 7 4 )1, "Cs41114 11, 21. 91... CONTROL UNIT 
13,.22. 32.3 COMMUNICATION UNIT 	

-41L 	iltE414 1-41L341:1,1-4- 	. 	ilthE414-41L4 
Il 	

13.. 	INSERTION PROCESSING UNIT 
14... 	FILE-SHARING UNIT 
15,29.. 	FILE STORAGE UNIT 
18... GROUP INFORMATION STORAGE UNIT 	

ia.nE4W4tRiza-50-c-ITLE411,4tR*A0Z 
lriv4t774A.ITLEZ2W-4t774mz4W-4t 

In 	
17... 	PUBLIC KEY ACQUISITION UNIT 
18... RE-ENCRYPTION KEY REGISTRATION UNIT 	 1-, N 	ITI TIE % 214 1-41L 7 7 4 )1, 	RiiiiE 7 7 4 )1,4t4Elzi.X 

0 	19... GROUP MANAGEMENT UNIT 
20... CLIENT DEVICE 	 lIgI I- 	0 	114E7 7 4 11,4tffit, 	<1X 214-41L 7 -7-f 

In 	 24... PRIVATE KEY STORAGE UNIT 	
)1,fi4ITIE 	54 7 > 1- 34MI=11,1 	o 	ITIIE 	54 7 > 1.- 

C:7 	
25... 	CRYPTOGRAPHIC PROCESSING UNIT 

PUBLIC KEY GENERATION UNIT 	 4Ma.ITLIE774A,Afft\GRIttzZ2M14t77 D 	 27... 	RE -ENCRYPTION KEY GENERATION UNIT 

= 	
30... 	RE-ENCRYPTION DEVICE 

-.... 	39... RE-ENCRYPTION PROCESSING UNIT 	 4 )1,MI,E)(  >/i0/L;Mfili._,A4Z-4-- gilz-i0-CI 
34... PUBLIC KEY STORAGE UNIT 	

1-41  I- 	L L I z ck L) , 	ME 7 7 4 )1,  V141 0 en 	 35... 	RE-ENCRYPTION KEY STORAGE UNIT 

Il 

= 

N 
C 

(i2) mwu ft iz s-5 ivx m £ titz s issaj n 
d9) mm 

IHMMi 
(43) m&'&m a 

2013^5/3 16 0(16.05.2013) WIPOIPCT 

(10) 
WO 2013/069505 A1 

(51) 
H04L 9/74(2006.01) 

(21) 

(22) 

(25) 

(26) 4>§fl(£> S lp: 

G09C1/00 (2006.01) 

PCT/JP2012/078028 

2012 ^ 10 M 30 0(30.10.2012) 

(30) $: 
2011-245618 2011 ^11^ 9 0(09.11.2011) JP 

(71) tii ISI A : it £ tt (KABUSHIKI KAISHA 
TOSHIBA) [JP/JP]; T 1058001 £;f — T 
g 1 # 1 Tokyo (JP). jflS V'Jl — V3 
# |± (TOSHIBA SOLUTIONS CORPORATION) 
[JP/JP]; T 1056691 E 2;f —T g 1 # 1 

Tokyo (JP). 

(72) ifSH ft lit (KASEDA, Yuki); T 1056691 M. 
«fP;SE2;S-Tg 1 # 1ISVJa-
•>a>SJta ftffiifciliSP 
Tokyo (JP). • H If til (YOSHIDA, Takuya); T 
1056691 —T g 1#1^ 
V U a. — v 3 n|5 £n #J|* 

jf }§ S fa Tokyo (JP). H# • 3A(FUJII, Yoshihiro); 
T 1056691 — T g M 
2 V U ZL —V3 ftffi3k0n|5 £D&-J 
MUtiSfa Tokyo (JP). |5SIB|5 MUGABE, Shingo); 
T 1056691 — T g 1f1^ M. 
2 V U ZL —V3 &&-J 
M jt i§ ^ fa Tokyo (JP)^_ UU H IE Pi (YAMADA, 
Masataka); T 1056691 Tg 1 # 
1-51 ISVUa->3>i^i 
B|5 a fr-jMjf ^ fa Tokyo (JP). 

(74) ft II A: HH H ^ (KURATA, Masatoshi et 
al.); T 1050001 I* tfE / P6] 1 Tg 1 2#9 

fp^ffrFS^-nS^Rlffa Tokyo (JP). 
(81) (^©ftl^PBy, ^T©ffi®a)@faffi 

IS ^ nj f b): AE, AG, AL, AM, AO, AT, AU, AZ, BA, 
BB, BG, BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, 
CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, ES, 
FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, 
IS, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR, LS, 
LT, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX, 
MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, 
PL, PT, QA, RO, RS, RU, RW, SC, SD, SE, SG, SK, SL, 

mm-'fn 
= (54) Title: RE-ENCRYPTION SYSTEM, RE-ENCRYPTION DEVICE, AND PROGRAM 

^ (54)f§0J<D£fa:Pi0l-5§-ibvXxA, 

o 
o\ 
© 
en 

77-fJl/ nm 
14-1 5W;i*Si~h»» 
13-1 MISH~ 
17-H 

$l\>—7 
AHUMM 

fyfryyg I 

A+®23 
HU®"11 

HIT 

)... FILE-SHARING DEVICE 
I, 21. 31... CONTROL UNIT 
>, 22. 32... COMMUNICATION UNIT 
i... INSERTION PROCESSING UNIT 
I... FILE-SHARING UNIT 
5, 23.. FILE STORAGE UNIT 
5... GROUP INFORMATION STORAGE UNIT 

PUBLIC KEY ACQUISITION UNIT 
5... RE-ENCRYPTION KEY REGISTRATION UNIT 
3... GROUP MANAGEMENT UNIT 
)... CLIENT DEVICE 
»... PRIVATE KEY STORAGE UNIT 
5... CRYPTOGRAPHIC PROCESSING UNIT 
5... PUBLIC KEY GENERATION UNIT 

RE-ENCRYPTION KEY GENERATION UNIT 
)... RE-ENCRYPTION DEVICE 
5... RE-ENCRYPTION PROCESSING UNIT 
»... PUBLIC KEY STORAGE UNIT 
j... RE-ENCRYPTION KEY STORAGE UNIT 
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ted file on the basis of a file name contained in the file request, and trans -
mits a re-encryption request, which includes the first encrypted file, to the 
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