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CLAIMS

What is claimed is:

L. A method comprising:
employing a computer system to determine an aggregate fraud score of 4 target document
as a combination of a first fraud score and a second fraud/score of the target
document, wherein the first and second fraud scores are détermined according to
distinct fraud-evaluation procedures;
employing the computer system to determine a third fraud score of the target document;
in response to determining the third fraud score, employing the computer system to
modify the aggregate fraud score by a first agnéunt determined according to a
product of the third fraud score and a differepé!e between the aggregate score and

a maximum allowable aggregate score; and/
in response to modifying the aggregate fraud lgéi)re, employing the computer system to

'
determine whether the target documeﬁt is fraudulent according to the modified
/ _
/.

aggregate score. Y,
2. The method of claim 1, whereip/ employing the computer system to determine the

third fraud score of the target{}d!ocumcnt is performed in response to adding a distinct
y,
fraud-evaluating procedureféorresponding to the third fraud score to a set of fraud-

evaluating procedures uge’fi to generate the aggregate fraud score.

/

3. The method of claignfl, wherein the first amount is determined as a function of:
/ Gmax — Sgvo
wherein Sy a;xd Smax are the aggregate score and the maximum allowable aggregate
score, respectively, wherein o is the third fraud score, and wherein w is a number

of areliability of the third score.
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The method of claim 1, wherein determining the third fraud score comprises

s

determining whether the target document includes a fraud-indicative fea};ﬁe, and
wherein modifying the aggregate fraud score comprises increasing thqg’hggregate

7
fraud score by the first amount when the target document includes the fraud-
/

FANRY

7

indicative feature.

The method of claim 1, further comprising, in response to emgl’éying the computer

system to determine the aggregate score:
f;

employing the computer system to determine a fourth fraud score of the target

S
document; and /

/
employing the computer system to modify the aggl:géate fraud score by a second
amount determined according to a producft;f"}cf the fourth fraud score and a
difference between the aggregate score ax;d a minimum allowable aggregate

score. /

The method of claim 5, wherein the secqrifi amount is determined as a function of:
(Sa = Snin)C

wherein S4 and Smio are the aggregé{e score and the minimum allowable aggregate

score, respectively, wherein ai,ij{ﬁe fourth fraud score, and wherein w is a number

indicative of a reliability of th?/fourth score.

The method of claim 5 wherein determining the fourth fraud score comprises
determining whether/ﬂ;ie target document includes a legitimacy-indicative feature,
and wherein modif;z«{;lg the aggregate fraud score comprises decreasing the aggregate
fraud score by ﬁ}egsgcond amount when the target document includes the legitimacy-

indicative feature.

The methiod of claim 1, wherein determining the third fraud score comprises

evaluating a referrer document comprising a hyperlink to the target document.
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10.

11.

12.

13.

14.

15.

The method of claim 8, wherein evaluating the referrer document comprisés

determining whether the referrer document is a social networking webpage. /

#

The method of claim 8, wherein evaluating the referrer documentcomprises
R ;,f

determining whether the referrer document is a spam message.
;1‘

The method of claim 1, wherein determining the third frau’é score comprises

determining whether the target document comprises a fraud-indicative layout feature.

/
7

The method of claim 11, wherein the layout feature con;p"iiises an electronic form.
f{/’
s

The method of claim 1, wherein determining_ffhe third fraud score comprises

determining whether an Internet domain hosting:”’ihe target document has been hacked

£
7

into. ;
ff’{
/

A computer system comprising at lca§_;tf"'21 processor programmed to:

determine an aggregate fraud score of a:ffarget document as a combination of a first fraud

score and a second fraud §¢6re of the target document, wherein the first and

second fraud scores ax;ef determined according to distinct fraud-evaluation

&
¢

procedures; /

yd
determine a third fraud scq;é of the target document;

o/
in response to detennir}jﬁg the third fraud score, modify the aggregate fraud score by a

first amount yd}étermined according to a product of the third fraud score and a
difference fb/etwecn the aggregate score and a maximum allowable aggregate

score; and -

in response;/[;o modifying the aggregate fraud score, determine whether the target

document is fraudulent according to the modified aggregate score.

e computer system of claim 14, wherein determining the third fraud score of the

target document is performed in response to adding a distinct fraud-evaluating
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16.

17.

18.

19.

procedure corresponding to the third fraud score to a set of fraud-evalu,affié;fg
procedures used to generate the aggregate fraud score. ;
/
The computer system of claim 14, wherein the first amount is detgff;lincd as a
function of: _
Gmax — SaWO

wherein S, and Spax are the aggregate score and the maximum*"éllowable aggregate
score, respectively, wherein o is the third fraud score, ancyly,\'i)vherein w is a number

indicative of a reliability of the third score.

The computer system of claim 14, wherein de;éfrnining the third fraud score
comprises determining whether the target dogti;nent includes a fraud-indicative
feature, and wherein modifying the aggregatg"‘fraud score comprises increasing the
aggregﬁte fraud score by the first amoun;/‘\,vhen the target document includes the

fraud-indicative feature.

The computer system of claim 14, W{xerein the processor is further programmed to, in

response to determining the agg}‘ééate score:

determine a fourth fraud scoxj;:“'bf the target document; and

modify the aggregate frafu‘a score by a second amount determined according to a
product of the fourth fraud score and a difference between the aggregate score

and a mini?um allowable aggregate score.

The computegféjystem of claim 18, wherein the second amount is determined as a
function ofa

(Sa = Smin)w O
wheﬂef;; Sa4 and Smin are the aggregate score and the minimum allowable aggregate
séc/gi'fe, respectively, wherein o is the fourth fraud score, and wherein w is a number

Jindicative of a reliability of the fourth score.
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20. The computer system of claim 19, wherein determining the fourth fraud §é;re

comprises determining whether the target document includes a legitimacy-ingféative

feature, and wherein modifying the aggregate fraud score comprises decr;ifsing the

aggregate fraud score by the second amount when the target documen;/fificludes the
legitimacy-indicative feature.

21.  The computer system of claim 14, wherein determiniﬁg thg:’”;th_ird fraud score

comprises evaluating a referrer documeht comprising a hy’berlink to the target

document.

22. The computer system of claim 21, wherein evaluéting the referrer document

comprises determining whether the referrer document is a social networking

webpage.

23.  The computer system of claim 21, wherein evaluating the referrer document

comprises determining whether the referrer document is a spam message.

24. The computer system of claim 14, wherein determining the third fraud score
comprises determining whether uthe target document comprises a fraud-indicative

layout feature.

25.  The computer system of ‘c‘lai‘m 24, wherein the layout feature comprises an electronic

form.

26.  The computer syé{tem of claim 14, wherein determining the third fraud score
comprises detg,ﬁnining whether an Internet domain hosting the target document has
been hackeg"i;lto.

27. A me}h"’éd comprising:

emploxiﬁg a computer system to determine whether a target document comprises a fraud-
;’f indicative feature;

/
/

/
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in response to determining whether the target document comprises the target-indieative
feature, when the target document comprises the fraud-indicative feature,
employing the computer system to. modify a current value oo/f}nég,gregate fraud
score for the target document by an amoﬁnt proportional t¢ a difference between
the current value of the aggregate score and a maxlmum allowable value of the
aggregate fraud score, wherein the aggregatf:ﬁ &edre is determined as a combination
of a plurality of individual fraud scores; aﬂd

in response to modifying the current value of the aggregate fraud score, employing the
computer system to determme whether the electronic document is fraudulent

according to the rnodlﬁed current value of the aggregate fraud score.
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CLAIMS

1. A method comprising:

employing a computer system to determine an aggregate fraud score of a target document as
a combination of a first fraud score and a second fraud score of the target document, wherein
the first and second fraud scores are determined according to distinct fraud-evaluation
procedures;

employing the computer system to determine a third fraud score of the target document;

in response to determining the third fraud score, employing the computer system to modify
the aggregate fraud score by a first amount determined according to a product of the third
fraud score and a difference between the aggregate score and a maximum allowable
aggregate score; and

in response to modifying the aggregate fraud score, employing the computer system to
determine whether the target document is fraudulent according to the modified aggregate
score.

2. The method of claim 1, wherein employing the computer system to determine the
third fraud score of the target document is performed in response to adding a distinct fraud-
evaluating procedure corresponding to the third fraud score to a set of fraud-evaluating
procedures used to generate the aggregate fraud score.

3. The method of claim 1, wherein the first amount is determined as a function of:
(Smax'-SA)wo

wherein S and S;,,« are the aggregate score and the maximum aggregate score, respectively,
wherein 6 is the third fraud score, and wherein w is a number indicative of a reliability of the
third score.

4. The method of claim 1, wherein determining the third fraud score comprises
determining whether the target document includes a fraud-indicative feature, and wherein
modifying the aggregate fraud score comprises increasing the aggregate fraud score by the
first amount when the target document includes the fraud-indicative feature.

5. The method of claim 1, further comprising, in response to employing the computer
system to determine the aggregate score:

employing the computer system to determine a fourth fraud score of the target document; and

employing the computer system to modify the aggregate fraud score by a second amount
determined according to a product of the fourth fraud score and a difference between the
aggregate score and a minimum allowable aggregate score.
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6. The method of claim 5, wherein the second amount is determined as a function of:

(SA_Smin) wo

wherein S5 and Sy, are the aggregate score and the minimum allowable aggregate score,
respectively, wherein ¢ is the fourth fraud score, and wherein w is a number indicative of a
reliability of the fourth score.

7. The method of claim 5, wherein determining the fourth fraud score comprises
determining whether the target document includes a legitimacy-indicative feature, and
wherein modifying the aggregate fraud score comprises decreasing the aggregate fraud score
by the second amount when the target document includes the legitimacy-indicative feature.

8. The method of claim 1, wherein determining the third fraud score comprises
evaluating a referrer document comprising a hyperlink to the target document.

9. The method of claim 8, wherein evaluating the referrer document comprises
determining whether the referrer document is a social networking webpage.

10. The method of claim 8, wherein evaluating the referrer document comprises
determining whether the referrer document is a spam message.

11.  The method of claim 1, wherein determining the third fraud score comprises
determining whether the target document comprises a fraud-indicative layout feature.

12.  The method of claim 11, wherein the layout feature comprises an electronic form.

13.  The method of claim 1, wherein determining the third fraud score comprises
determining whether an Internet domain hosting the target document has been hacked into.

14. A computer system comprising:

at least one hardware processor and a hardware memory, the hardware memory storing a set
of instructions which, when executed by the at least one hardware processor, cause the
computer system to determine an aggregate fraud score of a target document as a
combination of a first fraud score and a second fraud score of the target document, wherein
the first and second fraud scores are determined according to distinct fraud-evaluation
procedures;

determine a third fraud score of the target document;

in response to determining the third fraud score, modify the aggregate fraud score by a first
amount determined according to a product of the third fraud score and a difference between
the aggregate score and a maximum allowable aggregate score; and

in response to modifying the aggregate fraud score, determine whether the target document is
fraudulent according to the modified aggregate score.
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15.  The computer system of claim 14, wherein determining the third fraud score of the
target document is performed in response to adding a distinct fraud-evaluating procedure
corresponding to the third fraud score to a set of fraud-evaluating procedures used to generate
the aggregate fraud score.

16.  The computer system of claim 14, wherein the first amount is determined as a
function of:

(S max_SA ) wo

wherein Sa and Sy, are the aggregate score and the maximum aggregate score, respectively,
wherein © is the third fraud score, and wherein w is a number indicative of a reliability of the
third score.

17.  The computer system of claim 14, wherein determining the third fraud score
comprises determining whether the target document includes a fraud-indicative feature, and
wherein modifying the aggregate fraud score comprises increasing the aggregate fraud score
by the first amount when the target document includes the fraud-indicative feature.

18.  The computer system of claim 14, wherein the processor is further programmed to, in
response to determining the aggregate score:

determine a fourth fraud score of the target document; and

modify the aggregate fraud score by a second amount determined according to a product of
the fourth fraud score and a difference between the aggregate score and a minimum allowable
aggregate score.

19.  The computer system of claim 18, wherein the second amount is determined as a
function of:

(SamSpui)W

wherein S, and S, are the aggregate score and the minimum allowable aggregate score,
respectively, wherein © is the fourth fraud score, and wherein w is a number indicative of a
reliability of the fourth score.

20.  The computer system of claim 19, wherein determining the fourth fraud score
comprises determining whether the target document includes a legitimacy-indicative feature,
and wherein modifying the aggregate fraud score comprises decreasing the aggregate fraud
score by the second amount when the target document includes the legitimacy-indicative
feature.

21.  The computer system of claim 14, wherein determining the third fraud score
comprises evaluating a referrer document comprising a hyperlink to the target document.

19



10

15

20

25

30

35

22.  The computer system of claim 21, wherein evaluating the referrer document
comprises determining whether the referrer document is a social networking webpage.

23.  The computer system of claim 21, wherein evaluating the referrer document
comprises determining whether the referrer document is a spam message.

24.  The computer system of claim 14, wherein determining the third fraud score
comprises determining whether the target document comprises a fraud-indicative layout

feature.

25.  The computer system of claim 24, wherein the layout feature comprises an electronic
form.

26.  The computer system of claim 14, wherein determining the third fraud score

comprises determining whether an Internet domain hosting the target document has been
hacked into.

27. A method comprising:

employing a computer system to determine whether a target document comprises a fraud-
indicative feature;

in response to determining whether the target document comprises the target-indicative
feature, when the target document comprises the fraud-indicative feature, employing the
computer system to modify a current value of an aggregate fraud score for the target
document by an amount proportional to a difference between the current value of the
aggregate score and a maximum allowable value of the aggregate fraud score, wherein the
aggregate score is determined as a combination of a plurality of individual fraud scores; and

in response to modifying the current value of the aggregate fraud score, employing the
computer system to determine whether the electronic document is fraudulent according to the
modified current value of the aggregate fraud score.

28. A non-transitory computer-readable medium storing instructions which, when
executed by at least one hardware processor of a computer system, cause the computer
system to:

determine an aggregate fraud score of a target document as a combination of a first fraud
score and a second fraud score of the target document, wherein the first and second fraud
scores are determined according to distinct fraud-evaluation procedures;

determine a third fraud score of the target document;

in response to determining the third fraud score, modify the aggregate fraud score by a first
amount determined according to a product of the third fraud score and a difference between
the aggregate score and a maximum allowable aggregate score; and
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in response to modifying the aggregate fraud score, determine whether the target document is
fraudulent according to the modified aggregate score.
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