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1 CLALIVIS 

2 What is claimed is: 

3 

1 1. A method comprising: 

2 employing a computer system to determine an aggregate fraud score of 	target document 

3 as a combination of a first fraud score and a second frau 	score of the target 

4 document, wherein the first and second fraud scores are 	termined according to 

5 distinct fraud-evaluation procedures; 

6 employing the computer system to determine a third fraud sc 	e of the target document; 

7 in response to determining the third fraud score, emploYing the computer system to 

8 modify the aggregate fraud score by a first aMount determined according to a 
/ 

9 product of the third fraud score and a difference between the aggregate score and 

to a maximum allowable aggregate score; and/ 

1 1 in response to modifying the aggregate fraud score, employing the computer system to 

12 determine whether the target document is fraudulent according to the modified 

13 aggregate score. 

14 

t 2. The method of claim 1, wherein employing the computer system to determine the 
, 

2 third fraud score of the target document is performed in response to adding a distinct 

3 fraud-evaluating procedure/ corresponding to the third fraud score to a set of fraud- 

4 
/ evaluating procedures used to generate the aggregate fraud score. 

5 

1 3. The method of clainiwherein the first amount is determined as a function of: 1,  

2 Umax — 5A)WC 

3 wherein SA  anal Smax  are the aggregate score and the maximum allowable aggregate 

4 score, res 	ctively, wherein a is the third fraud score, and wherein w is a number 

5 indicativ of a reliability of the third score. 

6 
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4.  The method of claim 1, wherein determining the third fraud score comprises 

determining whether the target document includes a fraud-indicative feat
/
ure, and 

wherein modifying the aggregate fraud score comprises increasing the /aggregate 
/ 

fraud score by the first amount when the target document includes the fraud- 

indicative feature. 

5.  The method of claim 1, further comprising, in response to employing the computer 

system to determine the aggregate score: 	 / 
employing the computer system to determine a fourth fraud score of the target 

document; and 

employing the computer system to modify the aggregate fraud score by a second 

amount determined according to a product 'of the fourth fraud score and a 

difference between the aggregate score and a minimum allowable aggregate 

score. 

6.  The method of claim 5, wherein the second amount is determined as a function of: 

(SA  — Smin)W6 
i 

wherein SA and Smin are the aggregate score and the minimum allowable aggregate 

score, respectively, wherein 0* is '.'the fourth fraud score, and wherein w is a number 

indicative of a reliability of th/fourth score. 

7.  The method of claim 5; wherein determining the fourth fraud score comprises 

determining whether the target document includes a legitimacy-indicative feature, 
i  

and wherein modifying the aggregate fraud score comprises decreasing the aggregate 
i 

fraud score by tlii second amount when the target document includes the legitimacy- 

indicative fea 	. 

8.  The me Rod of claim 1, wherein determining the third fraud score comprises 

evalua 	g a referrer document comprising a hyperlink to the target document. 
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9. The method of claim 8, wherein evaluating the referrer document compris s 

determining whether the referrer document is a social networking webpage. 

10. The method of claim 8, wherein evaluating the referrer document/comprises 

determining whether the referrer document is a spam message. 

11. The method of claim 1, wherein determining the third fraud score comprises 

determining whether the target document comprises a fraud-indicative layout feature. 

12. The method of claim 11, wherein the layout feature comprises an electronic form. 

13. The method of claim 1, wherein determining ,The third fraud score comprises 

determining whether an Internet domain hosting the target document has been hacked 

into. 	 / 

14. A computer system comprising at leastia processor programmed to: 

determine an aggregate fraud score of a target document as a combination of a first fraud 

score and a second fraud score of the target document, wherein the first and 
/ 

second fraud scores are determined according to distinct fraud-evaluation 

procedures; 

determine a third fraud score of the target document; 
. / 

in response to determingig the third fraud score, modify the aggregate fraud score by a 

first amount determined according to a product of the third fraud score and a 

difference,between the aggregate score and a maximum allowable aggregate 

score; and 	 - 

in response/to modifying the aggregate fraud score, determine whether the target 

doCument is fraudulent according to the modified aggregate score. 

15. e computer system of claim 14, wherein determining the third fraud score of the 

target document is performed in response to adding a distinct fraud-evaluating 
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3 procedure corresponding to the third fraud score to a set of fraud-evaluating 

4 procedures used to generate the aggregate fraud score. 	 / 

5 

1 16. The computer system of claim 14, wherein the first amount is determined as a 

2 function of: 	 / 

3 Urnax - Sawa 

4 wherein SA and Smax  are the aggregate score and the maximum allowable aggregate 

5 score, respectively, wherein a is the third fraud score, and wherein w is a number 

6 indicative of a reliability of the third score. 

7 

1 17. The computer system of claim 14, wherein determining the third fraud score 

2 comprises determining whether the target document includes a fraud-indicative 

3 feature, and wherein modifying the aggregate fraud score comprises increasing the 

4 aggregate fraud score by the first amount when the target document includes the 

5 fraud-indicative feature. 

6 

1 18. The computer system of claim 14, werein the processor is further programmed to, in 

2 response to determining the aggregate score: 

3 determine a fourth fraud score of the target document; and 

4 modify the aggregate fraud score by a second amount determined according to a 

5 product of the fourth fraud score and a difference between the aggregate score 

6 and a minim 	allowable aggregate score. 

7 

1 19. The computer system of claim 18, wherein the second amount is determined as a 

2 function of: 

3 / 	 (SA - Smin)wa 

4 wherein SA and Smin are the aggregate score and the minimum allowable aggregate 

5 scorre, respectively, wherein a is the fourth fraud score, and wherein w is a number 

6 / indicative of a reliability of the fourth score. 

7 i 
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/ 

1 	20. 	The computer system of claim 19, wherein determining the fourth fraud score 

2 * 	 comprises determining whether the target document includes a legitimacy-indicative 

3 	 feature, and wherein modifying the aggregate fraud score comprises decreasing the 

4 	 aggregate fraud score by the second amount when the target document includes the 

5 	 legitimacy-indicative feature. 
r . 

6 / 

1 	21. 	The computer system of claim 14, wherein determining the third fraud score 

2 	 comprises evaluating a referrer document comprising a hyperlink to the target 

3 	 document. 

4 

I 	22. 	The computer system of claim 21, wherein evaluating the referrer document 

2 	 comprises determining whether the referrer document is a social networking 

3 	 webpage. 

4 

I 	23. 	The computer system of claim 21, wherein evaluating the referrer document 

2 	 comprises determining whether the referrer document is a spam message. 

3 

1 	24. 	The computer system of claim 14, wherein determining the third fraud score 

2 	 comprises determining whether the target document comprises a fraud-indicative 

3 	 layout feature. 

4 

1 	25. 	The computer system of claim 24, wherein the layout feature comprises an electronic 

2 	 form. 

3 

1 	26. 	The computer system of claim 14, wherein determining the third fraud score 

2 	 comprises determining whether an Internet domain hosting the target document has 

3 	 been hacked into. 

4 / 

1 	27. 	A method comprising: 

2 	 employing a computer system to determine whether a target document comprises a fraud- 
, 

3 	 / indicative feature; 
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4 in response to determining whether the target document comprises the target-indicative 

5 feature, when the target document comprises the fraud-indicat 	e feature, 

6 employing the computer system to modify a current value of 	aggregate fraud 

7 score for the target document by an amount proportional t 	a difference between 

8 the current value of the aggregate score and a maximum allowable value of the 

9 
,, ,,,, 

aggregate fraud score, wherein the aggregate scare is determined as a combination 

10 of a plurality of individual fraud scores; and 
, 

I i in response to modifying the current value 'of the aggregate fraud score, employing the 

12 computer system to determitie whether the electronic document is fraudulent 

13 according to the modified current value of the aggregate fraud score. 

14 
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CLAIMS 

1. A method comprising: 

employing a computer system to determine an aggregate fraud score of a target document as 
5 a combination of a first fraud score and a second fraud score of the target document, wherein 

the first and second fraud scores are determined according to distinct fraud-evaluation 
procedures; 

employing the computer system to determine a third fraud score of the target document; 

in response to determining the third fraud score, employing the computer system to modify 
10 the aggregate fraud score by a first amount determined according to a product of the third 

fraud score and a difference between the aggregate score and a maximum allowable 
aggregate score; and 

in response to modifying the aggregate fraud score, employing the computer system to 
determine whether the target document is fraudulent according to the modified aggregate 

15 score. 

2. The method of claim 1, wherein employing the computer system to determine the 
third fraud score of the target document is performed in response to adding a distinct fraud-
evaluating procedure corresponding to the third fraud score to a set of fraud-evaluating 

20 procedures used to generate the aggregate fraud score. 

3. The method of claim 1, wherein the first amount is determined as a function of: 

(Smax. -SA  ) wo 

wherein SA and S. are the aggregate score and the maximum aggregate score, respectively, 

wherein a is the third fraud score, and wherein w is a number indicative of a reliability of the 
25 third score. 

4. The method of claim 1, wherein determining the third fraud score comprises 
determining whether the target document includes a fraud-indicative feature, and wherein 
modifying the aggregate fraud score comprises increasing the aggregate fraud score by the 
first amount when the target document includes the fraud-indicative feature. 

30 5. The method of claim 1, further comprising, in response to employing the computer 
system to determine the aggregate score: 

employing the computer system to determine a fourth fraud score of the target document; and 

employing the computer system to modify the aggregate fraud score by a second amount 
deteimined according to a product of the fourth fraud score and a difference between the 

35 aggregate score and a minimum allowable aggregate score. 

17 



6. The method of claim 5, wherein the second amount is determined as a function of: 

5 

(SA  --S,, i„) w(7 

wherein SA  and Smin  are the aggregate score and the minimum allowable aggregate score, 
respectively, wherein a is the fourth fraud score, and wherein w is a number indicative of a 
reliability of the fourth score. 

7. The method of claim 5, wherein determining the fourth fraud score comprises 
determining whether the target document includes a legitimacy-indicative feature, and 
wherein modifying the aggregate fraud score comprises decreasing the aggregate fraud score 

10 by the second amount when the target document includes the legitimacy-indicative feature. 

8. The method of claim 1, wherein determining the third fraud score comprises 
evaluating a referrer document comprising a hyperlink to the target document. 

9. The method of claim 8, wherein evaluating the referrer document comprises 
15 determining whether the referrer document is a social networking webpage. 

10. The method of claim 8, wherein evaluating the referrer document comprises 
determining whether the referrer document is a spam message. 

11. The method of claim 1, wherein determining the third fraud score comprises 
determining whether the target document comprises a fraud-indicative layout feature. 

20 12. The method of claim 11, wherein the layout feature comprises an electronic form. 

13. The method of claim 1, wherein determining the third fraud score comprises 
determining whether an Internet domain hosting the target document has been hacked into. 

14. A computer system comprising: 

25 at least one hardware processor and a hardware memory, the hardware memory storing a set 
of instructions which, when executed by the at least one hardware processor, cause the 
computer system to determine an aggregate fraud score of a target document as a 
combination of a first fraud score and a second fraud score of the target document, wherein 
the first and second fraud scores are determined according to distinct fraud-evaluation 

30 procedures; 

determine a third fraud score of the target document; 

in response to determining the third fraud score, modify the aggregate fraud score by a first 
amount determined according to a product of the third fraud score and a difference between 
the aggregate score and a maximum allowable aggregate score; and 

35 in response to modifying the aggregate fraud score, determine whether the target document is 
fraudulent according to the modified aggregate score. 
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15. The computer system of claim 14, wherein determining the third fraud score of the 
target document is performed in response to adding a distinct fraud-evaluating procedure 
corresponding to the third fraud score to a set of fraud-evaluating procedures used to generate 
the aggregate fraud score. 

5 16. The computer system of claim 14, wherein the first amount is determined as a 
function of: 

(Smax-SA)WCY 

wherein SA and Smax  are the aggregate score and the maximum aggregate score, respectively, 
wherein a is the third fraud score, and wherein w is a number indicative of a reliability of the 

10 third score. 

17. The computer system of claim 14, wherein determining the third fraud score 
comprises determining whether the target document includes a fraud-indicative feature, and 
wherein modifying the aggregate fraud score comprises increasing the aggregate fraud score 
by the first amount when the target document includes the fraud-indicative feature. 

15 18. The computer system of claim 14, wherein the processor is further programmed to, in 
response to determining the aggregate score: 

determine a fourth fraud score of the target document; and 

modify the aggregate fraud score by a second amount determined according to a product of 
the fourth fraud score and a difference between the aggregate score and a minimum allowable 

20 aggregate score. 

19. The computer system of claim 18, wherein the second amount is determined as a 
function of: 

25 

(SA-Smin)wa 

wherein SA and S1 	are the aggregate score and the minimum allowable aggregate score, 
respectively, wherein a is the fourth fraud score, and wherein w is a number indicative of a 
reliability of the fourth score. 

20. The computer system of claim 19, wherein determining the fourth fraud score 
comprises determining whether the target document includes a legitimacy-indicative feature, 
and wherein modifying the aggregate fraud score comprises decreasing the aggregate fraud 

30 score by the second amount when the target document includes the legitimacy-indicative 
feature. 

21. The computer system of claim 14, wherein determining the third fraud score 
comprises evaluating a referrer document comprising a hyperlink to the target document. 
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22. The computer system of claim 21, wherein evaluating the referrer document 
comprises determining whether the referrer document is a social networking webpage. 

23. The computer system of claim 21, wherein evaluating the referrer document 
comprises determining whether the referrer document is a spam message. 

5 24. The computer system of claim 14, wherein determining the third fraud score 
comprises determining whether the target document comprises a fraud-indicative layout 
feature. 

25. The computer system of claim 24, wherein the layout feature comprises an electronic 
10 form. 

26. The computer system of claim 14, wherein determining the third fraud score 
comprises determining whether an Internet domain hosting the target document has been 
hacked into. 

15 27. A method comprising: 

employing a computer system to determine whether a target document comprises a fraud-
indicative feature; 

in response to determining whether the target document comprises the target-indicative 
feature, when the target document comprises the fraud-indicative feature, employing the 

20 computer system to modify a current value of an aggregate fraud score for the target 
document by an amount proportional to a difference between the current value of the 
aggregate score and a maximum allowable value of the aggregate fraud score, wherein the 
aggregate score is determined as a combination of a plurality of individual fraud scores; and 

in response to modifying the current value of the aggregate fraud score, employing the 
25 computer system to determine whether the electronic document is fraudulent according to the 

modified current value of the aggregate fraud score. 

28. A non-transitory computer-readable medium storing instructions which, when 
executed by at least one hardware processor of a computer system, cause the computer 
system to: 

30 determine an aggregate fraud score of a target document as a combination of a first fraud 
score and a second fraud score of the target document, wherein the first and second fraud 
scores are determined according to distinct fraud-evaluation procedures; 

determine a third fraud score of the target document; 

in response to determining the third fraud score, modify the aggregate fraud score by a first 
35 amount determined according to a product of the third fraud score and a difference between 

the aggregate score and a maximum allowable aggregate score; and 
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in response to modifying the aggregate fraud score, determine whether the target document is 
fraudulent according to the modified aggregate score. 
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