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SYSTEM AND METHOD FOR DETECTING FALSE CODE
CROSS-REFERENCE TO RELATED APPLICATION This
application claims the benefit of Korean Patent Application No.
2008-0047551 5which was filed on Ma{x 22, 2008, which are hereby

incorporatég%wégéﬁé\é%mp@ |RP§% f%?ﬁncﬁ&&rf BAEKERBUND 1.

FIELD 10The present invention relates to a system and method for
detecting a false code, and more particularly, to a system and method for

detecting a f i ite.li ity b pages. 2.
dene NSRRI ke g RUpIbAsues peges. 2
Interpgl, 1HAPUMPELORVAD SRS IS SRAPY PIELEARING: ML GHKI 2WRLBISs 51
environment, contents provided by Web 2.0 and user created content

whildGlad BRYIGEMSES 23808ISHBETEa$agb PIRCR RGRASSALLSRMEARs if fully set
organize contents of web sites, actions for malicious purposes against the

forfagregement policies of web sites are also continuously increasing..

BACKGROUND
1. FIELD
The present invention relates to a system and method for detecting a false code, and
more particularly, to a system and method for detecting a false code in a web site linked to a

plurality of web pages.

2. DESCRIPTION OF THE RELATED ART

With development of the Internet, the number of web sites is sharply increasing. In
such a web site environment, contents provided by Web 2.0 and user created content (UCC)
service users are also increasing. Since a general user can organize contents of web sites,
actiqns for malicious purposes against the management policies of web sites are also
continuously increasing.

For example, methods of embedding malicious codes in vulnerable web sites and
spreading the malicious codes to a large number of general users visiting the web sites are
becoming widespread. In particular, attacks on national public institutions are rapidly
increasing and causing serious problems. Here, a malicious code is a program developed to

disturb a user in smooth use of a computer, including computer viruses, computer worms
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20For example, methods of embedding malicious codes in vulnerable web
sites and spreading the malicious codes to a large number of general
users visiting the web sites are becoming widespread. In particular,

ttacks on national public jnstitutions are rapidly increasing and causin
(o LR LTS HRAMBIBUS E0 € 8 B R BB o
butqc[as{}glrlb auser | i{‘ostOtQti%S? of  computer, including computer viruses,
comp&terXNorms nzse -repﬁéé‘ge malicious codes), Trojan horses

(maligious; cades not ipfeching %@%&@{gﬁt&b%&w%gems&gml fanguage

malfunction), and so on. The administrator of a web site must allow

(H’%@é@?g{sgéf Restext imeaskyp lapgeagetH Mk iaoseuch A I6RAMEARE:s and

in order to use content provided by users and a 5 malicious code

ma P IRSakIEs interalachb UV HawsL kgetheh WardsJRe, e RIRBIS i in that
that the administrator of a web site must allow use of HTML tags because

theth@mwaksite cARRALRT RIS IproRer BINCTNNS gl assadise Ok el kitagsnot
is allowed. In particular, a normal HTML tag and malicious HTML tag

. petiaveiBasipatifuthasanméctonmat f&itMhusgit isalliffiedlt to distinguish them

from each other. Also, tags having to different purposes are input
accondiprgtimiaon-formall dhiFhdterstiondicaowsdh BYie, ther exarbplisalho thelsame
moving pictures, price comparisons, and shopping sites, and thus it is
forimpoardbtusoitinsithiiast iaplisteishetheterfrie dashtfibar As'dtfontagh having
_administrator must examine all web pages and determine whether or not
diffireps RETRISFO BIR AP BFFRARRS a%%éf%b%b@i%ét?ﬁmfﬁaﬁ fepebofte, for example,

thousands of postings are registered, it i§ suhstantially impossihle.to .
DO RO S B e B RIS LSy RSP bt SRR

lirrﬁ{1 g%kse%r}n%plp g A grgdse%:te%rfn%ds Qe?tggrtﬁmeﬁgegﬁ% , SR, t'orS rLrJLMM e'?‘iaI\?rrYine all

web pages and determine whether or not there is a problem. However, in a huge web site'in
which tens of thousands of postings are registered, it is substantially impossible to monitor all

the web pages.

Consequently, a system that can rapidly check an entire web site in a short time

period is necessary.

SUMMARY

The present invention is directed to a system and method for detecting a false code in
a web site, involving collecting a part or whole of web pages linked from a web site,
determining whether tags included in the collected web pages are false codes or normal codes,
providing the determination result to an administrator terminal, and thereby enabling an

administrator to efficiently detect a false code.
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20The present invention is directed to a system and method for detecting

a false code in a web site, involving collecting a part or whole of web

pages linked from a web site, determining whether tags included in the
collected web pages are false codes or normal codes, providing the
detefHifSHGR rESERRS 4R At iRstitdp fariica, BdRBRILPerrBing dnfalse

dministrator to etificientl detect a false code. The present inventjon

°0d8 W& it StEe T8 X 8g SR HRR HrRSTHOU O PHERARH g S T RE AR, D Pages
._weh. site, involving collecting a generated or ypdated web page.amon
e R e i G Lo Bt TalE B s ae

G aOlBEISEER RAgER e RlPL.pdes ALaogal codes, and thereby

reducing check time. 5The preSent invention is also directed to a system

and methad for detacting 3if3I96 cededn AwehSite: IYalying coUeGHNg Aralse

part or whole of web pages linked from a web site, informing an

codminiatsatey, 1evaningl ebialsh codas of RapBArcRdesGIUAEd RS web site,

collected web pages to enable rapid countermeasure against false codes,

infamddus allowingeSystamnitohrstabiemanagad. dAEHePIRSeM the collected

invention is also directed to a system and method for detecting a false
webgdgein@enaie sitgidinvolvtng aapidly-dite dikg @ddscapinguython fadsesesds to
included in a part or whole of web pages linked from a web site, and thus
be enbllylingpageder to safely use the web site. According to an aspect of the
present invention, there is provided a system for Is detecting a false code,
includilisgeraseveinseniien forakardirstedifyeswedmsied inkbadda pitaciing ffalse
web pages; and a surveillance server for col!ectinigéq%?enerated or

o daatike FAGE MBS RIS Wb prige sy detdainde st in a part
ot included in the generated or updated web page are false codes or
or PR CE GBS HE Rt Ao AT oy AL PR R web
..terminal such that an administrator can check the determination result. 20
he surveillance server may collect location information of a web page

genef&%eggd&rﬁ%edﬁegggwi&%@fgﬁe% %@%@%&gﬁ%@% %%fiﬁxggbapsaﬁ%% for

linked from tAe web site administered by the web server, an y

deR@iREMING Whether g praviusly setiagamendhe fedsdnelidedin H&ed w© a

generated or updated web page is a false code or normal code.
plurality of web pages; and a surveillance server for collecting a generated or updated web

page among the linked web pages, determining whether tags included in the generated or
updated web page are false codes or normal codes, and providing the determination result to
an administrator terminal such that an administrator can check the determination result.

The surveillance server may collect location information of a web page generated or
updated within a predetermined time among the web pages linked from the web site
administered by the web server, and may determine whether a previously set tag among the
tags included in the generated or updated web page is a false code or normal code.

The tag may be a hypertext markup language (HTML) tag for inserting information

into the web page, and may be one of [FRAME, SCRIPT, OBJECT, EMBED, DIV, and
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The tag may be a hypertext markup language (ITTML) tag for inserting
information 25 into the web page, and may be one of IFRAME, SCRIPT,
OBJECT EMBED, DPI, and SPAN. The false codes may violate a policy
f the web site and may, affect an administrator. or user of the web site,
SPAe EEI R HORRING 248 It iy RirtHE MR e LA AR gFater
or user%z}lrt%ge‘lxygts?tgng the false code and the normal code according to the
determinaton result. 5 According to another aspect of the present
inveptio re is.proyide ' Ise ipcluding;
oo e B e R e
storRRAYES AINQRGNER RRYESIINkeA: Ham:aNeb siteadminiaisiedly a web
server; a loader for loading the web pages according to the collected
locagenipiorieadionnef the.wekh Pages-anthaAisrmine for ARIeMiIRem for
whether tags included in the loaded web pages are 10false codes or ‘
detR@pNaligeeesde, incluamgodlestietbiaycaliretiioCrRidanoin iafonation off asnelited
page generated or updated within a predetermined time among the web
or ypages Welkeabiroamthe welpsies didkaihisieredvby the adeinsenedhanddbeerver;
loader may load content of a previously set tag included in the web pages
a loadea faelgrarethechetinagth eqoreding sl yhsatoider milongithe i@ paged the web
according to the 15collected location information of the web pages.
pagkfe padth daigggy e dricHmnvmeagcbeinagtirg]uddoimatioledAed v wedss are
pages, and may be one of IFRAME, SCRIPT, OBJECT, EMBED, DIV, and
falsg podlRs of RerPaAkE°E8tles may violate a policy of the web site and may affect
an administrator or u%eﬁ{ of the weh site. According to still another aspect

of thE PREERCH PRIt I BIRHBE S hrathts© Page gencrated or updated

~ within a predetermined time among the web pages linked from the web site administered by

the web server, and the loader may load content of a previously set tag included in the web
pages or a web pagé including the previously set tag among the web pages according to the
collected location information of the web pages.

Here, the tag may be an HTML tag for inserting information into the web pages, and
may be one of IFRAME, SCRIPT, OBJECT, EMBED, DIV, and SPAN. The false codes
may violate a policy of the web site and may affect an administrator or user of the web site. -

According to still another aspect of the present invention, there is provided a method
of detecting a false code, including: administering, at a web server, a web site linked to a
plurality of web pages; and collecting, at a surveillance server, a generated or updated web
page among the linked web pages, determining whether tags included in the generated or
updated web page are false codes or normal codes, and providing the determination result to

an administrator terminal such that an administrator can check the determination result.
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20 of detecting a false code, including: administering, at a web server, a
web site linked to a plurality of web pages; and collecting, at a surveillance
server, a generated or updated web page among the linked web pages,
determining .whether tags included in the generated or updated web pa .
are B e e R e e
uaadminisiraer terminal e et anadminisnalorean deck e, v

0 de%e mina%oaﬁ ges%?t{.y Th provi%\rflng1 (;? t%re c?é?gﬁ?r%r?a%t%ﬁ result tt(k)leal%m{ec1

welf QQES}EQF&{iﬁ%r{E’QQ%Jﬁﬂé{di_ri‘&lﬁl;geéo?l@Ui%‘&“@Qo%!‘%%%é?%%%ﬁﬁ@fﬁﬁg & o be

updated withina predetermined time among the pages;
cheS@RFChiRgHadsnehegied i thesGaliretediveal RABSHIRE atasREIaLSY §6imal
to be checked; determining whether the tags included in the web page are
codfslsg endis ofon@nathgodasiaceandipgiithe searghcrasmti@ndesult to the
providing the determination result to the administrator terminal such that
adnthesadion néstratdrsacnthinisterido ettveb sknvestedansaheckherver can check the
determination result. The tag may be an FITML tag for inserting
deténfonmmtionsirito the web page, and may be one of IFRAME, SCRIPT,
OBJECT, EMBED, DIV, and SPAN. The false codes may 10violate a
policlheftisenue besite b ntay fiféetaniaatmimstietororthssicbipdas. apd may
site. The method may further include separately storing the false
be eRias FRAHE e RATe oL GecdRE R THY cteRivdlior eduke codes may

VioQccording to yet another aspect of the present invention, there is provided

RO ot dRE Y 18 A B S S IR AR SRRt P B KB e
, | ion inf tion 15 of d or. t b
Serve ‘g&ﬁg@e@gr&%‘%f}nﬁﬁl&’ 9%%%%}53 stg%s‘g%% ed %Vggfgggﬁg fgg"n%éjgml

web pages om a web Site agministered By a we

codlh RESHEIIANCE.ASIUEL NG EP Pages according fo the collected
location information of the web pages; and determining, at the surveillance

servalhetbel 1ReSINELdest dhe,logded Weh Rage s a1e: [IRe fREGS:Rinod

normal codes. The collecting of the location information of generated or

of atpelated welkdagesinanidl intluda sollecting dneatioriormation afermation
web page generated or updated within a predctcunined time among the

of geekrpages inled repptieswebrsiteadmeisiaied hydthewys bigervainitRed by
loading of the web pages may include loading content of a previously set

a welgy secleddchiirthenivdb pagédaocdcading tavebbpagesinctacting tlethe collected
previously set tag among the web pages according to the collected

lochsieatigioimfereratid hofitiepagss; psag@@_termining, at the surveillance server, whether

tags included in the loaded web pages are false codes or normal codes.

The collecting of the location information of generated or updated web pages may
include collecting location information of a web page generated or updated within a
predetermined time among the web pages linked from the web site administered by the web
server. The loading of the web pages may include loading content of a previously set tag
included in the web pages or loading a web page including the previously set tag among the

web pages according to the collected location information of the web pages.
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The tag may be an HTML Ma for inserting information into the web pages,
and may be one of 'FRAME., SCRIPT, OBJECT, EMBED, DIV. and
SP.AN. The false code may violate a policy of the web site and may affect

the %/j\? inistrator or r.of the web sjte. 5BRIEE DESCRIPTION OF THE
[I}@%xgay ge z].thtﬁa%[f taga?or 1hSert g?ormaﬁon n 8 tﬁe WeL gagﬁhaend may

DRA ove=and other ures and advantage

be HHEIPTHOVERIQUMI-DESEMSMACARPATBR 19, 1hasa Rl Orﬂ’%a{a}fék&ld%‘ may

the art by describing in detail preferred exemplary embodiments thereo

vioMtith %ﬁ%@%&%&@%ié%ﬁ'?ﬁ%@!@é@é%ﬁhﬂ%%m or user bFrelweb site.

schematically illustrates a constitution of a system according to an
exemplary 10embodiment of the present invention; FIG. 2 is a block
diagram of a surveillance server shown in FIG. I, FIG. 3 is a flowchart

illustrating a metbedref DESETHIPg BOfAISE comeracewraaagsto an exemplary
embodiment of the present invention; FIG. 4 illustrates an example

of dé&tadlsbior dedectindatiatsennbaldy avsgediightopanchbexentiplaryill become
embodiment of the present invention; FIG. 5 illustrates an example of
mow gppesnti thhichofdisecdds is detatodlawcibidyiy detaih rextemplanemplary
embodiment of the present invention; and  FIG. 6 illustrates examples
embpgfdinayie dieiad Hidn ey es ol e ebaeheddnitingg tb Whi@xemplary
embodiment of the present invention. 20 _
FIG. 1 schematically illustrates a constitution of a system according to an exemplary
embodiment of the present invention;
FIG. 2 is a block diagram of a surveillance server shown in FIG. 1;
FIG. 3 is a flowchart illustrating a method of detecting a false code according to an
exemplary embodiment of the present invention;
FIG. 4 illustrates an example of details for detecting a false code according to an
exemplary embodiment of the present invention;
FIG. 5 illustrates an example of a screen in which a false code is detected according
to an exemplary embodiment of the present invention; and

FIG. 6 illustrates examples of a screen for managing a false code according to an

exemplary embodiment of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

The invention is described more fully hereinafter with reference to the accompanying
drawings, in which embodiments of the invention are shown. This invention may, however,

be embodied in many different forms and should not be construed as limited to the
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DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS The
invention is described more fully hereinafter withence to the

accompanying drawings, in which embodiments of the invention are

shown. This invention may, however, be embodied in many different fooglosSe

embefHneRS IR KER B eBnsRaLE Al IfiH TR A airs s Setyshrple ¢
herein. Rather, these embodiments are provided to fully enable those of

of Oé(f’(fi‘i?% ‘ﬁéﬁ‘n%@ﬁ%’b"%m Og%%r@di}'aéﬁaeﬁrgé ice the invention.

Herejnafter, a system and method fqr detecting a false. ' ) '

SR R SRR et s b iR

exe %?acfr? %%%ng%lﬁl lo\fV{.Hé %‘?&?&ﬁﬂﬁ@&ﬁiéﬁ 1Pod alQifed in JRe RIRE et rence to
Invent

ion provides a technique for efficiently detecting a false code in a

Ficep;site. More specifically, the exemplary embodiments of the present
invention involve collecting a part or whole of web pages, for example,

gengratsd QhuRdaigshwel RBge slinkrd fon mwweal pitecdateriniirgode in a
whether codes or tags included in the web pages are false codes toor

wellalge tadsragd afexigingd e deirminainiessib falerpateaninisteatam involve
terminal such that an administrator can efficiently detect a false code.

colletGuglasehemationllyfillebtrates, docorstititiaref dsystapized oreimg ges dnked
exemplary embodiment of the present invention.

from a web site, determining whether codes or tags included in the web pages are false codes

or false tags, and providing the determination result to an administrator terminal such that an

administrator can efficiently detect a false code.

FIG. 1 schematically illustrates a constitution of a system according to an exemplary
embodiment of the present invention.

As illustrated in FIG. 1, the system for detecting a false code in a web site according
to an exemplary embodiment of the present invention may include a user terminal 110, a web
server 120, a surveillance server 130, a database (DB) 131, and an administrator terminal 140.

The web server 120 may administer a web site linked to a plurality of web pages and
provide a variety of information. For example, web pages administered by vendors are
linked to a web site corresponding to an online open market, and the vendors can upload
information relating to products onto the web pages. Then, a user can access a web page in
the web site using a user terminal, check the information relating to a desired product, and
purchase the product.

Here, the vendors must use hypertext markup language (HTML) tags, such as

IFRAME and SCRIPT, in order to display information relating to products, and a false code

or false tag may be inserted into the HTML tags. There are various types of false codes
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As illustrated in FIG. 1, the system for detecting a false code in a web site

according 15 to an exemplary embodiment of the present invention may

include a user terminal 110, a web server 120, a surveillance server 130,

a database (DB) 131, and an administrator terminal 140. = The web
inclydinged | 20 YRRy W hiRkSter REWRIBISRETHRIKED 0 SrRAR BR e B ity code

and provide a variety of information. For examﬁle we

. , es . .
dlstﬁh‘fﬂﬁ%sﬁé‘l‘é‘aw{/é( HUSrS arshirfkel (& £haB8 éoéoarfé%%g’%&n(&?@laﬁf service
O e e S S o BIOR 8 O B 0 o

eWeBpages Thén, a user carr access a web page in
uselVER UG HSING 3 USLT &%ﬁ‘g@ﬁ%&&%&%&ﬁg 'Q&Sr”%a%@ﬁ‘ ﬁ@ﬂé}g&éeﬂrﬂ%kﬁﬁﬂiﬂy
produdt, and purchase the product. Here, the vendors must use

maéllrggﬁ{éme%éﬁ'ép%?g&ﬂﬁ%&ugMbgl{qgsa%y&ﬁrﬁénkﬁﬁﬁ}%ﬁaﬁﬁnﬂ%@ Bbcess

order to display information relating to products, and a false code or
in fSGiag m%éw@gﬁég&mﬂm& dags: theseiare various types of
false codes Including 1) a type that hacks a personal computer (PC) by
insefting thRNCIOUS COSeVHISIFDHING I8 GOPTPMIE RAHEUS 2 QrddReSRIRE i@ rval.
an agent for a distribute denial of service (DDoS) attack, 2) another type
MotbaptoERAB1E € dpoasirllin gamaint-vinathaakting. ang trickse usemialbopage in
settling accounts using false diagnosis, and 3) still another type that
whighfaifdynmaeipelates the pededitishabededuetifidsa Ears of asettlesndsst  Then,
fund, that is, a reward process in a shopping mall, or leads to price .
thecormplaissrsardilédmeinpasiisthe determipatiprrasiydo ke cdmpiyeriaagrminal
may check HTML tags at a predetermined interval. More specifically, it is
l44ossible to determine whether HTML tags included in a web page in which

information relatin% to a product is uploa ednage false codes gr normal dei
code!STHbA SYFHEAGH SR de BRI SH %ﬁ@%\ﬁ‘d‘%ﬁét BL&riTatiohy s
resylt to the administrator terminal 140. Also, the surveillance server

detgoSEf DS APo FSHRHIENEIO Mhat a false code is detected using an
, alarrpl,egg’e iy ﬁgﬁ\fll?rt]gg%) 1284 to insert information into the web page, and may be one

of IFRAME, SCRIPT, OBJECT, EMBED, DIV, and SPAN.

The surveillance server 130 may store location information of web pages including
detected false codes, that is, a false code list, in the DB 131 and manage it. Also, the
surveillance server 130 may store an exception list including reliable web sites, e.g., Gmarket
Samsung Electronics, and Microsoft, not to be searched for a false code in the DB 131 and
manage it. In other words, the DB 131 may be classified into a first DB storing a false code
list and a second DB storing a normal code list or an exception list.

In addition, an HTML tag to be checked may be set by the administrator in the DB
131.

In this way, an exemplary embodiment of the present invention determines whether

or not a false code exists only in generated or updated web pages among web pages linked

¢
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Here, an HTML tag is used to insert information into the web page, and
may be one 15 of IFRAME, SCRIPT, OBJECT, EMBED, DIV, and SPAN.
The surveillance server 130 may store location information of web pages
including detected false codes, that is, a fa|se code list,.in the DB 1311 nd

fron R ElfE: APSOTATAES Fe SRR AR FoFS0 104D Sr SRS EphER n%%mby
including reliable web sites, e.g., Gmarket, Samsung, Electranics, and

narRyErs <o ,t%%rﬁgg‘eaécﬂ?é%q%fﬁ fa seet%%égfl%rfh% %Cffl%grs'l%d(%e in a web
20manage it, In other words, the DB 131 may be classified into a first DB

Slteg?grlﬁjeé%f%?tg’é code list and a second DB storing a normal code list or an

excapion s, adlian, sl b/ @ b eheshed M by the

i
d
administrator in the D n this way, an exemplary

embpdimensQf the-riesent inyention-determingsieta2aanaahadalee 10,

c_:ode exists only in generated or updated web pages among web pages
a cdinked F5am awebsite aandmrovides thedatRiminatoRsesLiikeiak 260, and a
administrator erminal, thereby narrowing a detection range. Consequently,
thirthedtimedaken to detect a false code in a web site can be reduced. FIG. 2
is a block diagram of the surveillance server 130 shown in FIG. 1. As
illustrateshineFI$c? sthesiboeillpnoeesgrmere 180ty Wbl yceya firstugh the first:
interface 210, a collector 220, a loader 230, a notificr 240, a determiner
inte250¢ & Bgcwiill ihteFBcteeh dhel wapiv ingsfigee 0 0and with the administrator

terminal through the third interface 270.

Through the first interface 210, the collector 220 may collect location information,
e.g., uniform resource locators (URLs), of generated or updated web pages, i.e., web pages to
be collected, among a plurality of web pages linked from a web site administered by the web
server.

The loader 230 may be provided with the collected location information of the web
pages, load the web pages based on the location information, and provide the loaded web
pages to the determiner 250. Upon receipt of the loaded web pages, the determiner 250 may
check HTML tags set to be checked, e.g., some or all of IFRAME, SCRIPT, OBJECT,
EMBED, DIV, and SPAN, among all the HTML tags in the web pages from the DB through
the second interface 260.

The determiner 250 may determine whether HTML tags in the loaded web pages are
false codes or normal codes based on the HTML tags to be checked, and provide the
determination result to the administrator terminal through the third interface 270.

According to the determination result, the notifier 240 may output an alarm to inform

an administrator that there is a web page including a false code, and also generate and send a
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The surveillance server 130 may interoperate with the web server through

the first interface 210, with the DB through the second interface 260, and

with the administrator 10terminal through the third interface 270.

Through the first interface 210, the collector 220 may collect location
mefsstmationt, gt TS SEHERCONMEABIS TURLY) 8L gBRErateerBrice (LMS)

updated web pages, i.e., web pages to be collected, among a plurality of

meRgs nAgBL eI FOFSA SFTYts ARRIsTRred Sy HidWePseniicq Shfseee.
._loader 230 may be proyided with collected location information of the
ncl S L8 TR e b A A SRR ST adBRe: Jhge ance

to %O%\{i'%en@% tI(g)raded web pages to the determiner 250. Upon receipt of the

aded web pages, the determiner 250 may check HTML tags set to he

Chgcgﬁ{én 62 SO0GAE 8&%@&4&%@&4&%&%&5’5 i QAR e JarF M BER) RVage.

and SPAN, among all the HTML tags in the'web pages froin the DB
throqgh@%&ﬁ%&%&@dﬁﬁ@{f&ﬂ%@%&@%ﬂ%%@ 2R datgemingart or

whether HTML tags in the loaded web pages are false codes or norma

wheRdes.RAgehes Ith- kb tags tade eheckedeansin®vigath@ator terminal to

determination result to the administrator terminal through the third
be inigsface 2f0a false coiecerdifgnial theddeiacrdeation fiesulklihggotifi@hus, an
240 may output an alarm to inform 25an administrator that there is a web
adpagerincludinmatialsecadejmantialscbgercrate and semet avithesSagegode, for
e.g., a short message service (SMS) message, a long message service
ex{iopiS vt ss htgek dbmesitiasedidingesehgegservice (MMS) message, e-mail,
or a voice message, including text or voice, e.g., "One hundred false

codeBlRade e Bavrdmt il raparimatod it dei tHaci i sdagecording to an

exemplary embodiment of the present invention.

As illustrated in FIG. 3, a surveillance server may periodically monitor whether or
not all web pages linked from a specific web site are updated or generated, and when there
are generated or updated web pages, may collect location information of the generated,
modified or updated web pages, that is, the web pages to be collected (S310).

This is because a huge web site, such as a portal site or a shopping mall site, is linked
to tens of thousands or hundreds of thousands of web pages and it is substantially impossible
to check all the web pages. Thus, the surveillance server may pick only web pages
generated or updated by users within a predetermined time period and collect location
information of the web pages.

The surveillance server may load the web pages according to the collected location
information of web pages (S320). When the surveillance server loads the web pages, it may

search for HTML tags set to be checked and check HTML tags in the web pages (S330).

10



10

15

20

5When no false code is detected, needless to say, it is unnecessary to
send a message. In this way, an exemplary embodiment of the
present invention enables a part or whole of a web page linked from a
web site to be collected and an administratqr terminal to be pformed of a

) [
fals& CBHe B B AT IR SR T HIEWRD PAGE RS Qinne Web pages or
inistrator administeri aging.the web site can rapidly co I
168 SOHE o 1O pier ot GBI LB Vet ot e
spedibe T2 flowchart 5'4%&53&'3@98& @ﬁ%%%ﬁﬁﬁt@a%@pg& falses6098  them are
according t6an exemplary embodiment of the présent invention. As

tmiié%@(@g%%paﬁh%e Jod:Surveillance server may periodically monitor
whéther or  not all web pages linked from a specific web site are

updaiedor generatedy andyhenrthele Jsrig-oanerated arupdatedtueked are

pages, may collect location information of the generated, modified or

falsHREBLEE WRbIAgES, thiadns, e Wik pagemttbedoiactethéSaae)llance server
This is because a huge web site, such as a portal site or a shopping mall

maphiekis dinked:tadans at s andsoor ihfomleeids of thousasdsndingebepagesor
and it is substantially impossible to check all the web pages. Thus, the

the sumesfitadive SEIVEY B piok only web pages generated or updated by
users within a predetermined time period and collect location information
of thiViwelmpdges code eRiss dnrsilteatcpaseris MRt eppagesrmine
according to the collected location information of web pages (S320

whighise fhend Qdiviasa i Sserrieh Al B H B GE 80t >sea‘?/éﬁrfc)§be HIML

HTML tags set to be checked and check HTML tags in the web pa)ges o i
tasggiga) eckeda RO, S SURITHRY AL REET Frel Toder e B o s

eaxeln Ire
T e R R e s A e
s bgelg gﬁlc%zsé%]%éggntyyerh_'a];wﬁ })aagc fnb%pcm%&? M& %cﬁngf&at‘}% tﬁﬁiﬁﬂ!uag§%§3 80).
This is because the HTML tags included in the web pages are not included in either a false
code DB or normal code DB, and an administrator determines whether the HTML tags are to
be stored in the false code DB or normal code DB.

At this time, location information of HTML tags included in the pattern application
list may be newly applied to the false code list or normal code list according to the
administrator’s determination. Then, when the same pattern is detected later, it can be
processed as a false code or a normal code.

When the surveillance server finishes checking HTML tags of all the generated or
updated web i:vages, it may provide the checked details to an administrator terminal such that

the administrator can check the checked details (S390). The checked details displayed on

the administrator terminal will be described with reference to FIG. 4.
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5The surveillance server may determine whether the HTML tags to be

checked are false codes or not (S340). When a false code exists in the

web pages, the surveillance server may make a false code list including

location information of the corresponding web page or the corresponding

HTIVIE t4glsasy. wviRsemn fafsteedadwdstechinge (#isp prel§ercgnading o an

surveillance server may determine 10 whether the HTML tags to he
eXeRREEKEH S ATHALIEIIEE N ANGRESE60). When the HTML tags to be

hecked ar o Il K
cxcROAMIGHEBT B e 11 ARG heh (8 AL g L0 ="'+
e R R SR RS IR D LGP RENS! WY MAKEEa) o st of

pattern application list mcludin L'tags is is because

wet%%eas,%lélsir%'\r/l éﬁ@éﬂ% %I lslg%i 15@ égﬁe gcp Wg%@ &%ﬁi_@@il&gﬁg,i@)%i@% Rode list,

0 or normal code BB, and an administrator détermines
and¥bgther the HTML tags are to be stored in the false code DB or normal
code DB. At this time, location information of HTML tags included in

the pattern.applicationbiat mayhe aewly eipplied tortiie falsewsostedistRed, for
normal code list according to the administrator's determination. Then,
exatipe) the SMIPE PR iDderetteElaBED] CGIV bend0pronesseg as adalbg an
code or a normal code. When the surveillance server finishes
adahexckinng -T.ML tags of all the generated or updated web pages it may
provide the checked details to an administrator terminal such that the
admiigtreoocarhdh ek ierehrescies dodestaitH (S ByatTihechariess gragafsd or
displayed on the administrator terminal will be described with reference to
upgaig! within a praetgriingtAes peTiedam o Rtk foRie e TPl dEpes of
code according to an exemplary embodiment of the present invention.
HIMifiasteateeriieri ef e HMLd%8de detection window according to an

o ;&%?%ﬁ@g%gg&ggﬁ% Qjﬁg %%?M%”gﬂoa%%agyﬂ%ﬂ%g@ i T o lected
web pages are false codes or normal codes, and 3) a pattern application list may be displayed
using, for example, types of HTML tags‘and contents of the HTML tags. This is because a
false code has a uniform pattern and it is necessary to detect the pattern.  Here, 3) the pattern
application list includes HTML tags that cannot be automatically determined as false codes or
normal codes and are determined by an administrator later, and patterns of the HTML tags
will be applied to a false code or normal code.

According to the determination result, 4) a false code list may be displayed using, for
example, types of HTML tags, URLSs of web pages including the HTML tags, and content of
the HTML tags.

In this way, an exemplary embodiment of the present invention collects only

generated or updated web pages among web pages linked from a web site, and informs an
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5web pages or HTML tags set to be collected, 3) a pattern application list,
4) a false code list, and so on. These will be described in detail now.
First, 1) FITML tags to be checked, for example, IFRAME, SCRIPT,

OBJECT, EMBED, D]V, and SPAN may be set by an admijnistrator. to2) A .
ARSI TS Web &éﬁegoéaﬁof%'} Ccifeltel that iSwWe pagess 1hos 1t I

pos%g{éeté?ftge%?d gi#ggg%ﬁgtﬁgt&?e%&fg gre %%?l%n_flqr\]%ed tggesgg%tlrg g%r{rtl)%%t%iﬁ énanaged.

ISPl , for example, types 0O La?ags n ent’o

HTMJK%?‘%MS%&% Ie?rf%?(ta%] ns avgprgyﬁelﬁ } tl & ?gghc”;%ﬂcié Eg‘ gt%:rtggngcording
HTML tags in the collected web pages are false codes or normal codes,

10 AR ERAURSDARAlIGRIR0 St anayRedisplayed 15 using, for example,
types of HTML tags and contents of the TITML tags. This is because a

falsexgafeshasAtipilors) paisineRd LS ReCcRRRRN 10 deieat e PattetRular
i

Here, 3) the pattern appiication list includes HTML tags that cannot be

secBUHPAticRY detatmingd asifalsfieoaiesHer RerMAICRHesRNY afe one of false
determined by an administrator later, and patterns of the HTML tags will

codaeiappliecriBectalsEscodplpreadintalade o2 OAekardinpit the
determination result, 4) a false code list may be displayed using, for
exarfifile GtyhesratHRnthplag of b. 3d2brs ©F webagages falckididg taeotdifiyllto an
tags, and content of the HTML tags. In this way, an exemplary
exegnlsademberdintthelphe pesseiiveridnrcollects only generated or updated

web pages among web pages linked from a web site, and informs an
As 1llustrated in FIG. 6, a surveillance server according to an exemplary embodiment

of the present invention can separately store and manage an upper false code list'and a lower
normal code list. Based on such lists, it is possible to determine whether a collected web -
page includes a false code or not. Thus, 3) the pattern application list of FIG. 4 may be
determined later by an administrator as a false code or normal code, and the pattern may be
applied to the false code list or normal code list.

The above-described method can be implemented as computer-readable code in a -
computer-readable recording medium. The computer-readable recording medium is any
recording medium for storing data that can be read by a computer system. Examples of the
computer-readable recording medium include a read-only memory (ROM), a random access
memory (RAM), a cdmpact disk-read only memory (CD-ROM), a magnetic tape, a floppy
disk, and optical data storage. Alternatively, the mecﬁum may be implemented in the form
of carrier waves (e.g., Internet transmission).

The system and method for detecting a false code in a web site are not limited to the
configurations and methods of the exemplary embodiments described above, and all or some

of the exemplary embodiments may be selectively combined to yield variants.

13



administrator terminal of a false code or false tag included in the web
pages. Thus, it is possible to rapidly cope with the false code or false tag,
and a system can be stably managed. FIG. 5 illustrates an example of
a screen in which a false code is detected according to an exempla

r .
emb¥lilhehe dniietirediit higanttonm andadsiriipstetiith ﬁ@r.es%&yﬁtéﬁlﬁam
of a web page including a false code, (a rectangular section) is shown. .

BRSO SRAYE EBEF@%&”B@PSMW&O%@YC %ﬁg‘ﬁh@g Q‘%.éﬁ%ﬁ‘fh\i,é%t vanious
chaf063 IR M falp code list displayed.in dhe detectionaindon atFIG, diope

a 1Ng Irorn

es examples of a screen for managing zglfa?se co

of t i(3:1c:n(3]reditri1 _taos gf %%g%;ptl% g%?n%%gi@ag&t&of the pr_esent invention. 10As
iMlustrated in . b, @ surveillance server according to an exemplary
embodiment of the present invention can separately store and manage
an upper false code list and a lower normal code list. Based on such lists,
it is possible to determine whether a collected web page includes a false
code Or not. Thus, 3) the pattern application list of FIG. 4 may be
determined later by an administrator as a false code or normal code, and
the pattern may be 15applied to the false code list or normal code list.
The above-described method can be implemented as computer-readable
code in a computer-readable recording medium The computer-readable
recording medium is any recording medium for storing data that can be
read by a computer system. Examples of the computer-readable recording
medium include a read-only memory (ROM), a random access 20 memory
(RAM), a compact disk-read only memory (CD-ROM), a magnetic tape, a
floppy disk, and optical data storage. Alternatively, the medium may be
implemented in the form of carrier waves (e.g., Internet transmission).
The system and method for detecting a false code in a .web site are not
limited to the configurations and methods of the exemplary embodiments
described above, and all or some 250f the exemplary embodiments may
be selectively combined to yield variants.
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While the invention has been shown and described with reference to
certain exemplary embodiments thereof, it will be understood by those MCSLLP
skilled in the art that various changes in form and details may be made
therein without departing from the spirit and scope of the invention as
defined by the appended claims. M C: 8 P WHAT IS CLAIMED IS: A
system for detecting a false code, comprising: a web server for
WH‘Aa'\éﬁ%r%t@?M&Q Wb site inked to a plurality of web pages; and a
surveillance server for collecting location information of a web page
generated or updated within a predetermined time among the web pages
linked from the web site administered by the web server , determining
whether a previ uscsy set tag among the tags included in the generated or
updated WEEIBZJ%E gtgq;g}gga 2%%%5 ﬁbcr?nr%?ré%laé'and providing the
determination result to an administrator terminal such that an
administrator can check the . determination result. 2. The system of
claim 1, wherein the tag is a hypertext markup language (HTML) tag for

insening inlrmation into th b .and j , - an
B AR e R G R AT S SRR

comprising a database for separately storing the false codes and the
normalrsedkeaa@csandinfptoctiedeteiminadonnfesuation Af sysienphge generated or
detecting a false code, comprising:

updated within a predetermined time among the web pages linked from the web site
administered by the web server , determining whether a previously set tag among the tags
included in the generated or updated web page is a false code or normal code and providing
the determination result to an administrator terminal such that an administrator can check the

determination result.

2. The system of claim 1, wherein the tag is a hypertext markup language (HTML)
tag for inserting information into the web page, and is one of IFRAME, SCRIPT, OBJECT,

EMBED, DIV, and SPAN.

3. The system of claim 1, further comprising a database for separately storing the

false codes and the normal codes according to the determination result.

4. A system for detecting a false code, comprising:

15



MCSLLP a collector for collecting location information of generated or
updated within a predetermined time web pages among web pages linked MCSLLP
from a web site administered by a web server, a loader for loading the

web pages according to the collected location information of the web

pages; and a determiner for determining whether tags included in the

loaded web pages are false codes or normal codes. 5., The system of. , .

claftne8 R (el 55l 15500 ST BraliBtSst iy gl hin o
in the web pages or a web page including the previously set tag among

preddhentigbipagessatcpadingiooiie wollgeted Iooktibfirimforatiosi of deiwetsred by a

pages. 6. The system of claim 5, wherein the tag is a hypertext

markup language (HTML) tag for serting information into the web pages,

aNd<s one of FRAME, SCRIPT, OBJECT, EMBED, DIV, and SPAN.

7. A method of detecting a false code, comprising:  administering, at a

weh senkerfa Webisitelinket togepheaiitingf wehepadesiasbliweting, iafaamation of

surveillance server, a web page generated or updated within a

the v\pergggégggndrqu time among the linked web pages; 16

web

a determiner for determining whether tags included in the loaded web pages are false

codes or normal codes.

5. The system of claim 4, wherein the loader loads content of a previously set tag
included in the web pages or a web page including the previously set tag among the web

pages according to the collected location information of the web pages.

6. The system of claim 5, wherein the tag is a hypertext markup language (HTML)
tag for inserting information into the web pages, and is one of IFRAME, SCRIPT, OBJECT,

EMBED, DIV, and SPAN.

7. A method of detecting a false code, comprising:
administering, at a web server, a web site linked to a plurality of web pages;
collecting, at a surveillance server, a web page generated or updated within a

predetermined time among the linked web pages;
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MCIP searching, at the surveillance server, tags included in the

collected web page for a tag previously set to be checked; MCSLLP

determining, at the surveillance server, whether the tags included in the

web page are false codes or normal codes according to the search result;

and Pr iding, at he surveillance server, the determination result to the

administrator teyminal such that the adminisitrgtér.a miniz{ertigg th$ web for a ta

serEr LR ABHIE R RALGRRT ASEGH FEEN IR UACE IS SRatho o eralifr 'or @ 128

wherein the tag is a hypertext markup language (IITML) tag for inserting
previtfakmationbintddbie:deb page, and is one of IFRAME, SCRIPT, OBJECT,

EMBED, DIV. and SPAN. 9. The method of claim 7, further

comprising.separately storing the false ¢ the normal

BT e e RO R 0 YRR e e ar

false code, comprising: collecting, at a surveillance server, location
falseinfdemationohpentesatechoting datkd sweioprgels; within a predetermined

time among web pages linked from a web site administered by a web

SeVvidin Igg ﬂ%’égs&‘vgiﬁaﬁ%"?éU@&?‘%h%eﬁ\é?errnﬁ'ﬁ’?ai’i’&? RAGRS RGO A nistrator

to the colle%’te ocation information of the web pages; and

determining, at the surveillance server, whether tags included in the o
terminadedhibls fagekranesfelty edaéy BetHthal el ver can check the determination

result.

8. The method of claim 7, wherein the tag is a hypertext markup language (HTML)

tag for inserting information into the web page, and is one of IFRAME, SCRIPT, OBIECT,

EMBED, DIV, and SPAN.

9. The method of claim 7, further comprising separately storing the false codes and

the normal codes according to the determination result.

10. A method of detecting a false code, comprising:
collecting, at a surveillance server, location information of generated or updated web

pages within a predetermined time among web pages linked from a web site administered by

a web server;
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II. The method of claim 10, wherein the loading of the web pages includes

loadi content of a previously set tag included in the web pages or loading ;0911 p
a web page including the previously set tag among the web pages B
according to the collected location information of the web pages. 12.

The method of claim 11, wherein the tag is a hypertext markup language

5 s ioer e el B0y T TRt i

computer-readable recording medium storing a program for executing the
informettwdfahamebpegesclaiins 7, 8, 9, 10, 11 and 12.

determining, at the surveillance server, whether tags included in the loaded web

pages are false codes or normal codes.

11.  The method of claim 10, wherein the loading of the web pages includes loading
content of a previously set tag included in the web pages or loading a web page including the
previously set tag among the web pages according to the collected location information of the

web pages.

12. The method of claim 11, wherein the tag is a hypertext markup language
(HTML) tag for inserting information into the web pages, and is one of IFRAME, SCRIPT,

OBJECT, EMBED, DIV, and SPAN.

13. A computer-readable recording medium storing a program for executing the

method of any one of claims 7, 8,9, 10, 11 and 12.
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