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WO 2005/ 091656 PCT/ GB2005/ 001045 1 TELECOVMUNI CATI ONS
SERVI CES APPARATUS AND METHODS This invention rel ates

WO 00s@bssOmMuUNi cati ons servi ces apparatus and PET/BBA®S5/001045

for use with a nobile tel ecomunicati ons network,
such as a nobile tel ephone system and which may be
applicable to the field of nobile nessaging. 5 There

are several types of unwanted nmessagi ng which
~ 7 ; YMEFTHODS

Nl ace ;:.'cv:.‘.-,..‘e.‘
of t ext '_ s’sagi ng such as S , EMS and the |ike,
Tais Meegiton REatey ekovmmunivatnisesdrvioss appaciiscartdemethods for use
Wi Ehaty i s cgp L  ACHO e 8dgng TEFle S EPES YstsEy and
\&%g%}glgllg% igé ?@plg%béga e fidtd 8PRILBIe meMEgﬁ%ki ng MO

aln refers to any type of unsolicited
nmessage. These nessages frequently incite the

recipient to call_or text a premum/rate number on the ..
e % sevarsh YPREG! WA mess eipe wich Sieqtfyciake pley U obile

téﬂﬁ@xotn}f RlefRdrky, G666 abREx{ R is/ thRS A FhcRIBE Rt PFSs of text
that do not have I nterconnect” charging at%;eemants

mdssdginghmches SMS MM tEMS land 2ie ik, lahoghaile ipsoblem of unwanted

typically targeted at valid desti.nati nunbers,
Bt e o SR o SR E SR VSLS Hedagpg. Tnese types of
unhRedRdsEind ¢ AQYpibally mECHGRBsdtas-he Spam or may
constitute a denial of service attack on a network by
comsipamg SS7 resources. MI (nobile term nated) Faking
refers tQ a techni que whereby messages originating on

25% abRIRE net work' s short nessage service centre

( SVBT fhkRher device are directed at a target

network”s clstonmers. However in this case, the source
adelr 840 Spedfings in the M nessages are faked to nake

it appear as though t iginated f .a .
Bl o AT R G ToRe Thesa et frair vy Gyt the
r%{%@eltltM?_t'bgc%ﬂl QPRkAS %ﬁnglﬁni ﬁ@hl%lﬂlﬁeﬁ&?thet preRxb Gi4f @RyHave won a

nessages, usual Iy conprise some form of
pBperand the messages are typically generated from countries and operators that do

not have interconnect charging agreements with the receiving network.

Whilst Spam is typically targeted at valid destination numbers, flooding may use either
valid or invalid address information. Flooding messages may be Spam or may

constitute a denial of service attack on a network by consuming SS7 resources.

MT (mobile terminated) Faking refers to a technique whereby messages originating on
another network’s short message service centre (SMSC) or other device are directed at
a target network’s customers. However in this case, the source address details in the
MT messages are faked to make it appear as though the message has originated from a
different network. This can make it very difficult for the target operator to identify the
true source of the MT messages, which usually comprise some form of Spam.
Alternative MT faking scenarios may involve the destination IMSIs being selected

randomly or cyclically or taken from a cached list in addition to, or instead of, the
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30 Alternative Ml faking scenarios may involve the
destination I MSIs being selected randomy or

weywbiogmbd y or taken froma cached |ist in addP€T/6B2G06/001045

or instead of, the WD 2005/091656 PCT/ GB2005/001045 2
SMSC address being faked. Al 4hree of the problens so

far described are different aspects of the same Ml

Spam i ssue. A significant aspect of faked SMSC source
aGISESRfaRes’ DetndFakH) OWMelh P& b ?ﬁ'otg@rﬁs 9? e CRREGEA £18'diferent
the deliveries or even disconnected. 5 In contrast,
MBpéato bf Ithee sameyIMiBtSpdin sponf iAgigndiani begsct b faked r8BVIBG source

GRS, B ST o, B R e v

tAsdoandcidd ke one of the receiving operator's own
custoners so that the SMSC wll accept the nessage.
The spoofed originator is then charged for the nessage

SHSDeh. SRV B e o mobi

SOMdiiddBeteEs e (vEtad RO GRrAG0E SHBC.1 In GRS theebr¥ginator is
difficult for operators to'track down the source of

tihedsdo donkdikedpngws shegeeciving @ppratassmwil enstamdre po that the SMSC will
aphe Coh :
LR IR PR SRl Wbl 0 SRl PR e v

itBouphrindil yotisfiginae i6 A@l BY epdafingf Add @diynthe MSISIN NI but also
while allowing the perpetrators to _remajn anonynous,
The mabliceskuding canis {MSG) pRHRS Mddicsh ¥heanghe very difficult for

E@E@gﬂ%‘ﬁ{%&%&%ﬁ%ﬁ@%&&&& e o%&xe@%&%&ss has been

nessage 1s charge nessages t hat
he did not send. MI faking is therefore a significant

obl em for operators but has, u Il now, been very
SR haint GerBopgriessssite PBREm b MY Fakinee gttt Decoming a very
SR B0y 908, GRAY s EOGBIE LS s BB @Thr g

god Yprorwhitd dtowinaitho perpetsaignsde remaint anonyinousin The MT messages
i.ntel Ligent fashion a can detect |ikely occuynLgace

S8 e s TrRibsREY B, porh e v SE SF eiress s
eet faked Do GBO MTB iRestap@ Ub @h@byd PsroRbRiEesanst hd didad send. MT
case,.  only provide detection after an 1 ndicative |evel

éqkl%'ggwpﬁ%e h&igngjcp@tdgyblemaq@p epagtors but has, up until now, been very
hard to control.

Solutions involving content monitoring have been proposed. For example UK Patent
Application GB-A-2 397 139 proposes an adaptive solution which monitors message
content in an intelligent fashion and can detect likely occurrences of Spam. However,
solutions that involve content monitoring can have regulatory problems and, in any
case, only provide detection after an indicative level of messaging has already

happened.

There are essentially four types of MT Spam—
1. Transactions with
- Genuine SRI_SM addresses, ie. both SMSC address and destination MSISDN

are genuine, and
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There are essentially four types of MI Spam 30 1.
Transactions with - Genuine SRI SM addresses, ie.

W oil/0BWEC addr ess and destinati on MSI SDN ar ePCEGBR0VS/001045

and WO 2005/ 091656 PCT/ GB2005/ 001045 3 - Genui ne
MI_fwd_SM addresses, ie. both, SM5C address and | VSl
are genuine. This type of Spam can be stopped by
commerci al nmeans because the source operator can

easily Qe identified th V5 0 o= = 140!
servi ¢eJemins Mt—&lg’%ssﬂ é‘?d‘%%%%%’i fc% aq%gﬁ gﬁ%lcng S04 NIST are
unaccggﬁLﬁp&e level s of this type of Spamcan be cut
of f by the receiving operator. 2. Transactions with

Genui ThisSRpe SkISpaur eansless stoppad by cpmegciglmmeany bsgpuse the source

addresses, eg. fa : ' ent ;
10 andpeaionent srI Bk AL PL TR SMSGIRRER; PRAESKOS servie
MY N@kovikera tHa@pbrsE in Sondaty Mmpctdyible lels Tfahisagpe ohSpam can
with "False SRI _SM addresses, and - False MI-fwd SM
igdrebse@tOfththﬁ@CQé‘a@éPPP‘l@@rSl\/SC address may be the

a in_both messages but still be faked. This type i
of T gﬁ%rg%?t}ogn% woul d not be trapped by any prot ectiygn with
mechani sm t hat Gegmiae y checkeSRF 8M expect echddpessasi ngs but

of SRI SM and M- Fwd- 4. T i :
S s alie ME_Byd_SM agtesssy & TR VG et daUesH gperaton
this e ; T -

0 380 g WA YS9, b s o

by ot keistinggB®A8P. Wil st Case 1 above can be dealt with

by commerci al neans, cases 2 :
y 3. Transactl%ns ' , 3 and 4 cannot with

- False SRI_SM addresses, and
- False MT_fwd_SM addresses. In this case, the SMSC address may be the
same in both messages but still be faked. This type of transaction would not be
trapped by any protection mechanism that merely checked for expected
pairings of SRI_SM and MT_Fwd_SM.

4. Transactions with
- No SRI_SM message at all,
- False MT_fwd_SM addresses. In this case, the SMSC address is faked, and
the IMSI and VLR address are drawn from cached lists, or selected by other

means.

Whilst Case 1 above can be dealt with by commercial means, cases 2, 3 and 4 cannot
since the source operator is not easily identified. Cases 2, 3 and 4 therefore require a
technical solution since the real source network address is hidden. Embodiments of the

present invention provide a solution for cases 2, 3 and 4.

According to one aspect of the invention there is provided a telecommunications
services apparatus for use with a mobile telecommunications network, the apparatus
comprising means for receiving a MAP Send Routing Information for Short Message

(SRI_SM message) originating from another network and operable to forward the
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25 since the source operator is not easily identified.
Cases 2, 3 and 4 therefore require a technica

W 208an91BH6 Si nce the real source network addr esBCT/€B2005/001045

hi dden. Enbodi nents of the present invention provide
a solution for cases 2, 3 and44. According to one
aspect of the invention there’is provided a

t el econmruni cations 30 services apparatus for use with

ile tel ' ' .
SaTE Y LTS8 s 1 ABE o om 0

hbier RhtidD régkteShor the MMRES)E mésshpe, Sleanss $arg edmporarily storing
originating from angther network and operable to

infoumatipni g timgtq@@ﬁlﬁg§%@s;ps@p.¢ DY RYIS 19 BESS s&1d§§f,1§mse on to
gee% \?&?{n%ﬁre%s h8dRifieq %?tthé’ Bri%%%ﬁ% ﬁgdrlf:ﬁ? a3nd ®r receiving a MAP

a response rom-t ocatl on regl ster .
Mobilee TSRhinGivi nBssagd, Shoea Meskage (WM Bwer SMy nstssagieh from  said

information relatin o the SRISM.re e .
epetheibnetweskpaad ‘%’S?aéﬁer d8 pBRfEals ntﬁeom?ﬁ%q‘%g\? kmessage with a
%geSﬁoqﬁ LHESRT Sﬁﬁ Fr)@s?ok/%hg g I4BRI RFoRREIORS She Eﬂ%tus being

recelving a i e Term nated Forward Short i
Wpexablg ao (vEcFuntl Sbatimelyagiert MTofwslaBM massegeselior ndrciothrre is at

and operable to correl ate the S | . _
T, ugEE el Sans e, SRV £ sBt BREREE 46 hd Brefiousty
s JOSR‘F‘_tSI\ﬁnreSP&%e,a!@H@rt@f\/#ﬁssb&heﬂ MUpBWaldM tRsegteain to their
and selectively reject _Fwd_SM nessages for which
réspe@iviesiestinatioatist i nsuffici ent correl ati on between

the MI_Fwd_SM nessage and the previously 10 sent SRI SM
response, and to pass other MI_Fwd_SM nessages on to

tAebiding RSRRANdr\pete Sf kitainveriibn tAeRAS Girmgdddoa ssieddnemunications
aspect of the invention there is provided a hod
seivises rmethpd for ane Wideray mobie HelepampBicains fgtparly the metho

ggﬁllBi:l?lgé %c%?\ﬁﬁg]ﬂrﬂ/lg@t i&%&%@%ﬁrmﬁﬁ@n &t iRek MbSsage (SRI_SM

ng recerving a Rout1 ng I nformation
fndssapRP biigiessg from( fMttBlnemssikagad famialingithierSRE S¥hmessage to a

anot her network and forwar di n& tge S&I ?F\él e sa[g)e to. Lr to the
fere Ipertian; BRIsIEgTeSpe 3 LeBPHYOR PESIPES € P O h
WSI{/P&Q%%QQ tfex?x?bl%}if}f stofink qﬁonﬁﬁio‘ﬂ%dl@g@aﬁethe SRI_SM response

tenporarily-storing i'nformation relating to the SRl _SM
raed passig saahespass dnip & actd/orleadsyessddantified ag theariginaing address,

addr ess | i fi. as.th rigi nat i :

Receiy o8 AYTAP g st e e SR BT, PR SM message)
Yess a9R1 (MBieyCheBlbike 288 08 rrel ftingMisaiMT aPwd I8V nebsage kwith a
and correlating the MI_Fwd_SM nessage with a )
previously-sent SRI_SM response using stored information, detecting and selectively
rejecting MT_Fwd_SM messages for which there is at least insufficient correlation
between the MT_Fwd_SM message and the previously-sent SRI_SM response, and

passing other MT_Fwd_SM messages on to their respective destinations.

Other aspects of the invention provide a computer program for implementing a method

as set out above, and a storage medium storing the computer program.

According to a further aspect of the invention there is provided a telecommunications
services apparatus for use with a mobile telecommunications network, the apparatus

comprising means to receive a MAP Send Routing Information for Short Message
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previ ousl y-sent SRI SM response using stored
i nformati on, detecting and selectively rejecting

wOR0FMelleSM nmessages for which there is at | easPCT/GB2005/001045

insufficient correlation between the MI_Fwd_ SM
nmessage and the previously-segt SRI SMresponse, and
25 passing other M Fwd SM neSsages on to their
respective destinations. Qher aspects of the

Iégﬁrrg't @M g{}:sgargg)/frgﬁl ﬁloﬁfégﬂé{%fk REPQr B 4" thd SRy SREIYNIMkssage to

sef out above, and a storage nedi um
shdLRgmehss worgesitve rthe HAR sumespdfseAtocsnidiiSRJ_$M message, means to

further, aspect of the inyention, re.i rovi ded .
TR, Pl o108 e B 4O sk SRLAME RDTSE: 84 fp ass said
(E:’%%Bﬁs% SELE G BHENGRd BESvoREt IRk Kapph ABISPRPBEAESEprises means to

rising neans to receive a MAP Send Routi ng
redereneaM Al MalrileSharmtinatéss Eeryard\Bho d¢0agec@ET_Fwd_SM message)

PCT/ GR2005/ 001045 5 Rl SM nessage) from another, . .
TSGR SHat oAU A0 (h SSUSITF TF Tegnshi WABOSPEA igformation
%&inﬁﬁ%&@ioﬁ@%@ﬁt\/ SRI %M He&pohisd. EBIRO BfFaritds S@iogeable to reject

nessage, neans to ;eng;yquly sto[e i nformati on
T i PM anesarges SHTwBivhribergdh se comalition bgtyseendhe YT_Fwd_SM

response ,on to.the oria i WOr T a

PR g gy SEls SIS FesplaSE e AR BARE Bt Sewa s
TeissHgBabe t theirwevpactileaiektindtissage (MI_Fwd_SM nessage)
fromsaid another network and to correlate this

nmessage wth stored information relating to a

rey| ent | e.rT .at u . .
DSHARI §5 oL M SRR TIB SHOBA oo
itcledognmmuricationt | servitst weparatash éorMiseFwithSM motites agecomndurications
%%ﬁft%pp%g%%gggggynéﬁi %ntgﬁgqq?yqq%&ﬁﬁg qusﬂelg(t)&%{g Information
?ﬁéﬁﬁcﬁ‘?ﬁeﬁ’ e (?ﬁf_@“l\ﬁ!xﬁ&ség@) ;?rgg{d hﬂdthefrl{‘lfekb@ﬂk AANBTbrvird the said

I nvent i ere 1s provi a telecommunications
S&1\SMasesapgratoaaru LR, mease taniechive thoBILIRSs response to said SRI_SM

t el ecommuni cati on wor k, the. t co i Si

esiEer DeTisc L PatDy HST SURETATH 1o e Moy Nk icPB oy ang gpeans to
drarﬁ‘(?%&ﬁfg enfoRMRAtioPMeIHBR § 36 Said Inficdifi e SRNSM R&pvekand to pass
to forward the said RI SM nessage to an HLR

ﬁgé meodified eepanse on ke theloriginating pefeek-t §he apraratny fuggiger comprises
TEFERE B g SRR Bl 4 Mkl (B8 v

intkQgBRifican Jakl ahothgr etvedk dandd b fdoedlaBRIthiSMuesaponeieh stored
and to pass said nodified response on to the )
srfprRationi TGRS i PreViops senf R AMUSSHATSE- HEle apBRRgIISd gperable to

reject MT_Fwd_SM messages for which there is no or inadequate correlation between
the MT_Fwd_SM message and a previously sent modified SRI_SM response, and for
all other MT_Fwd_SM messages to restore the modified IMSI contained in the
MT_Fwd_SM message to its original form, and to pass these MT_Fwd_SM messages

on to their respective destinations.

According to a yet further aspect of the invention there is provided a
telecommunications services apparatus for use with a mobile telecommunications
network, the apparatus comprising means to receive a MAP Send Routing Information

for Short Message (SRI_SM message) from another network and to forward the said
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20 neans to receive a MAP Mbile Term nated Forward
Short Message (MI_Fwd_SM nessage) from sai d anot her

wmeindoieseand to correlate this nmessage with stPCEGB2005/001045

information relating to a previous sent SRI SM
response. The apparatus is opgrable to reject
MI_Fwd_SM nessages for which there is no or inadequate
correlation between the MI Fwd_SM nessage and a

il
PR B AT B B e RBP RS0 rnietp 2t SRIsM
In\Shageo neanmdmodify ASI informatioBNinrthe SRJeSMaresfomse and to replace

i ginal . form. to SS ese, -E messages
38 T oo dhe pRaPHRS gl SKESMRgo8 s means o
Yﬁh%cfrhh’iiyhﬁbreaﬁxﬁﬁﬁi_ atiBh rélBeng BY 8481 ABdikEE rS?{I'_S;"l}/lpfe‘é’%d 15 qncluding
a 30 téleconmmunications services apparatus for use
wortg athaotriginalt ¥IL&c addressi @ad i tonpass rretdvaddifigcheesponse on to the

BRI Ab PP Rl o ol b oSl rfive 2 MaP Mobie
Measingel FoeiranSHde Maeids0 (MTaFddt OM Qhdkedad) then S@id another

WD 2005/ 091656 PCT/ GB2005/ 001045 & SRI_SMTessage to
aptwariRandie gerrelgter lisemowagan withy stered rinfoppatinn telatingitd a previous

' L f in

B SR, RSS20, B0 Tsfod s PR SO bses o
wihidh thée iampafraﬁmg?aw c@sclatich l?d%@eéiﬂhe@ﬂrf_ lﬁwa__qman@e@@lge and a
means fo tenporar|ly store information relating to

BlEVIPUShent e SE S Mstsernsee.i andi foriath gths Mbdively Svhaessages

- - V r S . a i i - » -

Bl e AL 085 cABOLPBBUT B Bl (o grigin
farm, e repdanepthe slestinatiom addressr eitkithee odgilkiPstdMeti VIER address and to

Term na 0 rd Short Message (MI_Fwd SM nessage)
PR DA M- moR G Pk LR (oS DETe e SRtons <
nessage with stored information relating to a previous

sent SRl SMresponse. The apparatus is operable to
Thg duvenfipn Fxdl SpWnbe sikeeribefloby Maywhf eambler withsrefimeme to the

i n: i ti het . the MI Fwd S

AL GRSER PRl ER Tt B G oS E 8 rorence.
dma¥r imWhieh: heFighfe_Fugiio®d/ m&&ﬁg@iﬁ/ﬁmhp of gsle@SrBmbiRations services
nodi fied I MSI contained in the Fwd_SM nessage to

nparads asroming togppmbodimens phihe inveatigeist i nat i on addr ess
T e o
L S U iy S o

dest i FigttedhshowkSmessage flows in the apparatus of Figure 1, in accordance with

the embodiment of the invention.

Referring to Figure 1, the apparatus includes an SMSC 1 in a Network A in
communication with home location register (HLR) 4 and an MSC/VLR 5 in a Network
B, via standard GSM text messaging protocols. It is arranged that certain messages are
intercepted by a processing device such as an SMS Router 2 (which may be, for
example, one manufactured by Telsis Limited), and which may also be connected to an

internal or external data store 3.

It is useful to describe an example of a mobile terminated SMS message to aid

understanding of the problem that has to be solved. Figure 2 shows message flows for
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The invention will now be descri bed by way of exanple
wth reference to the acconpanying draw ngs,

wao boosiglesat which |i ke parts are referred to bRCT/GB2005/001045

references, and in which: Figure 1 shows a bl ock

di agram of tel ecomruni cati ons~servi ces apparatus
according to an enbodi nent of 'the invention; 20 Figure
2 shows nessage flows for a general case of nessage

el jveny, ' I o ;
AP ies Gt B bpscheR IRl 2B ARG 1%falure and 2
enbediemntuceéssile rduy afici ahe fbbaiter ngecomebi guaileble, again. The
t he apparatus jncludes an, SMSC 1 in, a Netwo Ain gf?
SWPGHNE 8Rithis fgure INdigates| the S9GUGRCS Algmetsages iPRymepsagy flows are
R iMRGiM:-R 5 in a Network B, via standard GSM text

nmessagli ng protocols. It is arranged that certain
mes3a@Ri_sShefromforignamiwdkBMSCe bosesilhy devi ce such

b S SURFoB PBIre o P ELIS Ca G e Hgy R ST

COnSEQUeChi @ N1 deliKr9afiBhpOb MBCAVIR! data store 3. 30
It 1's useful " to desciibe an exanple of a nobile

t er 6 (BMB delBivBy fdbisaipdicatiomi d  under st andi ng of the

propl at_has 1.0 be .sol FiQure .2 sh

Pl ot S5C FeresB oslitied SRR 88§ Tt e JE Nt duta
gengr o ckpdwdgbmantidpSMsSOessage delivery, involving an
initial late Tailure and a subsequent successf ul

r et Py Sabsasiber resurssisad MbeVidewdorsas BLRi | abl e agai n.

The erin this figure indicates the sequence
of %%8@#5$M§bﬁessage flows are as indicated: 5 3.
SRI 1 BI¥HIr oWl firorh Eo@ipnnetwok SNSESE Hontdd#ERHLR 4. SRI SM
result returned to forq%intgn SNBC.__cont aji ni

addieSRIgHM e retursed forforeja &?ep?ﬂi@flylgg\%rlghgﬁr%and IMSL
qué(%g%\v@ﬁa%pg%egwe&?é bWigcivide cation 7. SMSC

reports Ivery ure to HLR, causing it to set
nmes $addessaget forngarded o hand@t8. Acknow edgenent to SMSC.
9. Subscriber returns, and MSC/ VLR inforns HLR

If the message delivery succeeds first time at step 5, step 6 becomes a success

acknowledgement, and the process jumps to step 14 at this point.

The problem is that an unscrupulous operator may take advantage of this open process
to send spam to subscribers, and may modify source address information in any or all

of at least messages 3 and 5 to hinder identification of the source. This is called MT

faking, as previously described.

Figure 3 shows the location of the SMS Router suitable for intercepting the relevant
messages and implementing the present technique, thereby preventing the problem of

MT faking.

The message flows are as indicated:
3. SRI_SM from foreign network SMSC to Home HLR, intercepted by SMS

Router
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10. HLR alerts SMSC 11. SRI SMfrom forei gn network
SMSC to Hone HLR 12. SRI SMresult returned to foreign

wWEkBS09went ai ni ng VLR address and | MSI. 15 13PCIMEB2005/001045

Fwd_SM del i very attenpt to MSC/ VLR 14. Message
forwarded to handset. If the Béessage del i very succeeds
first time at step 5, step 6 Decones a success

acknow edgenent, and the process junps to step 14 at

RS, AT I8 B SRE SYG ViSRRI oaiing VLR
send ddress 0 subscri bers, and mapdnodi fy source IMSL

address information in any or all | east -

messad®s 3 S¥id Rovies farvaidt megrese 19 S@Lﬁ@&m by edified IMSL, and
source, . Thiig, | i n s i Vi .
descri é@.ﬂlg’S "E?%ﬁ%‘heegl‘g: oa\f\lsﬁp%g%ieg%%alt{?ﬁotﬁy osg&t% elngc')\;glatlon for
Rout ersubseqherttl e f ovalidatien cept iafig t heMfel evadelivery attempt.

e A AR R T L
mssaqﬁtegﬁgeé@tbgrmggoh{yi cated: 3. SRI SM from foreign

net wor Hone HLR, intercepted by SM5 Router
WO 20CHEVIO Roafes vEliHiaGRha0 Ble0dligay at®mpt nsreleMdatasinl its store for a

returned to foreign S ' 2 tai pi .

Uk Aot Re e SRey Stk Se gt i MEAE'M delivery to
mes saggstpvIBasing Utesirdd) IS hacEdedtdfell, VAR address if modified,
optionally nodified VLR address. SM5 Router stores

i nf or reghdrgisefiodis@rdsthe egssrge- val i dation of M delivery
o B M o ressage deLvery
Rouy ersMetirgiireslelifaty faiee deHLRetushigtienyset mebsapesaiting data.
data in its store for_a
8. Acknowledgement to SMSC.
9. Subscriber returns, and MSC/VLR informs HLR
10. HLR alerts SMSC
11. SRI_SM from foreign network SMSC to Home HLR
12. SRI_SM result returned to foreign SMSC via SMS Router, containing VLR
address and IMSL
12b. SMS Router forwards message to SMSC, but with modified IMSI, and
optionally modified VLR address.
12c. SMSC attempts MT_Fwd_SM message delivery using modified IMSI,
intercepted by SMS Router
13. SMS Router attempts MT_Fwd_SM delivery to MSC/VLR, using restored
IMSI and restored VLR address if modified

14. Message forwarded to handset.

If the message delivery succeeds first time at step 5, step 6 becomes a success

acknowledgement, and the process jumps to step 14 at this point.

Preferred embodiments of the invention modify information in the SRI_SM response

by changing the IMSI, and optionally also the VLR address. The IMSI is preferably
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corresponding previous SRS SM If so it attenpts
MI-Fwd SM delivery to 10 MSC/ VLR, using restored | NS

wapasoessor ed VLR address if nodified, other w&BGBR005/001045

di scards the nessage. 6. SMS delivery failure

indication 7. SMSC reports degivery failure to HLR,

causing it to set nessage waiting data. 8.

Acknow edgenent to SMSC. 15 9. Subscri ber returns, and
MRS+ 0¥k Fn 1ava R SRiséd PanAék thil 3 k@ FérSa SWRGakly toSEBdabe, and which
fromforelgn network SMSC to Home HLR 12. SRISMresul t
cbanges &t each fossegerFoswsanpicdhsive Reugitsrof tho BT enuld be replaced

VL ad %P 00 lgb‘;’tl lsmﬁlltﬁmﬁé&ffqy . @(;ésﬁn&?ﬂé %foxnlé BYBb&Ring a short
&Idoﬁ{‘ allslcyehﬁg @bcﬁueaae ¥ Bigid do es IMS1L 8 by TG yaig etiptt farts of the

M nmessage delivery using nodified | MI,

|1M5ér et @rwtllaﬁ,r e RV ey pq%lbﬂgms epists ety thig aspegstof the invention,
ol 05 PRy 7 A o e

forwarded to handset. |If the nessage delivery succeeds
first tine at step 5, step 6 becones a ?ucces

dbrrioasied M or RqalisreatiieorpEsentaing of dhe mundificptign made, is

i A RS Rl SR svsc
stnercé Malressadd aht i desthdtipnaVER hddredsl Befarkd thes SRI_'ISM response is

b L S 04 PR
E'tﬁ@seﬁﬁé Y a brgnddas Hﬁlﬁbexat@ heCH usENBRAK %n{p%’ tl@e’iﬁlﬁmwn pseudo

nessage. For exanple the last N digits of
a:ansﬂlodl teshnigpesaicen engiehthat rihedemestaniom oiimbi¢rg parglot be in use

natiyel be done by appendi ng a short
‘i[ﬁlﬂ? Y %"Fﬁ%%’g%&%e of digits to the IMSI or by

m)d|fy| ng other parts of the

The purpose of changing the IMSI is to ensure correlation between pairs of SRI-SM
and subsequent MT_Fwd_SM. The security of the correlation is improved by also
comparing the VLR address and the SMSC address. This prevents a Spammer from
caching SRI_SM responses, or using previously captured MSISDN/IMSI/VLR data as
a . destination list for messages. It also ensures that both the SRI_SM and the
MT_Fwd_SM come from a genuine source equipment address. If the source address is
faked in either or both of the SRI_SM and MT_Fwd_SM, then it is not possible for a
correct match to be achieved at the apparatus, and so the message will be rejected. This

is the essence of the present technique.

If the VLR address is also changed, then it is changed to point to the global title of the
apparatus, and the original VLR address is also stored. The purpose of changing the
VLR address is to ensure that MT_Fwd_SM messages arrive at the apparatus, without
requiring any special routing or redirection to be undertaken by the network operator,
and in this scenario the protection works for all subscribers of the operator even when
they are roaming. If the VLR address is not changed in this way, then the technique is

restricted to protecting subscribers in their home network; IMSI modification must
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to-emulate. The nodified IMSI, or an alternative

representation of the nodific bl on nmade, is

tenporarily stored together vvlth the unnodi fied | MSI

and preferably also the SMSC 10 source address and the
Iy SR WhE 8 i th

trar%sﬁr%n t(li?r%doa%% ?%éggﬁ SuilBt rshoufvg be ecﬁls%/{rl{l tﬁg(?ﬁwgg’ and the

t vpraiof must anmadgd toaﬂrdct\/ﬁlese mbssagad vibthetapparaasdy olttier aeans.

random nunber technique is used for exanple, then

known pseudo random techni ques can ensure that the

SWHEn bAMP B0 M mERRROANESs Aithd'SBparfibisiu} |3RGRHS Yeainst stored

W t hndi fterent | I\/ISIIns. 5%@0 Tlhe purpogpalr chasﬁlgl ng t %geams store

I JMBtrmiasiom GSHR€L s@rco nddbsst (VAR Iaédrﬂaemqo aiodifieglf INGS)-t8Metermine
ubsequent MI' Fwd SM, Th cur

cBhst it RSP aER ty it SIOrE oS AR Pid IMSyinormation sent

3AdhE SRIFM rbdpRnMMRlasEstde iRty Yéﬂe%td@rlﬁvcﬁ@msa ISBRWRY Fwd_SM

from caching SR SMresponses, or using previously

capssageedf HBTeSBINOl NBEh Vo Fege parametezpingthe dtasei then herMT_Fwd_SM

b PR TSR ke R FRCHREs BlGheob b BBty posicve,

efigh Vs noadlh @SR dgdrherit bRing GHiittRCR esithe ©8i irﬁttm% aps&@sitor.n
either or both of the SRI_SMand MI Fwd__ en it is

not possible for a correct match to be achi eved at

1iﬁx?ceatﬂg qﬁ%&@ ha%%eﬁ%e@ﬁ?%&%ﬁ:a&ﬁr l&el%@d rlﬁﬂll&% Eéj in%essage was

essence 0 e prese tec
tarkdd Rithdtle émord meﬁslag&'s tolsand) ddg’, ih WIhldht cass thehSMSéljlshnmcatmg

int tq the glob title of the a tus
dﬁﬁtglf Wé?heﬁ/L‘PS%l@dﬁ‘@%“ oge Lnare, H&S%ﬂgs 2@@ %M request. In
GRANEHSE Gnk fk%orea’te%t@diy 666 dbl%tefdoa&{‘%‘a[yﬁ bE h@hséw withda bsequent

nessages arrive at "the apparatus, w thout requiring
aif_EwdcSMIimessage. ng or redirection to be undertaken by
the network operator, 30 and in this scenario the
protection works for all subscribers of the operator

eMRNsteE ﬁatatxﬁ@/ algd @réf@@ﬁlyl'& givén hhiget\hd? t96idAIBS 0 sécon@d, so that
chapé;ed in this way, then the technique is restricted

SREIVIndpts alslse thanethis isnexpivefl rand ins usehlaoThis enymes that an
OASEGRE R ndHR YR8 R90 FAP 8RS HatHE A0a/ R0 Phat 2 ehed or

sold IMSI data is useless. The lifetime may be renewed if a message arrives with the

‘more messages to send flag’ set.

If the modification is correctly present in the IMSI, then the modification is undone,
and the MT_Fwd_SM message is passed on to its intended destination. Other types of
modification are possible, that still retain the essential principle of requiring the
SRI_SM response to be returned to, and used by, the operator that wishes to send an
MT_Fwd_SM message.

In summary, operators can force an SMSC to use the standard message sequence,
using genuine addresses and without being able to use cached SRI_SM results. It

means that perpetrators of Spam will either be automatically blocked by the technique,



only be done on nessages to subscribers who are
currently not roamng, and the operator nust arrange

W@ 00diosed t hese messages via the apparatus byPOI/E82005/001045
nmeans. \Wen an MI=Fwd SM nessage arrives at the
apparatus, it is matched against stored 5 information
(SMSC source address, VLR address and nodified | MSI)
to determi ne whether a corresponding entry exists in
t he. r The i.fied | Wl JLnf ' i D .
G LR gl OB ot M g TBED ARbecs il 16 oty
| ddplbutabld foethd/Bolrsel ofdyhtoRedloadiey ndrinal bahmetcsal pRessit b be applied
to these paraneters in the store, then the MI Fwd_SM
negEhigEe ARgssHéoHeened to be faked, and may be
di scarded, with optionally positive, 10 negative or
no acknow edgenent bei ng sent back to the originating
olpesoadhoas therabodhrem@y shithe ilnentibe dascsibad abdeensy be emplemented,
entry i s del eted, unless tqﬁgnessa e was nmarked w

ith |

tHdeashif} parhulsingeaftvrase sieplicd pyocessing Rpparpiug 4t @il jhe appreciated

Do i : S . ¢ .
o SBmblE SRR prblng uck SRRl ol e 4PRRS nedivm by
t Whish suchen ¢drepuegpregraenis siprédsara enviskeged tae dspeenid ofithe ibveention.
reused with a subsequent MI-Fwd SM nessage. The
stored data may al so preferably be given a lifetineg,
typically 30 seconds, so that stored SRI SM data ol der
than this is expired and not usable. This ensures that
an 20 SMSC uses the normal procedures for nessage
sendi ng, and ensures that cached or sold IMSI data is
usel ess. The lifetime nay be renewed if a nessage
arrives with the “nore nessages to send flag' set. If
the nodification is correctly present in the |IMI
then the nodification is undone, 25 and the MI Fwd_SM
nessage i s passed on to its intended destination.
O her types of nodification are possible, that stil
retain the essential principle of requiring the SR SM
response to be returned to, and used by, the operator
that wishes to send an M Fwd SM nessage. 30 In
summary, operators can force an SMSC to use the
standard nessage sequence, using genui ne addresses
and wi thout being able to use cached SRISMresults. It
nmeans that perpetrators of Spamw || either be
automatically bl ocked by the techni qgue, WO 2005/ 091656
PCT/ GB2005/ 001045 11
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or if the sender chooses to use his genui ne address,
messages W ll be directly attributable to the source

wopesaesq al | ow ng normal conmerci al pressur ePCDGB2005/001045

applied to achieve a cessation. 5 1n so far as the
enbodi ment (s) of the inventiofpdescribed above may be
i npl emented, at least in part, using software
controll ed processing apparatus, it will be
appreciated that a cogguiBvISProgram providi ng such
software control and a“storage nmedi um by which such a
conputer programis stored are envi saged as aspects of
the i nvention. WD 2005/091656 PCT/ GB2005/001045 12
CLAIMS 1. A telecomrunications services apparatus for

use Wit hya AoRideBmnfunicatiesso ¥aides abpinsud) ForOlise, whithea mobile
appar atus conprising neans for receiving a MAP Send o
Rout i ng fletfcomatnicationbret ®pns: thenppaatis cCoOSRIisBYI meass feyapceiving

o e AL SRR D (P PSS SR s

regi st erorigib@iny from hewbirvidigork aed pPpesblef fooforwhitethe SRI_SM
hone | ocation register to the SRl _SM nessage, A neans
for tenp@esirgs (o adomedpratigniragisiehancans fpifeseiving a spopse from

SRI SMr id.r .
Co 3 net GoTp gt IRERAPIPHEIESH nitlefy HapE T M orarily
addr ess, storimgirdfofnmtionaekting g the SR SM éspenséemidi opatabik to pass
Forward Short Message MT - SM fromsaid

anot her $761 TRPRISA 70 16 ﬁé}(eawrgvéﬁsr%% ERARA b o GRetrating address
MI_Fwd_SMEARSR2G6caidihs atMINEE YA Verafite SPbrwaMi Bhort Message

response using stored information, the apparatus bel ng
oper abl e(MB_Ked M mesmdgeke ifont isaisl yneibee etk Fal Siperable to

e NS, e S R o s o

corr el at {8i¥ e

previ 0U5ﬂe¥p&1§@hsi§§' stopbdl ﬁrﬁb‘ﬁﬁ’a&ﬁﬁ; tiRNghpafatieBin® bbeabiMo detect
Fwd_SM nessages on to their rezfectlve desti nati ons.

20 2. Appalrselestivelycisiest ML (Fovee SM mmessagen dpiwhicy thetgnis at least
for modif vifgien! NBirelabR" BAWED il M‘F_F%%_—SW message and the

response.
previously-sent SRI_SM response, and to pass other MT_Fwd_SM

messages on to their respective destinations.

2. Apparatus according to claim 1, including means for modifying

IMSI information in the SRI_SM response.

3. Apparatus according to claim 2, wherein said means for temporarily
storing information is operable to store information relating to said
modified SRI_SM response and operable to pass said modified response on

to the originating address network.

4.  Apparatus according to claim 3, wherein the correlation
determination is made between the MT_Fwd_SM message and a

previously-sent modified SRI_SM response.
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3. Apparatus according to claim2, wherein said neans
for tenporarily 25 storing information is operable to

w@@seiend ormation relating to said nodified BR/GBXM05/001045

response and operable to pass said nodified response
on to the originating addresgynetwork. 4. Apparatus
according to claim3, wherein'the correlation 30

determination is made between the MI_Fwd_SM nessage

and a pkevio 5 b fif :SRb .
5005, 00 1ete RS AodtBL b il ), r%gjfgtp Chim 4Owherein the

accor di n§ViSd noddifying2meetsaismp8rabie tl mipiacd thevhiiiter lochatien register
| M5l nodi ing.rregns ]gf erablet%ere Iacgthe ) )
visitor PSS dh iRegtREEM SiRensssthen ff dfporarily storing

r esponse,ehhea{BReRSoeibld 8IRAGRIM 16 SbRS ih@goriGginzﬂ visitor location
information is operable additionally to store the

ori gi nal registért addressc and ohe Slestuyitioneaddaekdr s steplaged] byhthe stored
destinatign address.is. .replaced th t or ed

or 1 g nal CUPERE SISTPG SABHEh SRS gl APBLS bhieopassed on (o the
bei ng pa&gg&t% degtidalign. respective destination. 6. A

t el econmruni cati ons services nethod for use with a

mobile 10 tel ecommuni cati ons network, the nethod

conpri sipg regelyi.n > Send. Rout ing .| pf or mat i.on .
for Short: Mes atﬁéc?%ﬂ%gﬁ%%%ss ggrg}"e o‘?‘f"‘g‘u%% a?olr ng -t Wd&r\ a mobile

anot her fadcoBinkuriditioh® mesrdtkehet ARt &Bﬂlﬁiﬁﬁﬁ%ﬁG@ceﬁ\ﬁngl a MAP
hone | ocation_register, receiyvi n%l a response fromthe

home | ocaendbrRopteng dpgrmegon hiorsRhom Mdesagre, (SRISM - message)
LemRor ar bl YinBfY 408 anBiB! ARLLA add oAb dlfheliRe SRI ISHE message to a

SRI SM r esp passing sald response-on
net wor k halde desationd expistér] eccedwing he respogsendtannghe home location

address, receivi.n Mobi |l e Term. nated .Forward .
Short MeS8S{E 19 W%ﬁg%ﬁ%é%“a&’é?mfﬁ storfng la%m%?n relating to
net wor K meobmosmse%?%%e dnl M@Mﬁ%ﬁ@ﬁ@éeﬁ%wm&k address

previ ousl y-sent response using store

i nf or mat identificibasihriongintidg eddress, ireasiving @ MAPdobibg Terminated
1P SUTESTSG53, Gl Rr I AT B g s ot
nmessage giWofgndE@ Mgl e SENtFwd_SM message with a previously-sent
SRI_SM response using stored information, detecting and selectively
rejecting MT_Fwd_SM messages for which there is at least insufficient
correlation between the MT_Fwd_SM message and the previously-sent
SRI_SM response, and passing other MT_Fwd_SM messages on to their

respective destinations.

7. A method according to claim 1, including modifying IMSI

information in the SRI_SM response.

8. A method according to claim 7, wherein said step of temporarily
storing information is operable to store information relating to said
modified SRI_SM response and operable to pass said modified response on

to the originating address network.
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SRl SM response, and passing other MI_Fwd SM nessages
on to their respective destinations. 25 7. A nethod

wa@emsnghieng to claiml, including nodifying | MSPCT/GB2005/001045

information in the SRI SMresponse. 8. A nethod

according to claim?7, whereinypaid step of tenmporarily
storing information is operab}e to store information
relating to said 30 nodified SRI _SM response and

oper abl egt 0 pRsenefidd 4PoBididLdid SRS ], OWhereth L8 correlation
originating address network.” WO 2005/ 091656

PCT/ GB20d8cngingi® i3 4made Abetwetmwdihac MT dFwd SN cicasage and a

8, wherein the correl at.i erm nation is nmade

bet ween PH&! Zﬁﬁﬂt_%ﬂﬁﬁh%‘gsgégﬁgﬁﬁs@nsepr evi ousl y- sent

nodi fied SRI SMresponse. 5 10. A nethod according to
claim7, claim8 or claim9, wherein the | M|

modi fyi n§0-st dpmethod gegaiding te elaime g) elain 8 loe clpim Pt wherein the IMSI
| ocation_reg. i 0 he .SRI. .SM.resnonse,. th .
Step of TERSRS Slopye ShaRRG 10 rlF ot Viont G EH Ayt Miress in
addi t i ongkl SRI GM tresponkd)ether sigh Nefl tetFdrddly sto6ad |iBfdrmation is
regi ster address,  and the destination address i1s .

r epl acedonsyatle additionally terstqie kg ongiank ysiterdeeatiogryegisigr address,
regi ster ; k g - .
Feapect | R L B RAdrclt 1P RASEAH B Uk bl yisitor Location
i mpl enengegister addresstietorabeing gassgd oa tathe respeetivaf destinitivh.

6 to 10. 15 12. A storage nedium storing a conputer
program according to claim 11.

11. A computer program for implementing a method according to any

one of claims 6 to 10.

12. A storage medium storing a computer program according to claim
11.



