*XYe3el F<(d. 6dT/5!( ° 1 -1 METHOD FOR DATA BROADCAST BETWEEN A LOCAL SERVER
AND LOCAL PERI PHERALS The present inventjon belongs to the field of

i nformation distribution in electronic f1orm particularly in the case where
this information is sent with conditions of use. 5 The information can be
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the transnmission. It can al so BOGAMPERIPHE She Internet or be
avail abl e on a portable support such as CD-ROMor DVD. 10 The probl em that

the present invention exam nes concerns the transm ssion of a decryption
key or kéye pfesemtsnventmmbeloms fAcﬂ'tBr fietdg of infarmatiom disftibutien tin @léctranici n

by a secrein ey TEANLTh P FasewBER T fRaTatcnlf selvih RS S HEL e

information is received by the nultinedia unit that wants to use 15 it, to

whi chsi s Tt riefore@tibhecarcbel by several tysesrubtichreas atheniaUdtd/‘adeéermusloalt he
security unit the rressage containing the key related to the information.
The | at t HOGAMMEear §AME PR owner of the security unit has the rights for
decrypting the information. If this is the case, this security unit

decrypts 'I‘H?@ui?ﬁﬁ’pﬁf@n s}?f(g?‘rﬁréa}ﬁltfeﬁ |ﬁ%]rfcﬁ‘r°pt 'fér'n’irﬁﬁj%)ﬁjsef?r%%hfroﬁ&etl;i'éﬁsﬁhﬁ@lon

| atter decrypts I on hod sa ies a use o

i nf or mat |Ibnanra|sb1tb@ dwnlmadedlfrcomemealntemet suble awilableaopay poeiabled support
receiver. é@ bi)' x the data are viewed by the television. This
met hod i SY& tasa p‘? use of these sane data by domestic

peri pherals. By donestic per| pheral s we understand all the peripherals

conngpt edrfed préislerd tHat! t‘hb”Fl‘é'séntl ventiBn dexXhiek Codciitetad i@ pRInsAissibni df guch
as a home. These peripherals can be a personal conputer, a digital video

recor der desrmthnlcgy Olbke)@rmftthlﬂlnf@@aﬂéﬂorder a nobi |l e phone or anot her
nobil e nul ti medi a readi ng system 2 In this configuration, the

| ti nedi Iy : d
The. pr obiAphg 8 S RafRn el iRiriaRaiein ﬁfé“f'%ﬁ%fﬁt,%iﬁ;?é‘én @ﬁ%ﬁ% tSat a
from thi shearkdy bokeys agd enapypited Iblyf‘@rs@bﬁet lyceartaimgdtin 4 isecev@nqume reputed
descri bed above this function is_ sinp not allowed a ens t he gat h

to a trarswplablenthus, sbediforsatien i EEW@Medt bﬁét%ﬁmlqrﬁﬁd'@fuﬁ'ha’“"é a0t$H &0 H§
abl e 150 Gpntd %Apgs USRI " <Hlf aé AnngHeCmlideuta BRRPIEIER td%he

frame “of 't al ght S nent) concept transm ssion
bet ween msroupltgeualtsthesmeasagea«tonta]nmg the key related to the |nformat|on The latter
verifies that the owner of the security unit has the rights for decrypting the

information.

If this is the case, this security unit decrypts the key and returns it to the multimedia
20 unit so that the latter decrypts the information.

This method satisfies a use of the information or data in the muitimedia unit such as
in a pay television receiver. Once in plaintext, the data are viewed by the television.

This method is not adapted to the use of these same data by domestic peripherals.
By domestic peripherals we understand all the peripherals connected to the

25 multimedia unit in a restricted geographical limit such as a home. These peripherals
can be a personal computer, a digital video recorder, a palmtop, or another MP3
recorder, a mobile phone or another mobile multimedia reading system.
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encrypted formand a progranme is in charge of the decryption. The
docunents 10 WO01/50225 and W00/ 13412 descri be such a process: to obtain
the right to decrypt the data, the user- fost request the supplier for a

| i cence, which Iicence is acconpani ed by a decryption key. Wth this

[ i , fhe, ! : i ght of di to th daliti,
def i ned i 11 T conggiERongdhe ayedts i wafkeans cbibeal saréar Rirthe $etente
use on thserﬁbﬁérsrs,eranddw%rbﬂegﬁrdri@e@r@hén we Hdvel tm%g%m fRPERBRMES oPne

al l ows abusive transm ssions of a content out of the mestic envi'ronnment,
and t he otegrypled daja fiosa this tinitie opewfibe peripheralesnt s any use outside of the
central nultinmedia unit. The objective of the present invention is to allow

the type APy LIRS R&dinBle Gediibeaaie 38 TROCRT I SR ok Al al
that thi soperethe ethao anramsmigsiohetoather tisergavitheyiotite siyspller o thedfatageingi ng
or the belonqlng | ace of the peripherals. This objective is achieved by a

t r ansmi ssaRIf 1EPAAl 1he 568§ pt ed data between a | ocal server connected to
one or several l|ocal peripherals, this |local server conprising security

means in g Bthef fi i gty Of e A5 o
char act er/i&‘?zdc;e F‘r?o It%at I }(‘1 ét:g%glﬁ]stt gﬂ;éé]t:e H- ﬁfrtgﬁsf%é'ﬂ% i %fg tbﬁe%n@%%ggﬁ (I:I?zliqhz;[s
from t he Maoagement)eiconcept, pbei praesmiission ebatwaeni pgriphenais hie ¢arristd ouplhin a

second right corresponding to the part. necessary,for, the.dec tjon of the
data in (RERPALIEPLARY S programing ds jn SHATGR B the deciption Fia dcslments
secon® r i MO TB02BE EncP WO 0RM 34129 deSYrilsd atichi & prockls &9 Wbt&in e RighPXot he
security nmodul e of the |ocal server and the security nodul e of the

per i pher adlecrypt thendatay thegisenimust geguestrthghsupplier jon adicence hwhichdigence is

Fraht i cRecarepartEd bV SREALOS koUW Risdliesh s, B8 adtiasilaes B R F e
per i pher adcodrdingeo ané nyddtitied Aefinby it ite fieerurd gehahdlly al gkt SPadsedstatkash

place in two steps. In a first step, the local server accesses the service
of the suigpriRsivaig useendhe differepheamestinpefiphgrelsof use of the data. There
exi st 10 nunerous solutions in this objective, for exanple, the purchase on

the 1y ergeindys fg@?gﬁﬂlg;acﬁeg,r S %IIS@E%W&i@ﬁaH@Mis&ﬂn@%ﬁé ‘&Egté&{ef duft'df 'the

t he supplier sen ssage 1 n encrypted formcontalning t cryption
key of thdordestic efieconmght, arfd thecother iistoa aesteattve becausepiti pravemtst drey fise m

of a decryption d viewn rogra . This exchange is carried out
advant age%lﬂad? q&“ﬁcﬁpﬁ'\é\b@gltﬁﬂ%‘ﬂﬁﬁrﬁgﬁ asynmmetric key, 15 allowing to ensure
that we transmt the nessage only to this single user. This nessage is

transm t teife tabjédtives OF Uhé t predBAt litventioh BXETRIIewatHeomasticdirahsmfdafsr ®f of
decrypting this nmessage and of extracting the key (or the decryption

Ipr oglr anmegenditignal gegess Uﬁt%witb?@d"m'&aﬁﬁb@&me Wﬁ@y@dﬁﬁnﬁw thatds usedeand athe
oper 20 ol A pGaRRERing in A< Ao SR FBIPL BTG, BB 206 BReBiine

capabl e dfmit batHd uging loethelpelohgirghsiac@eéthe peripherals.

This objective is achieved by a transmission method of encrypted data between a

local server connected to one or several local peripherals, this local server

comprising security means in charge of acquiring a first right of use of these data,
25 characterised in that it consists in:

- transmitting the encrypted data from the local server to a peripheral,

- extracting from the first right a second right corresponding to the part necessary for
the decryption of the data in the peripherals,



where the data would represent a video, the operating software will be the
vi ewi ng progranme. During the use of the,data in a |ocal peripheral, the
encrypted data are transferred to 25 thi's peripheral. According to the

nmet hod of the invention, this peri pheral also conprises a security nodul e
that may have s veral forms B’l%’?jn CSI?S'St of r.a_chi

directly’i ﬁ? prl gcgﬂtg Ise8Pn8f”%hStg%F E'Qé? gglqnpagwgolfﬁ%

control Isve@rﬂ@td_ e Detplerforhtl B9CthePsédurity eiodilet dfethée ficaP iseprerPamdy tage
are transmtted in e gf[{}l]pted formto the several peripherals connected to

t he | ocalsesgriempdule afithe pai®hemli on is carried out by a pairing key, that
I's, a key that is unique -4 and specific to the couple fornmed by the
securi ty -rtrahgreittistg thisesecard righdreneryied te the losauperigharddul e of the
peri pheral. Thus, only the considered peripheral will be able to recognise
t he cént r-cdleorwbtmg’rwtth dhe hete ot threypditing tkey the segbnd gight withethd aegurifjhineans
i nformatiaon is essed by the security 5 nodule of the peripheral that
al l ows tHIt b?@\ﬁ?‘ﬁg Fﬁ? the video em ssion or of the game previously acquired
fromthe supplier. A characteristic of the invention is hence to allow the
secured pulegigingby the peripherahel theneryated dala bydie second right. t he t ype of
perlpheral considered as long as they are included in the definition of

" donest i cThis Thethodgliakeapiade edtwa stepsl. ds i first step; the localsseroen acgassesrthe t o
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and q@nsi mirfiefdusdsslatichd Mo tils WHjSktRet A6 ¥Rample, KRy mﬁéwmhﬁesmcemet by
nodul e of the |ocal server and the securltY nmodul e of the pe heral during
5

an initi aneeasiobs gREcardrAr hepgy television: &Iuﬁhth%ﬁhpﬁﬁl%re‘%ﬁ B Mmesgaas

for the t. T, I I j ey,
which is éaﬂiﬁtggjfgﬂﬂ gﬁ%@” ase((jié?(‘?w5 oreg%ggﬁél Q%tg 'Fl‘i’e ?@hf"o?ﬁ@ﬁ%ﬂﬂoh
key pair de&ﬁmbrel slppligte#e thelfbrmgok@yﬁeenwtlunlmuavdmﬂingomtegearmn'fe)rThlbe
set formed by the security nodule of the |ocal server and the securjt

Tocul o ofSXGRENGE: ISpREHIEE. OVhaAVANGOBRHFNIrG & PETOBYL VEEH #hESYTRRSTiScHeY,
serveglz a ) is used
eit hgr5 togleoﬁgﬁ@tet) eﬂﬁ‘é@d@?wemﬂe ggleaﬁ‘?%gﬁ%?h%%@%eﬁ@g@zess. on key
which is unique for the set connected together but not constant. If one
appar at usThisnnessage isniransoited ¢ the tsleeuritycmocm&f fer exiamp‘reﬁ smarksae)iiny

7 or e G158 GLAREDRYNE M ESHARe,nd P P aenernS S8, [T Ther deabRBhTT S

| ocal Ser;Fr%@Té’fhﬁ\églnTW@'kg? Wil @é’@s@bﬁb%é&?ﬁi e RRtE OO théiF luseagh the local

perlphera o avoiad that”all the nei ghbourhood of a user is considered as
"donest i cservehe nunber of paired peripherals will be limted. W can al so
i magi ne a

20 The concept of key can be replaced by the concept of operating software. In fact, the
data are useless without the programme capable of starting them up. In the case
where the data would represent a video, the operating software will be the viewing

programme.

During the use of the data in a local peripheral, the encrypted data are transferred to
25 this peripheral. According to the method of the invention, this peripheral also
comprises a security module that may have several forms: it can consist of a smart

card or a chip directly integrated inside the peripheral or of a software solution.

The control information such as the decryption key or the decryption programme are
transmitted in encrypted form to the several peripherals connected to the local
30 server. This encryption is carried out by a pairing key, that is, a key that is unique



limtation of the type of peripheral, for exanple authorising only one
personal 30 conputer. -5 1t may occur that one of the peripherals does
not contain a security nodul e and that the exchange of rights in encrypted
form cannot be perforned. This is the case for exanple of a portable

2t hor | s SPEPRRIMIRS CRUBIAEREY hersemly Fodilerah eS| ssiver eoe e

exanpl e, %dﬂrﬁ@%dd@é‘éfﬂh@b%ﬁ@rél' see its resolution reduced, but enough
to allow the portable termnal to viewit with its screen in a |low

resolution node. The interception of such a transmi ssion by a third person
does not Toys,cyeythenconsideredapryighesal \mﬂdwdatdettorrgcma@ﬂw cortreldnfosmatings

dogr adat | TRCERALER HE ppebetRofiBfiaie BB ToRRaush i bRERsERTRY Mashilly

for exanminedale ofthe derphenaltthangllcive et viewing ef theNidst emici 8t 8Bthedgg#mande
of realisation of this enbodinent, the right of use of these data is

di f f er ent PHENiQYshagqiredfsemthe sEPPIRY- data are transmitted in encrypt ed
form This right can be in the form of another decryption key (or another

decrypti op (ﬁ%frér‘r’lgﬁ& c bde i‘?}%?ftn@fgfs"ﬁéh&f?o ét@%% kAl e@eﬁﬂrﬁﬁé%é"& Qbtd aﬁﬂer

data, for exa one frane o ever ra vi eo Sl n anot
case, t hethpefronﬂmhm wiihesit fimit cofdh’eetype a:fsmu:nphetey condideeed asHoag adetheyedte

Shoe, oot ine e BeE U eiBE BT ob LY B i s Y
t el epfonetragsfeR¥aMe ehedd p‘é’nPheﬁ‘Ps bei$l$é fdefiile i Itiné (%rftfdﬂfr@“théiﬁtths%ﬁse
use of the transmtted 20 data nay know certain restrictions. Accordin to

a parti culhankenteodherepairing. (Tihe mvmgt inethodhis slesptibed iof thew@iowm%ﬂit

condi t 1 oroa7 EPFAek Spoteth RBEATG B Babe Grich AR ke Pl f*beds‘e%uthe

peri pher amddulc oprtHe Nechlo seiver exrtimhe selcubBe niduldicf thengefipéral tdiging an
foll owi ng categories are 25 foreseen: A category: no transm ssion of the

right is ailefisaticreahase. ddizkey s memorisedrmbalsi idesand irused far the tr@mrsiers
aut holrg S gfc'l t the nunber of paired peripherals is less than a threshold b
(5 for exanple -6 C category: the transmission of the right is only
authorised if the nunber of paired peripherals is less than a threshold c
(10 for e'klalsmair)in@keatoegw ;atsottbmat semsion key,omhich is lyeneratet ors remlest based
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to Severaunlaug%hdccﬁinsﬁrﬂ%rl’h‘écﬁtq@(nﬁéd %Qﬁ’é%é\ﬁ Enﬁ&%léb@ﬂ%ﬂo’%’él 8é&rveRaRlai n
text, even in degraded form is not authorised cat egory

t ransmi ssthenseaurigynimodide lafrthe eperiphiepalr Viihen she commanlnat@ Hebween ithg local
20 server and a peripheral is initiated, the pairing key (or keys) is used either to encrypt
and decrypt the data flow or to generate a session key which is unique for the set

connected together but not constant.

If one apparatus wants to communicate with the local server, it must necessarily
pass through an initialisation phase, during which are carried out controls in terms of
25 quantity and of type of apparatus.

The security means of the local server are in charge of administering the pairing with

each peripheral. To avoid that all the neighbourhood of a user is considered as

“domestic”, the number of paired peripherals will be limited. We can also imagine a

limitation of the type of peripheral, for example authorising only one personal
30 computer.



- nmodul'e (cryptographic processor). This list of categories is not

conpr ehensi ve and can al so be conbined. Jt is possible 10 to integrate the
notion of a maxi mum nunber of transm sSi‘ths to the peripherals. This all ows
the supplier to determine the policy he/she desires to follow regarding

Chosen cdt BBYrgPott MR an il s eSiiera sias aft it S8R 7 IO S phbf
the fol | eMé RScHShGE 0P Fights REeREyPtddforhEaindTaYE peffOfrAB@NTRIstiS the&agBfexed

figure, which is given as a nonlimting exanple, and that describes the
st ruct ur @xamplgicia prdabie: tesaningl having avemell sizadsserepne ik this asen thenjagal

exarl & RENEolen BlirRiBd e Hansmif i i, W R Surtee i B et dormic Fer,
| ocal 5sergs@mpt®: a ¥idebltrarsmhiksionsiibses itsaesdlutioh hedulsddy buT ehough kealow siee

The acquisition of the right of use D1 of the data DT can, be dope at the
same ti mPos@ableyterming toatewdt with dlsescaegm In adowdasalutgn maode nEhe interceptiond
step, ev a I erg.hin , | fot [T ~gan
rer ol y bl asbthectahdissiE Y & i "pofh: dboke (D Rreter o il 8aat of 10
ri ghts f drobteastingbevausethetohtent hiagmot 25igh added v@luse t he pur chase
procedures are carried out, the right DL is kept in the security nodule SM
of the Iqc server, HS. This right contaips the indicatiqns of. the oriain
of the ddndne iosecs AR g SRRt 4B ARFrBRYT aBHE ool i St
prevggt itative i | bally TR hAttiAl 4 PUROH he BONtBAL.
Iocaﬁaser eJ'taI&%/,eKIa p %@%thﬂe)gh%éﬁ??nfggtﬁvy\e%nyt he secluy: tg nodul e SM and t he
| ocal server HS is applied. The considered securi ti'/h nmodul e SM can now only
communi caAesoriing toreemosle=0f realisation efibissemborivnentathe,dght ofise af these datan

£ connods diftesern SIS e Wifre the Hald oF uahaB G if Bfich/e), Fi s 1°
pocket caighttedin b&Ak thd @dm o’ftraho%hélebeawﬁii@m K8Y.(oFanbtier dévepstiaresdfthare) ! s

is paired with the local server HS and thus has a specific encrl%/itl on k?y.
The el ectthehonlyhauthsuisesrthgopartiabdesapdion efthe datal for mammle enefame Qfon

of dq%a Rﬁy}\ﬁglf%sge@r iot %ﬁ)%t in plain text, but in a 10 degraded quality

D
mode. °Dur ata in a peripheral, the | ocal server HS, nore
precisely the security nodule SM transmts the right D2 that represents
the part Inemesthar yadartheperidhersipdoesnnot cantaindatsectiityomodute guch phaefined
This right is stored.int security nmeans of, the peripheral g., 15 Wen f{he
data DT a2RPen U?iceme%éugﬁke PRy riY opRLA é?DéHt’,%“r PP‘?rEg%é’jéP%F w?%?“%’he
latter t%é!%?gﬁaé%d?ﬁ&eﬁe'\%y.d?htshwgé BF tperiPRBRA 04 ben at hRbile Nefsphoradfdrhe
using rul es. "For exanple, a progrdm paid once can be watched three tinmes.
The ri ghtexaroplevant svilll beeciassified in laodifferentt categanycnbese esepfpghedransmitted
i nvol.ves (3\ maxi r’r&l nunber  of tvi sual i sations fixed at three. The operation
of d&dr ypt3taANaY KPAW GefaD BRWSHARe 20 peripheral can be performed by the
peripheral itself or by the security nmeans of the peripheral, according to

t he chosencédrlirg R bapamidulafEmbedingnt of ahednbeontions rthe adudptier iofitka@tdontentt he
limts of use transmtted by the supplier FC to the |ocal. ﬁer¥ﬁr HS, ;i\re
report ed ags0ciatepeai ppRrgition "of transmission to the transmitted right. This condition

determines in what measure this right can be transmitted to the peripherals.

According to one example of use of this condition, the following categories are

25 foreseen:
A category: no transmission of the right is authorised,

B category: the transmission of the right is only authorised if the number of paired
peripherals is less than a threshold b (5 for example),



When the case is a nunber of uses by the peripheral, this information
contained in 25 the right D2 is processed by the security nodul e of the
peripheral. |f the nunber of uses is def®ned, whichever the type of
peripheral, the right D2 contains the right of one use, each new use having

necessari to be req ested to t sec e SMo t he | pcal server
e Thar | CeatCaR; LB SERsissin 6L the SaRt is Bnbustthorised fthepmumpge of Pared

per i pher abériphbtals\i§ tess thaf.a tﬁ?@éﬂcﬂ'd@ 10% a‘?ﬁﬁl@ iment of the i nventi on)
t he pai r?‘hg bet ween the | ocal serverqand I?ﬁ‘e peripherals is performed by a

uni que ke5 that is coomon to all the peripherals. The unique pairing key
cont ai nedDigategery| theatrapsmiasion of thearight ist erly autherisashas long asdhetsatsi only

encrypt ecoWEPRBEREE per fyms ot Beritiellinds v bisfeRFloric P BUNg iehomissive, o

| ocal FertopdenerdlMP8 eendérsi ordo $evdFal hinigtizabvideadirdcdrdend) server (HS)
conprising security neans (SM in charge of acquiring a first right (Dl )

of use of th se dgha DT),. charac erlsed inthat it consists in:
transnittFeg f&stseaswawp text, gy inegraded {rm, isiept autharised o
peri pheral, - extractlng fromthe first right (D1 ) a second rlght (D2)
cor r espongigageddiyt e RBASARIGHP RAGH yl &thbfied &6 b éﬂf)hé’r%lé)t:oﬁ%% taasé&]f
the peripherals, - encrypting ythe security no cond r|
(D2) by n@@dgledfcr)@ttp@napﬁl@m%smém fic to the couple forned by the
security nodul e of the | ocal server and the security nodule of the

per i por a s shPaRBbHEE Ty bRt CorEBIeeRSTR FREEHR Ao coftings L BGarHT

(D2) 10 t hotihegpgtetthi notioRTS MbxiniLim PRIMBYTSTatansmissieny B tHidpédgherate! Ypt ed
data (DT) received by the peripheral by neans of the second right (D2) with

the intentj.on of 0 eratlng them 2. A transm ssion nethod of encrypted data

(DT) accoT'%!?r%J ows theaswpnlier dafetetnainesihe P@'Wh’?ﬁ’shﬂé’qsi"ﬁﬁtto(fgﬂowﬂﬁpaf@nﬁn
oper at i ”gdgjﬁégff@g%nghéﬁéﬁeegéﬁ 3o (MEktice dn{r\%rrehf" i2bs Sé p rﬁ chosen
ata ( hat

encrypt ed according to arm1 ara teri se errg
(D1, D2) d¢ategomyecryption key. 4. A transm ssion nethod of encrypt ed data
(DT) according to Clains 1 to 3, characterised in that thefirst right (D1

n.sbour 139 g’ it defBR e SRoel Wby e, Foh ot irelcuingrieselleqc™

second r i gd¥criptBn wiaers MKk @Teﬁéﬁ%é%tthér@rme&%dq’(fjgtﬁénWhidl"Pi%Sglvén & a non-
transm ssi on net hod of encrx ted data (DT) accordin Claimi4
a

char act erlimiéingi examale, t ang dhab g@serikess tb@nstamtumwm c\ultllpbnﬁeoﬁmtth@dt obédhef

accepted 6. A transm ssion nethod of encrypted data (DT)
accor di ngngéﬁt@?‘ 'g%}iem%%tragct erised in that these conditions contain

i ndi cations of the level of security of the accepted peripherals. 7. A
transmi ssindhisnfeigbice) ap$uplier pbcedtematC Ofe)s theodatdiDin A@co@jmgrtt)éthe example
char act erl sed in éhat t hesg conditions cant alrl i ndications ? xhgum
nunber offeREgsented here, | tr@@ﬁfplssmn IS carried by Internet to a ocal serve

20  The latter stores locally the data DT for their use.

The acquisition of the right of use D1 of the data DT can be done at the same time

as the downloading of the data. It can also be done in a second step, even from

another supplier. In fact, the supplier of the data DT can merely be an intermediary

and it is necessary to address the holder of the rights for the acquisition of the right
25 of use.

Once the purchase procedures are carried out, the right D1 is kept in the security
module SM of the local server HS. This right contains the indications of the origin of
the data, the conditions of use such as described above. In order to prevent any



"8, A transnission method of encrypted data (DT) between a |ocal server (HS)

connected to one or several local peripherals) said [ocal server (HS)
conprising security means (SM in chardg€ of acquiring a right (DL ) of use
of these data (DT), characterised in that it consists in: - decrypting by

t he | ocal HS).the d ' i i .
tr ansn ¢ (IET RS EoRLEsRa L rodule S RRER aRtoRT ford Rbigt 18, o aing,
towar ds an@HdniiA ttween W%@&m?hﬁgbme S HROee 1dedisevert HS ik @pplied. The

peripheral. 9. A transm ssion nme d of encrypted data (DT) according to
Cl ai m 8, cohsidetedseewityimoduiaiSN ieanrmayhenlysormmusicatewithyans logakesyver. thgv ng

encrypt senaanal pBA pobinlalots U e ekie 8L act & Sea i n that he ri ght

(D1 ) is an operating programme of the data reducing the quality of output
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15 When the data DT and the right D2 are inside the peripheral, it is possible for the
latter to use said data inside the limits depending on the content and the using rules.
For example, a program paid once can be watched three times. The right received
and recorded allows that a purchase of a program involves a maximal number of
visualisations fixed at three. The operation of decryption of the data DT by the

20 peripheral can be performed by the peripheral itself or by the security means of the
peripheral, according to the chosen implementation.

According to an embodiment of the invention, the limits of use transmitted by the

supplier FC to the local server HS, are reported to the peripheral.

When the case is a number of uses by the peripheral, this information contained in
25 the right D2 is processed by the security module of the peripheral.

If the number of uses is defined, whichever the type of peripheral, the right D2
contains the right of one use, each new use having necessarily to be requested to
the security module SM of the local server HS that is in charge of the global
registration, that is, all the peripherals involved.
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- transmitting the encrypted data (DT) of the local server (HS) towards a peripheral,

- extracting from the first right (D1) a second right (D2) corresponding to the part
necessary for the decryption of the data (DT) in the peripherals,

- encrypting by the security module (SM) the second right (D2) by means of a pairing
key specific to the couple formed by the security module of the local server and the
security module of the peripheral,

- transmitting this encrypted second right (D2) to the local peripheral,

- decrypting with the help of the pairing key the second right (D2) with the security
means of the peripheral,

- decrypting the encrypted data (DT) received by the peripheral by means of the
second right (D2) with the intention of operating them.

2. A transmission method of encrypted data (DT) according to Claim 1,
characterised in that the right (D1, D2) is an operating software of these data (DT).

3. A transmission method of encrypted data (DT) according to Claim 1,
characterised in that the right (D1, D2) is a decryption key.

4. A transmission method of encrypted data (DT) according to Claims 1 to 3,
characterised in that the first right (D1) comprises conditions of transmission towards
the peripherals, and in that the security module of the local server restrains the
transmission of the second right (D2) depending on these transmission conditions.

5. A ftransmission method of encrypted data (DT) according to Claim 4,
characterised in that these conditions contain indications of the type of accepted
peripherals.
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L #HSU& ()§ ) - - A QA fmbdi8R: mefod PBEREN L KhtNERRBEMBN a local server (HS)
connected to one or several local peripherals, said local server (HS) comprising
security means (SM) in charge of acquiring a right (D1) of use of these data (DT),
characterised in that it consists in:

- decrypting by the local server (HS) the data (DT) and degrading the quality,

- transmitting these degraded data in plain text from the local server (HS) towards a
peripheral,

- operating these degraded data by the local peripheral.

9. A transmission method of encrypted data (DT) according to Claim 8,
characterised in that the right (D1) is a decryption key allowing to decrypt only
partially the data (DT).

10. A transmission method of encrypted data (DT) according to Claim 8,
characterised in that the right (D1) is an operating programme of the data reducing
the quality of output of said programme.



