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A METHOD AND SYSTEM FOR AUTHENTICATING A USER WITH 

SERVICE PROVIDERS USING A UNIVERSAL ONE TIME PASSWORD  

 

ABSTRACT 

 

A method for authenticating a user with service providers using a Universal OTP is 

provided, wherein a first request is received by a server from a first account on a mobile 

device of a user, wherein the first account is registered with said server; the first account is 

associated with a plurality of second accounts of service providers; the server transmits a 

Universal OTP to the mobile device, wherein the Universal OTP is not bound to any 

particular one of the plurality of second accounts; a terminal device of a first service 

provider inputs said Universal OTP and sends a second request to the server, wherein the 

second request comprises the Universal OTP and identification of the first service provider; 

and the server determines a corresponding second account of the first service provider 

according to the Universal OTP and identification of the first service provider so as to 

transmit information of the corresponding second account to the terminal device for 

authenticating the user. 
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