; #3%&' (e3e6D889>>C6CT6DOR' 22 NOV 2004 Psgudo- Random Number Generator The
present invention relates to a pseudo-random nunber generator an? NOV 2004
particul arly although not exclusively to a generator for use in
cryptosystens, for exanple a public 5 key cryptosystem The present
invention, in its various aspects, may preferably be used in conjunction
with a variation of the encpypiis ) s [y g s

the NTRU PCT patent applicatio S fEe—NTRY pat ent
application”). However, it 10 should be understood that none of the aspects
of the invention set out below, or defined in the clains, are restricted to
use in that dpegiréseot ouatontrelaliseoinpendd-padommuniter gardraus aab paticslarly
further extends to a conputer programfor carrying out a nethod, as
descri bed bef ,ué’§ ”d’é?’é@?sﬂ‘éez‘rﬁcf %ﬁg@é%?ﬁéf PrelngtyReryptes 1 Br gwrpiie &y PElisgr am
and to g phy§g}¢@gypg§{,§térﬁf whi ch carries such a conputer program The’

i nvention furt’her extends to an apparatus and to a system which is adapted
or configured for carrying out such a nethod. According to one aspect of
the present invention there is provided a nethod of 20 decrypting a cipher
pol ynoni al aTheiprsert Preniianelikdy viriowsmopdcts, mpgy grajerdbbyrpetuserginacdnjiuadtion

pol ynom al a,_.where.a = * d q) .and g.i s an_.integer; (,b) 1.ni ng,
on the basi swé% h%l ’ Pé:iff ﬂ[1)'30 ‘;‘gr{gl‘%lﬁ"éﬁ ﬁng yﬁﬁﬁ%?ﬂ%ra?%"ﬁ&%ﬁvﬂa?ﬁ%ﬂl tgg h\aetﬁb
decoded cor r el paterRAgplichtinOtVO 25/083)3 CeieENMR edﬁ‘&bﬁlfbaﬁ@@fﬁ | DbGRLeOkt
coefficients of the trial polynomal a are |ike t o have caused the
failurddto dehaydd;be(indprsipgrduibet ngne pé theanweets edff theiinvantion sebebf belosnte t o
define a new;t# i al: ial; and (jij). enpt.i.ng to decode the cipher
pol ynoni al ad%fillile?gmt eé{%g{vg\; %rla i’r%ﬁ%@%&%d'{s%/hngtt}]ngtaﬁ%emﬁcgmﬁmw 2004 Thi's
approach, of attenpting to identify the individual errors, and correcting

t hem where pogsiiflationl oW RrBUbSERRE RhrilddCLE888 thM %B&hgéet?}?%%r%e%rp” or

art approaches of attenpting to cor_recf the entirety of t _
pol ynoni al aCargyipg it gnaethodyi ehdetcribedibkiony 25 ditasicamdrepkesentatives of such a

15 computer program, and to a physical carrier which carries such a computer program.

The invention further extends to an apparatus and to a system which is adapted or

configured for carrying out such a method.

According to one aspect of the present invention there is provided a method of
20 decrypting a cipher polynomial e using a private key f comprising:
(a) Computing a trial polynomial a, where a =f* e (mod ¢) and g is
an integer;
(b) Determining, on the basis of the trial polynomial a, whether the
polynomial e has decoded correctly, and if not:
25 (1) determining which coefficient or coefficients of the trial
polynomial g are likely to have caused the failure to decode;
[(if) adjusting the said coefficient or coefficients to define a new trial
polynomial; and
(iii) attempting to decode the cipher polynomial e using the new trial

30 polynomial.



To increase efficiency further, the algorjthmpreferably attenpt 2t &0V QPM
determne, a priori, which coefficients of the trial polynomal are |ikely
to have caused the failure to decode (when that occurs). Preferably, the
coefficients are sorted according to their .... 10 respective expectations
of being the cause of the failure to decode. The coefficients are then
taken in order of expectation, largest to snmallest, and are adjusted one by

one. After e of - hey attenpt to decode the cipher

ool ynom ai 1 <, BAGIhTEF s ol | Rlephl BTl BpEEFRS) ibATaRcURE  hema
fails, the newtercpesibiesalows @ subist@tialinéBsse il RiRidisy beagﬁto%qrt%bfdacﬁ&%f

ci pher polynom al-.decodes, or until the attenpt to 15 decode is abandoned.

In an al t er n3tFVBIRE PARFETRRR entietf thedommadyncoriaer, el gt ofcepwithmartiakngmay
be cal cyl at e¢hgil;Qudled@w for the possibility that two or nore of the
coefficients may be incorrect. Wth this approach, thé coefficients in the
pol ynom al are sorted according 20 to their respective expectations, singly
or in groups,.aof being.the cause of failure to decoede. The coefficient or

group of coefPilRFERESINGENY fWaherathy algeritmpprcteatilp Atterapts hedeterd]ing tagetiers,

create a newWyidigkod?8ti¥mne s : i |Ls, -the next coeffici or
groups of cozg@:_ﬁl glé %rr}]é,;lt 1{ af :%%giiﬁﬂi%{éi%ﬁ%rg?ﬁ & glagijjcagﬁeﬁetﬁﬁgﬁ?&&eto ;th
process is r otdves)ci eraplo| she @ik ftcieptsone sbite QRO Sy t@thent i

t he att%rrpt to dqcode i s..25 abandoned. The_a prjori expectation of a
coeffiditent &FPEF'S eéP%"S 105 0238@&“&? eES oh Hiergilymdo dagpde. offhe keeffigiantsr e t o
decode may berettgée Rt ROorA6CHTSbaGatd v A6 )l es.
More specifi cgl |y, the expectat |bo_nat_mailIaggesg%f%%%gﬁé%ﬁ%ggéjggﬁg%%K?ﬁ_gg}’so
proxi mty of Afise cpehs pdiasineat, oo frtlieciagampt &l dewdt dha cipher pblynestiat defrhiadd ent

value, or to redefi ned Xi Jjum an 1 ni num r.equi red

val ues. V\herIé"':ls'teﬁ(—':?%t2t lrl(-:"\lg Wp%)%ﬁi;%cpu‘%% H‘PEYSPOB’é n &glﬁ%gﬁg’%ﬁeﬁbcqeég@tmtdéé]ﬁq ve
resi dues moduiad. g. TN mpedal iNECkiG agliet GbERbmIAR oo R thAKEI B/ 2
Al ter I’IET[I vely, where the trial polynom al has been reduced to the ast
absol utle resfefipes! feeg t hen the expectations may be based upon the 5
proximty of the coefficients to g/2 and/or to - g/2 + 1. Alternatively,
they coul d be based upon proximty to the values gl2 - | and - g/ Z. The
proximty of It he deidtivei @ringerabuies mord bempleg datibmas of gJolihoptiald el SheTaY
be used as th@ @nt&y pq'&ntz tﬁiean ehr_or-correcti on | ookup table which
defines or aSEPEEEY 1 AP UETT TERysRbing e twva ror axpre alathe saetiicients magfler r ed
enbodi ment, {feerrb@l YWoiH tAls adpi b A t ' i's
based upon the absol ute val ggsﬁgﬁqﬁg&g%(g%?g?%%tpgwn ngaoleafflsog%lggﬁat%%;n e
adj ust 88 by EddieHgesRsciive e¥pesiationactnghgof rognops, anf Heitzethe abussabfUdiluibtoher e

appl i cabl e, i.ch the coeffjicient .is to be noved, up or down,

may be det er%p%gg'n?ﬁl?%ﬁ@%%%gnta%c%?m R CqestiGiRms Bﬁﬂ’aﬁbﬁg@g?tt‘aﬁﬁ?“%nésdg% to

decode the ondjgitadto cressagrew tFHuPpshbMialt e t0x 34ls, IR c&ffﬁ&igfﬁt (Erﬁ%r‘dh}?]&e?t
shift.

shift can be calcul ated in advance, along with the direction o
20 Accor di ngot oefhgichr iSal@febtangf theneppremriatt iadjustnieatse niade.pr oltid pebcassmit hod

of validatin : . rising. ,(a) representin he .message
as a mssage%g 33%2%6%{%% %B J@?%@?P@?ﬁeé%@a%‘e“g@|“§Fn5§{]?r%ﬂt g‘i @ecpg?ﬁﬁ a
ci pher 2pol ynatmndbned( c) hashi ng together inputs representative of the

nmessage polynom al 25 and the cipher polynomal to create a hash output;
and

The a priori expectation of a coefficient or of a group of coefficients being the cause
of the failure to decode may be determined according to the respective coefficient
values.  More specifically, the expectation may be determined according to the

30 proximity of the respective coefficient values to a predefined coefficient value, or to

e



(d) transmtting to a recipient both an encrypted nessage defi ned ?/A}he
ci pher polynom al and information based on the hash out put. The hg hNOV 2004
function inputs are preferably concatenated. 30 4 22 NOV 2004 Preferably,
the hash output is transmtted as plain text to the recipient in

association with the encrypted nmessage (for exanple, concatenated with it);

ent (0 11 ot aa L B R IR R L M B tota s

sent (eg it could itself be encry

“si gni ficant | pe¢myedused te doulchstyositive Wigfnes HRIIRESAGE pielefi RUCLKAbie A\l
reci pi ent rna%wgq?n?ftl Em val) dation of the transmited encrypted nessage eby
checki ng t he TR BEThiR #4gaihismativels- whare theatrad polynpmial has betroredtbel to

out put & mat Eh (oo Bacoded ucs nocBar W TR B8 i Prdesed vy do

out puts match, the decoded nessage ca

not mat éh, 1QreximityetdueefEssage Ehand/or e g et e@;ltemﬁvél%lﬂﬁlg{' cB@iggom al

may be represented by a.serjes of bits which are packed to byt es
Rt SR DRI g

before transhisgitgA 18 VAlHEA/2 it 80d ha/hash function. Likew se, the
ci pher polynom al may al so be represented by a series of bits (preferably
two bits per 15 coefficient), and these may be simlarly packed into bytes
bef ore bei ngThagrreemityhé thesohiittians valats toaké bicdbBekd @lRObYNOMEsaha;PBS G4

cryptosyste n tends nore generally to a nethod of validating an
encrypt ed nengssé%eg{ggxﬁ&ingsl Pgan E%I‘B%Wﬁflii%k%@biﬁeg@ﬁf@e@@wm (06 4soisth I

ci phertiext; 2éndiky thraskiengr t.aae i atlyve.of the . o .
nessaget ext and ?ghe Ci pherte‘gtﬁ {a(t)l@%r egfg%gefﬁrgtg%@%ﬁp%&eﬂfg%%p?l }18“&1 @1
transnittingcdwred sbedt grrenenddh expecetionyipt lededrepeagke dbidlmedvabyest BE the

ci phertext, ahggl;pfiormation based on the hash output. 25 By hashing

t oget her the nessagetext (plaintext nmessage) and the ciphertext, and
transmtting the hashed value to the recipient, it becones virtually

i npossi bl e f attacker updetectably to nodify either the nessagetext or

r a ; : : : . .
the ciphert egtc.oefﬁ”f‘é’it £ROe adivabest by eddling teeit oo sulssinglfog: ihas fintegmavelde by
the regkpi entynatd dpdiRkble t @e MG b the 3 stemthen preferably rejects
the message. To prpgl/en'g this in orﬁn%%lnﬁgecgﬁf;f%ﬁ)eangéseﬁ) 68" nfoVed, Sup or down)
may be determined in advance according to the parameters that were used to decode
the original message.  Typically, the exact amount of the required shift can be

calculated in advance, along with the direction of the shift.

20 According to another aspect of the invention there is provided a method of validating
an encrypted message comprising:
(a) representing the message as a message polynomial;
(b) encrypting the message polynomial to form a cipher polynomial;
(c) hashing together inputs representative of the message polynomial
25 and the cipher polynomial to create a hash output; and
(d) transmitting to a recipient both an encrypted message defined by

the cipher polynomial and information based on the hash output.

The hash function inputs are preferably concatenated.

30



S 22 NOV 2004 back to the attacker, the preferred system does no?rz'[ g{({ﬂ[ %04
the sender of whether the received ci pher‘]t ext was valid. The pla ,

nessage may, in the preferred enbodi ment, be a binary representation of 5 a
sequence of bytes, each byte being representative of an al phanuneric or
ot her character in the nessage that needs to be transmtted securely.

the present invention there is provided a

According to h f ]
met hod _019 pr gfe ef%téﬁr’jhga% f%?l?/g’ﬁ %%@ést té?ﬁsfnt‘% 45 MAINERI R he AFERPY SN ATSaiatinnk |
conpri sing: 48th( e @bgﬂptﬂdn@eiﬁs@%e;(ﬂ‘é} kX! cSRIRAYEd tv&lﬂpﬂ);er&%}eﬁg{i?gv?the

protective cipher having a cip key k, to produce a protect nessage;
(b) creati nghfoptpHand bt Benwylatssioagmearay biferccicpipesenk 63 & canldenetfytat i on

i nput nessage; i t he i.pput. nessage. 15 This net hod ensures
thgt t he tegt% n%rﬁgl?dﬁ(ag&lg‘gé}ﬁé}g%%ﬁgB?tesdg%ﬁ%“ﬂ?jil?l?@r" SEPUBRY)unpr edi ct abl e way

each tife, even if an identical nessage is sent nmultiple tinmes. The input
message is preferably created by concatenating the protected nessage with
20 the ci pherViaythe Tisesage prgreikaly thragcipient ey tonfatn paidatiod of the transumiitied

message or t .1 npu ssage. .Alternatively, the cipher
key may be cgﬁ%ﬂ}"ﬁ% “fégsrag%% 8{1 g%ngggﬁb@ﬁ%@?ﬂu?ﬁ%%}n%ﬁfﬁ'cglﬁ@aﬁfj&uwgaseﬁlé)é’sage
to create thecerceiypd cipher pelthomiRS$ %88 ehe T0@A0A nYesERAUMSIGIRMEL | STH Mgt myorhen
t he recei ved nessage ﬁlggﬁté)een decoded by the recipient, the recipient

shoul d be abPBPHE BHE feRdecpitage feapeanecHietrseonscy etoher de het phighnt ext

messagq of r omyhe paQlRGESA AEFILGeje &R catenation is nerely the easiest and
nost conveni ent way of sending the“cipher key along with the protected

nmessage, and having it easily available by the recipient. Preferably, the
ci pher key i% recreat qd at ran%om or at |east, substantially at random 30

for each new!BF AIRRELRIYIRIIALIAY beRepresepied byeserivhg! Bs yhithrase eacksg taddhs of
a 6 22 NOVp2R94befodt tabnvissedadd %Qﬂgﬁﬁ&@@ﬁﬂ@%ﬁﬁlﬂgﬁw af lwile: the
0 as

alternatively, it may be generated by an truly ran entropy, suc
may be deri vetpheopoledeimipl may alsmbehepreseniedhyod sdcey of bitk gaeferabp tise bits per

Convoniiant gt asehy PRAEEe SHE PRy G 1P bletberS el Rhiriom number

generator which then generates an out put sequence of pseudo-random nunbers.
The nunbers in that sequence are then applied to the individual elenments of
the plai nt ext MFEREBfe!S Pt IFHHEEE o Rolpoptialchasel cryptosystems, and extends more |

generally to a method of validating an encrypted message comprising:
(a) encrypting the messagetext to form a ciphertext;
20 (b} hashing together inputs representative of the
messagetext and the ciphertext to create a hash output;
and
(c) transmitting to a recipient both an encrypted message defined by the
ciphertext, and information based on the hash output.
25
' By hashing together the messagetext (plaintext message) and the ciphertext, and
transmitting the hashed value to the recipient, it becomes virtually impossible for an
attacker undetectably to modify either the messagetext or the ciphertext. If either is
modified, the corresponding hash created by the recipient will fail to match, and the

30 system then preferably rejects the message. To prevent this information being passed



nmessage. That coul d be done, for exanpl e,s by addi ng or subtracti%g t he
pseudol0 random nunbers to the nunbers representing the plaintex M\a%g
In the nost preferred enbodi nent, the plaintext nessage is represented as é\
bi nary sequence, with the pseudo-random nunber generator being arranged to
create a pseudo-random sequence of bits, based upon the cipher key as the

seed. The bi tgc10to e dificdp! @b are.then ed w t h
pseudo-random bi ts to prod’uce$%ﬁé&%r t‘Zeg?g%]esn%oé§%I§8?>§%R§Wd§h8ﬁwi‘ﬁ&§bﬁi@oach,
t he reci pi entrgcedrrdeifhertert velieralids decrypted the received nessage, sinply
extracts the cipher key k and uses that to set the initial state of a
random nunber generator. That random nunber generator nay then be used to
generate a SEYYNMGLeA mENEYR P i i i.d ical. with those 20
originally used%t o create the }grl%tt%g?@ef%? e&&%@%@%@ﬁﬁ@%%ﬂmré"%?{esw&%% may

then be ¥ ecoveregtensiengll hytby (CRityee bhieg pepreABRIMLS LIMRAGRRE i biiem th
the bits of tpgr recei ted nmessage. The plai ntext nessage nmay, in

ed protec

the preferred &AE6HM %Fl,e%ﬂ%e %abli‘eﬁﬂ?gf)]?eéﬁ“é@é?ﬁdéﬁ@%ﬁlmf 25 a sequence of
byt es, each byte being representative of an al phanuneric or other character
in the nessage that needs to be transmtted securely. The input nessage is
preferably erecyjsingdious fintienagpebl ofcthk gyesentpineentiohahereXamplvédedl a method of

pol ynom al -b i er.ci phers coul d, ., however, be used - for
exanpl e 30 ci gﬁg‘%@g%ﬁ? Osgrsltlgreq ﬁr?IBtairﬁulﬁﬂlF\}@nﬁ%EﬁlﬁBIaH@%}‘z compu9Ingy O v 2004
Accordillg to a fuld)hepldsPecd plafndxh fieRabs &Me LMK LfofecRS€uUdO- random
nunber generator conprises: . (a) a plurality of" ' first-tier hashing neans
each capabl e of recelRHHHIENGA Cipher oy, tnpretucerdpigented atdssagea r espect i ve

hash out put; and (b) “wtd.er. _hashi ng nmean ich takes as input the
respective first -t@e?éﬁagﬁ %gtt%ﬁergtegtﬁgn’f@%‘@?&f’%@%@é\g’&ﬁgﬁﬁ?aﬁ pseudo- r andom
nunber. 10 Pref erabl ynerg@oh infuttofesdgey shd ti er hashi ng means may call for
addi tional ent ropY i anUt as and when necessary. Alternatively, additional
entropy input may B TSTHHNE & BAUNGSEAEE to al | of the first-tier hashing
means ats once. Wen further pseudo-random nunbers are required, one of the
first-tier hashing neans 15 preferably perforns a re-hash to create a new
hash out put . Thisanctbed ensneawtiiradite toxttthattis beaing baeryjas seld diftertiten seseadtdbier
hashi ng nean%\fav\kéi &htiusee% it ndt he i eneration of the further pseudo-random
nunber . Pref SPABES TPe ER L SRAITIISR TReRSPREHS STRE AMEPIAEISSor at es t he new hash
output with the hash outputs previously supplied by the other first tier
hashi ng nmeans, hashing all of it together to create the further pseudo20

r andom number e FRst BIcakey 15 prgécraldy grooted Hyi carcaten@ingtths birateptek arssaghiveth i s

carryi out shri NG as t of the -hash, both its
previ Ol?g has ﬁﬁegﬁlt)%g:tk Qg'nrc}r lﬁsegﬁ%ﬁjeg%r%y A&y t%ﬁté}ﬁtfﬁ?trp@fﬁ @ﬁﬁﬁwpﬁ?@e@éﬁm kst
means. That eamswifelsc frpat nicsege e- Mashedvely! gat ciﬁlild‘rfléﬁrsms\’ﬁ%@ Bmtid®in any
Preferably, n}’t’ﬂ'\ei said first-tier hashing neans changes enever a further

pseudor ando F5ERVENLCHY 5Vaye Wdin Bieaptectado messegpib ecrisgte stk eartciypgiont inpnt
rotation fromehgeavaie o] F foafdlret-tier hashin ans
Alternatively, the fir S({;h?)}t ?egr rﬁrgglﬁilgngmgd”ﬁr%atﬁ%reg%l&% Hbeésa%%@g&ee@ dgcofethdom
by the recipient, the recipient should be able to extract the cipher key and hence
25 recover the plaintext message from the protected message. Concatenation is merely
the easiest and most convenient way of sending the cipher key along with the

protected message, and having it easily available by the recipient.

Preferably, the cipher key is recreated, at random, or at least substantially at random,

30 for each new plaintext message. The cipher key may be generated by means of a



a 2 2 NOV 2004 A counter neans may be proyided for each of the first-tier
hashi ng nmeans or, alternatively, a single counter neans nmay be &éngu 004
supply counter input to all of the first-tier hashing neans. 5 The fi rs%
and second-tier hashing neans may be enbodi ed as software hash functions,
preferably software hash function objects. Alternatively, the hashing nmeans

may be enbodi al B e invention extends,to a pseudo-random
nunber genergtggarm?rsl%lﬂg(gi geﬁg%}%lﬁl;g?lopvnﬁjg{)lgeFlBFa?%ruﬁfJI ﬁ“%fﬂf‘%% tlo e be

first-tier hashiragd byang. thhermdam” entrbPRY%uBPad na§ RURPVEE tor SAILPIETRYnPE
split up into sub- pog{zl S, eﬁch of which iI's arranged to supply entropy to a
espective fi M UPngol KeXsiokes Aempse mayenwsis. gener ati ng addi ti onal
pseudo-random nunbers, the second-tier hashing neans nay take as input not
only the new hash output but al so the previous hash outputs fromthe

first-tider hd%hipngerbciphatheyr bé haimilbgreani dpdie Thidnsteohi e agHtoach, IBANS.
The previous hash, outputs and the new hash output nmay be concatenated for
use as input “PHCE He 18 8¢9 -SEF b Prrairenslomemmber zenerhfer Whicdriherogenerateshar
extends, nor ¢, 8eneuabicd oft@e @] i-tier system In a.three-ti em
for exanpl e, F%)g pggudq-ot %)g%llor%n%b?%%%hﬁ?e%f Ogﬁ%gamﬁ:g,rstl%e_at?ﬁ?qﬁlg_ﬁ{q %I?Y"Sth%&hi ng
nmeans whi ch ipplicddioblie andpvidnall éleyeraf of eérofldntdxe mIashi@Pro®rashe Faskeied

those is, itself fﬁgrb a.plurality of first-tier hashing neans. The _

first-tier hdSHTASG haceapg bfs&&eo@fo%mm thyedidingogr pulitacting theepesidar v

Qt her amal 0geafioisiitd @hSHSBIS réffse quC@Hé;%a‘?mgﬁﬁﬁés%g%: The i nvention
od o S

further extends to a correspondi ng enerating eudo-random
nunbers. It extends, for exanple, to a nmethod of generating pseudo-random

nunbers whic [ 1.SESs suppl ying .an entropy.input to.a pluralit
o et o ERTRokegRtld SRl HER et BB MELORY 4t PhiteshRa s by
plurality of stashceoutiiutese paasiotdahd PRI IgdnbfitdiaBiin® Wk sd 3§ drlgets to

a second-ti er&r‘l‘gsh function which generates as output a pseudo-random
number. 5 AcEHFUIPARIICS spareRgene bitss based wppn tthes cipherseantasi the eerdi oFhe hiss ef i s

provi dgd a mgihodinaf: ihdetd-i.f )i t d_of digi.tal nes conpri si ng:
(a) construct ienlg lél fi rst%r%%gg?nr%%fgeapﬁvﬁé § P?%S? : ds?gh ggg goeraélf%%% a
first type, orgeatdd nivesagai d Witsags ehefpriashdeei Riclierdn ogttdhel @nedt hed the
nmessage, foll owedt 5)}} zerQ O‘L nore non-nessage 10 el enents of the first
type; (b) apPFYT RGeS RV EFS ARG P g HBe Fipher keyt F i usces thaiioeset it
Into the initial state of a random number generator. That random number generator may
then be used to generate a sequence of random bits which will be identical with those
20 originally used to create the protected message. The plaintext message may then be

recovered simply by XORing the pseudo-random sequence of bits with the bits of the

received protected message.

The plaintext message may, in the preferred embodiment, be a binary representation of
25 a sequence of bytes, each byte being representative of an alphanumeric or other

character in the message that needs to be transmitted securely.

The input message is preferably encrypted using a public key cipher, for example a
polynomial-based cipher.  Other ciphers could, however, be used — for example

30 ciphers based on elliptic curve technology.




a second string conprising a plurality of7elenents of a second tygp% N@Y 4
conversion function being arranged to nmap’all possible strings to®an ou 3@@
space which is snmaller than a space defined by all possible second 1 ~ type
el ement conbi nations; and (c) selecting an end of nessage narker to

identify the position of the end el enent of the nessage froma plurality of
el enents of the second type which, in conbination, fall outside the output
space of the conversion function. 20 The first and/or second strings nay

but need not Areotdiented 6ntrR LheTRt enf IS ] nple as a

dat astream Since the strings a?e, tohg¥¥&%ﬁtentgﬁgﬁ %ﬁP%%§§§%m-nmn o

bi - di r ect i on&FUEIAOT GRIPIIEE: cour se be understood that the expression

"foll owed by" doegn Ly mean that the non-nessage el enents
necessaril'y have ?%) %glr}lgﬁgg%?g%'&\éﬁﬁsﬁ'ﬁgﬂe@@? R SCapdIsRlgecdyiagent s when t he

first string is transnidiiopd imsit anddmRsinEATEspeAEX MW dpiUShqds easily
tenporarily procetzc% t he nmessage el enents: Th(g conversioh fUnction is
arranged to map ail) pewensitier hashine meansngsch ekanesiupyiuke spaeavahi ch is

smal I er than a spacegdgfi b 1 possi bl e second type el enent 30

conbi nati ons, thereby defe?ﬁ%r}fg&ﬁépﬁ&s'ﬂﬁ%?ﬁ?rlaﬁﬁlaéﬁ’“@b%?c@e“;ﬁ'@ﬁd?@ i naccessi bl e
by the to 22 NOV 20@tbeonversi on function. The end of nessage marker is
selected froma plurality of elenents of the second type which, in
conbination, fall within that "inaccessible" space. 5 Preferably, the fiTst
st ring 1gonpr PgerablyseAuenes St n the second strin

conpri ses a sequenge of ternarsyﬁgﬂga%ﬁglsﬁgﬁsn&?%53%&&5@‘8?63FPEﬂpye‘r’ﬂﬂB #rent
the conversi 8 fi9BtICEPSSREY. ar Adingedvdly) eiditieiat ed@ofy HRLY nleFRBiS1At G 17?
ternary ele ol e age Js longer than 19 binary elenents (as it
usual 'y wil IrrBE)t((a:?,toiaE1 Offgheffﬁrﬁgg‘ﬁe%éaﬁ’%fflﬁfpé’anﬁ #t9<9.9- el enent bl ocks, each bl ock
being treated separately fromthe 10 others. The last block, if not filled
by the massag@% nay be padded with non-nmessage el enments. The end of nessage
marker may preFEAEBIS PSeidonandemmumdayate myuirtd ohenfihh fiodt-teh BagReORRans

string.jsSpecj i preferred enbodi nent, t end of nessage
mar ker 1%5 c o?r% Fﬁq?%algs/ ){)Ersz{}%% %ger 5’532‘{‘% FEATS nqvﬁgﬁg‘raoéu%’én glﬁ’éf sad P f1aslppUtphe

invention, tisehenopassedicothe fsaeugidiisn hadhing RRYQ Whieh SR & iR %égﬁrg??% ‘;?f::]fges a

el enents in (ii’iﬁffere t q%gse. Preferably, the input to the

| oner base (ﬁﬁl fn%ﬁek}é]o"f Amy FedsE-put  Fretmetine therrstérohtiqre gastengmampins 20
but it may haMemardidsOtherndd ond string has been created,
this nmay be con%)ialr'led for exgﬁ%ll é&g@ %Qﬁég?eglﬁsa P‘&RUWI{CJIWI{JWQ SHRPIH Bedeage

marker, to foher st Her Hashing mgans\\heshingt 4 ofriit thgdhdrSo Usek iR fufgecpnpgxt of
encrypbbon, thg t hi r% string may then be encrypted and 25 send to the

reci pi ent. THE %1'851851 FoIL ng outside the output space of the conversion
function may be divided up into a plurality of parts, each part being
representative of a &osit_ion within the first string, so that the position
of the end ePifswly.othcissid ene Sugetiartpslieg imemsithield iDyardAng ehueahd ROhah end
- of [ f ithin th ) di t. Inth

of message ngrkats WHi,Gh Jrahl R AL ltSepl‘g\(f)lI;)lltlSe Isla?s%nodtpnu ahd some fgrthereinput
from an associated counter means. That ensures that the re-hashed output differs each

25 time.

Preferably, the said first-tier hashing means changes whenever a further pseudo-
random number is to be generated, for example by selecting it in rotation from the

available plurality of first-tier hashing means, Alternatively, the first-tier hashing

30 means could be selected at random.

R oY



22 NOV 2004 preferred enbodiment. the saig space is divided up intdb?180V 2084
parts, each being representative of one of the positions within the binary
first string. In such an arrangenent, the end of nessage marker my be
chosen substantially at 5 randomfroma group of possible markers falling
within the said part. Preferably, within the first string, the end el enent
of the nessage may |lie imedi ately adj acent the non-nessage el enents, if
any. That is, however, not essential, and it could for exanple be envi saged
that the nonAnesaage mdaesmend:s bei ploviakiens deh of tho ﬁ@p@éraﬁﬁgm%yggaﬂé Xgd
nunber of elepents from.the non-nessage el enents. This fixe unber of’

el ement s couIaHerlnﬁ“YFéYstaafil%l%B?)lllllt%fattlﬁ@ﬁsn&}’dmIwieth thawpbr camnteptidpext té all of ntet i on
t hat needs t e: ] each time. Al that is required is that the
position of ?ﬁ%qleetrrl@%%%@gbf t he nessage may uni quely be determ ned from
t he end5of nessage marker. 15 The invention further extends to a conputer

_program for rrying out any such nmethod, to a physical carrier carrying
such a co rrput%g‘F’ f%?’tc?gfléﬁ‘iongﬁﬁr fashingimeanstmaabs ¢I€§@%@bﬁrﬁt suffiwaee nfshSundticas,
carrier. 20 TheeipNekan fiddht : s tg . a nethod qf .encryptin

di gi t al m&*ssggee ianlérl udi ng i%enfpﬁ tiloﬁ)r(l&g??{&ﬂsé éﬁngnbafw?lﬁe&ﬁg?gt&a% @%B%ﬂ'alf‘ﬁat hod
as set out abowedicPnehedwbiey, the encryption includes the step of
encrypting the third string before passing the encrypted information to the
reci pient. 25 According to another aspect of the invention there is

provi ded a matbqadvéiofedkemat ib NGpdchgo- f gl conprising:
(a) applying an inverse conversi%n fcl)Jg@??%nn@ggéég%ehﬂaﬁggﬁgglgcaélrr%n}r%tir%ﬁyng a
plurality of peplefpsisirplgfengopecotitt fisspter hivhingnvesse OOhareraai aitroby ol @N

taking as in plural ity 30.0f elenments of the _second type and

. converting t%&egrﬁht%g’ {hyszglaﬁove %ggilpamfﬁ ﬁnebéP?‘fl? ?ﬂcg&fe Rt ds afranged; testuppiipe
and det er m nemgogyhata raspebtiveafidst-MerHasghgwRahs, taken as input to the

function, together conprise an end of nessage marker when the output of the

function has nore significant elenents of the first type 5 than a given

val ue; jand ( j : LS rin t he .output of the function
excl udilﬁg t hg?h %g%rﬁ@%ﬁmg% d@ﬁé"%ﬁ%ﬁ‘@"‘%ﬁ?@ﬁ Wbefsegﬁeegeé:ﬁ{’éﬁlﬂléasgfngt RE2%hd of
message mar keray take adétpat mbnomly thé ee@oissk idahutibihhRo e pfdvicil HabK oRgh@f an

end el ement ?f t he nmessage according to 10 the end of nmessage marker.
rom the first-tier Rashing means other than the said one first tier hashing means. The

previous hash outputs and the new hash output may be concatenated for use as input to

the second-tier hashing means.

20
The invention further extends, more generally, to a multi-tier system. In a three-tier
system, for example, the pseudo-random output is produced by the third-tier hashing
means which is fed by a plurality of second-tier hashing means. Each of those is,
itself, fed by a plurality of first-tier hashing means. The first-tier hashing means are
25 provided with entropy input as necessary. Other analogous multi-tier systems are of

course possible.
The invention further extends to a corresponding method of generating pseudo-random

numbers. It extends, for example, to a method of generating pseudo-random numbers

which comprises:

30 (a) supplying an entropy input to a plurality of first-tier hash

-



This, essentially, represents the inversg¢ of the nmethod descri bea ?aM/VEZM)"f
identifying the end of the nessage. This nethod will be used by a recipient
who needs to extract the end of message marker fromthe information
received and, fromthat, determne 15 the position of the |ast el enent of
the nessage. Wth that information, the full extent of the nessage nmay be

determ ned and the fmhansiahhs . Pref.erabl y, the inverse
conversion function takes,ahg§grllnpufg, % ?g?%@bgaﬂgl@%ﬁq Q&B‘ﬁ%’ 6?%duces, as
out put, 19 bi nar ybkeperpbring thellmslaowpate agrpersab » kaond-okr b8 fidigeat i on, 20
however, the functiop. sinply convert fromone base to a different base.
Preferably, the pos! 5°gaﬁ¥%?ra¥ﬁé¥@ﬁwtélpé?mra@¢omﬁ‘émh@ssage may be

determ ned according to the anmobunt by which the output of the function,
when provided with the end of nessage marker as input, exceeds a given

val ue. 25 THecprijethta dfurther thmact ek thepdssehvingemivaptiéeris progdedmn frefhdrst Vi Ng

out any such [o R e Y- 1 sjcal carrier carrying such a conmputer- .
progr am anadetrlrlg&gﬁﬂg}efs r"égrr%‘){w‘%ﬁ%?é&?%&mww such a conputer program 30

Accordi ng to anotdlecoraapaits Pfirst HBnPHESSN fﬂ#gd}tn'} ' ks provided a"
met hod of 22 NOV 2004 decrypti ngn%)t_ rdi girk% gla ssa%ga :Eg{'ﬁ?eéllﬁssencrypt ed
string conprisi ng:of@dirsidErs. ppe phidetshid nensany pleatnistdefinmgtan pr oduce a third

string; (b) applyi onversion,function to a third string ..
conpr igsi ﬁlg) a BPu?la ?teﬁgéﬁééfn?éf{eh?réﬁeggag&f Ogogg% B?ﬁ G YpBIOTE RA-BIC RS se )

converldi on functi aherhakts ofthasiritiyst a plurality of elements of the second
type and converting themto a plurality of elements of a first type and
det er mi ni ng t hat (& HIRLARE pcynisrsien metiarsto thafeshstasg fngaverttdt intve functi on,

t oget her conpri se : . Wh t he output of the function
has 10 nore signi f?%%%? H%I&gﬁﬁgﬁgéaggng%é@%l%tfg VigEtE ﬁﬁﬁs%waﬁ@@ﬁ’val ue; (c)
taking, as a first erdongsrsiohefunationueimny afrirgrell U6 Glidposil @§dibleistehgdsh@dtan
portion of the output ich s.representative of the end of nessage

mar ker, and det erm%]’itﬂ'#’ls[pﬁ%e }\%‘?Pt‘f’ smakirtthitha sprserdefiged By pllpgsublescenty

el enents of the nmessggecRERA dintindtRdnddaidre end of message marker; and (d)
recovering the message fromthe first string. The invention further extends

to a cryptosyst effi fipp paEnhol messagmmaner ©adbitifatHeqositibn ofiehersatihods

menti oned above. 20 rging to anot her aspect. pf the jnvention there is
provi ded a net hod o‘?lé@%@r(’gf egm%ﬁ?gepg?lﬁIalpélllraﬁ%cﬂgle%nﬁnfst 8% $5coRbiYPEI ati ons
on a device adapt edwhiehpiarchbobifatibh,Was SutsRgi@burPREp Al 2% cnBRIdLS! Ng: (a)

representing a serifes tof nunerical values (x) to be operate
unction.

20

The first and/or second strings may but need not be treated on an element by c¢lement
basis, for example as a datastream. Since the strings are, to all intents and purposes
bi-directional, it will of course be understood that the expression “followed by” does
not necessarily mean that the non-message elements necessarily have to corné
25 temporarily after the message elements when the first string is transmitted as a

datastream; they could just as easily temporarily proceed the message elements.

The conversion function is arranged to map all possible first strings to an output space
which is smaller than a space defined by all possible second type element

30 combinations, thereby defining an “unavailable” space which is inaccessible by the

ey



25 upon, by respective bitw se vectors; (b).formng a first word from
one bit of each of the said vectors, and a)lgecond word (Xi) fromz(azoﬁéu\érzﬂﬂé
bit of each of the said vectors; and (c) perform ng bitw se | ogical
operations on one or both of the words. 30 22 NOV 2004 Preferably, the
met hod descri bed above includes: (d) representine a series of further

nuneri cal valu oper at e pon, by respective bitw se vectors;
(e) form ng angﬁl}l‘l\(ee?s)i?% trﬁgfcgg\%‘rd lﬂerIE)Cf Okl PO Blepse ihistlegrd dem apliumalityi of

vectors. and aebkilars sethendcwar @rpé\Qvﬁig:ﬁ,riﬁ”&o?ﬂﬂiﬂatﬁy‘ﬁ??ﬂ?%itlﬂﬁrh t}?{t1 “GachQipdhne

said vectors; and (f) perform ng bitw se operations on bot e respective
first words (XS5RAC®Y ~) or on both the respective second words (X,, Y,). 10
Preferably, the first word or the respective first words are stored
together in one location, and the second word or the respective second

wor ds ar e5st or Pekftraiet therfikns@AQtcBRisSRA en&e&aﬁig&g Jl&ﬁ?rh%i%d tﬁiers%%ond
storage means and second storage nmeans nay be provided to acHieve that. 15

I n one enbodi nERE CPREFRfrfeTIRaNCe\edltaay axamants. t He teumbbtgrrefitra® einbatlinvalt ues

to be operatedyp o} . O nd.may, for _exanple, be represented by
tens. The cal ca#aﬁhg%gﬁﬁa@ng[g&ggsr ?I?aen egﬁ? ‘%{’H"%Igﬂ?:ﬂp%?oﬁerﬁ%&}s ait eﬁ ENgR y
be enbodi ed ineuaaredm/arlé;heegestaygememepmqaﬁ(@,birﬁg@deﬁ&ts%du N%lig%iﬁsbe%%@ghe
i nvention ext eﬁg% to e%(get ho$ qf encryption and/ or decryption which kes
use of the net SERASTEY B dvieclenment Bhpeks epachcblagit hejde dfeatsd sepgrriehn fiont thedes
generating a kemehRy j L | tiplyin | ypom al s

havi ng coef fi cigglnt s ﬁ%ﬂ%ﬁg&?ﬁ]ﬂﬁ%@% %%(rﬁlgg’%g%%?agu@séipﬁgd%o‘ﬁéﬁNSB'I’&%SSﬁge
claimed in O aflemen®dr Claim 2. the coefficients of a first pol ynoni al
conprising the series of nunerical values (x) and the coefficients of a
“second pol ynom al conprising the series of further nunerical values (y).

The end of message marker may preferably be the same length as the length of the

second string.  Specifically, in the preferred embodiment, the end of message marker

15 comprises 12 ternary elements.

In more general aspects of the invention, the conversion function may convert
elements in one base to elements in a different base. Preferably, the input to the

function has a lower base (eg binary) than the output from the function (eg ternary);

20 but it may have a higher base,

Once the second string has been created, this may be combined for example by
concatenation with the end of message marker, to form a third string. Where the

method is used in the context of encryption, the third string may then be encrypted and

25 send to the recipient.

The space falling outside the output space of the conversion function may be divided
up into a plurality of parts, each part being representative of a position within the first
string, so that the position of the end element of the message may be identified by

30 selecting an end of message marker which falls within the correspdnding part. In the

-



22 NOV 2004 The preferred method of decryption includes addi ngd ZSN@tjrg{;{Mi ng
or nmultiplying polynom als having coefficients which are in nodulo N (N ?
3), using a nethod as claimed in Caiml or Claim?2, the coefficients of a
first polynom al conprising. the series of nunerical values (x) and the
coefficients of a second polynom al conprising 5 the series of further
purer | cal | vapHIEdY kb Blindol 4 LAG LUK N @HLENES kO P GARBULEL, ALAGram
for carrying out the above netho 0 & yS| cal carrier arryl ng such a
conput er pr ogeraesentatite oloore ofabapdsitemmwithpr ©s ehtaat finestdfg.such a conput er
program 10 According to a further aspect of the invention there is
provided a digital device for carrying out parallel nodulo arithnetic

cal cul ati ons 1pyusreansnigeRichwi e ch@ gk Frﬂ:'ss 99%&%&%& bE UEBEhShBGtantiAly GEans
for representing a series of nunerica Varues be 15 operated upon
by respéct i veansiopiren agsetrorispos¢ible meekers fAliing fvithimithgsaad part.st word X o) from
one bit of each of the said vectors, and a second word (X,) from anot her
bit of each of the said vectors; and (c) nmeans for performng bitw se

| ogi cal oper @i‘df@lﬁﬁlyoﬁntﬁﬂﬁh@ﬁrﬁ@ﬁrﬁlgz@mQﬁd ERGHPL AR mEBRE MASNId iandmitcRe
carried into practice in a nunber of ways and one specific and preferred
enbodi ment M@Jlac%\ﬂh%éo%wéﬂﬂ%@dﬁmﬁms wagnyof B rip| lwwewkt ot efsenieslcend d t he

acconpanyi ng u 1 |IIustra £ ey, . creati-on
systemin Tungllrl lg\r/\i;brl]I%i%cgagJ 2{@ {TQ‘P’ Satg?dattféag t{i“ﬁe NRAREFYRET Sn “ﬁ%}‘i Saf él aéﬁab
i 11 ustrldt es Bémraie:tbyptﬁlxecm namsexem eldthéhitd Borh tht hbghicadaps etelﬁeenesr r @his fixed
correction al go NQV 2004 Figures 5, 6 and 7 illustrate the

th
concept of a'i Iﬁrp?f:%er&?’}t% Foulgiip Gergaig app lqaspnneciain headsr @6 pihic infarmastion
coefficients gk §e&dIQ6 ‘E@‘#raflé?ﬁ é@g%ﬁé}p ife &7 KB Rar if }eglgfr\?%%ﬂ%: t HE bb&liss o? the

typical prior art pseudo random nunber generat or
end element of the message may uniquely be determined from the end of message

marker.

15
The invention further extends to a computer program for carrying out any such
method, to a physical carrier carrying such a computer program, and to a datastream
representative of such a carrier.

20 The invention further extends to a method of encrypting a digital message including
identifying the end of the message using a method as set out above. Preferably, the
encryption includes the step of encrypting the third string before passing the encrypted
information to the recipient.

25 According to another aspect of the invention there is provided a method of

determining the end of a digital message, comprising:
(a) applying an inverse conversion function to a third string
comprising a plurality of elements of a second type;
the inverse conversion function taking as input a plurality

30 of elements of the second type and converting them to

R e



rigore 10 illustrates the PRNG within Tunbler; Figure 11 ill PrH0¥s2i4

circuit diagramfor addition nodulo 3; Figure 12 illustrates a circuit
di agram for subtraction nodulo 3; and Figure 13 illustrates a circuit
diagramfor nultiplication nodulo 3. 10 1. Introduction TunblerT"' is the

brand nanme of the present applicant's cryptographic devel opers' toolkit. It

contains a nunber ofaghtdigy gﬂélelﬁgﬁ[tg})pggg?ﬂjﬁ% ARl QQEFIin]iiH and non-al gorithml5
y bu

specific APls, but is built primri ot exclusively around the NTRU
PKCS al gorithm as dethel dplatiliny of dlempifthkEnmp arpat ioahe filbetiad,! s may be found
in Hoffstein, Pipher Si | ver man, U. A Ring-Based Public Key
Cryptosystem J P Bu}??gtgef(céﬁgjgrlsgggﬁﬁci\gﬁw@%e mﬁf%%‘ﬁ*ﬂﬁﬂté? oWPilence 1423,
Spring-lierlag, Berlbfithe h898on BAme88icnfitdni lication
W98/ 08323 in the nane of NTRU 20 Oyfogtnosyrsltée]?r[gg? ﬁ@&gﬁset atter docunent

will be Yeferred to ®ARa&HEBIEIUGS atd he NTRU patent application".- This .

al gorithmreprese ol through i n cryptography. Departing fromthe
traditional worl dqg)fstaﬁﬁgg%?an resgsg’flg&6%%%‘3?‘%rocﬁa‘%cﬁg?tyqntexgﬁ@mgdes nor e
efficient and secur eth2fpsist efthe bagatwhith &0 0d¥aeHhAte Mt Ng Method. Any
bare al gorithm however, is far fromusable as a cryptographic product. In

between a great deal ?I}SlfOfﬁ%Pﬁgﬁélﬂ%fkﬂsarﬂe@éﬁs‘smiyg therpositien geithén of NTRU i ts
uni que style, which js ﬁgggﬁﬁlglbrf%g eﬁ‘ﬁ eﬂe&l%ntsol{ﬂﬁf%hlg?rflgé%ﬁw@gﬁ?‘?&sﬁb2at much of .

this machi nery nust be reinvénte 0 cope W 1~ 22 NOV
2004 Thilks docunent deésend bEmetshe: maikgtie i mpl enent ati on of the NTRU PKCS
(Public Key Cryptosystem) contained within Tunbler. It outlines the

probl ens that one faces in attenpting to inplenment the NTRU PKCS as a real

wor | d crypt oghapRient AL/ d LOS, i.nnovatiyve. .. .
techni ques in of der t o@sgslp% Itltﬁ)ggéeﬁlg%% g%tﬂ%ﬁ%f&ﬁ%ﬁ GRS (RS BB ¢ hat
many of the ithmedafithenesesni dhesmerbed will baisediynbieeipian evhiontependantacof

each other and co e_used singly. or.i.n any sel ected caonbination. For

xanpl ¢, ol { AGLGR PECRBET it TSb (IEADe Teee et e a ABK A R

preferried Tumiy susititadhdRE clehi¥or GRUWE RS USes ﬁliaf‘gl'fé(nr&rtioh,”tllgérﬁ{ll extent
e I'ng

conbi nation: error 10 correction, end of nmessage marker, chec

nmechani sm | &f §¥ M8¥58328 yekfddsteranersiod ubbeansyener mesage asecetl. nodul o
arithnmetic, and protection fromnultiple transm ssion attacks. It should

al so be understood that although Tunbler is primarily built around the NTRU

PKCS al gori t Praferablys éte muwerst Romhesibil RihcEah eites ARPINbGALIRORMaMP $ten@nid Mgt
i nnovati ve techpi qgues have % much wi der apﬁ{i cation. 15 1.1 °The Original
NTRU PKCS Paf C%pﬁf’ PERULG7 BRATYNFROEHat ehit @ At igenarplferaesicihie Haverdionet hod

for theqcreahhRBv®f tht WhctiSh ﬁ{a?@imply convert from one base to a different base.

Preferably, the position of the end element of the message may be determined
according to the amount by which the output of the function, when provided with the
end of message marker as input, exceeds a given value.

25 |
The invention further extends to a computer program for carrying out any such

method, to a physical carrier carrying such a computer program, and to a datastream

representative of such a‘computer program.

30 According to another aspect of the present invention there is provided a method of

R =Y



pol ynoni al's, called the public key and thegprivate key. It gods? MDY Pi8how
"how the public key can be used to transforima nessage, in the formof a
polynom al, into an 20 encrypted form This encrypted nessage i s secure,
since the task of retrieving the original message, given the know edge of
. the encrypted nmessage and the public key only, is far too conplex to be
performed by g Mo i ible l.ength of time. The encrypted
form coul d al s%&%lﬁoﬁ%deig?ﬂgﬁ%gy esﬂ:bo al{ ?I%?@?%cﬁtpﬂ% TBP%%%r i ng) the message
securely since kno(d)eltgeptifig theeenpryipiedtseingay prtiad 4 hidll & recovery of the
25 ori gi nal m::ssaggj is 1.2 An Inconplete Solution 22 2004 Using the
private key and t he”) SRRPAE BHOF e tonvaEiosfiegtivalto adssbsiing an usual |y be
recovered. When the rRssag : er thi,s.is due to errors
cal l ed wrappi ng or ga}p&%gii Iﬁg?@s}m%ﬂ \?/g%ﬁlgegl}égq n%ﬁ%}ldggq’e@%d t hat wrappi ng
failuresdwere easily inersenabiseniidion tgines ifpitagtiang dthat gap failures
occurred so rarely th?t the%/feLﬁ?re di scount abl e (NTRU patent application

1.3, p. 31). It becare appH secqphipernd serpertingehsme thodlusadgyest ed for

fixi ng wrappi ng fail wreleafchgmnfaai ct. ron... apd that gap -
failure was common enough to efaﬁgﬁ%‘i%ﬁﬁ%@%?%ﬁﬁEl?'élélgaflwnghere was al so
the issue of error d@if‘@&qu%fﬁke@iaﬁ@utthehq:&msm,aigteﬂﬁptcb:ﬁ]gigecandecrypt the 10
nmessage di d not usual s. the original, i s difficult for themto
know whet her the ness?gégpﬁégﬁgfé&ﬂ{}ﬁg R r%&qty%gye%;omhﬁs conputing 7
terms, &0 arbitrary dadrasighifeahsel@ferdd 8 the BEY o} RGN SEL Puef binary
digits. The cipher, as.described in the original NTRU patent "application,
encrypts ternary 1Cc)st%%m%ﬁ§ﬁ1tﬁ$t§fr%, thefopspag of Gadurtetion exdlsdinger ef or e
necessary to provide i rns a data file into a sequence of
fixed length ter naryﬂgag)?gﬁ%%%g\leﬁ;é %@tu%ckﬂ&awﬁvpfeﬁ%tatfvﬁ@?ﬂ&uI ting sequence
of pol ynonials can bend of messabaakrkientaad db@roii habod@bdwithire. During a

ci pher's nor nal use'\rr‘ﬁ%lnﬁ/ eogl e, known as attackers, constantly attenpt to
20 break it. \ere rﬁﬁ%@ ¢ of g clearment phthe ratssagstactadinggot he or i gi nal
message]s5given the kigwRdge,Rf E&crxﬁt ed nessage and the public key
only, is far too conplex to be p%gr or med y current technology in a

f easi bl e | engt h of(di repeveritgeths olastdge firofrothe dinstatrimgcker is to gain nore
information than just the encrypted nessage and the public key. 25

Dependi ng on the way in which the cipher is used it may i ndeed be possible
for the attacRefintentgaifortasiditdnadal a | ' roreaking the

ci pher. The quick answer is not to uilgbﬁéﬁjé@éc?g‘ﬁbé’?ﬁ’?%mﬁ %/\I}gy()[{%hog't%%g%?%a\t}\%)n
this. In sonelithpshedsmendamedabove his can be too limiting for practical
purposegy The two addressed bel ow are situations 22 NOV 2004~ where it is
desirable to send exactly the sane nessage nultiple tinmes, or where one

W shes to setAagprdimg suboothérembpsyisifahe ifahticd Hate Q%r&ﬁ@@éﬁ%ﬂetﬁéfﬁl af E%fﬁ?i al
attacker. The NTRU lggt egt application describes the theoretical algorithm
for the ciphétt PRIEEMpgRlo Heicalsylations an meddvisgordagtedaiohperiormobiteriseo
about per f or mpgigaltdpkfatidhg bl {:[gqhg:'l'he t heoretical algorithm contains
relatively few steps and enploys nmat hemati cs that nodem conputers are able
to perform qui ckl ¥2) pdessotinga pates oAhiyerd@sb taludh@) By BsQata@p! i cants have,

however25 devi sed te_cﬁmi ques_to i ncrease the speed of this algorithm
dramati€al ly. 10 1. 3"HHe XimBFEveSeniss Ghtors;

(b) forming a first word (X.g) from one bit of each of the said

vectors, and a second word (X;) from another bit of each

of the said vectors; and

(¢) performing bitwise logical operations on one or both of the words.
30 |
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Tunbl er's inplenentation of the NTRU PKCSIJ?ri dges the gap betwgen e 20%4
theoretical and the practical. It also contains a nunber of new techniques
that -buil d on the advances contained in NTRU and can even be used in ot her
areas of cryptography, data signal processing and conputing. 15 Bel ow are
detail ed nmethods of detecting errors and correcting both w appi ng and gap
failure. In opgesablorint i : sabl,e as a practical neans of
securing data one msjst E@t}?g%gé%ﬁe?ea%veﬁﬁ%d?she integrity of the decrypted
message. Using t he(drpieseatingratshneisofd@sior hhe@ritd vihies G’} Rippat ent
application, together with the get ection and 20 correc¢tion systemoutlined
below, this is final ISP WAk bY sespestivhbiteiseerecirscoherent “bit to tert'
conver si on schene rekSnik i i i th.an original . end_ of nessage

mar ker' systemto 6|é§n)t e_rfaggﬁ(%gltapmﬂg}%e{nﬁggtaggd%?ﬁm&8%8&%?1?8%?515}1 P{ 1 es and NTRU
PKCS pol ynomi al s. 2~saidivbiters. cehimitlies s@one eSS€EY ) hdkn SRELALE, al ongsi de t he
NTRU PKCS and whi ch %}tl gw gehe\ Eser, to send exactly the sane nessage _
miltiple tims, or to JS&EAPILT st aysiem that mi ght be accessed by a .
potential attacker b\t bires rhui,ni.ng_t he.cipher's security. As
wel | as anal ysi ng%) ul | ragnglet%gsfugté%ﬁ%gfb& l%rr{%;tl]il hef‘%ﬁstpie%té‘ie ft%%tol s in order to
trod the optimum soMFdRACS,0F-opooaeissh tg redpecNERRMGRrds he, geyel opers of
TLUUWbl er's NTRU PKCS i npl ement ati on have created some seem ngly
anti-intuitive original nmethods which process nmuch of the NTRU PKCS data at
a vast | Y0i ncrirafeedbly,amhe. firk wokdl ) It et ci.al .cryptograph

usi ng the NTRU PKCSYit is necessgrtggtriﬁg(gwnﬁi ﬁ%as‘?tvﬁolqu?%t éetgrﬁgltog%égrgir’t F?H%{wi th
a great many AREnrhEhedesonshward or heotmetttOsdchad eigphers Sto&E tc@ e Sh
conmon attac ' rf i pher..with regul ar digital data handling,
and also to g@g}ﬁggn%g%er%éé e(r?r%twﬁ%agltog‘nt First PREASEipeSF andsecopd edeinge appsht cant
bel i eves t hatmay be phvidad & ddseveernr. achi eved in Tunmbler. 2. Mat hemati cal
Term nol ogy 1 ~ The NTRU cryptosystem and the Tunbl er version, depends on
three integer paraneters (N, p,9) and four sets (Lf Lg, L~, Lm of

pol ynom &l s agf e dNRAr 8at w t,h jnt r coefficients. Note
that p and q need not be rg’r ?%eﬂnﬁ)ﬁl QPF%%SO%?&&O%Qeﬁ@EWWW&f‘I Wigpighe = 1,
and that g widperaigdimes abeorcmodildey alllnyay, firga&anipltabe Rprdstnit gy Eyabl er

i npl ementation is normally 3, and q is normally 64, f28 or 256 20 depending
on the size of NN O her inplenmentations could use other values. One works
within the riTig fculatighs ata@thel Gt EIE I ] 7 LXK V- 1) . An.
element Fa Rwll be wi t?en as a %%ﬁg%ﬁ?gﬁea%ﬁng \Ellé%{’%gr\?ﬂy?l%q? é@ﬁilﬁkc
0~F~. . ~Fv_y Marsuaragaibyimeing gl XEUbt4No: OBnaniNRTwaidss i n preci sel y the sane
way as 4@ normal polynom al arithnmetic. Miltiplication, however, requires
reduction nodulo (X ~-1). 22 NOV 2004 The synbol * denotes multiplication

in R This stlie imgntibplekieads ana nget@idvemenedphiofiahl¥r decryption which makes use
of the method listed above.

The preferred method of encryption includes generating a key by adding, subtracting
25 or multiplying polynomials having coefficients which are in modulo N (N = 3), using
a method as claimed in Claim 1 or Claim 2, the coefiicients of a first polynomial
comprising the series of numerical values (x) and the coefficients of a second

polynomial comprising the series of further numerical values (y)-
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as a cyclic convolution product, F*G=H 5 wih k NI ~ ~

FiGN+K i - ~ FiG =0 i=k+l i+-=k(mod N)Wh shoul t be noted ¢ o NGV 2004
--preci-sely the sanme as usual polynomal multiplication 10 except that the
coefficients "wap around,’ so that the coefficient of X v is conbined with
(added to) the constant coefficient, the coefficient of X v+~ is conbined

with the coeff |ent of S In practice, one isS usuallylnterested
in the val ue o %1 RSSﬁe?ﬁ%(rﬁéF@ds ngfgqcmpé%nlpg Ufgid Afding.ssyPtgRting of nmaitmbying

f th
o0 D 1 oFbEhp S ERMSoRRCRIEG 48 B REREIN NS DIWEE BB a5,
of a single potyhoad al ChéducadChah b, BRMskidReranst ﬂﬁrs‘ﬂ?@[}m@ﬂﬁalpﬁﬁfﬁﬁsnﬁ e

mul tiplication npdul.o r(n?aé& g, the intention is to reduce the 20
coefficients midiase! FUPHEN ¥aliee (Pwad daserasfiicientesf 4 secpadrryapmigh spmpEgive ng

modul 0 ansi nt eger.n @ff(lﬁpgg ' ) _(a+b) (nod p), 25 (c (nod
D) x a (mdd p) ?‘ﬁ(sﬁoes D) %ea‘)cg(‘%%};: 22 NOV 2004 R is not a field.
However, the NTRU paraneters have been chosen in such a way that it is -

extrerrel y like f.or appr iately, selected polynomals to have inverses in
R Ris a uni qhéefla‘é%@f’ﬁsfﬁﬁﬁ%e?ﬂ%ﬁe & GOmpRLef FERET @R 19F CafTEe OWtn T Sy ear e
uni que. L,~ co S

The ol emnts of LH Le bR B e have Sy b ah s bl St SRt i P,
predefi ned wei gdqir@seﬁ’tatlyen@)fhauzz;ﬂhscmrmpi.ngrwogratn~ are defined to have,

respectiv, | |y, precisely dg(M and d~(M coefficients with the value |, dg(y
and d~(M'coefficients with the value -1, and the remaining coefficients all

having the val ugcrdifgoloyN@iRtal sspedt bf tRrigvaebhnede i® phAYER A4 Glgial device for
carrying out parallel modulo arithmetic calculations by means of bitwise logical
operations, comprising:
(a) means for representing a series of numerical values (x) to be
15 operated upon, by respective bitwise vectors;
(b) means for forming a first word X_¢) from one bit of each of the
said vectors, and a second word (X,) from another bit of each of
the said vectors; and

{c) means for performing bitwise logical operations on one or both
20 of the words.

The invention may be carried into practice in a number of ways and one specific and
preferred embodiment will now be described, by way of example, with reference to

the accompanying drawings, in which:

Figure 1 illustrates the key creation system in Tumbler;
Figure 2 illustrates the encryption system,
Figure 3 illustrates the decryption system;

Figure 4 illustrates the error correction algorithms;
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10 coefficients with the value 1, and d~(lz-1 coefficients wtl
-1, while all the rest of the coeffici entL have the val ue 0. T?eﬁhﬁﬂvaﬁg‘ﬂ?
pol ynom als in LJhave one fewer coefficient with value 1. to allow themto
be invertable. 3. Overview 1 ~ The Tunbler cryptosystemis formed of three
Separate systens: a key creation system an encrypting systemand a

decrypting system pihts Ss,g%h%q_quﬁ)ﬁia%ftw%o%g@ﬁ nes each of these three

systenms and outlines how each'i's cOnstr TroMPBPHEMDEr of underlying
processes. 20 The NERu pdhetieapeldréati onicdaseridass A8¢adiag rand cQdi.ng
as very sinple two or three step processes. The Tunbl er inplenentation has
i ntroduced many ad@t®onal features, making these processes considerably
nmore conplicated. Eagh af il r cesses_bel ow is described with the
hel p of a flow di agr?ggm It gatltegtag?%pg%a?n%m{roa%o%ﬁ % r?‘?\[g)?e TMHIPEE §ansiftor

di agrans Swi t h t hei (PRgG);val ents fromthe NTRU patent 25 application
(figs.3, 4 &5). In.the case of the key creation system the process has
remai ned rel ativel V'%Fnpl Blusytes e PMW@FW Twmblae key creation that the
greatest advances rpoef {i GiusRGYs have; i eved. OV 2004 3.1 Key
Creation Here the kgragy cr e_atui on Ssy@%ﬁ#ﬁ@%ﬁ?@r?dgggﬂn r%%a%}%? §|’gm\)/pears in figure
1(cf fig : of the NERY palkstratepptiraétdiamnim 6 dBkactbhené®yo 8 @@l i on system
takes in the al gori.t hm paraneters N and g. The paranmeter p used in the NTRU
patent applicati oni:igélref P‘i‘é STYCHRciEuilginetya for mpivghcaionyeetd oyl d be used:

- 102. Thggqprivate key polynomal, f, is chosen randomy fromthe set G,
which is 10 dependent on N, as described in the NTRU patent application (
1.2, p.31). 1d3Intrpdugtioherse of f is cal cul ated nodul o 3. Instead of using
the "Euclidean Algorithm' the nore efficient Al nost Inverse Algorithm is
used. This al gambldi™ Washd oxRd rathet dehOPRAEN Gtikadi@VcBehange W ’
Elliptic Curve Qystens' by R chard 15 S?hoeppelliﬁ,f?1 _%t a(I; Ag@gnce\gh%ér}Opers
Cryptol ogy - CR¥PFE @niaing ppuppe Mot yentrerauapupeic afsirdnoeadSon-algoriBm-
Copper snjist h. iNO&p1Vesk ag, -Yor-k, . 199, i ) (S O NSO [ A I o bl e
that the | nverage(raC does not. ggibélme \Blf%l%flﬁ'i E&Tc%%te?xcgl% vele eiRg tbfc')t[\[t)@uaﬁg%sb
chooses a newalgotithni np$ elweelbpey by hths WTROT CoRpraiopr 0Cer&milef miade gl B
arithnmetic thr h. p?rp%l | el gi,t operations on a vector representation is
used (see 127PEFeruftHiEr “ddodvarayn BRYpd Ripg Bosed Redic kayceppiashaemt A
inverse of f ipanaleyl séeg-nosl 8 Sombidel 70 ' IS Ol

process of fast rméﬁ?lo arithmetic tﬁ?‘guéh@gae?g%%‘%ﬁgﬁragg@?% i gﬁ;sm?n@g&
vect or represéff-aéd:onand iysRET (preent 4pplicatRm MOGI8/EB3I2N iarnhé maetes ef MOTRID a
prime, sy is L bl algul.ate fromit .the inverse nodul o a_ power of
that pr iztr?e, usufP;t&’%ﬁtgm\tﬁigﬁn “kh e&ﬁ%e&&%ﬁﬂ%ﬁti“éﬁ:%etr%fgﬁﬁ? G ugpesi e N TRY | ed
boot st r appi ngpatéhispphddtion’. us to cal cul ate the inverse nmodulo g (which is
al ways a power of 2) fromthe inverse nodul o 2. Bootstrapping uses the

This algorithm represents a breakthrough in cryptography. Departing from the
traditional world of '‘Big Integer' based products, it provides more efficient and secure
25 systems based on a polynomial mixing method. Any bare algorithm, however, is far
from usable as a cryptographic product. In between a great deal of machinery is
necessary. In the case of NTRU its unique style, which is the source of its superiority,

means that much of this machinery must be reinvented to cope with the algorithms.
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22 NOV 2004 fol lowing principle. If Figsthe inverse of f nodul®2aNOywepds
of a prinmne p"', then ~ F - f F~ will be the inverse of fnodul opZ'. 106. g is
chosen-randoerty; in a simlar way to f, but fromthe set &. 5 107. This is
the same conmputation as is perforned in the NTRU patent application (fig.
3, step 350) except that the factorp (= 3) has been included for ease of

use. 108. TheTE dy¥@intenk @dciiBed B8 uRRYuE ; | may
t hen be published. This has': ebseenucglllu%:ﬁrf‘%l?@gnﬁaﬁgnsﬁgpeWW%@C"\E%t ©n
Her e t he Tuniff@ptoskeeppedndaingy stthin Temblesdr bbetdes 88 problRPBaRdtSoreNfkigH € 2.

This shoul d be conpared_and contr with the original encryption system
described in Eﬁﬁglpgfggl{ﬂﬁﬂp qi°8ht ea@ﬁﬁqﬁﬂgwnas(ﬁrﬁﬁl Wotld prypio &€ wolt fral

symbol ~~ i s dipRehdRwWIBnAbIE: (€ 15RD | f I, 861 it her
side. 20_201. ?he encrypti onl syétem&?aeﬁg@hllq%@? eorg%}ﬁalg%g &ﬁgesé‘%B%“&ata (the
pl ai ntexi), P, as a (binary) string of bytes with an undefined |ength; the
public key p nonl the al gorithm paraneters ~V and q; and, if
necessary, aqk/é]f%r%i%%u ree{%g?rﬁ?g?it Rt él&‘”fi?‘éftt’é’étt?%lﬁlqkléil“f'regn‘@tﬂﬁﬂ(TNIITlﬁblkl'ey),
k. The procesge aldependaes caseotfl: ARe a1, L | piidenl | S
defined in the US Government's Nati QrC:aI Ieng%tiﬁ?ﬁflg%éiry%g%%rgttr?gg%?ﬁmgaﬁ%n'
Technol ogy' s ISsckrBPIFadHoBEla Hitaiotsw(iEl tPSni@@s hje. all caPaiNMvRRIG4hd praféddd be

under st ood, . the pl aj npt ext represents the actual
al phanuner i coizuélgﬁg{ %@P S)&lnn%é%aé%y tcé)ul‘f'xe]tt’%dﬁ‘gﬁf@y &y FPhGOPEImEHI c oRVENI ent

st andar 80 bi natoyreetiyy, es@of aickoe Barke? chdckidoBeHaBRAY 1488 's'@afeel%':sew E&ﬂoﬁq
Transm ssion Attack protection, this is apg‘lgi ed to the plaintexc before

encodi ng (seeumHer 1801 ohsez etfo moduje pyrithwedf, maddpmiatva (gn ameltiple
generated, a d the sequenc enerator, (see ~
T T o N BESRaThay, M SnaE sk e SR80 e RN R S Btehel” s
is | ogically mansiated dtt NGREePHIS dgsitim, bl sprachn 6. NTREOUMEE QppficAbh
zeros has no effe?&‘i.e.This.is riot 10 the sama_thig}%‘as. S(Oglﬁ!‘i 20§. The MrA
key, K, fornme t$Hhe&! FeALOVRI Y Eeiunigies brys mmagh Widsy 2Bpligaliornt o t he ci pher (see
7). Thissis then followed by the original bytes of plaintext data XORed
with the output of the sequence generator (see 11). To encode the XORed
plaintext it is 15 necessary to convert the binary data into ternary, in
order to fillld @%QFIE@WNE&@R&ﬁ?%l’ste@h‘}pnltmtioare used by the cipher (see
8). These ternary digits. or "tents," formthe nessage polynomals that are
t hen processelhebf TRRepPRCSRpliphtemm,  ddscrileaer ntettad fNrtthasraadomiof twoprdaessed

end of messads HarUF P TEr Bk g ba0 0 Suh G BeRoEhBEY Sough

P e et esasgm g oMkl o, PR SLRTE T

are instlf fi ciSBAEYPedneENt Shisi qrcrymied mestasmes seqyee, pohoentini tatk ofireteerdngfthe

nmessage mar kq{rig‘fﬂall Ime@ﬁg@,r ﬁ@éﬁeﬂlei lﬂlo%azdgezc% the encrypted message and the public key
only, is far too complex to be performed by current technology in a feasible length of
time. The encrypted form could also provide the means of transferring (or storing) the

message securely since knowledge of the private key usually allows recovery of the

25 original message.
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205. A random pol ynom al is chosen and nujdiplied by the public#k '
product polynomal is then added to the rriegssage pol ynom al . Thi 2%*&%@8’!3

i dentieal-t-o- that described in the NTRU patent application (fig 4, step
"450) except that the paraneter p has been incorporated into the public key.
The resulting cipher polynomal is then 30 packed to fill bytes and
inputted intoia ghqgkoﬁgﬁﬁgaﬁg§ on, followed by the nessage 22 NOV 2004
pol ynom al using 2 bits per coefficient, which is also packed to fill

bytes. The ch and con aten ted to the end of the cipher
pol ynomi al (sgjgi‘fl r}?égrlh%eg%%?qgrglﬁ%q%eg ﬂ%h%f’@FW%W@E?@BI%EI@SB&”Y be206.

Havi ng encryptedvacdregbaghe pekyane tinmbt BRcSRof Pisqs8eds eth)r§é‘a' E%‘f‘(’gp i
pol ynom al using th next N tents of plaintext. 207. It is unli %R%t

the pl ai nt ext “Ua@B EITest ilf “agn oegiaeily rheiberd dlhatnespaye [ﬁmlwafsorweaé semilyeven

t | t t
b0l ynom a5 1 et caane pa b R ReRBr AP MR by RS Cprpte® edhPetovn

203, 204, 205w&e2@BchavelbediTRI qﬁl&SlSQ@ph&enﬁuﬂ 358, @E%@gﬁ I%@éayﬂl@mggklehﬁ
a

conpl et ed usi t he end, of sage nechani sm (see 9). This nmech
creates a 12 g‘g‘ﬁ?veéﬁgatéhe W@@é@ég%ﬁeﬁé@f ﬁmﬁEWﬁmlk@faliuse plter fadeditd notréve

pl ai nt ext andyay;4p0 rrpl S ol.ynom.

this case the end Ol(i)]f énr?ig‘tsahééeb ?rdglr%f;éeﬁg%m +ljlaﬁl§p|einiouel?/ge ﬁ?ﬁgdlsgb I aner é?ntly -
message pol yndhiraiwas Ehse thessuqoafﬂ gymodt@ttidns S@Qﬁph@ﬁ@gbnvuttehamﬁ@@@ Bedropt el f
necessan 208. The Idas e pol ynom al C&iosm bly the |ast two
nmessage gol y nBWPRES 149 Pﬁia H rI? sseiiehg a%gmiﬂnédﬁaﬁl ﬁéulﬁaiﬁa’ themste knes segther

pol ynom al  anghelii@s@Rha@tedPSER06 <y TRI,Er are now encrypted in the same
manner as all ot her nessage pol ynomg Z09. The concat enation of each

encrypted pol ynon al packed to fi II byt es, but with the last inconplete
byte (if it e tn%% lanted , . foll diately by its,

associ at ed chie(dci un%gr{@ ot nsar\gAH ?:tF ?@cﬁl}@ggﬁﬁ‘)@{e@ ﬁpgﬁé‘?'& %tyl?"‘??‘r?' digits.

The cipher, as described in the original NTRU patent application, encrypts ternary

15 polynomials of a fixed length. It is therefore necessary to provide a method which

turns a data file imto a sequence of fixed length ternary polynomials in such a way that

the resulting sequence of polynomials can be turned back into the original data tile.

During a cipher’s normal use many people, known as attackers, constantly attempt to
20 break it. Where NTRU PKCS is used, the task of retrieving the original message,
given the knowledge of the encrypted message and the public key only, is far too
complex to be performed by current technology in a feasible length of time. The

solution for an attacker is to gain more information than just the encrypted message

and the public key.

25
Depending on the way in which the cipher is used it may indeed be possible for the
attacker to gain additional information useful for breaking the cipher. The quick
answer is not to use the cipher in a way that allows this. In some instances, however,

this can be too limiting for practical purposes. The two addressed below are situations

ST ey



25 3.3 Decryption Here the Tunbl er decryptjon systemis deschi as it
appears in figure 3. It should be conpar eﬁlband contrasted w?fé)m (fﬂﬂ!gi nal
- decryption -system described in the NTRU patent application (fig. 5). -
22 NOV 2004 301. The decryption systemtakes in the algorithm parameters N
and g, the ciphertext, E, the private, key polynomals, f and Fs, the error

correction | evydlere ANd desihb e MIA key, k. The rocess al so nmakes
use of the SHA-1 h ash|%g flgﬁgfsg%ﬁw whh 9 fpme ‘PF%jEl%eemE ttﬁ%Pwmlwh@rem@eused

to denote thevagrsdt enap momtofated@yQbh @k $ibiR 1elt L8l d r
counter used to refer, in order, to speci fll% ené‘r ypt ee?ygag[fo;t/%gl%hl E ascl.l‘erR wi ||

contain the decrypted plaintext data with the MIA protection still applied

see 7 10 0 nd it el.ated check bl ock are
Eeconst 3 uct ed:%‘]?fgolrun&{:R ﬁg gf}gﬁéﬁl%%tog deg%i% ﬁﬂ? tﬁ%(%‘l‘ @‘)f‘%ﬂ Bicke sipheadusnce

used in 209. do@0Owt addressiessa iwsltmit:h t hen
gal Werlawathipk k\%@hd% M&ﬁt grrgo\é@té@ ‘E’g%%%of tglﬂ_‘

by the prlvatﬁ Qetﬁ This is identical to the

the NTRU pat eft %ﬁf‘? a3l ntages reBrigel eﬁgwsms ambleH8RYs mexeeptict gk the
result of thenfodestcomthtrPheCR 0 n case i s needed for
error correction. 302ﬂfjlu A hash Eést%:bgg%mfe“‘ﬁmw %Q,I,S DF‘H”?&V 28ta mel Rgapresgntt hat

of e; and m awi@@@s@g@ ho@yert de«aaadntgcﬂnlf@eae&wp@tagéiﬂféoslpﬁéwm ﬁhsgoog he
nmessage pol yn@%&ﬂad el This hash is 20 conpared with thé transmt Check
eve

bl ock B;. t that error correction needs to be enployed on a
pol ynom' aI, many such hashes may need to be cal cul ated using the sane e;.
It may tlher ef bpBeThe Tahfblal Stitibp record the state of the hash function
after the input of e;, but before the input of b;. 25 306. If the

transm tted cliggklePk o omEG t e ha 305 ..t hen the decoded
pol ynomi al , b;, i's acglgppt ed g@tﬁ@ tc??l Eﬁ}ﬁf %&89 hjgg%eégglepSFR/nWS‘F“ thpe

terts of thes@lewggaé@ed mepymnaJalrmmemam domﬁmwhé@deé%&geg {Ha%q% (see
8). This conv&rsdg,%}lt ESSCO%% K Wﬂ &ts of 12 terts 22 18)4
307. The bit to tert conversid VBT €& sepdegped B diherargantod caypsagysgity, of

t he possible Mﬁﬂgﬂélpiﬁﬂ:eﬁs@{gsand%%uﬁng_ﬂ of 12 tens is a nenber of this

subset ié is passed for conversion back into bits; othervvse it is not a
converté set of 19 bits but an end of nessage marker (see 9). 5 308. The

terts are conggpted ..and the result is concatenated to R
Ris of course g bi ?1gggfpesd%%%agf?ﬁd?t%%lgﬁtefrﬂbg PALOFEEMEPYR VpRrig and gap

failure. In order for the cipher to be usable as a practical means of securing data one

must be able to rely upon the integrity of the decrypted message. Using the original

methods described in the NTRU patent application, together with the detection and

20 correction system outlined below, this is finally believed to be the case.

c . b " v . . . - .
A coherent ‘bit fo tert’ conversion scheme works in comyunction with an original ‘end

of message marker’ system to interface between standard computer data files and
NTRU PKCS polynomials.

Tumbler contains processes that operate alongside the NTRU PKCS and which
-allow the user to send exactly the same message multiple times, or to use an

automated system that might be accessed by a potential attacker, without

R =ty



309. Having decoded the previous polynomg] the decryption sggeﬂ‘whgmz}_
proceeds to 10 the next encrypted polynomal. 310. If the tr mtted check
bl-ock does not match the hash created in 305 then the decoded pol ynom al,
b;, is not the original i " message polynomal. 15 31l. If the optional
error correction is active the error correction systemattenpts to recover
the original mﬁme@gj%pg% ritbsee 5). 312. The error correction system
will report back its success. fl it is successful then the resulting b; (a
different 6; fromthat calculated in 304) is accepted as the next nessage
20 pol ynom al, ar]% t he fi pher continues as normal. 313. This point is
reached if an®értoh2haebEsEgur fdldraagrdohsisndact maghematical rtedls @ ordEheo dimidgheal

pl ai ntext canpgtthetsh e ered. cases the whole nmessage is
di scarded at tﬁtltms] stage. el fspljiage%glé éﬁ%ymﬁgégs% ﬁ%"% Pég[}f@l@ef Re

whol & | nbact XTRMIAGE implenicateflos Tl @realANEURL sochifBlYVark RIHEEOL A gh
bytes of the re pl aintext relate to the current “incorrect message

ultin
pol ynomi al , smegloflﬁ)wé‘&géjé“@@%‘}m%{h‘éf teoNT RRURKES dawratralvast@ringretdedsetepl ai nt ext
bits directly converted fromthe inaccurate nessage polynomal wll be
af f ect ed. r.,. 22 NOV 2004 314. An out of range set of 12 tens indicates

an end of nessageentrieiiatAtompeeid oyprdarObkusty the MR RPEEPAMEHEED 40
bits and concatenated . to. R Finally this block is interpreted using the end

of message meth&ieHf Ehése@tef%’.a?gpﬁﬁt@ﬂ AR & erqen mamt mecheaimpvalesighed onpragéett he
bits conpai neghe dpiRr's T8k aiﬁﬁ%nﬁ?o‘ﬁeatﬁglis, X(?Entgﬁgc{%htg@%p}%?%i gxgelg?lgﬁ'oigl?a}rlflw'

315. At this stage Ris the plaintext data wt pro
appl i ed. The flitadrndlingyaed afsortm dveeromet Fableays iKherdireinetharcepliss edr Heofé%@@d a

sequence gener at,or L on A protection is used then k = 0, = fd,
but the sequeﬁ%pélcgzt%(e@"sesIt%aélaﬁﬁw&lls l%ﬁ%ﬁﬁhasﬁhéf'é'%ép yoplsra11 zeros. In
practice a sequence of all zeros has no effect. This is not the sanme thing
as S(fr3)! The output from S(K) is XORed with Rto produce P (see 7). 316.
The recover edlplﬂﬁﬁﬁ&é&ammﬁ:é binary string P, representing the bytes
of the act a . codi,ng Fail ure Each ti.nme g ci pher pol ynom al
is decoagd us?ﬁ% t Ee@l\%%ﬁt%‘t‘ Sgt%i taﬁ%q ‘?‘ﬁe?%m}ggﬁr a el dﬁ?e&aﬁbﬁ’ itﬁSFet H&%/gqrt
Wil fail to deeederd@Ckg) end Rer ekt grnal, M{ﬁ%}agﬁpcﬂs)ﬁ&ﬂﬁ@(ﬁl depfl: 49 Oﬂ‘%%ryptf

t he ci pher polynamial a using the private key f, one first conputesS a -_-
* a (mod q ), HTRAGLS M BFEccosfigieitentoe Bt g and gt tesdinet be painef bomt shp@dl t o

gl 2. Treatingya,asmad BRl ¥een,ah _wi jnt e coefficients,. the nessa
pol ynoni al can ﬁsurglé?y_t)e 2@ ’%c\(l)v\’/é@e%g[b@&@)%v&ﬁ g r%’b{gﬁ%ﬂﬁg n,‘g'e[n
the Tumbler implementation is normally 3, and ¢ is normally 64, 128 or 256

20 depending on the size of N.  Other implementations could use other values.

One works within the ring of truncated integer polynomials R = ZIXY(xXY-1). An

element ' € K will be written as a polynomial or a vector,
A '

F=)Fd =|R.F, R
=)

25 Addition and subtraction in R works in precisely the same way as in normal

polynomial arithmetic. Multiplication, however, requires reduction modulo (X"-1).

=



22 NOV 2004 JO where FP is the inverse of nmodulo p ( FP * E_E;N (mod
p)). The polynom al a satisfies a---f*e--zlf* *h+f*m(m)d q) =-f @VQUMFy *
g+f * m(nod q ) =p*g+f*m(nmod q) 5 Consider this |ast polynomal p~ * g +
f * m For appropriate paranmeter choices, it is possible to ensure that in
al nost every case all its coefficients |ie between -q/2+1 and gl 2, so that
it does not change E@Fn its coeffLC|ents are reduced Thi s, .neans

that reduci ng PREYESRY T fenodisgulgplisation i fo dpis iy WWFBH%)‘H@” lﬁgb‘?ﬁ{hfl\p B
-q/2+1 to qg/ 2, e polynomal 10 a = p~* g+ f * m
“Appropriate Saégggtepﬁv 0|ce@¥d%gfers primarily to the values dg(1~, d~(I~
and d~(l~, defined in 2. The | ower these values are, the greater the
proportion of coeffhplents in the polynomals g, ~ and f are zero. As a
consequence off" the probability that a coefficient in the above
pol ynom will be close to zero becones greater. However, 15 these val ues
al so dictate how many possi ble polynom als there are of each type, and
t heref ore how.aflf ective the cipher's security is. If these values are |arge
enough, there will be too many possible values of g, ~ and f for an
attacker to be able:to guess sgheir exact value in a feasible amount of
time. If theseHyakuesFafe,so 3mal& .t hat= t hepe A,6 ,no chance that any of the
coefficients in the=above pol-ynrom al will+/t4iued gut si de the range 20 -qg/ 2+1
to g/2, then the security of the cipher will be conprom sed. The paraneter
choi ces used in Tunbler give a probability of approximately 1 in 10000 t hat
the polynomal P~*g+ ~*m 22 NOV 2004 will have a coefficient that lies
outsi de the rapggoul@behbteiansl dis J%@:@gams shi@tas tk@alvisdlerneibl S@iEplication
coefficients) will be translated b uring the first step in decodin g
and wi | | 1 her efxoert theivhe aﬁefﬁplteweaﬂ%@reén%émﬂ@t the epeflicippy) of g“u?%bl@e
and 7 give a vj gugr I yeyur
exanpl e poIynonﬁ%ﬁkygiﬂgnhﬁC&kﬁgéwgggﬁb?é %éggﬁkg%$hgﬁﬁgagf%ngﬁégh§MﬁQhe
coefficient of X, and so on. '

In practice, one is usually interested in the value of a polynomial’s coefficients modulo

15 p or ¢. In effect many of the operations can be considered to be occurring in the rings
ZIXYX-1) or Ze[X)/(X"-1), but it is- desirable to consider the residue of a single
polynomial reduced both modulo p and ¢.

When one performs a multiplication modulo (say) g, the intention is to reduce the

20 coefficients modulo g.

There are two useful rules to remember when reducing modulo an integer p:

e a(modp)+b(modp)=_(a+b)(modp),
25 e (c(mod p) % a(mod p)) (mod p) = {c x a) (mod p).

-y



positive residues nodulo q. ‘Fifty coefficients are represent ed &))N%tz'gﬂzf
pl aced at heights relative to their value (between 0 and ). This is the
pel ynom al that the decoder will recover hal fway through the decoding
process. The polynom al is displayed using the | east positive residue

cl asses, as the sinplest reduction nodulo 15 a power of 2 in a conputer

w Il | eave nupbess 4 field ese- : to trecover t.he ssage. t he
pol ynoni al nust be “shi ft ed i\%%’gtﬁfﬁgrﬁde sr?&gtgésoqaﬁ% éeerneC Oﬁqﬁlelncsfl&rﬁggé?%’(@ﬂ ween

-g/2 + 1 and Gioxirepsiseltaly fieppoprigely stlocuy 9blyhhRiaRobMaeindksbas ke s
advant age thaglualllJ fa@te .c%eff' cients that are nost likely to wap
incorrectly af & dot I"6CUeH Y 5eatHe o ifrihenfxisdhesednystses e otugnom al . Thi s
zone is highlighted on the 20 graph (the area marked as 501). Figure 6
shows the sane polynomial as in figure 5 except that it has now been
shifted ?nto Eheonedse! dbredlwimialsas iRdueh coABSEss MRdulo. The Ehenedfsed fhat vas
mar ked as 501 _in, figure has .now been split into two and i s marked as® 601

re 5
and 602. The 35 todPPilgleRicTHHSHS wpduiver kit avesof0medeiing geight SPolpsomist
above the q/ 2,li e _heen shifted d b d now sits at
the bottom ofmt!lrﬂralden S?ﬂ;fgaﬁg?ﬁg’ﬁﬁ‘ﬁq{a@&éﬁﬁe@ ’sprf%setbhgg%ra‘f\‘/ﬂ gﬁ%ﬁ@e%kﬂ‘%m al
that will be einvel ullad VG B3 NNOIcH8Ticktks SRPYRIAIE_OTI0l e lIERSADE
p~ " g "

pol ynom al . . ... 22 NOV 2004 Figure 7 graphs the polyndmal
m relating t@ctHeEnsorynkvng gegvalphdd Hoynensal i6. L Tire sdefiaby nonizat isvnot

reduced dul : bt S d th i.ts efficients will all lie in
Wi thi n _tlgg raénbgegh‘il%ll 2Y!fhtﬂ:‘)esh¥§é)§’oa AT PefiensT R ke gk ryuvilaalhiths  be
an exact mat ciest dftheswetfidiarms ﬁhetmmlﬁegﬁ%lpblylggm[&cﬁvl%]% Mbghout error.
This will hap eg, Wi th aJoFroprlate paramet er "choices, "in a ut a very
smal | fracti oPeBICIPLASEE Valus It f allosy el te be frvegeBef i ci ent narked as 703 i es
outside the stated range. This neans that the polynomal f * a that was
shown in figure 6, while equivalent to this polynomal nodulo g, is not the
same and not kqu@vexviemt nmodul o 3. The coefficient 701 has been wapped to
t he position rked .10 603 in fiqure 6..g,. % It is inportant that there
exi sts g%me rrﬁ%nﬁu d@ewmtﬂs)isfe“? ésgfg%%ji H1tRICE SCREES YT 8 Kep CIeaien aystemy or
has occurr ed.anldierypahy 8@Mmland aide : t -whil e the
polynom als g and f are known onl §J§Pgﬁg]sh}§%c%%ér%%&?gm?{eﬁ?s?%%{égs‘?lagrf 8Pto
predi ct 15 whBtKdRreasyaappingotinds bow each is mostctedtiztractrivngef af tudelying
i nvol ves ther#ﬁge Qf sone sort of a check hash that confirnms the integrity
of the origina éata during the encryption/decryption process. Such a check
is al so necessary to prevent sone fornms of attack. 20 The nechani sm
enpl oyed, by Tunb o0 detect decoding failure is detailed in 6, and the
means 0?0 cor rﬂbet hﬁ—g‘[‘{ PRESTH 2Bpliqstien dspqrihwe enqeding, ang degding ascwry sotplotwo or
W appi ng err qhse Welhendc£8508Mk SR, L0} the ti. hat the NIRU. ci pher
was 25. pr oposegl (p REJ “pat ent appﬁq‘lgrca pﬁ%ﬁr}?&ta{fns}}asplgggauc)e& %Weféiﬁ}tlotnﬁg
routine suggestiawsf mekingsbtsei moedskdssconsiderhblgvadre @iblibadNBhclCBF FIRC thrB@NY
i nst ances of wrappi H% f ai.l g[r e... The met hod involved shifting the polynom al
a from above,prBVE TS Y ft degribad vith dechedpgdr {iRe diagam. df it haeresets ixi ent
that was bei n@nipaROoMHeC iti¥e WodPR hat L p dj d. not
ol € B mﬁ th\%\%ee\rgﬁﬁrﬁ%?}{s Vﬁ%% Hl%dNTﬁ'ﬂp pa{ent

alter the value of any of the coefficients
application {figs.3, 4 & 5).

In the case of the key creation system, the process has remained relatively simple. It is,

however, in the key creation that the greatest advances in efficiency have been

achieved.



33 22 NOV 2004 reduced nodulo 3. Unf ortunéu; ely, this often causzg ﬂﬂ
coefficient, whose value lay at the other 2nd of the range, to prﬁﬂ@l
incorrectly, where previously this would not have occurred. 5 The wrapping
error correction that was suggested also failed to correct an error known
as gap failure. This occurs when an incorrectly wapped coefficient has a
val ue that is atliea(rst &E close to zero as a correctly wapped coefficient
of the same sifghB¥ni €388 not originally considered an issue, as these
failures were thought to be extrenely rare., A gap failure cein iﬁztual ¥
occur once i n Hsvertle kehoisalion systse iy Aeswiibeds :as\ihaass 0 1Ry LS i nt Pt B t en
to be noticed i hons. The principle behind Tunbler's error
correction sys'ﬁ@%@g%&?ﬁ%ﬂ%&%ﬁ) there is an error then find it and correct
it. 15 The difficulty is that there are N coefficients which, viewd

nai vely, could be wong in two possible ways (when treated as_nodulo 3

val ues). Therd0doditg ldyserepaomsystemp| wkey iuithe mgoushne rpagraeteiShicRih - eVBs y

possible error is therefore equimalent to trving.o Y5 P i bl r.pary
pol ynomi al untRaFAmEHe %IS’E%SI.H t&gﬁ@ ?ﬁtgntn%’PhF%IOSf % ﬁ%@é%ﬁer‘ %?i?\!‘s"gv\%uﬁg)etp ake

an unf easi bl e @gmpynrbul@fbetusé®. Furthernore, the error may not even have 20
been caused by decoding failure, but by an error in transm ssion or a
deliberate alteration by an attacker. The Tunbl er solution is based on the
fact that not I ssi.bl.e.errors_ ar. or a o ok
possi bl e cause Zof I%gef PEYF rkc?l}n %%qonfli%k I?ncthggﬁ%e‘gaggdrﬁykg%qﬁ ﬁgﬁlsé:?ihg?mh ®
extremel ypef figdpeidens 82N Hs Cadribel ipeid NTRE Dtk applieattaug@l.2fp.Bhe error. In
practice the nost conmon cause of a decoding failure will be the cause
approximately 9999 errors in 10000 (for the paranmeter choices currently
used in Tumbl efgs FRCalctdot heisCaysful AEOsliNAnlield Yheushy o Eilidean
al gorithm paraneters have been ~, 30 chosen so that a certain polynomal's
coef ficients apgeaitimstheahvaysficingidénot&nveargelgoritit’ NOwe@(Dis algophim tvgas
g/ 2. Wien they are not within.the ra a decodi.ng.failure is said 5.0, have
occurred. The E‘W&gc‘é ‘&?f“ po?pﬁrog?‘fff ?ﬁeénglgﬂiﬁ’lzgei H’dgo}(:f?zgfzﬁgf”{m ?y Yahye™ sf%lgii“ﬁ
practi C_e115abou§c}ﬁ7ebﬁl,l H0Q4RES POl ORBIA oy TORYRT@NGE LodruieWdotes in Computer
coefficients:~falli'ng outside this range sinultaneously is less than 1 in
100000000. per Spetaerioidi ad., Dafidorsosneith, fSpringest erkiznev avsb uk?%6r PRr&-> A db s
when a coefficient  fal outsid hi.s_ r.ange.i L t

out si de by onl Po%ub%e a} ajgrrigherﬁég Eémg?%%tgf}ﬂ’%%%a\e%idé‘?gﬁgg? t?ra{lg_l égsgh?%)ékeéslay
it is that a coekffi ci anblemiehling &lid afforitthaty ghosdsant daduhsdude atitienetangeough
Furthernore, when a coefficient falls just above thc'w rgﬂ%g}a it W Ic{j bF
wrapped to t he pareieldot ARSFALONS PRA VEEAGISPIOMIUAIOD SOIFY (67 it [ APTHET| 45 She | ow
this ran%it wll be wapped to the top. In the first .case its value wll

be g too small, which neans that it will be x too small nodulo 3 where x is
thte srr}al | est ggsi%th‘gyéarrm; gxrepoﬁlagthﬂldnl%drn &Sk ?alfhle;eﬁanmctéﬂo @abélmmlefll_ﬁémmgae
x too | arge. Thjs provides a e, neans of. fjndi.,n error.,..The
val ues that |i dhig IaL%’é‘gtm fdTPHeS 9@%%adtg§1a{1§m%lp t{:‘rﬁgg}? gﬁréggl-bdi/' ARG
are checked, and @f [SMRLHQEE ITRAG (40 s¢Py rect their val ues nodulo 3 by
addlt ng o][ fﬁbtractl ng X (dtepenldl )ng (2)8 \é/_het her8t hﬁ val ;Jﬁs are at thﬁ bOtE(I‘)lmt
or top o e range respectively). igure 8 shows the same graph as tha
in figure .5 (explained in_4). The, area surr.oundi th I LS,
i ghl {oht&d and URapRed HemEgI TRECOERPRCldnPe iar Fg R T iR inerss
are the ones thatsase Feskr |dfk@hy phitheCalsR atheeieDiknobil Alademattalt behnique
proximty to the line g/2 the first 5 coefficients are |abelled 802, 893,
804, 805 and 80®lloThellynsalied beasstyrppings & hist alkvsery By cakptlplg the pyfgse modulo ¢
coefficient marked,.802 having a_ 25-val at LS JHiSe uSes th
ep eIy §oRef BLaliih HE ke fudh STBbbrdfide hes the

exactly the err € éxa

R =iy



4, and adding x to this coefficient's valye would indeed corre? 2&@ error.
The exact nmethod that one should enploy to correct these error {2,1 Md@ﬂﬂ{
heavily on the use to which the cipher is being put, and the platform upon
which it is being 30 inplenented. An exanple algorithmis given below The
prem se of this nethod is 22 NOV 2004 that efficiency can be achi eved by
maki ng mul ti plgo6ee I8 18kt ; | b} e. . However 999, out
of 10000 errors W | ﬁgg%orreéfggqﬁﬁggﬁgﬁ@%g@? a%??%#r@téprlnjﬁgips’ tﬁ?%ggﬁl y*
best, in terns wil spdedverss of fewkiulont.he shortest possible tinme for the
nost likely error and only- do the work necessary for continuing the search
if that first attenpt fails. Since the errors are only occurring in the
order of onceyjgn I t he ed difference will be snmall
on aver age aﬁlddﬁ\}\ng ﬁ%/&gdé?@&%gg?l%ﬁ)[?%]%]rﬂlgmaeyntocfoﬁgﬁr&mt IS?MFESpeed is an issue.
The met hod descri bed here does have sonme 10 advantages. G ven appropriate G
tables (see below), it will fix all decoding errors in a reasonable tine.
After the firdt-f StiBpSAPHEOHPIGiieats WaeHoras bethst TRY pafent ymrigation
efficient formggat ST |0 ~ need. never be.referred to
agai n. Figur e([ﬁ% ?’sﬁégdﬁdg\%éﬁg g{ a{;@lstf%géﬁb o@ljgvl}ng%%e%gru}cg?deg P Rde Phreal gorithm
No equivalent 1 > algorithmwas presented in the NTRU patent application.
This flowchart, i s, designed as. a counterpart to the flowhart describing.the
decodi ng system ?Eeegnﬁq&g?yelsésl‘?Paéib}lj.gi*-The error correction routine uses the
al goritjgm paraneters N and . It also uses the private key inverse, F3, but
not the private key itself. 20 The correction |evel determ nes how far the
error correcti®@nThepeblisekeghbuiay teanritei pubbsheTh@hsheobeenantcabitdddn stpsto7be
non-zero, or the error correction routine would never have been called in
the first place. phlO0BgE,all errors are fixed very rapidly. The correction

| evel allows one to"control how certain one can be that an error is due to

a 2~ cause otyher e failure. .An arbitrarily high correction |evel,
when t he causlgggftﬂétﬂlﬁé%ggfggcqpstlolnr?yft%%ﬂ‘?sgg as e&”c‘ﬁ&@@”c%é”‘b? thadd t o
continue for tencanpirtd ant| gontlafgd thilkethe AR | SlkivRoflS QES &serifd LeMRLY
likely fp be corrected in the first few attenpts.” It iS5 therefore possible
to conclude VEFRUR# Kk ppplicaEen (e Ohance of a yet undetected error is
negligible and that the failure of the polynom al to decode is nore likely
to be 30 caused by a problemthat occurred during the transm ssion of the
nessage. = In2Rghiov). 2004yFiiem] GOKT @el ionihot! 11RS dneliefalich bR endableciegoded
mod g polynom al a;, and the cipher polynomal e;. These relate t0 the

pol ynoni al s ugédgr bydet he decodi ng system (see figure 3). e; is only used for
creating the check block. It is possible to avoid repeatedly 5 inputting e;
into the hash instance by recording the state of the hash function after

i nputti e; d : i his state,. instead of a.new hash

| ntance wha a Hog reid! e ffes Bife SR r T F82 B aRalEEh B ¢ om
experi ment at i(bmagn dstradgd ofvsyten evithancaiitfigld kh@hprtH@bubli‘eOkéyn%M@ﬁ&ﬁialf,@Dthé‘Q
nunbers of concurﬁalnt errors are corrected at various depths. Since al nost
all errors ardQ@BMPeRdaRcicRmddrd 61 gnd.tifingcessary, & Mubipls Hranemidial Avatkies

for this tablg.heyanedtibgf kst £ r so. fact @ t,he, exact
val ues are ofp??i ftle iyrrplggrtfgmce. élwg!iBgEm%E% a:l:sgr%?aeléggg%le ?fgﬁee?HTAng‘iaﬁBW a
count er used fhoctiocmpnfar e SWIA-bh ik hdefmed riecthi AiiS | @wetnment’s National Institute of

25 + Standards and Technology’s Secure Hash Standards (FIPS 180-1).



The value j is used in conjunction with theptable G It tells,us which row
of Gis currently being used. 20 The value of x tells one hovx? MVa?ﬂ@!,l ue,
incorrectly wapped nodul o q, has been altered nodulo 3. Mdre generally, if
the value ofp fromthe NTRU patent application is chosen to be sonething
other than 3, then x will be calculated as x=grenp. 25 Centring a

pol ynom al noduliowill keefrestdoa Inf Ll Ief o te esidue
cl asses (centred around zero)’.%Ohisﬁ’gg?téh%El%ng?xtégergl%urg%%}‘q’ttﬂlpgalﬁ%{ta?%%a@élglse&cy
to use the rangéor gihenimesagy 2 bensreattdonsonting do use doheeriang@andih@ Bifary
g/ 2-1. 403. At trg\irg eggbﬁﬁ alist is created which wll order the
coefficients of aD Sby € 30 proximty of their values to -q/2 and g/2. If
val ues exactly equal to g/2 were w apped 37 22 NOV 2004 down in step 402,
t hen negative val ued coefficients should be |listed before positive val ued
coef ficientss wi 2A2¢Héheseipker apgoles Muliiplk Teansangion &ackesrs@ctidn, viaik uespgixaaciol y
equal to -qg/2 re up. In the | e described in figure 8, the
list woul d begﬁheﬁ%?cﬁﬁggfé}‘&g‘%w@?%2%@&%@b PT 2808890 ‘gEdyiod raglys dag @06
n that order. ktcicmeRusidl @ekbyfskROatd 00y dheqdlnt 2068.0f (L8N 1) 17no

coefficient's value fromthe edgé of the range and ‘not the val tie its

The whol e val ue MEAUFEECHET & asedi themakes),i K eaBj but the fahtow $(0 pr agestly

404. After bein 0.3, the. original | o ol ynam a; is
no | onger 10 usgaﬁﬁ%ywd%% (Pl%elmss g ?%gf’ia gage“fﬁgg%‘?mgé%nﬁ/%&e%ﬁtmﬁ%ﬁ@r
of simul t dleous tlersaareshihgas BfWxh a check is made. To begin with a check is
made for one incorrectly wapped coefficient. 15 406. Here one takes the

current depth at which checks should be nade fromthe table. If one is on
the first row o t he ¢ ' r d .shoul d start at depth O.
It should be not&g%l'hﬁ?abfﬁ@%q?{ eét' Szﬁg%é %n}%tgﬁ %&gsegﬁ%%tﬁxﬁ%@e%tﬁyemft%ﬁietﬂglg)erqsee
previ ous j then §tHerlbisais sharofaliveké dietle krigimal @stes vf 40fnteandath DEOREG Wil BB

w1l skip strai %hg Lo ihe next val ue of k. 20 407. The al gorithm searches

through all the "RPELSE 8% SUEREST $5nETaiont(sesns t1H v A @égoqeh@@g?éfageqﬂmﬂwﬁ?ﬁ‘ét tihien
Cai st P AL 1B . e  nad

a certain |di st anesaw@dtol EQFeHa(R. bifthryt RS BOY Nbrobly 155 g@ﬁfrtﬁ' Eﬁt h%%]?ljtﬂﬁét

there are any k-tuples |eft that have not yet been chec
has been checked#olupmig @sibarash usd by Gemifher (sdeft®). Teed tarotrybbgite ohéakad

25 408. A k-tupl i.clents.. ose values all lLie wthin the given
range, is chosgrfl&rrprﬁegg%%g:ﬁ%iog}’g Hiéﬂ\fl\ﬂ’aggredtiﬁglf PHEESSEd b%ﬂ?ﬁf I€é$ Gmhﬁr'?[lﬁaf?w?fas
been chosen at ahgpr Svieassember aijrocts@ll thee 18t gembihiy wHeakapiies of td@ext

chosen k-tuple are then altered to
message polynomial and an end of message marker will be created in 207.

20
204. Provided that enough terts remain unprocessed, a message polynomial is
constructed from the next N and then encrypted. If the plaintext data has been
exhausted and there are insufficient terts to fill the next message polynomial, an end of
message marker will be created in 207.

25

205. A random polynomial is chosen and multiplied by the public key. The product
polynomial is then added to the message polynomial. This process is identical to that
described in the NTRU patent application (fig 4, step 450) except that the parameter
p has been incorporated into the public'key. The resulting cipher polynomial is then

30 packed to fill bytes and inputted into a check hash function, followed by the message

R = oty



P

.conpensate nodul o 3 fof a possible mis-w gg ng nodul ¢ . a 2004
2 A Dol

409. Using the altered a;, the decoding prétess is conplete heck
is made to . see whet her the decoded pol ynom al and the cipher pol ynom al
“pass the integrity check. 411. If the integrity test passed then b; is
accepted as the next decrypted polynom al. 412. The possible k-tuples

havi ng been exhausted, the search i's now extended to a@greater possi bl e
di stance from pelypomial gsipg 2 bnssper?ﬁefﬁmm@vhmh istabsotpapkes © fall byfes. Khe ehagks

the current vardd 5roRPoatAnd sRASRRRRRLT e Rl P lneCPuE REptid i S BL T
searched, in reh@tltﬁ:ﬂmttmsthbﬂlnommeamqb]]&k%tent of the search, is

i ncrenented. There are obviously nore econom cal neans of achieving this
t han having a dedicated counter. 415. At this point a check is nade to see

if the corsr ect 866, §16in Qgﬁcrg d'g @s%ggef g?lyﬁg&%n 8193 GRL ?J%éeg tg V&e next

416. |If checklng has orne e correction

speci fi ed wi t hpolynbmsl ngngtmmdNatértﬁfqgﬂntérkl with the decoded |OO| ynomi‘al ,
then the search is abandoned and the pol ynom al renains uncorrected.
Realistically, with a m ninumcorrection level this will still only occur

when the error zlt)l‘,i gagSﬁﬂl@Yy wgﬁlgn@khﬂ&azéﬂf ?ﬂnaﬁleé}@gt' Hﬂl‘gf)@(’ bETE ssa 7

One increases the nunber eous errors whi ¢ correc
procedure is t pobreoqmmlf mrenved an exac® huNile 20MbiklBr coitversiammtooterts When zldantln:

;e;lm ngﬁeﬁgn \é\pggl,y%galga} thlag canebe ﬁ?e(jcl complle':étel;%a%tg theapi;]rgcetsg %escr%eg i&.’s 389 u%sf or
gu_ & 206 have been processed, the last message polynomial is completed using the end of
message mechanism (see § 9). This mechanism creates a 12 tert end of message
marker. This marker is included in the plaintext and may not fit in the last incomplete
message polynomial. In this case the end of message marker will spill over into

15 another message polynomial. The last polynomial is completed with random terts if

necessary.

208. The last message polynomial (or possibly the last two message polynomials)
containing the last incomplete plaintext message polynomial and the end of message

20 marker are now encrypted in the same manner as all other message polynomials.

209. The concatenation of each encrypted polynomial packed to fill bytes, but with the
last incomplete byte (if it exists) completed with zeros, followed immediately by its
associated check block, forms the encrypted message (ciphertext).

25

3.3 Decryption

Here the Tumbler decryption system is described, as it appears in figure 3. It should be
compared and contrasted with the original decryption system described in the NTRU
patent application (fig. 5). |

R = caY
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419, The algorithm noves to the next row of 5 The ﬂollomnn exanpl e
shows in nore detail how the table Gis usgg Exanple 10 a; 2480Y 2004 -
127x2 - 45x3 -117x4. g/2 = 128 index value sign 0 45 + 15 1 117 2 127 3 45
4 117 20 Index 2 corresponds to the coefficient with the greatest absolute
-value. The coefficients with indices 1 and 3 have the sane absol ute val ue
and the sane sign, so it is conpletely arbitrary which of these two is
listed first. For the rest of the exanple 1 will be listed first I ndi ces 0.
and 4 have t he 3dnméhadsoyniion SYatenaalesdn dicfd 5rifin (k% gﬁe&é‘x%t

one uses the r % 2@ s 25 Ilsted first. rﬁe res It|n

ordering will fbﬂgﬁeepwaée ' pelynomisds, f a’QiFs,Ehef)Egro( dorrettion Jeyel( and 4Bhecessary, -
0, 45 30 A R f = 04 k t. 510

gon3| é}er theqsfhrrpl %‘?é{ tkag%g'brgces 51%{% st ol tﬁe‘ﬁHﬁ—éhi‘? 5 Cfiem }i@ m 4

0 j=3 11 P1 5 digueep g symboll| & wb&d RGieRSie T contabiioh BILe AbRI Y CIRGSL 40T der
in which to check for errors. If at any stage the error is discovere “and

corrected, then the checking procedure will be stopped.
302. i is a counter used to refer, in order, to specific encrypted polynomials. R will

contain the decrypted plaintext data with the MTA protection still applied (see § 7).

10 303. Each encrypted polynomial and its related check block are reconstructed from the

ciphertext by simply reversing the packing sequence used in 209.

st
yp

304. The message is multiplied by the private key, and then bjf the private key inverse.
This is identical to the process described in the NTRU patent application (fig. 5,

15 steps 570 and' 580), except that the result of the first multiplication is recorded in case
it is needed for error correction.
305. A hash is made of ¢; and b;, in the same way as that of e; and m; in 205 (see § 6),
treating the decrypted polynomial 5; as the message polynomial m;. ThlS hash 1s.
20 compared with the transmitted check block B;. In the event that error correction needs

to be employed on a polynomial, many such hashes may need to be calculated using

the same e;. It may therefore be efficient to record the state of the hash function after

the input of e;, but before the input of b;.

25 306. If the transmitted check block matches the hash created in 305 then the decoded
polynomial, &;, is accepted as the original /M message polynomial. The terts of these

message polynomials need to be converted back into bits (see § 8). This conversion is

performed in sets of 12 térts.



£
The procedure starts with an attenpt to coggect t he si'ﬁgl eton errors that
are equal to -128 or 128. There are none, it proceeds to singlset i
the ranges -128 to -127 or 127 to 128. These ranges contain one such, as
pointed to by the first index in the sanple ordering, i.e. 2. Since this
coefficient is negative the algorithmattenpts to correct it by adding 2.

For the purposegr.afhathi : 1 | _be umed that this fails. Since
&l,l) =3, one shoul d tgtt)ﬁ(?érﬁ}}g tlérrgl?ozlggljfsosegsoqiﬁgi)ﬂtsé’?tﬂélsg sﬁh%%tgﬁpﬂmé}ﬁée‘ﬁas

tried all singp&ldtestsi Wheme setarfg@sertslid@ ridinbet 36HY subed ifti® pd8 fol A6 Ear Bﬁ no
p8|nt I't 1S better

nmore singl etonE i, N. Ehgit.r%r_\%‘?* . 41-22 NOV 2004 At this

to try to corr 83 BHE ohEwisselt 1% el & canverted setaifr K9 bits bitean ardget mesapge

. specified by Gnhrik)(see4.99)X(1,3) 0, and therefore one nust now switch to the
next row of G and start Searching for a singleton error once nore. 5 The
search starts where it left off in the previous row, with a depth of 3. and
| ooks for si ng#@g&stdrgsvm the_Iigt, up.to a depth of 10. At 10 two nore
potential errors-ars FOouta CORTEED AP ditp (ses a8 )l and shearssulriscbondmtnatdriveRt | Rg

t hese errors fi@idf&omg@ahmﬁhaﬁg i s. made..t orrect for a pair of
errors, starting where the ~- ?@ggglr%%:%ﬁﬁg%ts'&gﬁl?eOgtbygesﬁepth of 4. \Wen a
depth of 10 is reached three coefficients t - ~ are found in that range,
and therefore i al ifs. Because index 2 is first in the |list these
pai rs woul d befﬁc%?frag{chtge%‘:?‘%%t‘ﬁsPfea’F‘r“é\ﬂo Gopiaddhe decpyptipn system)themprotéedaltby
(1,4). 1B80For thhinsxtexeaiypted polyrivahl be assumed that one of these pairs was
i ndeed the cause of the error. However, it is inportant to remenber that in
pfactice an error will alnost always be corrected in the first few
attenpts. 20 T S.Lf cryptosystemis able to determ ne

whet her the eg"élr"ygli(@é atglglﬂfeg %“S%%%O&Léﬁ%a%ﬁa@* the Easﬁﬁ%?é‘?datne%oﬁ)ﬁmnn‘ﬂlext,
it is then saidecodedymlyplomiall &x1s wos@iccoriglhl $" hﬁs%éé’?&lylyorﬁ i eved with sone
sort of check hash. 25 Depending on thelir use, systens at are not

pl ai ntext aware nmay be susceptible to attack. An attack that takes

advant ages of a313Y$t @Rlctibadke € rks in the follow ng way: ~,;
22 22 NOV 2004 A ALt oEies irﬁ%fércgié%‘%tg&la‘ﬁS“é’ﬁ%og’eea“??ésc%&é%onﬁ%’ét% LR P hen

nodi fies the drevigeticrmsigingmesiaggipdlypofed gee §sgnding it on to the original
intended recipient. This slight nodification my sonetinmes tumthe nessage
into an invalid ciphertext, ~ i.e. one that could not be an encoded form of

any pl ai nt ext .312nTheePorGReRstidr & sRRERHIBleport back its success. If it is successful then the

resulting b; (a different ; from that calculated in 304) is accepted as the next message

20 polynomial, and the cipher continues as normal.

313. This point is reached if an error has occurred and has not been corrected. The
original plaintext cannot therefore be recovered. In most cases the whole message is
discarded at this stage. This is because most uses of a PKCS require the whole intact
25 message. It is possible, however, simply to record which bytes of the resulting
plaintext relate to the current incorrect message polfmomial, skip to stage 306, and

continue as normal. Only those plaintext bits  directly converted from the inaccurate

message polynomial will be affected.

R oY



is unable to decrypt the nessage, and will_generally (rﬁf orm t (who
is the'attacker in this scenario) that thezgﬁessage failed to 220@3/(1?&”4

Al ternatively, the nodified nessage m ght be a valid ciphertext. In such a
.case the 10 decoder will decode the nessage and attenpt to interpret it.
Since it has been nodified whilst encoded, the decoder may not be able to

make any sens f .the ssage this (s irrelevant to the attack. The
attacker repef;{i1 : f“ﬁ‘i"é“gf Baélgggéts(g&értﬁ’fts {dirates apead pimessage masken Al pgeviowms ch
1 ~ nodificat iyessyoetets Vié iclned text i thi he .at t.acker
is able to determ ne sone of tﬁé&g?@gﬁﬁa%dngé%cg{g%g%% J%eﬁn@gki lstlﬂi)qsk 1
approach f urt HeterprAgd aisingniiei ol bf nesegt esechaniegUses § s IThishaek regsied tan
bot h the plaintext le})ﬁoglgogpgexc{pherteét. This allows us to describe

Tunbl er, 20 geR@PETIY) SOWS hitsfpatamed ir Bri)egs that kavenabyst besrsonvestedire 1
(Secure Hash Aigardesthm ) to conpute a check hash for each encoded

polynomal. SHA-1 is defined in the US Governnent's Nati onal Institute of
St andards and Technol ogy's Secure Hash Standard (FIPS 180-1). 25 As each

nmessage pol ynogyizaly i ,..Rath the original sage polynom al and the
resul tant ci p%grg' fg‘ct)Iﬂ?%g{r#g?{e%rtggﬁ)iaéﬁte’étsdai?%B%T{h tﬁ?\ﬁéﬁ’“ﬁﬁ@@& appligdellBHA- 1
al gorithm  -fur2k bides ROAMUhONITAKeeNC OteROare th&I & RAEL s&:ﬁiet %Oégn@}at(%és(:lﬁ!(en

| of "a

as input first, as this speeds up the decodi ng process e even

decodi ng er r ol ng T4 PREFUYD IS wsHithen £ 5 6.ik st Ophwkhel seaueficd $(Kbyis dsgiaslly
descri begh bel . LSSLon....The bits required tq represent the first
coef fici I(;,bnt a(r%\gnsplpgrg%tég %gltﬁnﬁil%%'gg A AT IUea s éjtleark]dzef)‘?sci}aﬁé‘gfeségtt Il‘Bystlé,no‘énd
so.0n, 5 and tthesdms thily beSE@)NITHb etiptit FRNLSEE! is HdBed HitAFCRSSREYce Flige
message pol yn(r)(m' al is then packed to fill bytes, each coefficient this %i me
bei ng represe Ped by two bits. Both bits are onset if the correspondi ng
coefficient is zero; the first bit is set and the second is onset if the
correspondi ng coefficient is -1; and 10 both bits are set if the

cor r espondi ng 3d6efh¢ rdcewered plaintexttdatasisriby binatyhering Perdphatntingeths @0 fAhd i S
set whilg the af'hlrFt isa onset. The packed ci pher and nessage pol ynom als are
concat enat ed, 5@’ &F&*€ten hashed toget her using the SHA-1 algorithm The
hashed output is then transmtted to the 15 recipient (unencrypted) al ong
with the ciphertext. Typically, the addition of the hash will add around 20
bytes to the depddgcodmgailures pe transnitted. Fewer additional bytes coul d

b d, but thj . resylt i - ity. |l e.20 Th
ol ynom al (- Tt 1Y Cipheibiindulal 8L EE e o NTHATBloSithin Dbt mendlby o
i s finished wigrbbabilgethavittwsilli fhil redes8aback th fhd ck}iggnae l&&@ﬁ%@' pbRhhmtdIe

p

pol ynom is concatenated to the end of the packed cipheitéxt, and hashed
for 25 t¥ansm ssion to the recipient. During decoding, the ciphertext and

the decoded nmessaQe R HeVddons: 3h| ; nd are inputted into the
e decgded Tessnagop sl sl heis SIERLEL SRS AU DRI

a= f*e(mod g¢),

choosing the coefficients of @ in the interval from -g/2+1 to g/2. Treating a as a

polynomial with integer coefficients, the message polynomial can usually be

25 recovered by computing

F, *a(mod p),

e St o



22 NOV 2004 conpared wiih the original hash_computed dgfing the BAYoa4
process, and received along with the cipherfext. |f an-attacker nodifies an
encoded nessage therefore, even if the nodified data can be 5 decoded, it
is still conputationally infeasible for the hash of the decoded nessage to
mat ch the hash of the original nessage. This nmakes it essentially
i npossible to alter the,ciphert nd still pass this test. The system
then rejects al WLnggéésgtgg "ﬁﬁﬁsféﬁﬁi ug&ﬁﬁ@v’fﬁzﬁﬁmﬁpﬂ)he- original, whilst 10
being careful not to informthe sender of whether the ciphertext was valid.
r It is possible that wr_a[)pi ng failure may have caused the fault in the
decoded nessageTpopsliasmial a satfsfiesr or correction is swi tched on, the cipher
will attenpt to correct the fault by using the al gorithm described above.
At each stage it will be necessary to re 15 conpute the check hash to see
whet her the errér=hhd dEeh féct b4 gd* m3mde gthe ci phertext remains the sane
and only the retrjeyed age polypom al. differs for each check, it is
possible to input*tjyﬁe %?Eflg’rteg(ﬁ fn?@r?ﬂ?él Hdsh only once and input the
nmessage pol ynom a ehaéhe ti e m3tholingygeneral method of hashing the
ci phertext and the plaintext together to produce an integrity test for both
is not NTRU dependent, but works equally well for other ciphers. 7. '
Mul tipl e TP ansnCessidenshigfasTpotyhemidl pei “ugless t he FophpRsprake AHehBY: PRALECEI QN
against Miultiple Transm ssion Attacks (MIAs). Shoul'd the sanme nessage be™
encrypted and tPUROM PEBFRHRY i Alroshavesy gaderal itsewe Fromntplihbétwekeyg/and and
w t hout MTA protgcld ey ecaq syusceptible to attack. 30 22
NDH 2004 | i s ‘?/rgrb%drt?gbnl% Hoes ecggh e""%g 1{5%8313{59?&&%? Fedyeegem 6 Th raeans
stmilarity betwhenretuangessagetciedd st Fohyvj ¥ i re
headers, such as those used in_emi l ,fv\hillcl:lﬁ&gkg %lgfg% lgﬂreg%]l grtoa I%ggff%@%ﬁzé
first few byt esrc69VeERirgray themobagatalar e i dentical then their first nessage
polynomials will also be identical and hence susceptible to a MIA. Suppose
that a list of prices is transmtted on a regular basis. If the attacker
makes the correét=assdntt dn* vhat the prices have not changed, this woul d
also alloWthemto enploy a MITA. 10 The security of a single nmessage

pol ynom al is dgpendent on the random factor used in the encryption of that
pol ynoni al . | f AWPPHRAFRATaMEenphaicesy refers grimiardy ththerahuo ph({RacA V) amtl )

access to the p LE: 1 d 1 n trivial for themto retrieve the .
ori gi nal mgsagdﬁnEglrégghT%% lr%;eﬁeéméggélél ST @Sﬁfe,agetrﬁ}ée PRRYGAT PRERTHCIets In
determ ned " on thegolyhymidlog, pash et yaemaala coﬂgéqﬁl_eﬂ&a&sthgsh%e frj]lfobﬁﬁﬁg} e hhe
same nessage is sent nore than once it will contain a di ferent random
factor. If an ofoeHIRGY Ik Hswrbovs pobemomaalrwilhie closwtoozerorbemmest@etaptitvever,

Teasages | an SrFortier aRe ARl M nost bR pelERore® faug are of cech type, and
therefore how effective the cipher’s security is. If these values are large enough, there
will be too many possible values of g, ¢ and f for an attacker to be able to guess their
exact value in a feasible amount of time. If these values are so small that there is no
chance that any of the coefficients in the above polynomial will lie outside the range

20 —¢/2+1 to ¢/2, then the security of the cipher will be compromised.

The parameter choices used in Tumbler give a probability of approximately 1 in 10000

that the polynomial

5 péi*g+f*m



Even without MIA protection it is not generally possibf€ to deée 1 ne the
entirety of the randomfactors fromjust twb copies. However, éwe &\ér?ﬁ[])ng
two copies mght significantly conprom se the security of the nmessage,

whil e sending nultiple copies 25 can allow the attacker to determ ne nost
(and eventually all) of the nessage. The Tunbl er MIA protection system
enpl oys a sinple stream ci pher together with a randomy sel ected key (eg
usi ng a pseudo-random nunber generator) to ensure that the plaintext
nmessage differs andom om a t her .identi cal sa nt_ with.the 30
sane key. The é’\flﬁ 8i‘%ﬁ’&-{“e&6e€1¥%ﬁ?5 ‘Hﬁ@‘bfhﬁfa’é%fd' ‘I@ﬁtt@?%-gﬁfﬁ? fn[e?/nso‘ihaE ﬁlg
message as it P2 J¥NmRQREficRenE PR BS trafddbl b} 3¢ iBking BRdfidshiiep fe@dodlg be
a particularly secure cipher. It ust only ensure‘that two identi cal

pl ai nt exts wi | landivfifl éheréforsrhagnen alioeheslue modnloihpr edi ct abl e manner. ~
Encoding wth the Tunbl er MIA protection option adds a random (or
pseudor anadbm) MIA key to the start of the plaintext. This key is then used
to set the initiagyghple of the Tunbler Sequence Generator (see 11, and
step 202 in fiTure 2). Subsequent bytes of plaintext data are then XORed
Wi th output fromthe Sequence Generator before being inputted into the PKCS
ci pher: see step BQRuwefs,biagd7egik a tQudDeramgie d€aodapping ¢rfargure 3), the first
k bytes of data returned fromthe PKCS ci pher are used to set the initial
state of the Sequence CGenerator (see 11). Subsequent bytes are XORed with
output frogmthe S @@%&ﬁﬁ%ﬁ&%ﬁ@%&@ﬁoﬂa@l yo Oulphs BebraRdhhd Wakodest
pl ai ntext: see ste |5 0f figure 3. 15°8. Bits to Tents Wereas data is
ﬁgnyenti onal |y st pogitivasesblues madwbo gr Eifer cadfiEGS and trpréseniad handiteplaced at

Ssages as polynonmi al s 0S oefficients ¢ t ak he. V. . :
The nmessage pol yng‘ﬁﬁgﬁ S rleg{t]ljvﬁg? lrsYarlF%QjeiWe Z(?ﬁ%cfﬁ')e(}fhéﬁ fsstﬁ% ? gﬁ? g%j?ajrﬁl?%?%od
is required for 2Qe&qRY 6¥illl BEoVeRallivh$ thidligh tentecodiig pracissafid polykaminl is

conpl ete set of 19 bits of the nessage is converted in the preaenl 1

i nvention to 12 t aispiayedmping ghe/lsast RopHEkresigue claperaidle Smplst BEugloppedelo
al low ng the arithneti ti i ' & Bebiaer el Ng
32 bit in:lggers. /5\1pr?é"feﬁ(())ggﬁé?ﬁﬁ%@terﬁﬁg&g{r}%ﬁo Mlﬁ%?{e&?#aﬂa%4 EII?'[S vvoul% be
more efficient, bufe wetdage efef golygongial Mustrbepshifkddnigtoetht ileiseatoylutenasiduwo olagsehe
negligi bl e when conpared w_.th ot her_ packing issues.

22 21004 8 %
Conversi on of bi _tib%tﬁfe%n%"zxfél?é‘dl‘Hz)o@(’t“&ﬁ%rn[_hf’ﬁuﬁ@ttfﬁgnioﬁggg‘? yiieiabhasetlg,
significant 19 bi ta%ivﬁ{tg%ez t 1af) ﬁ@%o%ﬁf@egﬁ@ Rifak Q0 zxfdlsp'ﬁkéﬁ fohRrep| Bedr&ilyl@e

bits fromthe nessage, whose other bits are set "to zero. Here tens
shoul d be assumed dotietied iapetge s theakning of the podinoenid, Thigrzond is leglighteddgin theed

by 3 and the renai nder, cal cul at.ed. g%s val ue can then be used to determ ne
the next t8rt. 0o BRI {RHAE2 PREkehaSNhl ue of the tert is 0, 1 deternines
that the value of the tert is 1 and 2 determ nes that the value of the tert

I;S : 5 Figure 6 shows the same polynomial as in figure 5 except that it has now been
shifted into the least absolute residue classes modulo g. The area that was marked
as 501 in figure 5 has now be;:n split into two and is marked as 601 and 602. The

25 coefficient that was marked as 502 in figure 5 was just above the ¢/2 line and has

| therefore been shifted down by g and now sits at the bottom of the graph (marked
as 603). This is the form of the polynomial that will be convoluted with Fs in order

to recover the original message polynomial.

R =iy



.10 ,2. x is divided by ‘3, discarding any repminder. 3;" Perform steps | and
2 atotal of twelve tines. Cearly, this p%cess coul d be accel Mn
step 1 x.was divided by 81 instead of 3, 15 and the renni nder then useg
WwWth a table of the 81 possible 4-tuples (ordered sets with four el enents)
of tens to determ ne the values of the next four tens. x would then be
divided by 81 in this approach were used, the process would only
require three i tg?(; %rap h% 3}"1%‘9112"¢ 9 Te\er @i@ag@tww@é@oms grdphed
achi eved by a rretirhgdaﬁdhatmﬂsv 9 i tthe remin fore
using a table of 729 possible (gﬁgatﬁflg}sé %ﬁ rte%%%ﬁt g%?@rrlﬁu &P OR‘I'QI‘S@S“N
the next six terFQEfﬁéWGtSt%élnaihlhvunhvngnmtH&yra.ﬂQQ-q/fhl S0 @It b thayvend ﬁol{ﬁg}ﬂja{e
only one renai nd‘?{onﬁﬂ rg%ewﬁi ?él sion operation. However, each net

of fering such an i nprovenent h®85&¥d - d [hF@ ghen the arespagerividl be recovered

corresponfli ng i neraseertdt. COHR Si n ter

speed woul d use a strai ght Iookulpl)lZI(%t a tagﬁ ﬁéﬁ%%‘ar%éﬁﬁ Odcéeél’&lgfbma
12-tupl es. Wi ch¥¢®rsml fransionnficaseset hodss esartsledhe &dwﬁtﬁ@ﬂ\tﬁérﬁécpﬁs POP LSS
gi ves values in : 0,0,0,0,0,0,0,0} t

{-1,0,0,-1,1,0, Eﬁgglf%aﬂlg%ta{‘% paI‘ﬁé OIi*HEL,n %‘E’%&P P@B@@Inﬂﬁlé * e timt M@vs}m@mln
12-tupl es of t enfiga@ns, behipenpiadied -to Thik 4 ter
than 2~9 = 524288. . This is inportant as%glg%g o%qggﬁlslgtqhgtnqﬁﬁée gilrflsﬁa Df) i's
range are “used t 694Y FtmPduiRS eHie rfficient 7% bagleeen Svrdred iasite jostonphaked Set
of 19 bifg, if agysidfagded out to 19 bits with the required nunber of
random bits. The length of the real nessage data, excluding the padding, is
remenbered and used for determning the value of the end of nmessage narker.
See 9 for fur%)her dlgglﬁlgtlyﬁ on this. 10 Exanple For the purposes of this
exanple, it sHOWHPE r‘r‘éed‘“—‘?ﬂéﬁssméﬂs@q Y edichfit Pobiible to kn®e bkt 84001

100010, orderggihh ni.ficant. bit to the |ast and
nost S|gn|f|cantt ble?bgﬁl?g'g(;g?&zé £0§%%}ihrlml S#P%‘&Efml t1Rithe SREYRIFe & % 5 thg

bits i s 144X @olyblemialalguandof aeeakjﬂoxtne@mycaﬂtﬂ@ed&ah&ug@tneg aki er
Remai nde V\,hen w_val ue of after di vi si on by Val ue of %ﬁ)otgeiﬁle%%%rewgb

di vi ded WATREE A gPRRyRe Srrn el peant Deteathmofilure3nvol480Be 030 4B8aR0: mrB

1601002216010& 3 chebRB 3K 38533 7 1 92-151592 =
197162197=3=65- 17265- 3=21- |§%§1§)§lﬁr§§|t}é ?rgigw ggi‘é 2’5@1\%3 %664 UHe ﬂ‘z‘e—s =0
-1 11 0 0=3=0 epcrypid¢rédesreptioneprbidss. s&qhmwl@élwﬂlé&iﬁ%&ﬂﬁ@%ht%h'e fBfns
converted int %ftaggcktert sequence {0,0: I1,-1,-1,1,-1,-1, 0}.

20 The mechanism employed by Tumbler to detect decoding failure is detailed in § 6, and

the means of correcting these errors follows in § 5.

5. Error correction

Wrapping errors were a recognised problem at the time that the NTRU cipher was
25 proposed ( NTRU patent application, §1.3, p. 31). However, the routine suggested for
resolving this was flawed, and did not correct many instances of wrapping failure. The.
methed involved shifting the polynomial a from above, by a multiple of 3. This
changed the value of the coefficient that was being incorrectly wrapped so that it was

not wrapped, and did not alter the value of any of the coefficients when they were

R =cauly
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8.2 Conversion of terts-to bits Wen the data has beeg™ decoded 2 p MOV! 2gg
again t'ake the formof a ternary polynom &3 and the bit to tert conversion
process will need to be reversed in the following manner: 1. y should be
taken to be the value of x calculated fromthe previous set of 12 terts. 10
This is clearly not relevant for the first block, for which there is no
previous set. x should be set to O initially. 2. The tens in the set should
be nunbered se [ r +hi bheased atc@efficient, Onlaste vAluedax at i f
it is 1 add 3,@@@&%&%{%{31‘% t&?‘ﬁsﬁt-eiiﬁggé%% x 3 to x. |~ 3. [f x has.no
nore than 19 sthgwiifer eahbf thetrangeatudbd wralph@ir@t@ﬁr@ctllyegfbeﬁeﬁ)&ﬁ“‘?“sg’}t,hlst‘ﬁ% daRt
first 19 bits of y are the next .19 bits of the original nessage. If x has
nore than 19 sh@ﬁiOFF‘B'éer?‘t bits, then the end of the original nmessage data
has been reached. 20 The value of x can be used to .determ ne exactly how

many of the bits of y are part of the original rressaqe and how man must
be di scarged. Brewrfppimyerfarcolrestiaiethati was sugsestes) alsoailethio COBECIAN ST KERY

t hat were cal cul at ed..aboy.e. 0,0,-1.-1..- - = Ay that is
convened back Pheé# ’g‘il{"?‘ igfsf%lc?rg\%heh ans}%%’%CW%’é’gﬁhﬁﬁég}‘%?&t ent Val ue of
tertValue to be pdded dde xNewovalaugrebtx 0049ed Q6EHiti2nyofXhe samg $188- Thiswas3 =
S4724-12 x 34 = 16223413- = 2434776-12 x 36 = 145819}87@% X é%? = mely rare
43746309800630201@%inll0BRsEsTI 2N ssHs, % these falaOR PR HTARTETY F8es
not have nore than_19.siagnif] [ 440 T RilldadndlfndphiaR] which &
represented byt §&P jlﬁgmgf%%0%&%%1%8%8&%0%0%%6%%2% are the same 19 bits
t hat wer Cponvg{lffg;qieniﬂ@t(ﬂehajBaﬁmideﬂbyhmmrappﬁimisn@xarrpl e. 9. End of Messaee
N%"r‘;ker A binary nessage is converted into ternary for the purpose of

encodi ng (see This 10 is perforned using blocks of 19 bits. dearly,

8).
not every nmessage Wi | Eﬂb@%r teol %Rt isnsithpieplfahat id 8n birds,
so, if necessaralal,e Rrhngkqlgsg%ﬁg?(;ﬂg 0 b‘bl%rn%icfgéﬁ ﬁbe paddeg out with random
bits. These ranganfikd itandceremtit. part of the original nessage and nust be
renoved when decodi ng. The encoded nessage nust therefore include enough
information to determ ne exactly which bits are part of the nessage and

whi ch | o1 g“St cﬂ'tﬁéuﬁg@s' Badhere 222 NNV Which hdewealt eaivelheoehicmdivrege in
p

mechani s erates on térnary polynomals with N’ %oﬁﬁfi Ci e@t erugﬁlmei S
an integer par amet possibit pepd falenbireatetbax mpdalor Ngioes)- TRECHoY a%%o, BAE
converted into terpary digits,, cannot NEeC : btk camvE¥Aah tRuhedt 5
of pol ynom al s. Slﬂélﬂﬁn%)blﬁg'g S Hllré[evie%e%ogéggeb%rgﬂtliglf 1fe!tﬁ%]re eIaagt pol ynom al
will also need L@ pgopasisashayipolinbhidandometeors Juatioghe patusardring pigher this

message i s decoded, it nust be_ possible _to disregard these t . of
Tessage mar ker novdbelot anfHGHoSRYL of e SRBTECD PPt 1B JBL60ar L5

exactly re the original .t eem.nated. . tlor Shawd@mbgionotred delihtratehe
V\Q converdi 67 8(?%% ?@r,toﬁnfg[ FM-‘D%? bydan error mieio

nmet hod fo s totens will never generate a 12-tuple of
. ternary digits hRerbtién bpagettdRed, 0; 1,1,0,-1,-1,1; 1,-1,-1} to {-1;
%+ 1,-1,-1,-1,1,-1; 1,-1,-1,-1,-1 }. The values in this range are all used as

¥ end of nmessage markers.

The Tumbler solution is based on the fact that not all possible errors are born equal. if
one orders the possible causes of error from most likely to least likely then an
25 extremely efficient search can be performed for the cause of the error. In practice the
most common cause of a decoding failure will be the cause approximately 9999 errors

in 10000 (for the parameter choices currently used 1n Tumbler).

Recalling the cause of decoding failure in § 4, the algorithm parameters have been

;30 chosen so that a certain polynomial’s coefficients are almost always inside the range
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A5,As previously , st at ed, the last bl ock ©f the rressa{ﬁé i's p%&eﬁ%u@ﬂﬂ#o
19 bits if necessary, and then converted to 12 tents. Im"redl ately foll ow ng
this bl ock, another set of 12 tens is added to the nessage as an end
marker. The end marker is calculated in the followng fashion: 20 1. B
shoul d be assunmed to be a randominteger in the range 0-375, and A the

number ofthe-msq 3. AWBe® ltey I t 9 bits. .2. A+1 9
X B+2~9is (t{onvetrg?gd into é”{tfeerrtlltl‘:J gw}tﬁﬁce}ggcﬁ (ﬁecoghﬁialhﬁﬁﬁe?aliéo S@Yes of
19 25 bits hamcpﬁr@dﬂ@@§b9rnqsecém cm@fﬁmant &lhng'l'hﬁsird%hib kg iss @ prttdehbsury | |
be in the ran 0,-1:-1

{-1,-1,-1,-1, 9@ I{O%Oéf%r POIYE‘)‘“P‘ The Flyancerﬁ’f §WPsCO@Ff@wélﬁﬁdﬁéhngr@t§glégéhmﬁm
The renmai nder Pfukhe M Qkgsathah § T,
22 NOV 2004 Ot her caf)gﬁatl ons coul ddﬂlg?{)dg)ggggg] gtebtag\gg%&%lo%gﬁrjgg]te emgﬁed of
message mar kerSIMpHEEPEeaTeRatlohavher sutdefliciern faby besidefthisanage fthaill Alaldss

outside the p S, present._ nmessag and that one can
. determne, f r%ﬁ}@%ﬁeﬁgﬁﬁﬁ?fe 56’@“&?@ ANt e greater tﬁ%élsl:a&% th tespiikelydt
message. One wamat@cdefﬁtllaﬁﬁwiusfancatdlwdﬂ@née%tﬁer@ﬂhh?&?{g@ end 5 , of message

mar ker space up into 19 parts, and to select (eg at random or
substantially at random) a marker fromthe approprlate part to indicate

whi ch of the | '
paldgll ng 01E te heﬁﬁrr%ebseélz%rg%ﬁ coul‘%%gg%aﬁg 8{562 1Wﬁnﬁ‘f;“o‘F’HE }ge Wﬁ@pégdoélﬁethe

bl ock; ~l® andotthe afitbe odngme%age coefficRnt fdl’l@'jﬂstl!ﬂlo%ﬂﬂl&drahge hhﬁufﬂe%ta ped | to
t he end of the thmﬁ’nt bl ock of tents. The directioh within a B

i 5ymore or | edt ﬂ%\erE?Pt It rase B ralne wilbkpades swak, %melhnwgns thet itomﬂcbeb:y
cand enconpass tod Bmhlt H¥duRf 3 - n | er

Codi ng Exanpl e For the p%r pglslglsa%gl?jé %nﬁ&lgﬁghogﬁ%vg?esfdu @Slgeg ﬁé& Ia{tﬁlére
are only 4 bi tOQSQ)n'f“tlilhéemrth;haxml nmessage Ieft to encode Wnen the final bl ock
is reached. In this circunstance, 1 ~ randombits are chosen and are
concatenated with the 4 20 nessage bits. In other words, the 0~ , 15

2" d andi 3 bthth videt 8 i€ kae t and the
4", ., 18" bi t%foare ustlﬂranglgsné{% 549.1 ?rlgocﬂgekgr mgr‘{gllri% %lrgghesgt%%?%btheéop
since the 3°d apftofigmiaiehe gange bﬂﬂ*‘tl Hatq/baiemi@sketdoammat@mptganaha&h’:lfoacorr'Eht S

padded set of g verte to tent normal . 25 After this,
an end of rressf%egrepér#é%kﬂé‘?d% c os lﬁlg S {acgng érq ‘Eng sn evhsthen thervalyss arange
0-375. For t het fierfpasmsoradp bihs rexa ibpestivBlyyl be given a value of 122.

The follow ng calculation is then performned: A+I 9xB+2~9=;
+19x122+2~9=5266009. 22 NOV 2004 The conversion of this integer into tens

gives { 4y 0, 0.igQels showd the sdme %ra'pil ds that in figure 5 (explained in § 4). The area
surrounding the line q/2 is highlighted and marked as 801. The coefficients that lie

within this area are the ones that are most likely to cause an error. In order of their

proximity to the line ¢/2 the first 5 coefficients are labelled 802, 803, 804, 805 and

806. The most likely cause of an error would be the coefficient marked 802 having a

25 value that is x too small. This is exactly the error that was described in the example in

§ 4, and adding x to this coefficient’s value would indeed correct the error.

The exact method that one should employ to correct these errors depends heavily on
the use to which the cipher is being put, and the platform upon which it is being

30 implemented. An example algorithm is given below. The premise of this method is

P



Note that this is greater than {0,1,0; 1,1,0; 1; 1,1,-f% 1,-1}, as can be
clearly 5 seen fromthe fact that in the f%?mer 12-tuple all four 2h Nbg 2004
| eading tents (those on the right) are set to -1, while in the latter
s12-tuple the fourth tent is 1. {1 ,0,0,1,0, |I,-1,0.-1,-1,-1,-1} is the
.required end nmarker. \Wen the nessage is decoded, each set of 12 tents in

turn is conver i i,ts. |1f.operating normally, the decoding
process will eb%ﬁteﬁ#lfyggggoﬁg éﬁe%db[fyowj(ﬁllg ’Fm%?llet ?‘F"scuf’ﬂaﬁt%mipés sufast qe

the range for possibde.Sloorevba®RI9 oitofIBOB0 &rfors Will BE BEe RS Sl . is
obt ai ned t hrough ersion back into binary has rmreeC thanh:eL l?sgiatgt%ﬁggt;lﬁt

con
bits. (See 8. YOPS&T e8l, fhicage ofisgeadnéo elipgk o theestwaiget prasikler imd\forethe thos

end of nessagey; en _canv., ed back to bipary, 2°9 is subtracted
fromit. The rlelg%?ﬁoéQgi&v@g‘egobﬁgl‘g&kaﬁﬁeﬁsw ér?ﬁf‘ﬂ‘ﬂiﬂgg ttl?%éfﬁ’?‘ifl' i ‘9at 8rsir ns
A. O thed19 batsnpffadshe bl ock i mredi ately preceding the end marker, the
sequence of bits starting with the O~ up to and including the A'h bit are-
kept as original nmessage bits. The renmaining bits are the random-paddi ng,
whi ch can 20 bgjndé sicadele L emmi ni terts. i ng Exanpl e-
For the purpose of this g)%gelrrgflﬂg,o\eﬁﬁggowulﬂgf %reersﬂt;%bcgéﬂ etvﬁlg{?ﬁﬁ)ﬁg F’Bga’@!&m%lﬁ 12
tents 25 cal cuthatspged rifférenqer ewil dussaxibmgl Srerdgk, Shd0wdil Golly bk, Bhpobtand whien

1}, has just been r ived during the decodin rocess. en these 12 tents
are converted %Oélékanfgf“f nBrY, % h”g‘ ﬁP%eTB?GeﬁgofﬁjgieW@edeh@reTMeg haveatomeast

as |argel@s 2~@ivaffagés) GHdnaippysiiie @E@ol%ge {)gg\?% 319\{\@ g‘?'a{l id%&)gltg}gb%%osrs iirl? ai ts

bi nary representation). Subtracting 2~9 e remn

dj-wi si on by 19regsaneblettifac-vhfieretie. fitst few steps the @idgibhiOdava 200 beistorktd18s @f @50
concl uded t hat : 15 ...2"a, .and 3ra bits of the previous block of 19
bits are vali defﬁg‘ggg%’gm%‘r ac % BB 0318 i@ evsre roiered Suaaaied, |

w Il of course be understood that the use of an end of nessage marker from
5 within an ungisablg.spa e for nessage-carrying is not restricted to the
bit-to-tent ex2#plfe? dedcieHdartapbihe, foHewingf emauemeection iafgritimit Bid dquitdient

speci fi cyexany. | Is rted to 12.terts. . Qt her .conversions
i nvol vi néga chzgg%@hglﬁg T é%ﬁ%ﬁ{s%gég%fegﬁg%%fsa ge&:[ alb‘?i’cﬁé}‘il%fbgtl“ﬁ%qm‘t E?rl%g%*kg%etjsas
sone suitabl e 4 cawtupst oltbe Spackart dcAbing BrededodiRanekam NeatighGyner ator '

Tumbl er provides two pseudo random nunber generating al gorithnms (only the
second of which the present applicant considers to be protectable). Both

al gorithns utidgiseht ReoSkrektiba B i ctable d random
di stributed bit stream based on rantglféﬁ%g% ms%e%%&hﬁ‘% Ifatrmp%te]isﬁga?‘i ﬁnﬁ at‘??yuses
renenber that e Pripgekeoinveneolh, huse thegenatedtegriself PRNGs) , are
intrinsisglly determnistic and the output generated will only ever be as

unpredi ctabl e as the seed.
The correction level determines how far the error correction routine should continue.

The error correction must be non-zero, or the error correction routine would never
have been called in the first place. Almost all errors are fixed very rapidly. The
correction level allows one to control how certain one can be that an error is due to a
25 cause other than decode failure. An arbitrarily high correction level, when the cause of
the error is in transmission, would cause the process to continue for an arbitrarily long
time. Any existing errors are extremely likely to be corrected in the first few attempts.
It is therefore possible to conclude very quickly that the chance of a yet undetected
error is negligible and that the failure of the polynomial to decode is more likely to be

30 caused by a problem that occurred during the transmission of the message.

=



20.The first Tunmbler algorithm TSR (Tao SHA-1 Randon)(?'operat es i??NUV
simlar manner to many other commercially avail abl e hash-based - 2004
cryptographi ¢ PRNGs. SHAI Random and MDSRandom provi ded by RSA, and Yarrow,
from Counterpane, would fall into this category. The initial input is
hashed, and this hash output is repeatedly re-hashed with a counter to
produce the randombit stream At any stage it 25 is possible to add nore
i nput, which i, hashed together with the current state. Figure 9 shows how
a sinplified vEISTBIFeBen FAHNS daes an HerheifidecBiGnopgpatyedmial d;, and the Tiphkd | ~
20 25 30 22 ) j ecessary to seed' . a PRNG or in other
words to gi VZES %ﬁ{az)%ﬁ?lgéi?ﬁhg#é gé[la;t go iks Pgﬁl}laﬁ%quggé thy decedipg st (seguignae .
| nput ti ng dat &)t hais oy suséd ifei eiting tHapdRe I ' s, 1 hi ough it
may skew and t.herefor.e. becong un,us%gbl e asg%g%%gbﬁrig Sﬁxﬁa't"am"i%é%&a?&‘ly
dat ani s, usual I'JPEBEGEHEEC BYF heshsistans besdcombng theestatntaf theibbstafurichen tafigk ng
of keystrokes j : SEAL S |s.data.is called entropy. 902. A hash
function is uslfe?%ut?ggﬁaagﬁ\ft oget elpggﬂnﬁésr%%t?’-r“ésﬁ?qdffla&e@’ aghy Histanes, varEDamevepy .
This gives an chetkeismeduistiat e, of defined size, that is based on this
entropy. The unpredictability of entropy m ght not be the same as its size.
10 bits of entropy may only have 16 possible collective values and w ||l
t her ef ore havgid thbit &0k i il i ng t.hi.s hashi ng st one, can
enter enough entropy f%sgcggﬁl%%ggﬂggfeﬁ%?{%%%ho %ch?;ll8¥v§8?? ¢ %ﬂt@g%?e rlsr
out put fiom 902 whidhyeariiog nuinitiers dibconatiuent @frokd e COHBHET af hrQA¢ defRE NBiLhe
ernpal counter is used to vary each

i nternal stat e PRNG. 904. An int,
%;qck of out p%‘%r%sftﬁiel TS ?TSFOEﬁ%‘ﬁCgB%mﬁiﬂlﬁ‘%ﬁlYe%&h%qi e feterminaiidgalvabessfot this

-Aice each bl agte dleyond e firs RAsed J r this results in the
production of _di fferent outlput S. %0%@9%%1%%%?82%%% %%sﬁigﬁcgﬁgﬁnﬁﬁengéq{%‘e

result of the"MPPRINcRash 903 with the counter 904. This hash is used again
each time a new block of randomdata is required. 906. The result of the
hash in 1905 is the 'pseudo random data. Dependi ng upon the application this
may (butlSneed 402t Phebwracst ldveiseimplsaUudantARLAT bk, okl [iption
of TSR follows: H() is defined to Z_ t he hash funct %ﬁ%lﬁjﬁi&ﬁecggﬁg%vgg
concatenation of X and Y; Cto be the integer counter; E, to be the i ~

pool of entropyetBfife j & added &ﬂjlﬂlgﬁom%ot[ﬁ]e table G. It tells us which row of G is

currently being used.

20 The value of x tells one how much a value, incorrectly wrapped modulo g, has been

altered modulo 3. More generally, if the value of p from the NTRU patent application
is chosen to be something other than 3, then x will be calculated as

x=gremp.

25 Centring a polynomial modulo g refers to shifting it into the least absolute residue
classes (centred around zero). It should be noted that it is not necessary to use the

range —g/2+1 to ¢/2. Instead one could use the range —q/2 to q/2-1.

403. At this point a list is created which will order the coefficients of a; by the

30 proximity of their values to —4/2 and ¢/2. If values exactly equal to ¢/2 were wrapped



... 22 NOV 2004 Nunber Generator; P~ topﬁf the j' 1{5?3 bit pool of random
data that has been generated since the inplt of E and S, to be 2 AeNGB0o208i4t

internal state that creates P~. - Wen the algoritlun is first initialised,
the counter C, i and j are set to zero and the 5- } state, So, has all 160
bits unset. - Wen the i’ pool of entropy is inputted into the PRNG

supposi ng t hat e.C ate i.s S~ , ~, en the new state, S;, becones

HS~, ,~I1E) .d‘%’ m %‘Seﬁﬁ%or?‘é“ dlﬁg"’aP‘ies"aP@d&PFéJk}lanﬁeS@BWnbee}lsted ibsfore positieat ed

by one and t hevahex doefficidts \bﬁﬁih%nﬁ(aﬁéﬁm@valua%ﬁvﬁ@t@% ifx?&lﬁes a8l Sl ©
p &t opy

mechani sm for producing an indefinite cryptographic bit streamiro
i nput, but hadOt#e WFSaHRRRTHYR: 1of the kgmpleslessibed gn diguiens ehadlst Woukt Bdgnt he

size of one has; t : hg.,l t di t size of _any comonly
supported has ﬁﬁllg? g%r".%tg ﬁlr(rzl1 atw%#%ﬂs]e ?ﬁ%“?’ 6‘93% ﬁﬁg@%ﬁl gsg ﬁhﬁ"ét fdamn 4t i Rassible to
regardl ess of redved Qubnthe distanke @REEMReFTRRYE s v t 6
distinct bit s%rea[ns igrﬁ_du%gd bet ween _inpu%So%lgrgglﬁlngﬁlggageopﬁr?gqn%@eer%%r}m%
crypt ogr aphy ithe jvalugrtsel- d&8si whelr evafusr isausedthiescts (tsmekesais easipr it ddltokedry t 0
be chosen randpglys out of an extrenely |arge space. For exanple, for N=
503, there aré z~zo possi ble NTRU PKCS private keys. If one used a PRNG
with an internal state of Z~so, with only one seeding operation, then at

| east 25Z of tl&g g ssi}bl e k(ﬁ%s coul d never be selected. 25 Performng

seedi ng oper at$%3nSTGUPTRG rEdEed modiiogh teg origingbpeditlo powomibhays na lomdevi al
task. A mHeedi Rge@peration requires entropy, and entropy is obtained through
nmeasuring the real world. It is therefore necessary for one to know exactly
how t he platform on which the cipher is being used interacts with the real
world. 30 Z%O%iZOOﬁ e plfﬂo osg two solutions tQ the probl em of

achi evi ng suf {121 &At 1n>1,1a|115%%0 lgé{‘f‘ PRI} tht aumbemef s fenegun errersrfae mhicthe
first is a selchedkers se@d] IO bERNG;thTd thodd A I L f.0_expl ain,
but places 5 an extra requi r“enenthd(;énh%%% syst%%’%eﬁh%%egﬂngf%wec% c§/eé](§' and
as such is only sem platformindependent. The basic internal nmechani sm of’

he PRN [ f LWhi he PRNG i d
Lo oporate. a Punieron e e bwER el BLYBial Bt homd v mserirus ool ch

wi |l provide ThendlRNG the fifst eow rod e taﬁlfaehfam@(ﬁrg%&aﬁrersﬁeﬁﬁaf&é%%@degﬁn 0.1t
nor mal , but regg&lg%_st he gltljan ity of data produced. This Is conpare WItIh

t he i nter nal poted dhasihiy alue 1) pregsthen gheuamgsferlihe adyidust/yhaor theteeare
entropy that ywWasipbRSke®tNPIESH 400G 2,135 produc 13 as mich data
as the snmaller out of the Iibnt ernal Ec% g@?%%%ﬁlf%& Hiilg{tjé%?qei RegFt Ylug g
entropy, then4t calls the platformspecific function and requests nore
entropy.y, |
407. The algorithm searches through all the i-tuples of coefficients with values that
are no more than a certain distance away from =g/2. At this point it is determined
whether there are any 4-tuples left that have not yet been checked. A k-tuple that has
been checked during a search at a smaller depth need not be rechecked.
25
408. A k-tuple of coefficients, whose values all lie within the given range, is chosen.
This #-tuple should be distinct from any k-tuple that has been chosen at a previous
iteration of the algorithm. The values of the chosen k-tuple are then altered to

compensate modulo 3 for a possible mis-wrapping modulo g.

30



. The second sol ution i‘s. mor e conpl i cat ed, _L;)glt has the@dvant ages ?t@g’ gg }
conpletely platformindependent. 20 The basic principle invol vg % of
a PRNGwith a very large internal state. The problemin producing such a
-PRNG lies in making it cryptographically secure when secure hashes have a
finite output that is nuch snmaller than the internal state required. 25
Tunbl er' s i npi@Tentmtil o G is ¢ TSR-LS (Tao SHA-1
Random - Lar g‘te St a%%mgﬁléégé? ?’h%@%ﬁ?@ %@%ﬁgﬁﬂﬁé"%‘é@ﬁu of the two Tunbl er
al gorithns nmentioned above). TSR-LS uses multiple simultaneous hash

functi ons, an?léjr eha heF the original seed with each new generation
operation. ThHd: gty Eeck is Made g ses) whethere ther doended nofgnomial endhithe hapherar e
2z48 di sti nctydi "Bhel; : generated between two 30 i nput
operati ons. T%%?{%rﬁfag&glggl\%?% ﬂgn I%ﬁ but not as slow as a dynamcally re
r:. r 222Nov 2004 seedi ng PRNG Anot her advantage of TSR-LS over a :
dynamcally rers ing PRNGis th the latter will use seed data

pi eceneal , Soﬁlhitetgﬁi“g?gzﬂty g‘:ﬁ’f B?ftseqé:ﬁﬁlfﬂ? Eﬁéﬁc%éteéé‘ﬁé}ﬁd@mdf@wmlmomiﬁb seed.
Wth TSR-LS, all of the output is dependent on all of the seed; any
difference in the 2048-bit state has the potential to alter every bit of
the 5 out put .4IEsRhepageibls f&tupjest mvingf beenl dxhpleed, ithe echrétashndwi R&lehaS to A

sinplified ve n_is.depicted.in figure 10. The hash functions could be
enbodied in s%?%t\%a]?éeglg?? lgﬁltmee?fﬁ ii\?@gy, t hey coul d conpri se hardware

hashi ngifreans. 10 1001. The entropy is divided equally between each of the
hash functions in_the first tier. The nunber of hash functions depends of

[Eghg size of thie-iHicevalus oftthe dahlpds abh)r giyes s deptheat seleidh roge pshookss stopi | |
e’ sl ower the.nke 110N ses, but .on _goi ng operation tines
are i ndependesr‘lath(&:)lﬁjgthq’gggk}léljrljwé‘)kgl%l ag(?&lﬁfa%sr}ﬁre{s[!‘.e Chireqiphe O\f% begin with, each of

the hash functions in the first tier hashes the entropy that it receives.

1004. The second.tier's hash takes in the output fromall of the hashes
1002 in the f‘ﬁr“st %OPP@?%%(&&W&%SH&N Sarthag tbegm searehsge irhestationtp she ingemded
that evegy bi inal ; i ) i f the . initial
e AL i S I N L St ey

r andom out putach@vingibisPRNMGavate Edalicatédwuneie data is requested, fromthe
application that is using the PRNG one of the hash functions 1002 (on a
rotation basis) perforns a rehashing operation using a counter 1003: This
rehashi ng opegi® iAanhizopdist HenddRes R u 4 PRNG
descri bed above. 30 Op252. NOV 2004 2004@%8%gﬂhfh‘fs(§gg%ﬁrlltg\gb? }}nggfsi{e(agéfg%f gﬁsure
that each hastPplie¢qrestion lsveees new out put with every rehashi ng operation.
Here, afg in the exanple below, the initial output is used as the counter

i ncrement. Each hash function 1002 may nmaintain its own counter 1003. s The

re-hashed out4u6t IbEhdchimgriasthieenl parforgechashi ng thd Btedction 141 themdedithout he
second-tier function 1004, which hashes it with the output it has

previ ousl y r ¥IRE§OPPEM A ndad H&E withctheodecoded polinomialedhen tthe seewhi ised

new out put d JOR8. | 0 epfyncti.ons .1002 needs to
re-hash and Satgsag dat aaﬂtd(r)lth %ﬂje&%l{e@ﬁﬁldgﬁ%?s %Cr?c elmtgﬁ‘ }{6%5&% h 4T B4UEEPor

new data is maaection kel this will still only occur when the error is caused by something other

25 ‘than decoding failure, -

417. One increases the number of simultanecous errors for which the correction

procedure is to be performed.

R =Y



. The hash functions 1002 obtain additional 3@nt ropy frgr’r;'the pool ?Oﬁgqsgwd
when they need it. Alternatively, additional entropy may be sup ed en
block to all the functions 1002 at once. 15 A precise description of TSRLS
-follows: TSR-LS nakes use of five concurrent instances of a SHA-1 hash
object. H(), Ho(), H (), Hz(), H3() are defined to be these hash functions;
X~~Y as for TRES.aDRwsSF G Gr t e . 160-bi,t, counters; |o,
,, 12 and 13 to be four 160-%%§git%?§%%dht@a€[{g%lisore%%leg’ 15 Teset ang they
entropy added s¢asch Kdegimips msigitten e@arageiat or; E; 0, E;;, E Z, E; 3 to be four
sub-pool s of entropy for each entropy pool E;; P;; to be the j " | 06-bit
pool of random data generated since the input of E;; and Sk to be the k™"
160- bi t i nt er gggli Bliea gk MHORStEHRGexZBw o \@?en the algorithmis first
initialised, Co, C, CZ C3, lo, I,, IZ andc '3 have all 160 bits unset, i=
0and k 2 -1 . - \Wen the i’ pool of entropy is inputted into the PRNG the

entropy pool E i V1 0 that.the nth byte is placed in the entropy
sub- pool E; o ee'rf%logh[l\%g’gagneﬁ%ﬁﬁ?w&mﬁggﬁli?%?@f th%@&ﬁlwseﬁ nmodul 0 4,

unl ess the byte is part of a last, inconplete f,...-., ~ f~. 22 NOV 2004
set of 4, in which case the bits of this |last set of bytes are divided so
that the nth bitEXamplgc| uded in the entropy sub-pool E a where a is the
| owest positive residue of n nodulo 4. The last internal state block )
created shoul d be defined as Sx. For each of the hash functions Ha(), a
- sub- pooll0of ent rppysi-d1drndarenatsad-wizkh al | of the previous data entered
into that hash. TJ%Q %gest for- this concatenation is conputed, and the
result placed i ,"~1 +,. . - Wien nore data is required, a should be taken
to’ be the | east positive residue of j nmodulo 4. C~ is incremented with the
increment la, by adding this value nodulo - 10 2~6. Next, this value is
concat enat ed to infex i nput t haalweas previgausly hashed by Ha(), and the
result is conmputed. It shoul 5be assunmed that the last internal state bl ock
created was Sk. 1n this case”the resul't of this hash is placed in SKk+i,
and t he jgew pool1 P~ becones H{po~~Sy~...~~Sx+r). | S 11. Sequence Gener ator
The sequence generator is used for the MIA protection hash as expl ai ned
above. The purpdse of this géd&rator is to provide an indefinite stream of
pseudo random bits in a simjar manner to a PRNG except that the input
seed is known and the streamhust be determnistic. It must still be

conput ati onal | y 4unfeasible toifind an input seed that will 20 generate an
arbitrarily chosen sequence, or to calculate the input fromany part of the
output. Since PRNGs are determnistic, a sequence generator can be achi eved
by suppbpi ng a cj.fl P | n Tupbl er si npl e_sequence
gener at g}rb i's sugg%yg%%ggg%ﬁﬁgg 96%@?{3 a%%égﬁcg??tg‘ﬁﬁl )}hednge@%?teﬁqspan ¥ gﬁ?t EEe PRNG
(al t hough a PRNGocffigledtsbeithisediyes Taad Briiave ahe s065abolNASHRE 18 itHI s@le
instance of the SHA-1, .and thi h%sh output is itself used as the first 20
bytes of avail alSt&" §%Hd%ﬁ%‘8p]8ﬁ3é?‘r Hrang Whithee! thess\iweds listad dirstafer the rest ovi ded

by concat enat i nq)fttﬁhee@hgy'equ&'lp% Pidfed BH-OIC o i 30 gl hput, and, re30
conputing the hash. 22 N'O V 2004 1 .r&Eﬁ%%sg)n%%gﬁlvgt%r?%%ﬁoém?hrough
the Use of Par alvabk api dif@entaignoy®, essumingehbiomneRegy 16 edeat -1 2Nto 128T8NHI er

makes u of a ne thod of performng nodulo arithnmetic in small noduli 5
W usi ngﬁgi t bas ﬁ%fig%ﬁhol ogy.

The resulting ordering will therefore be {(2,-127), (1,-117), (4,-117), (3,-45),
(0,45)}.

30 g=128=3* 42 + 2, Therefore x = 2.
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.This method allows oneito use a bit (ie binary) based(ﬁévice to perform
nodul o’arithmetic efficiently. This is achf8ved by storing nunbdﬁgiﬂﬂ%ﬁMU
vector formand performng arithnetical operations on nultiple nunbers in

-parallel, using a sinple 10 sequence of bitw se |ogical operations. One can
use this to performefficient nodulo arithnmetic in any base. However, the
efficiency is greatest in small bases. Tunbler uses this nethod for
perform ng PKCS ternary operations. 12.1 A Mdre Detail ed Description of
Modul o A«ithnetiq:&@kﬁghkgﬁgPﬁﬁe gl £, for sonme positive integer base r,
concerns operations between e r redfdue classes' of integers. A "residue
class' consists of those. integers that share a common remai nder when
di vided by r. For instanzg1 iﬂ_ d¥Lp 7, 64 and | S both reside in the sane
resi due class: 20 64=9x7#T ! 15%2%7+¥3 Th&~femai nder on di viding the sum or
product ofs two integers by any given integer is dependent only on the
remai nder on dividing the respective addends or factors by that 25 sane
integer. Therefore, /¥t i $ posgiblelto cOnsider operations between residue
cl asses. Addition, subtraction and nultiplication between residue cl asses
work in the sanme way as for normal integer arithnetic between any chosen
representatives fromihejresidye 4t . {r- 22 NOV 2004 classes. Usually
the former involves choosing a set of representatives, one from each
resi due class. These would nornmally be either the set with small est
positive %ﬁlue (i.eﬂzio,l}, e r--1 },Oor the set with the | owest absol ute
val ue {[-%/2]+1, ..f, o, ..., [rlzf}. J”Modul o arithnetic is theoretically
fruch sinpler than generalised integer arithmetic. However, nodern digital
devices are built. to cope with generalised integer arithnmetic in such a
way as to make them/Very IPnef fillci edt at lperforming nodulo arithnetic. 12.2
Machi ne Assunptions 10 Henceforth it is assuned that there exists a device
whi ch uses n-bit words and is a capable of performing the follow ng bitw se
| ogi cal oper ati on¥his tAthe itdicaarsythe pest atdedin XORhd@fcheedfdr@rosd, Uf &t aayWedgd each
bit of thih IS s?% i f anqronl i.f the corresponding bits of both input
wor ds ar el*hei t her PETTPT S rdisqufrep And easregteda then the Chiseldag yregseres: Mt HEND
defined to returnggyyard each bit of which is set if and only if the
correspondi ng bits of both input words are set.

The procedure starts with an attempt to correct the singleton errors that are
equal to —128 or 128. There are none, so it proceeds to singletons in the ranges

20 -128 to -127 or 127 to 128. These ranges contain one such, as pointed to by the
first index in the sample ordering, i.e. 2. Since this coefficient is negative the
algorithm attempts to correct it by adding 2. For the purposes of this examplé it
shall be assumed that this fails.

25 Since G(1,1) = 3, one should continue trying to correct singletons until one has
tried all singletons in the ranges —128 to -126 or 126 to 128. There are no more

singletons in that range.

R



20, The,bi nary opera‘ti"b"n‘ OR defined to ret gin a word '@ch bit of which is
set if and only if the corresponding bits either, or both, input words -
are set. The unary operation NOT defined to return a word each bit of .
which is set if and only if the corresponding bit of the input V\org%mv 104
clear. 25 12.3 Vector Representation The crux of the nmethod descri er«g
lies in the vect ok, fid YiS€: & sentation of nupbers. "', 22 NOV 2004
Digital devices wi H?l nI}({)Hrur?rt:salllt I@%@&&e&i‘/ A EYECS ainirp Haweveritaprmareing peiraidl acent
bits of one word.th&hirgest mngospeifidd by g 1458 0lG¢i, 6Yj “hal f
adders,' which allaw fqr carry bet \Xertgn Zi ts. (Wgﬁ’%arltd\s}}é%%g%?e &ieplpggé}ﬂ“éti on
the val ue of a nuigish tp themext wyeeft @ andstai seascHing fr e dingteto0ért @ 9RO e

| ocations within different words.. The value of. these bits need 5 not relate
to the bi gary formof the nunmber. Interpreting the bits in a novel way, as
i | lustrat&d with Thersearch strtsbehae ites ber mahe &mg% . WY, reat er
efficiency as well| .as. other incidental benef :b{s erﬁbwﬁ@nag&egﬁg?%gl gn dul o
arithmetic oper at!PRf Betinglgions dewn thedise i td & depshof tierethlOytwhQnbre gteattii Ci ent .
using vector reprggenhatfcQhgt N | integer methods. This is '
because combi ni ng the 2X | ogzdjfr'il'i13 }\%élfedg SE@L%?&W%gﬁ?th%o@ﬁﬁﬂﬁ%ﬂ@sweﬂors
general ly invol vdaiX. | og3 r) operations. The applicant has realised,

however, that the advantage of a vector representation lies 15 inits
indefinite parallelisability.. The nunber of identical operations that may™

be perfonged congusw erd i e 1d he wor.d size. 12.4 Ternar '
Replroesent ation I—|encefort'£l?1lr a}ti&n%ﬁémailg%n@gjoﬁﬁg{foﬁ ﬁé)a{rﬁfé:gobsogé‘ftﬁ’lgew%m]é% gf a

tert (represent atsPyak lesfofs 226 depthrddy Whenhelepthadfd 046 Fedch @raNGe LS One.
Thi‘s is an ar bi trar Ougggi%iﬁlgn and the sfystem appl i es independent of tshe
nanes of the thrée tens. o Hiererdnd therefars brefsntal pas. Resawsetisdaxck ispfisng
correspondi ng | og@atiiediys thebe Has Whiigd | thel | a [ he, first
word is set if and only if %he vallﬂ(:ijg@g(%n%%qtﬁetﬁ{%ﬁg%&&érg% ;%f)o.(ﬂﬁ@ndoit
located in the sdt8ly(lbrd is set if and only if the value of the tert is
one. Henge the three tens 0, 1 and -1 are represented by the vectors <0, 0>,
<I,I> and <1,0>, respectively. In this manner n terts may be represented in

two n-bit wor dior this ex@RApIAMHAN B4 assumed that one of these pairs was indeed the cause of the

- error. However, it is important to remember that in practice an error will almost

always be corrected in the first few attempts,

20 6. Text Awareness

If a cryptosystem is able to determine whether the encrypted data is a valid encoding

of its associated plaintext, it is then said to be plaintext aware. This is usually achieved

with some sort of check hash.

25 Depending on their use, systems that are not plaintext aware may be susceptible to

attack. An attack that takes advantage of a system’s lack of awareness works in the

following way:



Exanpl e ,Let us assune that we wi.sh to use ctor bit\/\(gé representations of
the four tens 0, 0, -1 and 1. Using the vectors specified above gﬂQeHBMsQUM
the following 5 table: Tert Vector Vector 15 bit 2"~ bit Now, taking and
storing separately the Is* bits and the 2"d bits allows us to treat this
information as two separate 4-bit words, nanely 0011 (representing the 1S
bits), and 000K sieRkaSand¢ " i t hen car,ty out nodul o
arithmetic not on the indi ve?(%ua é%cérd]gd H)ﬁ%srgé%nﬁ%haggé%%ttg%?wﬂ fesdhe eReoddr ds
10 t hensel ves, miessageshgiplyebelise nendineit oper tat bAgmadiBRndANRcip@R;.and NOT.  Thi s
avoids us having to deal with overflows or carries howeve|P many tens are
bei ng worked on simultaneously. Apart from suggesting an efficient nethod
of perform ng magwliahamotireet i i j retation of the bits allows
one to deternine thieg val ue oflérgmta EPﬁlrer%Tga}{ {Sﬁ’gq@’l Wﬁ?sﬁgebﬁfﬁ%%ﬁ?‘fﬁlﬁgm?lﬁwﬁar st
array. SifAce al-gdmetthitrosldncatbean encoted foratlofirypldintsit. N6 W& 4365 @r&c@%
non-zero terts;this has,a rgtfit advant age over the usual binary ?lorm ere
there is a paiF 0 corres&g]ﬁ hqrepsage: andngilk penerilly indumt 8¢ enderh@vifa issthe
word is 20 cl eattackthia thik kcdn@s [ - rd i s never set. However.,
the system need not rely on tﬁ%@.ﬁj{th@m{eé}?g%@ﬁ%%ﬁo%m Simlar principles
could of course apply to nodulo arithmetic on bases other than 3 for

exanple to car . i t{.6 in base 5 one woul d operate on three

separate wor dsJ,Zg,tf3 %gﬁ}]ﬁ’s%piﬂg%rlﬁ%demef’%ée pght; af’P‘F‘%Pll’g‘Pﬁ%ﬁi H susd a eateothe
repr esentl@it i ondecotier witictzoodeathk niddgies 8P AEH eqt.hi 1 the third
bits 5 bases as_well. 12.5 Mdulo %hree&%ﬁth%@é}greﬁfﬂésgjgﬂtgﬁg ve’ﬁ&\ﬁgrk

f6r° hi gher Nod0PEst9aFedathet drsadar gnassnqs defablaredmale tiye sérst oot giesBaHy: 10
oy

X0 and X ar egi e ikdi¥enRidhl f’t‘ﬁ’c{l)(ds representing the n tens xo, ..., s
where the word X 0 contains the bits set if the corresponding tent is not

zero and the word X, contains the bits set if the corresponding tent is
one. Simlarly. ﬁ{e_o and Y, are the two n-bit words representing the n

tertsyo, ..., HAGET pRReats, LS  Progesa gv el timesn repairding oft eamht stagec: whigh) |

each nmodufo 3, mb@ifichticnsOyieRl &R )cinHe oflyc and Z, Whjch represent
the tents xo + yo (nod 3¥, o XCﬂg_ﬁeﬁE.yﬁH_%a%gn& gl}ls Elgna{tquﬁr Bg able 1o
cal cul at ed as 9esrmangssome of the original message.

Tumbler takes this approach further and automatically creates a regular hash check

based on both the plaintext and on the ciphertext. This allows us to describe Tumbler,

20 generally, as ‘text aware’.

Tumbler preferably uses the SHA-1 (Secure Hash Algorithm 1) to compute a check

hash for each encoded polynomial. SHA-1 is defined in the US Government’s

National Institute of Standards and Technology’s Secure Hash Standard (FIPS 180-1),
25

As each message polynomial is encoded, both the original message polynomial and

the resultant cipher polynomial are used as input into an instance of the SHA-1
algorithm. '



LZi - (X 0 XORY,) AND (X, XORY_0), 20 Z o - (X0 X@ﬁ“Y_o) OR (X, AND Y,)
CR Z,." 25 The result of subtracting from?,, the value of y;, 2e21dﬂ10\(nﬂﬂ5{io
3, for i =0to (n-1), to produce Z o and Z, which represent the terts

-Xxo-yo (nrod 3), ..., x"_, -y"-, (mod 3), can be calculated as follows: Z-o0 -
(X0 XOR Y. 0) OR (X, XORY,), Z, - (Y_0o XOR X,) AND ((NOT Yi) OR JL0o) AND

- Z o. ("~ 22 g004dThe res.uht of multiplying the n pairs of terts (x;,
y;), each modul'0"¢ FPeding, fhe Fipheropalyngmyal i taleey asippng dastzasthimeperds wpithh

represent theleb&dihg préeeds WP tHd B bf a- Mo e .can. b

cal cul ated as fol I%V\%: 5Zo - ()%_af,%\l\cljgu\)(i%)’?mf? %GW&I%&&@}S))ES&ND
Z_o. In the fragkefl PJill bytes asrdegcribed betonv, fer tarsinéssient Fhe Bitsaagliredlto aéedeat h
self inverti - ivision is.indistinguishable fromnmultiplication. --
10 12. 6. ter dugs S REEEE ecPlaceRan i R STar SRfrd 2t6PS A oisend o on,

har dwar €5 as dnkilthis laseb el fib¥hd @it Lk &tbits i‘i’h?x?e%@aﬁ’? shown in figures 11. 12
and 13. Figure 11 shows a circuit diagramfor -additi on modulo 3, figure 12

shows a circuit diagramfor subtraction nodulo 3 and figure 13 shows a 15
thi s met hod

hows a ¢l for subt | | f . bl
Sl oot or - aTEmPed bUVRARRELS Ron PRGN o Ty s ich e isionh o Bovebmiage of
the full wi ditbprefentedioy tvoobitanBohai@tafe 1a%:12mE cbisEspb 15%@13%%F1fe§€§e%¥§bl er

PKCS uses nodul g 3 polynomi als, that is polynomals 0 all
have val ues tthafirs/bé igiselans Gaiseeandris unsstlid e 3ormpsponding costfisteayizs—i;n ahdhe™

al gorit ity y: nd,.subtract the pol ynom al from one
anot herf.UnSpecHiO?ll1 @gt%%;é Q%th%‘ttfé’%r%&g% og%%g é’ﬁ%ﬁlt%helnf bsn?'glf'E it Fi%veffg{l?e ccraéea&aéﬁﬁe
{syst em uses tsheondAlinset 2hild the €itsés alsgori thm (see 3) or alternatively the

Eucl i dean Al gorithm perfornmed on nodulo 3 polynonials. These algorithns in
turn require the addition and subtraction of polynom als. The decrypti on

system requi rgg ﬁe{aﬁe& QH%QJ clﬁrld %ss%rgg %%P};[noﬂl%lgi rare concatenated, and are then hashed

together using the SHA-1 algorithm. The hashed output is then transmitted to the
15 recipient (unencrypted) along with the ciphertext. Typically, the addition of the hash
will add around 20 bytes to the amount of text to be transmitted. Fewer additional

bytes could be used, but this would result in lower security,

Example
20
The message polynomial {-1,0,1,1} would be encoded as the byte 10001111. |
The last byte is finished with unset bits if necessary. In this encoded form the
polynomial is concatenated to the end of the packed ciphertext, and hashed for
25 transmission to the recipient.

During decoding, the ciphertext and the decoded message polynomial are

concatenated and are inputted into the SHA-1. The output from the SHA-1 is then



22 -NOV 2004 nmulti pllcatlon) of two nodul o § pol ynom {s The 0V 2004
star-nmultiplication algorithm al so uses the addi tion and subt?gctN (yn gq

pol ynom als. To add two pol ynom al s one adds together the val ues of the
torrespondi ng coefficients 5 fromeach of the polynom als. The value of the
first coefficient fromthe first polynomal is added to the value of the

first coefficienpatd Wit theRiehaddhy) e val ue of the
first coeff.i C|§1nt of the sum “and so E)Hr?lﬁ&?& ?]ﬁ!%{“fl Fst é)A; Vﬁ%??ls’a?“dl I‘Secelved

represent ed astleR®™Mthdhagiphesioxtys X~ and X o as described - 10 above, and
the second polynomal is represented as the two bit arrays Y, and Y_o, then
the pol ynom al sum of the two polynom als can be cal cul ated by perform ng

th foll tatker Boddths N
g Oe? IY )o ([))WI( nh"agr(ta 9 f) shod ik tfhgﬂe&ﬁﬁrn%éa%ﬁ%?‘?ggofﬁvg&ﬂ a rc@.\y Sd zan ge]’he

X
same is ofece l”aétsi Hr?onstuéﬁﬁon@{bemfdmbtd gom}m kdshaf the\QecBidd REERAYS to

aIIowsthe ab t to be _ys o calculate the différence
of the two po%ﬁtgﬁ% ﬁ%ﬁd 7 nc gg‘r‘?“ﬁ%‘? fﬁ’éﬁ?ﬁ‘ e§ 1§ evssRtally impessiblavie altsr

many as 503 cdeétlpdnmeenttsncﬂ biil$ pagtiiieekspr oduces a consi derabl e increase in
speed. This approach to nodular arithnmetic may find application in the
field of digital data 25 processing generally, and is not restricted to use

Wi t hin crypt ospigt the@8e m nu gener at or
conprising: (a) aﬁgﬁi}lr al'i tyjqdé JfYﬁr sgy ag‘lﬁe&ﬁ(ﬁsﬁ%ﬁ {\galﬂsetz?n@até @PP eapapl evhilst 5
recei vi nb(?an dreingopyefihputo aformy dreesder Bﬂwﬁeth@r&ﬂ@@f&:hé’r?ex'@@v%ﬁv&tﬁ put; and (b)
a second-tier hashing neans, which takes as input all of the respective

first-tier hash outputs and generates as output a 22 NOV 2004 pseudo-random
ntimber based dnisgpdssible thixews PBREGRINE xﬁéyr}ﬁ&re b &ed BBt in the decoded message

polynomial. If error correction is switched on, the cipher will attempt to correct the
fault by using the algorithm described above. At each stage it will be necessary to re-
15 compute the check hash to see whether the error has been rectified. Since the
ciphertext remains the same and only the retrieved message polynomial differs for

each check, it is possible to input the ciphertext into the hash only once and input the

message polynomial each time.

20 | The general method of hashing the ciphertext and the plaintext together to produce an

integrity test for both is not NTRU dependent, but works equally well for other
ciphers.

7.__Multiple Transmissions

25 Tumbler includes the option of adding protection against Multiple Transmission
Attacks (MTAs).

Should the same message be encrypted and transmitted more than once using the same

- public key and without MTA protection, it may then become susceptible to attack.
30
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i
10 outputs. 2. A pseudo-random nunber geneyator as clf@imed ingcém1 in
I

whi ch €ach of the first-tier hashing meanst>calls for addition 264

i nput as necessary. 15 3. A pseudo-random nunber generator as clainmed in
Claimi or Aaim2 in which, when a further pseudo-random nunber is
required, one of the first-tier hashing neans perfornms a re-hash to create

a new hash output gﬁﬁol?%gi?iﬁ new hafggout put.. bei ng passed .to the second-tier
hashi ng means “Wwhi Y P iNarhal fenkassiPllsy o pradialile sinpilarity betvdrsnrtaredom
number. 20 4. phespaREdRIkRBEABUIN THEHFABIRE,E | ' M 3q ;

i ncluding a counter nmeans whi chysuppllll es ardttdﬂ?‘{sls%riialﬁla?ér{gﬁgmbondSSHgsesg?e& Bne
first-tier hasmalg Whehete ofien pudiidtatdnall thefitst feei bgtes RE|sodkas] ilsdabes arc
re-hash. 25 5.. J - randam nunber geperatqQr as clained in Claim3 or
Claim4 in m‘%ﬁ‘“?ﬁ'g“%gli g’m n&T¥ PEisags %’H&%ﬁﬁg}ﬂ alpe henédentiead angks homeer  of
the re-hagsh, istsceptisi¢it®adiash output. 6. A pseudo-random nunber generator
as clainmed-in any one of Clains 3to 5 in 22 NOV 2004 which the said one
first-ti'er hashing neans changes whenever a further pseudo random nunber is

to be generat S - rrandom nunpe enerator .as.claimed in laimé6
in which the g?gLPH‘z%g ﬂghr?% 1?‘3??{3?{1{?‘%; 4 HB?F{)O'Eréé?%l?qu’ag%ﬁg@}e@dtaFlﬁfWﬁFléfh
from the plurabirtyt burhpticet that e hawbihage MBARRneS Hhs WQE& andemuauRer
generator as cl ai ned Claim4 in which each firsttier hashing neans Is.

associ at ed wi AP % tive counter neans. 10 9. A pseudo-random nunber ™
generatoyp as clainmed in any one of lains 1 to 8 in which each of the
hashi ng neans is enbodi ed as a software hash function object. 10. A

pseudo- r andomTemberitgefiesiaglermasage poiymoehitlns a&penade o theGafddm faktdrQisSd P

incl udi ng an entropy pool. for supplying entropy to the first-tier hashing
means. 11. A Sl%%ﬂkfgﬁlﬁhﬁﬁd’émaﬁBﬁ%’ég‘%&iﬁé%%@@%ls@b@itﬁéefermln@tbﬁ rnd@nifactehi ch

t he and has access to the public key, it is then trivial for them to retrieve the original
' message.
15
Each time a message is sent, the random factor is determined ‘on the fly’ for each
polynomial. This means that if exactly the same message is sent more than once it will
contain a different random factor. If an attacker knows for certain that two or more
intercepted messages have exactly the same plaintext, they can compare these

20 messages in an effort to determine the random factors used.

Even without MTA protection it is not generally possible to determine the entirety of
the random factors from just two copies. However, even sending two copies might
significantly compromise the security of the rnessagé, while sending multiple copies

25 can allow the attacker to determine most (and eventually all) of the message.

The Tumbler MTA protection system employs a simple stréam cipher together with a
randomly selected key (eg using a pseudo-random number generator) to ensure that
the plaintext message differs randomly from any other identical message sent with the

30 same key. The stream cipher does not directly add to the security of the message as it

e



entropy .pool is split hp into sub-pools, eagh of whi cl(;uppl i ? e“hrog to
a respective first-tier hashing neans. 20 12. A nethod of gen at @ [ﬁM
pseudo-random nunbers conprising: (a) supplying an entropy input to a
plurality of first-tier hash functions and generating a respective
plurality of hash outputs; and 25 (b) supplying the plurality of hash

out puts as i npigisroadrast widcnndey iagd (e sbed AGE ' er.at es, as_out put
a pseudo-random nunmher based on the plurali %a%?n}r?glsaﬁlpgg@gﬁflg.erl%.m%tﬁ%lﬁ’hod
of generating FR¥H&A WA RS HiabRlaintexss wilhidiffd fiom Ghaknothd BOarangr&GLUddfng
suppl yi ng addi {{;9gR& entropy, as necessary, to the first-tier hash

functi ons. 70 22 Nov 2004 14. A method of generating pseudo-random
nunbers as claimed in Caim112 or Caim 13 including, when a further
pseudo-r andom ﬁun‘o r is required, performng a rehash with one of the.
first-tier hashifHRd i"BHS o Tuvmblere M A amotheridn optiriaddackapa&H| @8 Retdie
sai d new hash pilipsh MPat opd-tier hash function which uses it in the
generation of the fgjgﬁ her@gstéegﬁoé}?%ﬁhﬁﬁpﬁﬂﬂﬁ&%1%keYASﬁ]E@an§Gd(tf! sejdie ratialng
pseudo- r andom statehef shead unibkdrnBeluienceCGah&bE (OCIUg N | 3,0 &

count er - val ue ‘c‘sjl%f%ddi iopal input to the sai dﬂsong ?Il’r%ltd-sgtiggriﬂﬁagh%fﬁre 2).
function, the PSR Ates i R lapismh data ree bodXDRed heitlr eutbars from1e Rqi@ieod
of generating pegdadr bABEOKR; Y i in Claiml4 or Claim15 in
which the said one first-tier [@gﬁ“s"fﬁﬁc@?ﬁgwfﬂ%é%aﬂ’ Bt of figure - hash,
its pr evilBus hash out put .

it

During decoding, (figure 3), the first bytes of data returned from the PKCS cipher
are used to set the initial state of the Sequence Generator (see § 11). Subsequent bytes

are XORed with output from the Sequence Generator before being outputted as the
decoded plaintext: see step 315 of figure 3.

15
8. Bits to Terts

Whereas data is conventionally stored as bits, the preferred PKCS algorifhm handles
messages as polynomials whose coefficients can take the values 0, 1 or ~]. The

message polynomial is just a string of ternary digits (terts). A method is required for

20 converting the bits into terts and back again.

Each complete set of 19 bits of the message is converted in the present invention to 12
terts. This gives a packing efficiency of 98.65%, while allowing the arithmetic
operations used in conversion to be performed using 32 bit integers. A method using
25 integers of more than 64 bits would be more efficient, but would offer a gain inr

packing efficiency that would be negligible when compared with other packing issues.

R =caY



-15,17. A net hod of ge'nerati ng pseudo-randomm nunbers fs-”cl ai med g:? ny., one
of Clains 14 to 16 in which the said one flrst-tier hash functi m\ﬁg?éslf
whenever a further pseudo-random nunber is to be generated. 20 18. A nethod
-of generating pseudo-random nunbers as clained in Caim17 including
selecting the said one first-tier hash function in rotation fromthe

plurality of fg_is@(,,;‘iéggioﬂgfgit“bng ons. 19. A nethod of generating
pseudo-random nunbers as clained in Caim15 in .25 which a respective

count er - val ue j ' 0, each respective first-tier hash function
whenever a re-*ghscﬁﬂ?gé #agg%?or Bgtheptes Vesa depshrigaideantdoi bitg ave eeidn-thasdnen
numbers as cl ajoméiguiatiomaythe BescRfof b s Lngliudi ng Lhe, step of
suppl ying the first-fier hash functions Ovﬁ\ﬁglhgﬁ%gage’e%}drvg%%;g °¥he5?iﬁ§§%|@%ﬁeéoo4
21. A conput er®FFsyFaH st shpakbheassugedwdrdatepan daingnuabaus oacgar di ng to
the nmethogl set out in any one of Clains 12 to 20. 5 22. A physical carrier
carrying a conputer programas clained in Caim2l. 23. A datastream

represent ativel.ok ia doadgaube s sHdoge 3emasd&! &) i ' 24, A
pseudo- r andom nunber generator as cl ai ned ?én gai[nmng ?hl%vw%j"igﬁ%?%ge fged to

second-tier hashi (§ieFBEAhaNSG tirhdl driermines thatphe valbeof gener ad 0 NDd@efaiLher

pseudo random nu out.puUt s viously created by the first-tier
hashi ng means ot Eglfd'ttﬂ%]eg%h{%ﬂo??}éeaqég %iénﬁ?{zsgtfg?’iné%hﬁfa‘g‘ﬁi"ﬁ]g‘e Higdert p5-1. A

pseudo-random nunber generator as clained in Caim24 in which the 15 o
previ ous; hash out put.s. .a he new hash output are concatenated for use as

i nput o4 he szecléﬁsa‘ilﬂdg‘?g%gsﬁ???&jdlﬁé%f.en@mdw nmet hod of generati ng
gseudo-random nunbers as clained in Gaim14 in which the second-tier hash
function al so includes as input when generating a further 20 pseudo-random
nunber the hash Berf@iotsepsriend@usioyal of eadlestidys.t he first-tier hash function
other than the said one first-tier hash function. 27. A nethod of

generati ng pseudo-random nunbers as clainmed in Claim26 in which the

previ ous hash (Gledrputiss pddess ReulaeHwy a@@e‘i&a&ﬁﬁpﬁtst&r Fx_%%ggﬁ}ige%yegl [ifeal$ 32°

25 input. to the second-tier hash function

15 and the remainder then used with a table of the 81 possible 4-tuples (ordered sets with
four elements) of terts to determine the values of the next four terts, x would then be

divided by 81 in step 2. If this approach were used, the process would only require

three iterations instead of 12.

20 Even greater speed could be achieved by a method that divided x by 729, taking the
remainder, before using a table of 729 possible 6-tuples of terts to determine the
values of the next six terts, and then dividing x by 729. This option would require only
one remainder and one division operation. However, each method offering such an
improvement in speed would also suffer from a corresponding increase in codé size.

25 The ultimate method in terms of speed would use a straight lookup on a table of all
531441 possible 12-tuples.

Whichever of the above methods is used, the conversion process gives values in the

range {0,0,0,0,0,0,0,0,0,0,0,0} to {-1.0,0,-1,1,0,-1,-1,1,-1,-1,-1}. Thus, not all possible

Ty



-22. NOV 2004 72 ABSTRA‘(CT A pseudo-random er gener &t or corrpzr ?sggv %Uﬂé‘a)
a plurality of first-tier neans each capable of receiving an , entropy

i nput and generating a respective hash output; and (b) a second-tier

“hashi ng neans, which takes as input the respective first-tier hash outputs
and generates as output a pseudo-random nunber. 10 The generator of the
present i nventli2ophse®fpafstdag i i LN _cnypt tens, an
particularly in 1gz)EbI ic key C;H)?p egés)re{s%'ltieﬁgg%clgﬁlﬁe?;lggég%@ng&é%?r 'g‘ﬁrt‘ 3’ =
chosen from a Y4¢%% Hpasdmppripyssishisef segubndirsouns@dthionhe: seaated sihiak! V-

15 (Figure 10 L AF< AC. . Afvi.Ai.Afi.AlYi.Af

i . AL ALi . Ahi .}ﬂ‘ﬂg%’l‘i@ﬁ?ﬁkﬁﬁ%& A /.AYr. Akr. AY< . Av. A . Ak

.Ae. AVL. Ayli . A A A@ .AYN . Ay. Al . A<i . A LA AL AL A

AL A AyiL A@AK. A A LA A#L A0 A ALA A AN, Ayn. A@ . A AL AL A@ . Ai. Al Au
A A A A< Adbs 1a) ingempletei seppf 1bits Ff qry, is padded out to 19 bits with the required
~ytoi d_ZU] ca]

a] ca] ca] calc a??gﬁbgg?gg%gg%lgoa gg eﬁ%@t@{ﬂf Eléﬁ\/‘]eﬁla'}]Eﬁ%ec%ﬂt% é‘f]"_@lél]i@&]fb%l]?@@]ina] is”a)

c al remembered and used for determining the valye of the end of message marker. See.§ 9.
BFOr z/ of Lt ~yt qj e, al.calca] ca]ca]lcajc(alc(al c(a]ca]ca ca] Calch ce§§c% ca
] ca] ca] ca] cg] g‘l?f] @%Jc‘gﬂt%g]‘%?t&]@] c], a] I:a] ﬁa]( c!a\/]( cg% cga] cal\ K+i3 591 6 A Feareal
[P #2#BH##&d f'g' M q' r' <(()*,,ztoje [V]]ca]calca]lcalcalcaV]c aV]ec alJc alc
aJca] ca] calcal calca]calcalca]calcalcalc aUc ' :

a] ca] ca]lda] ca] caEzappk] calcal ,r-.[..-/.//17/8/;/<//0134U555566L7b78/ 999;
t<<<<{vglgb\W]]c aUc aJca]ca]ca]ca]ca]ca]ca]ca]cajcajcalc aJe
talica] ca]calca]calcalcaljc alJc aUc a]Jc aUc

a] ca] ca] ca] ca] capsahs barmsses o 2k : _ _
A}#Ar ]BBC]DD! ]DDF]GHl {@KK}EL Nﬁ%ﬁ@%’s‘ﬁ?@fﬁ Fioulq be pesumed that the.segusnesiof dPca) ¢
a} C a} c a} c a} c a} cal)itsdp 81@11@1101001100010, order]ed fﬁom the first and least si niﬁcaL?\’;} bit to
aljcajcalcajJca]c a] cal.cal.cal ga] ¢a] cal ca! PPi ' R- S&TDTCUUV}E WY XXXXX
XYZ[Rt\\]]]&" N%}@% %\Sﬁ %@P{?fﬂlﬁﬂgﬂcéﬁ%%&%@sﬁ @%.Pélﬁﬂ%;];} éupeea) i eapenkc alU ¢
ajc 15 of bits is 144090. T .
a} ca] ca] ca] ca] ca] ca] ca] ca] ca] Ié%i{aélzﬁ %fae]ag Eae]rtc% cbae]cgigfléﬁae!d’\aﬁ’mlo_vys_'9_j """ abbH
cKccKeMePeWeffggl hijjjjj|lwmnhc”Y]]]]ca]ca]ca]ca]lca]ca]lca]lcalcalcalcaljc alUc
a]c a]ca]ca]ca]ca]ca]ca]cal]ca]calca]ca]calcalc
a] ca] ca] ca] ca] ca! j Zkf knFm mYmmHoooqqq; s=st
VV>vvAMKXXXyyyJ Nuhbekf atehhindal oalléhd] NewlvaRid 73] £k Wivision by Value o
a] ca] ca] ca] ca] ca] ¢ %r a] c?g(,czi,c,a] ca] ca] ca] ca] ca] caV] ca] calfca] "aYcé]]ecaIca] c,
a] ca! ~oHRYao! #Kl\lt°~$ rcfr‘nb] s AIVipd b ) c M discardivgaaineindech] caV] ciebcaV] ca] caV
] ca] ca] c*a] ca] calca] ¢ a] qp] ca] ca] ca] ca] b l.cal Oa] ca] ca] c
t y5Ap- } w | ga\ Vimhb] Xkf a\ W V] ca] caV] ca] caff" g‘?é";\/[ %gtﬁ)a] ca] ca] ca]ca

1 0

48030 = 3 =16010 0

- 2 2 16010 + 3 = 5336 1
3 2 5336 +3=1778 -1

4 2 1778 + 3 =592 -1

5 1 592 +3 =197 1

6 2 197 =3 =65 -1

7 2 65+3=21 -1

8 y 21£3=7 0

9 1 7+3=2 1

R =iy



-WV] cal] caV] ca UV] ca] cga ca] ca] ca] caV]ca]c ?{:a\fj ca] cafc"
a] ca] caV] ca] ca9al *- <@R{ +. 158ej nzuoj d_YTk ] caV] ca] caV] ca] caV] ?aﬁ %faﬁﬁﬁa
] caV] ca] caV] ca] caV] ca] ca]ca] c '

‘a] caV] ca] caV] ca] caV] ca] caV]ca]ca] ca]ca]calcalca ns#l Q#

w. ~zuoj d_ZTkf a\ V] ca] ca] caV] ca] caV]ca] ca] ca]calcalcaljc aUc a]c
a] ca] ca] ca] ca] ca]gf'a] caVlga] caV] ca] ca\/]fa]:’ca\/] ca] caV] ca] caV]ca "aill
DI L>J7Ft Zf } xsni d_Zkfa\ V] ca] ca] ca] c +3=0 -1
a] ca] ca] ca] ca] calida] ca] caj ca] ca] caV] ca] &g\j]zcda] caj] ca] c, a] ca] ca] coa] caV] ca] ca]
cajcaV]ca]caV]calca SU 7[ W TCFU ’
| wmhc”YV] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca
]calcalcal c a] ca.ttclza al gal,ca ca%ca\/dalca! /1 nru+0=#" | LDHdi
yt ni d*YTrhc”] ca] t4 Ea%r?&i”i: RAMERRECHNL £ 10KV PR willbe apravtd aftoall ca] ca]
ca] ca] ca] ca] caV] ealssaMhsal eVl calicaM Gal cals a
EKTSPx} #( gl uwp wr | ga\@WfM%c’\] c']ggi’ £ l,f}\ﬂﬁi‘)],ﬁal,(?},
a] caV] ca] caV] ca] caV] ca] caV] ca] caV] ca] caV] ca] ca] ca] ca] cha] ca] caV]ca] ca]ca]c
a]calcal calca]ca]calcalcalca "$+;
@ bg! 03 upkg" c~.lcaV] ca] caV] ca] ca] caV] ca] caV] ca] caV] ca] caV]ca] ca
V] ca]gca cafchﬁzgé’?géa%a‘]fﬁgW&ﬁ’ééw ?:/Ja] c!a\/] I:a] ?:/Ja\/] I:a] ?:/JaU] I:a#g{ I\/C]Gk] yJzupo )
ca] ca] c™alcal calcal,cay]cal.calc. . . ] o

g]v]c!a} ca} ca} ca]%d(’:]ée]"]ctg‘f %ﬁ‘%%gfglﬁf‘&lgf@]gf‘éét] Wil agginciake diecfornpof a ternary polynomial, ™
a] caV] ca] ca] caM g='bitt . : . .
’\1 vql\qc al {/] ] } caﬁ\/ﬂ] caj ca\B/]?eg?l?:ﬁa?ggg%r%:%]ogﬁf (\;Vzri 3eea tgzlaj 5%‘/]6{:85 (lz%jhge{?%%‘flgg]n&%]n&%i] C
g] gaJcalcalcalcalc aUc aJc

] ca] ca] c™a] c LA =1 Xr Yl fa c] calca) ca] ca] caV]ca]caV]ca]ca] ca
cal o ] ca] oh] aav) LT RO AL R f devBhiridk bl i) EauT B P A Gakea.
Xl LI DE>B@a| wr nhc Thil ic¢lea]cadiceietadiaad ®akgst block, for which there is no previous set
a] ca] ca] ca] ca] ca] ca] ca] ca] cmgq]‘ca] cal ca] ca] céﬁ ca] caTc :
a] ca] ca] ca] ca] ca] E&]od] bases J snifially.
I-1k\ _qgB|wgl gb] X]]]]ca] ca] ca]ca]ca] c”a]ca]ca]ca]ca]ca]ca]calc
a]J ca] ca] ca] ca] ca] ca] caV]ca] ca] ca] ca] ca] c&a] c&a] ca] ca] ca] ca] cal AHW- _!

3! b" ##&IBOT &&& ' T3] tewd lthehdt]shoalt beahebea]seqleafialcabmal talicad Gakealtis o
a] ca] ca] ca] ca] ca] cal ca] cal.ca] ca] c .a] caV] ca] ca] ca] ca] ca]ca]calc

al S(i (% +-e. q. */ L1k E4Y Hb5+I7add] 3 &72, 288 if it ip<Eadd 2 x 3" to x.

?lwnmhci¥]]]]]ca] ca] ca]ca] ca]c a]ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]ca]ca]calc
aJca] ca] c™a] ca]ca]ca] ca]c a]ca]ca]ca]ca]ca!

?) @ @ @G @\QEEMDDEHNEDE R @k 19 Kighi MMNNNGRY Bl BENah:80Ethid §8) Ghen the

a]J calca)] ca]calcalca 931 cal ca] ca%c" aLic" al ca] c”a] ca]cajcalc

a] ca] ca] ca] ca] ca] tirg{ Ea}jlj,‘%})ﬁ%i]aﬁe F 8K l%yléﬁa@f][thssmmwmamwS more than
Zo[[[\\]]"0O"3 VD calcial.c aJcalctalca]ca
Ca][ Eg] CL} o eal Cal]@gg Cg]ée‘érg]fbgg,]q@a Jchlé}e%g?lé&@]oﬁgln%ﬁnes Se dhigRlCRG A &) cal cal
a] ca] ca] ca] ca] ca] ca] ca! MUTdUdXd[ d*dadddpdf gh. hiilj oj k! k$k' kOkkYI | Xm

ooy eatpba) cufic Xkl pLSTHE BE Sl ek SR hST e G b of y are part of
a] ca] ca] ca] Cat]lﬁa)}i@ﬁiaml!e%?é{\@ﬁ&walr{mhﬁ)} \?ﬁ%@iﬂ@%ﬁéﬂ&%@!{j{y A s il dgal cal cal
calc

calcalca]lc aV]ca]ca]calcaJca]calca]c ‘a
a)J ca] cal ca] ca]ca]ca]ca]ca]l c&a] c&a] c&a] calcalcalcalca!!/ @W -

Example

25 The set of 12 terts that were calculated above, {0,0,-1,-1,-1,1,-1,-1,0,1,-1,0},

can be converted back into bits as follows,



L *OHF &{ vql gb ca] daf ca] ¢ o
a] g:l;}f cg}/ga]gc!a)tj]] 1:!3} ca] ca] ca] ca] ca] ca] ca] ca]‘tszool] cajc av]c 22 NOY 2004
a]Ca]Ca]Ca]Ca]Ca]Ca]Ca]Ca]%?]C?]C?Lg]2;;ca]caUlca]Calcalca]C aJ caj c
. caV]ca]ca
aj]L‘Q']r Lg?};\g LL} gg} gg}chﬂ:a] ca]ca] c a] ca] ca]ca]ca] ca! %\ /2:j 1nz{vgl gb] X]]]1]]c
a)J ca] ca] ca] ca] ca] ca]c™a]ca]ca]ca]ca]ca]ca]ca]c '
c
2} gg} gg} gg} g’?g]cgll]cgll]cgglcg]cig{[ A k}xsnid_Z]]]]]]ca]calca] ca]ca]ca]ca]calcalc

a] cal] ca alcaglcalcalc
:} g:} g:} ga} ca} ca} @3}’@?}‘83%%} cé%aé‘éﬂ eftert~J nWaljertp beadied 1 § | | |Noayshrlozal
caJca]ca]ca]ca]ca]ca]c ‘
2} gg} ca} ca} ca} ca} ca} ca} ca} ca] ca]ca] ca] calca]ca] ca]ca]c,a]c” a]Q:a! JnO{/| h}}xs
nid*Y]]]]]]ca]crafcalc a]ca] i:api:a] i:a] i:a] i:aﬂ)i:a!ai:i!ifca] ca] cal caO+"] N
ca]ca]ca]ca] ¢ca] ca] ca] ca] ca] ca] ca] ca]ca]c )
ﬂ)oc/gl ()!!4]Y<V<i%)%3‘§' ]()¥ 4Y!’/<10%n9&' ()-!. p#100& ()-F10%&' ()- 109 ()-
P} 7?1 +109%&' () -y) 1Y% () - _ a2
F%) 109%& () - 8/&)1/2)0/% () ()zl Of st: $10v& () -1 & #A S O P* qaB7 10f1§| _
109& () - C36109%& (J- 1j 109%& ()-)1COL10%&K ()-3 ) 3310044& () - f-109 /(\)-> j K
101 109&' ()-! p#109&' ()-] 109%& (%-%:10%&' ()- 10%& ()- 10 10 |B}~?K 100
109& () -f$109%& ()4 I Xf $109%&' () =11 <%409%& ()2¥%)3 £0%2' () - Oy$10%R34) -
MouSl! G @&10%& ()=s!C @10%\"\!&'1()- s\ &10%&' (9 - 34%300/& ()- 10 10 o
10! Jf L3$10%&' ()- O o| Z; uS1! f 3= ) |
x{o%&' ()-1<f$109%&' ¢)-c! Cf $109& (}-c! - Yf%iof%{/%(g 6)= v?sglo% & ()- 1935
G @109%@®&' () - sof ~?2uS1! p3@O0%&' ()- ! Y\. 109 (3)-| - |
1098 ()-=\*10%& (J-\c(10%& ()-=1Q %10% 1 }-3EI37RI0% ()- 6309
109%&' ()-%W10% & (Q -=109%&' () - 18

0 6309
9 1 3° = 19638 25992
10 -1 2 x 3'9=118098 144090
11 0 0 144090

x does not have more than 19 significant bits (144090 < 2'°) and in binary is
5 represented by the 19 bits 0101101101001100010. These are the same 19 bits

that were converted into ternary in the previous example.

9. End of Message Marker

. A binary message is converted into ternary for the purpose of encoding (see § 8). This

10 is performed using blocks of 19 bits. Clearly, not every message will have a length
that is an exact multiple of 19 bits, so, if necessary, the last block of 19 bits will be
padded out with random bits. These random bits are not part of the original message
and must be removed when decoding. The encoded message must therefore include

enough information to determine exactly which bits are part of the message and which
15 must be disregarded. |

R
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]I " #zX6~ @1* 109&' ()-!a<vd0%& ()-!4<940%}& ()- o  <s100@ (
109G & () - =! @1090ME: () -! @109} & () - #?#BH##SUE <~ _@! ! 4#$10%& .()" <4H|v|
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%? }@2§$(12)%;}gmqr{mw -7 %’?ﬁ’@%‘fgonif NEL00E % & 'TOVR gDt M &
$109& ()*-! 49408 )%ff# ‘ﬁ‘?ﬁﬂfy 6(3“ I§ -any integer: paramptet wete@ineXOME’ Key -strkBathO The

Ij_g E%ig% E g ) h%i%ggeggg%%ér[ﬂ%ﬁ{%lft% tgmagy 8%5(5anwt,bg Enesdrgd to)fillanggxact number

Y& ynemindm/ @Ay ) <&dQiict e ! A whP 2tk

Tor<l %15%&' (1 ?mw A& {ihied 'S‘(]? ?W&'C(%?Fg%%' () -w e 0

55661 7b78a7" Pl?‘?og‘&%qﬁ %1? ?BWI Jrendpageniary '%IILSOWT@& thy {ﬂﬂfsalk@"f&dé%c’%g&}t
109% ()-)!<@10% ()- t<<<<<<T A ()-]10% L& ()- !0 0

u& () -! '

An end of message marker is added to the message, therefore, to tell the decoder -

10 exactly where the original data terminated.

[t should be noted that the method for conversion of bits to terts will never generate a
12-tuple of ternary digits in the range {0,1,0,-1,1,0,-1,-1,1,-1,-1,-1} to {-1,-1 -1,-1,-1 -
1,-1,-1.-1,-1,-1,-1}. The values in this range are all used as end of message markers.

15
As previously stated, the last block of the message 18 padded out to 19 bits if
necessary, and then converted to 12 terts. Immediately following this block, another

set of 12 terts is added to the message as an end marker. The end marker is calculated
in the following fashion;

20

1. B should be assumed to be a random integer in the range 0- 375, and A the number

of the last message bit in the 1ncomp1ete set of 19 bits.

2. A+19x B+ 2" is converted into 12 terts in exactly the same manner as sets of 19

25 bits have previously been converted. The resulting set of terts will be in the range
{0.1,0,-1,1,0,-1.-1,1,-1,-1,-1} to {-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1 -1}. This is the
end of message marker. The remainder of the polynomial is then padded out with

random terts.
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represent messages, and that one can determine, from the end of message marker,

which is the last bit of the message. One way to do that is to divide the available end

5 of message marker space up into 19 parts, and to select (eg at random or sub.stantlally_

at random,) a marker from the appropriate part to 1nd1cate Whlch of the last 19 b1ts-

represents the actual end of message.

The padding of the message block could be at the beginning or at the end of the block:
10 and the end of message marker could be added to the front or to the end of the

resultant block of terts. The direction within a block is more or less arbitrary, and

e

hence expressions such as “followed by” can encompass ‘in front of” when the block
is considered in reverse.

15 Coding Example

For the purposes of this example, it is supposed that there are only 4 bits of the

original message left to encode when the final block is reached. In this

- circumstance, 15 random bits are chosen and are concatenated with the 4

20 message bits. In other words, the 0™, 1%, 2™ and 3™ bits of this block of 19
belong to the original message and the 4", ..., 18" bits are just random

padding. A is therefore set to be 3, since the 3™ bit is the last bit that belongs to

the original data. This padded set of 19 bits is then converted to terts as normal.
25 After this, an end of message marker is chosen. First a random B is chosen in
the range 0-375. For the purposes of this example, B will be given a value of

122. The following calculation is then performed:

A+19xB+2"=3+19x 122+2‘9—526609

R oy
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When the message 1s decoded, each set of 12 terts in turn is converted back into 19 -

10 bits. If operating normally, the decoding process will eventually encounter a block of

-

12 terts that lie outside the range for conversion back into 19 bits. In other words, the

integer obtained through conversion back into binary has more than 19 significant bits.
(See § 8.)

15 This integer is the end of message marker. After this end of message marker has been
converted back to binary, 21 is subtracted from it. The result is divided by 19, and the
remainder taken. This returns A. Of the 19 bits of the block immediately preceding the
end marker, the sequence of bits starting with the 0 up to and including the A™ bit are -

kept as original message bits. The remaining bits are the random padding, which can

20 be discarded along with any remaining terts.

Decoding Example

For the purpose of this example, it should be supposed that the block of 12 terts
25 calculated in the p;'éﬁious example, {l,0,0,1,0,1,-'1,0,-1,-1,-1,-1 }, has just been
received during the decoding process. When these 12 terts are converted back
to binary, the value 526609 is yielded. This is at least as large as 2! (or in
other words has more than 19 significant bits in its binary representation).

Subtracting 2'” and taking the remainder on division by 19 gives the value 3. It
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[t will of course be understood that the use of an end of message marker trom
5 within an unusable space for message-carrying is not restricted to the bit-to-tert
example described above, nor of course is it lirnited to the specific example of 19
bits being converted to 12 terts. Other conversions involving a change of modulus

could be used, provided that there exists some suitable inaccessible space.

10 10. Pseudo Random Number Generator

Tumbler provides two pseudo random number generating algorithms (only the second
of which the present applicant considers to be protectable). Both algorithms utilise the

SHA-1 to produce an unpredictable and randomly distributed bit stream based on an

input seed.
15

It is important to remember that all Pseudo-random number generators (PRNGs) are

intrinsically deterministic and the output generated will only ever be as unpredictable

as the seed.

20 The first Tumbler algorithm, TSR (Tao SHA-1 Random), operates in a similar manner
to many other commercially available hash-based cryptographic PRNGs.
SHATRandom and MD3Random, provided by RSA, and Yarrow, from Counterpane,
would fall into this category. The initial input is hashed, and this hash output is
repeatedly re-hashed with a counter to produce the random bit stream. At any stage it

25 is possible to add more input, which is hashed together with the current state. -

Figuré 9 shows how a simplified version of how such a generic PRNG operates.

P
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901. It is necessary to ‘seed’ a PRNG, or in other words to give it an initial state on
which to base all subsequent output. Inputting data that is sufficiently unpredictable
achieves this, though it may skew and therefore become unusable as pseudo random
data. Such dataﬂ_i_gﬁgsually obtained by measuring real world events such as the timing

3 of keystrokes or mouse movements. This data is called entropy.

902. A hash function is used to hash together an arbitrarily large quantity of entropy.

This gives an internal state, of defined size, that is based on this entropy. The

unpredictability of entropy might not be the same as its size. 10 bits of entropy may =
10 only have 16 possible collective values and will therefore have 4 bits of

unpredictability. Using this hashing stép one can enter enough entropy to guarantee

sufficient unpredictability.

903. The output from 902, together with the value of the counter in 904, forms the
15 internal state of the PRNG. |

904. An internal counter is used to vary each block of output. The counter changes
with each block of random output. Since each block of output is based on the counter

this results in the production of different outputs.

20
905. Another hash instance combines the result of the first hash 903 with the counter
904. This bash is used again each time a new block of random data is required. |
906. The result of the hash in 905 is the pseudo random data. Depending upon the
25 application this may (but need not) be a string of pseudo-random bits.

A precise description of TSR follows:

H() is defined to be the hash function; XJ|Y to be the concatenation of X and Y; Cto
30 be the integer counter; F; to be the i* pool of entropy that is added to the Random
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5.0 e state, Sgo, has all 160 bits unset.

~  When the " pool of entropy is inputted into the PRNG, supposing that the current
state is S(.1), then the new state, S;, becomes H{S¢-nliE).

10 —  When more data is required the counter C is incremented by one and the new pool
P, becomes H(S/|C).

e

This method acts as a secure mechanism for producing an indefinite cryptographic bit
stream from entropy input, but has the disadvantage of only possessing an internal
15 state the size of one hash output. SHA-1 has the largest digest size of any commonly
supported hash algorithm at present, with 160 bits. This means that regardless of the

quantity of entropy input, there cannot be more than 2'%° distinct bit streams produced

between input operations.

20 In modern cryptography it is often desirable for an object (such as a private key) to be
chosen randomly out of an extremely large space. For example, for N = 503, there are
27 possible NTRU PKCS private keys. If one used a PRNG with an internal state of

, with only one seeding operation, then at least 252° of the possible keys could

never be selected.

60
21

25

Performing seeding operations during the creation of an object is not always a trivial
task. A seeding operation requires entropy, and entropy is obtained through measuring
the real world. It is therefore necessary for one to know exactly how the platform on

which the cipher is being used interacts with the real world.

30
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platform independent.

The basic internal mechanism of the PRNG rerhains unchanged. For each platform on
which the PRNG is expected to operate, a function exists that can be called by the -
10 PRNG and which will provide the PRNG with entropy.

The PRNG produces random data as normal, but records the quantity of data
produced. This is compared with the internal state of the PRNG, as well as the
unpredictability of the entropy that was last provided. When the PRNG has produced
15 as much data as the smaller out of the internal state and the unpredictability of the

entropy, then it calls the platform specific function and requests more entropy.

The second solution is more complicated, but has the advantage of being completely

platform independent.

20
The basic principle involves the use of a PRNG with a very large internal state. The
problem in producing such a PRNG lies in making it cryptographically secure when

secure hashes have a finite output that is much smaller than the internal state required.

25 Tumbler’s implementation of a large state PRNG is the TSR-LS (Tao SHA-1 Random
- Large State) algorithm (this being the second of the two Tumbler algorithms
mentioned above). TSR-LS uses multiple simultaneous hash functions, and rehashes
the original seed with each new generation operation. This gives it an internal state of
2048 bits, so that there are 2°%® distinct bit streams that can be generated between two

30 input operations. TSR-LS is slower than TSR, but not as slow as a dynamically re-
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5 output.

TSR-LS uses a system of multiple tiered hash functions. A simplified version is
depicted in figure 10.  The hash functions could be embodied in software or,
alternatively, they could comprise hardware hashing means.

10
1001. The entropy is divided equally between each of the hash functions in the first

tier. The number of hash functions depends of the size of the internal state that one

~

requires. The seeding process will be slower the more hash functions one uses, but on
going operation times are independent of the number of hashes.

15

1002. To begin with, each of the hash functions in the first tier hashes the entropy that

it receives.

1004. The second tier’s hash takes in the output from all of the hashes 1002 in the first

20 tier and hashes all of this together. This ensures that every bit of the final output is
based on every bit of the initial seed.

1005. The output from the second tier hash 1004 forms the pseudo random output for
the PRNG.

25

Each time more data is requested, from the application that is using the PRNG, one of
the hash functions 1002 (on a rotation basis) performs a rehashing operation using a

counter 1003. This rehashing operation could be the same as that used by the normal
state PRNG described above.

30

R =ity
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5 The re-hashed output of the particular re-hashing function is then fed to the second-tier
function 1004, which hashes it with the output it has prev1ously received from the
other functions 1002. to create the required new output data 1005. TIn this way, only

one of the functions 1002 needs to re-hash and pass data to the second-tier function

1004 when a request for new data is made, e

10

{ The hash functions 1002 obtain additional entropy from the pool 1001 as and when

they need it.  Alternatively, additional entropy may be supplied en block to all the
functions 1002 at once.

15 A precise description of TSR-LS follows:

TSR-LS makes use of five concurrent instances of a SHA-1 hash object. H(), Ho(),
Hi(), H2(), H3() are defined to be these hash functions; X|[Y as for TRS above; Cq, Ci,
Cz and C; to be four 160-bit counters; lo, It, I and I3 to be four 160-bit increments; E;
20 to be the i pool of entropy added to the Random Number Generator; Ey, Ei, En, E
to be four sub-pools of entropy for each entropy pool E;; P; to be the ™ 106-bit pool of

random data generated since the input of E;; and Sy to be the &M 160-bit intermediate

state generated.

25 - When the algorithm is first initialised, Co, C|, Cy, C3, Iy, I1, I, and I3 have all 160
bits unset, /= 0 and k= -1 .

- When the " pool of entropy is inputted into the PRNG, the entropy pool E; is
~ divided so that the nth byte is placed in the entropy sub-pool E;, where g is the

30 lowest positive residue of » modulo 4, unless the byte is part of a last, incomplete
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computed, and the result placed in Steans.

—  When more data is required, g should be taken to be the least positive residue of j
modulo 4. C, is incremented with the increment L;, by adding this value modulo =™

10 2'%% Next, this value is concatenated to the input that was previously hashed by

£ H.(), and the result is computed. It should be assumed that the last internal state
L
block created was Sy. In this case, the result of this hash is placed in S 1, and the
new pool Py becomes H(Sof|Sili...||Sk+ /).
15 11. Sequence Generator

The sequence generator is used for the MTA protection hash as explained above. The
purpose of this generator is to provide an indefinite stream of pseudo random bits in a
similar manner to a PRNG, except that the input seed is known and the stream must be
deterministic. It must still be computationally unfeasible to find an input seed that will

20 generate an arbitrarily chosen sequence, or to calculate the input from any part of the

output.

Since PRNGs are deterministic, a sequence generator can be achieved by supplying a
known seed to a specified PRNG. In Tumbler a simple sequence generator is supplied

25 that operates slightly differently from the PRNG (although a PRNG could be used).

The initial seed is hashed using an instance of the SHA-1, and this hash output is itself
used as the first 20 bytes of available sequence data. After that, new sequence data is

provided by concatenating the previous output block with the hash input and re-

30 computing the hash,

R =ity



N,

1074 1077 1077nnzX9P7! !"sé B .
109P& () - <! QU+$10% | & () - G JO+$109PP& () - GP(BC%:&lO%& ()-sl 22 Nov 2004
109%°P& () -!4L#10% () -ef ghtoM/!'1s2 109 M\ i) 109& ()_.: . .
1i S#10%W& () -! &10%& ()- 10PP 10PP 10PP! CO3$10%°P& () -} az| <2/|7.' I & ~ g
109 ()-1<9%40%& ()-" 109%& ()-!&H#10%H& ()-!-#109%& ()-!'F\i)10%&' ()-= uoMr!!
10! #10% & ()-! 3+10%&' ()- 10tt 10tt .
10tt!0i V-$10%t & () -!4i V-$10%& () - Kbz[ <M7!' ! VI 109P& (.)_V o bedes! A
109°& () - YO#109P& ()-Z2!\<J)10% $_$& ()-m -\<J) 10%@2& ()-m F#10%& () - bcdez
P71 1\ 10% 10PP Oﬁgment Modulo Arithmetic through the Use of Parallel Bit O eratiPPs PR op
10PP!  3: $109PP& (Yeota Beawwgentatioy 1090&' () - | X$: $(2500/:/a|&&( % ; CgthT) 18;&75E&'4() /%L())(aB
' & () =S! #1098 ()-5! Z#1)10% ! & ()-& hi) 1 '
E(% |( LL{,Z&igfgiT%‘gﬂPL%gﬂ?%@ﬁgo )a_rg%vomethga 0 perforr)ning modulo arithmetic in small moduli
1098 () - @048 b baded echAMER () - *\, ' L0%PY%& () - *XI LI aB77! !
10PO5Y10%P&' () - V3f (19%\3&1(()2%;:&\/2) | @ (10% | & () - DE K71 |
W& ()-0V-109%P& ()-V+ ()-=!, - LN

%8P10tyé 2& () - i sEQUE Itg'l o & ()i 10% ﬁ‘ ()-=lu )10%AN Y& ()- 10P 10PN?K7!!
10P! 10% & ()-'! éﬂ:ﬁ% /%‘% Qﬁ?‘é %f%o}@&us(i)q 1t'(te binary) based device to perform modulo _
13" 10% (& () - 18%pmicly <fAOME. (Thigltid %gfﬁie‘geqpbfjs%)@@ b Gn 1ao(xector form and
10(, 2#10% & ()-0.10% & g - <#& 10% (& ()- . Co TR

' performing ar etl_cal operations on multiple numbers in parallel, using a simple
10 sequence of bitwise logical operations. One can use this to perform efficient modulo

arithmetic in any base. However, the efficiency is greatest in small bases. Tumbler

uses this method for performing PKCS ternary operations.

=,

12.1 A More Detailed Description of Modulo Arithmetic

15 Arithmetic modulo r, for some positive integer base 7, concerns operations between

the r ‘residue classes’ of integers. A ‘residue class’ consists of those integers that share

a common remainder when divided by r.

For instance, in modulo 7, 64 and 15 both reside in the same residue class:
20 |

64=9xT7+1L,15=2x7+1,

The remainder on dividing the sum or product of two integers by any given integer is
dependent only on the remainder on dividing the respective addends or factors by that

25 same integer. Therefore, it is possible to consider operations between residue classes.

Addition, subtraction and multiplication between residue classes work in the same way

as for normal integer arithmetic between any chosen representatives from the residue

Ty
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classes. Usually the former involves choosing a set of representatives, one from each
residue class. These would normally be either the set with smallest positive value (i.e.

{0, 1, ..., -1}, or the set with the lowest absolute valie {[-72]+1, ..., 0, ..., [r/2]}.

Modulo arithmetic is theoretically much simpler than generalised: integer arithmetic.
However, modemn digital devices are built to cope with generalised integer arithmetic

in such a way as to make them very inefficient at performing modulo arithmetic.

122 Machine Assumptions

Henceforth it is assumed that there exists a device which uses n-bit words and is

capable of performing the following bitwise logical operations:

The binary operation XOR defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are neither both set, nor both

clear.

* The binary operation AND defined to return a word each bit of which is set if and

only if the corresponding bits of both input words are set.

» The binary operation OR defined to return a word each bit of which is set if and

only if the corresponding bits of either, or both, input words are set.

* The unary operation NOT defined to return a word each bit of which is set if and

only if the corresponding bit of the input word is clear.

123 Vector Representation

The crux of the method described here lies in the vector bitwise representation of

numbers.
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' D@ ((10%& Op#t;e(?v%én‘gm{s) Wil %gc{g)ror‘g‘pr géntatl/%n the value( c)Jf- a number is represented by bits
' located in corresponding locations within different words. The value of these bits need

5 not relate to the binary form of the number. Interpreting the bits in a novel way, as

illustrated with ternary numbers in the later example, may lead to greater efficiency as

well as other incidental benefits.

Performing a single modulo arithmetic operation between two integers is considerably
10 less efficient using vector representation than using normal integer methods. This is

because combining the 2x{log, r] words repfesenting the numbers will generally

involve O(logs ) operations.

The applicant has realised, however, that the advantage of a vector representation lies
15 in its indefinite parallelisability. The number of identical operations that may be

performed concurrently is limited only by the word size.

12.4 Ternary Representation

Henceforth it is assumed that the three possible values of a tert (representations of a
20 ternary number) are zero, one and minus one. This is an arbitrary decision and the

system applies independent of the names of the three terts.

The terts are represented by two bits occupying corresponding locations in two distinct
words. The bit located in the first word is set if and only if the value of the tert is not
25 zero. The bit located in the second word is set if and only if the value of the tert is one.
Hence the three terts 0, 1 and -1 are represented by the vectors <0,0>, <1,1> and

<1,0>, respectively. In this manner » terts may be represented in two n-bit words.
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% 0%Is& ()-!4T %4 0%aMRD,(0,~1 2884 | &Ukhp)hd +Q%:s specified above gives us the following

5 table:
Tert Vector Vector
1% bit 2" bit
0 0 0
0 0 0 | -
-1 1 0
{ 1 1 1

-Now, taking and storing separately the 1% bits and the 2" bits allows us to treat
this information as two separate 4-bit words, namely 0011 (representing the 1%
bits), and 0001 (representing the 2" bits). We may then carry out modulo
arithmetic not on the individual terts, nor on the vectors, but on the words
10 themselves, for example using the operations XOR, AND, OR and NOT. This

avolds us having to deal with overflows or carries however many terts are

being worked on simultaneously.

Apart from suggesting an efficient method of performing modulo arithmetic, this
15 interpretation of the bits allows one to determine the value of a tert modulo 2 simply
by examining the first array. Since algorithms are often concerned with distinguishing

zero and non-zero terts this has a great advantage over the usual binary form.

Where there is a pair of corresponding bits, and the bit located in the first word is
20 clear, the bit located in the second word is never set. However, the system need not

rely on this.
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the second bits and the third all the third bits. The approach would work for higher

bases as well.

12.5 Modulo Three Arithmetic

Modulo three arithmetic is performed in the following manner.

X0 and X, are the two s-bit words representing the n terts xg, ..., x ,.;, where the word
X.o contains the bits set if the corresponding tert is not zero and the word X, contains

the bits set if the corresponding tert is one. Similarly Y. and Y, are the two n-bit

words representing the » terts yy, ..., ¥ ...

The result of adding the # pairs of terts (x1, ¥7), each modulo 3, for i = ( to (n-1), to
produce Z.g and Z, which represent the terts xq + Yo {mod 3), .., X n1 + ¥, (mod 3),

can then be calculated as follows:

Z
Zy

(X0 XOR Y1) AND (X; XOR Y.o),
(X0 XOR Y.g) OR (X; AND Y,) OR Z,.

The result of subtracting from x;, the value of Vi, €ach modulo 3, for i = 0 to (n-1), to
produce Z.gand Z; which represent the terts x - Yo (mod 3), ..., X pi - y 1 (mod 3), can

be calculated as follows:

I

Zp
Zy

(X-oXOR Y.0) OR (X, XOR Y)),
(Y-0 XOR X;) AND ((NOT Y;) OR X_g) AND Z..
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algorithm it is necessary to add and subtract these polynomial from one another.

Specifically, the current implementation of the key creation system uses the ‘Almost
25 Inverse algorithm’ (see § 3) or alternatively the Euclidean Algorithm, performed on

modulo 3 polynomials. These algorithms in turn require the addition and subtraction

of polynomials. The decryption system requires the convolution product (star-

R oty
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above and the second polynomial is represented as the two bit arrays Y and Y., then

the polynomial sum of the two polynomials can be calculated by performing the

following modulo 3 addition operations on the four arrays.

7
15 A

I

(X0 XOR Y;) AND (X; XOR Y.p),
(X0 XOR Y_5) OR (X; AND Y;) OR Z,.

Il

The same is true of subtraction. Storing each polynomial as two bit arrays allows the

above subtraction method to be used to calculate the difference of the two

polynomials.

20

Since each polynomial in Tumbler can have as many as 303 coefficients this method

produces a considerable increase in speed.

This approach to modular arithmetic may find application in the field of digital data

25 processing generally, and is not restricted to use within cryptosystems.
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10%3$S& (0)- & 10 /ﬁ)psségﬁéo) raIC1;d0$111 %grﬁ%%r gen Bator as c}aImed in claim 1 in which each of the

first-tier hashing means calls for additional entropy input as necessary.

15 3. A pseudo-random number generator as claimed in Claim 1 or Claim 2 in
which, when a further pseudo-random number is required, one of the first-tier hashing
means performs a re-hash to create a new hash output, the said new hash output being
passed to the second-tier hashing means which uses it in the generation of the further

pseudo-random number,

20
4, A pseudo-random number generator as claimed in Claim 3 including a counter
means which supplies additional input to the said one first-tier hashing means, the
additional input being included in the re-hash.

25 5. A pseudo-random number generator as claimed in Claim 3 or Claim 4 in which

the said one first-tier hashing means includes, as part of the re-hash, its previous hash

output.

6. A pseudo-random number generator as claimed in any one of Claims 3 to 5 in
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11. A pscudo-random number generator as claimed in Claim 10 in which the

entropy pool is split up into sub-pools, each of which supplies entropy to a respective
first-tier hashing means.
20
12. A method of generating pseudo-random numbers comprising:
(a) supplying an entropy input to a plurality of first-tier hash
functions and generating a respective plurality of hash
outputs; and
25 (b) supplying the plurality of hash outputs as inputs to a second-tier
hash function which generates as output a pseudo-random

number based on the plurality of hash outputs.

13. A method of generating pseudo-random numbers as claimed in Claim 12

30 5( including supplying additional entropy, as necessary, to the first-tier hash functions.

'
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14. A method of generating pseudo-random numbers as claimed in Claim 12 or
Claim 13 including, when a further pseudo-random number is required, performing a
rehash with one of the first-tier hash functions to create a new hash output, and passing
5 the said new hash output to the second-tier hash function which uses it in the

generation of the further pseudo-random number.

15. A method of generating pseudo-random numbers as claimed in Claim 14
including supplying a counter-value as additional input to the said one first-tier hash

10 function, the additional input being included in the re-hash.

16. A method of generating pseudo-random numbers as claimed in Claim 14 or
Claim 15 in which the said one first-tier hash function uses, as part of the re-hash, its
previous hash output.

15
17. A method of generating pseudo-random numbers as claimed in any one of
Claims 14 to 16 in which the said one first-tier hash function changes whenever a

further pseudo-random number is to be generated.

20 18. A method of gencrating pseudo-random numbers as claimed in Claim 17
including selecting the said one first-tier hash function in rotation from the plurality of

first-tier hash functions.

19. A method of generating pseudo-random numbers as claimed in Claim 15 in
25 which a respective counter-value is supplied to each respective first-tier hash finction

whenever a re-hagh is required.

20. A method of generating pseudo-random numbers as claimed in any one of
Claims 12 to 19 including the step of supplying the first-tier hash functions with
30 | entropy.
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21. A computer program for generating pseudo-random numbers according to the

method set out in any one of Claims 12 to 20,
22. A physical carrier carrying a computer program as claimed in Claim 21.
23, A datastream representative of a computer program as claimed in Claim 21.

24. A pseudo-random number generator as claimed in Claim 3 in which the
second-tier hashing means also includes as input when generating a further pseudo-
random number the hash oufputs previously created by the first-tier hashing means

other than the said one first-tier hashing means.

25. A pscudo-random number generator as claimed in Claim 24 in which the
previous hash outputs and the new hash output are concatenated for use as input to the

second-tier hashing means.

26. A method of generating pseudo—rahdom numbers as claimed in Claim 14 in
which the second-tier hash function also includes as input when generating a further
pseudo-random number the hash outputs previously created by the first-tier hash

function other than the said one first-tier hash function.

27. A method of generating pseudo-random numbers as claimed in Claim 26 in
which the previous hash outputs and the new hash output are concatenated for use as

input to the second-tier hash function.
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ABSTRACT

A pseudo-random number generator comprises:
(2) aplurality of first-tier means each capable of receiving an
entropy input and generating a respective hash output; and
(b) a second-tier hashing means, which takes as input the respective
first-tier hash outputs and generates as output a pseudo-random
number.
The generator of the present invention has particular application in cryptosystems, and
particularly in public key cryptosystems where long sequences of data chosen from a

large space of possible sequences need to be created quickly.

(Figure 10)



