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PREDICTION METHOD AND APPARATUS, READABLE MEDIUM AND
ELECTRONIC DEVICE

TECHNICAL FIELD
The present invention relates to the field of energy and Internet of Things technologies, and
in particular, to a device fault prediction method and apparatus, a device state prediction method

and apparatus, a readable medium and an electronic device.

BACKGROUND

Once an industrial device in an intelligent manufacturing system fails, normal operation of
the intelligent manufacturing system may be affected, resulting in a very serious impact. Therefore,
generally, there is a need to predict a device fault of the industrial device. At present, in the
prediction of an industrial device, since operation data of the industrial device does not include
label data, there is a need to collect historical operation data of several other industrial devices
and label data corresponding to the historical operation data. A mapping relationship between the
historical operation data and device fault prediction is established by a machine learning method,
adevice fault prediction model is obtained, and the device fault of the industrial device is predicted
using the device fault prediction model. However, in the above technical solution, in order to learn
effective models, when device faults of a plurality of industrial devices are predicted, the historical
operation data of the industrial devices and the label data corresponding to the historical operation
data are possibly required to be shared. As a result, data security between the industrial devices is
low.

Predictive device maintenance is to predict a probability of device failure or the remaining
service life of a device based on feature information of an operation state of the device. A data-
driven method is to use historical operation data of a device, including measurements of sensors
of the device, to establish a mapping relationship between the measurements and fault
probabilities of the device through machine learning. In order to learn effective models, high-
quality annotation data is generally required. that is, a large amount of fault label data is required.
Fault data of a single device is limited, and a plurality of devices of a same type are required to
be combined to obtain sufficient data. Existing technical solutions can solve the problem of device

fault prediction, but data is shared between different devices. At present, the existing technical



10

15

20

25

30

0215P00790P00 P12021F081SP

solutions are to directly share data of various devices in an Internet of Things without considering
the need to protect data privacy between the devices in the Internet of Things.

In addition, automatic monitoring of device states has become an important technical means
to ensure normal operation of devices. Device state prediction is to predict a probability of device
fault or the remaining service life of a device according to operation data of the device. At present,
for a to-be-predicted device for which a device state label is difficult to obtain, a large number of
annotation data is acquired by acquiring historical operation data of other devices and device state
label data corresponding to the historical operation data. Then, a mapping relationship between
the historical operation data and the device state label data is established based on a machine
learning method, to obtain a device state prediction model, so as to realize device state prediction
on the to-be-predicted device based on the device state prediction model. However, data
distribution of historical operation data generated by different devices varies, resulting in
relatively low accuracy of the device state prediction model obtained by using the above technical

solution.

SUMMARY

With the above technical problems existing in the prior art, the present invention provides a
device fault prediction method and apparatus, a computer-readable storage medium and an
electronic device, so that the unshared data may be migrated to the target device to establish a
relationship between the feature data and device faults of the target device without sharing feature
data between devices, thereby ensuring data security.

In a first aspect, the present invention discloses a device fault prediction method, including:
determining feature information of a target device and detection point data information
corresponding to the target device; determining, based on the feature information of the target
device and the detection point data information corresponding to the target device, a probability
distribution model of feature data of the target device and a probability distribution model of
detection point data with unshared data; determining a weight of the unshared data according to
the probability distribution model of the feature data and the probability distribution model of the
detection point data; establishing a federated learning model according to the unshared data, the
weight of the unshared data and a device fault label corresponding to the unshared data; and

predicting a device fault of the target device according to the federated learning model.
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In a second aspect, the present invention discloses a device fault prediction apparatus,
including: an information determination module configured to determine feature information of a
target device and detection point data information corresponding to the target device; a probability
model determination module configured to determine, based on the feature information of the
target device and the detection point data information corresponding to the target device, a
probability distribution model of feature data of the target device and a probability distribution
model of detection point data with unshared data; a weight determination module configured to
determine a weight of the unshared data according to the probability distribution model of the
feature data and the probability distribution model of the detection point data; a model
establishment module configured to establish a federated learning model according to the
unshared data, the weight of the unshared data and a device fault label corresponding to the
unshared data; and a prediction module configured to predict a device fault of the target device
according to the federated learning model.

In a third aspect, the present invention discloses a device fault prediction method, including:
acquiring, according to attributes of a target device, a training data set configured to establish a
prediction model for the target device, wherein sample data in the data set is shared data;
calculating a weight of each piece of sample data in the training data set; training a fault prediction
local model of the target device by using the weights; establishing a combined model based on
the fault prediction local model and a combined learning algorithm; and performing fault
prediction on the target device according to the combined model.

In a fourth aspect, the present invention discloses a device fault prediction apparatus, wherein
the device fault prediction apparatus includes: a data acquisition module, a weight calculation
module, a local model training module, a combined model establishment module and a fault
prediction module, wherein the data acquisition module is configured to acquire, according to
attributes of a target device, a training data set configured to establish a prediction model for the
target device, wherein sample data in the data set is shared data; the weight calculation module is
configured to calculate a weight of each piece of sample data in the training data set; the local
model training module is configured to train a fault prediction local model of the target device by
using the weights; the combined model establishment module is configured to establish a
combined model based on the fault prediction local model and a combined learning algorithm;

and the fault prediction module is configured to perform fault prediction on the target device
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according to the combined model.

In a fifth aspect, the present invention provides a device state prediction method, including:
acquiring at least two pieces of feature data corresponding to a target device, at least two pieces
of model training data corresponding to at least two reference devices and device state labels
corresponding to the model training data respectively, the target device and the reference devices
being of a same device type; determining error weights corresponding to the model training data
according to the feature data; and performing model training according to the model training data,
the device state labels corresponding to the model training data respectively and the error weights
corresponding to the model training data respectively, to determine a device state prediction model,
the device state prediction model being configured to predict a device state of the target device.

In a sixth aspect, the present invention provides a device state prediction apparatus, including:
an acquisition module configured to acquire at least two pieces of feature data corresponding to a
target device, at least two pieces of model training data corresponding to at least two reference
devices and device state labels corresponding to the model training data respectively, the target
device and the reference devices being of a same device type; a weight determination module
configured to determine error weights corresponding to the model training data according to the
feature data; and a training module configured to perform model training according to the model
training data, the device state labels corresponding to the model training data respectively and the
error weights corresponding to the model training data respectively, to determine a device state
prediction model, the device state prediction model being configured to predict a device state of
the target device.

In a seventh aspect, the present invention provides a computer-readable storage medium,
including execution instructions, when a processor of an electronic device executes the execution
instructions, the electronic device performing the method as described in the first aspect or the
method as described in the second aspect.

In an eighth aspect, the present invention provides an electronic device, including a processor
and a memory storing execution instructions, when the processor executing the execution
instructions stored by the memory, the processor performing the method as described in the first
aspect or the method as described in the second aspect.

The present invention provides a device fault prediction method and apparatus, a device state

prediction method and apparatus, a computer-readable storage medium and an electronic device.
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The method involves determining feature information of a target device and detection point data
information corresponding to the target device, then determining, based on the feature information
of the target device and the detection point data information corresponding to the target device, a
probability distribution model of feature data of the target device and a probability distribution
model of detection point data with unshared data, then determining a weight of the unshared data
according to the probability distribution model of the feature data and the probability distribution
model of the detection point data, then establishing a federated learning model according to the
unshared data, the weight of the unshared data and a device fault label corresponding to the
unshared data, and finally predicting a device fault of the target device according to the federated
learning model. With the technical solution according to the present invention, the unshared data
is migrated to the target device to establish a relationship between the feature data and device
faults of the target device without sharing feature data between devices, thereby ensuring data
security.

Further effects of the above non-conventional preferred manners will be described below in

combination with specific implementations.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to more clearly illustrate the technical solutions in embodiments of the present
invention or the prior art, the accompanying drawings used in the description of the embodiments
or the prior art will be briefly introduced below. It is apparent that, the accompanying drawings in
the following description are only some embodiments of the present invention, and other drawings
can be obtained by those of ordinary skill in the art from the provided drawings without creative
efforts.

FIG. 1 is a schematic flowchart of a device fault prediction method according to an
embodiment of the present invention;

FIG. 2 is a schematic flowchart of another device fault prediction method according to an
embodiment of the present invention;

FIG. 3 is a schematic flowchart of a device fault prediction method according to an
embodiment of the present invention;

FIG. 4 is a schematic flowchart of another device fault prediction method according to an

embodiment of the present invention;
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FIG. 5 is a schematic flowchart of a device state prediction method according to an
embodiment of the present invention;

FIG. 6 is a schematic flowchart of another device state prediction method according to an
embodiment of the present invention;

FIG. 7 is a schematic structural diagram of a device fault prediction apparatus according to
an embodiment of the present invention;

FIG. 8 is a schematic structural diagram of a device fault prediction apparatus according to
an embodiment of the present invention;

FIG. 9 is a schematic structural diagram of a device state prediction apparatus according to
an embodiment of the present invention; and

FIG. 10 is a schematic structural diagram of an electronic device according to an embodiment

of the present invention.

DETAILED DESCRIPTION

In order to make the objectives, technical solutions and advantages of the embodiments of
the present invention clearer, the technical solutions of the present invention are clearly and
completely described below with reference to specific embodiments and corresponding drawings.
Apparently, the embodiments described are merely some of rather than all of the embodiments of
the present invention. All other embodiments acquired by those skilled in the art without creative
efforts based on the embodiments of the present invention shall fall within the protection scope of
the present invention.

FIG. 1 is a schematic flowchart of a device fault prediction method according to an
embodiment of the present invention. As shown in FIG. 1, an embodiment of the present invention
provides a device fault prediction method, including the following steps.

In step 101, feature information of a target device and detection point data information
corresponding to the target device are determined.

Specifically, the target device is any industrial device of an intelligent manufacturing system,
which is not limited in the embodiments of the present invention. Preferably, the target device is
an energy device, such as a gas boiler, an internal combustion engine, a steam turbine, a
cogeneration device or a photovoltaic device.

Specifically, the feature information of the target device refers to attributes or functions of
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feature data of the target device.

Specifically, the detection point data information refers to attributes or functions of detection
point data.

It is to be noted that the detection point data includes unshared data.

In step 102, a probability distribution model of feature data of the target device and a
probability distribution model of detection point data with unshared data are determined based on
the feature information of the target device and the detection point data information corresponding
to the target device.

Specifically, a plurality of pieces of feature data of the target device is provided. Each piece
of the feature data includes feature values of several features correspondingly in the target device
respectively. The several features are factors affecting device faults, which are specifically
required to be determined based on actual scenarios. For example, if the target device is a gas
boiler, the several features include, but are not limited to, a gas flow rate, a gas temperature, an
exhaust temperature, a flue gas flow rate, gas pressure, ON and OFF states, gas humidity and flue
gas pressure, etc.

Specifically, the feature data follows continuous probability distribution, so the probability
distribution model of the feature data may be a normal distribution model or an exponential
distribution model, which is not limited in the embodiment of the present invention. Preferably,
the probability distribution model of the feature data is a Gaussian mixture model mixed with a
plurality of normal distribution models. The normal distribution model is also called a Gaussian
distribution model.

Specifically, the probability distribution model of detection point data is the same as the
probability distribution model of the feature data, may preferably a Gaussian mixture model, and
certainly, may also be other probability distribution models, which is specifically required to be
determined according to actual situations and is not specifically limited herein.

In one embodiment of the present invention, the step of determining, based on the feature
information of the target device and the detection point data information corresponding to the
target device, a probability distribution model of feature data of the target device and a probability
distribution model of detection point data with unshared data, includes: determining, based on the
feature information of the target device and the detection point data information corresponding to

the target device, the feature data of the target device and the detection point data with the
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unshared data; calculating data distribution of the feature data according to a feature data
parameter model, and determining the feature data parameter model with determined parameters
as the probability distribution model of the feature data; and calculating data distribution of the
detection point data according to a detection point data parameter model, and determining the
detection point data parameter model with determined parameters as the probability distribution
model of the detection point data.

Specifically, the feature data parameter model may be a Gaussian model or a Gaussian
mixture model. The Gaussian mixture model is preferred. The detection point data parameter
model is the same as the feature data parameter model, which is not described in detail in the
embodiment of the present invention.

Specifically, the probability distribution model of the feature data determines the model
parameters by substituting the feature data into the Gaussian mixture model for calculation. A
calculation method may be an EM algorithm. The Gaussian mixture model with the determined
model parameters is determined as the probability distribution model of the feature data.

Specifically, the detection point data parameter model determines the model parameters by
substituting a plurality of pieces of detection point data into the Gaussian mixture model for
calculation. A calculation method may be an EM algorithm. The Gaussian mixture model with the
determined model parameters is determined as the probability distribution model of the detection
point data.

In step 103, a weight of the unshared data is determined according to the probability
distribution model of the feature data and the probability distribution model of the detection point
data.

In the embodiment, unshared data of a detection point is migrated to the target device through
weights of the unshared data. In other words, data association between the detection point and the
target device is established. The detection point does not directly obtain the feature data of the
target device. That is, no data is shared between the target device and the detection point, thereby
ensuring the data security.

In one embodiment of the present invention, the step of determining a weight of the unshared
data according to the probability distribution model of the feature data and the probability
distribution model of the detection point data includes: determining a target device distribution

probability of the unshared data according to the probability distribution model of the feature data;
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determining a detection point distribution probability of the unshared data according to the
probability distribution model of the detection point data; and determining a ratio of the target
device distribution probability of the unshared data to the detection point distribution probability
of the unshared data as the weight of the unshared data.

In the embodiment, the ratio of the target device distribution probability of the unshared data
to the detection point distribution probability of the unshared data is determined as the weight of
the unshared data, so as to migrate unshared data on a detection point to the target device without
sharing the feature data of the target device at the same time, thereby ensuring data security.

Specifically, the unshared data is substituted into the probability distribution model of the
feature data, and a value outputted by the probability distribution model of the feature data is a
target device distribution probability of the unshared data.

Specifically, the unshared data is substituted into the probability distribution model of the
detection point data, and a value outputted by the probability distribution model of the detection
point data is a detection point distribution probability of the unshared data.

In step 104, a federated learning model is established according to the unshared data, the
weight of the unshared data and a device fault label corresponding to the unshared data.

In the embodiment, the federated learning model is established according to the unshared
data, the weight of the unshared data and the device fault label corresponding to the unshared data,
so as to migrate the unshared data to the target device without sharing the feature data of the target
device, thereby ensuring data security.

It is to be noted that the feature data and the detection point data of the target device are
distributed at different detection points in an Internet of Things, and sharing data for model
training may cause data security problems. In the embodiment of the present invention, the
unshared data is migrated to the target device according to the unshared data in the detection point
data, the weight of the unshared data and the device fault label corresponding to the unshared data,
so that no data is shared between the detection points, thereby preventing the data security
problems caused by direct data sharing. The detection points are nodes capable of data processing
and data interaction, including, but not limited to, any one or more of edge servers, edge gateways
and edge controllers.

Specifically, the device fault label may be a probability of failure of a feature information

prediction device of a device operation state. For example, the device fault label may be a fault
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type or a fault degree, which is not limited in the embodiment of the present invention and is
specifically determined according to an actual requirement. It is to be noted that the embodiment
of the present invention is not intended to limit a method for acquiring the device fault label
corresponding to each piece of unshared data, which may be manual annotation, regular
annotation, or cluster annotation. The annotation methods are all prior arts, and are not described
in detail here. It is to be noted that the device fault prediction method according to the embodiment
of the present invention may also be used for predicting the remaining service life of the device.
Specifically, the device fault label is replaced with the remaining service life of the device.

In one embodiment, the step of establishing a federated learning model according to the
unshared data, the weight of the unshared data and a device fault label corresponding to the
unshared data includes: determining a detection point local model according to the unshared data,
the weight of the unshared data and the device fault label corresponding to the unshared data; and
establishing the federated learning model according to at least two detection point local models.

Specifically, the detection point local model is determined according to the unshared data,
the weight of the unshared data and the device fault label corresponding to the unshared data, and
then at least two detection point local models are integrated to establish the federated learning
model.

Specifically, unshared data of detection points can be migrated to the target device according
to the unshared data and weights of the unshared data, and model parameters are subsequently
adjusted according to weights of a plurality of pieces of unshared data, so that the adjusted model
parameters can reflect a relationship between the feature data and the device faults of the target
device, which does not involve the sharing of the detection point data and the feature data of the
target device, thereby ensuring the data security.

In one embodiment of the present invention, the step of establishing the federated learning
model according to at least two detection point local models includes: repeatedly iterating the at
least two detection point local models based on a combined learning algorithm, and establishing
the federated learning model based on at least two iterated detection point local models.

Specifically, the combined learning algorithm means sending detection point local model
parameters in each detection point local model to the detection point of the target device, and the
detection point of the target device averages or weighted-averages the detection point local model

parameters to obtain federated learning model parameters, and the detection point local models

10
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are updated and iterated based on federated learning parameters.

Specifically, model parameters of the detection point local model of each detection point are
sent to the detection point of the target device, the detection point of the target device integrates
the model parameters of the detection point local model from each detection point to obtain
federated learning model parameters, and the integrated federated learning model parameters are
distributed to the detection point local model of each detection point, then local training is
performed according to unshared data of each detection point and the integrated combined model
parameters to obtain updated model parameters, and the updated model parameters are sent to the
detection point of the target device. Repeated iteration is performed according to the above method,
until a number of iterations meets a preset number, or a model error of the iterated detection point
local model meets a preset value. The iterated detection point local model parameters are
integrated to obtain the federated learning model parameters, so as to obtain the federated learning
model. The model parameters of each detection point local model may be integrated by average
or weighted average, which is not limited in the embodiment of the present invention.

Specifically, the detection point local model may be a neural network model or a regression
model, which is specifically determined according to an actual requirement.

Specifically, the detection point local model may be iterated in the following manner.

Al: Model training is performed according to a plurality of pieces of unshared data, a device
fault label corresponding to each piece of unshared data and a weight corresponding to each piece
of unshared data, to determine the detection point local model.

A2: It is determined whether a model error of the detection point local model meets an
iteration condition, if yes, the detection point local model is determined as a final model and sent
to the target device, and if no, A3 is performed.

A3: Model parameters of the detection point local model are sent to a detection point of the
target device.

A4: Integrated model parameters sent by the detection point of the target device are received,
the integrated model parameters are adjusted according to the plurality of pieces of unshared data,
the device fault labels corresponding to the plurality of pieces of unshared data and the weights
corresponding to the plurality of pieces of unshared data, the adjusted model parameters are
replaced with the model parameters of the detection point local model, and A2 is performed.

In step S105, the federated learning model is established according to at least two detection

11
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point local models.

Specifically, current feature data of the target device is collected, and the current feature data
is substituted into the federated learning model. That is, it is determined whether the target device
is faulty.

In order to better understand data processing between a detection point of the target device
and detection points of unshared data, for example, it is assumed that detection points of 3 pieces
of unshared data are A, B and C and a node of the target device is D. Taking A as an example, A
determines a probability distribution model of unshared data according to a Gaussian mixture
model and receives a probability distribution model of feature data sent from D, so as to determine
weights corresponding to the unshared data. B and C obtain a weight corresponding to each piece
of unshared data according to a processing process similar to A. Then, A, B and C perform model
training according to each piece of unshared data, a device fault label corresponding to the
unshared data and the weight corresponding to each piece of unshared data, to obtain the detection
point local model. Then, D performs federated learning on the detection point local models sent
from A, B and C, to obtain a federated learning model of the target device.

As can be seen from the above technical solution, the embodiment of the present invention
has at least the following beneficial effects. Weights of unshared data are determined through the
probability distribution model of the feature data and the probability distribution model of the
detection point data, to obtain a detection point local model of the target device, data association
between detection points of the unshared data and the target device is established, and the
unshared data is migrated to the target device. At the same time, the federated learning model is
established based on the unshared data, the device fault of the target device is predicted using the
federated learning model, without sharing device feature data between non-target devices and the
target device, thereby ensuring data security.

FIG. 1 shows only a basic embodiment of the method according to the present invention.
Other preferred embodiments of the method can also be obtained by certain optimization and
expansion on the basis of the method.

For a more clear illustration of the technical solution of the present invention, please refer to
FIG. 2. FIG. 2 is a schematic flowchart of another device fault prediction method according to an
embodiment of the present invention. Based on the above embodiments, this embodiment is

further described in combination with specific application scenarios. As shown in FIG. 2, the
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device fault prediction method may specifically include the following steps.

In step 201, feature information of a target device and detection point data information
corresponding to the target device are determined.

Specifically, assuming that the detection point corresponding to the target device in the
Internet of Things is n and N detection points of unshared data are provided. Corresponding
detection points in the Internet of Things are nl, n2, ..., and nN respectively, nl, n2, ..., and nN
can acquire the unshared data respectively, and n can acquire all feature data of the target device.
It is to be noted that nl, n2, ..., and nN obtain a detection point local model in similar processes,
and only the processing process of nl is described below.

In step 202, based on the feature information of the target device and a Gaussian mixture
model, data distribution of feature data corresponding to the feature information is calculated, and
the Gaussian mixture model with determined model parameters is determined as a probability
distribution model of the feature data.

According to the Gaussian mixture model, n substitutes the feature data into the Gaussian
mixture model to calculate the feature data, so as to obtain probability distribution models of the
feature data, and sends the probability distribution models of the feature data to nl, n2, ..., and nN
respectively.

nl, n2, ..., and nN obtain probability distribution models of the unshared data in similar
processes, and only the processing process of nl is described below.

In step 203, based on the detection point data information corresponding to the target device
and the Gaussian mixture model, data distribution of detection point data information with
unshared data corresponding to the detection point data information is calculated, and the
Gaussian mixture model with determined model parameters is determined as a probability
distribution model of the unshared data.

nl acquires a plurality of pieces of unshared data, and substitutes the unshared data into the
Gaussian mixture model for calculation, to obtain probability distribution models of the unshared
data of nl.

In step 204, a target device distribution probability of the unshared data is determined
according to the probability distribution model of the feature data, and a detection point
distribution probability of the unshared data is determined according to the probability distribution

model of the detection point data.

13



10

15

20

25

30

0215P00790P00 P12021F081SP

nl receives the probability distribution model corresponding to the feature data, and
substitutes the obtained unshared data into the probability distribution model of the feature data
for calculation, to obtain the target device distribution probability of the unshared data.

nl substitutes the unshared data into the probability distribution model of the unshared data
for calculation, to obtain the detection point distribution probability of the unshared data.

In step 205, a ratio of the target device distribution probability of the unshared data to the
detection point distribution probability of the unshared data is determined as the weight of the
unshared data.

nl determines a probability ratio of a distribution probability of the unshared data with
respect to the target device to a distribution probability with respect to a detection point of the
unshared data as the weight of the unshared data. The weight of each piece of unshared data is
obtained based on the same method. In this way, data association between the target device and
the detection point of the unshared data can be established.

In step 206, the detection point local model is determined according to the unshared data, the
weight of the unshared data and the device fault label corresponding to the unshared data.

nl performs model training according to the unshared data, the weight of the unshared data
and the device fault label corresponding to the unshared data, to determine the detection point
local model of the target device. n2, ..., and nN determine the detection point local model of the
target device according to a method similar to nl respectively.

In step 207, the at least two detection point local models are repeatedly iterated based on a
combined learning algorithm, and the federated learning model is established based on at least
two iterated detection point local models.

n as well as nl, n2, ..., and nN use the combined learning algorithm, the detection point local
models trained by n1, n2, ..., and nN respectively are iterated and then sent to n, n performs model
average on the iterated detection point local models trained by nl, n2, ..., and nN respectively to
establish the federated learning model of the target device.

In step 208, a device fault of the target device is predict according to the federated learning
model.

n predicts a device fault of the target device according to the federated learning model.

As can be seen from the above technical solution, this embodiment has the following

beneficial effects. Weights of unshared data are obtained through a ratio of the probability
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distribution model of the unshared data and the probability distribution model of the feature data,
data association between detection points of the unshared data and the target device is established,
and the unshared data is migrated to the target device. The federated learning model of the target
device is established through the target device and the detection points of the unshared data in the
Internet of Things, so that no feature data is shared between the target device and the detection
points of the unshared data, thereby ensuring data security.

FIG. 3 is a schematic flowchart of a device fault prediction method according to an
embodiment of the present invention. As shown in FIG. 3, the device fault prediction method
includes the following steps.

In step 301, according to attributes of a target device, a training data set configured to
establish a prediction model for the target device is acquired, wherein sample data in the data set
is shared data.

In step 302, a weight of each piece of sample data in the training data set is calculated.

In step 303, a fault prediction local model of the target device is trained by using the weights.

In step 304, a combined model is established based on the fault prediction local model and a
combined learning algorithm.

In step 305, fault prediction is performed on the target device according to the combined
model.

In this embodiment, the sample data in the training data set includes feature data of the target
device, feature data of sample devices and fault data of the sample devices; and the sample devices
are devices related to or similar to the target device. The fault prediction local model and the
combined model are relationships between device feature data and device faults. Data of different
devices is distributed in different nodes of the Internet of Things, and sharing data to train models
may cause data security problems. In this embodiment, a combined-learning-based sample
migration method is used for predictive device maintenance, which may perform combined
learning on data collected from a plurality of devices and migrate the data to the target device to
train predictive maintenance models for the target device, realizing multi-party combined learning,
ensuring that data of all parties does not go out locally, and preventing data security problems
caused by direct data sharing.

In one embodiment of the present invention, the step of calculating a weight of each piece of

sample data in the training data set includes: for each of the sample devices, differentiating the
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feature data of sample devices from the feature data of the target device; training a classification
model according to the feature data after differentiation; and calculating the weight of each piece
of feature data of the sample devices according to the trained classification model.

The sample device and the to-be-predicted device may be distributed to any node in the
Internet of Things respectively, and in order to ensure data privacy, data of the sample device and
the to-be-predicted device cannot be shared. Therefore, a combined-learning-based classification
model can be used. For example, a combined-learning-based XGBoost model is used in this
embodiment.

In one embodiment of the present invention, the step of calculating a weight of each piece of
sample data in the training data set includes: for each of the sample devices, marking the feature
data of the sample devices as first data, and marking the feature data of the target device as second
data; and training the classification model according to the first data and the second data, the
classification model being a combined-learning-based classification model; in the step of
calculating the weight of each piece of feature data of the sample devices according to the trained

classification model, a calculation formula of the weight is:
Py

where w; denotes a weight of an i™ piece of data in the first data, P;; denotes a
probability of the i piece of data belonging to the sample device, and P,; denotes a probability
of the i piece of data belonging to the target device.

In one embodiment of the present invention, the step of training a fault prediction local
model of the target device by using the weights includes: training, according to the feature data
of each of the sample devices, the weight of each piece of feature data of the sample device and
the fault data of each of the sample devices, the fault prediction local model of the target device
on training data sets with weights of the sample devices respectively by using a neural network.

In one embodiment of the present invention, the step of establishing a combined model
based on the fault prediction local model and a combined learning algorithm includes:
performing repeated iteration by using the combined learning algorithm according to the fault
prediction local mode, to obtain a combined model of the sample devices on the training data
sets with respect to the target device.

In one embodiment of the present invention, the target device and the sample devices are

edge nodes in an Internet of Things, the feature data of the target device is not exposed to other
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sample devices, and the feature data and the fault data of each of the sample devices are not
exposed to other sample devices and the target device.

FIG. 4 is a schematic flowchart of another device fault prediction method according to an
embodiment of the present invention. As shown in FIG. 4, the device fault prediction method
includes the following steps.

In step 401, sensor feature data of each sample device and corresponding fault data are
acquired; sensor feature data of a target device is collected.

In step 402, feature data of the target device and the sample device is labeled respectively,
to obtain label data.

In step 403, a classifier (binary) is trained by combined learning based on the label data in
step 402.

In step 404, weights of the feature data of the sample devices are calculated according to
the classifier in step 403.

In step 405, the above steps are repeated to calculate the weights of the feature data of the
sample devices.

In step 406, relationships between sensor feature data and device faults are established by
combined learning based on the data of the sample devices.

In step 407, the model in step 406 is configured to predict a fault probability of the target
device.

Assuming that feature data of detection points of devices A, B and C and corresponding
fault labels are available, that is, all feature data and fault data (label data) of the devices A, B,
and C are available. At the same time, feature data of same detection points of the device D is
also available, that is, all feature data of the device D is available, but fault data is unavailable. A
fault probability of the device D is required to be predicted according to the feature data.

An objective is to use the feature data and the fault data of the devices A, B, and C and the
feature data of the device D to learn a probability model for predicting faults of the device D,
which is configured for fault prediction on the device D.

It is to be noted that, in this process, assuming that A, B, C and D are all edge nodes in the
Internet of Things and have requirements for data privacy and security, and their feature data
and fault data cannot be exposed to the outside during training.

In this embodiment, the device fault prediction method includes the following steps.
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1. A training data set is collected. The training data set includes all feature data and fault
data of the devices A, B and C and feature data of the device D.

2. Weights of the feature data of the devices A, B and C are calculated. Taking the device A
as an example below, B and C are the same therewith, calculation steps are as follows.

a) The feature data of the device A and the device D is labeled. Assuming that the label of
the device A is 0 and the label of the device D is 1.

b) A classifier (binary) is trained based on the label data of the device A and the device D
(in this example, a combined-learning-based XGBoost model is used, which is not limited to
XGBoost in practice, and any combined-learning-based probability classification model may be
used).

¢) For each piece of data x in the device A, a probability PA(x) of the data x belonging to
the device A and a probability PD(x) of the data x belonging to the device D are calculated
according to the trained binary classifier. A weight of the data x is calculated,
o(x)=PD(x)/PA(X).

3. Model training is performed.

a) The feature data and the fault data of the devices A, B and C and the weight
corresponding to each piece of feature data are obtained from the above steps.

b) A local model is trained. A fault prediction local model of the device D is trained on data
sets with weights of the devices A, B and C respectively by using a neural network or a
correlation regression algorithm (the specific training process is a standard process, and is not
described in detail).

¢) A combined model is calculated according to the fault prediction local model of the
device D trained on the data sets of the devices A, B and C. Repeated iteration is performed
using model average (a combined learning algorithm) to calculate a combined model about fault
prediction of the device D on the data sets of the devices A, B and C, that is, a fault prediction
model. In this embodiment, a number of repeated iterations is determined by model preset
accuracy and a preset iteration number.

4. The obtained combined model is configured for fault prediction of the device D.

In this embodiment, it is temporarily assumed that the devices A, B and C participate in the
combined training. In practice, a number of combined devices is not limited.

It is to be noted that the device fault data mentioned in the present invention may also be
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replaced with the remaining service life of the device, so as to predict the remaining service life
of the device.

FIG. 5 is a schematic flowchart of a device state prediction method according to an
embodiment of the present invention. As shown in FIG. 5, the device state prediction method
includes the following steps.

In step 501, at least two pieces of feature data corresponding to a target device, at least two
pieces of model training data corresponding to at least two reference devices and device state
labels corresponding to the model training data respectively are acquired, the target device and
the reference devices being of a same device type.

Specifically, operation data of the reference devices may be acquired according to sensors
mounted on the reference devices connected to the network, and a plurality of pieces of model
training data corresponding to the reference devices are determined according to the operation
data of the reference devices. It is to be noted that it is a prior art to acquire the model training
data based on data collected by the sensors, which is not described in detail in this embodiment.

Specifically, operation data of the reference devices may be acquired according to a sensor
mounted on the target device connected to the network, and a plurality of pieces of model
training data corresponding to the target device are determined according to the operation data
of the target device. It is to be noted that it is a prior art to acquire the model training data based
on data collected by the sensors, which is not described in detail in this embodiment.

Specifically, the model training data includes several features and each feature corresponds
to one or more feature values in the reference devices. One feature value is preferred. The
several features are influencing factors that affect the device state. Several features
corresponding to the model training data and the feature data are the same, and the feature
values corresponding to the features may be different. Here, the model training data corresponds
to one device state label. It is to be noted that the embodiment of the present invention is not
intended to limit a number of the reference devices, which is specifically determined according
to actual scenarios.

In one embodiment, the device state label includes, but is not limited to, device fault
information or the remaining service life of the device. It is to be noted that the embodiment of
the present invention is not intended to limit a method for acquiring the device state label

corresponding to each piece of model training data, which may be manual annotation, regular
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annotation, or cluster annotation. The annotation methods are all prior arts, and are not described
in detail here.

It is to be noted that the reference devices and the target device are of a same device type,
so as to ensure the value of data association between the reference devices and the target device,
thereby ensuring the reference value of a device state prediction model determined later. For
example, both the reference devices and the target device are gas boilers.

It is also to be noted that the feature data of the target device has no device state label, so
the target device cannot use its own data to complete model training. Therefore, a device state
prediction model corresponding thereto may be obtained by means of the model training data of
the reference devices.

In step 502, error weights corresponding to the model training data are determined
according to the feature data.

In one embodiment, the error weights corresponding to the model training data may be
specifically determined through the following method.

determining replacement data corresponding to the model training data from the feature
data; determining first distribution information of the model training data in the model training
data corresponding to the reference device to which the model training data belongs and second
distribution information of the replacement data in the feature data; and determining weight
errors corresponding to the model training data according to the first distribution information
and the second distribution information.

In order to determine the error weights corresponding to the model training data of the
reference device and understand a data relationship between parameter devices and the target
device, replacement data corresponding to the model training data is required to be found from a
plurality of pieces of feature data of the target device. Here, the replacement data is preferably
data in the plurality of pieces of feature data the same as the model training data. If the plurality
of pieces of feature data does not include the data the same as the model training data, the
replacement data may be data in the plurality of pieces of feature data most similar to the model
training data. In one possible case, when the plurality of pieces of feature data includes 2 or
more than 2 pieces of feature data that may replace the model training data, one piece of feature
data that may replace the model training data may be randomly selected as the replacement data.

Then, the first distribution information of the model training data in the model training data
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corresponding to the reference device to which the model training data belongs is determined.
Here, the first distribution information indicates distribution of the model training data in all the
model training data corresponding to the reference device to which the model training data
belongs. The first distribution information may be a distribution probability or an occurrence
frequency, which is not specifically limited herein.

Then, the second distribution information of the replacement data in the feature data is
determined. Here, the second distribution information indicates distribution of the replacement
data in all the feature data of the target device. The second distribution information may be a
distribution probability or an occurrence frequency, which is not specifically limited herein. It is
to be noted that contents included in the first distribution information and the second distribution
information should be unified. For example, the first distribution information and the second
distribution information may both include the distribution probability and the occurrence
frequency, which is not specifically limited herein.

It is to be noted that this embodiment is not intended to limit the method for determining
distribution information, and the method may be any method for determining data distribution in
the prior art, for example, a parameter estimation method, a non-parameter estimation method,
or a semi-parameter estimation method.

In one embodiment, the first distribution information is a first distribution probability, and
the second distribution information is a second distribution probability. The first distribution
probability and the second distribution probability may be specifically determined in the
following manner.

A first distribution probability of the model training data in the model training data
corresponding to the reference device to which the model training data belongs is determined
based on a first non-parameter estimation method corresponding to the reference device to
which the model training data belongs. A second distribution probability of the feature data in
the feature data is determined based on a second non-parameter estimation method.

The non-parameter estimation method is not limited by population distribution, a specific
form of the population distribution is not assumed, required information is obtained from data or
samples, and a structure of distribution is obtained by estimation, which plays an extremely
important role in reducing deviation, improving prediction accuracy and understanding a

dynamic structure of the data. In particular, when the data distribution is very irregular, the non-
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parameter estimation method is more accurate than the parameter estimation method. Therefore,
the non-parameter estimation method is adopted in this embodiment to determine the
distribution probability.

There may be differences in data distribution corresponding to the reference devices and
the target device. Therefore, in order to ensure the accuracy of the obtained probability
distribution, probability density functions of the model training data corresponding to the
reference devices are determined by a first non-parameter estimation method, and first
distribution probabilities of the model training data corresponding to the reference devices are
determined based on the probability density functions. Probability density functions of the
feature data corresponding to the target device are determined by a second non-parameter
estimation method, and second distribution probabilities of the feature data corresponding to the
target device are determined based on the probability density functions.

Data volumes and data distribution of the devices may vary. The accuracy of the estimated
data distribution may be reduced if a same non-parameter estimation method is adopted.
Therefore, there is a need to select an appropriate non-parameter estimation method for data
distribution estimation based on the data volumes and the data distribution of each reference
device and the target device. When the data amount of each piece of model training data
corresponding to each reference device differs slightly from the data amount of each piece of
feature data corresponding to the target device, the first non-parameter estimation method
corresponding to each reference device is the same as the second non-parameter estimation
method corresponding to the target device. In one possible case, both the first non-parameter
estimation method and the second non-parameter estimation method are kernel density
estimation methods.

In one embodiment, when the first distribution information is a first distribution probability
and the second distribution information is a second distribution probability, the error weight
corresponding to the model training data may be specifically determined in the following
manner.

For each piece of the model training data, a distribution probability ratio of the second
distribution probability of the replacement data corresponding to the model training data to the
first distribution probability of the model training data is determined, and the distribution

probability ratio is determined as the error weight corresponding to the model training data.
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In one embodiment, when the first distribution information is a first occurrence frequency
and the second distribution information is a second occurrence frequency, the error weight
corresponding to the model training data may be specifically determined in the following
manner.

For each piece of the model training data, an occurrence frequency ratio of the occurrence
frequency probability of the replacement data corresponding to the model training data to the
first occurrence frequency of the model training data is determined, and the occurrence
frequency ratio is determined as the error weight corresponding to the model training data.

In step 503, model training is performed according to the model training data, the device
state labels corresponding to the model training data respectively and the error weights
corresponding to the model training data respectively, to determine a device state prediction
model, the device state prediction model being configured to predict a device state of the target
device.

In one embodiment, the device state prediction model may be a neural network model or a
regression model, which is not limited herein and is specifically determined according to an
actual situation.

In one embodiment, the device state prediction method according to this embodiment is
applied to edge servers or local servers corresponding to the target device, thereby reducing
computing load of a cloud server.

Specifically, the device state prediction model takes a plurality of pieces of model training
data and a device state label corresponding to each piece of model training data as training data,
and model parameters of the device state prediction model are adjusted through the error weight
corresponding to each piece of model training data, so that the adjusted model parameters can
reflect an association between the feature data and device states of the target device, thereby
ensuring model accuracy of the device state prediction model.

In one embodiment, the device state prediction model may be determined in the following
manner.

Al. Firsts error corresponding to the model training data are determined according to a
prediction result of substituting the model training data into a to-be-predicted model and the
device state labels corresponding to the model training data, and second errors corresponding to

the model training data are determined according to the first errors corresponding to the model
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training data and the error weights.

A2. It is determined whether a number of iterations is met or the second errors
corresponding to the model training data meet a preset condition, if yes, the to-be-predicted
model is determined as a device state prediction model, and if no, A3 is performed.

A3. Model parameters in the to-be-predicted model are adjusted according to the second
errors corresponding to the model training data, to determine adjusted model parameters,
replacing the model parameters in the to-be-predicted model with the adjusted model
parameters, and A1 is performed.

Here, whether the second errors corresponding to the model training data meet a preset
condition may be whether a mean value of the second errors corresponding to the model training
data is less than a threshold, or whether a standard variance of the second errors corresponding
to the model training data is less than a threshold, which is not specifically limited herein.

Specifically, the prediction result may be understood as device state information, and the
first error is a degree of proximity between the prediction result and the device state label. For
example, the prediction result may be Faulty or Non-faulty. When prediction result is Faulty and
the device state label is also Faulty, the first error is 0. Otherwise, the first error is 1.

As can be seen from the above technical solution, this embodiment has the following
beneficial effects. Error weights of a plurality of pieces of model training data corresponding to
a plurality of reference devices respectively with respect to the target device are determined, so
as to migrate the plurality of pieces of model training data corresponding to the plurality of
reference devices respectively to the target device. Subsequently, model training is performed
using the plurality of pieces of model training data corresponding to the plurality of reference
devices respectively, the device state label corresponding to each piece of model training data
and a weight error corresponding to each piece of model training data, to obtain a device state
prediction model configured to predict a device state of the target device. The obtained device
state prediction model has relatively high accuracy due to the comprehensive consideration of
the error weight of model training data with respect to the target device. Subsequently, when the
device state of the target device is predicted based on the device state prediction model, a more
accurate device state of the target device can be obtained.

FIG. 5 shows only a basic embodiment of the method according to the present invention.

Other preferred embodiments of the method can also be obtained by certain optimization and
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expansion on the basis of the method.

FIG. 6 is a schematic flowchart of another device state prediction method according to an
embodiment of the present invention. Based on the above embodiments, this embodiment is
further specifically described in combination with application scenarios. As shown in FIG. 6, the
device state prediction method specifically includes the following steps.

In step 601, at least two pieces of feature data corresponding to a target device, at least two
pieces of model training data corresponding to at least two reference devices and device state
labels corresponding to the model training data respectively are acquired, the target device and
the reference devices being of a same device type.

It is assumed that 3 reference devices are Boiler A, Boiler B and Boiler C respectively, and
the target device is Boiler D. Boiler A, Boiler B and Boiler C correspond to N pieces of model
training data respectively, each piece of model training data corresponds to a fault label, the fault
label may be Faulty or Normal, Boiler D corresponds to n pieces of feature data, several features
corresponding to the feature data and the model training date respectively are the same, but
feature values corresponding to the features may vary.

In step 602, a first distribution probability of the model training data in the model training
data corresponding to the reference device to which the model training data belongs is
determined based on a first non-parameter estimation method corresponding to the model
training data in the reference device to which the model training data belongs.

It is assumed that the first non-parameter estimation methods corresponding to Boiler A,
Boiler B and Boiler C respectively are all kernel density estimation methods. For Boiler A, it is
determined, based on the kernel density estimation method, that Boiler A corresponds to
probability density distribution functions of the N pieces of model training data. For each piece
of model training data in Boiler A, a first distribution probability P1 of the model training data
in all the model training data of Boiler A is determined based on Boiler A corresponding to
probability density distribution functions of the N pieces of model training data. A first
distribution probability P1 of each piece of model training data corresponding to Boiler B and
Boiler C respectively is calculated with a same method as Boiler A, which is not described in
detail here.

In step 603, for each piece of the model training data, replacement data corresponding to

the model training data is determined from the feature data; and a second distribution probability
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of the replacement data in the feature data is determined based on a second non-parameter
estimation method.

For each piece of the model training data corresponding to Boiler A, Boiler B and Boiler C
respectively, replacement data corresponding to the model training data is determined from the
feature data. Probability density distribution functions of n pieces of feature data corresponding
to Boiler D are determined based on a kernel density estimation method. For each piece of
replacement data, a second distribution probability P2 of the replacement data in all the feature
data of Boiler D is determined based on the probability density distribution functions of n pieces
of feature data corresponding to Boiler D.

In step 604, for each piece of the model training data, a distribution probability ratio of the
second distribution probability of the replacement data corresponding to the model training data
to the first distribution probability of the model training data is determined; and the distribution
probability ratio is determined as the error weight corresponding to the model training data.

For each piece of model training data, a ratio of the second distribution probability P2 of
the replacement data corresponding to the model training data to the first distribution probability
P1 of the model training data is P2/P1, and P2/P1 is determined as the error weight W
corresponding to the model training data.

In step 605, model training is performed according to the model training data, the device
state labels corresponding to the model training data respectively and the error weights
corresponding to the model training data respectively, to determine a device state prediction
model, the device state prediction model being configured to predict a device state of the target
device.

Specifically, the device state prediction model is trained according to the N pieces of model
training data corresponding to Boiler A, Boiler B and Boiler C respectively and the fault label
corresponding to each piece of model training data, and model parameters are adjusted based on
the error weight W corresponding to each piece of model training data, to finally obtain the
device state prediction model.

Based on the same idea as the device fault prediction method according to the method
embodiment of the present invention, refer to FIG. 7. FIG. 7 is a schematic structural diagram of
a device fault prediction apparatus according to an embodiment of the present invention. As

shown in FIG. 7, the device fault prediction apparatus includes:
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an information determination module 701 configured to determine feature information of a
target device and detection point data information corresponding to the target device;

a probability model determination module 702 configured to determine, based on the
feature information of the target device and the detection point data information corresponding
to the target device, a probability distribution model of feature data of the target device and a
probability distribution model of detection point data with unshared data;

a weight determination module 703 configured to determine a weight of the unshared data
according to the probability distribution model of the feature data and the probability
distribution model of the detection point data;

a model establishment module 704 configured to establish a federated learning model
according to the unshared data, the weight of the unshared data and a device fault label
corresponding to the unshared data; and

a prediction module 705 configured to predict a device fault of the target device according
to the federated learning model.

In one embodiment of the present invention, the probability model determination module
702 includes: a data determination unit, a first probability distribution model determination unit
and a second probability distribution model determination unit. The data determination unit is
configured to determine, based on the feature information of the target device and the detection
point data information corresponding to the target device, the feature data of the target device
and the detection point data with the unshared data. The first probability distribution model
determination unit is configured to calculate data distribution of the feature data according to a
feature data parameter model, and determine the feature data parameter model with determined
parameters as the probability distribution model of the feature data. The second probability
distribution model determination unit is configured to calculate data distribution of the detection
point data according to a detection point data parameter model, and determine the detection
point data parameter model with determined parameters as the probability distribution model of
the detection point data.

In this embodiment, the feature data parameter model and/or the detection point data
parameter model include/includes a Gaussian mixture model.

In one embodiment of the present invention, the weight determination module 703

includes: a first distribution probability determination unit, a second distribution probability
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determination unit and a weight determination unit. The first distribution probability
determination unit is configured to determine a target device distribution probability of the
unshared data according to the probability distribution model of the feature data. The second
distribution probability determination unit is configured to determine a detection point
distribution probability of the unshared data according to the probability distribution model of
the detection point data. The weight determination unit is configured to determine a ratio of the
target device distribution probability of the unshared data to the detection point distribution
probability of the unshared data as the weight of the unshared data.

In one embodiment of the present invention, the model establishment module 704 includes:
a local model determination unit and a model establishment unit. The local model determination
unit is configured to a detection point local model according to the unshared data, the weight of
the unshared data and the device fault label corresponding to the unshared data. The model
establishment unit is configured to establish the federated learning model according to at least
two detection point local models.

In one embodiment of the present invention, the model establishment unit is configured to
repeatedly iterate the at least two detection point local models based on a combined learning
algorithm, and establish the federated learning model based on at least two iterated detection
point local models.

In one embodiment of the present invention, the detection point local model includes a
neural network model or a regression model.

FIG. 8 is a schematic structural diagram of a device fault prediction apparatus according to
an embodiment of the present invention. As shown in FIG. 8, the device fault prediction
apparatus includes: a data acquisition module 801, a weight calculation module 802, a local
model training module 803, a combined model establishment module 804 and a fault prediction
module 805.

The data acquisition module 801 is configured to acquire, according to attributes of a target
device, a training data set configured to establish a prediction model for the target device,
wherein sample data in the data set is shared data.

The weight calculation module 802 is configured to calculate a weight of each piece of
sample data in the training data set.

The local model training module 803 is configured to train a fault prediction local model of
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the target device by using the weights.

The combined model establishment module 804 is configured to establish a combined
model based on the fault prediction local model and a combined learning algorithm.

The fault prediction module 805 is configured to perform fault prediction on the target
device according to the combined model.

In one embodiment of the present invention, the sample data in the training data set
includes feature data of the target device, feature data of sample devices and fault data of the
sample devices; and the sample devices are devices related to or similar to the target device.

In one embodiment of the present invention, the weight calculation module includes a data
marking unit, a data classification unit and a data calculation unit. For each of the sample
devices, the data marking unit is configured to differentiate the feature data of sample devices
from the feature data of the target device. The data classification unit is configured to train a
classification model according to the feature data after differentiation. The data calculation unit
is configured to calculate the weight of each piece of feature data of the sample devices
according to the trained classification model.

In one embodiment of the present invention, for each of the sample devices, the data
marking unit is specifically configured to mark the feature data of the sample devices as first
data, and mark the feature data of the target device as second data. The data classification unit is
specifically configured to train the classification model according to the first data and the second
data, the classification model being a combined-learning-based classification model. The data
calculation unit is specifically configured to calculate the weight of each piece of feature data of
the sample devices according to the trained classification model, and a calculation formula of

the weight is:
P

0_)- =
'OPy

where w; denotes a weight of an i piece of data in the first data, P;; denotes a
probability of the i™ piece of data belonging to the sample device, and P,; denotes a probability
of the i piece of data belonging to the target device.

In one embodiment of the present invention, the local model training module is specifically
configured to train, according to the feature data of each of the sample devices, the weight of

each piece of feature data of the sample device and the fault data of each of the sample devices,
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the fault prediction local model of the target device on training data sets with weights of the
sample devices respectively by using a neural network.

In one embodiment of the present invention, the combined model establishment module is
specifically configured to perform repeated iteration by using the combined learning algorithm
according to the fault prediction local mode, to obtain a combined model of the sample devices
on the training data sets with respect to the target device.

In one embodiment of the present invention, the target device and the sample devices are
edge nodes in an Internet of Things, the feature data of the target device is not exposed to other
sample devices, and the feature data and the fault data of each of the sample devices are not
exposed to other sample devices and the target device.

Based on the same idea as the method embodiment of the present invention, refer to FIG. 9.
FIG. 9 is a schematic structural diagram of a device state prediction apparatus according to an
embodiment of the present invention. As shown in FIG. 9, the device state prediction apparatus
includes:

an acquisition module 901 configured to acquire at least two pieces of feature data
corresponding to a target device, at least two pieces of model training data corresponding to at
least two reference devices and device state labels corresponding to the model training data
respectively, the target device and the reference devices being of a same device type;

a weight determination module 902 configured to determine error weights corresponding to
the model training data according to the feature data; and

a training module 903 configured to perform model training according to the model
training data, the device state labels corresponding to the model training data respectively and
the error weights corresponding to the model training data respectively, to determine a device
state prediction model, the device state prediction model being configured to predict a device
state of the target device.

In one embodiment, the weight determination module 902 includes a replacement data
determination unit, a distribution information determination unit and an importance
determination unit. The replacement data determination unit is configured to determine
replacement data corresponding to the model training data from the feature data. The
distribution information determination unit is configured to determine first distribution

information of the model training data in the model training data corresponding to the reference
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device to which the model training data belongs and second distribution information of the
replacement data in the feature data. The importance determination unit is configured to
determine the error weights corresponding to the model training data according to the first
distribution information of the model training data and the second distribution information of
the replacement data corresponding to the model training data.

In one embodiment, the distribution information determination unit includes: a first
information determination subunit and a second information determination subunit. The first
information determination subunit is configured to determine, based on a first non-parameter
estimation method corresponding to the reference device to which the model training data
belongs, a first distribution probability of the model training data in the model training data
corresponding to the reference device to which the model training data belongs, and determine
the first distribution probability as the first distribution information. The second information
determination subunit is configured to determine a second distribution probability of the
replacement data in the feature data based on a second non-parameter estimation method, and
determine the second distribution probability as the second distribution information.

In one embodiment, the first non-parameter estimation method and the second non-
parameter estimation method are kernel density estimation algorithms.

In one embodiment, the weight determination module 302 is configured to, for each piece
of the model training data, determine a distribution probability ratio of the second distribution
probability of the replacement data corresponding to the model training data to the first
distribution probability of the model training data, and determine the distribution probability
ratio as the error weight corresponding to the model training data.

In one embodiment, the method is applied to an edge server or a local server corresponding
to the target device.

In one embodiment, the training module 903 includes: a training unit, a determination unit
and an adjustment unit. The training unit is configured to determine first errors corresponding to
the model training data according to a prediction result of substituting the model training data
into a to-be-predicted model and the device state labels corresponding to the model training
data, and determine second errors corresponding to the model training data according to the first
errors corresponding to the model training data and the error weights. The determination unit is

configured to determine whether a number of iterations is met or the second errors
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corresponding to the model training data meet a preset condition, if yes, determine the to-be-
predicted model as a device state prediction model, and if no, trigger the adjustment unit. The
adjustment unit is configured to adjust model parameters in the to-be-predicted model according
to the second errors corresponding to the model training data, to determine adjusted model
parameters, replace the model parameters in the to-be-predicted model with the adjusted model
parameters, and trigger the training unit.

Information exchange, execution processes and other contents between modules and units
in the apparatuses are based on the same idea as the method embodiments of the present
invention, and the specific contents may be obtained with reference to the description in the
method embodiments of the present invention, which are not described in detail herein.

FIG. 10 is a schematic structural diagram of an electronic device according to an
embodiment of the present invention. At a hardware level, the electronic device includes a
processor 1001 and a memory 1002 storing execution instructions, and optionally further
includes an internal bus 1003 and a network interface 1004. The memory 1002 may include an
internal memory 10021 such as a Random-Access Memory (RAM), or a Non-Volatile Memory
10022 such as at least one disk memory. The processor 1001, the network interface 1004, and
the memory 1002 may be connected to one another via the internal bus 1003. The internal bus
1003 may be an Industry Standard Architecture (ISA) bus, a Peripheral Component Interconnect
(PCI) bus, an Extended Industry Standard Architecture (EISA) bus or the like. The internal bus
1003 may be divided into an address bus, a data bus, a control bus, etc. To facilitate
representation, only a two-way arrow is used in FIG. 10, but it does not mean that there is only
one bus or one type of bus. Certainly, the electronic device may also include hardware required
by other services. When the processor 1001 executes the execution instructions stored in the
memory 1002, the processor 1001 performs the method in any embodiment of the present
invention.

In one possible implementation, the processor reads the corresponding execution
instructions from the non-volatile memory into the internal memory and then runs, or obtains
the corresponding execution instructions from other devices to form a device fault prediction
apparatus on a logical level. The processor executes the execution instructions stored in the
memory, so as to perform the device fault prediction method according to any embodiment of

the present invention through the executed execution instructions.
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The processor may be an integrated circuit chip with signal processing capability. During
the implementation, the steps of the method may be completed by an integrated logic circuit of
the hardware in the processor or by instructions in the form of software. The processor may be a
general-purpose processor, including a Central Processing Unit (CPU), a Network Processor
(NP) or the like; or a Digital Signal Processor (DSP), an Application Specific Integrated Circuit
(ASIC), a Field-Programmable Gate Array (FPGA) or other programmable logic devices,
discrete gates or transistor logic devices, and discrete hardware components. The methods, the
steps and the logical block diagrams disclosed in the embodiments of the present invention may
be realized or performed. The general-purpose processor may be a microprocessor or the
processor may be any conventional processor, etc.

An embodiment of the present invention further provides a computer-readable storage
medium, including execution instructions. When a processor of an electronic device executes
the execution instructions, the processor performs the method in any one of the embodiments of
the present invention. The electronic device may be the electronic device shown in FIG. 10. The
execution instructions are a computer program corresponding to the device fault prediction
method.

Those skilled in the art should understand that the embodiments of the present invention
may be provided as a method or a computer program product. Therefore, the present invention
may take a form of hardware only embodiments, software only embodiments, or embodiments
with a combination of software and hardware.

Multiple embodiments in the present invention are described progressively. Same and
similar parts among the multiple embodiments may be referred to one another, and each
embodiment focuses on differences from other embodiments. In particular, the apparatus
embodiments are basically similar to the method embodiments, so the description thereof is
relatively simple. Related parts may be obtained with reference to the corresponding description
in the method embodiments.

It is to be further noted that the terms such as “comprise”, “include” or other variants
thereof are intended to cover a non-exclusive inclusion, for example, processes, methods, items
or devices including a series of elements not only include such elements, but also include other
elements not listed explicitly, or other elements inherent to these processes, methods, items or

devices. In the absence of more limitations, elements defined by the statement “including
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a/an ...” do not exclude existence of other identical elements in the processes, methods, items or
devices including the elements.

The above are only embodiments of the present invention and are not intended to limit the
present invention. For those skilled in the art, the present invention may have various
modifications and changes. Any modification, equivalent replacement, improvement or the like
made within the spirit and principle of the present invention should fall within the scope of the

claims of the present invention.
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Claims

1. A device fault prediction method, comprising:

determining feature information of a target device and detection point data information
corresponding to the target device;

determining, based on the feature information of the target device and the detection point
data information corresponding to the target device, a probability distribution model of feature
data of the target device and a probability distribution model of detection point data with unshared
data;

determining a weight of the unshared data according to the probability distribution model of
the feature data and the probability distribution model of the detection point data;

establishing a federated learning model according to the unshared data, the weight of the
unshared data and a device fault label corresponding to the unshared data; and

predicting a device fault of the target device according to the federated learning model.

2. The method according to claim 1, wherein the step of determining a weight of the unshared
data according to the probability distribution model of the feature data and the probability
distribution model of the detection point data comprises:

determining a target device distribution probability of the unshared data according to the
probability distribution model of the feature data;

determining a detection point distribution probability of the unshared data according to the
probability distribution model of the detection point data; and

determining a ratio of the target device distribution probability of the unshared data to the

detection point distribution probability of the unshared data as the weight of the unshared data.

3. The method according to claim 1, wherein the step of determining, based on the feature
information of the target device and the detection point data information corresponding to the
target device, a probability distribution model of feature data of the target device and a probability
distribution model of detection point data with unshared data comprises:

determining, based on the feature information of the target device and the detection point

data information corresponding to the target device, the feature data of the target device and the
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detection point data with the unshared data;

calculating data distribution of the feature data according to a feature data parameter model,
and determining the feature data parameter model with determined parameters as the probability
distribution model of the feature data; and

calculating data distribution of the detection point data according to a detection point data
parameter model, and determining the detection point data parameter model with determined

parameters as the probability distribution model of the detection point data.

4. The method according to claim 3, wherein the feature data parameter model and/or the

detection point data parameter model comprise/comprises a Gaussian mixture model.

5. The method according to claim 1, wherein the step of establishing a federated learning
model according to the unshared data, the weight of the unshared data and a device fault label
corresponding to the unshared data comprises:

determining a detection point local model according to the unshared data, the weight of the
unshared data and the device fault label corresponding to the unshared data; and

establishing the federated learning model according to at least two detection point local

models.

6. The method according to claim 5, wherein the step of establishing the federated learning
model according to at least two detection point local models comprises:

repeatedly iterating the at least two detection point local models based on a combined
learning algorithm, and establishing the federated learning model based on at least two iterated

detection point local models.

7. The method according to claim 5, wherein the detection point local model comprises a

neural network model or a regression model.

8. A device fault prediction method, comprising:
acquiring, according to attributes of a target device, a training data set configured to establish

a prediction model for the target device, wherein sample data in the data set is shared data;
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calculating a weight of each piece of sample data in the training data set;

training a fault prediction local model of the target device by using the weights;

establishing a combined model based on the fault prediction local model and a combined
learning algorithm; and

performing fault prediction on the target device according to the combined model.

9. The device fault prediction method according to claim 8, wherein the sample data in the
training data set comprises feature data of the target device, feature data of sample devices and
fault data of the sample devices; and the sample devices are devices related to or similar to the

target device.

10. The device fault prediction method according to claim 9, wherein the step of calculating
a weight of each piece of sample data in the training data set comprises: for each of the sample
devices,

differentiating the feature data of sample devices from the feature data of the target device;

training a classification model according to the feature data after differentiation; and

calculating the weight of each piece of feature data of the sample devices according to the

trained classification model.

11. The device fault prediction method according to claim 10, wherein the step of calculating
a weight of each piece of sample data in the training data set comprises: for each of the sample
devices,

marking the feature data of the sample devices as first data, and marking the feature data of
the target device as second data; and

training the classification model according to the first data and the second data, the
classification model being a combined-learning-based classification model;

in the step of calculating the weight of each piece of feature data of the sample devices

according to the trained classification model, a calculation formula of the weight is:
Pyi

(.1.)' =
'OPy

where w; denotes a weight of an i piece of data in the first data, P;; denotes a probability
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of the i piece of data belonging to the sample device, and P,; denotes a probability of the i

piece of data belonging to the target device.

12. The device fault prediction method according to claim 10, wherein the step of training a
fault prediction local model of the target device by using the weights comprises:

training, according to the feature data of each of the sample devices, the weight of each piece
of feature data of the sample device and the fault data of each of the sample devices, the fault
prediction local model of the target device on training data sets with weights of the sample devices

respectively by using a neural network.

13. The device fault prediction method according to claim 10, wherein the step of
establishing a combined model based on the fault prediction local model and a combined learning
algorithm comprises:

performing repeated iteration by using the combined learning algorithm according to the
fault prediction local mode, to obtain a combined model of the sample devices on the training data

sets with respect to the target device.

14. The device fault prediction method according to claim 9, wherein the target device and
the sample devices are edge nodes in an Internet of Things, the feature data of the target device is
not exposed to other sample devices, and the feature data and the fault data of each of the sample

devices are not exposed to other sample devices and the target device.

15. A device state prediction method, comprising:

acquiring at least two pieces of feature data corresponding to a target device, at least two
pieces of model training data corresponding to at least two reference devices and device state
labels corresponding to the model training data respectively, the target device and the reference
devices being of a same device type;

determining error weights corresponding to the model training data according to the feature
data; and

performing model training according to the model training data, the device state labels

corresponding to the model training data respectively and the error weights corresponding to the
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model training data respectively, to determine a device state prediction model, the device state

prediction model being configured to predict a device state of the target device.

16. The method according to claim 15, wherein the step of determining error weights
corresponding to the model training data according to the feature data comprises:

determining replacement data corresponding to the model training data from the feature data;

determining first distribution information of the model training data in the model training
data corresponding to the reference device to which the model training data belongs and second
distribution information of the replacement data in the feature data; and

determining the error weights corresponding to the model training data according to the first
distribution information of the model training data and the second distribution information of the

replacement data corresponding to the model training data.

17. The method according to claim 16, wherein the step of determining first distribution
information of the model training data in the model training data corresponding to the reference
device to which the model training data belongs and second distribution information of the
replacement data in the feature data comprises:

determining, based on a first non-parameter estimation method corresponding to the
reference device to which the model training data belongs, a first distribution probability of the
model training data in the model training data corresponding to the reference device to which the
model training data belongs, and determining the first distribution probability as the first
distribution information; and

determining a second distribution probability of the replacement data in the feature data
based on a second non-parameter estimation method, and determining the second distribution

probability as the second distribution information.

18. The method according to claim 17, wherein the first non-parameter estimation method

and the second non-parameter estimation method are kernel density estimation algorithms.

19. The method according to claim 17, wherein the step of determining the error weights

corresponding to the model training data according to the first distribution information of the
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model training data and the second distribution information of the replacement data corresponding
to the model training data comprises:

for each piece of the model training data, determining a distribution probability ratio of the
second distribution probability of the replacement data corresponding to the model training data
to the first distribution probability of the model training data, and determining the distribution

probability ratio as the error weight corresponding to the model training data.

20. The method according to claim 15, wherein the method is applied to an edge server or a

local server corresponding to the target device.

21. The method according to claim 15, wherein the step of performing model training
according to the model training data, the device state labels corresponding to the model training
data respectively and the error weights corresponding to the model training data respectively, to
determine a device state prediction model comprises:

Al. determining first errors corresponding to the model training data according to a
prediction result of substituting the model training data into a to-be-predicted model and the
device state labels corresponding to the model training data, and determining second errors
corresponding to the model training data according to the first errors corresponding to the model
training data and the error weights;

A2. determining whether a number of iterations is met or the second errors corresponding to
the model training data meet a preset condition, if yes, determining the to-be-predicted model as
a device state prediction model, and if no, performing A3; and

A3. adjusting model parameters in the to-be-predicted model according to the second errors
corresponding to the model training data, to determine adjusted model parameters, replacing the
model parameters in the to-be-predicted model with the adjusted model parameters, and

performing A1l.

22. A device fault prediction apparatus, comprising:
an information determination module configured to determine feature information of a target
device and detection point data information corresponding to the target device;

a probability model determination module configured to determine, based on the feature
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information of the target device and the detection point data information corresponding to the
target device, a probability distribution model of feature data of the target device and a probability
distribution model of detection point data with unshared data;

a weight determination module configured to determine a weight of the unshared data
according to the probability distribution model of the feature data and the probability distribution
model of the detection point data;

a model establishment module configured to establish a federated learning model according
to the unshared data, the weight of the unshared data and a device fault label corresponding to the
unshared data; and

a prediction module configured to predict a device fault of the target device according to the

federated learning model.

23. A device fault prediction apparatus, wherein the device fault prediction apparatus
comprises: a data acquisition module, a weight calculation module, a local model training module,
a combined model establishment module and a fault prediction module, wherein

the data acquisition module is configured to acquire, according to attributes of a target device,
a training data set configured to establish a prediction model for the target device, wherein sample
data in the data set is shared data;

the weight calculation module is configured to calculate a weight of each piece of sample
data in the training data set;

the local model training module is configured to train a fault prediction local model of the
target device by using the weights;

the combined model establishment module is configured to establish a combined model
based on the fault prediction local model and a combined learning algorithm; and

the fault prediction module is configured to perform fault prediction on the target device

according to the combined model.

24. A device state prediction apparatus, comprising:
an acquisition module configured to acquire at least two pieces of feature data corresponding
to a target device, at least two pieces of model training data corresponding to at least two reference

devices and device state labels corresponding to the model training data respectively, the target
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device and the reference devices being of a same device type;

a weight determination module configured to determine error weights corresponding to the
model training data according to the feature data; and

a training module configured to perform model training according to the model training data,
the device state labels corresponding to the model training data respectively and the error weights
corresponding to the model training data respectively, to determine a device state prediction model,

the device state prediction model being configured to predict a device state of the target device.

25. A readable medium, comprising execution instructions, when a processor of an electronic
device executes the execution instructions, the electronic device performing the method according

to any one of claims 1 to 21.

26. An electronic device, comprising a processor and a memory storing execution

instructions, when the processor executes the execution instructions stored by the memory, the

processor performing the method according to any one of claims 1 to 21.
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