INFORMATION PROCESSING APPARATUS, INFORMATION PROCESSING METHOD, AND
PROGRAM CROSS REFERENCES TO RELATED APPLICATIONS The present invention contains
subject matter related to Japanese Patent Application JP 2006-137132 filed in the Japanese Patent
Office on May 17, 2006, the entire contents of which are incorporated herein by reference.
BACKGROUND OF THE INVENTION 1. Field of the Invention The present invention relates to an
information processing apparatus, method and program. More particularly, the present invention
relates to an information processing apparatus, an information processing method, and program for
controlling a reader/writer reading data from and writing data onto a non-contact IC (Integrated Circuit)
card by execttiig BMHapplitatici progPaiGn AEEoRfAREE withVd B dfisEivieB YirévideNGsing the
non-contact IC card. 2. Description of the Related Art A plurality of service providers are providing
services using a non-contact IC card t%’lﬁg&) %y F%%%apégg&gégﬁed trademark). For example, a first
service provider provides a non-contact IC card with functions of a commuter pass for a railway, etc.,
a ticket, electronic money, etc. Also, a - 1 second service provider provides a non-contact IC card
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BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to an information
processing apparatus, method and program. More particularly,
the present invention relates to an information processing
apparatus, an information processing method, and program for
controlling a reader/writer reading data from and writing
data onto a non-contact IC (Integrated Circuit) card by
executing an application program in accordance with a type
of service provider using the non-contact IC card.
2. Description of the Related Art

A plurality of service providers are providing services
using a non-contact IC card typified by FeliCa (registered
trademark). For example, a first service provider provides
a non-contact IC card with functions of a commuter pass for

a railway, etc., a ticket, electronic money, etc. Also, a



a function of electronic money (for example, refer to Japanese Unexamined Patent Application
Publication No. 2004- 215255). In the following, a service provided by the first service provider, the
non-contact IC card, and the reader/writer corresponding to the service are described as a first
service, a first non-contact IC card, and a first reader/writer, respectively. A service provided by the
second service provider, the non-contact IC card, and the reader/writer corresponding to the service
are described in the same manner. To date, the first reader/writer has been capable of
communicating data with only the first non-contact IC card, and has not been capable of
communicating data with the second non-contact IC card. This is the same for the second
reader/write® CRECramgi 6 examplecsF acertaiivistore aftempte 6 HahdEChsthtthe itstservice and
the second service, it is necessary for the store to bSI grovided with the twg reader/writers, namely,

the first readerfifiter 8Hd the Ssecont YaderAtiteY. Howbver Fasts toomich S dispose two similar
apparatusgs, jn.one store,and,the-ilization, efficiency of  the spacs allocation, fag the seader/writer is

deteriorated. - 2
215255) .

In the following, a service provided by the first
service provider, the non-contact IC card, and the
reader/writer corresponding to the service are described as
a first service, a first non-contact IC card, and a first
reader/writer, respectively. A service provided by the
second service provider, the non-contact IC card, and the
reader/writer corresponding to the service are described in
the same manner.

To date, the first reader/writer has been capable of
communicating data with only the first non-contact IC card,
and has not been capable of communicating data with the
second non-contact IC card. This is the same for the second
reader/writer.

Accordingly, for example, if a certain store attempts
to handle both the first service and the second service, it
is necessary for the store to be provided with the two
reader/writers, namely, the first reader/writer and the
second reader/writer.

However, it costs too much to dispose two similar
apparatuses in one store, and the utilization efficiency of

the space allocation for the reader/writer is deteriorated.



Thus, it is desirable to enable one reader/writer to communicate with a plurality of non-contact IC
cards corresponding to a plurality of different services. SUMMARY OF THE INVENTION In order to
relate one reader/writer to a plurality of services, it is necessary for the control unit that controls the
reader/writer to execute an application program (in the following, described as an AP) corresponding
to each service. However, each service is independent individually, and thus it is necessary to protect
an AP corresponding to each service and the data processed by that AP from being accessed by the
other Aps. For this purpose, the control unit should restrict the number of Aps that can be executed at
the same time to one, and should change Aps to be executed as necessary. When a control unit (in
the followidd eferréll té asdas AR ERandiAg ShtPélkariges & priality of APstotise executed, there are
the foIIowin%wa s.. One w?/, is to diviadLe a rpemory rea for each AP, and to d%namically allocate an

address spatEtsa diided embonPardatfor ekampld A maragaiment ‘metHod using MMU (Memory

Managem%%trlll%iggd%rgggsr way Is Fgglg}véqqgif glien&ry%g@;g each AR.and .to create binary code
that meets the divided memory area. However,in either way, there are the following - 3
SUMMARY OF THE INVENTION

In order to relate one reader/writer to a plurality of
services, it is necessary for the control unit that controls
the reader/writer to execute an application program (in the
following, described as an AP) corresponding to each service.
However, each service is independent individually, and thus
it is necessary to protect an AP corresponding to each
service and the data processed by that AP from being
accessed by the other Aps.

For this purpose, the control unit should restrict the
number of Aps that can be executed at the same time to one,
and should change Aps to be executed as necessary.

When a control unit (in the following referred to as an
AP changing unit) changes a plurality of APs to be executed,
there are the following ways. One way is to divide a memory
area for each AP, and to dynamically allocate an address
space to a divided memory area (for example, a management
method using MMU (Memory Management Unit)). Another way is
to divide the memory area for each AP, and to create binary
code that meets the divided memory area.

However, in either way, there are the following



problems. When the hardware resource for an AP changing unit is not sufficient, the security setting
by the memory- area division is complicated. Also, when an AP changing unit holds a plurality of APs,
APs not being executed and the processing data are held in a state of plaintext in a memory
connected with a bus, and thus there is a risk of being accessed by another AP in execution.
Furthermore, it becomes necessary to perform processing of logical address conversion for each
occurrence of access to the memory, thereby giving a great influence on the performance of the AP.
The present invention has been made in view of these circumstances. When APs individually
corresponding to a plurality of services using a non-contact IC card are changed to be executed, it is
desirable totbteetan APTARE thecorresPondingila WoRt bémg adtedSed frofivancther AP.
According to an embodimegltégf the.present invention, there is provided an informationrp ocessing

r

I
apparatus Y8 controllig aTeaderwniter rekding Hath frohy afd Writhg 8ata'iffo AR8R:hntact IC
(Integrated, Circuif);card hy,, executing an application pragram in.accgrdance.with aytyge of service
using the non-contact IC card, the information processing apparatus including: an obfaining section
obtaining @rnapplifzaﬂ@@ progrant Hlacecprdangerwith mrtype oaf sefvicg using-thesabnzeantact IC card;
an encryption

the processing data are held in a state of plaintext in a
memory connected with a bus, and thus there is a risk of
being accessed by another AP in execution. Furthermore, it
becomes necessary to perform processing of logical address
conversion for each occurrence of access to the memory,
thereby giving a great influence on the performance of the
AP.

The present invention has been made in view of these
circumstances. When APs individually corresponding to a
plurality of services using a non-contact IC card are
changed to be executed, it is desirable to protect an AP and
the corresponding data from being accessed from another AP.

According to an embodiment of the present invention,
there is provided an information processing apparatus for
controlling a reader/writer reading data from and writing
data into a non-contact IC (Integrated Circuit) card by
executing an application program in accordance with a type
of service using the non-contact IC card, the information
processing apparatus including: an obtaining section

obtaining an application program in accordance with a type

of service using the non-contact IC card; an encryption



- 4 section encrypting the obtained application program and processing data processed by the
application program; a decryption section decrypting the encrypted application program and
corresponding processing data; a first storage section storing the encrypted application program and
corresponding processing data; a second storage section to which the decrypted application program
and corresponding processing data are loaded; a management section managing the first and the
second storage sections; and an execution section executing the application program loaded to the
second storage section, wherein in response to an instruction to start a first application program, the
management section reads processing data corresponding to a second application program different
from the figst piplicatorT prograncirdmaheseesnd StorR§e seetiorn tansestha epfyption section to
encrypt the read pro,cessing data, stores the encr gted processing data into the first storage section,

clears the BEESHT StoPsge s&ctidnt e feads e "&erypie lfﬁgttgp%}icgﬁgﬁ prdyram and
corresponding.-processing data fromsthe, first storpgs, section, cayses the, decryptign section to

decrypt the read encrypted first application program and corresponding processing data, and loads

the decrypiedtitsiappleationfregiasn antgcerrespondingypreessing data #to she seeend storage
section storing the encrypted application program and
corresponding processing data; a second storage section to
which the decrypted application program and corresponding
processing data are loaded; a management section managing
the first and the second storage sections; and an execution
section executing the application program loaded to the
second storage section, wherein in response to an
instruction to start a first application program, the
management section reads processing data corresponding to a
second application program different from the first
application program from the second storage section, causes
the encryption section to encrypt the read processing data,
stores the encrypted processing data into the first storage
section, clears the second storage section, then reads the
encrypted first application program and corresponding
processing data from the first storage section, causes the
decryption section to decrypt the read encrypted first
application program and corresponding processing data, and
loads the decrypted first application program and
corresponding processing data into the second storage

section.



section. 5 In the above embodiment, in response to an instruction to start a first application program,
the execution section may determine whether the first application program has been loaded into the
second storage section, when it is determined that the first application program has not been loaded
into the second storage section, the management section may read processing data corresponding to
a second application program different from the first application program from the second storage
section, may cause the encryption section to encrypt the read processing data, may store the
encrypted processing data into the first storage section, clears the second storage section, then may
read the encrypted first application program and corresponding processing data from the first storage
section, may causg tHecdedrgpiforreatidane Hecryipt the resd efcryptedifirsh Apphcatioprogram and
corresponding rocessingfdata, and@lqewag load the decr¥pted first application grogram and

correspondifig Processing datalint the S6tbhd stbrage s8ttion th the above embBodintaht, the first
storage segtion may. Pg:a,ponyRlatle memorys andithe seeond storage sgetion,maysbga.yplatile

memory. The information processing apparatus according to an
loaded into the second storage section, when it is
determined that the first application program has not been
loaded into the second storage section, the management
section may read processing data corresponding to a second
application program different from the first application
program from the second storage section, may cause the
encryption section to encrypt the read processing data, may
store the encrypted processing data into the first storage
section, clears the second storage section, then may read
the encrypted first application program and corresponding
processing data from the first storage section, may cause
the decryption section to decrypt the read encrypted first
application program and corresponding processing data, and
may load the decrypted first application program and
corresponding processing data into the second storage
section.

In the above embodiment, the first storage section may
be a nonvolatile memory, and the second storage section may
be a volatile memory.

The information processing apparatus according to an
embodiment of the present invention may further include a

non-contact communication section reading data from and



embodiment of the present invention may further include a non-contact communication section
reading data from and - 6 writing data onto the non-contact IC card. According to another
embodiment of the present invention, there is provided a method of processing information of an
information processing apparatus including a first storage section storing an encrypted application
program and corresponding processing data, a second storage section loading a decrypted
application program and corresponding processing data, and an execution section executing the
application program loaded in the second storage section, and controlling a reader/writer reading
data from and writing data into a non-contact IC (Integrated Circuit) card by executing an application
program irtatEérranee WitPa ke bfesetvice LRiHgRHe onh-€amdct IC card, the method of
processing information, includin% the steps of: in response to an instruction to start a first application

program, reading proceSsing data e8tESEndiRg 16 4 Setond agplication program different from the
first_application,program irom the;second.starage segtion, encr/nting the tea processing data;

storing the encrypted processing data into the first storage section; clearing the second storage

section; readihgrthe tensrypted first i application prograstand carrespendiag processingidatg from
a first storage section storing an encrypted application
program and corresponding processing data, a second storage
section loading a decrypted application program and
corresponding processing data, and an execution section
executing the application program loaded in the second
storage section, and controlling a reader/writer reading
data from and writing data into a non-contact IC (Integrated
Circuit) card by executing an application program in
accordance with a type of service using the non-contact IC
card, the method of processing information, including the
steps of: in response to an instruction to start a first
application program, reading processing data corresponding
to a second application program different from the first
application program from the second storage section;
encrypting the read processing data; storing the encrypted
processing data into the first storage section; clearing the
second storage section; reading the encrypted first
application program and corresponding processing data from
the first storage section; decrypting the read encrypted
first application program and corresponding processing data;

and loading the decrypted first application program and



the first storage section; decrypting the read encrypted first application program and corresponding
processing data; and loading the decrypted first application program and - 7 corresponding
processing data into the second storage section. According to another embodiment of the present
invention, there is provided a program for controlling an information processing apparatus including
first storage means for storing processing data corresponding to an encrypted application program,
second storage means for loading processing data corresponding to a decrypted application
program, and execution means for executing the application program loaded in the second storage
section, and controlling a reader/writer reading data from and writing data into a non-contact IC
(Integrated"ChEGIDRTE 1B eREQRMYAT dpplication Progrant irf&scotdaiceewitE . type of service
using the non-cgntact IC card, the program causing an execution means to execute processing
informatior? friciiing the steps of: in response to an instruction to start a first application program,

read.ing.processiﬁg g%lcl%reg,goggliggﬁgg %%%'Qié}ﬁ’&]li‘éa@?f‘ Q@p@rg@ecgg%rtent from the first_
application program from thé second storage means; encrypting the read processing data, storing the
encrypted iproeassing fatainte thesfinst storageimeapspeleafing the controlling an
information processing apparatus including first storage
means for storing processing data corresponding to an
encrypted application program, second storage means for
loading processing data corresponding to a decrypted
application program, and execution means for executing the
application program loaded in the second storage section,
and controlling a reader/writer reading data from and
writing data into a non-contact IC (Integrated Circuit) card
by executing an application program in accordance with a
type of service using the non-contact IC card, the program
causing an execution means to execute processing information,
including the steps of: in response to an instruction to
start a first application program, reading processing data
corresponding to a second application program different from
the first application program from the second storage means;
encrypting the read processing data, storing the encrypted
processing data into the first storage means; clearing the
second storage means; reading the encrypted first
application program and corresponding processing data from
the first storage means; decrypting the read encrypted first

application program and corresponding processing data; and



second storage means; reading the encrypted first application program and corresponding processing
data from the first storage means; decrypting the read encrypted first application program and
corresponding processing data; and - 8 loading the decrypted first application program and
corresponding processing data into the second storage means. In an embodiment according to the
present invention, in response to an instruction to start a first application program, processing data
corresponding to a second application program different from the first application program is read
from the second storage means, the read processing data is encrypted, and the encrypted processing
data is saved into the first storage means. Furthermore, the second storage means is cleared, the
encrypted figstdapyslicafien Pregrartand fhe edrréspohbiey proteBsing tkita 2dré read from the first
storage means, the read encggted first a(%)

plication. program and the corresponding processing data
are decryptéd arkRe tetypted firstapp cét?otna progrant 8fd 15 88§e§§or{d§ﬁ§p yces8ing data are

loaded into the sgeond sirAgE means- in ag.embediment pfthe presgat inyeatign, itjs possible to
change and execute APs individually corresponding to a plurality of services using a non-contact IC
card. Alsoriasanether erabadimets of thecpeseddb start a first application

program, processing data corresponding to a second

application program different from the first application

program is read from the second storage means, the read

processing data is encrypted, and the encrypted processing

data is saved into the first storage means. Furthermore,

the second storage means is cleared, the encrypted first

application program and the corresponding processing data

are read from the first storage means, the read encrypted

first application program and the corresponding processing

data are decrypted, and the decrypted first application

program and the corresponding processing data are loaded

into the second storage means.

In an embodiment of the present invention, it is
possible to change and execute APs individually
corresponding to a plurality of services using a non-contact
IC card. Also, in another embodiment of the present
invention, it is possible to protect an AP corresponding to
a plurality of services using a non-contact IC card and the
corresponding data from being accessed by the other APs with

each other.



invention, it is possible to protect an AP corresponding to a plurality of services using a non-contact IC
card and the corresponding data from being accessed by the other APs with each other. - 9 BRIEF
DESCRIPTION OF THE DRAWINGS Fig. 1 is a block diagram illustrating an example of the
configuration of a non-contact IC card communication system to which the present invention is
applied; Fig. 2 is a block diagram illustrating an example of a first configuration of an AP changing
unit; Fig. 3 is a block diagram illustrating an example of a second configuration of an AP changing
unit; Fig. 4 is a block diagram illustrating an example of a third configuration of an AP changing unit;
Fig. 5 is a block diagram illustrating an example of the configuration of functional blocks of the control

program oB&a AP Bhaiging UARNFIgE 615la flowehaGRustrating AP save processing; and Fig. 7 is a
flowchart illustrating AP changingb rocessing. DESCR!LPTION OF THE PREFERRED
EMBODIMENTS In%he folfotifig, 2 G&&criptioR it be iV bf &n "SmBBdimEHtdt the present

invenﬂon'Iﬂgr%@H9@§ygation of a non-contact IC card communication
system to which the present invention is applied;

Fig. 2 is a block diagram illustrating an example of a
first configuration of an AP changing unit;

Fig. 3 is a block diagram illustrating an example of a
second configuration of an AP changing unit;

Fig. 4 is a block diagram illustrating an example of a
third configuration of an AP changing unit;

Fig. 5 is a block diagram illustrating an example of
the configuration of functional blocks of the control
program of an AP changing unit;

Fig. 6 is a flowchart illustrating AP save processing;
and

Fig. 7 is a flowchart illustrating AP changing

processing.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

In the following, a description will be given of an
embodiment of the present invention. The relationship
between the constituent features of the present invention
and the embodiment described in the specification or the
drawings 1s exemplified as follows. This description is for

confirming that an embodiment supporting the present

- 10 -



between the constituent features of the present invention and the embodiment described in the
specification or the drawings is exemplified as follows. This description is for confirming that an
embodiment supporting the present - 10 invention is included in the specification or the drawings.
Accordingly, if there is an embodiment included in the specification or the drawings, but not included
here as an embodiment corresponding to the constituent features, the fact does not mean that the
embodiment does not corresponds to the constituent features. On the contrary, if an embodiment is
described here as corresponding to the constituent features, the fact does not mean the embodiment
does not correspond to the features other than the constituent features. An information processing
apparatus {foy @Xaiple, the 1AP krdagingrurit's of PRE 2f heesrdniy wrart Bmbdaaiiémost - the present

invention includes; an gbtainjing section (for exa he external nlcatlo section 32 in Fig. 5)
obtaining &Y Sﬁﬁl%]a%%%%oé% iN&ccordarice \?/r@?% VBETS S %cé%%# HtheMSh-contact IC card;

an encryptin, seetion, (for, gxample, the; egryptian SBE‘EO%?}% n ﬁ@lé&e‘%ﬁ%é&@ga@eaqpta'”ed

application program and processing data processed by the application program; a decryption section

(for exampleyibe deshyptionrsectipn 3diindrig.d)the constituent features, the
fact does not mean that the embodiment does not corresponds
to the constituent features. On the contrary, if an
embodiment is described here as corresponding to the
constituent features, the fact does not mean the embodiment
does not correspond to the features other than the
constituent features.

An information processing apparatus (for example, the

AP changing unit 5 of Fig. 2) according to an embodiment of
the present invention includes: an obtaining section (for
example, the external communication section 32 in Fig. 5)
obtaining an application program in accordance with a type
of service using the non-contact IC card; an encryption
section (for example, the encryption section 34 in Fig. 5)
encrypting the obtained application program and processing
data processed by the application program; a decryption
section (for example, the decryption section 35 in Fig. 5)
decrypting the encrypted application program and the
corresponding processing data; a first storage section (for
example, the nonvolatile memory 18 in Fig. 2) storing the
encrypted application program and the corresponding

processing data; a second storage section (for example, the

- 11 -



decrypting the encrypted application program and the corresponding processing data; a first storage
section (for example, the nonvolatile memory 18 in Fig. 2) storing the encrypted application program
and the corresponding processing data; a second storage section (for example, the - 11 memory 17
in Fig. 2) to which the decrypted application program and the corresponding processing data are
loaded; a management section (for example, the memory management section 33 in Fig. 5)
managing the first and the second storage sections; and an execution section (for example, the AP
execution section 36 in Fig. 5) executing the application program loaded to the second storage
section. An information processing apparatus according to the embodiment may further include a
non-contagtesttimunhitation FSettion (forexafipte, thegedgeviterd ing. 1Daeading data from and
writing data onto the non-contact IC card. An information rocessinggmethod aTd ﬁ‘?r%%ram according
r

to an embBdintErtdf tHE presentiRtERTST NS TR StESS B19inTeSForise to'at iNetriction to start a
fist application uagram.Jeading the processing. data camesponsiing fo.3 secand application program

different from the first application program from the second storage™ section (for example, step S13 in
Fig. 7); enerypting thes Jead pracessing dataLforexample,rstep S1dnia Rigel)second
storage sections; and an execution section (for example, the
AP execution section 36 in Fig. 5) executing the application
program loaded to the second storage section.

An information processing apparatus according to the
embodiment may further include a non-contact communication
section (for example, the reader/writer 3 in Fig. 1) reading
data from and writing data onto the non-contact IC card.

An information processing method and program according
to an embodiment of the present invention include the steps
of: in response to an instruction to start a first
application program, reading the processing data
corresponding to a second application program different from
the first application program from the second storage
section (for example, step S13 in Fig. 7); encrypting the
read processing data (for example, step S14 in Fig. 7),
storing the encrypted processing data into the first storage
section (for example, step S15 in Fig. 7); clearing the
second storage section (for example, step S16 in Fig. 7);
reading the encrypted first application program and the
corresponding processing data from the first storage section

(for example, step S17 in Fig. 7); decrypting the read

- 12 -



storing the encrypted processing data into the first storage section (for example, step S15 in Fig. 7);
clearing the second storage section (for example, step S16 in Fig. 7); reading the encrypted first
application program and the corresponding processing data from the first storage section (for
example, step S17 in Fig. 7); decrypting the read - 12 encrypted first application program and the
corresponding processing data (for example, step S18 in Fig. 7); and loading the decrypted first
application program and the corresponding processing data to the second storage section (for
example, step S19 in Fig. 7). In the following, a detailed description will be given of a specific
embodiment of the present invention with reference to the drawings. Fig. 1 illustrates an example of
the config@wafdnBf adnéri-edhtarPIq tard éanniificativh SRt RRcerling BPamncdmBodiment of the
present invention. This nop-contact IC card communication %/stem 1 inclu_ges a reader/writer 3 for

reading data ot and hritingtata Bhtd™3 ABR-CONtELTE card 2 ar AP chahgirgdnit 5 for controlling
the reader/yier 30y pxequing, a1 A, and & copieolles .fg6 speeling AN AR 1o he executed by the

AP changing unit 5. The non-contact IC card 2 generates electricity by electromagnetic induction
using the electrerpagnetic\ware®cessing data to the second storage section
(for example, step S19 in Fig. 7).

In the following, a detailed description will be given
of a specific embodiment of the present invention with
reference to the drawings.

Fig. 1 illustrates an example of the configuration of a
non-contact IC card communication system according to an
embodiment of the present invention. This non-contact IC
card communication system 1 includes a reader/writer 3 for
reading data from and writing data onto a non-contact IC
card 2, an AP changing unit 5 for controlling the
reader/writer 3 by executing an AP, and a controller 6 for
specifying an AP to be executed by the AP changing unit 5.

The non-contact IC card 2 generates electricity by
electromagnetic induction using the electromagnetic waves
radiated from an RF antenna 4 embedded in the reader/writer
3, performs data communication with the reader/writer 3
using the generated electric power, and records data in the
non-contact IC card 2.

The reader/writer 3 can handle a plurality of non-
contact IC cards 2 whose providers are individually

different by changing APs to be executed in the AP changing

- 13 -



radiated from an RF antenna 4 embedded in the reader/writer 3, performs data communication with
the reader/writer 3 using the generated electric power, and records data in the non-contact IC card 2.
The reader/writer 3 can handle a plurality of non- contact IC cards 2 whose providers are individually
different by changing APs to be executed in the AP changing - 13 unit 5. The AP changing unit 5
executes the AP specified by the controller 6 out of a plurality of APs held in advance. Also, the AP
changing unit 5 can add a new AP from the outside and hold it under the control of the controller 6.
Thus, it is possible to increase the types of non-contact IC cards 2 that can be handled by the
reader/writer 3. The controller 6 corresponds to, for example the user's operation for selecting the type
of non-corf&cétiCxard 2, and controls the AP changing unit 5 to execute the AP corresponding to the
selected service. Also, the clgntroller 6 allows the AP changi?r?gunit 5 to obtain a new AP

t

Accordingly, it is poSsible 0 TAEEARE tHE himber OF Slpporting sévicapToviters. and thHandle the
revision ofcggﬁPo ﬂ%fig. 2 Jlustrates %gﬁmg@yofoaffi@gog@g}gaggn 0f the AP changing unit 5.

The AP changing unit 5 includes
Also, the AP changing unit 5 can add a new AP from the
outside and hold it under the control of the controller 6.
Thus, 1t is possible to increase the types of non-contact IC
cards 2 that can be handled by the reader/writer 3.

The controller 6 corresponds to, for example the user's
operation for selecting the type of non-contact IC card 2,
and controls the AP changing unit 5 to execute the AP
corresponding to the selected service. Also, the controller
6 allows the AP changing unit 5 to obtain a new AP.
Accordingly, it is possible to increase the number of
supporting service providers, and to handle the revision of
an AP, etc.

Fig. 2 illustrates an example of a first configuration
of the AP changing unit 5. The AP changing unit 5 includes
a CPU 11 for executing various programs described below, a
nonvolatile memory 13 connected to the CPU 11 through a bus
12 for storing a control program 21 controlling the basic
operation of the AP changing unit 5, a controller I/F
(interface) 14 to which the controller 6 is connected, a
reader/writer I/F 15 to which the reader/writer 3 is
connected, an external I/F 16 connected to an external

device, a memory 17 used for an AP execution area, and a
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a CPU 11 for executing various programs described below, a nonvolatile memory 13 connected to the
CPU 11 through a bus 12 for storing a control program 21 controlling the basic operation of the AP
changing unit 5, a controller I/F (interface) 14 to which the controller 6 is connected, a reader/writer I/F
15 to which the reader/writer 3 is connected, an external I/F 16 connected to an external device, a
memory 17 used for an AP execution area, and a - 14 nonvolatile memory 18, which is I/0-connected
to the CPU 11, used for a save area of an AP, etc. The memory 17 is provided with an AP execution
area having constantly the same size on the same address. A decrypted AP 26 to be executed and
private data (in the following, described as a PD) 27 processed by the AP 26 are loaded into the AP
execution BFEEY M &Hid tegaraneiey memo T hayhel 4 Yokile Aehssty tor athenvaratilé memory. If a
volatile memory, which is lower in price than a nonvolatile memory, is used, the production cost can
be reduced’ efn%rnv%la?ifev%eﬁ%§ 18'héits an’AP 23 a PD 23 processed only by the

corresponding ARy,and cntent data; (in ihe fallawing described,s Co) 24.arggessed.only by the
corresponding AP. In this regard, any one of AP, PD, and Co is held by having been encrypted.
However, theyimay berheldint 1y the same size on the same address. A
decrypted AP 26 to be executed and private data (in the
following, described as a PD) 27 processed by the AP 26 are
loaded into the AP execution area. In this regard, the
memory 17 may be a volatile memory or a nonvolatile memory.
If a volatile memory, which is lower in price than a
nonvolatile memory, is used, the production cost can be
reduced.

The nonvolatile memory 18 holds an AP 22, a PD 23
processed only by the corresponding AP, and content data (in
the following described as Co) 24 processed only by the
corresponding AP. In this regard, any one of AP, PD, and Co
is held by having been encrypted. However, they may be held
without being encrypted in accordance with the necessity for
secrecy.

In this regard, the nonvolatile memory 18 may not be
I/0 connected to the CPU 11, and may be connected to the CPU
11 through the bus 12 as shown in Fig. 3. Also, as shown in
Fig. 4, the nonvolatile memory 13 may be omitted, and the
control program 21 may be stored in the nonvolatile memory
18. Also, the memory 17 may be omitted, and the AP

execution area may be disposed in the nonvolatile memory 18.
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without being encrypted in accordance with the necessity for secrecy. In this regard, the nonvolatile
memory 18 may not be 1/0O connected to the CPU 11, and may be connected to the CPU 11 through
the bus 12 as shown in Fig. 3. Also, as shown in Fig. 4, the nonvolatile memory 13 may be omitted,
and the control program 21 may be stored in the nonvolatile memory 18. Also, the memory 17 may
be omitted, and the AP execution area may be disposed in the nonvolatile memory 18. - 15 Next, Fig.
5 illustrates an example of the configuration of functional blocks achieved by the CPU 11 of the AP
changing unit 5 executing the control program 21. A controller management section 31 receives a
command sent from the controller 6 connected through the controller I/F 14, and controls an external
communication séetién 3818 -memioky widiiatjentert seetioinB3cand ah&P execution section 36 in
accordance with the received command. Also, after the completion of the E%ocessing corresponding to

the received EohtHaRd thE cohtrbh&ShARRgEmBDSEGioh 31 fgfiesthe - e5mitetioh of that
processing fo-thgcontroller 6., The extesnal commpynication sectign 32 offains-ap AR and the Co

corresponding to the AP, etc., from the external device (a drive supporting a predetermined recording
medium, a server afva bebvarkromthedikepenaneeted thiough theceives a command
sent from the controller 6 connected through the controller
I/F 14, and controls an external communication section 32, a
memory management section 33, and an AP execution section 36
in accordance with the received command. Also, after the
completion of the processing corresponding to the received
command, the controller management section 31 notifies the
completion of that processing to the controller 6.

The external communication section 32 obtains an AP and
the Co corresponding to the AP, etc., from the external
device (a drive supporting a predetermined recording medium,
a server on a network, or the like) connected through the
external I/F 16 under the control of the controller
management section 31.

The memory management section 33 controls the reading
and writing of an AP, etc., on the memory 17 and the
nonvolatile memory 18 in accordance with the control by the
controller management section 31. An encryption section 34
encrypts an AP, etc., to be held in the nonvolatile memory
18 under the control of the memory management section 33. A
decryption section 35 decrypts an AP, etc., read from the

nonvolatile memory 18 under the control of the memory



external I/F 16 under the control of the controller management section 31. The memory management
section 33 controls the reading and writing of an AP, etc., on the memory 17 and the nonvolatile
memory 18 in accordance with the control by the controller management section 31. An encryption
section 34 encrypts an AP, etc., to be held in the nonvolatile memory 18 under the control of the
memory management section 33. A decryption section 35 decrypts an AP, etc., read from the
nonvolatile memory 18 under the control of the memory - 16 management section 33. The AP
execution section 36 determines whether the AP to be executed has been loaded in the memory 17
under the control of the controller management section 31. Also, the AP execution section 36
executes arrAPI6aGEd int6 fiel Themdry 16. In this regard, the functional blocks shown in Fig. 5 may
be achieved by hardware. Next, a description will be given of the oper%ilon of the @P changing unit 5.

First, with referencetd the HoWeharh Fig B, 2> des&riptforo Wil BE §ivBA of B5e prodessing (in the
following, desqribed.as AP Save Proeessing) yuhich oblaigs, an AR and ontenidata fiom the external

device and saves them
control of the controller management section 31. Also, the

AP execution section 36 executes an AP loaded into the
memory 16.

In this regard, the functional blocks shown in Fig. 5
may be achieved by hardware.

Next, a description will be given of the operation of
the AP changing unit 5.

First, with reference to the flowchart in Fig. 6, a
description will be given of the processing (in the
following, described as AP save processing) which obtains an
AP and content data from the external device and saves them
in the nonvolatile memory 18.

This AP save processing is started when a command
instructing to obtain a new AP and content data (in the
following, described as an AP, etc.) 1is sent from the
controller 6, and the command is received by the controller
management section 31.

In step S1, the external communication section 32
obtains an AP, etc., from an external device and outputs the
obtained AP, etc., to the memory management section 33 under
the control of the controller management section 31. 1In

step S2, the memory management section 33 outputs the AP,
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in the nonvolatile memory 18. This AP save processing is started when a command instructing to
obtain a new AP and content data (in the following, described as an AP, etc.) is sent from the
controller 6, and the command is received by the controller management section 31. In step Si, the
external communication section 32 obtains an AP, etc., from an external device and outputs the
obtained AP, etc., to the memory management section 33 under the control of the controller
management section 31. In step S2, the memory management section 33 outputs the AP, - 17 etc.,
input from the external communication section 32 to the encryption section 34 to perform encryption
under the control of the controller management section 31. In step S3, the memory management
section 33%&€ordsitHeréncrypedtAR, et aitbake pofivolatiearhénory 28tprivided with an AP save
area. In step S4, the memor mana%emeg]t section 33 sends a notificgtion indi?iatin the completion

of saving th8 AP 5 theartfolIEr ahdgement “sdctibh 317 I FSspoR5s 18 thig hofification, the
controller @gﬂ@g%megksf%q@ncyngEl;pﬁ%g_henggg%MiQCQM@OmeéantroIIer 6. Then, the AP

save processing is terminated. By the above-described AP save processing, the AP, etc.,
In step S3, the memory management section 33 records

the encrypted AP, etc., into the nonvolatile memory 18
provided with an AP save area. In step S4, the memory
management section 33 sends a notification indicating the
completion of saving the AP to the controller management
section 31. 1In response to this notification, the
controller management section 31 outputs the similar
notification to the controller 6. Then, the AP save
processing is terminated.

By the above-described AP save processing, the AP, etc.,
added to the AP changing unit 5 are encrypted and saved in
the AP save area of the nonvolatile memory 18, and thus it
is possible to keep the AP, etc., secret from the other APs.

Next, with reference to the flowchart in Fig. 7, a
description will be given of the processing (in the
following, described as AP changing processing) which starts
an AP and changes APs in execution.

This AP changing processing is started when a command
instructing to start or change APs is sent from the
controller 6, and the command is received by the controller
management section 31.

In step S11, the controller management section 31
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added to the AP changing unit 5 are encrypted and saved in the AP save area of the nonvolatile
memory 18, and thus it is possible to keep the AP, etc., secret from the other APs. Next, with
reference to the flowchart in Fig. 7, a description will be given of the processing (in the following,
described as AP changing processing) which starts an AP and changes APs in execution. This AP
changing processing is started when a command instructing to start or change APs is sent from the
controller 6, and the command is received by the controller management section 31. In step S11, the
controller management section 31 - 18 obtains information identifying an AP to be started from the

controller 6, and notifies the obtained information to the AP execution section 36. In step S12, the AP
execution SEEIN36 deteriiivds. Whetkathe AP fwbe Btdried-RadBeért fodord ihtoCtheArR execution
area disposed in tI}e memory 17 on the basis of %he notification from the controller management

{

section 31 it I detemined iRt the AP 1§ Be started had Rt hedr Io8ddd iHto Hie APexecution

area in theymemory. 17, another. AR has been loaded into the AP execution area in the memory 17
and might be running. Thus, the processing proceeds to step S13 in order to conceal the PD to be
processed only byn step S12, the AP execution section 36 determines

whether the AP to be started has been loaded into the AP
execution area disposed in the memory 17 on the basis of the
notification from the controller management section 31. If
it is determined that the AP to be started has not been
loaded into the AP execution area in the memory 17, another
AP has been loaded into the AP execution area in the memory
17 and might be running. Thus, the processing proceeds to
step S13 in order to conceal the PD to be processed only by
the loaded AP from the AP to be started.

In step S13, the AP execution section 36 requests the
memory management section 33 to record the private data in
the AP execution area of the memory 17. In response to this
request, the memory management section 33 reads the private
data from the AP execution area of the memory 17, and
outputs the data to the encryption section 34. 1In step S14,
the encryption section 34 encrypts the private data input
from the memory management section 33, and returns the data
to the memory management section 33. In step S15, the
memory management section 33 records the encrypted private
data into the AP save area of the nonvolatile memory 18.

Furthermore, the memory management section 33 notifies the
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the loaded AP from the AP to be started. In step S13, the AP execution section 36 requests the
memory management section 33 to record the private data in the AP execution area of the memory
17. In response to this request, the memory management section 33 reads the private data from the
AP execution area of the memory 17, and outputs the data to the encryption section 34. In step S14,
the encryption section 34 encrypts the private data input from the memory management section 33,
and returns the data to the memory management section 33. In step S15, the memory management
section 33 records the encrypted private data into the AP save area of the nonvolatile memory 18.
Furthermore, the memory management section 33 notifies the - 19 AP execution section 36 that the
encrypted privatecdata Has Beert fecordéd irite thée AP saveraiebsst the hvavsladiet méméry 18. In
step S16, the AP execution section 36 clears the AP executirgntagea of the memary 17 in response to
u

the notificiioH froft fiie henory thanagetient SECtiGH 33. Thus, “the AP {Rattids heen loaded so far

is deleted, and the prvate data corresponding to the AP loaded so far is deleted from the memory 17.
In step S17, the AP execution section 36 requests the memory management section 33 to load the
AP to be executeth step S16, the AP execution section 36 clears the AP

execution area of the memory 17 in response to the
notification from the memory management section 33. Thus,
the AP that has been loaded so far is deleted, and the
private data corresponding to the AP loaded so far is
deleted from the memory 17.

In step S17, the AP execution section 36 requests the
memory management section 33 to load the AP to be executed
and the private data corresponding to the AP (in the
following, described as an AP, etc.) into the AP save area
of the memory 17. In response to this request, the memory
management section 33 reads the encrypted AP, etc., to be
executed from the AP save area of the nonvolatile memory 18,
and outputs them to the decryption section 35.

In step S18, the decryption section 35 decrypts the
encrypted AP, etc., input from the memory management section
33, and returns them to the memory management section 33.

In step S19, the memory management section 33 loads the
decrypted AP, etc., into the AP execution area of the memory
17, and notifies the AP execution section 36 that the
decrypted AP, etc., has been recorded into the AP execution

area of the memory 17.
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and the private data corresponding to the AP (in the following, described as an AP, etc.) into the AP
save area of the memory 17. In response to this request, the memory management section 33 reads
the encrypted AP, etc., to be executed from the AP save area of the nonvolatile memory 18, and
outputs them to the decryption section 35. In step S18, the decryption section 35 decrypts the
encrypted AP, etc., input from the memory management section 33, and returns them to the memory
management section 33. In step S19, the memory management section 33 loads the decrypted AP,
etc., into the AP execution area of the memory 17, and notifies the AP execution section 36 that the
decrypted AP, etc., has been recorded into the AP execution area of the memory 17. - 20 By the
processing in stelp¥ SIS PY Sfter e AP - Pestarted has beén Igdderintd the®RPtexecution area

of the memory 17, the processin roceeﬁs (0 stetp 823. In th_is regard, in step S12, if it is determined
that the AP Be"Staiad Kas BEGH loddéd Tito 106 AP SXechition”arad oFthe idioR 17, He
proceslsingnélﬂ%?telpﬁﬁ]c%go §§-8c<§£‘9i¢!§ p;%gc&sgg}gsp@gegggﬁo step S20. In step S20, the AP
execution section 36 starts the' AP loaded in the AP execution area of the memory 17. In step S21,
the AP executionrsections36-sendsitheinotificatiorstiat if it is determined that
the AP to be started has been loaded into the AP execution
area of the memory 17, the processing skips steps S13 to S19,
and the processing proceeds to step S20.
In step S20, the AP execution section 36 starts the AP
loaded in the AP execution area of the memory 17. 1In step
S21, the AP execution section 36 sends the notification that
the specified AP has been started to the controller
management section 31. In response to this notification,
the controller management section 31 outputs the similar
notification to the controller 6.
The AP that has been started in this manner can
directly access the private data loaded in the same AP
execution area of the memory 17. Also, The AP can access
the corresponding Co saved in the nonvolatile memory 18
through the memory management section 33. The AP changing
processing is terminated by the above.
By the AP changing processing described above, the AP
to be executed is loaded into the AP execution area disposed
at the same address in the memory 17 all the time. Thus,
the dynamic link at the time of loading and at the time of

starting an AP in the AP execution environment becomes
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the specified AP has been started to the controller management section 31. In response to this
notification, the controller management section 31 outputs the similar notification to the controller 6.
The AP that has been started in this manner can directly access the private data loaded in the same
AP execution area of the memory 17. Also, The AP can access the corresponding Co saved in the
nonvolatile memory 18 through the memory management section 33. The AP changing processing is
terminated by the above. By the AP changing processing described above, the AP to be executed is
loaded into the AP execution area disposed at the same address in the memory 17 all the time. Thus,
the dynamic link at the time of loading and at the time of starting an AP in the AP execution
environmertBEESRESL 21 ahfeddssaty! Emidthe intefsretatibntéftheé dscdtibAninformation of the AP
and the reloc%tion becomes gnnecessary. Acc%rdinﬂglg(lg:;|L it becomes possible to start the AP at a high

speed and 3 siBfify thE operatidh ervirdAmeht SWhen tie Funfing” AP Akce s S8 e Coifdshonding
private dafa, since; the Rprivate data has been loaded.in the same ARy exegution areq agthat of the AP,

it becomes unnecessary for the MMU to perform the logical/physical address conversion. Thus, the
running AR par direstly aecessipe ipfivatehdatéperation environment.

When the running AP accesses the corresponding private
data, since the private data has been loaded in the same AP
execution area as that of the AP, it becomes unnecessary for
the MMU to perform the logical/physical address conversion.
Thus, the running AP can directly access the private data.
Accordingly, it becomes possible to process the AP at a high
speed, to simplify and to speed up the processing, and to
reduce the size of the code.

Also, All the content data is saved in the nonvolatile
memory 18 that is not allowed to be directly accessed by the
running AP, and thus it becomes possible to restrict the
access right to the content data.

Furthermore, at the time of changing APs, the private
data corresponding to the AP that has been executed so far
is backed up in the nonvolatile memory 18, and that private
data is reloaded into the memory 17 when that AP is started
next time. Thus, it is possible to achieve the continuity
of the processing in the execution environment of the
discrete AP in time.

Moreover, the running AP can use the nonvolatile memory

18, etc., as a storage space through the memory management
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Accordingly, it becomes possible to process the AP at a high speed, to simplify and to speed up the
processing, and to reduce the size of the code. Also, All the content data is saved in the nonvolatile
memory 18 that is not allowed to be directly accessed by the running AP, and thus it becomes
possible to restrict the access right to the content data. Furthermore, at the time of changing APs, the
private data corresponding to the AP that has been executed so far is backed up in the nonvolatile
memory 18, and that private data is reloaded into the memory 17 when that AP is started next time.
Thus, it is possible to achieve the continuity of the processing in the execution environment of the
discrete AP in time. Moreover, the running AP can use the nonvolatile memory 18, etc., as a storage
space throtghthe mehiosmafdddément t@2tBechish 33 araddifion 36 #fe AP éXeution area of the
memory 17. In thisr gard, in this specification, the steps executed on the basis of the control program
21 includetR€ “Procedsing to be performed in time series in accordance with the described sequence

as a matter of co , s include: the i ich is n rily executed in
time series, but ig f)%clﬁm%e%%%g?aal% c%?? i 5@{88%%%%%1‘{\%‘}{‘, e SEERTY
executed on the basis of the control program 21 include the
processing to be performed in time series in accordance with
the described sequence as a matter of course. Also, the
steps include the processing which is not necessarily
executed in time series, but is executed in parallel or
individually.
Also, in this specification, a system represents the
entire apparatus including a plurality of apparatuses.
In this regard, an embodiment of the present invention
is not limited to the embodiment described above, and

various modifications are possible without departing from

the spirit and scope of the present invention.
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individually. Also, in this specification, a system represents the entire apparatus including a plurality of
apparatuses. In this regard, an embodiment of the present invention is not limited to the embodiment
described above, and various modifications are possible without departing from the spirit and scope
of the present invention. - 23 WHAT IS CLAIMED IS: 1. An information processing apparatus for
controlling a reader/writer reading data from and writing data into a non-contact IC (Integrated Circuit)
card by executing an application program in accordance with a type of service using the non-contact
IC card, the information processing apparatus comprising: an obtaining section obtaining an
application program in accordance with a type of service using the non-contact IC card; an encryption
section entipiing thé bbtditiéd application program and processing data processed by the
application program; a decryption section decrypting the encrypted application program and
corresponding processing data; a first storage section storing the encrypted application program and

CO”eSpondmg[M?pesﬂﬂggﬁgarmation processing apparatus for controlling
a reader/writer reading data from and writing data into a
non-contact IC (Integrated Circuit) card by executing an
application program in accordance with a type of service
using the non-contact IC card, the information processing
apparatus comprising:

an obtaining section obtaining an application program
in accordance with a type of service using the non-contact
IC card;

an encryption section encrypting the obtained
application program and processing data processed by the
application program;

a decryption section decrypting the encrypted
application program and corresponding processing data;

a first storage section storing the encrypted
application program and corresponding processing data;

a second storage section to which the decrypted
application program and corresponding processing data are
loaded;

a management section managing the first and the second
storage sections; and

an execution section executing the application program

loaded to the second storage section,
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a second storage section to which the decrypted application program and corresponding processing
data are loaded; a management section managing the first and the second storage sections; and an
execution section executing the application program loaded to the second storage section, - 24
wherein in response to an instruction to start a first application program, the management section
reads processing data corresponding to a second application program different from the first
application program from the second storage section, causes the encryption section to encrypt the
read processing data, stores the encrypted processing data into the first storage section, clears the
second storage section, then reads the encrypted first application program and corresponding
processing data fifirtheTirdtstorRgesEttionC calisés fie dedryptiort Sectioiito dechyptihe read
encrypted firsgg?'p lication ram and corresponding{grocessing data, and loads the decrypted first
a

Sopletior B e arth cBRERGMing Brodiua AP AR TneaRS SRtoRS AMh7aB8 CRTONE. The
infprmatior&gg%ceéég@e%%a%@cgg rding to. Glai n%ﬁ—p wherein ip, reSRONSENO @ndnstruction to start

a first
from the first application program from the second storage
section, causes the encryption section to encrypt the read
processing data, stores the encrypted processing data into
the first storage section, clears the second storage section,
then reads the encrypted first application program and
corresponding processing data from the first storage section,
causes the decryption section to decrypt the read encrypted
first application program and corresponding processing data,
and loads the decrypted first application program and

corresponding processing data into the second storage

section.

2. The information processing apparatus according to
Claim 1,

wherein in response to an instruction to start a first
application program, the execution section determines
whether the first application program has been loaded into
the second storage section,

when it is determined that the first application
program has not been loaded into the second storage section,
the management section reads processing data corresponding

to a second application program different from the first
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application program, the execution section determines whether the first application program has been
loaded into the second storage section, when it is determined that the first application program has
not been loaded into the second storage section, the management section reads processing data
corresponding to a second application program different from the first - 25 application program from
the second storage section, causes the encryption section to encrypt the read processing data,

stores the encrypted processing data into the first storage section, clears the second storage section,
then reads the encrypted first application program and corresponding processing data from the first
storage section, causes the decryption section to decrypt the read encrypted first application program
and correspRRdingeProeessing datd] andCbadsthe deeRmted first apphcatiohPrograt amd
correspondin% processing data into the second storage section. 3. The information processing

apparatus accofding 18 ‘I8 T Ewhafdin tie fitst §i6rage S8ctioria £ASNoIAHE Imeristy, and the
second starage section. is volatile memary. 4 Jihe informationprogessing appargtus-geeording to

section, clears the second storage section, then reads the
encrypted first application program and corresponding
processing data from the first storage section, causes the
decryption section to decrypt the read encrypted first
application program and corresponding processing data, and
loads the decrypted first application program and
corresponding processing data into the second storage

section.

3. The information processing apparatus according to
Claim 1,

wherein the first storage section is a nonvolatile
memory, and

the second storage section is a volatile memory.

4. The information processing apparatus according to
Claim 1, further comprising

a non-contact communication section reading data from
and writing data onto the non-contact IC card in accordance

with the application program in execution.

5. A method of processing information of an



Claim 1, further comprising a non-contact communication section reading data from and writing data
onto the non-contact IC card in accordance with the application program in execution. 5. A method of
processing information of an - 26 information processing apparatus including a first storage section
storing an encrypted application program and corresponding processing data, a second storage
section loading a decrypted application program and corresponding processing data, and an
execution section executing the application program loaded in the second storage section, and
controlling a reader/writer reading data from and writing data into a non-contact IC (Integrated Circuit)
card by executing an application program in accordance with a type of service using the non-contact
IC card, themhetrpatof opraeEssiag rifoematitr. comisrising thedsdteds of: in response to an instruction

to start a first application program, readin processinr% data correspondin Cio a second application
program differentromithe fir Oﬁﬁﬁl‘?ca?i%ﬁgcpjr%ra%? Hl%eaglec%lﬁarsﬁfgrtag% section; encrypting the

read procegsing; data; storipg e sncrypted-Bracessing faty inie the ficst sforage section;

a second storage section loading a decrypted
application program and corresponding processing data, and

an execution section executing the application program
loaded in the second storage section, and

controlling a reader/writer reading data from and
writing data into a non-contact IC (Integrated Circuit) card
by executing an application program in accordance with a
type of service using the non-contact IC card, the method of
processing information, comprising the steps of:

in response to an instruction to start a first
application program, reading processing data corresponding
to a second application program different from the first
application program from the second storage section;

encrypting the read processing data;

storing the encrypted processing data into the first
storage section;

clearing the second storage section;

reading the encrypted first application program and
corresponding processing data from the first storage
section;

decrypting the read encrypted first application program

and corresponding processing data; and
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clearing the second storage section; reading the encrypted first application program and
corresponding processing data from the first storage section; decrypting the read encrypted first
application program and corresponding processing data; and - 27 loading the decrypted first
application program and corresponding processing data into the second storage section. 6. The
information processing apparatus according to Claim 5, wherein in response to an instruction to start
a first application program, the execution section determines whether the first application program
has been loaded into the second storage section, when the first application program has not been
loaded into the second storage section, the execution section reads processing data corresponding
to a second applit@a#ion differant fierahe fiest applicaticiPprogfarh ffom e s6eshd Bforage section,
causes the encr gtion ection to encrypt the read p,rocessi%% data, stores the encrypted processing

data into tEfirst StothGe Sechiat CTears Me S656nd S6ragBsettion e r8ads the encrypted first

application, pregray and corresponding processing data from the first

6. The information processing apparatus according to
Claim 5,

wherein in response to an instruction to start a first
application program, the execution section determines
whether the first application program has been loaded into
the second storage section,

when the first application program has not been loaded
into the second storage section, the execution section reads
processing data corresponding to a second application
different from the first application program from the second
storage section, causes the encryption section to encrypt
the read processing data, stores the encrypted processing
data into the first storage section, clears the second
storage section, then reads the encrypted first application
program and corresponding processing data from the first
storage section, causes the decryption section to decrypt
the read encrypted first application program and
corresponding processing data, and loads the decrypted first
application program and corresponding processing data into

the second storage section.
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storage section, causes the decryption section to decrypt the read encrypted first application program
and corresponding processing data, and loads the decrypted first application program and
corresponding processing data into the second storage section. - 28 7. The information processing
apparatus according to Claim 5, wherein the first storage section is a nonvolatile memory, and the
second storage section is a volatile memory. 8. The information processing apparatus according to
Claim 5, further comprising a non-contact communication section reading data from and writing data
onto the non-contact IC card in accordance with the application program in execution. 9. A program
for controlling an information processing apparatus including first storage means for storing
processing data torre5pending 16 anterictyted epplicatibrapiograh See6a6 Stbrage hteans for
loading pra essinngata corresponding to a decrypted application program, and execution means for
executing th aéﬁ‘pllcation program loaded in the second storage section, and controlling a

readeﬂwn“”rea@mgfgﬁﬁf@m%a@Qrst storage section is a nonvolatile

memory, and

the second storage section is a volatile memory.

8. The information processing apparatus according to
Claim 5, further comprising

a non-contact communication section reading data from
and writing data onto the non-contact IC card in accordance

with the application program in execution.

9. A program for controlling an information processing
apparatus including

first storage means for storing processing data
corresponding to an encrypted application program,

second storage means for loading processing data
corresponding to a decrypted application program, and

execution means for executing the application program
loaded in the second storage section, and

controlling a reader/writer reading data from and
writing data into a non-contact IC (Integrated Circuit) card
by executing an application program in accordance with a
type of service using the non-contact IC card, the program

causing an execution means to execute processing information,
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writing data into a non-contact IC (Integrated Circuit) card by executing an application program in
accordance with a type of service using the non-contact IC card, the program causing an execution
means to execute processing information, - 29 comprising the steps of: in response to an instruction
to start a first application program, reading processing data corresponding to a second application
program different from the first application program from the second storage means; encrypting the
read processing data, storing the encrypted processing data into the first storage means; clearing the
second storage means; reading the encrypted first application program and corresponding processing
data from the first storage means; decrypting the read encrypted first application program and
correspondifprécassing Batas bl Soadding the decrypted first application program and
corresponding processin% data into the second storage means. 10. An information processing

apparatus for contfollig B t85Geririte? rédding Yatd #Bm-&nd Whitihg °dath’ifto a non-contact IC
(ntegrated, Citeuiard by, exeeuiing an. anplication JKegra |t AGroIdRnGE Wi -yps of service

using the non-contact IC card, information
to a second application program different from the first
application program from the second storage means;
encrypting the read processing data,
storing the encrypted processing data into the first
storage means;
clearing the second storage means;
reading the encrypted first application program and
corresponding processing data from the first storage means;
decrypting the read encrypted first application program
and corresponding processing data; and

loading the decrypted first application program and

corresponding processing data into the second storage means.

10. An information processing apparatus for
controlling a reader/writer reading data from and writing
data into a non-contact IC (Integrated Circuit) card by
executing an application program in accordance with a type
of service using the non-contact IC card, the information
processing apparatus comprising:

obtaining means for obtaining an application program in
accordance with a type of service using the non-contact IC

card;
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processing apparatus comprising: obtaining means for obtaining an application program in
accordance with a type of service using the non-contact IC card; - 30 encryption means for
encrypting the obtained application program and processing data processed by the application
program; decryption means for decrypting the encrypted application program and corresponding
processing data; first storage means for storing the encrypted application program and corresponding
processing data; second storage means to which the decrypted application program and
corresponding processing data are loaded; management means for managing the first and the second
storage means; and execution means for executing the application program loaded to the second
storage means, WRerePin@8pdRse fo 49 hstiuehion td starta firstPagplication program, the
management means reads processin to a second Zgglic%tion program different
S

n% data corres onding
from the i BpplicatioR brBgFath Front fife ?gc%%%sgé%%e Aiehn?t R8T theBhcistion means to

encrypt th%ﬁ%ﬁq (péngir%gfga@aﬁgores the encrypted processing data into the first storage means,
clears the second storage means,

decryption means for decrypting the encrypted
application program and corresponding processing data;

first storage means for storing the encrypted
application program and corresponding processing data;

second storage means to which the decrypted application
program and corresponding processing data are loaded;

management means for managing the first and the second
storage means; and

execution means for executing the application program
loaded to the second storage means,

wherein in response to an instruction to start a first
application program, the management means reads processing
data corresponding to a second application program different
from the first application program from the second storage
means, causes the encryption means to encrypt the read
processing data, stores the encrypted processing data into
the first storage means, clears the second storage means,
then reads the encrypted first application program and
corresponding processing data from the first storage means,
causes the decryption means to decrypt the read encrypted
first application program and corresponding processing data,

and loads the decrypted first application program and
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then reads the encrypted first application program and corresponding processing data from the first
storage means, causes the decryption means to decrypt the read encrypted first application program
and corresponding processing data, and loads the decrypted first application program and - 31
corresponding processing data into the second storage means. 11. A method of processing
information of an information processing apparatus including first storage means for storing an
encrypted application program and corresponding processing data, second storage means for
loading a decrypted application program and corresponding processing data and execution means for
executing the application program loaded in the second storage means, and controlling a
reader/write? ¥é&ding taid FoRrasE #eiling dathdntdld AohontRe rC AntégraftECireain<card by
executing an application program in accordance with a type of service using the non-contact IC card,
the method of processing information, comprising: in response to an instruction to start a first

application program, re%diﬁgtﬁ{rggeggnggggaeggr{%%oqm;g)a@ sggond-application program

different from the first application program from the Second storage means; encrypting the read

processing lada;nsioring thereneryptedpracessing datai inta theifirgt Sierage sneansy<€learing the

second storage means; reading
means for storing an encrypted application program and
corresponding processing data, second storage means for
loading a decrypted application program and corresponding
processing data and execution means for executing the
application program loaded in the second storage means, and
controlling a reader/writer reading data from and writing
data into a non-contact IC (Integrated Circuit) card by
executing an application program in accordance with a type
of service using the non-contact IC card, the method of
processing information, comprising: in response to an
instruction to start a first application program, reading
processing data corresponding to a second application
program different from the first application program from
the second storage means; encrypting the read processing
data; storing the encrypted processing data into the first
storage means; clearing the second storage means; reading
the encrypted first application program and corresponding
processing data from the first storage means; decrypting the
read encrypted first application program and corresponding
processing data; and loading the decrypted first application

program and corresponding processing data into the second
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the encrypted first application program and corresponding processing data from the first storage
means; decrypting the read encrypted first application program and corresponding processing data;
and loading the decrypted first application program and corresponding processing data into the
second - 32 storage means. - 33

storage means.
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