* "WD 2005/ 039108 - PCT/1B2004/ 003573 -1 A METHOD FOR
HANDLI NG SERVI CE FAILURES Field of the Invention: 5
- wWolmeogrsement invention relates to conmuni cat i GiCT/IB2004/003573
systens, and in particular, the control of _
‘conmuni cation sessions in a | P fultinmedia subsystem
Description of the Related Art: 10 A communi cation
~ systemcan be seen as a facility that enables
- conmuni cation _ sessjons between two or nore entities
suchAMETH@P F&%H&%@HNQrﬁﬁ%\('C& FURESes associ at ed
Wi th the conmuni cati on system The communi cation
sessj.ons rray support the communi cation of, for -
exanﬁle@°é"(ﬁﬁ'i‘ﬁﬁ" ion of voice, data, multimedia and
so on. User equipment may, for exanple, be provi ded by
means of 15 a_comunications session with a two-way

tl eﬁ%rﬁ’ées@ﬁt INVSPLioR, relptefidy cagHmENeation sysiams. awe\n particular, the

equi gertfdl of EYnralisicatidf sBEQYASIAG IPYmINERBEiaGLbsystem.
comuni cations session wth a connection to an

application providing entity, for exanple to an

app! Desdripibn ofthe \Relatéd\RIt; t hus enabl i ng use of
services provided by the application server. 20 A

comuni cation systemtypically operates in accordance

10 t haGcdihrHEmcatioANslatein Qan bePEsdn! 4 at fabilty thEE eRAES 86Mmunication
or specification sets out what the various entities

assoeeSHiong DRIwEeN: tWe QF JRTe snEtas %ﬁhﬁéis@h?w@“wr%dfqr@&‘er nodes
to dassdemtdowith e cdivvlisication S@fneVERe doRimEhiciiBhesessions may

the standard or specification may define if the user,

or RYRR® pFr&FQQ]FS}U”"E%'QP glguioprexdmples perBTAEatien taf yoice, data,

Ci I Chultinfatid S4tEsb 6€T\Ydes RqaipAeRt may, 48 eXtMHE beSYbliBBe By means of
servi ce. Communi cation protocol s and/or parameters

1S .2 OO ARRSIAN WD ALy oY delsahenst FAlber miff-way conference

ot hetallsdSequiprA@RAhAy 8ls6 Bé pﬁlfvvdddtﬂy&ﬁear%rbf\éhtcﬁﬁmurh&mons session
commghcatl on can be blERjed on needs 't

oAb Pah GorARORF R o SR Caic RrOgRNG Rty SarREMS to an application

Conmrugrivera(AiSy  they eiabilRg RE® i stirviges/proabies by crfyanpjnwi@hls@ﬁ/er
for user equipnent are known. An exanple of the
wirel ess systens is the public |and nobile network

eeL I\/N)conﬁ!mctmm gystopl @plbslyaopmhéé i aveomiante aith @given standard or

Syst g;raréctlthc%&on SThe s?andardI or spe0|f ication sets out what the various entities
associated with the communication system are permitted to do and how that should
be achieved. For example, the standard or specification may define if the user, or
more precisely, user equipment is provided with a circuit switched service and/or a

| 25 packet switched service. Communication protocols and/or parametefs used for the
cconnection may also be defined. In other words, a specific set of “rules” on which
the communication can be based on needs to be defined to enable communication
by means of the system. ' '

30  Communication systems providing wireless communication for user equipment are
known. An example of the wireless systems is the public land mobile network
- (PLMN). Another example is a mobile communication system that is based, at least
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WUMobs/ggoldg, on use of conmuni cation satelliteSpcraB2004/003573
Wrel ess communi cations may al so be provided by neans

of other arrangenents, such as By neans of wreless

| ocal area networks (W.AN). Conmmuni cation on the

‘Wi reless interface. between the user equi pment and _
the el enents of the communi cati on network can be based :
on aPArtialypph 8pR PEEENREHEAlION Eatallides. Wislewsoromnypications may also be

oper gloligBd 8 mcfs of éthbpé‘rr entd!Sult ad B means of wirgless local area
comuni cat I on %ﬁtem and ofher otplﬁar atus required

t he RRIWRTKS VHkANL Ccammyaicatiosmep em'r%%%mertﬁces@mm the user
cont gqliprRent! éridet$|e eT&ﬁeMgrdf%c%muhQ:'ah&phéMoﬁ@ c?iglﬁe%sed on an

i nterconnected. One or nofe gat eway nodes.
p? ovARREGPTIELR C@Bﬂ“’@@@p%pm@c@ rﬁ'f'ﬁrﬁR%ﬂtIO@rPfﬁ'éQ W@f'k” apparatus of the

ot hegoryAliMiRAtich sySn SHPSIBELappardiDd kétﬁnr@&?dﬁﬁé‘c&ﬁbﬁuﬁgatlon can be
be connected to conmuni cati on net wor such as. an

(1 nt eIelledpyofedir)seyr@ spntrobtantities aleeyarions wenlsel andities may be

net WatdfSonnefied CBAERF tobéd ghldQa§ Hodks Atay! 168 b&BYokfed for connectlng
of fered for users of a conmunication "systemis the so

cal | 2 GOMMUNGRERN AeWark i ather pptworkembioe e¥amplRea mobile network may
§O M bEHcRIY to-chmnSuidBBE ne%?ksegluérpa@sﬁ @pﬁ (|mélgcét B &tool) and/or

services is the Internet Protocol (IP)
net weiPRT Packehgwitchad data netwgrks.unct i onal i t| es can be

provi ded by neans of a IP Miultinedia Core Network
(CN) subsyste or abbreviated to IP Miltinedia
subs§BteATPlave) theTrRIVIERE thatcPands offredder Hearsvsfla communication

ent i §jstsm fi9thd B8 ANQY irkittiedM sbRfcesMaht &Rl of the communication
services. 20 The Third Generation Partnership Project

(3crpystams enabledede (Rfter omultimediae fepiges FﬁaéR%t'n%'@ﬁtomeOCO' (IP)

Ser vMeRimegRABwak. mmhmnféara Ifuhbt‘idhaﬁt‘i‘é‘s&fa% Ugr&@&é'd by means of
pr.ovi si Vi ces,

ot ven IR pBiReus Sore dlenvpi (N U BsXetAm: &r GPEvalsgioriPothutimedia
| P comzgstemvillng). ake oM inchlidesIarie i hétwaek érhtliesTdr theTBrdligion of the
multimedia services.
20 o | -
The Third Generation Partnership Project (3GPP) has defined use of the General '
Packet Radio Service (GPRS) as an IP connectivity access network for the
- provision of the IMS services, the GPRS being given herein as a non-limiting
" example of a possible IP connectivity access network enabling the multimedia
25 services. The Third Generation Partnership Project (3GPP) has also defined a
reference architecture for the third generation (3G) network which will provide the
users of user equipment with access to the multimedia services.

The IP Multimedia Subsystem supports the Session Initiation Protocol (SIP) as
30 developed by the Internet Engineering Task Force (IETF) in RFC 3261. Session

Ihitiation Protocol (SIP) is an application-layer control protocol for creating,

modifying and terminating sessions with one or more participants (endpoints).



25 'services. The Third Generation Partnership Project
(3GPP) has also defined a reference architecture for
-wiohod/dsbiod generation (3G network which will g9M268/003573

the wusers of user equipnent with access to the

mul timedia services. The I P Mil gi medi a Subsystem
supports the Session Initiation Protocol (SIP) as 30
devel oped by the Internet Engineering Task Force

(1ETF) in RFC 3261. Session . Initiation Protocol (SIP) .
Is an application-layer control protocol for creating,

- nmodi Befbféga 888t dqRIpMentisi e fLESTMDARICAYe tWAthQIHEI PFONuRYe8ia subsystem,

parti endpai nt s 2005/ 039
PCT/E\‘ %&& ed 5’9558?‘%“& [ é@?g@a@}%ﬂmum@t@w@anne' known
t 0 CayPaEKet Dt WOtdtoB(lPDFr)’ cinteixt fawnasrgﬁulhﬁg/ﬁ{ugﬂbe eftablished. The

o CATiSsh s CRERIE R A 8 Gtk B Medemecyrofgieginetwork. The

( PDRYDP @phext willgirovaidtH W'dqblb@ldﬁﬂ%th% ﬁﬁ?@ﬁﬂa‘té TFEQddress This = -

- The PDP cont ext is estaplished. towards t
t he somay;ithgn $ave, as i?ﬁ R°Stﬂ5’8'esﬁtfﬁ @Srﬂué%tmwfl the PDP context.

pr ov'rrsbepbhecdmsse&t wﬁltei REWIP gszrfahmgns a&wrﬁ%lrﬁbﬁ tJePavauable as long
en serve as

address._Th|?

o e evipes omdng IF Butrecis SursySmpSTE RS, e aguipppent is not
Nt iRKitedMOEGPRENE:cOEPand PDF Lbritgxts, Sbtﬂﬂﬁéﬁéﬁﬁl\ﬂ algésto dtRer types of
avail abl e as | on as servi ce%mfromthe [tinmed a

subs@@?éﬁ?ﬁf@“ﬂéﬁq eMmyRicatione@Pelfent is not 10
~limted to GPRS access and PDP .contexts, but may apply

al so to other types of access systens and

comTl]ﬁH Q:atnnmhucfaham nbtemsThave: deveiopetiiin Qe retisrs vdh@l@n various

eve in.the direction rein var unct

of t 8 \ng’ﬁ‘@ awomalh@ad%@ A ARPEHE ‘é°”é’8h "iﬂ“i'%? “A user may
ht i éctOESS sérvitee mamidata hetvatk @i®sa sietiv bf:ecﬂ'ltr‘blla'saTlﬁbﬁeacontrollers are
net i n_of co ntroll co

o Bl FrofioBT BY s 5 SR, TS solPfEioRe PR ufbent kinds of
spechH csatvemma:laﬂwmnesdwicéerreay Hei dsesséd. Bhédes epntesiiers provide
Vi a Selyi ces y_..he GESS The r
prowuagt'or?}su%c | s ﬂg%c alﬂ g % 2! Cc%%frol E ?861 @r#lf%s ?t Sha" be
f uncappreciate@3batsthe C[:$CEsha1dy b alsappfesencetietd dshthie ddliestate control
Q?CFﬁm be also referenced to as the call state

contro O functions. The call session functions nmay
be d|V|ded into various categories such as a proxy

The call session functions may be divided into various categories such as a proxy
call session control function (P-CSCF), interrogating call session control function (I-
CSCF), and serving call session control function (S-CSCF). The user needs to be

25 registered at the serving call session control function (S-CSCF) in order to be able
to request for a service from the communication system. A proxy call session
control function (P-CSCF) in turn, is for proxying communicationé between a user
and a serving call session control function (S-CSCF) the user is registered Mth. In
‘ot'her, words, after registration to an IMS data network a user has an outbound

30 proxy (typically a P-CSCF) and a register (S-CSCF) assigned. Any activity of the
user goes through these data network controller entities.



call session control function (P-CSCF), interrogating

call session control function (I- CSCF), and serving
wWaRbdos/e®sgs on control function (S—CSCF) The Uﬁ@ﬁ“ﬁaﬁﬂﬁxw3

to be 25 registered at the serving call session

control function (S-CSCF) in orger to be able to

request for a serviece fromthe communi cati on system A

proxy call session control function (P-CSCF) in turn,

is for proxying comuni cati ons between a user and a

ser viipyeves|t ergﬁ% tiges (ens  pontraling; fepctios-ses@r)suchas a S-CSCF or

user piGrd$ goss JuEdf ‘é’bltvh:e hi so%h@.{se‘e‘,\@ﬂ@sm ﬁ'{]t @ése of a failure or a
registration to an data network a user

-out b%RM"%BPSEf?@%? %ﬁﬁ%an 'F;CS&MGW torle shut dgwst er
(S-CSCF) assigned. Any activity of the user goes
t hrough: t hese data network controller entities. WO _
2 05Abyeers gomeriadse dior home mptvork upiggdnase servare maydhen eXperience

. tlnE§erw@@nd§cd;,qﬁ‘g lahgNehal UReE Ip_N aBRl Y&
BB e i T

l i ke’qu'rQrH@"‘§a§8m5TU”§33f'9n InpRYe bgrusyallys gprtigued prg'ﬁsé@l@ng the user
a S-Eqlipmént. 'Pm%%qﬂ?éﬂ Qﬁ‘é’eethh‘?iatheca?hél't wﬂl%‘%roépe% land needs to be

users connected to the home network usin
ser vierastarlighedh Aisccugsss maycrot becaware halites sontraller fupctigrahas been

Y HolilbBe adpue denC%BgﬁeFéT&brc%mﬁﬁrﬁ%h}e%ndeclde to initiate any
requi rements. Communi cation nmay be usua conti nued

by r@§9mpfﬂgeﬁ‘l’fésuser equi pnent. This is required

since the data carrier, will be dropped, and needs to

be re-established, Also users may not be aware that

t he E®RYSBPME ther RIABIEMuPf hyingre eestarbtheruser pauip@eshintevery situation

downg sifidlert SRNOTR ﬁ%?&orﬁé‘?é%‘?élvﬁ&tﬁgpbr%gleh% Flrstly identifying

initiate any recovery procedures To overcone
- b oblhensreT. ﬁaquﬂrﬁg lacgtiere of 4q ovhef senvice é@me@nﬁﬁ@ondw is the out of

ever yerficé §aivePR the @Uﬂdperhoapém-cs@m@éedt@ aR¥BEE SIESCF? Thirdly,
several ract [ ? gr obl ens. First entifying

t he Werhanding,qf thesiopalling gnd d?‘“'f"ﬁ@g'atﬂat%fst@ém aﬂeother words the
ser vgdtive $ﬁ&@g§ﬂhﬁt tHeSuééaama@Léstéb‘nsﬁeQI Witls DR ruser etﬁpin@ﬁt (UE) and
S- CSCF,. how an ngg E a#wot her S-CSCF? Thirdly,

t he ﬂ%‘fﬁ'&?‘f‘}ﬁ‘g SS‘P’eEsh )¢ %‘I"F 'Shgjn QHH"HUP‘{‘FWV&WHaF%"“eS such as
20 r eappicatioh RNERE (AB) G P-USCFamivore eflindrdg6f ndwite lgiish%ranon details.

user has established with other user equipnent (
~and application servers (AS). Fourthly informng

ot helt gredllWoe Kagitbtibied@s thas Usithod§h the above discussed the registration
proceedlngs and related problems with reference to an internet protocol (IP) based
third generation (3G) communication system and session initiation protocol (SIP),
25 similar disadvantages may be associated with other systems as well and thus the '
description is not limited to these examples

SUMMARY OF THE INVENTION:

30 Embodiments of the present invention aim to address one or several of the above
problems. '



20 ‘application servers (AS) and P-CSCF networ k

el ements of new registration details. |t shall be
wappoesbaked that al t hough the above di scussetdim®2004/003573
regi stration proceedings and related problens with
reference to an internet protocgl (IP) based third
generation (3G comunication system and session -

initiation protocol (SIP), 25 simlar disadvant ages

may be associ ate with o ste as well and th

The | deo AERINgn S riroPMPAMER) A olienBisSak amgnin & method  for

SUMMRRY kg s'léHﬁcé I\MENEECN a3 Qcomimarications Sn@tfuottHWQ:ompnsmg a user
present invent imto addg gg one or several o t}'
abovRAUIRIRESL 8 26‘08’P6‘§§ @c%?W'BEdE?i‘I"%s@?@ems the method

Ac c o pHgirigthe @tbperﬁvcrdcémng abfhetfingt rieb@erR Rlerhéht @Mfirstaflestage from

R R S SRt SR % LFESE 501 e ¥ AR slement o

a f lmstseﬂmgmmm éerasit; aétectmgsmwe ﬂkgt ﬁ@twwéqembﬁtmatthe serving
the nmeth {qnf t he steps. of hw n
firsPetyg ‘?’Re RERRTSgrvige, §Ffefm§‘§1§gaé it B ek %!@@P"t the type

equi grmefiist tnte%esge tdndrg dtebencfentébnrmemeofftﬁ@mst Afessage sending

firs enment to servin

ol entioft TRV Slimetido e Ser SuRPER! 3 ShuressAgs ncluding an
ihe ipdicutionhatthé weringenadnBRieldnserd il oftfof Sévicece,

determining at the first network el enent the type of

the first nmessage; and in dependence on the type of

the The fetHoSARDCompiis the furtied Btdphsf: fdcemingnaR ithe® U¥er equipment the
el ement to the user equi pment an error nessage

i ncl ¥ETYERA9S-10 i ndication that the serving network

elenent is out of service. The nethod may conprlse the

r- step, of: ei vin t he men
g1 o e Eeimay 4 L Pt ”iltafftePulRt ﬁ%‘?S%gIH%ﬂ} P gecehins the error

sL epnvefsSageuhsmquw etqolpmmnel serﬂgxgthgseeasmd)mesemage sdcond type
t he u a_secon sag _
secoftietpp EomaPe fue, i PE B Fr58 38 T7R RepRirafon from the user -

mes segéprhentitottie ednemanicatins netatorlon from t he user _

equi prent to the comuni cati ons network. 20 The net hod

may further conprise prlor to receivi ng at the first

pet wbhé& meltrexdenmily durther comprise prior to. receiving at the first network element a

first message from the user equipment the step of: estabhshmg a bearer for

signalling between the user equipment and the first network element.

The method may select a further serving network element and forward the
25 message to the further serving network element.

The method may comprise the further steps of: registering at the further serving
network element the user equipment.

30 The bearer for signalling may be a signalling or general purpose PDP context



first nessage fromthe user equi pnment the step of:
establishing a bearer for signalling between the user
wasizopoRids and the first network el ement. The pefiR604/003573
may select a further serving network el enent and

forward the 25 nessage to the further serving network

el ement. The nethod may conprise the further steps of:
registering at the further serving network el enent

the user equipnment. 30 The bearer for signalling my
be aThe¢ gammunigations geMerkamay hepas éntempt Ponteesk mulinedia subsystem
2005 /1 B2004/ 003573 6 The conmuni cati ons
netmgpggkgéwﬁgﬁan Internet Protocol multineda

subsystem (IMS) network. The first network el enent

may . I . tr _ _ _
(1 S dReneMg Opehal B anfigfropin e Sysslol (i Functon (-
Chl | C8&£3i on. Control Function (P-CSCF). The serving

network el ement may be a Serving Call Session Contro

Function (S- 10 CSCF). The step of determ ning a type

of nibe fige nefNpricelamenteaybe arfrpx qall Sessian/@entrs Function (P-CSCF).
nessage based on the content of a predefined

information elenent in the message. 15 The step of

det edbe sgrving petwork elementanan PR acbeiipgtCallnSessioneControl Function (S-
S6' VicegFyet work el ement  in a conmmuni cations network

is out of service, may conprise the step of: detecting

that a predetermined tinme period has passed since the .

for [ f ; ' t - :
el crnt 18 FrotdBuiRs SR, of PSidodina) EahofE Mg e ype o
r espoeseadtadapedron deeiopsient rafinat predeiinedi informatiomrdlement in the
el enpidss /or determning that the first nessage has

been transnitted a predeterni ned nunber of tinmes. The
t19pe of the first nmessage may be a re-registration

r eqUERE stepoof Hetectiii et Bk firdl hebRGR RIEAER 3734 thd 8iRG nefivork element
initial. registration request. - )
in a communications network is out of service, may comprise the step of: detecting
that a predetermined time period has passed since the forwarding of the message
from the first network element to the serving network .element and before a
20 response has been received from the serving network element and/or determining

that the ﬁrst message has been transmitted a predetermined number of times.
The type of the first message may_.be a re-registration re'quest.'

25 The type of the second message may be an initial registration request.
The information element may indicate that the request is sent integrity protected.

The information element may indicate that the user has been successfully
30 authenticated.



The information el enent may indicate that the request

is sent integrity protected. The information el enent

wok/dhgsat € that the user has been successf Ubdipd6/003573

aut henti cated. WO 2005/ 039108 PCT/1B2004/ 003573 7 The
information el ement in the nmessgge may be an integrity
protected flag in an Authorization header of the

message. According to a second aspect of the present
invention there is provided a network 5 elenent ina -
conmiRe dafeimeationRieMMKN e Messagomayibsi aiyintegsiéy pratested flag in an
Nt WA fhoriehtRHYan8t 19 HSEadequl prrent, wherein the '
network elenment 1Is arrangeda receive a first

nmessage fromthe user equipnent; forward the first
mssﬁQ@&dﬁg th t31‘5"5ec§|§‘c§ )ﬂ;ﬁ&t Bﬁfh\éﬁﬁrgsé?h ﬁﬁ%ﬂﬁon fﬂ@Feei%tprB\h@éd a network
the serving network el'ement 1s out servi
déteFth'ﬂeatW@T‘W'CQtW@SfF?@fpfh"ré@ﬁ’mgecormf@lﬂma serving network
depeggﬁ%? £ 5 NRet YRigiphtent, h@/hér‘efrﬂhewte%ﬂ@ae@@ment is_arranged to:
received fromthe user equi pment send an error age

to tFReejyed firskbggssage itom tfﬁeuﬁéﬁmpwe@ﬂ érwand tha;f rsjenessages to the
furt B&w.r@rﬁe%n&ﬁ%lén%ﬁteaaéaqh tﬁélgér%g r{&ﬁ&w‘erﬁént% out of service;
second type different fromt the fir

mess dglermingring e of dhe fegunpesage. and15\ dap@mmqe?gort bedype of the first
461 T theRgRGL teclivel MNP HRSGHr dqipRitink QBnd R dirdr nessage fo the user
prOV|ded a user equipnent in a conmuni catl ons et wor

f ur t RAWIPEEAbrising a first network element and a

serving network el enment, wherein the user equipment is
arranged to receive an error nessage fromthe first

net wEgR nefwafis ilemen anayr be furthes sagegechin waeivag furtier pessage of a
the getoHdtgod GiteRhKirsth %Eal%e BpfhetﬁPsff YR SAShRAE Der! uipment.
out of service, and respond to the error rressage%

§§nd| ng a further nessage of a second type different

1RBortiingSto b YRR ta@pb&teof§ tHeS preBEHRLENRhEINBRY is -Eﬂﬁnded a user
user equi pnent may be further arranged to establi

bear EAUIPBEENSINGHEATMHCatns Retwsk furthee C%Eﬁls'fégqalfﬁ?ﬁr@ﬁtwmk element

and the aCRMbd hEMoHOSIEMBRL WhEleim ke JsléF E&\ﬂﬁmeﬁtr is %ﬂgﬁged to receive

to respond to the error_nessage by d P bear er

for &PGTRf Mesgage from the first network element he error message indicating that

20 the serving network element for the user equipment is out of service, and respond
to the error message by _'sending a further message of a second type different to

the first type to the first network element.

The user équipment may be further arranged to establish a bearer for signalling

25 between the user equipment and the communications network and further
arranged to respond to the error message by dropping the bearer for signalling
between the user equipment and the communicaﬁons network.

The bearer for signalling may be a signalling or general purpose PDP context
30 bearers.



between the user equi pnent and t he communi cati ons
network. The bearer for signalling may be a signalling

wor 200038108l pur pose PDP context 30 bearers. i@1/1B2004/003573

2005/ 039108 PCT/ 1 B2004/ 003573 - 8 The type of the

‘further nmessage sent to the firgt network el ement nmay

be an initial registration request. According to a
fourth aspect of the present i nvention there is
pro ded a user ment for eration in
PR BRECOHE fH@'e IS Fsensiodge  5rsh B Sy clegenteny be an inita
the mgg[ramgmt bei ng arranged to determ ne that
the first network elenent is out of service by
sending a request to the first network el ement and

det engdording té Ratoulth APRBOBE thepresBRCRVERIR Rfb fd 9F8vrded a user
the first nefwork el enent; wherein the user equi pment

i3 aPIURBRY fop QRRraliaNe isn CAGMURICALYNS: NEIWaTk GRERRUSING a network

10 eélefent, thes usett eqliprignitvbeifg afrAngdd b aet*éﬁﬁfnérthﬁpfhe first network
signal I'i ng. betv(\ﬁen the user prent and

ui
cormBIRMERk s dhd oh SPRMabY &P%‘?!Bg/g reguestdpdbe ﬁ&StrftﬁtDN@[k element and

fur t&&érn‘frhrhgtthatrrﬁi Mbknﬁ RAEBEen AstdiveaForh Qhé 'ﬁﬁst network element;
further el enent a nessage conpri si ng

i ¢ VEFTeCHBSET FBYPREGH Bt MERTGGH 310N AReTTRGrnakecHst network

1@t Weletentl s HGC OF deRdced, Otod dfdpf bhbé’éirére%r anblhﬁ MBS the user
i nvention there i sq{ﬁrovr ded a nethod f

ser vPRUPRENtANA dhe FHNRUBISRYARS NEM I, rfl',s‘%?éta(/\ﬂr?@'eqt ﬁé‘eW a further first

CONMpEtiverkt di@ment; BRY WBAK t¢ HEPRUHREMEtwerk Ui &me R4 nd¥8AYe comprising
a first network elenment; and a further network

el en@hinitiat ’ﬁ@“?ﬁ—f*tf‘?fdag'%?lttﬂnraér"??g“t"ﬂ@”@?%tt%‘sé‘ﬁtw%%ndr ng
fromthe user equipnment to the first network eI enents

first pgessa detecting at the user 20 equip
?%at AggoEding t%? (?ﬁﬁta\ﬁﬂ?% oft Wﬁentgntﬁr@%rhegmpwded a method for

dr Opparitiing hezrdceg rfaldresign beadirﬁrlhufub@tmn%hﬁetl\mfﬂf the communications
ectin

i3 PO TABF SAUPRRERCS (1S TeWPcr SmEthcAT @ further

el enpetwprkseledient) the omethod cansprisingqthiepsteps dfo séfding from the user

IfﬁlrE?@errh‘?rtggg;ttﬁeirgtgﬁ%gahgﬁs_se eacfcg&p rrnlegsan ac‘ietectrng at the user

20 equipment that the first network element is out of service, dropping the signalling
bearer from the user equipment to the communications network;-selecting or
discovering at the user equipment the further network element; sending from the
user. equipment to the further network element a message comprising an initial
registration request. '

25
According to a sixth aspect of the invention there is provided a method. for
determining a type of registration in a communications network comprising at least
a user equipment and a network element, comprising the steps of: receiving at the
network element a request for registration from the user equipment; detecting at

30 the network element an information element in the received request; determining
the content of the information element, and in dependence on the determined



* According to a sixth aspect of the invention there is-
provided a nethod for determning a type of

WEBISIOEBI ON i n a comuni cati ons networ k conpgdsigaeh+dbasTs
| east a user equi pnment and a network el enment, _
conprising the steps of: receivgng at the network
el ement a request for registration fromthe user
equi pnent; detecting at 30 the network el errent an

information el enent in the received reque
det FARtaNt @f they infor wghen:glement Fﬁ‘@fm'ﬁmrmth%’nthélfegﬁfﬁtm request is

and fopa 4R |/pER Fayiftfatibh Or P hReBbREYp¥Er RYRHAGD 108
PCT/ | 82004%35%3 cont ent of thepl nf IL:fjlreirratal on

el ement det er mi ni ng vvhet her the registration request

IS THY canmlnhightidnéPfetRbrkRaY firthet tompidesl fliedkt DRE %@Hnng network
regl stration. The. conmuni cations network

pe of may
f%rtﬂ%’?‘e@oﬁ?ﬁ it dnethod dmay comerises; fienfitheesiapsikof: fransmitting the

el eméahesﬂ%n’i e fmt RetvorR¥leRmPLd %%Ssérbiﬂgfﬁ&\k&ﬁreléﬁ&ﬂsdetectmg
of: transmtting the request fromthe first networ

el enfbRtserdce H%twé’é'? {5 Ay Hfestanyrsk by IrerRINDg "lil’e'ieéﬁ‘?'?sﬁgffom Hee serving

ser ViekRorRedigelt, sendihg affsePig hERo elefedt VLNSK ¥fvice message to
response fromthe serving  network el ement, sending

ser WIRGUSEE (SRR e frethe @EtStréFons &PqHest isndhe fig tyee Qf HQQ'St"atlon

A e refdelt PSERtting iaf fukthér §e$@h%hé@o'rl@€leﬁ%ﬁﬂ§fihé firsti iwork element if
first type of registration 10 request ecting a

f ur t REredigerieqye 4t {Rvthe %qcewiampe@yrqa'féraﬁlpa st networ k
el ement |f the register request is for the second
istration. The first type of registration

t ype_of '
may D& grs,t gYF?ee@f Segisiation mAY hena @é@SﬁHaﬂ%é”‘éfthe second type of

regi grsabﬂ.cmnawe 2 ififlalirédidtialibnr egi stration. 15
Accor ing to a seventh aspect of the invention there

provided a network elenment in a communications
net wacdording td@ sevEmtaSRICN O the iBRNtiGTe B Providdded Aéthork element

the . network el enent js ar ed tq:. receive a.re

or P COMMANICERORS. BRMCHG (BT COmRUSIRfiea ISo A RTE wherein the

i nf oniémb:ikommbamnérramgehltb tdteive et eequRet foP JeGibtationffom the user
eterm n

cT erEmmElOT R A Biereier SRMERL Bl br frorbedcaeERton reauest
20 tMegﬂﬁ@ﬁh@tdoﬂmnelcﬁrtaetmtbfma:tmweélﬁ;rmt,v\h&i l’rel‘de?érﬁience on the
recejve istration.re is a fir type o ,

r egi gqt?rgglp%qugrieg o Bgﬁgor?nfggn @Hem%ltgtdfegﬁrrinﬁﬁ whether the received

registration request is a first type of registration or a second type of registration.

The information element may indicate that the request is sent integrity protected.
25

The information element may indicate that the user has been successfully

“authenticated.

The information element in the message may be an integrity protected flag.

30
A communications system may comprise a network element described above, and
a user equnpment as claimed above.



The information el enent may indicate that the request
is sent integrity protected. 25 The information
wa) BmoBedo10¥ey | ndi cate that the user has been pcr/iB2004/003573
successfully authenticated. The information el enent
in the message may be an integrihpy protected flag. 30
A comuni cations system may conprise a network el enent
descri bed above, and a user equi pnent as clained
above. WD 2005/039108 PCT/1B2004/ 003573 10 An
enbodi nent of the present invention describes a nethod

for N@@ﬂitioamwroﬂrcéepreéml:waﬁ.oh raeacmmem'fenﬁandung service
netvvork t he net hod rise the steps of

est alBlirERiiH 5“865’!‘5?"’ 'B“"r ” Ithe H'@etB@@Wé@hCQmQQ@ the steps of:

equi giEslishingd at hﬁa@rcm@nﬁﬂihgoﬁémh\’\@r Kuser equipment and the
_regl steri ng%}as a first tége of registration the user :

eYui SRR |o§ssg¢tvpﬁgg reaistesing 8% gkt typegof registration the user

CONMaHliigrAéniten a s@ﬁﬁd&ﬁéﬁwoﬂ@l@ﬁéhtﬁgaQ)z&mnﬁmfdaﬁéﬁs AWK, Ketecting by
el enent that the servi network elenent in a

conn%rﬂ"%a&%ﬂ%‘ e'ﬁ@?ﬁbf’l?? itae S§Eving: neyagk Elemenit g sh gommunications

f r onpdtiwerkf isr §&t BEEéchB SERIIBE tron® the dirdd SRtworRIMEREB ko the user
a message incl ge an indication that the servin

et VERRTBE FoMESABE DG 25r nUGRARCDE fhérssming potork element is
eorboglitresérvidescri bes the nethod may further conprise

the step of: initiating a registration of a second

type by the user equipnent to the conmunications

net WarfgrtherSerbbdimehE testbesl ithe MetH&s eidybRAthEN CofBlidtothe step of:

may further conprise the further step of: receiving

by tRBaiRGr2 eFGISHREMNR Ana; ﬁ&F@'&i’tlthl?yorfh? heserj eguipment to the

net Wedrkmeahieaink nelwdrk. @ network el enent is out of
service in a communi cations network in response to a

ssage sent by the user equi pnent. 20 _
"A further embodiment describes the method may further comprise the further, step

of. receiving by the user equipment an indication from the first network element that
a network element is out of service in a communications network in response to a
message sent by the user equipment.

20
A further embodiment describes a method wherein the first network element may -
be a P-CSCF. |

Additional embodiments describe a method which may further comprise the steps
25 of: detecting by a first network element that the serving network element is out 6f
service during the second type of registration, dropping the bearer for signalling by
the user equipment in response to receiving the message from the first netwofk
element, registering a first tybe of registration to the communications network by
the user equipment, establishing a second bearer for signaliing between the user

30 equipment and the communications network.



A further enbodi nment describes a nethod wherein the

first network elenent may be a P-CSCF. Additiona
worhoslisvesst s descri be. a nmet hod whi ch may f urt hgFt/B2004/003573
conprise the steps 25 of: detecting by a first

network el enent that the servingqnetwork elenent is

out of service during the second type of

regi stration, dropping the bearer for S|gnaII|ng by

t he user equj nt._ in response to receiVving

messgﬂgh? %ﬁ?&{@e?tﬁrﬁscﬂgg Eea@réﬂ’eﬁ'ﬂna'Pr&glnﬁYeP? r?gs'ana"mg or

firsgeherae prpoE@QPBIP resntéd, e CHMMUMBANGHS Aeh@IR may be an IMS

network b ser . e nent establishing a second -

bear BFwegh. tas BRLIVPF of ebiRiABeR riaNcha, SRt eB PRk pRine second type
- and - bheedistrationi may ivens ree:teﬁetrhtnonvmwacfﬁ&/ ReRA3 element may- be an

P / 2004/ 00 r enbodi nents describe the
bea foﬂa iag é%oz”n% (- ﬁéﬁens@esewa& aﬁw%elsmengeﬁe .ba|a S-CSCF.

pur pose POP cont ext, the conmuni cati ons network may be
an | network, th st type of registration may be
an i ?%\/Eihf'ana' eapediments %SC"Pﬁé Beihed &rp%}%m'rmg a type of registration in

r egi atdodinhuiicativys h@tw@rl( Grhfcﬂghé‘v}t E6thpriing ﬁl@%tégssr &t sending a request
netwpr k el enpnt may- be an Int rro%ytln

(- s RToN anaisey PAYPRERhS: A Fist BRATH Sarel chiecking in the fist
$0 CShEtworlheldinehoafinf@raach BRitent Hehe fredl%sﬁ deRirMfihd Bsed on said

determ a type of istration in

co nn{ﬁ'ﬁug &Gn@eﬁ‘g?%ﬁeR mecrl‘?gﬁéﬁf rediest '§§?rrf'g figsh bypgof p@lstratlon or
of :  sereagndtyp€afiegistrafies. regi ster froman user

equi pnent to a first network el enent, checking in the

first 10 network el enent an i nforrrati on elenment in the

r eqUEEtther@ibbﬁﬁihéﬁt@GeéWSé%@memudnayf @MPrise AlirtHeh Steps of: receiving

qgeckl ng eg if the re%lf\@% uest is for a first
peBIeIPEG? f’P’Qt"l H/ivige n ’kﬁ' rENiPgéngyerving network element

regi st af Isemc]eFmekiuye mmwllumnf Shéieég?iﬁtebeedlfe&t WESOfrst type of

.ma co se riher ste e n

o o CARUTaH T, selrolty & Rl SREIbh LET IR by dRerTisg nahyork element

ser vihegepistentsduest is faiite sendhd @fpesH ragisteatioRssage to t he

UE, if the register request is for first type of

regi stration, selecting a new serving network el enent

B9 t Additioma embetivents edseribawhiefein theefi fst&giétbferégis&ﬂﬁtﬁﬁhay be are-

oo oA B 4855 s Moo 89y 4 3o b E5on
registration may be a re-
Further embodiments describe the method, wherein the checklng step may check
the presence of the information element in the request. |
25
Additional embodiments describe the information element may indicate that the -
request is sent integrity protected.

Further embodiments describe the information may indicate that the user has been
30  successfully authenticated.



regi stration and the second type of registration my

be an initial registration. Further enbodi nents -
wis Sk Peost he net hod, wherein the checking Steﬁbﬂﬁ&mummﬁl3
check the presence of the information elenent in the
request. 25 Additional enmbodinegts descri be the

information elenent may indicate that the request is

sent integrity protected. Further enbodi ments descri be

. the information may indicate that the user has been
- 30 sfddiiensl gmbpdimantedascabe ke infrmatipwsn eorEggest may be an integrity
' PCTb&ﬁ;ggﬂﬁQpSS?S 12 Additional enbodiments describe

the I nformation in the request may be an integrity

protected flag. Enmbodinents describe a network el ement

in aEFr%H}HBnEaHé&%e NEhiRbl BRMeREin 2 C%anemm.ohg ng@\)b‘?k may be
means for sending nessage to and/or froma servin

net wairgnges| ienkaye maanmfor sgpding meessagr) te Iaéd4°mfr@mratsemmg network
that @&t '?Qed?ﬁtf\ﬁrpﬁgte%r?ﬁ@tmfoﬁnﬁ% th‘a‘taQéMng r@ctwor Slement is not
serving an user equi pnent nmeans for sen

i nf oF?RANISPS Sepvingan U%ﬁs’@quwmﬁnba%mean%@@em@g the mformatlon to the
embodidreipbipnfieecr i be the network elenent in a

conmuni cations network rmay be arranged to have neans

for receiving registration request and neans for

GOCC lifierl dmBdfing g berle! 108 neRRE Slerheht # aohirhticatipns network
type or a second type tional enbodi nents descri 8

the MayWRerxrangsAdnhaye naeaeéﬁwﬁp@wﬂg daaistrationreguestiand means for
MY BReckingaf8E fedidtrdtivd ‘?edUé@ﬂ§ of Q?rs'i B/pBiof 'ar%cgﬁ‘d;%ges

froman uSer equi pnent and neans for sending a

nessage to the user equi pnent, the nessage . indicating

t hat AgqiI6aMOEMbEdiRERI! dé&rnb@eth‘é()ﬁmn@ ad)bABRL ﬂ?ta‘%hmumcatlons
IS not capable of serving the user equipnent.

EhboAPINORt Saele pIrRRoed (9sBavecHgRPIERTt rErRiviag messages from an user

COmeé&unﬁﬁ\bh@éfﬁi rﬁ@érvsorbksémyndos med§deneare LSer (@R NAe message
for receiving a ssage from the comuni cations

et wHKCAtRG, ik TSR FlRmer N g CORMPUT FRSOBS PoTWRgK is not capable of
net Wagking@h@ 08sHeqhipenbe user

20 Embodiments describe a user equipment in a communications network may be'
arranged to have means for receiving a message from ‘the communications
network, the message indicating that the serving network -element for the user
equipment is not capable of serving the user equipment, and means for responding
to the message by releasing bearers. | -

25
Further embodiments describe the user equipment may be arranged to have
means to perform initial registration for responding to the message.

Embodiments may provide a way of avoiding discontinuity in the communication
30 Dbetween user equipment and application server. The user perception may be
improved since the user does not necessarily notice any temporary failures.



equi pnent i s not capable of serving the user
equi pnent, and neans for responding to the nessage by
woedoesasbrng bearers. 25 Further enbodi ments desariiseocuioessss
user equi pnment nmay be arranged to have neans to
performinitial registration foraresponding to the
nmessage. Enbodi nents nmay provide a way of avoi di ng
di scontinuity in the communication 30 between user o
eqU| nt and application The user perception - o
y Bether mavduedse b rapied IR Bleryans o 6restatlish sefpmupications with
not i e nambrk enGLM aifaiiuferbdour #Ba sSMANGQRRIORD LAfy. |
PCT/ 1 B2004/ 003573 13 Neither may the user be reqU|red
to intervene to re-establish .conmunications wth the

net VBRIEFSDESCRIRTION OBTEIEIDRAWINGSa serving control | er
entity. BRI EF DESCRI PTI ON OF THE DRAW NGS- 5 For
tter understanding of the present invention,

r ef eIF@mthev\Mhdieerahdlbg dﬁﬁﬁbepﬁéxentWﬁVem‘on eP@PéFEhtfé Wil dwebe made by
acco ure 1 shows a

comt a?’ﬁag}? @%%%F@WH@MWM?W'\WE%%‘VWCQ he invention

can be el adhoW® aFdopnénidatiod sgstehoanviton@eri WitdreinftRe invention
signal | | n fgﬁllffg\fl? of an exanple of the first enbodi nent -

of ¥R b5 ‘nvention; .Figure 3 is a flow diagram

of the siFguél2se ﬂdm\uagfrara df uhé BRIhalBRd Bew et Hin éu‘amﬂlé]ef the first
nventi on i 4 is a flow diagram of the

{
gl Sﬁ%eIHP?%@eFtI %W%Preéﬁﬂé@(vﬁﬁ‘ﬂ?% of a further 15 exanple

of enmbodiriguné 3 iefa AdwediagRae b thersighaliingfiowofus RirthEl BbBdiment of
51is,a flowdl%lc&ramof the signalling flow of an
exanﬁS‘Fé’r?ﬁenE'nf’ er enbodi nent of the present

i nvent i OIFigure Usie.a W AiabEﬁh RESERIigHAIY dw 6Hn example of a further
JI:> 5 EFeExF\a)%%?e E#VB (POC]VE ents of the present invention in use;

~ Figure 5 is a flow diagram of the signalling flow of an example of a further

~ embodiment of the present invention in use.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS:
20 | _
Certain embodiments of the present invention will be described in the following by
-way of example, with reference to the exemplifying architecture of a third |
generation'(BG) mobile communications system. However, it shall be appreciated
~ that the embodiments may be applied to any suitable communncatlon system. For
'example a suitable communications system may be a CDMA 2000 system.

Reference is made to Figure 1 which shows an example of a network architeéture
wherein the invention may be embodied. In Figure 1 an IP Multimedia Network 45
is provided for offering |P multimedia services for IP Multimedia Network
subscribers.



Certai n enbodi ments of the present invention will be
described in the followng by ~way of exanple, w-th
wicefoes/exel to the exenplifying architecture ofp@Epidivdsibosss
‘generation (3G nobile comunicati ons system However,

it shall be appreciated that tRhg enbodi ments may be
applied to any suitable communi cati on system For

exanpl e a suitable communi cations system may be a CDVA
2000 system Reference is made to Figure 1 which shows

an eRuHsreiRed apaye: AereRs 4p dR Mulimgpia (Ml sprices taa be provided by

| NVeRnkaRs offRY mesile EoMEHUARatibm shstB. &\ dblle [dBmmunication system is
Mul timedia Network 45 is provided for offering I'P.

mul t VREANA ABERGA 5 SPRE 4 IWRINY | HfemORilewESIoPRUIPMENt usually via a
subsgirélbey mitertdEe %@Weﬁaﬂéggerpﬁgfudn%’rqgﬁﬂQ@%@E?onéﬁa@statlon 31 of

descri bed above, access to [timedia (IM services

‘can e WP@%@'oﬂysysF?EhnEheof"%"%Bm"@"éféﬁ?ﬁjﬁV%tatﬂi Byy logically be

sy st Glided\oBRdeh® raaiaTHeBESEHWBKIRANG Bhél & cofe/MitiBH (EN).
arranged to serve a plurality of nobile user equi pnent
usually via a wreless interface between the user

equi e Bhseasdtion 3h eRafraryea t@atﬁéhsﬁﬁt%lgrﬁﬂk ®laff recki® signals from a
communj cati on system The nobile conmuni cati on system

may TEBHeusar FabEmen 30 Waa Welersdntesase betwegp tesuser equipment and

net Whe kadibAfd-e 8 fetdofio CorrashoMingly, @hd moblke ubéS&quipment 30 is able
statjion 31 is arranggd to transmt sSi gmals to an

r ecefoVEANSTYh8IPRAIS 1R ANY recRiYS Plgnais dfonedin Ak aceRss\elwerk via the
W I elieSiEsd inteRfatace between the user equi pnent and the

radi o access network. Correspondingly, the nobile user

equi prent 30 is able to transmt signals to and

I eceintAe SheWR lafrahdemdnt tieus R HqRipAeere 36 nitt aMeELs WeaMShSetwork 45
wireless interface. In the shown arrangenent the user

equi YA 3agSHrREWoRl associatrd Witsthechans statien 31y jthalh be appreciated
accemat, raﬂhwgm f@samy PR EnFidard hl%hbﬂ@Q tsds@tstation3.-onlyt one radio
shal | be appr eci atﬁ hat al.t oug cl ar

oS vy X, el oniaian hembR skttamofitualy includes a

r adi gumibberad sadit atosss ketwdrksypi cal conmmuni cati on net wor k
systemusual ly includes a nunber of radi o access
networks. The 3G radi o access network (RAN) is

t ypi The 3G canlid motdse chdtyord (RAN) I i &y sicdligdiadtrolled by appropriate radio
~ network controller (RNC). This controller is not shown in order to enhance clarity. A
controller may be as'sign.ed for each base station or a controller can control a
plurality of base stations, for example in the radio access network Iével. It shall be
appreciated that the name, location and number of the radio network Ccintrolleré
depends on the system.

The mobile user equipment 30 of Figure 1 may comprise any appropriate mobile
user equipment adapted for Internet Protocol (IP) communication to connect the
5 -network. For example, the mobile user may access the cellular network by means-
of a Personal computer (PC),. Personal Data Assistant (PDA), mobile station (MS)
and so on. The following examples are described with reference to mobile stations.



network controller (RNC). This controller is not shown

in order to enhance clarity. A controller my be
wasogowihsf or each base station or a controll epcﬁgﬁoommsn
control a plurality of base stations, for exanple in

the radi o access network level kg shal | be

appreci ated that the nane, |ocation and nunber of the

radio network controllers .depends on the system The
nobi | e user equi msnt 30 of Figure 1 may. conprise any

appr 9pe skitied W\S‘B? |28 is fRrBiiaraith B}?efﬁ?tuéf‘&a?ﬂde@qféﬁ'on ofa Wplca' mobile

| nt estagdn. RhO$, GG9 suffibiBht toGHBHRI tHat fhel U2Br fray ¢R8 '&er%blferh@atloﬁ for tasks
networ k. For exanple, the nobile user may access

Col | SHehrasriol MBRO B HREANG Phenssealsolos eaeiing ad sqrmg data from

Per sgitto PRl AethoRd ahdMér éﬁaﬁbnuﬁ@bﬁdltﬁn&lé‘tdoﬁfén( IM@otherwnse using - .
and so on._ The foll owﬂm%ﬂexa | es are descri bed th

r2f eMiliEediao seRylses e As @ ridatiopomEy 0IBryde 1278 antenna for wirelessly |
PCT/ 1eBE0ipg/ GR®B Irahsmitind ngridid Iftort! dnd t&‘%a@étst'aﬁons of the mobile

famliar with the f atures and operation of pi cal
mobi FENMURIGRtiopNERfs A pbilesstatign; may afse Q%Pfr?dtd@dtvmﬁ‘ta display for

the HE@ByARIMARR AaBRE Graphiehi lﬁfbnfwsfori RF HiSe uSAICH tAE mobile user
for maki ng and receiving phone cal for receiving

and %‘éﬁaﬂ“?@ Gamera masns JRdy e R’ﬁ‘éd?ﬁ’efq}i/cﬁal?tuéﬁe §tigror video images.

ex pespedket Rbany bid A6l I@.o’awfpedwde@r THé Bsér\ém&e oaalnﬁ%né station may
mul tj nedi a servi ces. ém)lle station g ncl ude an

ant ebfSOMERIEd;by dNeRNS Of an BRRVORTAlE UsRiMeTEATS Ruch jasgcontrol buttons,

si gngdige chants drad SnoR. Fuphbitpe, 04 rﬁ&ﬁle"@@hér@ is provided with a
conmuni cation _network. A nobile station may al so be

pr ovP'QEeSSRI ERlithapd 8 FIemO H€angi spl ayi ng i mages and

ot her graphi cal |nformat| on for the user of the nobile

user % £ nmer a neans ma}/ rovi ded for

Ept liEhalP ??nrﬁc'atﬁdxih%@&h?%y eppmebie-statonsan shaHin Flgure1
alt s?fotyalaﬁgl |y @rfe@tllt Mﬁﬁergbg ﬁi@ﬁileatstét:br@f nday"O8Y | il tSImu|taneous
station ntroll e s of an appropriate '
sor STRIUREaER WihCABmB i BB ons, - ot oo
commands and so on. Furthernore, a rmbi le station is
provided with a r.oc entity and a nenor ans. "
15| & O Mewe (G iRl i valioph s pOd el control entites
PpObi hed Yasdways Sforredablingthe Bomhrgricatidn vfaoa slrabert ¥ rai‘ilo access
gr eat blle Stations nmay be.in si Itan

oD A s Y AT SRy iR Syslem Wit 6 or more

communication system such as with other cellular systems and/or fixed line

communication systems. In the 3GPP systems the radio access network is typically
connected to an appropriate core netwo'rk entity or entities such as, but not limited
25 to, a serving general packet radio service support node (SGSN) 33. Thé radio.
access network is in communication with the serving GPRS support node via an
appropriate interface, for example on an lu interface. The serving GPRS support
| node, in turn, typically communicates with an appropriate gateway, for example a
gateway GPRS support node 34 via the GPRS backbone network 32. This

30 interface is commonly a switched packet data interface.



A core network (CN) typically-includes various _
switching and other control entities 20 and gateways
wW®ioo€t®dsi Ng the communi cation via a nunber ofxcf/ﬂﬁb(g/omsn
access networks and also for interfacing a single
communi cation systemw th one orygnore conmuni cation
system such as with other cellular systems and/or

fixed line comunication systems. In the 3GPP systens
the radio access network is typically connected to an

appr 8P PGFE BRIV SRASKR! datR PESFIOR s GRtablshes! e sgy 4@ic flows over

but M ndtivéik!t SAcr2® phéket dafSe¥sins lsgﬁfefhrr@{’erﬁa%eé pdcRéi data protocol
" service support node radi 0. access

net wiFRP) eontwcarﬁRﬁu%at@rbwaw'M%e radip \Redger gmeaded between the
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one tradiapplzaties ssdrests 50. RAB)aIInBedSpﬁrec@tedeWa&bEl igsd¥ dnumber of
application servers may be connected to a data network. ’

25 Communication with the application servers is controlled by means of functions of
the data network that are provided by appropriate controller entities. For example,
in the current third generation (3G) wireless multimedia network architectures it is
assumed that several different servers providing various eontrol functions are used |
for the control. These include functions such as the call session or call state control

30 functions (CSCFs). The call session functions may be divided into various
categories. Figure 1 shows proxy call session control functions (P-CSCF) 35, and
37, an interrogating call session control function (I-CSCF) 38 and 39, and a
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user equi pnment. The i npl enent ation of these |ogical
wanmopdsgsiscal channels is known to those skil l@8ig3004/003573
the art and is therefore not discussed further herein.
Figure 1 shows also a plurality 4f application servers

50 connected to the 20 exenplifying Internet Protocol
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for Inheiga@Nt | @dmmifiestRni ttwesie tHeu833CM 36 dhathd@uskP8quipment 30
call session or call state control 30 functions

( cScrey berpputedvip atdeast operRiret Falheessiap ratral ngtien (P-CSCF) 35.
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38 and 39, and a WO 2005/ 039108 PCT/| B2004/ 003573 17

servi ng cal | §e33| on .cont roI én unction %S— CSCF) 36. It .
shal eregﬁ,'gla 1 REsgIvRathe HEyspagds aprbifinlregistalondequest to the

r ef ene@@ri. oThen réljuebe s Rduted/ iL B O (§ htdlI iaf g@g&tﬂf tRANBRes care of
erv pr o de

o T Butpn bR Mecyser a0 fyindsyhs 18 2B0@be af eyl othe user's identiy
firsThe cregnsgam:trers Wiltch faa eBﬂ’a\n ticnecand riois @te, UEUC faskSto keep the
L0° SRl S ol S RPaSO Bt O 05 b B eavest to e

user qusmﬁn’aefbrd ¢he quletsatlohoexmresermls:@rbdsemret he called as a re-
|sq£$o ﬁrSt e{p As shown in Figure 1,

comm‘?ﬂ BR™5EPWEen the S-CSCF 36 and the user

@qui prent 30 nay be routed vi a at | east one proxy

col | PR SR Sl RIS TG heotRan Suphgresent nventon

msssw;mefarerlnettbéigur@(ﬁun%muodlrﬂem@lf tHiengeselt inveatsn i8Bhown where

cont [h%l CngIQICFIICgtn on% y%{égn r?om\/nerrg’covenng from a S-CSCF out of service
error, the detection of such an error being found in response to a re- reglstratlon

25 request. As is known in the art following the initial registration of ‘the user
(described in 3GPP TS 23.228), and before the validity of the registration expires _
the UE sends a re-registration request to the S-CSCF.

In the first step 101, the user equipment (UE) sends the re-registration request to
30 the P-CSCF.



In-a registration procedure, the UE sends an initial
registration request to the network. The request is
w@rlosokovssa CSCF(s) to a S-CSCF that takes car ﬁfmo@:t%ossn
aut hentication the user and it binds the IP address !
the UE to the user's identity. The registration is

valid for certain tinme and it is the UE' s task. to

keep the registration alive. For this purpose the UE
sends a new regi stration request to the S-CSCF before .
the IediesepeandopterxiiS e PIGSSF praseivasitee ire-registrasivnarequest, and
a I eforivaitisIhé AHesOayeltbMedaser 20 Figures 2 to 5 show a
series of exanples of enbodi nents of the present
invention. Wth reference to figure 2, an enbodi nent

of t fetHar tﬂﬁ@%ﬁed 105 tel IKBSCE, AlkeNBs meefeer fs?]"étlon request from the P-
cormunl cations systemis shown recoveri ng

s» cseSGueng attemipts ogpasa the requeﬁteoru@tr@:STQﬁ%fAstmhsmsCF is out
err opf m.eant@mm)ma rE§5IPANS the Rafedte: registration 25

request. Is known in the art owi ng the initial
regi stratl on of the user (described in 3GPP TS

23. 228)the @dsbﬁfuertﬁableetovreébdﬂdt% @t b s'E A ﬁttnEF‘Wltﬂﬂ Hpe I1-CSCF

expires the UE sends a re-registrati request
S- CsexpirespfieR@ Rredelermyped, timg jand; HeStQBéWetﬁ'all&&@fE s(dps)attemptmg

36Ndg thRaétethe EIICTAFAWMIR hé & THe |- h
WO 2005/ 039108 PCT/ | B2004/ oog%‘ee% 18 |§§tc ﬁeﬁng dtdfpt to send the

st epreaysstyexeral. exyeterminad pumber e timesy egi st r at | on '

request, and forwards the nessage to the I-CSCF. In’

the third step 105 the | -CSCF, receives the

r e- r Hythetfeyrth 8ﬁp 188188 {-GSCIirensanits. arseram dpdication, e.g. a server time-

at t eppt éirdr tnddasde (R KnRAHSR!a SOY &rdrhﬁeéa%é%ckﬁ?gte?&CSCF :

S-CSCF is out of service it 1s unable t0 ‘respon
e request. As the S-CSCF is unable to respond to the

r equ@sthetfii® sltép”nt?t 1 Vthé P@S@F@eden@@ﬁe 594 @trb?ﬁwe@gég‘e aﬁd 1 passes the
rm ned in step

pred
atte%‘??h@r mﬁ%FaQS @Ea'ht%ft’? ”FW@%'W(%Xh the request
The |- CSCF nmay atterrpt to send the request several,

redet ermi. ned numhe
P Fn t?te sixth step F% he UE recelves the 504 error message. The UE then drops

20 all signalling and data traffic relating to that re-registration process.

In some embodrments of the present invention the user equipment only drops the
signalling information related to the signalling PDP context but retains the
multimedia PDP contexts. In this further embodiment the user equipment is allowed

25 to maintain contact with the temote service/terminal whilst the second patt of the
embodiment of the present invention attempts to resolve the S-CSCF -error. In
other embodiments of the present invention where a general PDP context had
been established the general PDP context is dropped. |

30 In the seventh step 115, the user equipment transmits an initial registration request
to the P-CSCF. The UE initial registration is the first step in re-establishing
communication by establishing a new signatling PDP context or using an existing



“In‘the fourth step 109, the I-CSCF transnmts an error
indication, e.g. a server tine- out error nessage
“«ahmthn@mn as a 504 error message) back to tBerig2004/003573
P-CSCF. 15 In the fifth step 111, the P-CSCF receives
the 504 error message and passesgthe 504 error
nmessage back to the user equipnent (UE). In the sixth
step 113, the UE receives the 504 error nessage. The

UE t hen drops 20 all signalling and data traffic '
r el at'PRR)InG FOFAcoptext ol mbadirents rwhargsa gememangontext had been

enboghioppéd theQlE biémptsas eabbn.dh\aeﬁuw §endrBFPUP Rbntext.)
equi pnent only drops the signalling information
related to the signalling PDP context but retains the

mul t infRdiefgHiEtepONt7e1HesP-OSTH Ricgives e RIquesitRsth WRNUE and passes

t he user e nment Is allowed 25 to maintain contact
VP t hthFH@t'?'gﬁQi teatiop request todped-ARCFwhi | st t he second

part of the enbodi nent of the present invention

atte s to resolve t&lhe S-CSCF error: In other

enbolf heriathster A9, hedLRCH receies Jhe ipgiast andseiects a second S-
PDP gs(;t:gxﬁ;rth@msebeen establ i shed the general PDP

context is dropped. 30 In the seventh step 115, the

user equi pnment transmits an initial registration

1@qUERd setdhd BECEEEISIeSTBD |HEstéﬂS“1t2|1 aﬂraﬁs%ltssé rpﬁ)%itl%‘ dcRnowledge
the first step in re-establishi g conmuni cati on

est aPPA kIR KPWLAF 8i2JH ok mesga Bt eXeFor usi ng an
exi sting WO 2005/039108 PCT/|B2004/003573 19
Si gn?l i PDP cont ext . &I_n enpbodi nents where a .
genet 3§ Feltansmits Biedisceiusd SP Pkt nesagmedetthai-6SE6 in the step
est alpp3. sh a new general PDP context.) In the eighth
i%ep 117, the P-CSCF receives the request fromthe UE
d passes 5 the initial registration request to the

| - CSthe P-GSCReinndtap 25t eanddi®s tHehfeceiveS@00 6K fhakagd h@ the user
request. _and selects a second S- CSCF2 for the user.

The S¥ERYAEMS- CSCF (S-CSCF2) in step 121 transnits a
positive acknow{ edge signal (also known as a 200 ok

ness e |-CSCF transmts
r ecessgﬁ F‘%{alhﬁoé‘é’gg)g”’[go["?rﬁ%vefg RESRPERNY PH’@eg‘t"Sp asitleads toa
- 20 complete break in service provision to the user and any remote user connected to
the user, is more efficient in not requiring a hard reset of the UE. Also such a
procedure ‘clears up’ any remaining states in the UE and in the network.

The problem of how the I-CSCF determines whether the current timed out request
25 is either a re-registration or initial registration request can be seen with respect to
Figure 4.

With reference to figure 4, the determination of whether the I-CSCF is processing

an initial registration or a re-registration request is further discussed. Figure 4
30 shows an example where an initial registration is being processed and the S-CSCF

addressed by the I-CSCF is out of service. »



123. 15 The P-CSCF in step 125, transmts the received
200 ok nessage to the user equipnent. Such a nethod

wa tohoeagivsbei ng perceived as a heavy procedur epct/Bodaioossrs
|l eads to a 20 conplete break in service provision to
the user and any renote user coppected to the user,

is nore efficient in not requiring a hard reset of the
UE. Also such a procedure "clears up' any renaining

now e Preesat Gufiand Sho. Vi BERlEROR o eRuss 1 varited from tne
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det e(stépB05) 61in Ch‘e firktesitieanpt thees- CS@%dréss@ﬁ%SQ%(ﬂm an
itial registration or a re-registration request is

f rther discussed. Figure 4 30 shows an exanpl e where
an i mi $temB07 e Fhiluné 0P B-CSChA tagemmea@wshserrﬁeésbge causes the I-

ddr ssed b f service. WO
2005&5@5? P! @%@iﬂ'@é%’%%‘“d'ﬁﬁt‘%tﬂﬁh edeayest Bgg expired. The |-
303 anFSﬁEy attbmpt o fretﬁdnsﬁﬂghétréqliesq)%eﬁ@&“ﬁtﬁédétérmmed number of
tran {pgﬂ (?gég UE to the P-CSCF (step 301),
then'F‘ést & Y Yfromthe P-CSCF to the |- CSCF.
fetep 303), then attenpted to be retransmtted from
t he CS t S- (step 30 - in the first
attell:ltﬂfa Fﬁ?E’% é‘g‘iﬁ: daeg%pggeg avne@% %09"?"9& Fefipestt wgs an initial
307, reglstrafian brud ﬂa-m‘gls‘ﬁ'amqbeitcbyr@daufmn@tHee'ﬁ'W?iﬂ’,eprotected flag in
nmessage cauEg?s he I- CSCF tiner to expire a

ther Jraes ing that the request has expired. The.
- CSCF may attenpt to retransnit the request several,

Fé O o b BBt 5o BT Ot Bgscr ras

an |furmedila security association, an event performed following a . successful

authentication/registration, an absent ‘integrity-protected’ flag indicates to the |I-
CSCEF that it is an initial registration process.

20 Therefore when an ‘integrity-protected’ flag is present ih an expired request (such
as produced when the S-CSCF is out of seNice) then the expired request triggers
the I-CSCF to send a 504 error message to the UE via the P-CSCF as shown in
the first embodiment example as described above.

25 When an ‘integrity-protected’ flag is not present in an expired request (such as |
produced when the S-CSCF is out of service) then the I-CSCF identifies that the
request it is processing is a initial registration request and therefore the I-CSCF
transmits according the method known in the art a new initial registration request to
a different S-CSCF (New S-CSCF). This is shown in step 307.

30
If the UE is capable of being registered on the different S-CSCF, and the different
S-CSCF is in service then the S-CSCF performs the act of registering and



regi stration or a re-registration request by exam ni ng
the "integrity-protected” flag in the request header.

wib2008/0396 | ntegrity-protected flag i s enabl edp@f}h;éowomsn
once the UE and the. P-CSCF has fornmed a security

associ ation, an event perforneddfollowing a .

successf ul  authentication/registration, an absent
“integrity-protected flagindicatestothe( CSCF

that it is an _initial i stration process.

Ther Ef5aits i @900k mﬁﬁ@ﬁ%%‘-‘-}f toripe é&f o the| 'a@ﬁCE and P-CSCF as is

Pr esgitwrl i tAE afX I the @xaRElkesHownSH Cﬁaurea§ thel GE YL /Gt éM?f?d?.sed to use
the S-CSCF is out of service) then'the expired reques

t ri gterdifferepteS-C5E6@NG heredg issuse 2 "é)ﬂr wameagene@age The 401

the Mesydge & ‘&%nﬁnﬁ@@ﬁaé‘ﬁtcﬁtﬁ@w Innsteﬁshﬁ)g I3"1$tand 313 In step 309 the
enbodi nrent exanpl e as descri bed above. Vihen

'9 nt B§F$age- 'ﬁrﬂ@ﬁ%%t frem the §gC$§Fri6tthwv@§éi«ﬁ in ﬁtearim the message is
expi pastet GfAe He CO8CR tasthe PLOduEr athdRafed 563 ﬁ’at t@Eseég% is passed

out of serwce then the 1-CSCF identifies t

r equisQ the PrGSGf B8d|Erg is a initial registration
request and therefore the I-CSCF transnmits according-
the nethod known in the art a newinitial registration -

requilgrefore in afcprdapesm with. tsctwe Nexamplesseiwn, Teinbodiments of the
$HOWAVErtiont &h %@%rm%@ drfork rkﬁ:cl:r'ﬁm tocgnﬁ%pl i tIPﬁ'é}grnet-reglstrahon

regi stered on the different S , :
S- cJeaupsts iapd Jpitialise @ fepavery Hepemeet:m e lreepﬁsst typreby €¥amining an

'of r @ginehebi Part @ndnev\@qaé)&%é?s%é%es’@r/ %@Qﬂ&%@?ﬁemod it would

21 transmits a 2 message the UE via t
| - cStgt berRpspiblederthed-GICF F@n%%ﬂfmlﬂe what type of rlealstrn@on request it was
exanplogessiryvand rpréve@w leRdidsd 'ltfprEbéuZ% e@atewtf&oéka%ﬁﬁlgtlﬂwere the I-

use the different S-CSCF and theretore issues a
16[>m abekErrasagd 5%§g\gg@|t mH§§agg§1for ﬁ{;g&gﬁg@tlp@ requests back to the UE,

t r anama tHeede kpﬁeé’ed few Peyidifatibn réqLRRE R to Hell- CQGFt v:ﬂ@h would be

I te 5 d f t he S-
e PR he SuT o Fenide BreSE2aia crise paeedinaciiband & new 504

t he me€Sdde tb betpaesdd todUuand in step 313 the nessage
is passed fromthe P-CSCF to the UE. Therefore in
accordance with the two exanpl es shown, enbodi nents of

ptve A further embodiment of the present invention is described with reference to the
example shown in Flgure 3. This embodlment shows further that a P-CSCF on
receipt of a 504 message when processing a non registration request passes the
504 error message back to the UE, and the UE on the receipt of a 504 error
message from a P-CSCF in response to a non-registration request performs a re-
25 registration. "

The Steps 201, 203 and 205 show an UE transmitting (step 201) a non-registration
SIP format message via the P-CSCF (step 203) and S-CSCF (step 205) to an
entity in the IP/SIP network, for example an application server (AS).
30
_ Due to an error somewhere within the IP/SIP network the request fails to reach its
target and instead a 504 error message is returned to the UE (the 504 message



10 invention can determne errors occurring to initial
registration or re-registration requests and '
wohiospbdioe a recovery dependent on the. reques;,clrxgzqmm(mqn
exam-ning an elenent or part of the request nessa

header. Wthout such a method it,ywould not be

possible for the |-CSCF to determ ne what type of

regi stration request it was processing and prevent

endl ess | oops bei ngg created, for exanple where the |

15 CitynpddsEmilana 'F‘Fﬁ@“ﬂl?ﬁsi‘ﬂﬁs@é{jé%d adesdribed above). In steps 207,
regi 506 3011 ¥Y8FbLE sk é%Psb%eU ack"?qu?]'irnal l%é@znetwork (step

passed new reqgi stration requests back to t
whi cROQIHA theseCSEFr{stepe@O). dhe RCIKeRt (step 211 windenBs GBBE UE. -

onI y to cause a new tineout and a new 504 -nessage to
passed to the UE. 20 A further enbodi nent of the . '
p? es E‘ﬁt’ve}"?{v@ﬁtlﬂ%rﬁs ugabje derdetesming framr ikaieceipt ot thet brror message,

exan@heths P eriod hid %@nﬁat@d b e @égé\ﬂb‘g% je%g}’gs Therefore in order

further that a P-CS on recelﬁp
whent ABteEBise he $taten of dgi SGSER Brinitiatgacsas Spawese Std!m 213, a re-

504 migi é?ﬁatn&??eﬁ}gﬁ@t dr8sdesta] cié%%nw% atshd t6 gstgg@g%r]f 28 rror message

receip error message from
respeﬁ'@%atﬁ6ahthﬁ§10$§§| stration request performs a re-
25 registration. The Steps 201, 203 and 205 show an UE

transmtting (step 201 a non-registration SIP fornmat
nessabé iy Frewhie fIEUCG,S@FbV(tB% éESEPE(?S)% atflasl ZHCMwiere dine re-registration

205) rdqRests trémdrhittdd thHeh?E klﬁ/sgp&fﬁtr\é@élbed ;rﬂf re%ﬁgm,ttgd by the p.

an application server
somewR&r ingtep 2A6) and 'PP?'S‘F(Ibaﬂ@fWﬁWW brYethGéQSGFa(nh step 217) to

to rgpdicecy. target and instead a 504 error nessage
is returned to the UE (the 504 nessage WO 2005/ 039108
/1 B2004/ 003573 22 returned is simlar to the 504

nesspOtte lekbmblReshodd ifl F5diré BaHe BOOZEF is ins ﬂ@é’é %Qr?e re-registration

209, and 211 this error_nessage IS passe

t he PIOFE§SPPIREesHSy Withst &R0 OQUV'FSS\?QQ qen‘@ ranssuieq Sy ébe S-CSCF (in
209) stebeGQP reSied GheE PetrahdmittidObye tHes|-@SCENR Bp Jf]{e ; eC()eiaB? received

unable to determne fromt
of "t HE B et Bule P-CRe odhe Uidinsten 2ohns

poiginated fromthe S CSCF or el sewhere. Therefore in

or Ole||:|owever if the S-CSCF was found to be the originator of the problem then the I-
CSCF would pass back a further error message and the process would resolve
itself in a manner described above using a new registration process. |

25  With reference to figure 5 a further example showing a further embodiment of the
invention is demonstrated. In the example shown in figure 5 the UE is registei'ed
and in step 402 is transmitting a SIP request message to the P-CSCF (P-CSCF1).

P- CSCF1 is out of service and does not respond. The UE tlmer expires and by step
30 403 the UE acknowledges that the request has expired.



to'determne the status of its S-CSCF it initiatés, as
shown in step 213, a re- registration request process

wasdeeswidsbhed above to determine if the error PESHEBHR003573
originated at the S-CSCF. 10 This is shown in figure %

by the steps 215, 216 and 217, yhere the
re-registration request is transrn'tted by the UE (in
step 215), received and retransmtted by the P- CSCF
(|n step 216) and recejved and retransmtted by the
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”Hnr\‘ﬁfthé}eér@b!s bﬁé‘ rAEEdIHSPDE Ednfksis. r@ﬁ'lrﬂ 'Eh’%:I ls%B 404 the UE may
process. reference to figure 5

exarﬂﬁfé?\'%fh%ﬁmé’ &SRt ﬁspe%wofmsm arbaltqrn@t-vel qGontast pddress for a
16 demyostirated. In the exanple shown in figure 5 the
‘UE is registered and in step 402 is transmtting a
SI P request nmessage to the P-CSCF (P-CSCFl). P-CSCF1

I's OHtsteps 4087 YOT arANbIAAE UENSartS a&wﬂituaT éd%t@,,l.
expi res@:’:nd by step 30 403 the UE acknow n'%l ' Eﬁfcess In step

t he ‘]‘Oéqtaéé{ H %)pﬁwrc&@taog\@dgggg PHBIIBSF to send an |n|t|al registration
PCT/ b 52404 PRIABP-CSCH (N&W PPSSEPY 1R8Rp4T7 th@%l\lrﬁ reglster request

%erforrrsammlar t hod to that cPerform&*
IEERgeVEAtbYohe e, PeleSST @nd fprwiardadnonta dhe 1-ERCEudn siep 400 the
et hnidaldtegister krliesio vecdived ithe 1-TSCrRaNd %n%uﬁé@?rbmhe --CSCF

pro es registration request failure, and the
drog 3%9 S{iﬁéﬁ:& gnal Ii ng PDP context or the general PDP '
context relating to the nessage. In v

This further embodiment shows the present invention handling errors occurring
20  when the P-CSCF goes out of service, in a manner similar to the S-CSCF out of

service conditions.

It should be appreciated that whilst embodiments of the present invention have
been described in relation to user equipment such as mobile stations,

25 embodiments of the present invention are applicable to any other type 6f
equipment that needs to be authenticated. For example the present invention could
be applied to user equipment connecting to a IP/SIP network via a wireless local
area network (WLANY) communications system. -

30 The examples of the invention have been described in the context of an IMS
system and GPRS networks. However, this invention is also applicable to any other
standards. Furthermore, the given examples are describéd in the context of the so



5 step 404, the P-CSCF out of service failure produces

a general request failure, which triggers the UE to

wady ops/asaessi gnal | i ng PDP context. or the generadr/iRRe003573
context relating to the UE. In further enbodi nents of
the present invention the UE fuggther drops the

mul timedia PDP contexts. During the step 404 the UE

may discover a new P-CSCF if it does not possess an

alternati ont act agdr for a 10 P-CSCF1. In

ot epelabal SyEachits Rl B eitied and gommisipatian chapnels known as
r egi BDP atoexter Ot@s Snvdnfiont BP alsé0applicabldE tHS @Ry 2otAEMW appropriate
cont act address of P- end an initial

CSCF to . _—
r egi SYPBYTICAHION, BYflRIEE: PINEf NErGIRR Br (R IINRefysterascrymmunication
| N sstenafds/and€ommubicationeeiosdier request 15 is
rsecei ved by the new P-CSCF and forwarded onto the
I=CSCF. In step 409 the initial register request is

r ecebxaesbldyy dfhethbr GaebibRN Eoinfmidatibh eshskdrRdN &ldBiing wireless data
-1-CSCE_ to the S-CSCF. T@I S _f,urthg]re enbodi ment shows .
t he (HERUNTAORRERYITTSn WHRAY it k9 Biese oiRelde thigd gengration mobile
whe reontrguritcA856FsygRas sai a9 thesBhiveal MoBil® TERBBMMunication System
sim WT o_tEe S7CS§§M%98f service conditions. It :
shod - APPPRT I Ut vifd diee efastsgiiabntrunkad Radio (TETRA)
10 essysleni, e Ehh@ftddabfta riesdr ASM EvBIgtbr (EDGERMbEIR dfa network,
user_equi rrefgl -chh as nopi l e stations, 25 _ o
e‘nbo%?faﬁiﬂlé of Jxeg HRe BYSIYBHINCludG dhft HiYRrss bEcagband tashniguesproviding
any lafehest docpss Gor aspis pAediferbhtafocBREES sueh RE at home and offices.

ated. For exa e the present invention could :

aut hent i
o XA EES o, AH0aE P BrototDIS RS b 4 SPTEMUPPEOR network, the
net vinvdntigh af bY asplies Sn laP Gdmmdi@lion fletidsrks WABANN registration in a

mruni cati gns system 30 The exanpl es of the
ﬁcw)vé"rﬁt‘f"?f eﬂgvés B%/’é’ﬁeﬁescri bed in the context of an I M8

system and GPRS networ ks. However, this invention is
aéalic ble t n Fur t her nor e

al s a ot.he st andar ds. , _
Ehe. A eRne o v HvugE Fry B AEfBsed N R corpxydtorony and
so \Wera200%/ &B9i0R& ROhtroIBRMBHIE0 I5MBodidvntsalbf ale ahvenBbR can be
net wor it h [P entities and c ni cation
chaﬁ%@ﬁéaq\ignéovﬁﬁgs"e%ﬁ%b e@e&qn&wgrwpﬁcq fention is
2l so applicable to any other appropriate

Itis also noted herein that while the above describes exemplifying embodiments of

the invention, there are several variations and modifications which ‘may be made to
the disclose_d solution without departing from the scope of the invention as defined
in the appended claims.

25 |
The applicant hereby discloses that the invention is not to be interpreted solely on
the scope of claims.

It is understood that the term out of service can be interpreted as meaning that
.30 either the serving network element is not communicating with said user equipment
due to a fault in the serving network element, or a fault in the communications



~comuni cati on systens, either wireless or fixed line
systens, conmuni cation standards and communi cation

wWo 2jososdiss 5 Exanpl es of other possible commupisatiofihossss
systens enabling wireless data communication

services, without limting to thgse, include third
generation nobile comunication system such as the
Lhiversal Mobi | e Tel econmruni cati on System (UMIS)

phone or CDVMA2000 and the Terrestrial Trunked Radio

(TETR%SWOPE) RIPWQiing thee URtTh £ALIPEEDhtG@Manicating  thBMserving network
Evol glehtint (EDGE) nobil e data network. Exanpl es of

~fixed line systens include the diverse broadband
techni ques providing Internet access for users in

di f f euRRémloRS at iPNhdersiéel fat ahe NRRE i ces
Regar dl ess the standards and protocols useo‘Ift &% cRmpnses mobile

© commBRPREs: PRORR CRBMUNIcatien d?ﬂ%n?ﬂ%ﬁeféamlmtmgﬂatws
|n aII comuni cation networks wherein registration in

Ztvvork entity is required. The enbodi nents of
the !td% Withes MnAgrstool dbat the Aot 9E establishingea dearestor signalling can be

Pr oXyund@dtstood Eto/ i ikdd &éétlngStaatc%nﬁﬁMéa%nf c*nor‘?nd wherein the
Enbodi nents of the invention can be applica

ot he FORBVRISAICTE NRdR-18t ATanged do Hgapaklpl af commnynication atithoa network

ot GSY hﬁé&hsﬂ dfhat cdﬁﬁr‘nbﬁcétmh %EQéf@n dgeC hRfk ompnsm a session
exe i fying enbodi nents_ of he i'nventi on, ?1 e

sevef@holsatipa mogp Joraaihersing e%al@usawsnm a:h‘owawnmtlwmdsssuon the
to b&kﬁnﬁijhﬁzﬁil&ﬁerfbdé‘)'bla'hbo%rﬁéhéébo% qﬁpéircfe? ng fésgﬂasﬁea session,

scope of the invention as deflned he appen
cl ai RRMMuBicaigwiliLhe;sessien HEW@BW@M@F’%%@GGWMQ fahthorisation of the

| Nvegddsih; | the NEWmrh@ni&ftiohNh&de bRINRd cRbRd Y%t 0 Burirt % gommunication
i ope of claims, It is understood that the ter

r VPRSI Pariediesting &g Aethedsationmagei fop avmlsath@oofemeh&rsswn and

the beinyian@nged WEéfm&iammeabﬁtréoél%mm@J&f' thase88loMiit Response to
sai d_user to a fault inthe serving

due
mot VR VEIOCTRIRENS Brtwaft 1 [EEPaTse (A EUER ArfaRHRsh o mRSS e indicating a
200513 M)RNE6dSdidA ARSI Rode to respond to the request.

20  The applicant hereby discloses in isolation each individual feature described herein
and any combination of two or more such features, to the extent that such features
or combinations are capable of being carried out based on the present specification
as a whole in the light of the common general knowledge of a persbn skilled in the
art, irrespective of whether such features or- combinations of features solve any

. 25 -problems disclosed herein, and without limitation to the scope of the clalms The
applicant indicates that aspects of the present invention may consist of any such
individual feature or combination of features. In view of the foregoing description it
will be evident to a person skilled in the art that various modifications may be made
within the scope of the invention. |

30
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25 'network preventing the user equi pnment communi cating
the serving network elenent. Furthernore it is
under st ood that the user equi pment can conprises LLOYD WISE
nobil e 5 phones, personal comunication devices, and
personal data assistants. 1t26s further understood
that the act of establishing a bearer for signalling
Ctsimde understood to mean creating a communi cation
session, and wherein the comunication node is
arranged to be capable of comunication with a network
10 by nmeans of a communication session, the network

ZS?E& Piefigd &7 3hh ‘ﬂﬂﬁeﬁé*}ﬁ A R Sefhuoieatps, nevor

comuni catiQn no ein arran ed to, i,n order to
C@%‘P&E!Wgsﬂ B SLHIBHEN 'c% ﬁ%‘&{%k ?'Hef‘hénge%§eéwng network
aut hori sati on node for receivi ng aut hori sation of the
elemeitothe methasheemnrisiagitoe steRsofbei ng capabl e of ,
during a comunication 15 session, requesting t he
aut hozdedvwdng oart t’rmjéirétonemarhoelémtmfioét triessagsesfram the user
and being arranged to term nate at |east the
e§uipRfdrti ng of the session in response to receiving
fromthe network in response to such a request a

”essﬁgﬁsmghﬁatnthggﬂ%t rhééd eefr@h ttﬁg fﬁ@?ﬁbﬂﬁorkZS e_Pwent to the

aut hori sati o ode to resp dtot r equest

| i iscloses in isolation each

S?ﬁ@%bﬁ%ﬂ%ﬁ“%@%ﬁé?@ described herein and any

conbi nation of ?p nore such features, to th

oxt eAEtacting abdas e iewask e'sm%ﬁmtﬁa?.wnsrr@twaﬁa@p@ent is

of being carried out based on the present
ogpeksdrvicati on as a whole in the light of the common

general know edge of a person skilled in the art,

i rr edpteririviagait thd éitst aetworkielémehtithestype of tlerfitst atéssage;

of features solve any 25 -problens discl osed herein,

and vd depehdénds bat hentybe émmesmwen@ésatdéeséh@ihg&rorﬁhtﬁe first
applicant indicates that aspects of the present

nbVGR! efindBY r’gﬁgpﬁf Use? egﬂ%pﬁh\?’ i an! @Erbrhrgﬂéggaégaﬁwﬁfu%ing an

or conbinatio eature ew o
be ev dent, .t o ﬁ%ﬁ/)serson ski I led in

AN
rfigtarftheb e sep g e Be Flebiitis Sulaf iR a8 Wit hi n
the scope of the invention. 30
subsequent to sending the error message to the user equipment,
receiving at the first network element a second message from the user

equipment of a second type different from the type of the first message.

2. A method according to claim 1, wherein the second message is
configured to initiate a registration from the user equipment to the first network

element.
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LLOYD WSE 26 Cains 1. A nethod for handling

service failures in a comruni cations network

conprising a user equipnent, a first network el ement,oypwiSE
and a serving network 5 el enent, the nethod conprising

the steps of: receiving at te first network el enent a
first nessage fromthe user equipnent; transmtting
3t he Al igthdeasestting @manyBrddedilg BRIMOMIerdi8TREtméthod further
the serving network elenent; 10 detecting at the
cpibRsey PP i LS of R nisTRehabiK PR lernERRaYe from
el enent the type qf the first nessage; in dependence
”E%“%?k§QRHHBGB¥ﬁFh ePP?st nmessage sending fromthe

first network element to the yser equjpnent an. error

s S8IADTHENGc RESEE Tor SonAlNg RetBREHAE Uk QUGG and the
network el ement is out of service;, and subsequent to
cemntimnieatians retwerk.-nessage to the user equi pnent,

receiving at the first network el ement a second

nmessage fromthe user equipnent of a second type

different fromthe type of the first nmessage. 20 2. A
4ret hpdmeagta dedsrding © daith B, cohpriiny theefusthePRtkps of selecting
nmessage is configured to initiate a registration from

t ' i .

a R St EBH, berhelR frd oG, the FIERSRES to;the further
cl ai whe eiln th{:_ met hod further conprises prior to
S?'é’gkqnb?tﬁ‘éorgte‘?"ﬂgn irst network element a first nessage

from the user equipnent the step of: establishing a
bearer for signalling between the user equi pnent and

t he

5. A method according to claim 4, wherein the method comprises the

further step of. registering at the further serving network element the user

equipment.

6. A method according to claims 3 to 5, wherein the bearer for signalling is

a signalling or general purpose PDP context.

7. A method according to any previous claim wherein the communications

network is an Internet Protocol multimedia subsystem (IMS) network.

8. A method according to any previous claim wherein the first network

element is an Interrogating Call Session Control Function (I-CSCF).
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5 comuni cati ons network. 4. A nethod according to

claim3, conprising the further steps of selecting LEOYD WISE
further serving network el ement and forwardi ng the

nmessage to the further serving network elenent. 10 5.

A method according to claim28 wherein the nethod

conprises the further step of: registering at the

of ur t hahefiRidvadtdrainge the @lfmMENtwidiginter firsEAciwiiR Blement is a
15 6. A nmethod according to clains 3 to 5 wherein the
u

P AL SR N PR R OGP ccor i mo o any

previ ous claimwherein the communi cations network is
an Internet Protocol nultinmedia subsystem (I M)
network. 20, 8. A nmethod according, to a revious .
181 ai fh MREIQ ACEREing 1S ANREAIQYPKS '@h\é’ﬁéf‘g% th@ serving network
Interrogating Call Session Control Function (I-CSCF).
elenmy inastervrg Qall Reggiondeoniea dugiclign (5-GHeFl ai m 1,
wherein the first network element is a Proxy Call
Session Control Function (P-CSCF). 10. A nethod
according to any previous clai mwherein the serving

1Ret Wal fetfoPa&BRAIngi t& it VivRErdiitthe SRPSHIILtERAINIY a type of
Function (S-CSCF). "11. A nethod according to claimTl,

rﬁ(:@%r‘ér%&la %ombgis%ge&ét%{nﬁ igf”r{gﬁt@@tt%g o fhénséggg éﬁ%\sgmﬁ%ecotrﬁ%nt ofa

ses 'determ ased on
content,.of a .predefined. . nformation elenent in the
PABSRgH iffogeyBh RicropRER thE CHTRIS T o ol aim 1. wherei n
the step of detecting at the first network el enent
that the serving network el enent in a comruni cations

network is out of service, conprises the step of:
12. A method according to claim 1, wherein the step of detecting at the first

network element that the serving network element in a communications network
is out of service, comprises the step of:

detecting that a predetermined time period has passed since the
forwarding of the message from the first network element to the serving network
element and before a response has been received from the serving network
element and/or determining that the first message has been transmitted a

predetermined number of times.

13. A method according to claims 1 to 12, wherein the type of the first

message is a re-registration request.

14. A method according to claims 1 to 13, wherein the type of the second

message is an initial registration request.
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detecting that a predeternmined tinme period has passed
since the 15 forwarding of the nessage fromthe fi[f&YDVWSE
network el enent to the serving network elenment and
before a response has been received fromthe serving
network el ement and/or dete2dn ning that the first

nmessage has been transmtted a predeterm ned nunber

of tinmes. 20 13. A nethod according to clains 1 to 12,
wherein the type of the first nessage is a

e_ r ] . .
1571 gl qQrg By Jlciafnd Tt 2R, 22 BhEICH theinformation

ssage..i s, an. initial registration.request., LLOYD W SE

el Hhaotcdiet el tieSourSgs SnEed BERlec 1 and 12,
wherein the information elenent indicates that the

request is sent integrity protected. 5 16. A nethod
according to any of clainms 11, 12 and 15, wherein the

16nf oAmmetbad ebesasding teli iyt @f claims the G2eandatdbakerein the
successfully authenticated. 17. A nethod according to
infbranationl 1 elehdentl Sinalichté$, thdier tien uber i ihasr nip¢éron sutbessfully
elenment in the nmessage is an integrity protected flag
althepficAteghor i zati on header of the nessage. 18. A

network el enent in a conmmuni cations network further
conprising a serving network el ement and a user

equi pnent, wherein the network elenent is 15 arranged

o: recejve, a first nmessage,fr the r ui. nt : .
o7 wly et frodsfinp iR o] ¢ P fod 16 wBRHR IR nformation
el ement; detect that the serving network el enent is
elamendtin Jae yessageds @y infausity REctected figg inran Autharization header
nmessage; and 20 in dependence on the type of the first
ohthesragesagezei ved from the user equi pment send an
error nmessage to the user equi pnent, the network
el enent

18. A network element in a communications network further comprising a
serving network element and a user equipment, wherein the network element is
arranged to:

receive a first message from the user equipment;

forward the first message to the serving network element;

detect that the serving network element is out of service;

determine the type of the first message; and

in dependence on the type of the first message received from the user
equipment send an error message to the user equipment, the network element
being arranged to receive a further message of a second type different from the

type of the first message from the user equipment.
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beirng arranged to receive a further nessage of a

second type different fromthe type of the first, gy WISE
nessage fromthe user equi pnent. LLOYD WSE 30 1§ R
user equi pnment in a conmuni cations network further
conprising a first network 3 enment and a serving

network el enment, wherein the user equipnent is

1951 aAq%értéw;ﬂﬁshvm R BoRNh HicARSRAEWOTR frtie édnﬁﬁr‘ismg a first

network el enment, the error nmessage indicating that

éﬂ\?org %r%/rhgﬂt B&4 %&v@b%ﬂbrl{ Ql(erﬁét?ﬁ WREfeif WL Ggglnéq%@ment is

serV|ce respond to e error nessa

nessa e dlffer

aiignosd Yo Feciive fLer Tiasnef o BG.ORT atbife lerst e eror
user equi pnent according to cla|n119 furt her arran ed
message dpicating thaidhe éerY'BQ netyadg ¢ PHE'E detuthen uweeqwement is
equi prent and the communi cations 10 network and

otiliof $rrvicer andgespond tetsoerior mestage by sendingsadertigr message
droppi ng the bearer for signalling between the user
ofq sepomdh ty pendiffe fent do tme first &tpeotasthe fiestetworiklélenfentser

equi pnent according to claim20 wherein the bearer for
signalling 15 is a signalling or general purpose PDP
context bearers. 22. A user equipnment according to

0! ai W{&%rh&’ﬂﬁpﬂeﬁt %g??,\@?@e cf)Ela'irHelg‘ YkREr arr?ﬁé?&‘g@ establish a

sent ement 1's an i ni

S ratlon r equ 2Q 23. A user e nme
B3 ol oH NS dobisanc e dise ALRRT Gg, Mg spmmunications
fi rst net wor k el ement the user equi pnent bein

nﬁP’YCthaé'tﬂj fusthes asranasd torgspond do the &f rOﬁ@a@&ﬁqgegp)éﬁgmping the

is out of service by sending a request to the first
baaterofok sigpalling belweesnt theriusengquipment ands fliensenrasnications
been received fromthe LLOYD WSE 31 first network
networent ; wherein the user equi pnent is arranged on
determining that the first network elenment is out of
service, to drop a bearer for signalling between the

user equi pnent and the

21. A user equipment according to claim 20 wherein the bearer for signalling

is a signalling or general purpose PDP context bearers.

22. A user equipment according to claim 19, wherein the type of the further

message sent to the first network element is an initial registration request.

23. A user equipment for operation in a communications network comprising
a first network element, the user equipment being arranged to determine that
the first network element is out of service by sending a request to the first

network element and determining that no response has been received from the
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comuni cations network, 5 discover or select a new a
further first network el ement, and send to the fuoYhese
network el enent a nessage conprising an initia

request for registration at the comruni cations

network. 24. A nmethod for hasdling service failures in
a communi cati ons network, the 10 communi cations

fm%ehwdsrkcagﬁ{érw Waerein UR€used lé'ql&iﬁ?ﬁént i8 éwérﬁemehvmérmmmg
elenent; and a further network el enent, the nethod

tHEP RS firslh Hgt\k&% eﬁér?%ﬁt %fout%?'é@t\ﬁ% figom the user

equi pnent to the first networ 'enents a first

nessgge; te { SE ment that the

1 r S0 hieet dferyotdind oeya R s Bhybdfint,gn the
t he si gnal I| bear er fromthe user equi pnment to the
C%'BH?H!H% REtwor k; sel ecting or di scovering at
the user equipnment the further network elenent; 20
sendflisgoyeroon selectus sewefiuripe first network glamenérantet wor k
el ement a nessage conprising an initial registration
requesnd taStheAfurtherumeterk elemeyittacmessade comprising an initial
comuni cations system conprising: a network el enment;

rédh@\épderéglstr%ﬁoﬁ at B/ EOANUiCRIORs HeARBAL 1N

conmuni cation wth the network el enent; and user
equi pnment in comuni cation with said netvvork el ement
wherein said network elenment is configured to:

SR LA i TR——
cgrln?nntgfrl](t:%t@r\%ﬁi%\(;vtorlz ggrtn pt”g%gs gruvslerr] geqﬂ %m\/\grgtk a ?ll rsetnrgeent\tlvolrkS element;
and a further network element, the method comprising the steps of:

sending from the user equipment to the first network elements a first
message;

detecting at the user equipment that the first network element is out.of
service,

dropping the signalling bearer from the user equipment to the
communications network;

selecting or discovering at the user equipment the further network
element;

sending from the user equipment to the further network element a

message comprising an initial registration request.

25. A communications system said communications system comprising:

a network element;
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determ ne a type of the first nessage, and in
dependence on the type of the first nessage receiveg YD WISE
fromthe user 10 equi pnment, send and error nessage ?o
t he user equi pnent.
32

a serving network element in communication with the network element;
and

user equipment in communication with said network element;

wherein said network element is configured to:

receive a first message from the user equipment;

forward the first message to the serving network element;

detect that the serving network element is out of service;

determine a type of the first message, and

in dependence on the type of the first message received from the user

equipment, send and error message to the user equipment.



