Software Application Control with Flexible Activation
and Deactivation of Application Features Field of the
wo pooenoi2esr [ 0001] The present invention rel at eBCT/8G2007/000049
software application control. 4 n particular, the
invention relates to a systemand nethod for
controlling accessibilities of software applications
of conputer term nals connecting to a network,
i ncl udi ng 1 nt er nSofamarei Applisation Gentgebwith [ 0002]
Trial software products or shareware products are
of t en FlanibleiAckveries and Deackvation of nﬁpph%atmn Features
version is purchased. These products are designed with
a tinmebased expiry nmechani smor feature disabling

mechani sm or a conbi natd. to control those
[imtations. The tine- ﬁé@@&%&?ﬁ‘?‘%}’“ chani sm checks

agai nst the conputer systemdate (i.e. current date)
\ddo @ Presgie PreRéidtYindaitfon! Pelbfes ool %ﬂ\bﬁeséﬁﬂl%@ﬁ(ﬁl control. In
appl 1 cati ons upon expiry. For exanpl e, when 30- days

pettignlashe inveationsrelatestta alsystemi and naeshed fos |contr¢lbng1 acscesmblhtles of

ol il o Ao oBpRfhe 7% Fonule pefiRine tntemer

an@intsanef. the trial software, the software is rendered

unusabl e/ di sabl e. The feature di sabling nechani sm

di sabl es the software product partially by disabling

only certain features of the éﬁ;“ﬁl yare product w thout

expiry date. For exanple, 'a tPall version graphic

editing software can be used w thout expiry date, but

fdvezpave anthrilrdoftwateeprodits ofEltaréivra pr@thctsAG€ often liglited in time

a user may experience all the features offered by the

§bin fpatuse upika fulleversiay is prichasad. pehegmproduess gwl_esasrl%wﬂh a time-
e 0, T

tbgseed eqe &r&&n}é@{agirs#] (gr %g‘%‘ﬂﬁ Hﬁaﬁl]sﬂgr émg{ﬂa‘g%% g:g? glﬂﬁlg atidn B both to

bb:imlgthoae rlﬁﬁit&idh@.t i @he Ctﬁné-bﬁedsaiﬁmamchamsiu cthecRhagainst the

mechani sns are us
computer system date (1 e. current date) with a preset expiry date to disable the

software applications upon expiry. For example, when a 30-days trial software is
installed in a computer, the day of installation is recorded and a preset date, i.e. 30 days
from the installation date is determined. Upon expiry of the trial software, the software
is rendered unusable/disable. The feature disabling mechanism disables the software
product partially by disabling only certain features of the software product without
expiry date. For example, a trail version graphic editing software can be used without
expiry date, but the save and print features are disabled. Accordingly, a user may
experience all the features offered by the software, but the user may: not be able to save

print the edited work.

[0003] The limitations can usually be removed by enteﬁng a unique serial key
obtained through a registration of that software product. These mechanisms are used
commonly in software marketing industry, where the developers do not require flexible

enabling/disabling features for their products. These mechanisms are not applicable for



commonly hi software marketing industry, where the
devel opers do not require flexible enabling/disabling

wo e@Baoe@ss f or then- products. These nmechani STsPEF/BGHOT/000049
applicable forlimting the aCCfSSi bilities of |icensed
software applications that are already installed in a
| ocal conputer. [0004] In a conputer network, users of

t imitingrihe acoessibilities ofledensadtsoftware applications thas aresalfeadp installed in
appl jcat | that are installed on the | ocal

c‘gf?ﬁﬁltcé%?ﬂsp%e?h some occasion, there nmay be a need to

restrict the usage of these software applications. For

exanpl e, when a group of students doing their examin _.
A08Mput er Inad coamprier gtworkonsers ehihe egmpiiensiraant fisely utilize the
d I he. [ t I
fiEn Rl RYERors Ypplitfihl Uy, s ohho 185l &
t dveagiom thdre tnezry Bepp heatibdol restrictothe usagelsfahesesoftomapplications. For

and after. the exam _the |l alh assjstants required t

Bl Thefct EohD PR ﬁ%@? dotg B (@ inh gorgputer fab where only

f Sl utéroag) Réatibng bfe élﬁ)v%‘acfgf e, ﬁjﬁ?‘écgu?rfeg the lab assistants
0 of t war e

provi de 'a system and met for controlling
atoptdnfighreoals the comptiereto disekls shbiprohibided fpplicatioguoe features in

AR o S G b o B B Ries o e
| AppEBAtioRS or FARIrEs.i s provided a system for controlling

accessibilities of features executable and renaining
on a termnal over a network having a control term nal

pluraldty.of client termnals, the system
et Do b o creEtngibly woPEHECHCS preyRfe, 3 e apd gpethod for
t @hifollial softfatAplicaticifor featires hédesdibitifies f@'computer terminals in a
controll'ing the accessibilities of features an
Jetwork in reed#ime: i ons across the network; and a
client agent for residing in the client termnals
operable to listen to the broadcast fromthe control
agent and execute the instr§ahmans to intercept
activities in the client termnals to control the

accessibilities and processes of features, ) ) .
[0006] In accordance with one aspect of the present invention, there is provided

-

Qnspé%?rsé. In some

a system for controlling accessibilities of features executable and remaining on a
terminal over a network having a control terminal and a plurality of client terminals,
the system comprises a control agent for residing in the control terminal operable to
define instructions for controlling the accessibilities of features and broadcast the
instructions across the network; and a client agent for residing in the client terminals
operable to listen to the broadcast from the control agent and execute the instructions to
intercept activities in the client terminals to control the accessibilities and processes of

features.

[0007] In accordance with one embodiment, the instructions may include
user/node IDs that correspond to the client terminals to be controlled. The instructions

may also include information of features to be controlled. The instructions may further



[0007] In accordance with one enbodi nent, the
instructions may include user/node |IDs that correspond

wao eooshen2ed i ent termnals to be controll ed. ThePCT/SG2007/000049

instructions may al so i nclude jnformation of features

to be controlled. The instructtons may furtherinclude

a time period for executing the instructions. These

i insludect itiores penind fer bxevatiogthe dnstructiofsor nihete ripstsiatjiens may be
[Ooo‘gq?tlﬁ‘i.ac ordgnce with anot her enbodi nent, the

Hrop ng MRS i se a dat abase accessible by

the control agent for storing user/node IDs. It may

al so conprise a database accessible by the control

800l for sknomteagddneat withs audtheraembedimentsthei gysierar mey further

b R et b e S Bbtal e il WsrlsPgs 1By 1t may

16 olprise t 4 edatdbasd QRbebsibie MY thé) Cdonetel REEM tfod Rebring features
features to be executed in the client termnal. The

chatacksrrisHeséugnatuses for peeomprany wgtwittethe dasirurtiensude

rejecting features to be executed in the client

terminal inthe client terminal. [0010] In accordance

vioode] yet ariat heecordaiwedi witht ,yet hendtheit reshbodiment, the control of

accesgibilities of features may, include interceptin .
ragRensIitins af deatwes may laplude PGW“%&J@%’F%&Q .ecwsé%ﬁhe client

I gor i1t : t ' il
e St e SRS o BearliR Aty Rl richiing foatures to be
Fexetuted jn tht clientddreingl ais fiehdlient tahinalhe net wor k i ncl udes
Internet and intranet. [0012] In accordance with

anot her aspect of the present invention, a nethod for

qe64o] 0! | | NOmACKESALR | WithS yol ERAhSH SSHRAMIEDNR ahtrol of
remaining on a termnal over a network having a

casaessibilities rofifaatirea mapyainglude dntercgptirig pinningt proegsa¢snaridsshuts down
§§id net hod conprises defining instructions for

cOnPISFg the accessibilities of features at the

control term nal; broadcasting the instructions across

the network; listening to the broadcasted instructions

d00tthe cl i dit aqcerdsnemivith yat apotbenyempgdimeat, it is possible that the
| fAR e Gld Qv applications. Further, it is also possible that the network includes

Internet and intranet.

[0012] In accordance with another aspect of the present invention, a method for
controlling accessibilities of features executable and remaining on a terminal over a
network having a control terminal and a plurality of client terminals, said method
comprises defining instructions for controlling the accessibilities of features at the
control terminal; broadcasting the instructions across the network; listening to the
broadcasted instructions at the client terminals; and executing the instructions to

intercept activities in the client terminals to control accessibilities of features.

[0013] In accordance with one embodiment, the instructions may include
user/node IDs that correspond to the client terminals to be controlled. The instructions

may also include information of features to be controlled. The instructions may further



intercept activities in the client termnals to
control accessibilities of features. [0013] In
waemenarexe wth one enbodi ment, the instructiPCESGEN7/000049

i ncl ude user/node IDs that cor‘{espond to the client

termnals to be controlled. The instructions may al so

include information of features to be controlled. The

iineludes @ timesperigd forr exrepiing [theldnsiructions. peliess) inspuctions may be
.09 [ n jons. These instructions may be

%gé%égg(?g{dgforﬂna&%%gn&égf nmessage. [0014] In accordance

W t h anot her enbodi nent, the nethod may further

conpri se accessi n&é}a dat abase by the _control agent for
dB04l ni ng UeprsRBdance [WIth | anoghey” embedimenty rthg emethod may further
' i | b AhinoUserAitd

PR e Bt PARAY 1S Sortlel bt 0 R o ARRRIDs. 1t may

aalsoo opuapsisa geodssing tdh databaser ancedsibls . by] @&l bdnttol agent for obtaining
cordance wi.th yet another enbodi nent, he net hod may

e Rt B argHiF i EOR AP PR R BROBHBE Wil (i MeRE e | o

the client termnal. The nmethod may further conprise

rejecting features to be executed in the client

t[09151 nal i nint aveordahemn witheyatianather eBbbdimdnt, theovetliohamy further

with yet another. enbodipent, jt .is, possihble.that the

FOLRSEE PEBEHE feafurlocbs ersryter indhn St deuials. Thiymethod may

Sitthér ElMprisehjeRfiRs BsehfRes td be lefecikeiOinP®S Jlihetethidhal ihthe client

met hod conprises receiving broadcasted user/node |Ds

fiemminglne control agent. Yet, it is possible that the

nmet hod conprises matchi ng the broadcasted user/ node

IDs with a user/node ID of the client termnal. The

reefepd i n tlheacthfiaasivdite FoOdhdthet embydibent,Neris possible that the

CO&I‘EH se acquiring information of .

dpethed cempHsssdaieEiegling rHRIngoprogerses ank shutssdewn Hhe processes. It is
t . ] - ACOLN ] [

S0t bRl B8 bt Ptbbites 3G ing, BRARRAH fsbfhode' R from the

apatrobagene Wet, lit ishpssiblertkstathel nestaddiomprises hiaechirgpthy ibesadcasted

may be ftware applications. |t is also_possible, that ]

t%@r/w&e@g}sm 8 luscrawde Rb et i cligny toratinaln ehbe ot in e aforesaid
(ot ABay Furte cPWsd d&quiring information of characteristics/signatures
of the features to be controlled from the control agent; and acquiring time period for

executing the instructions.

[0017] In accordance with the aforesaid embodiment, the features may be

software applications. It is also possible that the network includes Internet and intranet.

Brief Description of the Drawings

[0018] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:



[0018] This invention wll be described by way of

non-limting enbodi nents of the present invention,
wowaok/16ber ence to t he acconpanyi ng drawi ngs, PEI/SG2007/000049

whi ch: [0019] FIG 1 illustrateg network of a plurality

of term nals having an access control systemin

accordance wth gne enbodi nent of the present

i 998t i on; Tl6b2oillustrates metworksefraplurality Bf érrminplsbaving an access

oo SR, LA TR bt o HHERY AT Bl pfeion
illustrates a flow chart for perform ng an access

cont r ol pr%ﬁﬁis Lﬂ accordance w.th one_ enbodi nent of .
2% esentFithverlipgtesaadblpeioingram of an cacerss) panteod system in
S4da6ihdeCwith B erbSERRM O th@pfeSan ifyeRfib! perform by

the access control systemin accordance 'with one

enbodi ment of the present invention.Detailed

iptio 2 In line wiith the above summry, th
Pt g IR Tstles b Moy lillor B Giite o oggey contol process
SloRESkrlcY Wit REMBIH Siet o? (R eERvERidHIERA St and t he

inventive features of the present invention. It shal
be apparent to one skilled in the art, however that

this. i nvent. may. b ractice 1 thout such specific

302, o SRR 4 matinl] 4Ry Blosk et S RS eapie1 perform
| BN thiehacRsPBoMed] §ydtedb S WicBordhfcel WitBNéned Bmbb@ImeR0oF ®E present
reference, conmon reference nunerals will be used

tIAVIWgRout the figures when referring to the same or

simlar features common to the figures. [0024]

According to one enbodi nent, the invention provides a
system and nethod to fully or partially contro
accessibilities of features for software applications

for conputer term nals over a conputer network. The

system can be used to schedul e a period for

i npl enenting the access control to a specific group of

users or nodes. The access control can be perfornmed in
real-time within the Internet or intranet environnent.

The system provides a control agent for defining and
broadcasting instructions for the access control, and

a client agent residing in the conputer termnals




for listening to the broadcasted nessage. The client
agent executes the instructions to control

waewedeaizki | i ti es of software applications in tPE€r/SG2007/000049

conmputer termnals. [0025] FI lillustrates a

network 100 of a plurality of termnals having an

access control systemin accordance with one

embodi ment of the presePetailad BeseriptionThe plurality of

termnals connect to the network 100 via standard

connections, such as LAN, wireless LAN, WAN and etc.

Toez3pet wor Kinrting vhi¢h thie dbove sm@inady, thafotlondig ddsetipiac 668 number
troJ sysifem i s, adap gﬂ% to control software

{ %@gﬁ 19. fnd plenatiye gmbadineats; arg pvv&iedtmeun@ﬁmaﬂse inventive
chelf Mﬁ&orf'it/ shafl ge | drekl1RQSin TEE L, however

as mor cessi ng application, ra I'C processi ng
abat! thxsanvecmnpn ary hetpractﬁed withoas suchcnpbmﬁb details. eSnm:e of the details

| d.t t bilit
sl utdetsreibed ebnedh Shad AL bt i IBHERt I o254 plagference,
té’c‘)ﬁ{mﬁ{ &f&éﬁ&%@@rﬁs Al HaGusEE "tﬂfb{@; t tHeYiguted Wﬁ&[‘{’erf&]rmg to the

t he access control system acti vat eactivate th

eameog siaitar featuwres ovmmen to thefigurésal control, the access
control system activate/deactivate only sone
features/processes of the software applications. For

qoozai i ci ty,AdcORiisOhé WRE campdimant A inveGor pESHERDA &ystem and
feat ures/ processes and commands/ | nstructions t hat

prethedito fullytarrnestially contipl @ccasseiuhiwt ofrfeafuneis der saftware applications
é t S ﬁfuuﬂg 91‘3 kcso u%er e r ef L ed [)e uskd to schedule a
ures SRk %mgfm

Qﬁﬁbd (ﬂ)ﬂ milﬂemémm@aché HECRSS c@mﬂs&sa *Spédlﬁdl giop@dusers or nodes. The
termnals are hereln referred to as "the access

@EFRS ofentrof oerigbe spryfprmesk dpy ragltimg myithin jthet fpternet or intranet
ré b 0Hert 00 TR {gg§t%[1§0§ro%&grg E&trdi & §E ?+ &éfﬂl;ﬁ‘%%d broadcasting

lent termna € accCess c
amtmchemsfoaﬂleage&ss comtetd] aridetlicnb agent remdﬁhg:'m thg cf)mputer terminals

185 kiseng f ey rpatenu, mesimse: 11Be Sljemeemiaiecuis igdnstructions t
%eﬁﬁmoiccés%mﬂe@bf a&f%}ea %ﬁbﬁs ﬁqm@dign&& Teirhinglsi Ons

in a formof nessage to e client termnals 120 via
t he network 100. Upon recel ving the nessage, the agent

B St " ondP et p aebrE il 14 bR GH oy having an

AbédsY icbhiBsl FSRALHS S&:okhﬁbe #ifh bRt embodiment of the present invention.
The plurality of terminals connect to the network 100 via standard connections, such as

LAN, wireless LAN, WAN and etc. The network may be an intranet or Internet. The

access control system is adapted to control software accessibilities fully and partially at
the terminals. The software includes any software applications such as word
processing application, graphic processing application, and etc. The Access control
system is also adapted to control users’ accessibilities to all features/processes,
commands/instructions and the like that are executable on the terminals. In full
control, the access control system activate/deactivate the entire software, whilst in
partial control, the access control system activate/deactivate only some

features/processes of the software applications. For simplicity, the software



be executed by the client term nals 120 based on the

i nstructions/ conmands given in the nessage. Dependi ng
wo@poosneaess of the access controls, the agent noREt/S©1007/000049

the client termnals 120 perm',}s/prohi bits the

features to be executed based on the nessage received.

For exanple, when the nessage contains ]
i applications.othe exenutablaiatures!prpeeasseistand somarands/imsfraetions dat provide

t nt del of the t.ermpals 120 rejects the .
TS0 e & coPiouter AsiiEh B BEH i RRpIoR s But Plepith geforred to
tRetigcfeattinds” e Fimilag e th€ Sperdiiéns aEHAEE11IRE TR fafifres’ accessibility in
user/node IDs of the terminals 120 to be controll ed,
crrermnals A hoein refered torast Hhe aseesssentedit rol and a

validity period of that commands/instructions, and

possi bly encryption key information. [0027] FIG 2

i[bb2e6st r at esSiil kfeeingdb FIGam te mdwakCHScotmtise®h control terminal

\?ay]i)tr?%g 00 for, the_network 100 of FIG 1 in_ accordance
et fersaingle 4200 The accessy conEnl sysispbermpsises amagent model (not

gs?gﬁﬁsin ERGL ;)%r ﬁﬁﬁgﬁ'@ if ggcgﬁgfmﬁm'aﬁ 5 aft SQRWikre ﬁﬂea@%eiss control is

a user/’node ata 212, an application contr
dequr<l] 4 thad agenti embdelgenf 2th6. ddmdrol onterminahgeli0 broadcasts

210, the,.user/ node I D data 212 and the appl.i cgat]on,
SRR, CE@? g pdorm of Msssage 4 cgeﬁﬁgrgvnﬁéflh‘? Mg the network
1490, Bpsh tsivild &@tmég%ﬁ 11%EbehBriofSls 9654d 1 B8R iR terminal 120

the clitent termnals that” conprises a plurality of
fexacutessthe dagrustidnsicoaymanln and giceseny Al it otivitidséprocekses that are to

ontrol e 210 .and .t he i,ent, agent. 220 . .are agent . .
i Tofeitsd 35 e, Stiem 3P yibalf 420 oka G0 B infBHeaBhy rHEAs eiven in
RO nitBshgd.2 @e?éﬁdh%éﬂ HOdEEF thé BcRES Eitrots) Mo ddlent hbéel of the client
control agent 210 provides functions for defining

i terningls t 120n peradisfnaphibits dthe fentures e ds ewauted| based on the message

n d tipg t.he instpructions/co nds_to f.he
PR R RS R e QR Tndeelifycopppands tha
g@elibit e tA0 e thé ap&e madell of kiestelmiiakr 101ikjects the prohibited
validity period, schedul er 213 and a feature lister

Aeaureygpags detestinge 1t Wbile | ssresping) thepacilyiitipadroeestesi offge message
P58 B! 5 SPAE A0 0 ) BRI SR Brucions

Ueethemockss kohteisltand 2 halillity pardddesit thagohiieands/Adst@ictions, and possibly

user/ nodﬁ I D and inputting new user/node |IDs. The
VEFYaReY kee mfmatiohedul er 213 provides functions and

[0027] FIG. 2 illustrates a block diagram of an access control system 200 for
the network 100 of FIG. 1 in accordance with one embodiment of the present invention.
The access control system 200 comprises a control agent 210, a user/node ID data 212,
an application control data 214 and a client agent 220. The control agent 210, the
user/node ID data 212 and the application control data 214 are resided in the control
terminal 110, and the client agent 220 is resided in each of the client terminals 120 that
comprises a plurality of features 222 and a system registry/hidden file. The control
agent 210 and the client agent 220 are agent models/programs that reside in the control
terminals 110 and 120 for performing the access control. The control agent 210

provides functions for defining instructions/commands for the access control and



platforns for entering and selecting validity period
for each individual access control. The feature |lister

wQ@1ehspewes des functions and platforns for entePCHgGzNT000049

selecting the features to be cgntrolled. The feature
lister 214 is accessible to the application control

data 214 for sel ect.irzsgc the listed features and )
i bnoadaasting itheyinstaectionséicommandsster theo ¢lienttegminal A29 in a form of

[ i nal's no th Wor k. .
TRl T g0ty Qppi® Ofneche ergRe I bfes 331y ity period
| sbheduléryd13gmtefeatay iaadr 4. Dehd ixa#/nedTDSIR@AD 11 Prdvides functions
client termnals 120 to be controlled, The application

cak platforns; fgr snterins fapd sslecting theatsepodgndPs. The user/node IDs lister
Cfﬂri’%‘%@ersélﬁfe'ﬂ; iﬁ%ﬁ/%&' gl? dg{a iﬁ%lf fe?éclting Z%J ﬁ%er:d user/node ID and

accorrpany ng ructions/ conmma

i nhputting yiewlglsm’tmd[e dBs.u ﬂ“ﬁe vgbdlepermdts?h)édum 213 @mﬁﬂéséﬁhctlons and
t 22 i sttens to . the br ast, fromthe contro
algé I SHETipe P\ﬂ% P#ectmgev Peried (1, &3¢ ygk@éu@racp% control.

[ Y ;ﬁ-l%ln]n
trgﬁéFféé\ﬁ&% e g%‘ ne cli enét:&?% rarl%lh%(? ggbé\!rﬂg&g{l r t ega ecting the
ufsaturdsdo bk icentroliege rile 220res hayr M s laecdsablego cﬁhmabpifcatlon control

t t 0t t I ]
19l 214 e SR ipted Pt AL imasor s n FTEs o it Gser/node ID
tdifa ﬁﬁﬁ&t@fﬁ Ssé2Dst FabrAIsl’ s QoRETHOSY the nk&fbrk 100 rthétfbﬁe selectable

access control is required within the network 100,

clashthe sontaeaagent 219 fog idendiflying ﬂceeuscﬁeo@s@sﬁhatct@memndﬁo the client

RS BT S, Crb Bl AbTBP i ot el AT} Gtn G formtion

aaridal d:ldltd(:}éﬂ%ﬁéd/ﬂg’n&lﬁést b aBeeSeatGRBt 1o} - addbnpanying with the
user/node I Ds may include user ID, |IP address, and an

dngtryciens Wlm@amd%ﬁes idsmtifiging shefeatusesnionky eomdgodled. The client agent
?ﬂc fs‘&g lt(? ﬂfertﬁgiecfclgns J‘@oqﬁr o%‘%g%g” %&%Rerf?més the agcess control

oipanyli ng Fucti onsr
A3ed on the instrictions/@hasaisalefigedpeci fied in a for m of
paraneters of instructions/commands. These features
222 are avail able for selections fromthe application
ol dat r
B DL ¢ g seferriiftd PRO.CE bl SABRSHRIER 1A e started up,
i the client taigemts 220 smyanlﬂm badkigeoundfof kg hhen'flﬁﬁnunals 120 to monitor all

pfregtmeks)lzab r{ﬂa Son't nﬁ f’]gr}tltggnsmig ‘i% fa};d mlgtg}cepts the features 222 that
are to be controlled. When the access control is required within the network 100, the

-

rlh

control agent 210 is used to define user/node IDs of the designated client terminals 120
to be controlled, the instructions/commands for the access control, and a validity period
for the access control. The user/node IDs may include user ID, IP address, and any any
identifications of users or terminals are selectable from the user/node ID data 212.
Accompanying the instructions/commands, the features 222 to be controlled are also
specified in a form of parameters of instructions/commands. These features 222 are
available for selections from the application control data 214. The
instructions/commands include prohibiting-type instructions, permitting-type of
instructions or a combination of both. The prohibiting-type instructions specify what
are the features 222 that are not allowed. The permitting-type instructions specify what



are the features 222 that are not allowed. The

permtting-type instructions specify whatare the
wo e@Bnoess 222 that are allowed. Once the nessapEr/862007/000049

defined, the control agent 21Q broadcasts the nessage

to the client agent 220 across the network 100. Wen

the client agent 220 receives the nessage, it screens

tabe thegfeatures 222t thati ar¢ eHowed c Once theomesshge is| defined, the control agent

1 ha 20 and contrpl s,.the a si bi | iyt f

PAb e hehsiith 6, Bice] Gefi D3kt inhefluetcly. When the
\ctibhtcHgelt PHY deolvélathe AREsdgs, it RereBRSthAfiigh thd/idtiviidsipRocesses of the
validity period, the client agent 220 provides two

tclignts tegpinah 1126 rendf epntrelsntbe acessipility cefsthe fetheas 222nbased on the

. i : e I Nt~ ... ' g0
Insfttlio RG] RS RGP RARR G Ay e o s S0P Turing the vatidity
Pedlod at cHem agentl220geovides twericry\bperatig foe abntfaling adtess. First,

are djsable, the relevant features 222 becone L.
aﬁgeﬁ@m At 240+ prads swesseges de othe  sleast 9 viapRe applications to

%ﬁ&lﬁéﬁlisﬁﬂf@ttﬁg :fea’nﬁ@é: 953! that We ‘EA ibg bnFG Rt g&%lgn ?ﬁ%%‘cﬁ@g 222 are

intercepts all processes that are runnin
disable thearehavamt fedidfes 22B ibecape nasdlenabe by ittaser therefotesachieving

FShecseiehibhnS St G i gD s B b ioSbses
TRe rédrif by 396 Hied2@rthMhaf 420! OFhik h{pﬁﬁ@h%ﬁ@ﬁa@@ %ox}ilﬂﬁ& over the

are already running on the client '

rmnal 120 before
tfeatures 222sthat wamwit Hesdarst by athe dirstThier obéretion.agekite S@pning and
further intercepts the cliept termngl’ 20 essor
BetegRing, AE oF slipth Saeno 230 1 foniTal, e, FRAES.REE flit o already
yaidiing B8 Bé chifif Einifit 120068Tbre2die - ac¥his Rohfi6] W WRfivatd.t e client
client termnal 120 attenpts to activate any software

apenti 228 fugther inter¢epts the sliemprminpls 320 pracessge o capl the features

295 ORAR Bl R SR o s agiR AL R i of the
iclientSteEmipaoIdMatteniils feadtivare, adyn@fgtare ﬁp%lﬁﬁﬁdil_is 2Ratures 222, the
denies the_feature to_be processed b% the client

chent aggnt 1240 intarcepiar thei Pipsesst ke See ik the aglayant) feptures 222 are
RIS So3i el vir LORLBERAR KAphloe o
agetr22i) degies the2feburdNoche proyessedby ket dignf eahinab$2( 2k operations,

re detecte tive, the client_agent 220 intercepts )
3‘%@&6@5@&% 320 S nomifes i Sf SROWR fesgss 2P i thegbiont terminal
438 ahd¥BilsAhe S¥tus back to the control agent 210. When any prohibited features

222 are detected active, the client agent 220 intercepts the features’ process and shuts

down those features 222 immediately.

[0029] Still referring to FIG. 2, the application control data 214 is pre-defined
and stored in a database to form parameters for defining instructions/commands for the
access control. The information and characteristics/signatures of the features 222 can
be obtained directly from the features 222 providers via the relevant technical manuals
or support websites, or by the any third party software, such as Spy++ from Microsoft,
or the like that automatically scans and reveals all features’ processes, threads and

messages as they run on the terminals. The application control data 214 requires



[0029] Still referring to FIG 2, the application
control data 214 is pre-defined and stored in a
walaioahees t o form paranmeters for defining PCT/SG2007/000049
i nstructions/commands for the §ccess control. The
i nformati on and characteri stic,1 / signatures of the
features 222 can be obtained directly fromthe
f epdatipg Jop aewpsafiwate rappli¢ations or rfeaturesn222 exchpioyided in the client
nuAl t ites e an ird part
Bitiaba, WARSE apifehionmbl o 218 RriVited MeAceRRgbitrol may
t beaperforhmriyt usiag live aspaopriAd dom@eads it parhBalers’ @8t specifying the
processes. threads and nessages as they run on the
t #AtresaP2 andepering. i cBhg @ﬁare%lm rhglov saxgmplify some commands and
r&g%&g&ypdati ng for new software applications or
fleatures 222 are provided in the client termnals 120.
Wth the application control data 214 provided, the
access control be perfornms by using the
ABPR%pr i at ’é‘ﬁﬂ%ﬁds T eppardnet el§ehRly spédWRyidag 09-02-

theofeaiys@s gg2 @d period. The exanples bel ow
exenpl i fy sone conmmands and paraneters: [0030] Exanpl e

1: "co pimand" [tehah, wi nword, O 9-02- 2007 , 1530,

6 ] [0031 le 1 provides g syntax that

ilﬁwgde a %ﬁ?&ﬁéﬂﬁ&%ﬁ? gm@% .at?ﬁ%lug% grfeawepnd and parameters.

'R €&@MrfarddBs ¢ ROt BofaRe ﬁfﬁé gﬂtcﬁféﬁ 5 e 36e8SGntrol. The
nd may %e a prohi bi i

control. The co ting-type o
i geetmarnst iney e r probibiting-fypg of yiptruofionsnmt penmitting$ypesof instructions

T ENE BT KT —

RshbaldE b ve. S TRetparinidierd stadewith QdRel/ddet 1B aBhak MRt tells which are
tells which are the client termnals 120 that are to

he elignt teminals 12Gthet prerta be centrolledy Shis payeneter i usarispeific and it

S -fi at the access trol. shoul d be perforne .
SREGhS? o MEcpPRoRACIDpRER: ROard iyt REL AR 120 vt
| th@ g IDrtteHah” 1dpged &b EInMAE cBseawBidl @i sbeEifi6 cii@ttterminal 120 is to be
termnpnal 120 is to be controlled, a node ID such as IP

S@atralded, gmogds dD spehoas IR addrgsh af thexdienitprminal B2hmayhe gsed. Then,

(RE RS  Siommthe pidiie e Mo Word hisRgRb) §8 dgolled on
shb ekt tornindl126. Phe substquent GReCcpdrar@steidwpetifis®theniine and period,

eri od, . . .
pm wh?c%, the above syntax is to be activated on 9 February 2007, 1530hr for a period of

60 minutes (1 hour). A zero right at the end of the parameters shows that the syntax is
to apply on the entire Microsoft Word application.

[0032] Example 2: <<command>> [windows, tehah, winword,
09-02-07, 1530, 60, WM COMMAND, 0200, 09114E]

[0033] Example 2 also provides a syntax that includes a command and
parameters. Similarly, the <<command>> represents the command to be executed for
the access control. The parameters start with “windows™ that represent this instruction
applies to Windows-Based Operating System. The subsequent five parameters have

the same functions as that of Example 1. Thereafter, the three parameters specify a



in which, the above syntax is to be activated on 9
February 2007, 1530hr for a period of 60 mnutes ( 1

whmows)00225 zero right at the end of the paranmetBCEFSCHONB00049

that the syntax is to apply on,the entire M crosoft

Wrd application. [0032] Exan'p}e 2: "command" [w ndows

, tehah, winwrd, 09-02-07 , 1530, 60, WM COWAND,

opewfic fepture oEn fheddSVERRis|te be cantsellady rgthes thanzthe patirg software

. ncle d ters. . S | V.o .
0 Ghrale .4 COMIGID, 0306, BT oo Bl g gt Wture in
tIMBWORDPsSIS ta betcontrolldd e Thaseapaheerssarargrovided from the application
" W ngk%f" Egat represent this instruction applies to
\RPRR) d Qperating System The subsequent five
paraneters have the same functions as that of Exanple
1. Thereafter, the three paraneters specify aspecific
fleasdlir e of Hxamphe NMSWOREnNndewisq beéehaht, r oWliedoralt,hel09-02-07,
t the entjre software program_" WV COWAND, 0200,

1400 —é‘?ﬂbﬁ@l‘{%ato‘{ﬁb gqlrerF-f@ature in MSWORD i s
to be controlled. These paraneters are provided from

the application control data 214. [0034] Exanple 3:
[[0635Hows, thExhamiple ipmowidek, oxflP-ode-Avanis@0syntad0of which a commands

W ND 00, 0Q120F76] [0035] .Exanpl.e 3 provides

51, DB IO ptsh i EomEIE, 2 BHIARY Of B ORIy 1B parameter
Ry Mk GREVIAQ paRbler thaDGtakt Wit “Hihdow2T thREFPIEERY this instruction
synt axes. The paraneter syntax provides paraneters

ahpliesstoaMindeviskBased Qpevatingt Siestenn.e fiheswhsequpitsfive parameters have

iL.nstructi on appl e W ndows -.Base eratin sfem .
e Bl flofPR 188 of BtlBlEY'S TR A er IS Birke Pl ypecty
apedifiaiteatire bR aleMSWORBYIi€ a4 be contrdlRdUBHRE tHARtBEBARE Software
specify a_specific feature of in the MSWORD is to be

AP | eWMEAVMAND, P4Q0. H20FE6’s dndicadese thet dhe save feature in

MDD e fon e B8 BosIF i fficefl BepleBioRBfy pe wsed in
thatorBaahd anjobx e giralitySof payarhietetiS@cthxed fdrheroamimnabeéss control

join the plurality of paraneter syntaxes for

B MMELHYPISE SRR ot 1 o

[0036] "~ Most commonly, one command is to be applied to a plurality of
user/note ID. Accordingly, the parameter specifying the user/node ID may be a link to
a list rather than a specific user/node ID. Similarly, the other parameters may also

contain a link to lists with a group of parameters of the same category.

[0037] The application control data 214 in accordance with the aforesaid
embodiments is provided at the control terminals 110 where the control agent 120 is
resided for easy references and selections. It is understood to the skilled person that the
application control data 214 may be resided remotely from the control agent, such as a

server that the control terminal 110 is connected to.

[0038] In the above embodiment, the control agent 210 is adapted to provide

capabilities of defining the instructions/commands for the access control and



in a nore conplex manner. [0036] Mst commonly, one
command is to be applied to a plurality of user/note

wo mhosAeees di ngly, the paraneter specifying thePCT/SG2007/000049
user/node ID may be a link to 2 list rather than a
specific user/node ID. Siml a} y, the other paraneters
may also contain a link to lists wwth a group of
paroadeastngsthe finstueticrsfeompaandg within fleaBRyorkH@0. It is possible that the

appligation.contro] data,2l14 i,n accorda Lth the .
SPBrbE RrarPliri arsalre 3 Bagsf 1R SGE el Fgibpmale every client
ttefmiinAR 230 1aksh \Whedmrol RErnGiAMt 5@ |thRIRRL ackdsh téntfo?SdatleBe accessed
for easy references and selections. It is understood

t@ywhereswithinetge petveosk 100adn tsmhl aqsfp! theret iI:l@Yl regyirerapsecurity system
S04 resbdnl e SRS EBYETEE PR K50 BOBRLRE e pginoce >

| Gt DI @ the applicalifn 3&ltrol datal2d 4RO USstQNBOte ¥ofitrol téidnal 110, It
control agent 210 is adapted to provide capabilities

df updarstapd ip theskilled person thehthedstardl?and2dd maebegered dn the client

%%ﬁjl %ﬁqg gﬁaﬁ%i . [ cti ons/ commands

&? |%l% e Eé%%or d@gcb%ﬁﬁga%gggible that the

control capabilities are also provided in the client
client_termngl 220 al so a

agent 220 t Bke ever
803 o terlﬁﬁ éﬂgw«m Hoecha ot e omtRg Al aggesp gontrol process
3h GeSctash R Wit ShEebddinBni JT8hE ?féé@ﬁtlﬁm;&l@ion.} RWEd4C4h access control

case, there may require a secutity systemfor
ds capiited gvithie theomtwalk 188pediittal e hobled biidhe cantrol erminal 110 is

I ihle that t / I D data 212 dth
IBBR and et e T diiara 18 bg cneellid s ALy APoT10. The
tRnaffbNadent 290 gbhierhiSs H AstREHE Q:@Htahﬁn% AR sdel/hbRAIMEARIOR0adcasts it
that the data 212 and 214 may be stored in the client

tagsrangntie nepgorkok00aincsiers 82Q By stepe33), itherclien eagent2229 of the client

[L0039], FI 3 41lustrates f chart for rf ' .
AN 20 ey b G Sy 305l he o 1B Ueted in the
efieese ®Idh r6éeitig Y Rsalthsted uRBdace.N Wihethe aSerMoa€¥D of the client
control is required within the network 100, control

deyaninals d20 dg majchedcthe slentagents 220 tha ehientdenmipals 420 connect to
! |
B¢ 4381 2108 o om0 251 Pk Ll o

nhs slige weniml M20ghithdoey It /mdicke withs tlendsdphode IBs tdefinéd in the

message, the client terminal 120 discards the message and listens for other broadcasted

messages. At step 350, the matching client terminals 120 connect to the control agent
220 to retrieve corresponding instructions/commands for the access control and validity
periods of the instructions/commands. When the instructions/commands is to enable
the features fully or partially at step 360, instructions/commands are kept in system
registry or as a hidden file for storing in the terminal 120. These
instructions/commands are képt for monitoring logging based on the instructions
provided along with the message in step 380. Further, should the terminals are
rebooted or interrupted, the client agent 220 may recall the instructions/individuals
from the stored system registry or hidden file without the need for retrieving the same
from the control agent 210 again. When the instructions/commands is to disable the

features at step 370, the client agent 210 prohibits and rejects all features that are



anong the network 100 in step 320. In step 330, the
client agent 220 of the client termnals 120 checks

W basnoesh user/node ID with the user/ node | DsPCiBSGT0OT000049

in the nessage upon receiVing %he broadcast ed message.
When the user/node ID of the clllent termnals 120 is

mat ched, the client agents 220 of the client termnals
1E®hthﬁﬁde&n steps 36fbans3it0; Mheﬁlgethe lﬂﬂﬂlctlbnst/tmnmmdsramé prohibited or

term at st Eor those.yser/node |

¢ R ' Pidhh e 238 Spopife lsl° SR AreeR SRt e 390 and
Uﬁﬁddup@d@y 1@&65@@5 thaesie ofildie TRSwARS] a %e'ﬁ?ZPd g "further retrieve the
t er m nal 0 discards the nmessage and |stens

oStAEP ﬁ@mb&be@demn@a?g@swhm nesesspry3s0, the mat chi ng

client termnals 120 connect to the control agent 220

to retrieve correspondi ng i nstructions/conmands for

t [ne4u;ccess hiothierafbreguid exibbdighicny, the edskpe 9§ bidadcasted with only the
| nst ﬁ?S/ commands. When the i nstructi ons/ conmands
a

| usep/o e PHE. fangd uﬂ@s qlignt ytegmingly t 120 | gequiresithy necessary
3
ﬁlgg%dtfgﬁ /E&@Hn ?‘sﬂn@cﬁi L ESCely graﬁmg blf&ﬂfc?ﬁgd e?’grﬁ%n‘alﬁ%fg&dxme with

Tdue skernativier embodimsnts dhieTarskage ba'riee phe iggr/nede iIDe rant Ghe necessary

0ggi n based on the instructiqns provided along wth
wg ;SO%féaﬁr Fid; hie Clight cosenis 22 respate  the

afn@trﬁ&i‘%ﬁgéﬁﬁnﬁﬁdé %ﬁbﬁ@p{ ge,ed_t uasfiéﬁsegxﬂ %ﬂﬁ Y5022 , when a

recall the instructions I Vi fromthe store
sYiffersnt ney aectesgmg)ﬂlemllddﬁnnﬂmhlelzﬂi witlotite acbess nestcbl fperiod, the client
210 a ai n.

ViReh! LR P Fish b ion e B LSS Gesty or hidden

f BR! Wh&s a ?lt,h@bgp 370, the client agent 210 prohibits
and rejects all features that areprohibited. In steps

360 and 370, whet her the i nst ructi ons/ conmands are

blted rm.tt e 220 ni t or
BRaM ' 4 P PE efbbbfifies b neinadE o8 Bl ot B4t control
a;ﬁeffomhe@ bg Wadcbs’stcoﬁfrﬁl §Richi 20b in HoBord@nde With 8a€&hbadifent of the
y further retrieve the status fromeach client

tlarﬁsﬁlhmve@m vime eligaicageniadap residemon therclienbtesminabd2( listening to
e N N T .
ak g sofitweart HB, l@ﬂms:eaCy ahd Softwatd DNt coarebel exequtsdl by the Center-
rl?r%c(:ecl.s\s/iing-qh}ith ?cxg’{n 4 (5: % ttheedcll[grercs tse?r%ienal llgﬂaclgol{sg,atrl]lg econtrolhagent 210
accesses the user/node ID data 212 and the application control data 214 to define the
user/node IDs and instructions/commands for the access control. The control agent
generates a message 410 for broadcasting it to the client terminals 120 via the Internet
490. Upon receiving the message 410, the client agent 220 authenticates the message
with security measures, such as any encryptions methods. The message 410 contains
the user/node IDs of the client terminal 120 to be controlled. The client agent 220 of
the client terminal 120 connects to the control agent 210 via the Internet 490 to retrieve
corresponding instructions/commands from the control agent 210. Based on the
instructions/commands given by the control agent 210, the client agent 220 screens all
the activities/processes in the client terminal 120 and controls the accessibilities

accordingly. For example, the control agent 210 has been configured to permit the



an alternative enbodi nent, the nessage carries the
user/node I Ds and the necessary instructions/comrands

wo ogetibiees and the client agents 220 execute t hBCT/SG2007/000049

i nstructions/ commands w t hout {he need for steps 340
and 350. Further, when a différent user accessi ng t he

client term' nal 120 Wi.th the access control_peri
tqpélr%pq brare Agdwi eggyeq}@ydlf@qt\me&,gf thg goftware B, and proh1b1t feature A

%’gﬁ&# ?naci{ er e app #@%ng@é%n%%ﬁﬁhé?gmﬁ% Evély of a partioular

eweakp | Dinring tleat petiodrthie cliohiDagent 226y riﬁtncepts talietha cactisisies/processes
BB BEHRRE e UG5 e o 0 e s
| R\o@RbAREe B Qﬁ‘d file! fite &FRIHre )@2%1&193;&1% tmfwgt b€ Mjected and

termnal 120 listening to an roadcast

canly the! softyeret A 204 featiire Boofi thesoftveareBreat pemﬁtted)tqivd exeeuted.
software A, software B, software C, and software D
that can be executed by the Center- Processing-Unit

(684d) 400 odiilf RéFefilnetty FIGT W MR chéfl- adeht ¥20. dpérﬂﬁ’ms a real-time

cont r ol ent 210 accesses the user/node ID
dn@ntmgaéﬂlfm:@ll theractivities/procdssesithati are ronndng pn ehet GBU 400. When

CpbEE gt Al S GERROCATDE U5 isBLageh 3P it anc

shasddovat tHegprohibited tfébﬁm@ inerhl-fie Mol e De \th@séfﬁeare D is not
I nter net 490. Upon receiving the ness t he

a
oereshed bythecliontazant 228 anddbisastiveia theggyg@(w Wihen the client agent
c hods
%ﬁlﬁmssage 4%’{4813 @‘@ﬁf‘gf&%%&me uézlge/ {31%%& g@ "' ‘"“epts and shuts

aowanthe tseftwaredD upad detectien.c Therefdre edliringhthe @bh&dli ofaﬂﬁéﬁs control
220, cli en];aterm nal 120 connects_to the con

ol
3568 w@&n caiPhEagert 2Hhan ot §90 peibe cligal terminal 120 allows only
Ft(v%feo &igﬂrﬁ O3FRR nt r ol
ggent 21 Basﬂl%gn t %ﬁﬁé?r@uctl%rétg%g&%%gggl ven by
the cont rol agent 210, the cli ent agent 220 screens

he act tles/ ro cI| rm.n
%ﬁand co S'E‘ggé'ﬁaﬂsl et"ie é‘l‘rﬂq f?]pgt;ated it is
PMaBRiRd thhe rrfaﬁ?t %6%9 ‘?ﬁﬁdlﬁéé@ioi]@své}%ﬁen§ QR4 &Jﬁﬂﬁﬁ’a‘tfoﬁs thereof

permt theentire software A (full features) and

fceuldube rmadsf tot Hhe pmS@nx/amgerBtonavmhwtodeparung‘ dmiurtke Acapfe of the
software B and the entire software C and Dwithin 5

Ao i\{a&/ery of a particul ar




week. During that period, the client agent 220

intercepts all the activities/processes that are to be
wez@snoees by the CPU 400. Accordingly, any attBOp$G62000000049

execute feature A of software 5 and the entire

software C and D on the CPU 4(} will be rejected and

only the software A and feature B of the software B

are permtted to be execut edCla[lIO@42] Still referring

to FIG 4, the client agent 220 perforns a real-tine

nmonitoring 420 for all the activities/processes that

al.e r uAmsystgmafior tdverdlifg #6@6ssibifiges of fedtades bkéouthbleediduemaining on

is found active in the CPU 40Q, the client agent_ 220 .

i Pgeraanlaetsvraﬁe havangp confeol sergHnaliand @ nlewﬂm ¢ glignt terminals,

r @alerdid s.exanple, the software D is not screened

b@ets%getéﬂg?ioglﬁ?glg ent 220 and it is active in the CPU

400. Vihesontrhk agenterfor agsiding 2120 the rdoatrok térhenale apertblaeto define

moni toring 420, the client. agent O intercepts and . .
ORI atraling s e ies affieatures und Predgs s instructions
hrds3ghd AwBAL: RS of access control specified by the

control agent 210, an output 450 of the client
t er m nalcligmoagent o residing dofthevlientAtefiinals bperableets) listen to the

RBRSEADE B ShB e P 0P UG b SRRt ctvtes n
i the WBért aérétinalt to dontre e sdep8BilitibRhnd FroYessérdTdesures.

nodi fi cati ons, vari ati ons and conbi nati ons t her eof
could be nmade to the present invention w thout

par t+ . .Of e l.nyention..C ai 1. A
5ot ent e R G, M fRbbe b g usciimode IDs
ethatcok@bpondan the cieni wimi@alio de tedtrolrd] over a network
having a control termnal and a plurality of client
termnals, the system conprising: a control agent for
resi di i I Qal [ . .
ot runtt ek SedoRihg & pfth 3, Weret ieXifud3pt Bl informaton
faddeatmes tabalcdntmildd ast t he i nstructions across the
network; and a client agent for residing in the client
term nals operable to listen to the

4. The system according to claim 3, wherein the instructions include a time period

for executing the instructions.

5. The system according to claim 4, wherein the instructions is broadcasted in a
form of message.
6. The system according to claim 1, the system further comprises a database

accessible by the control agent for storing user/node IDs.

7. The systems according to claim 1, the system further comprises a database
accessible by the control agent for storing features characteristics/signatures for

accompanying with the instructions.



broadcast fromthe control agent and execute the
instructions to intercept activities in the client

WO 008ileks to control the accessibilities and PCDSeE®OB800049
of features. 2. The systemacggrding to claiml
5wherein the instructions include user/node |IDs that
corres ond to the client termnals o _be controll ed.

i hey systam Aceerdinentp clsim b yhereinyther goniral pef accessibilities of
0 IR Lt AR,

the instructions include a tine perlod for executlng

t ructions. 5. according .to cl,

\Ié?ler i th et%arétewmﬁgrea @mrr{ ibw F0dGY sontfel agcqepiitiss of features
NROBAGS cjebring fe8nPasth %@eﬂg&%g Elﬁnﬁeﬁh{ﬂa}g} thB®lient terminal.
systemfurther conpri ses t abase accessi bl e by the
control agent for storing user/node IDs. 7. The

il\@n{)e' St e&gltazr‘}g%@g‘gg&‘?é %hé’ecs?ﬂ Ozl g,t‘gﬁ§81b111t1es of
ot B s Sl gs&&%ssss i A A R Spré Rses.

acconmpanying with the instructions.8. The system
according to cI aim1, wherein the control of

ces b|| L of . f eat e i hcl udes rmtiin
it ol YibEReBang B, MBSt R BT pie Ofvgre applications.
systen1accord|ng to claim1l1, wherein the contro
accessibilities of features includes rejecting
fidat urkhe Pstene aecoading de dlaim heWbﬂP’é‘nﬂietf@ltWPlﬂFamClqdeft frgernet and
%kﬁsﬂ& termnal. 10. The system according to claiml,

erei’n the control of accessibilities of features
i ncludes intercepting running processes and shuts down

Rl M R R P ——
e eyt

caitt method cgmpuisiegsi bi | i ties of features executable and
remal rHePlgjngr%nstructions for controlling the accessibilities of features at the control

terminal;
broadcasting the instructions across the network;
listening to the broadcasted instructions at the client terminals; and
executing the instructions to intercept activities in the client terminals to control

accessibilities of features.

14.  The method according to claim 13, wherein the instructions include user/node

IDs that correspond to the client terminals to be controlled.

15.  The method according to claim 14, wherein the instructions include information

of features to be controlled

16.  The method according to claim 15, wherein the instructions include a time

period for executing the instructions.



a termnal over a network having a control term nal
and a plurality of client termnals, said nethod

w@owpnoeeng: defining instructions for contr ol PCT§GLUH000049

accessibilities of features aty the control term nal;
broadcasting the instructions gcross t he networKk;
listening to the broadcasted instructions at the
client termnals; and executing the instructions to

cDher of P mRbl Hebrifie. @ i 1, biplect feThMhcBohis agpacastd i 2

afoprofinigsdge. cl ai m 13, wherein the instructions
i ncl ude user/node IDs that correspond to the client
termnals to be controlled. 15. The nethod accordi ng

t e Cl & ' e LastruGti i . .
B8 o gt ol el WPlafiF 15, el BBfpd B Eppprises accessing a
nietdbmse bie thercdntrgl dgentcforiobtaikiing wdeehedelDshe i nstructi ons
include a tinme period for executing the
instructions.17. The nmethod according to cl ai m 16,
rei ' i ' o ' [ Of :

Eg agmé JEtiof it ol TP AL ASHES i sORELE accessing o
ndsatdhase dagessitde by dmpedntiet agent fos obtaining fatmeactardeyeristies/signatures
control agent f.or_obtainj.ng user/node |IDs. 19. The

{ﬁ%anwﬁwaivﬂﬁ‘% P93t he method furt her
conpri ses accessi ng a database accessi ble by the
control agent for obtaining features
cHhr actlea methiod scedrdingt tarcdaimf 15, fanthes eprapyisesgperinitting Heatures to be
i%{fet rtuﬁ itglns . 2[3 Th?g1 met hod according to claim 13,
FATHE F’rﬁp?% %‘“B’é mMtting features to be executed
inthe client termnal. 21. The method according to

claim13, further conprises rejecting features to be
edlecutEe methodcaceording tor elpim A3 further pemptisesirgjecting features to be

te@JeEﬂthﬂn the client terminal in the client terminal.

22.  The method according to claim 13, further comprises intercepting running

processes and shuts down the processes.

23.  The method according to claim 13, further comprises receiving broadcasted

user/node IDs from the control agent.

24.  The method according to claim 23, further comprises matching the broadcasted

user/node IDs with a user/node ID of the client terminal.

25.  The method according to claim 24, further comprises:
acquiring information of characteristics/signatures of the features to be
controlled from the control agent; and

acquiring time period for executing the instructions.



22. The nethod according to claim13, further

conprises intercepting running processes and shuts
waolowm/10(225 pr ocesses. 23. The net hod accordi ng PCI/BGHIONN00049

13, further conprises receivi % br oadcast ed user/ node

IDs fromthe control agent. 24.” The net hod according

to claim23, further conprises matching the

b2®adchbe cnethedr ageotiting Do wlaith 43usvheteindthel Featres have software

C# ?]E&iéngrm nal . 25. The nethod according to claim 24,

fgrRer conprises: acquiring information of

characteristics/signatures of the features to be

controlled fromthe control agent; and acquiring tine

pet-i odThemethod aceordipg teeclaims 13.uwhereinsthe getwink inaludes dnternet and

aﬁ?rgﬁgl ng to claim13, wherein the features are

software applications. 27. The nethod according to

claim 13, wherein the network includes Internet and

i ntranet.



