I'

- e3e>~we{rrsdt| xXuMWeWIwWj O - 1 C 1 c~, 12 JUN 2002 | C CARD HAVI NG MEMORY
CONTENTS H‘W\“mm UNI T AND METHOD OF STORI'NG DATA N C CARp yN 2002
BACKGROUN NTI ON The present invention relates to7ah IC ca
equi pped with gehural ity of types of update capabl e nmenories which update
the contents thereof at different 5 processing speeds, and a nenory control

nethod therefor. Conventionally, when information (hereinafter called the

"data") received froman information roceSS|n Baratus connected with an
|Ccard is stordg GARD HAVING MEMORY £ %E%%mﬁ Lard, the data

is mainly 10 storedUNIT MEREEH QE 84
(Electrically Erasable and Programuabl e Read-Only Menory). Vhen RAM i s used
to store data, the RAM provides a faster processing speed for updating
stored dat a gxhan F lque ' the RAMis a volatile sem conduct or
15 device, | A rrusﬁ%%be cont| nuously supplied with power for retaining data

therein. Wiile a battqﬁ.% ﬁ%s@%tuﬁ%%efn‘%r oRURRY t’é% el | RQYEY to RAM

t he powering of RAM a battery arises a pro Ien1that en the lifetine
of the battey I QL3P 4 RAturtd1s fROVE ¢ pald 20 data
stored in théj’(‘1 Mw Il be Ic??t V\hﬁg}r)\ EEPW ébifjgled foér %s%%dr%% data, no
el ectric powkimdigess twhivh it Hdai@itedty tiRi@ddl Nt dired-&at a |
because the EEPROM is a non-vol atil e sem conduct or device. However, the
EEPROM i S dipsasbeartiage cigfeeds t haid id memame sonmgralpasst ol thsied gy, dat a
stored therein is 12 JUN 2002 - 2 extremely |ower as conpared with

t hat of RAM Conventionally, when information (hereinafter

called the “data*) received from an information processing
apparatus connected with arn IC card is stored in a region
of memories equipped in the IC card, the data is mainly
10 stored in RAM (Random Access Memory) o; in EEPROM
(Electrically Erasable and Programmable Read-Only Memory).
When RAM is used to store data, the RAM provides
a fastgr processing speed ior updating stored data than
EEPROM. However, since the RAM is a ﬁolatile semiconductor
15 device, it must be continuously supplfed with power for
retaining data therein. While a battery may be used for
supplying electric power to RAM, the powering of RAM with a
battery arises a problem that when the lifetime of the
battery expires so that the power supély to RAM is failed,
20 data sccred in the RAM will be lost.
When EEPROM is used for storing data, no electric
power need to be supplied thereto for;retaining stored data
because the EEPROM is a non-volatile Temiconductor device.

However, the EEPROM is disadvantageous in that its

processing speed for updating data stored therein is
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Therefore, a conventional IC card is equi pped mﬁt& RAM and EEPROM each
havi ng a nenpry capacity required for a particular application, 2
externally supplied with 5 electric power require¢ for executingag oéUQSZWB
associated with the IC card. The processipg_associated with the IC card is
executed using data on the RAM Data which should be held and ensured even
after the conpletion of processing is transferred fromthe RAMto the
EEPROM 10 JPSALEEmedY¥11aNW8T IpSACOMPEEEdowdERcFhBE QfpBAMer nenmory, and an

EEPROM The prior art technpques have the foll owing problens to solve. A
time required for the %?Eﬁ%ﬂr?o %oﬁ%?%?%tb?Bﬁgsggnﬁgnghﬁs?GHlBQG@he

i nformation progessin 5 atus. i tedom nantly dependent on a
processing t ﬁgﬁrgégiggé FggﬁggaFchaﬁge?ﬂgtﬁemgﬁﬁﬁ%NFa ?c?gynE88§§5F9 to
conti nuously r . rd f he out si-d n kntain the.conpection
of the IC caFggmﬁtﬁg?ﬁéhﬁ%ggr%BP?§§LEQ§8es§$§ggﬁgsgP§?E %HPP 1Fﬂewﬁ card
notifies the i r Lan 0 i a r.atus .t In_E e
Buf f er - merior 5 RaE. bachor Pant Fant ot SOF N RERRAE LERRHRS R PFETROERM on
[t 1s an obj getnOtnthecPeasant FA¥CEbEBskonECHIEEcTakEaCRER! Blel oV Ch
an information processing 25 apparatus Is connected wth an ICcard. It is
anot her obj eghraf ithexpeeseat uknMgnNahea ba €har ggMan bater WAk cROMRALSEPP! Y
unit built in an IC card ~ Z UuuN zoos - 3 using an external power
supply unit.bethetdaahdr eheturelj evenohfthe ﬁheseagplau@ahiaﬂ bPosekEERga
power supply unit to use depending on the contents of processing perforned
on an | C carils Sransfé&rreddfrempthei B8M wbt hha PEBREMSi ng execution unit
for processing data received froman information processing apparatus using
a vol ati L8 nmenory capaBPerod-TUpedi i ardsIBradd daf2028 descyhee apeefifetipon
conpl etion of the processing on the received data in the 10 processing
execut i on unPEMo¥¥e AREORABEEBROMrocessing apparatus is notified of the

conpletioin of the processing. Wien the data includes an ortjon which
nust be preserved, a p’B}\?\%rPEg‘b’bl?/rEoﬁ??Wl%‘?? rg?\ﬁ?)st]%% é&f%?‘ﬁh‘l‘gpomer

! _ _ fos-as
Contont s tr GHEPBFCBBNEPOPERKPY ( PaRSPBr SoRNL Bt BORNFER AGSTABE BPoserved
at a | ower s poBTPEE B rkaatl oPEauet Ll P RAY Rk F e BB B R ™ ©

15 apparatus is predominantly dependent on a processing time

required to update data in the EEPROMﬂ It is necessary to
continuously power the IC card from tﬂe outside and
maintain the connection of the IC caré with the information
processing apparatus until the IC card notifies the

20 information processing apparatus that data in RAM or the

buffer memory has been transferred to ithe EEPROM.
l

[

SUMMARg OF THE INVENTION
It is an object of the present invention to
reduce a time period in which an info#mation processing
25 apparatus is connected with an IC carq.
It is another object of the present invention to

charge an internal power supply unit built in an IC card
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20 Fig. 1 is a block diagramillustrating the I c}onfiguration of anl)ZC ﬁﬂrﬂ]
according to an enbodi nent of the present inventijon; Fig. 2 is a bl kJ 02
diagramillustrating the hardware configuration JCcording to the enbodi nent
of the 25 present invention. Fig. 3 is a-lock diagramillustrating a

har dwar e configuration for realizing the present invention; " 12 JUN 2002

_ 4 _Fig. 4 shows a transfer data area_information table used in the
processi ng MSANGoREy rtiexgad POWEIT SUPPLY¥sity contents; Fig. 5 is a flow
chart illustrating the 5 processi for .i nvoki_ng nenory contents transfer
control processing andtpéref gHﬁﬁBngSPQPGF Pfotbes PRESERty INFENE 1Nt | oW

area i nf or e LGN & BRYeR, UBPLG U E 6 Ot BN he

processing for .transferring data fromRAM t.0 EEPK n ig. 8is a flow
Phart 11 s EPREERES kE provstRing PRFediel ot B e M d O 0 D
DESCRI PTI OF THE EMBCDI 5.An i :0f _t i nvention
Wil heré??after be desc#pgg§réi%ﬁ ngggghggaégﬂtﬁegggggg%gﬁ i ng draw ngs.

Fig. 1is adhleacltidinagham ifdrUshicdldsdd ngh@aftan tldcdle L Fldnd WAt i on of an
| C card 100 ich inmplenents an enbodi ment of the present invention. The IC

card 100 i s j&¢ceaERA%Rd b ce sERMRY Mppata®iiss ulsi RS e RcAAHING métidryl20; a
power supply control unit 130; a processing execution unit 110; and a

read-only ardpaile widapdatiegpatiored @ity @ROY hithera spradabl @pard t hus
updat e capabl e nmenory 150; an input/output interface (I/0) 160; and
i nternal powempdetblon 23 whiet proeassinegalone thet trece)i ved) dabze iInCtier d 100
is connected to an information processi ng apparatus through a 12 J tI N
2002 10 processing execution unit, the information processing
apparatus is notified of the completionh of the processing.
When the data includes any portion whi;h must be preserved,
a power supply control unit stops an external power supply
unit to switch to an internal power supply unit. Then, a
15 memory contents transfer control unit transfers the data
which must be preserved from the volatile memory to a non-
volatile memory which updates stored d$ta at a lower speed

!
for storage therein.

BRIEF DESCRIPTION OF THE DRAWINGS
|
20 Fig. 1 is a block diagram il%ustrating the
configuration of an IC card according éo an embodiment of

the present invention; |
Fig. 2 is a block diagram illustrating the
hardware configuration accofding to the embodiment of the
25 present invention.

Fig. 3 is a block diagram illustrating a hardware

configuration for realizing the present invention;
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|
communi cation channel 180, and connected to an external power supply unit
t hrough a power supply line 190. The I C card 100 jis equi pped, as thé JtiNo 2002
130 which is capable of i updating-data stored therein, with a plurality of
types of 5 nenories having different spegds for updating data. In Fig. 1,
the IC card 100 is equipped with two types of nenories: a fast nenory 151
having a M gher data update speed and a sl ow nmenory 152 having a | ower data
updat e speed. 10 Al t hBdgh ﬂIFQQWFaﬁiBHaP§f8ﬁi§PEB;aFﬁé tefeapation may be
connected to an information processing apparatus in_a non-contact fashion
(through ra8® 1ﬁa9§§doﬂntﬁgelPEQP?SFﬁ%Eh&QreFQHFF°§#ﬁB€ 8 &XePsEefoRdr
supplied fromthe communication channel 180 is used as external electric 15
power) the PEREFYsGRBIETEfrRe 190 is connected froman el ectric power

t i it di doin_the,i t iptert [/O 160 to th
EOWE azﬁépf'yr cont ol Sf}%?:? T30° ﬁeg?Qﬁ“%éa‘;*‘fbﬁgéw"sﬁfégﬁilﬁf.tﬁﬁu_si rating the
ar re J [ [ [
iIIustr:?espgﬁg%kgg&Snggrg%y%ggﬁbt %ﬁ?gyd%gpgggg%f%Séggf%gngfgaﬁﬁﬁed for a

CPU 210 to §¥'SEEE§ihBeaBHnE>BWBSsﬁbpﬁk}ec%@&{ peBLeskinansfer control
unit 120, the power Supply control unit 130 and the procéssing 25 execution

unit 110. Generally, gigPugigsiaptQaanaﬁgrayiglﬁghgheiﬁﬁntﬁ@nductor devi ce
so that power supply cannot be controlled for individual internal circuit

bl ocks. Receitbbgssinghfat regietsrighy datghéh degyahyfelr datauiatrea 12 JUN
2002 - 6 nmounted in a sem conductor device, peripheral circuits can be

i ncor por at ednifnrma€konchipleand power supply control can al so be perforned
i ndividually for each of peripheral circuits incorporated therein. It
shoul d B noted that Bighi 8 éabadEiewt cbantbéléyatrhpinpgpkhed to either a
normal CPU or a CPU which is capable of controllin ower supply to each of
i ts peri phePaPcerfénpt orvaeangSengindcrataafzpme @@n@ﬁEFP&MQaﬁémer
supply to each of peripheral ,circuits, fhe meppry contents transfer control
unit 120 and 10 the pgggr Suppl § ggﬁ?rﬁ aﬁﬁiﬁgggétﬁiélngaEheinplenented as
a peripheral circui.t incorporated in.the CPU 210. The power supply control
for this caB&°FS &R 4Pt OgﬁreﬁﬁggﬂxéﬁPHSFO i'g. 3 as described bel ow.

Fig. 3 is a block diagramillustrating another 15 hardware configuration of
the IC card 100 Specifically, Fig. 3 illustrates the hardware configuration

when the DETAILED DESCRIPTION OF THE EMBODIMENT

15 - An embodiment of the present invention will
hereinafter be described with reference to the accompanying
drawings. Fig. 1 is a block diagram iilustrating the
functional configuration of an IC card 100 which implements
an embodiment of the present invention. The IC card 100 is

20 composed of a memory contents transfer ;control unit 120; a
power supply control unit 130; a proceésing execution unit
110; ané a read-only and thus update iﬁcapable memory (ROM)
140; a readable and thus update capablé memory 150; an
input/output interface (I/O)_iGO; and internal power supply

25 unit (rechargeable buttery) 170. The jC card 100 is

connected to an information processing :‘apparatus through a



!
functions of the nenory contents transfer control[ unit 120 and the power
supply control unit 130 are executed by a dedicaned processor 310 12 JUN 2002
(coprocessor) or inplenented by a 20 dedicated ciircuit, with the function
of the processing execution unit 110 being execut'ed by the CPU 210. Wile
the contents of a menory can be read out In either Fig. 2 or Fig. 3, the
menory 140, which js capable of reading the stored contents therefrom but
is not capaffdumMnigatiRmmiGhannek k¥ht ARG CoRReEEIER 2D FARLTDBL t he
fast nmenory 151, which is

contents, arRPYfds SHER é-f'r?a ﬁ&fp&hiifﬂf’éﬁ gg@u&wgcﬁgelsp tOgIe(go RAM
capabl 0. of T M CrRP RAIEREFe 1 B QR i WELRE R SRR Fomo
e s ar Tt R A5 TR U AL EY S e
O R e S e N SR e vk
or . 10 For b ng (RS 1 Card 100 T o e e T et e ST R be

provi ded- extrgdnitsdt 1 Wd L4 e GREMSrPOVST RV g oM eda s/ ARdyatd ne 190.
The supplied electric power is distributed through t he power supply control
unit 130 to dpeededid Ya GIBW TiemdAMS2rheitid d ldwdr I@cangpbdacé he
processi ng execution unit 110, the update incapable nenory (hereinafter
call ed the "d¥add. Q40; the nenory 151 which can be updated and has a hi gher
speed for updating the stored contents (hereinafter called the "RAM'); the
mermory 182 whi ch can B¢ tihsdthe d ldn trat ion cige romsigdefl f dthe XU mand AP a he
stored contents (hereinafter called the "EEPROM'), and the I/0 160, as well
as to the irmaf ke FHmackeppiy amiiniamasion RIRFLS HRT BRPIR RS dtn.00

receives a processing request i fromthe inforpation processing, apparatus

t hr ough t he %/IEPIEBC%%@%%/ | PR (Rt o i%,";}?%gg’s‘%éf)’ﬁg

apparatus through the comrunicati channel 180. Th [ OCESSI execution
1 i i R TR oy s Ub1 R FGR

unit 110 an

communication channel 180 is used as external electric

15 power, the power supply line 190 is connected from an
electric power generator circuit disposed in the input/
output interface (I/0) 160 to the powér supply control unit
130.

Fig. 2 is a block diagram illustrating the
20 hardware configuration of the IC card 100. Specifically,

Fig. 2 illustrates in block diagram form the hardware

configuration required for a CPU 210 @o execute the
functio;s of the memory contents tranéfer control unit 120,
the power supply control unit 130 and the processing

25 execution unit 110. Generaiiy, a CPU ﬁs implemented by a
single semiconductor device so that poher supply cannot be

controlled for individual internal circuit blocks.

Recently, with an increasingly higher density of circuits



" 12 JUN 2002 _8_ processing request, and causes tlhe CPU 210 to execute the
processing in accordance with the contents of the ‘processi ng request‘l.ZAJUN 2[]02
exanpl e of execution nethod is to start and execut'e a processing program
stored in the ROM5 220 or the EEPROM 240 6y\/n_i ch meets the contents of the
processi ng request. For the execution, data stored in the ROM 220 and the
EEPROM 240 is used .as required to store data in the RAM 230 or update data

st ar ed therelmﬁ}mgﬁgn 180 fAp FEMLGRTGUCERE Se¥d @, opestipheralr adessiing icant he

IC 10 card 1 No] ondi,ng to the prqcessing request received fromthe

i nf or mati on %rgogfelgg Fﬁégﬁﬁﬁgr gf‘u?, CPRr GRdRy | 87 ReWeat swppdly chetroilpkened

processi ng ogqkAf L the .processing _result is transmtted to the
i nf or mati on %rlggegéi ékggﬁﬁg% El’é‘dgwgﬂaﬁri%’héc’ﬂ ea¢hsof Bexdphsralwhi ch 15

oo e o P e R 2 B O R r R Eu L A b BobRe Bhatese ng

100, as a result of the processing exe ut'ed

request ! &roghi8eenBHALHBLEO rpcessi pparat us, . has.bgen stored in the
RAM 230 during the procesangagsggcgg?gglgﬁgﬁp?ﬁgapF808§§ﬁﬁ§ ReBAERRL so 20

that the dat@PUsotrancperwrdchoid PLEIEIEN kN ip the EEPROM 240
asynchronously under the control - of ?he rrezrgrtor§g%§%§g%%§gtpgﬂﬁe?u88i¥r ol

unit 120. Hite,edasyofhi onopet phdBaDSciPati€yen «\Whi ch need be
stored in_the EEPROM 240 is produced in the RAM 2 e%ﬁé?%égt%ecgﬁocessing

25 associ at eeBRdlhe 2o Hroumsse hi i@ gpesér & t@o tokr to the
predeterm ned area in the EEPROM 240 each %ﬁgﬁsuché%%&?aofsﬁ%?%%g%% but
all data thffirretpe m@rm¢wt¢mfﬁmmw@%wwéﬁ%ﬁwmot{%? 12
J UN ZQBé -9 rﬁ)rocessin are collectively transferred fromthe RAM 230
to the predeth§ MIWRE SURPL FIRCIREPROM Q4B Gifdms ddwh rimsiaheiian & 4 he
processi ng associ,at eangi‘th the processing request. 5 Fig. 4 shows a nenory
map associ attF IRNSFa (SR ingornaratedfior ehe G@PU abl®. Witod pSwet or ed

in the RAM execut. the processing of the nenory contents transfer
control unit %ﬁ%ﬂ; eﬁtrc?ajt d“‘%rr i% ERFD Yo SiMWrlar 4P ane aMRROMeEO dfs

stored in thgRANM %@ﬁetg&ilgerg)rgello%.contents transfer control unit 120

creates a fixed-Iengt
Fig. 3 is a block diagram illustrating another

15 hardware configuration of the IC card 100. Specifically,
Fig. 3 illustrates the hardware configuration when the
functions of the memory contents transfer control unit 120
and the power supply control unit 130 are executed by a
dedicated processor 310 (coprocessor) or implemented by a

20 dedicated circuit, with the function of the processing

éxecution unit 110 being executed by tﬁe CPU 210.

) While the contents of a memofy can be read out in
either Fig. 2 or Fig. 3, the memory 140, which is capable
of reading the stored contents therefrom but is not capable
25 of updating the contents, cdffesponds to ROM 220; the fast
memory 151, which is capable of readin% and updating the

stored contents, and has a higher memory contents update

speed, corresponds to RAM 230; and the slow memory 152,



transfer data area information table (herei nafter) simply called the

"information table") 400 for storing a start addrless of an area in 1ZeJMI\m]02

230 for storing the data therein (source area start address) 401; a
transfer data 15 area length 402; and a_sjart address of an area in the
EEPROM 240 for storing the data therein (destination area start address)
403, and regqgisters, the information table 400 in a transfer data area

i nf or mat i on WHAR 1§ SEMLELlY (Gapaede 200 rearing 4G PEiinG e
informati on table area 410 2Q is Iocatggogisuch that its start a%ress is

alrays fi)«ﬂftiﬁﬁﬁi%ﬂ iHedYh RS & ??MWQREEX(ﬂPqﬁQﬁ;?Rf

i i i i E 0. Fig.
hnsﬁ%?:t ;Ogtctéf"-'efﬂe%ﬁ N rketin 2AE S3its o BRI Al it Bl o 10
) iy e ra  AOOO"
PUIEEEVERNR e P R

sequenti & | j ofl flum A QR lgﬁ-z 2 - 10

i nf or mat ?éonxétrgcﬁﬁig%eaﬁ:r&%%d ressrag'fyf cont’tsgi ns a re;bsstd?ilﬁ(?‘l?vvﬁ"]u]i c 11%2 next to
the end addnge’f WwHieH NYIBRIHHD daldhtd ddbldd-tifbrdiie JHYP VL | On
table 1 indicates that 5 data 1 is stored over the length of L1 bytes from

address " Al@bwdr e fFHAMwhE et HRHEPHGM drrd iinAtd qiord-sradtiass " B300”
in the EEPROM 240. Also, transfer data 2, 3 are indicated by the

i nf or mat i on nieadiras which idves 301 |larseresheercantdritts gkorkl Thereiwreyven
contents transfer control unit 120 executes the nenory contents transfer
processi ng lifsadeemawsd yisf redfifithe information table 1 with reference to
the source area start address 401, the transfer area data | ength 402 and
the destithation data &o¥absimoingddhesI4carss 196 into e iexfesunabilen tabl e
400, and term nates the transfer processing when the address next to a
transf err ed S it FNstatiec REGESARS SFtRINELyY Hith PherEyIF RIMEY on

tabl e end adqress 411. "A010" set .in the information tahle end address 411
i ndi cat es tté{qur’(?r}-rﬁlrﬁr RIS SURRYY o s B 1 r Fhe & jed reglgﬁcsttrér"ed,

while an ad%&%ﬁ&'ﬁé@%&Eé%ﬁbuted through the power: supply control unit
130 to the memory contents transfer coptrol unit 120 and
15 the processing execution unit 110, the' update incapable
memory»(hereinafter called the “ROM”) §40; the memory 151
which can be updated and has a higher Epeed for updating
the stored contents (hereinafter called the “RAM”); the
memory 152 which can be updated and has a lower speed for
20 uypdating the stored contents (hereinafter called the
“EEPROM”), and the I/O 160, as well aséto the internal
power supply unit 170 for recharging. ;
) The IC card 100 receives a péocessing_request
from the information processing appara&us through the I/O
25 160 by connection with the iﬁformation%processing apparatus

through the communication channel 180. The processing

execution unit 110 analyzes the contents of the received

X}



hi gher set in the information table end address 4{11 i ndi cates the transfer
data area information table area 410 is used up by information tqngﬂm,zuuz
Fig. 5is aflowchart illustrating |ow power _|' 25 state transitl
processing (S500) executed by the processgng execution unit 100 for
involving the nenory contents transfer processing (S700) and power supply
control processing (S800). 12 JUN 2002 1 - 11 The IC card 100

transiti ons;PEQFEEI W RISt atand Fagerstihe ) CRYr2 kR ke emppierthe
consunption when there js | no processj to execute. The transition to the
| ow power stREFGSEING ﬁ%cﬁ%ﬂrcsﬁfb‘?ﬁ t‘ﬂ‘?etq'gél’b%r%f’&%ﬁ??% %gitcl?‘?\g for a 5

Gata to be MAASAREAEIARSC 1 ndol AN S O APEE ) A O (38 112 Pow

(i sconnect od 1M AL PRbRT o procealy i S et el ' °
ternal ! {4 t t e transi ti
Xl 8oy PR SIEPER S 0 M AL enpel 1

associ at ed Wtdyrddie A fﬁa&&ké@o Nasy hach Smleisd, (Ed)stdled Nen the

processi ng has been conpleted, the information 15 processing apparatus is
notified of gdip ORI I1He HEBRM FAF eSS i ied B PeqiittedWEsS3RD| Y
control processing is - - r executed (S800), and then the nenory contents
transfer praassiiig t(Hy M i3 Eeengsiatde ddiea Ey@fed Whdye oNt rhon
processing (S800), the IC card 100 is swtched to an 20 internal power
supply unit dompsteipl drheofexther reatequoviem oS e pramssirgg afn wheltdv | | be
described later. If the processing associated with the I1C card 100 has not
been conpl etaakd IR0 o rseswmdines to &he @roressing MESTH0)receiamer ed.
Details on the nenory content transfer_ | 25 processing (S700) wll be
descri bed | dixam thie emfomEmakion RrAIRS S r3PRAMAEH s InEGIERati9n ocessi ng
(S700), low Bower state transition processing (S520) is executed to bring
the 12 JUN-"Q%S?Q"@ off Ehey P G PHIRFST D U AREOMMALIRN Qnvep

tate, the | d 100 . it f i t .
Cnterupt 0TS GRAKITH BRIy 1% TR trh ) (Y | TR e
istrati C. i i i { t t
| nfor mat i on PSR Gl ari o e AR | PR Sart i,
EEPROM 249 Wity s datdy | & daieB@shoM 24P for storage and retention

in the IC card 100, as a result of the processing executed

}

in response to the processing request from the information

processing apparatus, has been stored in the RAM 230 during

the processing associated with the processing request, so
20 that the data is transferred to a predetermined area in the

EEPROM 240 asynchronously under the cohtrol of the memory

[

contents transfer control unit 120. Here, “asynchronously”
means tiat even if data which need be stored in .the EEPROM
240 is produced in the RAM 230 during ;he processing

25 associated with a processind-request, Fhe data is not
transferred to the predetermined area in the EEPROM 240

each time such data is produced, but all data that need be

stored in the EEPROM 240, accumulated @uring the



[

I processing execution unit 110. It is first det%rnined whet her or not an
10 additional information table can be accepted to the informatioh2t goNe2002
400 (561Q . Specifically the value of the information table end address 411
shown in Fig. 4 is conpared with the areag of the transfer data area
information table 410 ("AO000" - "A090") to determ ne 15 whether or not an
additional information table can be i _accepted in the area_of the transfer
data area | RFGFREELDH /t AFFe CA1G SCLA VR Ya FFRRiS At ech faoFathén RAH 1230 s
acceptable in the areg of the transfer data area information table 410,
data transfé&P §P808§§%ﬁ§eF§18ﬁ@tGF@@ o F&F Fﬁ@RéWf@ﬁ@aF¢5ﬁrt €% to be
added (5640). Speci.ficall data corr.espondin o.the information table to
be T egl ot or EATPLSACP: i FREo 3 CSFESArE! ARRSE LGS My tPhd P PROGES G RS
Conversely,rif %gtadditional information table is acceptable, the source
area start A4 resSs 401, the 25 transfer data | ength 402 and the destination
area start | address ape bgsg t pepaddeg | @gati gn indicated
by the igfornation taggg'e%dsgggfess %T%?Yangptﬁgglégag%gio%gp ?nfornation

table is reghghered aataNareh 2ntdhimd@den thdle Whakmliis0n tzlde i40Qne
(S620). After the information table has been registered, the length of the

i nformati ongagbbgoi £490 elkecadded the! Peotdlsed ng’ @Fethley mendr§d contiehe s
information table end address 411 (S630). 5 Fig. 7 is a flow chart

il lustratingranetey contedls unianileér. pwhetsdatgd C24A)redX aoubed shpridde
menory contents transfer control unit 120 for: transferring data stored in
t he RAM 230inho thep EERROM 24d0ed sase¢aried time tBEPREAM 230., Ithe semorgt
determned with reference to the value in 10 the information table end

addr ess 1911 cansenss sransteangontrodminiign 128blcreny@si & fdgest-depgths710) .
If no information table 400 is registered (Ih_the case of Fig. 4, the value
in the infot¥anséert dote axgaadafesmarion $ablg dhereinafferesigmdy v

control processing, (S80Q) is 15 executed (s tantially, no processing. is
execut ed) , F&ﬁﬁ&%e& Gy & °F@Fﬁ?ﬁ&t?8%ﬁﬁf)tﬁg%ngﬁﬁrﬁtGéﬁpghﬁssFP&ﬁsfer
rocessin 200). |f. sonme _infor i 0 l.es 400 .are.registered, the first
P or mat | on PASEES: 85488 BT sPed nirs PAPEAED £00 PEOTLRE ChRIGREEs | s
fetched (in :as L e ddmness 5" " cQf
infornationt%ggFgﬁqungégcﬁg%? %EF%% g%%%sgu%ggdugnt y Sf%g ?%%Fdity IS
determ ned £0ka218QWiES 48062 a8l R sRA e ehs! BE deshiraal i1on tijeea start

address 403, and the transfer data, area length 403,set in the information
t abl e 400( SEBPROM 240 for storing the data therein (destination area
start address) 403, and registers the information table 400
in a transfer data area information table area 410 in the
RAM 230. The transfer data area information table area 410
20 1is located such that its start addresszis always fixed, and
is provided with a location 411 for st%ring an information
table information end address at the héad of the area 410.
) Fig. 4 shows a state in which the transfer data
area information table area 410 is allqcated to a fixed
25 area indicated by addresses from “AOOOA to “A090" in the

RAM 230, wherein the information tables 1 - 3 are

sequentially registered from address “A010", and the



25 S740, S?50) . If any invalid value is detected during the deterj.nation
at S730-S750,the data contents transfer processing is aborted for fkeJUN 2002
information table under determ nded for a source .area start address 401,

the | destination area start address 4Q3;and the transfer data area |length
403 ,set in the information table 400 (S730 any invalid value is detected
during the determ nation at. S730 - S?50, the data contents transfer

processi ng iR EBFRAEPT 2Rl 9nd AIARSSH dhbIORERIAS AR nd04hd the
next informati,on table i.s processed, (i 1 ~ 1.V 20 - 14 the case of
E o Ao S G A T BRI O Sl v
if the validjty is confirnmed | for the data registered in the information
table 400 inm‘the determ nation at S730 - S750, data having a length 5

ndicated by a transfey data o earengld 403 i Wie AN 30 Jdictad by

the source area start "a 0T, ranstrerre O an area In

240 i ndi cat t i nat | ! th
i ndi aa %é% 1t hg %gt?tt'é@ dvdt re? 19y th prrL?g%lyﬁt%%r %{ﬁ:@%ﬁdﬁéﬁr e

conpl eti on e tra r processing, the next e is

processed (SaAQo~ Hhe alde9s 25 Uard dibft IiHOord@ld hdid o d elddiekat

5p70 is conpared with the value in the information table end address 411

(S780), and g3 Er deetHNEHIRON A0, - AJ6d) itrdrifiRat ethtdd I,he wldie of the
start address of the information table to be 15 next processed is |ess than

t he val ue a.imdimted GyratHeonrifurnateivh adbless 11B owvaiseldar i f the
value of the start address of the information table to be next processed is
equal to or memmex Han Rilge Vlal ue in the information table end address 411,
this neans that the nmenory contents | 20 transfer processing has been
termnat®d. In Fig. 4Thehaemoryt gomtends tagnsfern sopdawl andtansfer the
contents of data having L1 bytes from address "AlOD' in the RAM area 230 to
an area overt4d0 SXARK S SRR IFEnGS) tUaRSiPREVoFeSS UMD, At the

has. been | cRCHRTEGA I SRR | BHF T e Shd SRy dedh et T sy B
val ue "A0L0"., ANG NG RS SRR gLl Y 048R0 s 00)ard S FRGHt ed
length 402 and the destination data area start address 403
15 set in the information table 400, and terminates the
transfgr processing when tbe address nbxt to a transferred
information table exceeds an address sét in the information
table end address 411. “A010” set in the information table
end address 411 indicates that no information table to be
20 transferred is registered, while an address “A090” or
higher set in the information table ené address 411
indicates the transfer data area infor$ation table area 410
is used-up by information tables.
Fig. 5 is a flow chart illusﬁrating low power
25 state transition processing'(SSOO) executed by the
processing execution unit 100 for invoking the memory

contents transfer processing (S700) and power supply

control processing (S800).



1 2 JUN 2002 - 15 for stopping the power fromthe internal power siu?pjd
unit, followed by the term nation of the manory cantents transfer N 2002
processing (S700). Fig. 8 is a flow chart illustrating the power 5 supply
control processing (S800) invoked from theg4 Qw power state transition
processing (S500) or fromthe nmenory contents transfer processing (S700),

and executed by the power supply control unit 130. It is first determ ned
whet her or not a requesttelFh&ansedd Orddanrsdit iogs ¢19 1wy lidwe peoesr shatee

(SB10).. 11 ahedl RhaH i aepiBiing: FRRE (GIRANEE For WL Cohendidi pover

source is sw_tc to t.he internal power_supply unit 170 ($S850).

CC}IIoJ[lver segymg.;%%g%ﬁ()ems@rlnﬂuﬁpﬁ fxf‘f%'\l%'t c Ry tg‘@é}?ég& ltqns GRadde iﬁéw sPO\Leer
etermn I, Qr.. r request, i s

i) R St IR 0 PR B
rocessi n@ i bARRLG I du%é . .

1I‘Orom the int ng nal spOV\ngr31 Supp ;’ %@?% i'S f?#%tttg'gﬁlei’%ofgeﬁ?@n@r ocessi ng has
been ter m nabepara e JrCuedid nt0 rSHEs ¢ He? c}etlQre@merFJrrtgza'ggt,E&hel

internal power supply unit 170 i's maintained if tHe processing

been term nagedcakd neiot Ralsd ke ap@iRs ohiePRley thd tlw %X’e@:q‘é%%tten%rféet}e
i nternal power supply stop request is found 25 in'thé determ nation at

S810, SB820 ( iit! hast catipleties piiedet@rmihed PrceseiRly) BRFHIQ iRr Qcessi ng
(S800) is started when the IC card 100 is connected to the information
processi ng appgcannectedd from tBecdnfotf@tion prochiszdny apbara®iiser anghi s
state), E%e ower source is set to any external power (S830), and the IC
card 1007i’s 98fo¥gcR*tRANalhpovespisupdlyxier s&bppeder can be accumul at ed
(charged) in the internal power supply unit 170 ($840): 5 Wen the power
source has been switché8 Fgetﬁ@WFEtEPWGF pEREE SUPPF}tiANt DXP0eESEHR), data
stored in th? g@@gzso w.l | not be lost even if the externally supplied
power to the'P rd15065i§1§55p§8&?r§FH8 WhethRE e PRaROSOREPCESSRNG uni t

170 is suppl yi : o] to,the RAM 10 0, so . that the_nempry contents
t ransf er BPoégggf%ggggnwgéheggguﬁgdFa¥éu§58apafhQQFPn€°EBQ§tPqu§5éQ)to be

stored in If the processing has been completed, the information

15 processing apparatus is notified of t@e completion of the
procesging (S530), the power supply céntrol processing is
executed (S800), and then the memory éontents transfer
processing (S700) is entered. In the power supply control
processing (S800), the IC card 100 is switched to an

20 internal power supply unit to stop thé external power
supply, details of which will be descﬁibed later. If the

processing associated with the IC card 100 has not been

completed, the memory contents transfér processing (S700)
is entered. Details on the memory contents transfer

25 processing (S700) will be described l%ter. After executing
the memory contents transfer processing (S700), low power

state transition processing (S520) is executed to bring the



the EEPROM 240 is stored in the RAM 230 whi ch can’I updat e stored cog?emm 2002
faster than the EEPROM 240, the information processing apparatus

notified that the processing in the i 15 I C card 100 has been conpl eted, so
that the I C card 100 can be di sconnectedshramthe information processing
apparatus. As a result, the ampunt of |C card processing per unit time can
be increased in a system which uses the IC card as _a nenory card or a

prepai d car &€ FRr@ thP & HE e ey SAGfFeMte b -andethe mlesP dhater2dhess
descri bed above, prouided in the IC card, the processor equipped in the IC
card can exé&@@r&éoﬁeﬁﬁrwmt Q%W%ﬁﬁeﬁ% Iﬁg'man:

i noperative ,state | r eof Lnsteaqﬁpf sequentially transferring data, 25

t
required t o ESHERRS 59 156 LEBREVEESF from t he RAM 230 to the EEPROM 240
each time such data ig,produced _dykin he.,ex t f _proc i.ng .
requested fromthe i’n?&sﬁati 8‘%’ Sr% g‘s"gf:%lﬁggpﬁ;rﬁgts&%?t?‘ﬁl ré%ﬁ'l%rrﬁra%\ﬁor?g t he

operat! on | prokezsiilt A0Bo MAl! (lAUteAhd MEDIICERTUr dded Saldier of o7 €

uce a‘tine perio e trrne card I's connected to

the infor matirQR ARG ith® 18P AN d & 461 )t M0 @19 B &
processing for a request fromthe information 5 processing apparatus, and

notifies thedoted MRt itk HEXRSISI2AD pRY hith Hathd L FEYRIUSH 1Qf tiHee
processi ng corresponding to the request. Al so, since the ICcard is

provi ded wi tdrddessimiceed@icurdwer widppliypounit and t he power supply control
10 unit for supplying the power for the nenory contents transfer control
unit to conpl ete the Ttansf Eirptodeserminedavwhethleer cannett anof whi ch nust
be ensured, can be tenporarily stored in the faster nmenory area capabl e of
updat i n¢ & hadstidrieadorindimrmadtion HiadHer cazede ammentiad (1O Miecard can
notify the information processi ng apparatus of the caonpletion of the

processi ng WAERERAHON Cakded 40 1R 1M me e icald haFho Al a1l

¥ anat or 11 n Hena RESTIBAAR By GeH AR5 S Ay GHORortst ¥ o Hven i 1
ransferrin ed. en i
20 external power Ly .S interru tq. the dC.card and the information
processi ng zfg)bngraﬁe?;%n%[ ﬁ-‘?lse satraetae,dpit[ %g-‘en%rﬁﬁfﬁftjterra%t@r %e&essi ng can be
execut ed undefedili (GO i@l dafte (R4 COnhATe AN e bR 0f unit by

suppl ying the power wthout 1nterruption fromthe ' internal power supply _ i
15 whether or not an additional informatipn table can be

accepted in the area of the transfer dgta area information
table 410. If no additional informatien table is
acceptable in the area of the transfer:data area
information table 410, data transfer p;ocessing is executed
20 for the information table to be added ?8640).
Specifically, data corresponding to thé information table
to be registered is written into a predetermined area in
the EEP&OM 240. Conversely, if an additional information
table is acceptable, the source area s%art address 401, the
25 transfer data length 402 and the desti%ation area start
address 403 are set based on the addreés or location
indicated by the information table end address 411, and the

{
additiopal information table is registered as an

[
'



25 unit equipped in the I C card, thereby making it. possible to reducg :
tinme perigd PE which the IC card is connected to ﬂhe external infork tjuN 2002
processi ng apparatus and to the external power supply unit. 12 Ji~t~

~~~~ - 18 In a systemwhich enploys tie {£ card of the present invention

as a nenory card or prepaid card, since the systemcan reduce a tine period
fromthe ting the |C card is connected to an_information processing

appar at us t o*BTPFB2EIAR FABLPCAEAr 4SE4R) be AfSesnfibet anfprwatihe table

. . : ot | ; ing. it is
possi bl e to PRErBASE FRATRARBER. of ipr bEBAERAOF CFodr dBEpemathpn thhBeot the.
' ' ' . icularly, wh the IC card is 10 use
n a ticker S8nfaaefdndra: Endoralle pFradactis, Steren in nagf e

[ [ | ' h er o r d I C cards per uni
?ir?rgln;?teg?%g?/ﬁg%?géﬁg?ggigo% %S?%%%?stgﬁgf ?ggﬁgﬁ at a ticket barrier or

o lchhouse 1511w idupe oed ol eisy Leam e teselan bhaLl according

to the present invention, a faster nenory 1S Use

associ at ed Mééﬁtéﬁ@%|@%&@éﬂer?ﬁﬁ%%€§siﬁ§C@%ﬁO@Ptéﬁ%§§téa %?fgﬁgaééﬁgﬁgsing

processing apparatus connected eto of e cogB ron ot :
at 20 the ticentdetProcassiay ¢sneesp! &hed, 1366 thfﬁé'féffgnv\??ﬁé}:%e

reduction in a time period in which the IC card is connected
i nfornmati on grocedsimotlRAMIZG0 to 4 PreddtdBfned area in the EEPROM

240. It is first determined with reference to the value in

10 the information table end address 411 whether or not any
information table 400 is reégistered (S?lO). If no
information table 400 is registered (Ih the case of Fig. 4,
the value in the information table end address 411 is
“A010”), the power supply control proc;ssing (S800) is

15 executed (substantially, no processing is executed),
followed by the termination;of the memory contents transfer
processing (S700). If some informatiop tables 400 are
registered, the first information tablg is designated as a
target, and its start address is fetchéd (in the case of

20 Fig. 4, the start address “A010” of th? information table 1
is fetched) (Step S720). Subsequently, the validity is

[
determined for a source area start add#ess 401, the

destina;ion area start address 403 and[the transfer data

area length 403, set in the information table 400 (S730,
25 8740, §750). 1If any invalid value is #etected during the

determination at S730 - S750, the data%contents transfer

processing is aborted for the information table under

processing, and the next information table is processed (in



- 19 CLAIMS: | 1. An IC card for connection withjan information processing
apparatus to performan operation therewith, conprising:. a proceséi&ngN 2002
execution unitfor executing predeternined processing and notifyinl~ said
information processing apparatus of the ggnmpletion of said processing when
said processing is conpleted; a volatile nenory for executing said
processing in said processing execution unit; | a nenory contents transfer
Control uni tthercasaff &¥9 nd datAl2q heok ot i omakiem akle b Fhsured,
after said processjing execution unit has nj(;éli fied sajd informati

i hr

n

processi ng i ds 617 tHe cSRFERTIH 01 %;1%@0“&3”“9‘1
o o 2. ST 1R A AR S 1 S RGOt 1 &1 4GS T tne®
i nternal power | vounit_f e i dy nenory._conte tr,ansfer control
:Jzit for Itoraestfee?su‘h%\%tl:sjoéli cf"%%%ﬁt‘h?sc%@t edrﬁ%ang?é/m%ha égrfg%l'é Znsur ed; and

|_Va I jt i r r
cubply uny PR RS oy Y e e LORBL0 LUE 1 Mo PSR BT
accor di ng { & ¢ aiiRdic e IRl SURID o EOWEN S dddrederaepniao!l unit

transfers data stored 1n apredetermned are sald volatile nenory to

said | ~ Zrafd Foo%ed =P arlYyeP! @ idiie MEHEROM Zh0/¥hdfééﬁﬁdiﬁ¥xiﬁéing to
cla~. m2) wherein said power supply control unit accunul ates power from

sai d ext er naleqOMRIt idiPRInedHtart) fRirkdNtE0NASTEVES APRdY unit when
said IC card is connected tp said external power supply unit. 5. A nethod
of storing ddiea dompAlediCrcarfil oy tocnEefdr @rodddeiang | nflos medstton processi ng
apparatus to performan operation therewith, conprising the steps of:
processi¥y siaifbmiwati aredwbled s anazsssedi @1 ) on Theoceddress applarat us by
a processing execution unit using a volatile nmenory: notifying said

i nf or mat i on G dh it TR R tTREQhAMIak | BH Of1% FARATRD S Y,
Wi ch st AR, 1 PHE HOTERIAA T YNGR ) AR /AT D
transfer contiol mnidyoSicdihd GEal &Y neA R Anlalaliie gepory and @

value of the start address of the information table to be

15 next processed is less than the value in the information

table gpd address 411. Conversely, if: the value of the

start address of the information table to be next processed

is equal to or more than the value in the information table

end address 411, this means that the memory contents

l
20 transfer processing has been terminated. 1In Fig. 4, the

information table 1 is used to transfe; the contents of
data having L1 bytes from address “AlOb" in the RAM area
230 to ;n area over Ll bytes from addréss “B300” in the
EEPROM area 240. At the time the procLssing corresponding
25 to the information tables 1 - 3 has be;n terminated, the
information table end address 411 is set to a value “A010”,

and the power supply control processing (S800) is executed



a switching unit for switching an external power %upply for use in

executing predeterm ned processing using said CPU and said vol ati l d ZrPJﬁN 2002
y, and~an internal power supply unit for use in transferring da~.a from

said volatile nenory to said non-volatilegenory. 7. An IC card according

to claim®6, wherein said predeterm ned processing is executed wing said

CPU, said volLatile nepory and a coprocessor. ~ z ~uN zoo2 - 21 8. An IC
card accor di h§¥t BrePRIR% BhewRevernfsamdthat anternalt Pawetesupdlyr unitai d
volatile nmenpry.to i d pon-volatil e, nenory has been previously specified.

9. An IC ca?goia/%%?‘giaiﬁﬁ {Q]BecFﬁpﬁ'?-%?t%\ﬂ%r%ﬁntgﬁi HeRary eenpentsanrshnsfed is

specified b~ Fess, id non-volatile nenory. 10. An I C card having
a CPU, a VO|%$I8 %991% ‘égﬁﬁ?a non-vol atile nenory, said CPU and said

nENor y
vol atil e nenor erfor redet ez ne roc i ng Wi hg external power
suppl i ed t her e%/opt hr ou%%é]g %oﬂ%ra sfui;;%o‘ﬂ’ ygﬁ)ﬁre,l "?%I&?f”c,‘g‘-? dé&%rﬁ)‘?‘t’%’rpng: a
data transgfe i j a Ahosald volatil e no to a
non- vol at igl eélrlr%ﬁnjﬁgr’ yéﬂrgtl:%l%farﬁ;?én%éegg%? %SV\%Q) s%!b‘ﬁ?}ge% nf’f?m 1€1?Ee ALX‘VCP‘B'%{?H

accordi ng t 0s€d@é M Adns LR PrSeLss PRGARESHH) NG PEQGEESL n’ge’i“&l}é An | C

perfornmed~by said CPU) said volatile nenory and a, coprocessor. _
card accor dicgntents aifﬁﬂ@feﬂ“{@f@éébgﬁﬁ% L EPOGS ,e.rgﬁd éi@éﬁé@é%}‘é%%' ! 2 c
e i ed. . An

menory~to said non-vol atile nmenory has en previously specl
card accordipgwen shEply IContdel eamitsaiIo fransferred data i s specified by
an address in said volatile nenory. | 14. A nethod of switching a power

supply in an |1 C card Haviing fi reRU detamiiaied evhretheyy it thot nDrewlaxt | e
menory, conprising the steps of: using external power supplied through a
pover suppl \has rkeemmadeciny myiteine rthaabyenessrey fisomgn 12 JUN
2002 - 22 said CPU and said volatile nenory; stopping the power

suppl i edl t hrTHfFRed PR rSURRY £ it Biternad trowery supply amisviiChi ng

omory 1o s e T PR it e S G S ot | et toren ¢
576 “h st e A A L st 1 " T QAR whi oh |
.eZE/oOdAiLs % tAP %dﬁlﬁp %r{%ﬁg[rﬁ;é\& #%d?’kgidﬁrgv.ﬂéﬁﬁ?lﬁ’. ‘A _i.;fAéE’. RN IRRYY A 9. Af %
C%héfgf%ﬁﬁgiiﬁﬁgjﬁiﬁﬁ<§ﬁﬁﬁiﬁﬁxﬁﬁ(ﬁﬁéiﬂqﬁﬁuﬁixﬂjﬁﬁﬁﬂﬁﬂa (xﬁﬁﬁgﬁﬁ(gﬁﬂQ§§U]caLﬂ
ca] ca] ca] cajara]icrenraid)lc Pdwad] Gupply stop request is made (15820) )

aJ ca] ca] cRa] caACDE! "L] ™ij (9: LM-ytoje [V]]ca]ca] ca]ca] cal ca]ca]cal caﬁfc" a] ca]
cdal] cal] calfreasjtoatjrestess] da ceiden] dz] dalealdeddanMaltacalcals] ca N

processing in the IC card 100 has been. terminated (s860),
and the power from the internal power supply unit 170 is
20 stopped if the processing has been ter%inated in the IC
card 100 (S870), whereas the power from the internal power
supply unit 170 is maintained if the p#ocessing has not
been terminated. If neither the powerfsupply switching
request nor the internal power supply %top request is found
25 in the determination at SBldf S820 (th%ugh illustration is
omitted, the power supply control procéssing (S800) is
started when the IC card 100 is connected to the
information processing apparatus, and #he IC card 100
I

'
|
i
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thereof, instead of sequentlally transferrlng data,

25 required to be stored in the EEPROM 246, from the RAM 230
to the EEPROM 240 each time such data is produced during
the execution of processing requested from the information
process%ng apparatus, thereby improvind the operation

l



10 h 10 h@10% h& ()-,;10% h& ()-  9@0% h& () - 3: !!10%#&' 0)-(
dENbC yF10%& ()-f"10%& ()-y 10%& ()-Z10%& ()- 10% ()-10%& ()- N12 JUN 2002
+dEnbC! yf' | 109& () - 9&109%& ()-3y: 10% & ()-L"109& ()-y: ! 109& ()-& 109%& ()-& ?
dEmbCl . 109 ()-,y@ 10%& ()-LL*! 109&_( )=y (109%& ()-f":110%& ()- !
"10%& ()-? k  89:;<aVK@ 10 10 10@10%& ()-L910%& ()- | 710%& ()-!;
L3T&L0%7& ()-:1109%& ()-<I X S5} A<VK@: Y 10% H, _
H& () - S 10ued i iencyoaiighe ProcesRore (LY dfuidereforrgeesibly ¢o
P} [ OVK@ 6+3" 1096HBHE (,) - !, " +3" 109%>& (.-, S*10%4& {).-! #109%H& () -
| #1094H8; () FORAURE (OIS 8FT /&%0(")- RS Ehe f&/&%f@-lsl d
10HH @' 10%4H&' () - '.+3" 10%4H&' ()-: uaBr S4 7

R

10% & () - 3FFF0 o %"-réﬁceﬁﬁ%ﬂg&'a(")"-arfrf%s&'t(") BRI ) B s
2& 10% & () dt W e&kelohit A YRR it Bt & retfidf Erohd P GnddiilltIbn
5 processing apparatus, and notifies the information
processing apparatus of the completion of the processing
corresponding to the request.
Also, since the IC card is provided with the

internal power supply unit and the powér supply control

10 unit for supplying the power for the memory contents
transfer control unit to coémplete the %ransfer processing,
data, the contents of which must be ensured, can be
temporarily stored in the faster memory area capable of
updating the stored contents at a higher speed, and the IC

15 card can notify the information proces?ing apparatus of the
completion of the processing within the IC card at the time
the IC card has completed all processing except for the
memory contents transfer processing fof transferring the
temporarily stored data to a target memory area. Even if

20 external power supply is interrupted té the IC card and the
information processing apparatus in th;s state, the memory
transfer processing can be executed under the control of
the mem;ry contents transfer control unit by supplying the
power without interruption from the inﬁernal power supply

25 unit equipped in the IC card, thereby $aking it possible to
reduce a time period in which the IC card is connected to
the external information processing apparatus and to the

external power supply unit.
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processed IC cards per unit time of the information
processing apparatus. Particularly, when the IC card is
10 used in a ticket examination system or;a tollhouse system
in traffic organizations, dh increase &n the number of
processed IC cards per unit time effectively alleviates
confusion or traffic jam at a ticket barrier or a
tollhouse.
15 It will be appreciated from the foregoing that
{
according to the present invention, a faster memory is used
to execute processing associated with the IC card, and the
IC card notifies an information processing apparatus
connected thereto of the completion of;the processing at
20 the time the processing is completed, ﬁhereby resulting in
a reduction in a time period in which the IC card is
connected with the information processing apparatus.
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a volatile memory for executing said processing
in said processing execution unit; I
a memory contents transfer &ontrol unit for
transferring data, the contents of which must be ensured,
after said processing execution unit has notified said
information processing apparatus of the completion of said
processing; and l
a non-volatile memory for storing said data, the
contents of which must be ensured.
2. An IC card according to claim 1, further
comprising:
an internal power supply uniL for use by said
memory contents transfer control unit for transferring said
data, the contents of which must be en%ured; and
) a power supply control unit for stopping power
from an external power supply unit to Ewitch to said
internal power supply unit.
3. An IC card according to claim 1, wherein said

memory contents transfer control unit transfers data stored

in a predetermined area of said volatile memory to said
) |
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notifying said information processing apparatus
of the completion of said processing, when said processing
is completed; and |

transferring data, the contepnts of which must be
ensured, to a non-volatile memory by a memory contents
transfer control unit. '

6. An IC card having a CPU, a v%latile memory and a
non-volatile memory, comprising:

a switching unit for switching an external power
supply for use in executing predetermihed processing using
said CPb and said volatile memory, and%an internal power
supply unit for use in transferring da%a from said volatile
memory to said non-volatile'ﬁemory.

7. An IC card according to claim 6, wherein said
predetermined processing is executed using said CPU, said

1

volatile memory and a coprocessor.
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a data transfer unit for transferring data in
said volatile memory to a non-volatile memory using an
internal power supply unit.

11. An IC card according to clafm 10, wherein said
predetgrmined processing is_performed‘by said CPU, said
volatile memory and a coprocessor.

12. An IC card according to claim 10, wherein data
transferred from said volatile memory to said non-volatile
memory has been previously specified.

13. An IC card according to claim 12, wherein said
transferred data is specified by an adﬁress in said

volatile memory.
l

14. A method of switching a powetr supply in an IC
card having a CPU, a volatile memory and a non-volatile
memory, comprising the steps of:

using external power supplied through a power

supply line for executing predetermined processing using
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storing a program which embodies the method according to
claim 5.
16. A storage medium readable by a computer for

storing a program which embodies the method according to

claim 14.



