WD 2005/ 107133 PCT/ CA2005/ 000060 SYSTEM AND METHOD FOR SENDI NG SECURE
MESSAGES BACKGROUND Technical Field 5 The present invention rel ates
generally to the field of comrunications, and in particular to a system
and nethod for sending secure nessages. Description of the Related Art
Messages sent over communications networks are typically encoded in order
to provide Qne_or. nmore cryptographic services such as _authentication,
encryption antP HEHLOEY repudi ati on. A nessage sender ﬁﬁ{/‘?ﬁ‘i"&‘("{"ﬁf‘ﬂ y sign a
nmessage prior to transmssion to a nessage recipient in order to
aut henticate the sender to the recipient, and to prove to the recipient
that the nessage was not tanpered with during tr 1 SS| The sender nmay
al so encrypt the M§J§MWWOP§%WW§§ ewi ng of the
nmessage by a party other than the recipient. In known systens,
certificates BAGKEGROUND to users in order 15 to support such cryptographic
services. The certificates conprise information that may be used in
al gorit hns t hEachmieabBielde crypt ogr aphi ¢ services. For instance, the
certificate nmay conprise information ch. a ublic. key for. a user and a
validity period fgpe?rﬁst?n“%‘@fl‘ﬂqnfrg%&qt@e@ﬁéﬁmfﬁﬁlgggﬁﬁ‘gwgéln %a?%g nmessage to
one or nore rgeidiafidlaSystdn MASRAQH Y s@ing gplic eRisegen, such as M crosoft
Qutl ookTM or Lotus NotesTM retrieves the certificates for the
recipients, agd encodes.klgedResage to each recipient using information
extracted fromtne certificates. As an exanple, the nessaging application
may use public KeYesdaBlsQbdIBld: 0fhmbitidafids Betwhikoire tbRalbemtdded makderfon or der to

encrypt the nmessage to the recipient. Certificates. my be. st _in a Key
Store that apPPYieRneSHEoE RS PC FFARET SEb? &F%F%}Og\fé e%mgg({r%‘bl(lfi cates. |f

the Certifl@Ca;‘eﬁsdﬁﬁioﬂﬂoﬁnﬁssagds&bieﬂniy‘digihﬁyKgyar&ssngepﬁctrhfeﬁ@@niﬂé@ntﬁﬁy not be
able to send the nessage until the .certifl | S.:pade bbb ge | N order
to do this, ?Wéa%é??a’é%%ﬁ%&ef oy nrnlcag?/éeié{ ‘ge§?°§8%‘|%‘r’1g%’?"caé’r§¥| " Cat es prior to
sendi ng the nesigianehat thh ntelvese was setdgmpetvd with dndngdspnivdssione ShpWBEETEY he sender

has to i nvoke, g SECOMIAL X AR diPlol el BnaoHEH veR el o ekl o |
certificates, an enretarn to the nessaging applicatjon in order to 30
send the mnesspagy othtr D thO@Epiegy Idgown systems, certiicatos are issued to users in order

15 to support such cryptographic services. The certificates comprise information that may
be used in algorithms that provide cryptographic services. For instance, the certificate

may comprise information such as a public key for a user and a validity period for the

certificate.

When the sender sends the message to one or more recipients, a messaging
20  application, such as Microsoft Outlook™ or Lotus Notes™, retrieves the certificates for
(- the recipients, and encodes the message to each recipient using information extracted
from the certificates. As an example, the messaging application may use public key

information extracted from the certificate in order to encrypt the message to the recipient.

Certificates may be stored in a Key Store that applications access in order to
25  retrieve the certificates. If the certificate is not available in the Key Store, the sender may
not be able to send the message until the certificate is made available. In order to do this,
the sender has to retrieve the required certificates prior to sending the message. If the
message has already been composed, the sender has to invoke a secondary application in
order to retrieve the certificates, and then return to the messaging application in order to

30  send the message.




PCT/ CA2005/ 000060 The certificates nmay al so becone invalid over tine. For
i nstance, they may be revoked if certain information, such as the private
key associated with the certificate, becones conprom sed. They nmay al so
simply expire. If the nessage is encoded with an invalid certificate,

reci pients may not be able to authenticate the sender or be able to 5

decrypt the nessa i.f it was signed or encrypted wt i key that
i s associ at ed"? YN i nvalid public key. SUMVARY quﬂﬁg{uﬁ@%&% ON In

accordance with the teachings provided herein, systens and nethods are
provi ded for sendThgeesifateenpiwigone iAglidgyerdi praingggncs they @ARRE and net hod,

on 10 i ni {1 34} 04 B ESAAAG, SEAU ROpRRUS ERCRAGIATENECS! 1] ] cal es
for each message recipient are retrieved from e store L5k
o B S

unavai | abl e iecorhas cpapromises: cThey mEyAlEFEUSY expiip L PEEIEATE sert{l/l ces. If
the certificafgsgrk %H&af@re&@iehl@ﬁxﬁyﬁﬁibe §hlketo Qﬁthdﬂiﬁdiaﬁa tbtﬂeﬁdei‘ pomtable tst at us

providers are queried er to retrie f each
certificat®. dﬂq'é(P”h%@?é"l}E {1% WS eRefl SH°pP egﬁ’é"ﬂ ssag Eh?ﬁtelg%%lsdégh?doum ng

informati on pg@sanhvalidpadlickssoci ated 15 certificate, and then sent to the
nmessage recipients. As a further exanple of a method there is provided a

nmet hod for sendimeh@n GleRrfoNessage to an identified recipient using
a sender systeny the seﬁgﬁ system including a nmessaging application and

t he sender SyStemlbﬂicﬁlgarm@mmbmclﬁ@smmé&iﬁleamke&tems@@rﬂ@etﬁoéﬁar?he st orage of
security certifi ad#grzs a%i‘som at ed th 6 G R RS s S;eg%@%mgy 080 i ncluding
%_Facuéepra?ssa 3 g

the steps of: PIpYige ion accessing th e ke\h/ store to
determ ne1df mitheaufiatmessagesetdidd sequerceams orinere eertififatep for REh mesaLs £ i ed

recipient is prese ”a%e zeﬁli@veﬁ%%ﬂf atlée%mfehtﬁﬁflﬁaﬁﬁ{bidﬁuﬁ%ﬁst@rsmcateed with the
identified re 8 esent key store, the nessé%%tg appllcatlon

retrieving t hmoseclmﬁﬁtq&ewmei i1f the aﬁtf’éﬁca‘teﬁ@‘l% validation, PRSP 49 9

det erm ni ng {1'&6 198 dr@@tkh%n@?deﬁtb?eﬁﬁ&&ﬂie@ﬂﬂdy stat¥ $fichehratificits Th@qw red
and, on conditio ‘ﬁ the validation.,is r

application i magengenaodééfqr eqch engpsage gfipieh it e’%ﬁ‘ %%@8‘%?3563{1{%%%?\% %t hat

there is 9 SEGHEdateYand lch bdnt GARAmRKFORLpeAEl Wi th the identified recipient
present in the accessed key store, the nessaging application 30 accessing

one or nore certifj ser.vi geedi ficate 2 WO
20051107133 AR Sne? Sl bfe%ta In%ocf itk is%deﬂﬂd mefedHok fendiag

electronic message to an identified recipient using a sender system, the sender system
including a messaging application and the sender system being operative to access a key

store for the storage of security certificates associated with recipients, the method

20 including the steps of:

the messaging application accessing the key store to determine if a security

\ certificate associated with the identified recipient is present,

on condition that a certificate associated with the identified recipient is present

in the key store, the message application refrieving the security certificate, the
25 messaging application determining whether validation of the retrieved

certificate is required and, on condition that the validation is required, the

messaging application invoking a certificate validation process,

on condition that there is no secusity certificate associated with the identified
recipient present in the accessed key store, the messaging application

30 accessing one or more certificate services for retrieving a security certificate

2




PCT/ CA2005/ 000060 associated with the identified recipient, the messaging
application determ ning whether validation of the retrieved certificate is
required and, on condition that the validation is required, the nmessagi ng
application invoking a certificate validation process, 5 on condition that
the retrieved certificate is valid, the messaging application encoding the
el ectroni c Mag§aRe d4sNg i nformation contained in the jpelhif. dgl@g{m
certificate, and the messagi ng application sending the enco nessage to
the identified recipient. 10 As a further exanple of od there is
provi ded the above rﬁéﬁoﬁ@’ﬁdWﬁﬂhﬁé}eﬂ“ﬁeﬁwwtn&eﬁ%a%ﬁgeﬁﬁghca%‘w BREPEon t hat
the retrieved certi fw&ﬁieﬁvah&at:bﬁ\&/ﬁhé QrieRl c&rhﬁcafm.&s@@iemgzd apphdidat than

accessi ng one or i-tional  certificate services nlng a
further certificat e‘g%l?gi PR {sER Wefrﬁgag“bgeaﬁf’]? e, m?oe plée?ﬁ &to repl ace
the retrieved certi fvatiddtion prAss f urt her exanpl e of a nmethod there is
provided the above method in which the 15 sender systemincludes a

w rel ess handhel d det)ﬁ'c%ﬁhﬁ’dﬁ%a@th@?éﬁev@d’o%ﬁﬁ@itefshﬁild”@éﬁl@@hﬁi@ Appdatient i on
executing on the wirel ess handhel d device, . E w rel ess%mdhej d .devi ce

being operable to cEsbeslecipnic Message U &”f"ﬁtﬁ‘ﬁ PISHESr mor e
menory devices for @hidicitflgnd he key store, and the host system providing
one or nore certificate services. As a further exanple of a nmethod there is
provided the above éllﬂgsga o ﬁ’{ézﬁuon%gld] @ﬂe%%@&ﬂl@@dgbfé‘tﬁé@énnﬁécﬁps of: a
user conposing the e ectrc?’rln c ssage u ing the messagi ng application, the
messagi ng appl i cati oscipietepti ng a request fromthe user to send the

el ectronic nmessage to the identified recipient; and the nessagi ng
applicatiqp deter rﬁsraifagletaamplreheaﬁbmmmmis@rmmg@dvsmtbodo@nh@nt 25
securelytot tified re ks iE06R HesBoigy st em
there is prov%@fn%[%f)?tg? ?ﬂ@&&h%btﬁ%tﬂﬁéemweac#n htrgcl)snl C %Egleggst%ﬁé/n

i dentified regipftasioh aweMg styeat exrel additiond! cegific8e Woyices 6% ohtaiping 3 further

PCT/ CA2005/ 00006, L RBicldd Brigeasrity
certificate ag%fg ?as ééate‘m{f%tﬁg%& ean leﬁ 1q:gc‘?e{odl%ent e| S present in the key
store,

As a further example of a method there is provided the above method in which the
15 sendér system includes a wireless handheld device and a host system, the messaging
application executing on the wireless handheld device, the wireless handheld device being
operable to connect to the host system and including one or more memory devices for

storing the key store, and the host system providing one or more certificate services.

As a further example of a method there is provided the above methgd further
20 including the initial steps oft

a user composing the electronic message using the messaging application,

the messaging application accepting a request from the user fo send the

electronic message to the identified recipient; and

the messaging application determining that the electronic message is to be sent

25 securely to the identified recipient.

As a further example of a system there is provided a system for sending an

electronic message to an identified recipient, the system including:




messagi ng application program code operative, on condition that a
certificate associated with the identified recipient is present in the key
store, to retrieve 5 the security certificate, to determ ne whet her
validation of the retrieved certificate is required and, on condition that
the validation is required, to invoke a certificate validation process,
nmessagi ng apmr(%&&t/{o%@s program code operative, on CO”%H‘/@K&B&%%GJ here is no
security certificate associated with the identified recipi en{ present in
the key 10 store, to access one or nore certificate services for retrieving
a security certifi @dieﬁstagémSﬁ’!eé@Idwmeﬁﬂﬁé%@ﬁﬁﬁ“ﬁ?aé?fs@éﬂeﬁ%tﬁ © to
determ ne whether Vgl hifattORem]s ptdder mBkdiepMbe, Certificate is required and
operative, on condition that the validation is required, to invoke a
certificate validation process,. nessagi ng application. pr e
operative, on condi (PGB PTG PEB T SR GP e,g%ﬁ%ﬁﬁ@ﬁ%@%ﬁfcgg is valid,
to encode the el ect rasnbistedrwiils thg dlentified cpoipivfitds preseitdmthe K HEs. RETEIICYR t he
retrieved gertificat i i I Of; g3 operative to
send t he e%coded ms@%segﬂi%o&ﬁﬁ%aitﬁ%ﬁ?@ﬂ:g éx&%g%}lgﬁg)%??_ﬁg}s&gqfurther exanpl e
of a system there i scosifioas ideguirdand vpsadision batth velidgipr i reeed: ¥9 system
further includes nmesgaghneSRRk vARLERDrdELIr am code operative, on condition
that the retrieved certificate is invalid, to access one or nore

certificate services for. obtainin furt ; tdfd:€ S9ciAted with
the identified reci prene t&H Pl a é’gr?ﬁéjggreé’ %?%v%ggc?édé%ﬁ%tg%te, As a
further exanple of &ewyitteertifichiesseciated pith theddsdtificd cccimirpipressyide dinkex he 25
messagi ng,@appl i cat | %Eblr@fooa%é%xfé%gﬁoie%&iﬂ&fe bk 16l B@evitPAReRpr at i ve for a

user to cohpose the eléctronic message, code operative fo accept a request
fromthe user to serrartifipase aspasistefl ifh Ehepdegtifiedascimest {AAPITRBAPPIREG reci pi ent :

and 4 VO 2005/ 107133, REHGAZINGLARA6G:EaMe: eRReaiidtpetvefai@ndtioe t hat t he

el ectronic nmessage is to be sent secure| to the identified recipient. In
accordance with the W%%W%EOWFW%OW&? ot @tteewg AUBP BIFEEd a computing
devi ce program product for obtaining valid certificates for an electronic
message bei ng messaging application program code operative, on condition that the retrieved

15 certificate status is valid, to encode the electronic message using information

contained in the retrieved certificate, and

messaging application program code operative to send the encoded message to

the identified recipient.

Ag a further example of a sj'stem there is provided the above system in which the
20  system further includes messaging application program code operative, on condition that
(- fhe retrieved certificate is invalid, to access one or mote certificate services for obtaining
.- a further certificate associated with the identified recipient to replace the retrieved
certificate.

As a further example of a system there is provided the above system, the
25  messaging application program code further including:

code operative for a user to compose the electronic message,

code operative to accept a request from the user to send the electronic message

to the identified recipient; and




5 sent to an identified recipient, the program product including nmessagi ng
application program code enbodi ed on conputing device program product

nmedi a, the nessaging application program code including: code operative to
determne if a security certificate associated with the identified
recipient is present in a key store, 10 code operative, on condition that a
certificate i with the identified recipientphscbitil i N the key
store, to reﬁ?@géﬁ%ﬁg security certificate, to daerrl;l-:,&ﬁe ogﬁ’gtﬁler

val idation of the retrieved certificate is required and, on condition that
the validation is reguicopdative ty detorifecthat theeteptranicapsgyig 9 Resent 63y ocess, 15
code operative, on congifik@Red Batiedthere is no security certificate
associated with the identified recipient present in the key store, to
access one or nore_ certificate . services [.I LeVipa 3 SEGHELLtY
certificate associ SEER TIPS &4 tpf?‘?dgéjg?r%%lﬁitﬁ{eésrﬁr{)ﬂ%g det r_méne whet her
val i dati on of dtWiee pregram produbt foechtiifing velid ceriificatee fpnir deptrameimeseaedeirge, on
condi tion tha € LA LR e %.lah i o el el edtloh fi cat e

val i dat i ontsprtg%nte[g)sén\é?éﬁlhg%é%)%%ﬁce P\/_\/lt i he te%chién S %?ﬂ%\aﬁ%ed herein there
i s provided a ptrgrarhesdelemigidied precsmpwing dedos presTa PRECCEIAEMMNMEMPHENEt or i ng a
key store and akllﬂﬁg | Rrdtn SHRS DB application for sending an el ectronic
nmessage fromthe wrel ess handhel d device to an identified recipient, the

messagi ng application jncludi 5.¢C rat detersime if "a
security certificat ewaffg%‘act‘i%{lg?g’gie\% l'ﬁé)?%%e%%&géﬁ%#cﬁetg%or eccﬁ%i ent is present
in the key store, codbentifizéreaipievids prownidnaliénsioon t hat a certificate
associated with the, identified recipient is present in the key store, to
retrieve tfpe securi t ¥ode@pdratfvi,Galkbnditioh Ehat Sl@ttHicare AsocMiaitwititheiddntiflat i on of the
retrieved certificate js required.and, on.5 WD 2005/ 1071

PCT/ CA2005/ 000060 coﬁ‘*‘&ipt%}ﬁg'ﬁ‘r?a*tmf}'ﬁ3“’%‘F?=&%’i‘°‘f“8ﬁezt?es“?“e“g%?e?'gﬁcf?te’t"?) i nvoke a
certificate validati deaepiiecsther valiitdorngidreattiisved catifiendiqiinhandiet t here is
no security certificate. associated v is | fd-88..k0ldignt present
in the key store, tocoé'?gl(gggmo eevagl?an‘én%%sgqu}r{!&otllgxﬁ?%%{:égﬁggre v?ceé for
retrieving a securityroe@stificate associated with the identified
recipient, to determ ne whether validation of the retrieved certificate

15 code operative, on condition that there is no security certificate associated with

the identified recipient present in the key store, to access one or more
certificate services for refrieving a security certificate associated with the
identified recipient, to determine whether validation of the retrieved certificate
is required and operative, on condition that the validation is required, to

20 invoke a certificate validation process.

In accordance with the teachings provided herein there is provided a handheld
wireless device including a memory for storing a key store and including a messaging
application for sending an electronic message from the wireless handheld device to an

identified recipient, the messaging application including

25 code operative to determine if a security certificate associated with the

identified recipient is present in the key store,

code operative, on condition that a certificate associated with the identified
recipient is present in the key store, to retrieve the security certificate, to

determine whether validation of the retrieved certificate is required gnd, on

5




is required and operative, on condition that the validation is required, to
invoke a certificate validation process, code operative, on condition that
the retrieved certificate status is valid, to 10 encode the electronic
nmessage using information contained in the retrieved certificate, and code
operative to send the encoded nmessage to the identified recipient. As wll
be appreci at ed, F nvention is capable of other andpcgléuﬁ,gmgso

enbodi nment s, WO ﬁﬂgﬁseveral det ai I s are capabl e of Ifications in
various respects, all 15 vvrt artr from

i nvention. Accordi ngfS¥ “P‘I’r@‘a ‘“&ﬁ‘ﬁ élrvo%etaicgn S?te 8r]fg‘jmpr ef erred
enbodi nents set fort probsd, ow are to be regarded as illustrative in nature
and not restrictive. DETAILED DESCRI PTION OF THE DRAWNGS FIG 1 is an

overvi ew of an exambﬁegﬁmg'oﬁ%ﬂdﬁﬂngﬁ%éms'nﬂséﬁﬁi Berfificefagtb@sted widtd
communi cati on device use One skilled in the art will appreciate

that there may be hﬁﬁé%é‘é@déﬁ“@&ﬁp‘fﬂfﬁ%h‘tm?’6%’6?"6"@?’&"9590%?OErﬁgesystem shown
in FIG 1 hel ps dendDngdritibaR sérkices fapetiaiigoneatfittdefiencoasedtadnwiBédge processi ng

e o smee oo paeh Aopisny o B R ERL R SAh! ey FIEKEMEY B SO

be many nessage send temshowm 1n FIG1
is for illustrative pueqriraksdopdrative, andor@hmn@aﬁbfrwé%mnheemsq tQ5 preval ent

Internet e-nail envi 5@8’&%%{“#&%{‘%{&&8%‘5%%" s not generally used. FIG 1

shows an e-mail send erne a nessage server system 40, a

wi rel ess gateway 85, wireless infrastructure, 90, rel.ess n rk 105 and
a nobil e comuni cat F?ﬁ?ob’é‘r}}véé’nfﬁf@‘n% ?W%YTO’? EP%HS gﬁ%OOOGO An

e-mai | senger Syste%ﬂ&dmyelemcmaﬁgaruangﬂne:nnmnemmmbdummawtrreeﬁ (1 nternet
Servi ce Provider) on ch a.user of the system 10 has an account, | ocated
within a conpany, 8?2#‘ T'yagonnect ed to a |local area network (LAN), and
connected to the Internet 20, or connected to the_ Internet 20 through a

| arge ASP (applicati eveopamative & @%@%%ﬁ)ﬂeﬁsﬁﬁ?ﬁo%‘@&ﬁw&%%h ne (ACL).
Those skilled in the art will appreciate that the systens shown in FIG 1
may i nstead be conneﬁmaﬁapﬁeaaatemmeuﬁmaniseapmlelofc(tmmdcbffmﬂ t han the

[t ornot - conEBRAREE PG HET SoHl B o poet i Ao 1Rl 4R 10T

| nt er net - conr‘F
15  without departing from the spirit of the invention. Accordingly, the drawings and

description of the preferred embodiments set forth below are to be regarded as illustrative

in nature and not restrictive.

DETAILED DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system in which a wireless
20  communication device may be used. One skilled in the art will appreciate that there may
be hundreds of different topologies, but the system shown in FIG. 1 helps demonstrate the
operation of the encoded message processing systems and methods described in the
present application. There may also be many message senders and recipients. The simple
system shown in FIG. 1 is for illustrative purposes only, and shows perhaps the most

25  prevalent Internet e-mail environment where security is not generally used.

FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a
wireless gateway 85, wircless infrastructure 90, a wireless network 105 and a mobile

communication device 100.




The nessage server 40 may be inplenmented, for exanple, on a network
cofputer 10 within the firewall of a corporation, a conputer within an | SP
or ASP systemor the like, and acts as the main interface for e-mail
exchange over the Internet 20. Although other nessaging systens m ght not
require a nessage server system 40, a nobile device 100 configured for
recei ving and possibly sending e-nmail will normally b | d with an
account on awr?ég'ﬁsgﬁgsgerver. Per haps the two nost conﬁ%ﬁ]é%g@é@g@ servers
are 15 Mcrosoft Exchanger"" and Lotus Dom no. These produci{%&?re of ten
used in conj unct AGe-maliséndersyeemBl mayafor ereppledtesormgeied tp g e WFFHel i ver

mai | . These int ernedi ‘ +En IPhas SMOBUt, Tocktbwitinaas t hey do
not directly SBWﬁrﬁgov%‘%{)gm?ﬁﬁggﬁg&gg%%rﬁg massa; cessi'r& c,glgscri bed bel ow.

pr

Message ser vepspawcpvssbly saneeisd typlogal pregaghysrk e CHRGDY just e-rmil

sendi ng aRd r gﬁ&w‘o?&go%&md@gﬁ%t&ﬂwmd@mﬁemwm@b@gwfg:w 20

engi nes that "have predefine ta r mat.s .£0 iCakgpdar s,
to-do |ists, preyider) spehes dmepea g e&%ﬁsd%@% e&ﬁ%ﬁ. lﬁeﬁk’é\n rel ess gateway 85
and i nf rast r UGk anEsh90n BITIE 1Bayansdatlitc @ahaned o 2 wide drernshiads (WAR) bR wi r el ess
network 105. The w reless infrastructur S Oth B Bed 6 ghDBEmett kel y

net wor k for I%&qmﬁrﬁt’&%@%‘iﬂﬁmgﬁ%gﬁgg@rg&tﬂ%ecuslgr as they roam between
countries or corfecieétwmpdisentsAs stegsagdGi s t hen delivered to the nobile device
100 via wireless transm ssion, typically at a radio frequency (RF), froma
base station in tRg, WedkleSsver 408hYY HapbRiEntéd) for remptehor enetierk € PEB0. The

particul ar network. 105 maybe virtual | NY 10 WM PR & aRvRE, Whi ch
messages hay W@%ﬁ%@%ﬂywmy%ﬁ?%@%é%%r#?ﬁ%ﬁ evi ce. 30 As shown

in FIG 1, a ganposs Qafeidrfeessansl dbhange eeribe Injemehd). Albapgh ofihder 10,

| ocat ed sonmewhere on the l.nternet. i 401 3 moBilwReiealdoy fully in
the clear 7 VEFSRERGSITFY E%&ﬁ‘&&f%g?f%%%%rg&g?ﬂ&gses traditi og{ﬁil Sinpl e
Mai | Tr ansf er coRfigiratiot re¢BlfiEnd peFio 2endig adesilavii rermally pa 3s1GRSO TEE Pht er net

Mai | Ext ensi on VE t i t hgmhdmiedagodervels@renai | nessage.
These techni qﬁ@éul}‘/g?negrﬁ%g%{}?&kﬁ%%ﬁs ?gﬁdr}gosse ski | | ed ag?nlr%%e art. The '

message 155 aMidrasel Eathanged mddotgBominpy'e Thass PHIHCH E°H ¥ stored in a

Tessage St or &, o, Mason AR ertot HEA RAM 53484 ATBCIRUPRAL (Thascdweroafinied * pul | *
nmessage acces®EChene i i

, erein the nobil devi ce 100 est that
st ored nessagesngoeentsorewnt shean i FIonb aﬁ*é‘%%‘i’g‘é’t@éerc@%ﬁ’waomﬁ%&%n% ile device
100. Some sysjens. ArQdsig dbsefibeaYblowBMekadeaerimgeh hs Sreltriedty egenghi ch

beyond just e-mail sending and receiving; they also include dynamic database storage

20  engines that have predefined database formats for data like calendars, to-do lists, task

lists, e-mail and documentation.

The witeless gateway 85 and infrastructure 90 provide a link between the Internet
29 and wireless network 105. The wireless infrastructure 90 determines the most likely
network for locating a given user and tracks the user as they roam between countries or
25 networks. A message is then delivered to the mobile device 100 via wireless
transmission, typically at a radio frequency (RF), from a base station in the wireless
network 105 to the mobile device 100, The particular network 105 may be virtually any

wireless network over which messages may be exchanged with 2 mobile communication

device.

30 As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender

10, located somewhere on the Internet 20. This message 15 is normally fully in the clear




are addressed using a specific e-nmail address associated wth the nobile
device 100. In a preferred enbodi nent described in farther detail bel ow,
nmessages addressed to a nessage 10 server account associated with a host
system such as a honme conputer or office conputer which belongs to the
user of a nobile device 100 are redirected fromthe nessage server 40 to

the nobil e d%ﬁﬁ/ﬂﬁ%?' as they are received. Regardl esscptadoimodmpeci fic
mechani sm controlling the forwardi ng of nessages to the nobile device 100,

t he message 15, or possibly a_transl ated or r d pon 15 t hereof,
is sent to t@dmﬁﬁ@ﬁ@&bﬁﬁwlﬁ@sﬁ?@°wq@@g’%%€% (}/eg{:atagre 90 i ncl udes

a series of GERPEHSIeBIEmé: MaliTkRhesMIEy ) pdk8 % defihebefwonéde ehs coul d
be Integrated Servjces Digital twork (| 1160 B A8 By medsagklls
connect i ons UBFRECt HRSY e”ﬁer%f“é%%’oﬁé%gg%s%gg out the Internet. As
used herein, idieesaBhemsnigeetresd0 metinariilly storedjime BATES SO MRSt RIEt hr ee

di ff t f t | G ittoni BehdsE 20
nlet \Me); E 2, % )2/5-) g%a?%n&f&%éet% %ﬁ@poﬂ.a@?—ﬁﬁle@ eﬂuﬁg Qéﬁgeq&j‘eﬁggﬁﬁh riereiv

W r el ess networ Ks g &g%ﬁ(ﬂfual - me)rqgm@etmr ks
that can sup@m@blmwtmvﬁﬁhﬁﬁ@feéaﬁﬁaﬁémmﬂé‘ga b B8§° SPHE "Sare physi cal
base stations bi@‘?i@n'bé‘ﬁﬂ g s'y§€&9§pr5\ﬁ&é/!6§ defomatichounthe of neh magsegemwhich i mi t ed

to, (1) Code IB?wsion Mil t1plé Access (CDVA) .n rks. ) oupe
Speci al Mbbi | &e eskdresped @%%ﬂ@&%‘?’éﬁ?‘%&“ asfx?&%?“’f‘&“ r?w“f‘ﬁﬁ?%“éﬁ“%#sw GSM)  and

the General Pagkgtd GasdimeRatyiba it GRS chitbor, hessaRs addressqd3) 2 METSEce
third-generation (3G networks._ |i ke Enhange - SorfoPfice bR

Evol ut i on ¢ EDESBEr %M%@ﬂlmm%%speﬁne %c%%?u@%?%% irugcn%r c>Sycgt ens (rUNI TS),
Sone ol der ewaiBpbamgsio tkatse-of e mbbilecleviet W te redirestertiEont e MABELEXTM  Radi o

Net wor k and t Dat a TAGTM 'q_l%kﬂ. keq Exanpl es of ol der voice-centric
dat a net wor ksmﬁ‘?él?eu 3’&6 ercs‘?cri)zﬁt?'31j+S rrrs\g%recati on, Systenms (PCS) networks |ike

GSM and TDMA systems. 30 FIG 2 i bl ock di f. |
communi cat i on oy<(TSPIEIOGHP RciSATeTRERE SHEE DR HE Ak et R AR s PeT ©

conmuni cat i onydehESSovicd 08, B Sleeapeds, drip&sibl a tsmslatedys reformiati¢d wersiohni | ar to

the FIG 1 system but includes a host _system 30 | ' 8 WO
2005/ 107138 PlFreehsees 0D BENCS BHEFA R4 ,3@3%%??%“5“2@% g‘gﬁ’téfr“g%lae 65,

Wi rel ess Vi rt dades O dotbian@twiretes fiebddid) 1050 Thase conﬂ@zﬁowgg be Integrpind Wi r el ess
above i ncon; GRAFFINEN RFRRGISTRD: Freb KGR} st B RTuidthe TR 0C7 T DeC
sanpl e networ lprotdhmcjselgymuﬂouthhnjghnth @sgmﬂm, mggab‘@ired?sggcggg&nﬁ syst enms
Sin ](cj f gr gﬁ: h,? g; (i)rﬁ%é%{eté ?n% udgI fibee albrelHRY tgfes @r%&g‘, h9sebRinorn st benttiowgirai@any
20 networks, (é) voice-centric wireless networks and (3) dual-mode networks that can

support both voice and data communications over the same physical base stations.

Combined dual-mode networks include, but are not limited to, (1) Code Division Multiple

Access (CDMA) networks, (2) the Groupe Special Mobile or the Global System for

Mobile Communications (GSM) and the General Packet Radio Service (GPRS) networks,
25  and (3) future third-generation (3G) networks like Enhanced Data-rates for Global

Evolution (EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some

older examples of data-centric network include the Mobitex ™ Radio Network and the

DataTAC™ Radio Network. Examples of older voice-centric data networks include

Personal Communication Systems (PCS) networks like GSM, and TDMA systems.

30 FIG, 2 is a block diagram of a further example communication system including
multiple networks and multiple mobile communication devices. The system of FIG. 2 is

substantially similar to the FIG. 1 system, but includes a host system 30, a redirection

g




the network of FIG 2 is useful in understanding an automatic e-mail

redi rection system nentioned briefly above. The central host system 30
will typically be a corporate office or other LAN, but rmay instead be a
hone office conputer or sone other private system where mail 10 nessages
are being exchanged. Wthin the host system 30 is the nessage server 40,
runni ng ON ' S QY 206PIPMS er within the firewall of the hegticsysstioenso t hat acts
as the main 1interface for the host systemto exchange e-mail with the

Internet 20. In the systemof FIG _2, .the redirect] ro8ha enabl es
redirection afrogiam4S;amqbe fl?vb’ﬁfflaﬂ@%él”{}’g{;”lﬁm%c}mv% %%g?rﬁé co_rr%t%?cat i on

devi ce 100. Apg hosmbiohd) virelesline®oil 100 aprmgirdemdsle conminiration dsvies 108si de on
the same machi %@nﬁg}ﬁwﬁ%ﬁ Sticn will Ief‘Pchﬁgref‘ggeg&tsOanpéﬁ%%mtlon, t here

IS no requi r reside on t sage server., The
redirection psagleartwbik apwogyt Ahavels e gesoded migesesiocs SR S ARY ¢ o
co-operate_and i nter t |1 OWe Liied S BBts Bfvingindbpéaiffedehtaspotogiesobi | e

devi ces 10D. Pﬁ&?(f?i%ggﬁfr’legthg_e aﬂtla?qﬁ,ﬁtﬁe redirection r.lgrﬁg.am.cg@s Jakes
confidenti al mdemMBW-QM@W%WW%&Bé‘&PW?‘S’H%‘E' LRIy Sheci fi ¢ user
and redirect Slﬁeﬁtioﬁ&%hngugh the corporate firewall to nobile devices
100. A nore detailed description of the redirection software 45 may be

found in the co I Ssian i 1. ?‘;ﬁ} bpbaRtorn @ ordiler834, butt he ~ 694
Patent™), entit %é@%ﬂé}% eﬁﬁsgmk;@t‘%@gyp or ushﬁjﬁg Ionf or Hat [ on From A Host
System To A Mafay instedititea hGoanifins @amiicrorBens eeer PRNATTSHE AP #8" El ectronic

Address", .and_j i $ et S Blilc nogke Sater ¢ on Apri |
0 oo gl iR aiE kel BRuARA WA @1 ndehgs :

e I'ncorporated into th esent | i cation by
ref er ence. Tht@nipgghsome@eﬁﬂﬁtad@"‘%& %&%ﬂ“a{’f&h‘*ﬁ‘eﬁté}?@“ﬁlﬁtea W%%@%di ng,
conpr essi on apg., BRCHYRL hahsykies R éxahiegd mailieit teTuade 20. Th Gemptamodf to a
mobi | e device, thus effectively extendi ng the ' ' } 400 i nclude
b e TSRkl e oo

each nobi | e d&F 2ethq Broireelamprpaie “As shown in FIG
2, there may Qe BadObmAldnRERAdENE@ 100t Aholigh thepetitdction frogran ARISIEBIVLI80 to t he
nobi | e device 100. e nethod f | oadi ng. | ' onlthge 17abi | e
device 106 i§es{dﬁP’b%ﬁa“%FIB5(?&Peﬁsgéﬁra?‘fg 8%‘9?6?6%%?%‘%%2&\%%3’ cradle 65. This
met hod tends t@ub@nentihatilhust @siddus the mesage ster oReupsiRgeio8 PEBEEHSGEY f or med at

18 2 B s cdiaion, Lo
main et hod fusbrahedeto encbiadeyisesi 1§0.0lndlis inplallatipn. t@gpqxf@ct%p pogpEAS ke 1ot o
del iver the Infof iR kedhon A5 lRN olpfraflforndtion 3t Sepfio fuer adeaitipsi & hed
e z\’l(\llI r out through the corporate firewall to mobile devices 100, A more detailed description of
the redirection software 45 may be found in the commonly assigned United States Patent
6,219,694 (“the ‘694 Patent™), entitled “System and Method for Pushing Information
From A Host System To A Mobile Data Communication Device Having A Shared
Electronic Address”, and issued to the assignee of the instant application on Aptil 17,
25 2001, which is hereby incorporated into the present application by reference. This push
technique may use a wireless friendly encoding, compression and encryption technique to
deliver all information to a mobile device, thus effectively extending the security firewall

to include each mobile device 109 associated with the h?st system 30.

As shown in FIG, 2, there may be many alternative paths for getting information
30 to the mobile device 100. One method for loading information onto the mobile device
100 is through a port designated 50, using a device cradle 65. This method tends to be

useful for bulk information updates often performed at initialization of a mobile device
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router 75 or through a traditional Internet connection 95 to a wireless
gateway 85 and a 5 wireless infrastructure 90, as described above. The
concept of a wireless VPN router 75 is newin the wireless industry and
inplies that a VPN connection could be established directly through a
specific wireless network 110 to a nobile device 100. The possibility of

using a w rek,ﬁ-f 05yPI,\J;outer 75 has only recently beenpayalhshbisand coul d
be used when new I nternet Protocol (IP) Version 6 (IPV6) arrives into

| P-based wirel ess 10 networks. This new pr.otgcol enough 1P
addr esses to Wemibdhehogsystam Hipresemputer 35 mPg’ H’ﬂgg 8@%‘%%%‘% and t hus
make it possiliod Br PSdicaeqs mi-me-alrﬁ@ngamfﬂﬁgsﬂeemrldewd@ﬁrerm at any time. A
princi pal advant a of usin W rel.ess VPR ol vbRat it could
be an of f - t heR¥mBd nvﬁ’F\F}E’HH%bﬁgr&S Hhig RRYDe; afwe"\Bf\l o%hr e‘?][a%k%se a separate
wirel ess gat epgiyr 'ﬂ:_br&ﬂﬁhgﬂﬂalhﬁdlﬁtﬁﬁl mmfneiasmemﬂﬁmmreﬂﬁs geewaE 83ondg PN
connecti on vvouJ refer S o) f.‘g)m 5;95 V@m{,ﬂeﬂs (TCP) /I P
%trt-%tiur %?L%Ig% %%dlﬁo% ﬁle%&& 0 rellhs

or User Dat ag?”é connecti on ssages
directly to tisaemnhhémrdévmd@str!z@@iﬂnpﬁﬁséhat WVP1§I°@%1§"“9PF@ eieé Bt%vai | abl e

then a link 9 %&H’uﬁﬁ Q@ &ﬁ@&m&&sheiw&iaﬂmaﬁmsmaemnorrﬁepnsmbmtmecham sm
avai |l abl e and scrib above. In_ the au ET‘H'[I %ou'ic?bde gftion system
of FIG 2, a @fOﬁvégé@Fe’éSSﬁﬁ’Nmﬁté"s'?éé‘@%mbgeceﬂﬁweé’é@v "3’ e e- msu sender 10

arrives at thgy Jﬁ&ﬁéﬁﬁﬁnﬁ%ﬁ&&&o&@(@n&m@ ¢ (E0i6) etivesdnth JP-bdsel wieddst ect i on.

program 45 to the_ nobil e. deV|c 1 ce the
message 130j snwﬂrgﬁv@‘%ﬁg(?mt%@ ‘f"ﬁ 351?5 ug;%ﬁ%&%sé ggédgd(%‘csetsalﬁ%ead%%%prl etary

conpr essi on We@mummmmagmmmmemmsﬁh@npb@l pptafiertordPle ori gi nal
nessage 15. hi I &eyisce 100 are
9 ée"fcﬁ &ﬂo V{’?@}# %me V\él’ eﬁ;ﬁl ala‘gdn&% éﬁ@ﬂgﬁﬁh Jiltees OB bt s

no | ess secur rea deskt ogrﬁwor kstatl on such as
35 wit hi n t hetubi it el He. mﬁﬂ%ﬂr@@lﬁ‘é@é@%@éﬁ’éﬁ@’é&%ﬁﬁ@ URRETHEA 1 ect i on

program 45 ang, hlgg (ig]@m}lg% aﬂﬁ%ﬂé‘ss %ﬁ@sﬁﬁﬁ@%@ﬂa%s&ﬁ@k%ﬁomagﬁmd
r epackagi ng t 8CAR

oa ofthlso er_e | o LS mai nt ai n
t he addr ed5i ngrefwmﬂewﬂifmlﬁlsﬁﬁn’EWOWﬁ?t@?ohﬁq s@éjﬁﬁr%a@é%&r? %OISender s and

the receiver' %%&ﬁectﬂSmoSaehadr h@mssa@ahuecﬂ?mm&&%dmmh Khe
approprlatedstlnatlon also allg fro Al €f lect the

nobi | e user’ SWSEMW%EIP‘E%“I&%WW ﬁ%@f’k’éméet 015 Iﬁcfgr ess Pr om the

mobi | e devi CeoJ&Qctﬁhhﬁ&lﬁm&rﬁ@vﬂi@ﬂ@&ﬂd@n@s%&ﬁ@&eﬂaboaqapear as though the
nmessage originated fromthe user's desktop system 35 rather than the

mobi | e devi ce 100d1n01:&(})e£& 812%%%@%3070%%§ tm@%g&%&%@@gmwmssﬁgﬁrence back

to the port 50 an nec |V|tyto devi ce
20 leaving the e-mail sender 10 arrives at the message server 40 and is redirected by the

redirection program 45 to the mobile device 100. As this redirection takes place the
message 15 is re-enveloped, as indicated at 80, and a possibly proprietary compression
and encryption algorithm can then be applied to the original message 15. In this way,
messages being read on the mobile device 100 are no less secure than if they were read on

25 & desktop workstation such as 35 within the firewall. All messages exchanged between
the redirection program 45 and the mobile device 100 preferably use this message
repackaging technique. Another goal of this outer envelope is to maintain the addressing
information of the original message except the sender’s and the receiver's address. This
allows reply messages to reach the é.ppropriate destination, and also allows the “from”

30 field to reflect the mobile user’s desktop address. Using the user’s e-mail address from
the mobile device 100 allows the received message to appear as though the message

originated from the user’s desktop system 35 rather than the mobile device 100.
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100, this connection path offers many advantages for enabling one-tine data
exchange of large itens. For those skilled in the art of personal digital
assi stants (PDAs) and synchroni zation, the nbst common data exchanged over
this link is Personal Information 5 Managenent (PIM data 55. Wen
exchanged for the first tinme this data tends to be large in quantity,

bul ky i n nat w@eeith7i3€quires a | arge bandwi dth to get rcoesmosoonto t he
nobi |l e device 100 where it can be used on the road. This serial link may

al so be used for er se n ai&icsecurity
key 111 such as an %MW@%‘?‘W ﬁg ﬂ‘\‘c‘jilmglﬁ?i?%%ﬁn v%pt,(’%%eg%db}éertlcfl cate
(Cert) of theiagstts cangctidneht oﬁas tmaxiy adm@gﬂefmdxhnsweﬂwﬂa@teéchewg) 60. The
L VaLe ke | BRUEhe” Al dost s & itk dile iaskkapods aad | mobi | e

devi ce 100 shars'6ne persona |ty an e nmeth Qr a Ces%&ﬂ@ al.l mail. The

Cert and CRLsmdnenmpqugns@@@W&ﬁgﬁaw@b@sedsqyeﬁma tiyl; i Rerppl JpIOenain.

represent SER BTh) dﬁ%ﬁ 55 hﬁhdﬁ%kéilaﬁ dfor ths fifsb At thisdiatayentiite bdhbgec e for
STM Ve | Pab aniend ®

ublic secur QJstrates a
t ypi cal scena?ﬂlfk‘}aliw’ 5%“@%36 ’@ﬂ“@ﬁﬁi@ﬁ%ﬁ’ Jb%@ﬁatlgég(g%nu%%gmﬂ%sage to
one or nore rg&ideh8iBere Abinte ussdFh amiredd. TiﬁeSemlslmlageyalmjbfa@difefs@h%g it to

one or nore recipients, the user { S by sel ecting
a Send opti onP“rb‘?SE%?nﬂlté‘gm%?r&ﬂ‘gﬁgégg‘&ttensﬁg’%gﬁi 1 Slﬁgﬂasbaggg E ?%gPuser The
user may i ndi gmtific pivate kepehe Cretifwatg €Carty oft the dser aﬁéﬁﬁlrﬁ:@@ﬁ?@éﬁf vogaHP | nst ance,

by confi in ' aendp 3B ERAges

y gLff) ¢ ?,ﬁ}sl’(‘ﬁ%%% gg Zﬂ} 3)91 1%&&1%1 ERQnaQedoMRY e i g

securely sent securel

t he nes plication
checks a Key Sobilealerigs 100share me@aqswﬂ@f@d%}neﬁ@g%%ff%&?ﬁ P’%‘Jl g&ﬁ@ﬁ‘ t he

recipients. | fmdaCI&%ra}edoﬁnﬂ%tgx@i Midefl SRk Sach h ek ﬁé@@saﬁm@pre@mlaﬂﬂm ingmuninot i fi es
the user that a require

was unaval | nd, t e cannot
be sent secureftyeéf'#tilﬁésreﬂ%ﬂbﬁ'@ﬁ@‘éﬂcef‘ﬁéﬂﬂ@’gﬁ %ﬁg "F%gﬁ hﬁ?‘vsé 0 send the
nmessage unsecy.@ddOor attenpt to 25 retrieve the required Certs prior to
sendi ng the nessage. If the Certs are available in the Key Store, the
message be en nlch & lﬁ?e?ﬁﬁerd}:’fsecf)@éhﬂﬂﬁ&aﬁreand t hen
transmtrgé to thgﬁrez%il%ﬁrgr?]e?g%ﬂ%%&aﬂﬁg ong or nore_of the Certs are
invalid, the meseged enf-'t%’mwe%mﬁnﬁbé%mm@%@%ﬁ%fgeﬁﬂ%a%%é °8hY

consequent |y %E[gggd %{s%g&%rat@ﬂﬁgﬁseﬁdmgﬁ%éée%ymhﬁgm@aﬂdbphdnhe encrypt ed
message, since t

ssage was encoded an i NV addcag O?ént FIG 4
i | lustrates appvidedpy %’EGWGPM?‘HOHGFE%’YW%‘P% SRR ABECAR S 880 di ng
secur e NessaggRssadd1StoltRent GRERYSOEinstal¥e, $§ @ figlntngntessagingnpplvationtr e
recipients Ous Ialr‘]”%ysag,e%c% m}a’\s?ag%g s%glérglo 71]f%1 & message is to be sent securely, the messaging
application checks a Key Store for certificates (Certs) associated with each of the
recipients. If a Cert is not available, the messaging application notifies the user thata

required Cert was unavailable and that the message cannot be sent securely to the

recipients. The user would then have to send the message unsecured or attempt to

25  retrieve the required Certs prior to sending the message. If the Certs are available in the
Key Store, the message may be encoded in accordance with the users preferences and
then transmitted to the recipients. However, if one or more of the Certs are invalid, the
recipients may not be able to decrypt the message and consequently authenticate the
sender’s identity contained in the encrypted message, since the message was encoded

30 usingan invalid Cert.

FIG. 4 illustrates a preferred embodiment of a system and method for sending

secure messages. The user composes a message to send to one or more recipients using a

11




PCTI CA2005/ 000060 nessagi ng application. The user then selects a Send
option provided by the messaging application in order to initiate a
nmessage sending sequence. Various messaging applications provide the Send
option in various ways, such as through an option available on a comand
nmenu provided by the messaging application. 5 If the user indicates that
the nmessage is to t securely, the nmessagi ng appli J os/hdd®@ proceeds
to retrieve %ﬂ??§’§§§00|ated wi th each of the reC|p|g§%§9&%Here are many
ways in which the user may indicate that the nessage |s to be .sent

securel y. Thgwuaghgqﬁmmmspeﬁwhwﬁdmnﬁﬁ§$#§§§5@@”UHWﬁ3§ by S PRELS t he nessage

is to be secur Xno%%]grdertﬂn}ﬁf%ﬁéséé S\éndlﬁé'g% Mrvﬁmmsmedagﬂge t hat nmessages
sent fromthé\L Ssa application 10 sh ou?

s Jbe sen ely, or
may i ndi cate apﬁlaanqmeswa@eﬂlaémd@%@dn YBIOREV S a\?,\%éuﬁh Ents ot ﬁ lcrilﬂ'r al ways be

securely sent, DRt &k pRivided Piath Messagai applicatiepar t ment assom ated with
the user may en orce a securlty policy on the nmessaging application

wher eby rressages e to IwoielnesR6ikdE hfplicatioh i ci es are
typically 3 downl o%crﬁleed"sffé? |“’\(/)A’I?F¥ thﬁ ﬁgsgggag\??%g%%ec)s %E&Igilﬂlge}i devi ce 10 on

whi ch t he nesheagiovgeds tetipyd ¢e@taaaswtq¢avthreé°én°8@e fe?’r?éen’ise YEAEE ts may be

found in a Ke asm%lﬁ'cﬁ[ %@ﬁi}&ﬁ&t&%&@%e&ggezﬂﬁmbb@aiemﬁdyhfﬁlgla@‘cess I f the
Cert is not p I'n the Key Store gjﬁmassa |{3 ese%ﬁ’t@ Sg&tl on proceeds

to retrieve tﬂme'SP@%ﬁﬂdm%W%c%PP%ﬁmtﬂ@t E68rETg° Phe message. In order to
R e ot ErvmyhepuesAEnERBRISEEROr 6 Cort 20

services that provi Certs to a pI| 0 gl As an
exanpl e, iherssoyidgiwapdbe e sreirgiyy 1c{1te¥11%.8§%lgatggéﬁ]éé%a%? ovi ded on a

network to W&ﬂeﬁtb@oﬁma&ags b’eg;ecuaamﬂen‘fchs anothertaienative s dT dPREMER t  fj cat e
server nmay be operate the | T.d ﬁd’atxéd’le user, or
y P tg ﬂi‘ r enfo ﬁggec%—g%@hgy @t?ﬁ@ﬁx'eﬁ%éﬂké@b

may be oper at#®&¥ es such Ser.v ces The
list of Cert wRksbyGeSsapdsate td hierayaé:ssagwn!gelapb}GhéW%ﬁO]t%eﬁ atedynically may be 25

configured by th el 1t &l MobifoRBHEGN otoh e enerhdssagipgl i Cy
provi ded by t‘i‘f’é"“ﬁ’?ﬁl&i glﬁocg?ﬂngntd%‘glgegtg%c?ﬂat egl wWith the user. The list of Cert

services nmny #aeiicatinkmey jesidor der of preference, as some Cert services are
nore trustworthy than others. If the required Cert is available on one of

the Cert servi ces,mgp@u@@rdeﬂg&aﬂ@dfﬁmﬁ\hedmwswrhm wiggsthenpgag®pl i cati on, or

alternatively, by an applic on t.hat ret | f of the
nessagi ng 30 mbpqte&P#S&FPeSSr E}th g El?tPfe§eng‘frl qfeg h%:&rrﬁ‘g %héeqﬁs%ggfgemr etri eved,

then the messgagfciion pldeedoi eake the siqnigeddzedh pioy & qgtpo@qgethq message.
order to retrieve the Certs, the messaging application may query one or more Cert
20  services that provide Certs to applications that request them. As an example, there may
be a designated certificate server provided on a network to which the messaging
application has access. The certificate server may be operated by the IT department
associated with the user, or may be operated by a third-party that provides such Cert
services. The list of Cert services ﬁat the messaging application can access may be
25  configured by the user, or alternatwely, though the security policy provided by the IT
department associated with the user. The list of Cert services may be ranked in order of
as some Cert services are more trustworthy than others. If the required Cert is

preference, A C
available on one of the Cert services, the Cert is retrieved by the messaging application,

. or alternatively, by an application that retrieves Certs on behalf of the messaging
30  application. Ifaplurality of matching Certs are retrieved, then the message may be

encoded using each one of them.
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WO 2005/ 107133 PCT/ CA2005/ 000060 Once the required Certs are retrieved from
the Cert Services, or if they were already present in the Key store, they
may need to be checked for validity. The validity of a Cert may change
over time for a nunber of reasons, such as if the private key associated
with the Cert was conprom sed in sone way, or if the Cert has sinply
expired. 5 If the nessage application determ nes that have not
been val i dat & ¥&%%eriod of time, the Certs will ﬂ%@gﬂgﬁh Ggsoval i dat ed.
For exanple, the security policy may require that a Cert status be checked
periodical |y, W tDnbbthe pauiteddits argregieredfipm thaeCasteienieet, pr BHEY ¥§™ | f the Cert

hasn t been validat edﬁ\%gﬂgﬁg&s&{}g t@eg%gfyfnb&%%b&gd fof Nidbe rthe vatidtpnsi der ed

"stale", and SN term ned pri or to usage of the Cert.
Typi cal Iy, th@aMmWyowrmae@éwW%@S%éw EHERSYYR™T CRL or

t hrough a Cer &sso%ﬁf’éd‘*ﬁ c&nﬂﬁémlsgdhﬂsﬂmﬁ\&ﬁ,gir Efgiheacpbp‘.l Hacamplyexmimd access.

I n some cases Cert Status Provi Siogart
servi ce us&d E@leﬁ@s%%%h%ﬁt‘%‘ﬁem@?s‘g éﬁiﬁ%‘&f’t Pt% gﬁgtre gj?orrlg valid, then

a valid Cert ﬁi&%u{hdda@mulmeeymivamamr Forexgaplé, tremtargty aaljcserRy68uAy usi ng
information present in.t I hiss %]hsgt RS & @i]allcatlon
attenpts to r@ﬁ%%ta@ﬁ@e%&Plf%p%’df@lydescr| g&g ove %Etlf a It jgannot be
retrieved, thEmeduet haeibetmsvapdatdsvithindhempedificd mering: theFert 8 60198 pt ¢ o

retrieve the cert, YR ob@e Ceit.eT dall}echeand
val i dated, thé ’sand%]eV%lélg%a{tgggﬁégﬁmtg?é%ét%c%gd?%gtagw? ¢ nessage

usi ng i nf 00mvﬂmohﬁﬂﬁén@éﬁﬁheck@@gwga§c%ﬁ?‘é@f) ey As
will be U“der&%%gpa? SpplBSiSRGh BeRP M sofd bdsetheyit Sﬂamakmviz@rmaybaﬁ}sl i cation
that is configure 0 performthe step e gbove. If
no Cert can b@ame@éﬁ%e&?ﬂswcﬂse%wlmt’é‘fvfé%ﬁ‘?nﬁ% ?7'51 %??%mgg@cﬂ{aié??%gved Certs
fail, then the, sk shdﬁm&anéﬁqymdradpemmnmbhopmamgﬁeﬁeuemn P&t e a

lid Cert th Th h
b esentet onl 8 ByCHhyR 4 G e ERr R R AL SRR RS E 1S ot of

the i ”Ve”tllsondes(e;ﬁlkbﬁraboﬁaf ifaiCicn Remotfbe téteved; $1oe the usenis PragiwstiRGRSP s cr i bed
above w || a arent to glh%sl% skilled in the art and as such are
consi der ed tot SPPHRIEYRECSEhe of the invention. For exarrpl e, it should

be understood that steps and the order of the gflgag% n tsh OCESSI ng
descri bed herein n@scelthe reduired Gats havebesnrrpiaeyed A WF‘@ dhd still

achi eve the dg ﬁﬂl{c&%n%h‘;‘afb@@eds ts%n@a@ﬂms mess@gea@mg leormhti‘ﬂnﬁlyﬂlb Exts, sushl aret hods

di scl osed here be used with é%&lrf er ent vﬁﬁ%gﬁagmm devi ces,

such as a wir éheéwl%’ﬁﬁ’ﬂélc@%ﬁﬁwlga? P‘Biﬁ’@t" T E D 5. Wth

reference 450 Bl Gyplitatioh Bt et ediovegemRtdps nahahwedessseraibersbptee If ‘
no Cert can be located, or if all attempts to validate any retrieved Certs fail, then the user

may be required to manually intervene to locate a valid Cert using other means,

The systems and methods disclosed herein are presented only by way of example
and are not meant to limit the scope of the invention. Other variations of the systerns and
95 methods described above will be apparent to those skilled in the art and as such are
considered to be within the scope of the invention. For example, it should be understood
that steps and the order of the steps in the processing described herein may be altered,
modified and/or augmented and still achieve the desired outcome.

As another example, the systems and mefhods disclosed herein may be used with
30  many different computers and devices, such as a wireless mobile communications device
shown in FIG. 5. With reference to FIG. 5, the mobile device 100 is a dual-mode mobile
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13 WO 20 05 /1 0 713 3 PCT/ CA2005/ 000060 devi ce and includes a transceiver
311, a mcroprocessor 338, a display 322, non-volatile nenory 324, random
access nmenory (RAM 326, one or nore auxiliary input/output (1/0 devices
328, a serial port 330, a keyboard 332, a speaker 334, a m crophone 336, a
short-range w rel ess communi cati ons sub-system 340, and ot her device
sub-systens 342 e transceiver 311 includes a recgiNEi2003A60502
transmtter ?féf?osaﬂ%;gannas 316 and 318, one or nore local oscillators 313,
and a digital signal processor (DSP) 320. The ante_nnasn%lG a&?.318 may be
antenna el eneduise afd iachuis ¢ irpib@ivet YiermicuprerivaiSahtseie 2o g ey B y
enbedded a”te”é‘n?ér{,gg!i?%%}{%acckéaﬁamixﬁmmoﬂmﬁﬂ&d&wdﬁmﬁxpm@erel n are

in no way restric 0 a particular type of ante ,.or ey Wi rel ess
communi cat i on(UO) Geviiesy B28sa seriphrart 33 keybgad 32 S e{'_{sﬁ pte ?%%‘%ng‘gat WO- ay
comuni cat i oNydeViGe witelddsRenmitBtatnsaisystai a40; amimiinr devide ovb-weipand4Zi ti es.
Thus, for exanple, the nobile device 100 my comruni cate over a voice

network, sych as Ao QsodRF3ANRILMs %eceﬁrkiegéﬂz?z{uﬁﬂlﬁhwsan, mfe@iav®rdemd and may

. transcé
al so communi cat e er a data networ

_ he voi ce and dgt)gp)\r}gb rks 15 are
depi cted i n F318, ofs dpynoterecabaseifieions 8% Mﬁ‘iﬂ%ﬁﬂ}e‘i‘g‘l@f@cew ice and data
networks may,pe, s 8L ABGRATBIRNERE RS R e Mgt Seman, atdare

infrastructure, such as base ™ stations, network,cont ; or they
may be i nt egr pefeublyrrbedded pigpes. Roreyes i syFs iat ?&Q"Iﬁgg%ﬁ%ﬁg ggfn\%gjr 311 is

used to corrrruglingaaza@r&tdc&dtch@paﬂ@hwﬂfe&iﬁama,mde\iemmmmscﬂz@wﬁéﬁ%cei ver
312, the transmtter 314, the one or nore local oscillators 313 and the DSP
320. The BB&P 897%%-s used to send and receive si ghals to and fromthe

transceivers 316 and 318, and al so provides control infdor.r%taivig to the
receiver 312 and tThe mobisdsrice 100ris preferably pfw-Way cogmBicaliod A§Rt° 0% muni cat i ons

OCCUT At @ Si Piibema UhiE ABMAGYoatioH cabdbORiEY. Ve e exkmpipthe mobilddewgutici es, t hen

a single local oscillator 313 may be used in nj.unct | Y he 25
recei ver 312 mAYICQUABUYREG YRR VOISP DAHFK: SAF aéraWaCfi%vejeaP E{}?g(%rg &gﬁ%@}lént

frequenci es apgwhk lah@@aly alfoomnahicte venadat reatorio e veicsand datgpegworks

comuni cati ons for exa . then a pluralij f Cale 28 8ith hak@ks 313 can
be used t dSgeAEdsRigc mﬁ%‘;&&ﬁ'ﬁﬁ}”@? Fale{l&ﬂeor‘?%%/seig' g%érsges jonding to the voice

and dat a net wafzlSe skhate carfnarmiatibromeiworksivsing peperhia EBSHGR: pehePshd dat a
information, iS.co ni.cat to | e Widdesvi @ a |ink
DRSS O a g e

bet ween t he DEBO & mcro €SS0
network,

The transceiver 311 is used to communicate with the network 319, and includes
20 the receiw;'er 312, the transmitter 314, the one or more local oscillators 313 and the DSP
320. The DSP 320 is used to send and receive signals to and from the fransceivers 316
f ; and 318, and also provides control information to the receiver 312 and the transmitter
) 314. If the voice and data communications ocour at a single frequency, or closely-spaced
sets of frequencies, then a single local oscillator 313 may be used in conjunction with the
25  receiver 312 and the transmitter 314, Alternatively, if different frequencies are utilized
for voice communications versus data communications for example, then a plurality of
local oscillators 313 can be used to generate a plurality of frequencies corresponding to
the voice and data networks 319. Information, which includes both voice and data

information, is communicated to and from the transceiver 311 via a link between the DSP

30 320 and the microprocessor 338.
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14 WD 2005/ 107133 PCT/ CA2005/ 000060 The detail ed design of the transceiver
311, such as frequency band, conponent selection, power level, etc., wll
be dependent upon the communi cation network 319 in which the nobile device
100 is intended to operate. For exanple, a nobile device 100 intended to
operate in a North American market may include a transceiver 311 designed 5

to operate Wt d,gdu,Qf a variety of voice communicati @a/ficwsiese such as
the Mobitex or DataTAC nobile data communi cati on networks, AWVPS, TDVA,

CDVA, PCS, etc. whereas a nobil e device_ 10 ende n Eur ope
may be confi gur edm@dﬂi%@#éﬁ@“@\ﬁhﬁﬁa‘{s%ve@iﬂ@“g‘aﬂs "(’Wﬁﬂ’ﬁmgﬁ?l oﬁednetwork and

the GSM voi ceg v#‘e@Ietvarbtc Hﬁnw@ddﬁmd&tt bﬁm m@qommmﬁatﬂan@twethélﬁ/m ce
net wor ks, both separ a A06 Wth a
mobi | e devi cevhigpthe b‘@r@g 4‘?&9“[‘{}’ \R%ﬁ(lg&ﬂggg‘{“%/\or ks 319, the

access requi r afRMdSo bkate th laNofﬂi)hmleﬁcad markctenw@@may tragsesivey Akhdesignsfl exanpl e,

Db, oDl Cal A R oL BB ol R sanmegis o o or

nunber assom aggg \é\:II th each
mobi | e devi ceDathmmﬁslmw@ommhhsnetwwbiﬂéb@ﬁ Eass i s

associ ated W |15 3 B ddIL zwmmfoetseanm@eu&y@emﬁme@m@aaedevu ce
typically requires

scriber i dentity h |s required
in order to wﬁbﬁ?atcé’Rﬁ dptp BeREunigs o stk ﬂé’goég%iﬁé 1ﬂ’/avo"lg’ h11_1\(I)\A(ya
non- net wor k CQURURI ©fdet Qs of'm&@ﬁl&x(ehﬁorﬁnbb)h mat@mmmm élayvlﬁft hout the

SI M devi ce, but g b| | &ﬂw ce \gb‘g unabl e to carry out any functions
i nvol vi ng 1€on19ﬁ1‘ml’é fevig ata network 319, 20 ot her than any
legal Iy required operatlons such as " 911' ener callln ter any
tequired net wor k rRspéwlingappiothe type @féﬁ“ﬂ?ﬁ‘tqréﬁwﬁik%%é’ U BT IR %ﬂé’ 5

conpl et ed, fﬁ g&%}a i1d &S YRy iE VEYF&Wﬂatﬁélﬂo&&Q@nd/Batmm cation
signals, including

oth voi ce and ta_si over th rks 319.
Si gnal s recei vedodss mqhéed%%ﬂﬁtﬁg%‘ife‘???@ﬁﬁg‘ﬁ‘& E%Jﬁﬁﬁm'f‘%lg clﬁot?t}%%t work 319 are
f outed to tjhe nffi6e? b diatedi kith éﬂlfﬂt dbild Eevmeam(}ms dhia netw?@m&bwafg h@tWPItlfatj i on,
requency down conver5| ilterin and may
i e et aF A pap B AR A S aBhs

al so provilde a%sébasf%‘a Ital conversion of
the received gjpaamy req\ide@wﬁabmmmmmduledmm\ﬂa@h1@r¢qwm4é1t@féttéo such as

digital denodul atio eco Qrdhigatig®P 320. In a
simlar rrannePP”ratEF n@?ﬁt” ¢ d(lfﬂ#%m ot?l?é%& qu{o egtn}glt%v\cgrk 31&3‘@[/
processed, i n@dﬂdﬁhﬂagfmgimhﬁha apnrabzlnmﬂ&@ut&wﬁhﬁimce by mobEpfAvEe "B DG he DsP
320 and are the%le% (c):zyr}ydo%g my%cQ&SSngﬂﬁl@C&MﬁIéalgns o9%r the data network 319,

20  other than any legally required operations, such as ‘911’ emergency calling,

After any required network registration or activation procedures have been
completed, the mobile device 100 may the send and receive communication signals,
including both voice and data signals, over the networks 319. Signals received by the
antenna 316 from the communication network 319 are routed to the receiver 312, which

25 ﬁrovides for signal amplification, frequency down conversion, filtering, channel selection,
etc., and may also provide analog to digital conversion. Analog to digital conversion of
the received signal allows ntore complex communication functions, such as digital
demodulation and decoding to be performed using the DSP 320. In 2 similar manner,
signals to be fransmitted to the network 319 are processed, including modulation and

30 encoding, for example, by the DSP 320 and are then provided to the transmitter 314 for
digital to analog conversion, frequency up conversion, filtering, amplification and

transmission to the communication network 319 via the antenna 318.
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digital to anal og conversion, frequency up conversion, filtering,
anplification and transm ssion to the communication network 319 via the
antenna 318. 15 WD 20051107133 PCT/ CA2005/ 000060 I n addition to processing
t he conmmuni cation signals, the DSP 320 al so provides for transceiver
control. For exanple, the gain levels applied to communication signals in
the receiver 212 and.fhe transmtter 314 maybe adapti yefyasffbdosl | ed

t hrough aut omati ¢ gal n control algorithns inplenented in the DSP 320.

O her transceiver control 5 algorithns could al so, he mented in the DSP
320 in order to piosddifien taamesessmgiviconmprieation EHals D %‘%%H‘E‘ °Pe é{ﬁgscei ver 311.
The mi cropr 00@?‘%&@03{’\%{3 RS Fr ﬂh%lé@@%‘é@ﬁv@d’h@pl&ﬁEﬁdoﬁhﬁntchlmn(slgefﬂainl

operation of robi | e devi ce S or

m crocont r ol | e wodiEri Bl 1€ thedwgsmitis 344 mgy eaép“ e?yn oPtmrHeﬁ ﬁgﬁ% & DSP 320
could be used aﬁrpmﬁéélraygoﬁmhshﬂﬁelﬁdmem taeIBSRs20t b&xeﬂt&nmewp@pm&essor 338.
Low- | evel comfuni cati o £ Jlatdand voice
comuni cat § onagorithmes q5a P ﬁ%ﬁ%ﬁ%‘%&%ﬁ‘ﬁ% ® The transcei ver 311.
Q her,  high- éo@mahca&ammmﬁatelmmmxmlcatl ons, such as a voice

comuni cation application 324A, and a data communication application 324B

may be stored in thg g yaliisk m@dmwana@zwmmmmmunpwwnhé

m Croprocessor exa yoi ce comu LOR. 324A may
provide a hi gﬁwm@b’éﬁ d%%?”“i :ﬁaé‘y Yﬁﬁsé’ef\ﬁ’b%?pé%ﬂesém? Srl{uf’rgfﬁés?m t X Hﬁ%ggge?ve voi ce

cal | s bet weenyther MGhdtReid @MingR PG 206mkidcbepbaditadany puidhe @mﬁ@ﬁs ofdicce or

dual - node devi ces vi rk 319 .. S TudifdEit adt date ATUNI cat i on
modul e 3248 nWoPﬁ?CGVPH%Q;'W%@Vg? FEvar cﬁtéogrf@cjﬁ%r %%e&ea erab?e f%ﬁfsendl ng

{and recei vi ngvélad @mnsuichtions ae-pediirined imwelnieBSP $30iethe tfé‘l“(j%ﬂ'ﬁ‘ or mat i on,

short text ness \ges, et c &H&b,i\lﬁo g(gmg@]ydaa@m'pg@cammm urality
of other data gcmmumb%n%ﬁﬁﬁﬁi?ﬂmg{l{s c31 “Ir El:’:]rtbcroprfg SSOr 338 al so

interacts wit hnd}tdwwdmmmc@IOQMy%Péﬁ%B%@@ﬁs'ﬁ?d i o t he RAM

326, the auxi Riitropkdebddr BB Sk AP, &28mc¢dmmmmrcntanln port 330,
the keyboar d%%%%’!f E‘mdé%ggﬁ&er 34 trhe mcro ho%i mﬁt@ﬁ ?egé?‘l}et range
comuni catlisonsodsla B24/smannradds adngh-1ays) vsst IRleracg SRR € TR ERE “Gener al | y

desi gnated as gﬁl% gﬁeé&ﬁ%e%oblﬂ?@evﬁﬂdlwy@ﬁe@ﬁlrahhmﬁ/nﬂmwoﬁh@'d@ pedsf or m
communi cation-related functions, V\/q e%%a?;ctmqlﬁ%m aHQ§%§&£J®4§% yProvide

"resident” or devicesaipiteeaepyoredtdofimilarlyydh systens, such as the
keyboard 332 %%Jela@u L16vel Wy id@@acBByerdbi forssemllifaeind rebeving data such as e-mail

commintcatton’t et 801 UnCETong, e R R R, b 55898 1O

20  device 100 and a plurality of other data devices via the networks 319. The
microprocessor 338 also interacts with other device subsystems, such as the display 322,
the RAM 326, the auxiliary input/output (O) subsystems 328, the serial port 330, the
keyboard 332, the speaker 334, the microphone 336, the short-range communications
subsystem 340 and any other device subsystems generally designated as 342.

25 Some of the subsystems shown in FIG. 5 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions.
Notably, some subsystems, such as the keyboard 332 and the display 322 may be used for
both communication-related functions, such as entering a text message for transmission

over a data communication network, and device-resident functions such as a calculator or

30 task list or other PDA type functions.
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over a data communication network, and device-resident functions such as a
calculator or 30 task list or other PDA type functions. 16 WO 2005/107133
PCT/ CA2005/ 000060 Operati ng system software used by the m croprocessor 338
is preferably stored in a persistent store such as non-vol atile nenory
324. The non-volatile nmenory 324 maybe inplenented, for exanple, as a

Fl ash nenory conponent, or as battery backed-up RAM Ihiah@n to the
operating sy¥% SUHP%ch controls | owlevel functions %‘#{??ﬁgg}ﬁ%]géal e 5 device
310, the non-volatile nmenory 324 includes a pluraljty of sclftvvare nodul es
324A- 324N that capeatnpeytautodtatsysedivy hynderapeeesSis mAFRHTFIP  he DSP

320), incl udigl%g%éenﬁgrggﬁcﬁ%m%g@%h%@og@dmlmeMmﬁa nikatosy 32dmmy e cat i on

nodul e 324B, ura oper ati onal dul es 324N f0r
carrying out imppknma‘ﬂ,ifmvxmpl%ﬂ%ﬂlasflé}ﬁ&’?mfﬁ?@“?ﬂe@és%ﬁ%{? cegééﬁc execut ed by

the mcropr o%%gaﬁogé%e%gga@,%@ys&&gwﬁicﬂh@lﬁoismelleva‘t fungivhaefdhergotijet ween a user
00. T [

and the nobile device 1 his interface typi ! sz2gsaphi cal
conmponent @romv@ealq,memwle%mﬂv%%)“ W&’@%ﬁﬁ:&h@'ﬁoﬁﬁ%}ﬂggﬁe t conponent

provided t hr gughnd be RWKdchicd@bythd MkrdaBesste@P Gud/of P 206 €8Fng84  and

m crophone 336. The operatin tem  specifiicn deviis s24aprldagaiilins or
nodul es, or p%?@?%?‘%%??%@%%ﬁi{ae?rgtp%?ugﬁ“'uym oaded into .a volatile store,
such as RAM 3g6Hepopdaishabmodesdad fm cartyingastsopuralify ot oen (HEP % oriftini cat i on

e ThY g Ruld SERRLBY tneh $265,a hgilevebinteplacenanent | y
writing them {ngﬁ)lgcsfaﬁ eg@%&%g?%%e 00221{?50@;%_0;3‘38 B a Wi

ed in .a persistent. I :hias the
Fl ash menor ybdeen amner@&%tmal?iV dﬁ‘éiﬂ]iﬂe-:ﬂ"?‘%ﬁ% Bcﬁ:?fp Fa %%E¥ﬁ%§g§6 #gg%e | oaded
onto the nobilg og&vkﬁeidé&%oh%tﬁe@@lasr@aland af inpurrettpud pomgeneng erovidat V)

appl i cation pr oV di ng PDA 20 functionaljt S . noae enent s,

appoi nt nent s, ﬂmvahfhﬁﬂxﬂ‘%m?’zsmﬁ%mﬁ%’ @%Mﬁa%g%%ﬁdshg Interact with the

voi ce conmuni galisap sy bRcifiedetict applicaioagirmydpkosreadsibereot. DYPHcce mil s,

etc., and may also jnteract w the d fof Blthi QD eraBeh MRreb @,

managi ng e- miqnpeﬁﬁi}‘ﬂ?ﬁ%eg?lfo&ﬁgfa%(ﬁg%et ?@é%dat atr gnsm?si?forig. g ternatively,

all of thes fupeibdmairubiaton sizhes mayi abwe be tempomatily slored P RdMUPE B§PHA and t he

data communi cation 25 nodule ol O0eALsRE: siaé Sack Rehd¥lMinodul e.
g sy Pl (i 1l Bt

The non-vol at PF& y also provides a file systemto
facilitate stosmgs2d4f PIM data itenms on the device. The PIM application
preferably includes the ability to send and receive data itens, either by
itself, or in conjyAeihPRrpphiicatiditmotuice4 et may be loaded onto the mobile

device 100 is a personal information manager (FIM) application providing PDA
and task items. This module 324N

20 functionality, such as calendar events, appointments,

may also interact with the voice comnunication module 324A for managing phone calls,
voice mails, etc., and may also interact With the data communication module for
managing e-mail communications and other data transmissions. Altematively, all of the

functionality of the voice communication module 324A and the data communication

25 module 324B may be integrated into the PIM module,

The non-volatile memory 324 preferably also provides a file system to facilitate
storage of PIM data items on the device. The PTM application preferably includes the
ability to send and receive data items, either by itself, or in conjunction with the voice and
data communication modules 324A, 324B, via the witeless networks 319. The PIM data

30 items are preferably seamlessly integrated, synchronized and updated, via the wireless

networks 319, with a corresponding set of data jtems stored or associated with a host
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data communi cati on nodul es 324A, 324B, via the wireless networks 319. The
PIMdata 30 itens are preferably seanl essly integrated, synchronized and
updated, via the wireless networks 319, with a corresponding set of data
items stored or associated with a host 17 WO 2005/107133 PCT/ CA20051000060
conputer system thereby creating a mrrored systemfor data itens

associ at ed Wyfdheisop@f ti cul ar user. Context objects rppremsedinng at | east
partially decoded data itenms, as well as fully decoded data item; are
preferably stored on the rmblle device 100.in al ati
persi stent st esmputsy eytcas ﬂleﬁéymﬁl%%“mﬁf@ﬁ“‘?“h%?%% elmsﬁssrgrcﬁ% |nstead be
stored in thepgh@prvetatile menory 324, for exanple, when storage intervals
are rel atlvely short, such that the infornmation is renoved from nmenory

soon after it is %09{ ?de ettg %@Jnmgétwaﬁgﬁuﬂfyde&hé@atanﬁeﬁn mwmmmy t he RAM
326 or anot her volatl %1

ersistent store |aﬂ£ VeH[1 0|n_n order to
ensur e that tﬂ@odqdfdeﬁantﬂm,emreéer ke gorlbameRlRaFire JLR 2 REHISEEI 1°8 devi ce 10
100 | oses pOWEL «qidiikidreRi@M4S te RAMI3ZE0 BhidhlifoinZ:eioh :ﬁ@rmsyeaﬂ bc)stor@d)tnetllw ng any

stored decod\gg or partia ecoded i.nfaor matl nmory chip
from the nobi P@lﬂ%‘m%e”iﬁbﬁl g’Bf’xaﬁ’R iR stoxge %(: %ge{{\??é ggofgs(’)dmrm be

manual | y synchbomé sedms¥iocnts ramhes from ystem sogn aﬂptzamsﬂqu{ Hewerey pte@8990 in an

interface cradle, WhI.C (=" o) gcgnttsjggg. efdBli, | € device
100 to the se(ﬂ11 FRFen Bt ;&%@%i{}'e@&g&@m@%@n e\:él ce. ' %rl al port 330
may al so be useddr® mbthetthem@enatmzswedmmwnt%%wﬁ ext er nal
devi ce or ;S0 i@ lts e bnaliflofiR Ar@%m&aﬁngmpkmaﬁmmdmdm es
324N for |1Hstféf) 9‘9& ?é \\%Htrsed dOWI91| oad %ﬁ%ﬁﬁi nwéi?ddegno L f@ad an
lencryption keyrM@Y@P@dﬂéﬁo@@tmm%‘wm@ﬁw &

exchangi ng engg\pinhgd) i nformation via the wirel ess network 20 319.
Interfaces for other vm red downl oad paths may be provided in the nobile
device 100, in a | gﬁﬁéd%thg%gt voadh byFor  exanpl e,
a USB port woul d Eeme:i%dtrga?b%%@lygﬁg?rm larly eq U|S g E per sonal
conput er . Addmamgaﬂedaupwm&ammnermadé@mm%@%w@b%é RtB° t he robile
gg\él Ct?hrlgglahthr %@eﬁcg ?%g&gagp%omﬁoug thedshorﬁfie%alelﬁtsmsysmm
comuni cat i onsnasrtahsbsmseqlﬂomlﬁ agpsenttin peh prgTereaPRy terugk A0 A AT hsy st em 342,

and instal | ed g, iRetaibi of oA (Blcigli GromaDies 2N faf A8 26, - Such
flexibility in app? atron installation increas

of the
nobi | e This wired download path may be used to load an encryp on lt(ey onto cfew%@ %.lhichy
is a more secure method than exchanging encryption information via the wireless network
20 319, Interfaces for other wired download paths may be provided in the mobile device

100, in addition to or instead of the serial port 336. For example, a USB port would

provide an interface to a similarly equipped personal computer.

Additional application modules 324N may be loaded onto the mobile device 100
through the networks 319, through'an auxiliary /O subsystem 328, through the serial port
95 330, through the short-range communications subsystem 340, or through any other
suitable subsystem 342, and installed bﬁr a user in the non-volatile memory 324 or RAM
326. Such flexibility in application installation increases the functionality of the mobile
device 100 and may provide enhanced on-device functions, comrunication-related
ftmctions; or both, For example, secure communication applications may enable -
30 electronic commerce functions and other such financial transactions to be performed

using the mobile device 100.
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device 100 and may provi de enhanced on-devi ce functions,

comuni cation-related functions, or both. For exanple, secure

comuni cation applications nmay enable 30 el ectronic conmerce functions and
ot her such financial transactions to be performed using the nobile device
100. 18 WO 2005/107133 PCT/ CA2005/ 000060 When the nobile device 100 is
operating m@%&h@,&ommm cation node, a received sSp@NSloshbiedd as a text
nmessage or page downl oad, is processed by the transceiver nodule 311
and provided to the mcroprocessor 338, whjch preferably further processes
the received si gnaWhﬁnﬁharmﬂbEPéqV@Eé?odﬁéléer@%Hééi@ﬁgcﬁ@Hm’éﬁ %‘é 4br event ual

output to 5 t#}gcl@g%fgnﬁysua@,atﬁtmeﬁgeefﬁi&&ﬁpagéqbwnlo@i arprmssﬂdb)arhy 1/ ﬁ devi ce
328. A user of nobile 100 al so _conpa ashich as

e- nai | mssagg@%ﬁﬁﬁg‘ﬁ#ﬁlﬁ%ﬁﬁ qeg‘%%@ﬁm“%c’ orl§§8 g@%ﬁ ﬁﬁy conpl et e
al phanuneri ¢ {@yaea i rdcaivell signalmmumbb sigERTd¢saibed @Oveaﬁ)lfﬁm‘!}i&wu@?ﬁér styl es

be used, L er[hIQH’S’E'}F{’T?iZ fr SRR A2 cgﬁi%%@ﬁé?ﬁ?ﬁgeﬂn%?ﬁ ha 10

plurality of aifchdy adwocoiiDseldars items, Boisas evpilarrssessp: ysing g wheel input
device, a toyg f? ef@rat}{% bc%{pyeteoaﬁ h%ﬂﬁn&eﬁbﬁ@boa@d mcaktaﬁ tuermumsthmh etc. The

conposed data | the user r r the
comuni cat i onalﬁ@tl%ﬁlk‘% St3129°f\PP1§P1FtﬁélPhac“P‘&?fécé‘éYt\?érps Wﬁelbﬁlt@q@f b\3<E)1;&‘\f<fehe nobi | e
devi ce 100 } S tg@%{a%lsalslaeﬁdsed aJs\éﬁhlﬁﬁtoQﬁH\i’ﬁbB”ﬂleb aaﬁeam ivtidiher dnhmcedl\'@t'gver al | |
operation of t ile, device.is substanti.a t gta node,
except thdP rBREfiD; é’%a'é"iﬂ&% %‘(r‘cgsi)zig @F‘barﬁ?y)/n fudé %{uﬂgkﬁ%ecl)h@ ted}é\?f)eaker 334
and voi ce si gratispad, @.rvanetty eiwittles i owvkerimputyavieh, &tcea’hwﬂwﬂwﬁéﬂtéﬁme 336.
Alternative voi g&gmeuﬁtgma ltﬁgnggﬁ&ggﬁﬁééaﬁg&e cGtthi@RorfhehRiES19RRIRIC

recordi ng sub e I1npl'emented on the nobile device 100.

Al t hough voi c&mpemm@@.ﬂsﬂdnal output is preferably acconplished 20
primarily through the speaker 334; the display 322 nay al so be used to
provide an indi CaWhanh@&o&ﬂaeedlaano istogeraifng@n wwdideicogmpricatipn modethdur at i on of
a voice call, or otherv rel d,. l.0f 26, 8% l e, the

m cr opr océésoPVG?s@]S"PeTaHorb E’??%W%‘S K Sf‘aﬁhan O?Jéfgptglg%%mrﬁﬁg’t [ %gprmdul e and
t he operati ngtlﬁt}/ﬁ&@d‘ﬂd%tgﬁélme pr,efemalybdemtpmto thiepeaket 334 and yoikersignslp 4t i on
information of an.incom [ a% d Ve Jolce SPadae/li spl ay 322, 25
A short - range ™ mePgrgﬁe%ﬁae%b%s s?pem Sélgemg S0 incl uded in the nobile
devi ce 100. Thebsgsidnsystiem a34Be magﬁagemmouﬂm splrsystens. may alge ER—)WP@@%W *Yssoci at ed

circuits the mobile device 100, Although voice or audio signal output is preferably accomplished
20  primarily through the speaker 334, the display 322 may also be used to provide an
indication of the identity of a calling party, the duration of a voice call, or other voice call

related information. For example, the microprocéssor 338, in conjunction with the voice

communication module and the operating system software, may detect the caller

identification information of an incoming voice call and display if on the display 322.

25 A short-range communications subsystem 340 is also included in the mobile
device 100. The subsystem 340 may include an infrared device and associated circuits
and components, or a short-range RF communication module such as a Bluetooth™
module or an 802.11 module, for example, to provide for communication with similariy-
enabled systems and devices. ‘Those skilled in the art will appreciate that “Bluetooth” and

30  “802.11" refer to sets of specifications, available from the Institute of Electrical and

Electronics Engineers, relating to wireless personal area networks and wircless local area

networks, respectively.
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and conponents, or a short-range RF communi cation nodul e such as a

Bl uet oot hTM nodul e or an 802. 11 nodule, for exanple, to provide for
comuni cation with simlarly- enabled systens and devices. Those skilled in
the art will appreciate that "Bluetooth” and 30 "802.11" refer to sets of
specifications, available fromthe Institute of Electrical and El ectronics
Engi neers, rq‘}da;u .5 W reless personal area networ kpcpdgbotshoisdoess | ocal
area netvvorks respectl vely. 19 WO 2005/107133 PCT/ CA2005/ 000060 The
systens' and nethods' data may be stored in one or ‘ga ?r% shores. The
data stores can b&hefysimsyndmethedseista mpayhe dorsd mOpg o IEe FRFEEs *and

programm ng CANSidéiChShe of Rlday\diferedtiyyes d?GMageﬁleaﬁbk arr&mgtymmpmgmsm .ng data

structures, progranmm g var hab| es, etc. a structures

descri be for neeEasRAM Pljﬁ‘ﬂfyz?rﬁﬁmﬁlﬁﬂggata or| ngj ta I n databases;
prograns, nengfixbiespétc.Olt habteﬁmamiataeﬁamdadohw fomgdis dorfueg in@easnizig &l conput er
program The systens.an et @0 HRbY ndhib fernent types of
corrputer- asé%’('}ﬁg %b?sﬁsé}’r%%gmg gon%ﬂ@é?l\égtggggeenecham sns (e.qg.

CD- ROM di sketistaaomipbiet progrdmash nmenory, conputer's hard drive, etc.) that
contain instructions for use in execution 10 by a processor to performthe

net hods’ oper at i ORfe Jadmb ARInRIARES mbytR: mﬁeemmmskffardnwpesrmémmter-me
conmput er conponents, ,sof

ul es dfe UEAMT s
descri bed heri&pdiblegrdigine ﬁé?f?%‘g“&tf’ﬁa% rf”fc Sm% %ﬁa\?ggt altsg t{gach other in
order to all oft4sh ndmiofyl @tpatr disddrivemtbedhat mntaumsmwt@p@foaweé%m‘}“?nu s al so

noted that a podul e or o (e SdBtblerh&ht B byskdn¥idbsebdao a uni t
of code tﬁ@;\t lE?'e{’\r eﬁsgrtgpgg?nn%ﬁe%c%%%rgﬁ%n andfjgan be y| npl enent ed for

exanpl e as a sadm.outine unit of code or as a software function unit of
code, or as an object (as in an object-oriented paradigm, or as an applet,
or in a conputer ﬁeﬁérﬁl{utelr@dil@éﬁ@% soﬁwmmoaﬂm:hmcuonymd@tﬁWMter code. 20

WO 2005/ 107133 WE CLAIM PCT/ CA2005/ 000060 an
el ectronic rreé@ﬂﬁ’édla%e‘ﬁﬁlayh%‘f?f”iwf’ cga“?c ‘c'?rIP%rﬁftﬁtg?%ﬂgﬂegﬂgﬁgﬁgg?ﬁt em the

sender syst enyg@pRlof Sdidpoded R disbrgpergtioap gt is elat pased thaid mopele or processor
15  includes but is not limited to a unit of code that performs a software opetation, and can be
implemented for example as a subroutine unit of code, or as a software function unit of

code, or as an object (as in an object-oriented paradigmy), or as an applet, or in a computer

- script language, or as anothe; type of computer code.
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sender system being operative to access a key store for the storage of
security certificates associated with recipients, the nmethod conprising
the steps of. a. the nessagi ng application accessing the key store to
determne if a security certificate associated with the identified
recipient is present, b. on condition that a certificate associated with
the identifi %{uﬁ‘sﬁioﬂisﬁnt is present in the key storepcfiQosRsmage
application retrieving the said security certificate, the nmessaging

appl i cation determni ng gfn ether wvalidation of the retrieved certificate is
required and, on cOhd ion that said validation is required, the nessaging

application invgking,a certificate .vall. ' QE5RBed récipi@iug@ndi ti on
that there is ng' secﬁﬂeﬁvdgoéf‘-n:&'flg %na?l%cﬁgﬁég%%gls%?éo%&v\i h the  idenfified

reci pient present i nsehdtaesyatame&s@d@{@gﬂ@t@lﬂéﬁlsmgr?én%é@&@mli@aﬁ%ﬁﬁ Tation

e g o et ek | K1 i @141 sPigag of Gy i Ly
certificate associ at %&e&ﬁ{st%ntbﬁ:%ki@pf ﬁt‘vgf‘oicdg%ﬁfaq{rey thre For @16 s1thgd 0

_ . entifi remment,,%lgaé ssaiging

appl i cati on det er ni néenifiopfeasspsiated mth srsipicats thymethpd CPRRTSEEFIFREPT i fi cate is
required and, on congi {HeQsdafiad appBéatlonitbdsslid thokeyisrerte datrmeif d seeuiffessagi ng

application invoking a certificate, val jdatian.pr. on condition that
“the retrieved certifi céﬁr@ﬁ‘ia?a\“/gﬁ?l?tﬁqWﬁh@ﬁ’%‘&@ﬁ%‘%ﬁlgﬁﬁg%ﬁfs?%ht i on encoding the
el ectroni c message UB. B cdndition fmita cenificaedsaiciated with fre ideatifred recinispeg
certificate, and e. the nessagin | ' ndl Reilhgnesaeded nessage
to the identified recﬁﬁfegﬁ?%%fég?ﬁg’q#elﬁﬁ%%ggﬁpﬁg glé m 1 ff%rt her conpri sing
the steps, on conditi omectiiiertifivate, themesseaiuschpplisptionidptemiing ¥heial i d, of the

messaging appl | Cati on eAERIdRGe MfeyBy oertMAGisalflinid @03 co@irdnfiot aice
services for obtaining a tfurther certificate ssocj ated w t

_ Tt _ h.Lhe
identified recipient tsalideiindeiequited theapgsiagipg gp Piovekipes IR e pt hod of
claim1l in which the stgRafhdgsmessaging application accessing one or
nore certificate services conprises the ste,(' of.. accessi 08 fn ertificate

BFREas &

server on a network &c®BsYdiionthpidhereis npaowy BEPERFT B U321 WO

2005/ 107133 PCT/ CA20054 Q00443 QocthienTiresenifti the docaedden stme]lthe messkgingh t he step of
the messaging applicat Iagprhcation accessing one or more certificate services for retrieving a
" security certificate associated with the identified recipient, the messaging
application determining whether validation of the retrieved certificate is
required and, on condition that said validation is required, the messaging
application invoking a certificate validation process,

d. on condition that the retrieved certificate is-valid, the messaging
application encoding the electronic message using information contained
in the retrieved certificate, and

e. the messaging application sending the encoded message to the identified
recipient.

2. The method of claim 1 forther comprising the steps, on condition that the
retrieved certificate is invalid, of the messaging application accessing one or
more additional certificate services for obtaining a further certificate
associated with the identified recipient to replace the retrieved certificate.

3. The method of claim 1 in which the step of the messaging application
accessing one or more certificate services comprises the step of accessing a

certificate server on a network accessible to the messaging application.

21




accessing one or nore certificate services conprises the steps of the
nmessagi ng application accessing a list of certification services and
selecting certificate services to access fromthe list. 5. The nmethod of
claim4 in which the list of certification services is ranked and the
selection of the certificate services fromthe list is determ ned by the

said ranking 8. The method of claim1l in which the s¢ggsRfseaeehessi ng one
or nore certiflcare “services for retrievi ng a certificate conprises the

step of invoking a certificate retrievj n? applicat i.](l)n aﬁ)‘%g I{]o be i nvoked
from the sendiny sySihemethyd of phaim finy Wieh tgg step|° SFRPRBTCH the i nvoked
certificate val i dat i @fssipRResSmore eMTichts eBvitds eomyiriee fiofstepe efdbsi ng a

certificate revocation ljist and/or the s : ' Beclebidel ficate
status provider to \}%qs?aﬁ‘ﬁgéppﬁf‘?@c’? %W%%%%ggfécg{nlﬁﬁ&%gﬁabég%Tﬁe%t hod of

claim 1 in which theenifitat¢ ®wéas ioecdessfffopeftelissonpri ses a value value to
| ndi cate previoys vaﬂ}ﬂi;da iE’chﬁﬁk}%:ﬁ‘wﬁ%ﬂﬁpliﬁbﬁceﬁifﬁ@@ioﬂéerﬂeésﬁrm}da&mgi whet her
dcerti i i

validation of the rettreve f1cate I's required ctgﬁorl tsoeg-xetset}g step of
conparing a time perthowsledihiofisd cartifieateservigesifion thist i Jerippd P B¢ !%e val ue.
9. The nethod of claiml], in -which the retrieved certificate conprises a

public key. and in I cIT the step of_ encoding the, el ectroni CrifRagage
conprises the §6tep W@W@ﬂ?ﬁ?ﬁ‘rﬁd1‘%W@clbtﬁéﬁf?llr%ﬁf’cgss}%gg%%rg%gés| ng. ?t?]e publ i c
key. 10. The nethod @fied Rt frdevihPa viifuhte bimpriseristetepof vedsgonpiicdes a

w rel ess handhel dwqreéiragg%gn]g%gﬂ&%gett%g%i%ogga? B MRS, appl i cation

executing on the e wrel ess handheld device
bei ng operabl e t7p cCTieRmetiod bclding imwbich ty inveled sertfictsipiddrhIowi e or nore

menory devices for st oring. th o%@gﬁ%{ﬁ}cﬁrgﬂwe{-&ﬁiﬂﬁﬁauaMﬁﬂheﬁtbpp:FfOVi di ng

one or nore certificate Services. 'he met hod of cl imi?l}ot the net hod
further conprising tdveessing & ¢egtificate sipfys pyovider FO.Vﬁ]adaEFstE?“’E’Gﬁ%tngt F% he
el ectroni c nessage usingyl A HRSSAH Whidh (18 RitidvedichRste bimpriske s sagi ng

application accepting a request fromthe user tq.sen t A ronic
nessage to the i dent yahedelin @@?HP@PRS;V"I%EP?’%‘IS‘.“‘Y}H@[ﬁ%gipa(’@ti}aeﬁwgl%élgg i cation

determ ning that theggliecthiRRios oS fhdfed desifitae i ecqsivniicospisss i yiep o t he
dentified rectpient éornngring atime period defined in a security policy with the time value.
9. The method of claim 1 in which the retrieved certificate comprises a public
key and in which the step of encoding the electronic message comprises the
step of encrypting the electronic message using the public key.
10.  The method of claim 1 in which the sender system comprises a wireless
handheld device and 2 host system, the messaging application executing on the
wireless handheld device, the wireless handheld device being operable to
' connect to the host system and comprising one or more memory devices for

storing the key store, and the host system providing one or more certificate

services.
11.  The method of claim 10, the method further comprising the initial steps oft
i. auser composing the electronic message using the messaging
application,
ii. the messaging application accepting a request from the user to send
the electronic message to the identified recipient, and
iil. the messaging spplication determining that the elecironic message

is to be sent securely to the identified recipient.
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WD 2005/ 107133 PCT/ CA2005/ 000060 12. The method of claim 11, in which the
step of the nessaging application determning that the el ectronic nessage
is to be sent securely to the identified recipient conprises the step of
accessing information on the handheld wireless device representing a
security policy for electronic nmessages conposed on the device. 13. A

system f or seqbhétgoass €l ectroni ¢ nessage to an i dentijdech6@6é0poent , t he
system conprising: a. a key store accessible to determne if a security

certificate assgciated wit he jdentifijed recipient | esent in the key
store, b. nessalfr ng@ﬁﬁ‘f’%‘&‘g?fic b#b“g%ﬂ?%%eosg?Og;&jlgf&a?%neé,&gﬁgagondition that a
certificate associ atdeermihindrhbtitie dedotd hissge is exhespns secutely tpheddepfifiefn t he key

store, to retrieve the.said [ Iifd i@ Etiof G HSLAINANGrdMIet her

val i dation of the ré?c%glegv?élpggegﬁefs{eég ag{seltsgsﬂérle ul r%d and, on cqo%%ti on that
said validation is dedeprenesdntinge s¢cnigpelicy i glestonicaepsassy SPTRASE rocess,

c. nessaging applicati;gn program code operative, on condition that there is

no security certificate associated with the ident,ifi.ed recipient present in
}ewc}rgcélglelﬁbtfﬁgr etrieving a

the key store,1¥o deweied feniendine applperopsesspgede piowdfie
security certificat gyagsesipatiegl With the identified recipient, to determ ne
whet her validation of the retrie ertifi L SoeFaAM i AAdyigper ati ve,
on condition that &ai ﬂ‘e\‘fﬁtf)’fe&ﬁ(fefs\é’ﬁ&?gﬁr'eq uinfa:%, n’%y(S)c i nv%{iéﬁ%@é&rti ficate
val i dati on process, dheidesidiadgerigientiyprésesin thakqysioty am code operative, on
condition that the f GhLLEEdnRlich blofahTo Biivel o Sfditichmire encode the

[ rmatl

el ectroni c nessage using ' n~“contai ned inh the ret rdéel%/ed
certificate, and e. nexsifigitagserippidivdiieddenificdgrmint BEFsTHEA Ve to send
the encoded message tgud el Rethi faldRUouki§CkRien, o debmibehahst em of claim
13 in which the systemfurther conprises_nessagi.n licati r,ogram
code operative, on con‘{ﬂl{lﬁt’eﬁ"ﬁth%fﬁtnﬁﬁé‘Wﬁ?afeéwgm?gﬁq?g'i?%oé@em?@Si&ﬁval id, to
access one or nore cerididtieniseeduRéd/ odpké Otertifiobtaivatidatgpnaprdeesst her

certifi cate associated wLh Uhg. Lcnt 1] edos SElRlEH cohbARLARS: § e

no security certificate associated with the identified recipient present inthe

key store, to access one or more certificate services for retrieving a
security certificate associated with the identified recipient, to determine
whether validation of the retrieved certificate is required and operative, on
condition that said validation is required, to invoke a certificate validation
process, '

d. messaging application program code operative, on condition that the
retrieved certificate status is valid, to encode the electronic message using
information contained in the retrieved certificate, and

e. messaging application program code operative to send the encoded
message to the identified recipient.

14.  The system of claim 13 in which the system further comprises messaging
application program code operative, on condition that the retrieved certificate
is invalid, to access one or more certificate services for obtaining a further
certificate associated with the identified recipient to replace the retrieved
certificate.

15. | The system of claim 13 in which the messaging application program code
operative to access one or more certificate services comprises code operative
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15. The systemof claim 13 in which the nessagi ng application program code
operative to access one or nore certificate services conprises code
operative 23 WO 2005/107133 PCT/ CA2005/ 000060 to access a certificate
server on a network accessible to the nessaging application. 16. The
systemof claim 13 in which the code to access one or nore certificate
services forlyJ 2t05§“§,y%pg a security certificate associ gégeaishobbodone
identified eci'pi'ent” conpri ses code operative to access a |ist of
certification services and to select the one or certificate services
fromthe list. 17. Wecosvgtc@#ﬁweséwaﬁ%a%twpﬂ%?s&qo ‘Pﬁéeﬁi?s%aﬁ‘ Bt
certification serV|c§§h&@m£anked and the code operative to select the
certificate services fromthe list. c rise r sel ect the
certificate servfcesTigsvaat erdamdy! “ﬁ’a“n@f‘llée"g%’tﬁ QS% gg&n?o&é%%ﬂcrﬁg syst em of

claim 13 in which th@m&@d&r&ﬁﬁﬁﬁ@am&mﬁgaammaﬁsﬁpmﬁﬂbwﬁﬂb?1ﬁ%ﬁ@ certificate
services for retrievin ertifi @ﬂ@ﬁ&méﬂﬁmﬁ&ﬂﬁm i nvoke a
certificate retrievilfl 8 qﬁﬁ??&?ﬁ“ﬁg&%gﬁ%gﬁgkgﬁghg%? f claim13 in which the
retrieved cert|f|cates&aﬂﬁmwsegwgrwgﬁﬁbﬂeVﬁﬂ@éﬁﬁéﬂpﬁﬁﬁcate previ ous
validation and i Whiflh LR of QM 16 WELAEINE cothietibteriiat kdat:Omcof 1 he
retrieved certificate |§ requi red conprises code at1|ve_m Lonpare a
time period defined ﬂlﬂ@@E%WPf%ﬁ%@@W“ﬁWWGWSS’?%ﬁ@ 13 0. The
system of claim 13 i a)d\é’gb&ﬁw& Q%elé@melc&ﬁﬂ&tmbﬁﬁdmmwm%@é a public
key and in which the code operative to encode the el ectronic nessage

conpri ses code operaFW@%gto encrypt the electronic nessigﬁ§u5|ng the public
key. 21. The sysigem Qfe shtah 6f d@mila imblhictthe tnée epsrities tog5eiseit TERPTPSes a

wi rel ess handhel d dev Ggﬁ%?rﬁm%é}r%l fahcglcﬁg ﬁh&’ S 38deRgeraPRlid cat i on

program code execut f evice, the wireless
handhel d devi ce bei nipvoleparsifibae tewiegnguppitatioy t he host system and

conpri sing one af, MOE, NRIRGYoig Y i G M rohlodd R lIecdkgisoborles and the
host system provi‘tding 0 nmore  certificate ser %’ es :
value io mdlcate previous validation and in whi h the code to determine

whether validation of the retrieved certificate is required comprises code

operative to compare a time period defined in 2 security policy with the time

value.

20.  The system of claim 13 in which the retrieved certificate comprises a public
key and in which the code operative to encode the electronic message
comprises code operative to encrypt the electronic message using the public
key.

21.  The system of claim 13 in which the sender system comprises a wireless

handheld device and a host system, the messaging application program code
executing on the wireless handheld device, the wireless handheld device being
operable to connect to the host system and comprising one or more memory
devices for storing the key store, and the bost system providing one or more
certificate services.
2. The system of claim 21, the messaging application program code further
comprising:
i. code operative for a user to compose the electronic message,
il, code operative to accképt a request from the user to send the

electronic message to the identified recipient; and
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22. The systemof claim 21, the nessagi ng application program code further
conprising: i. code operative for a user to conpose the el ectronic nessage,
ii, code operative to accept a request fromthe user to send the

el ectronic nmessage to the identified recipient; and 24 WD 2005/107133

PCT/ CA2005/ 000060 iii, code operative to determine that the electronic

message i s t%o%osﬁ'ﬁﬂst securely to the identified recpdyE€Rhososddso The system
of claim22, in Ich the code operative to determne that the electronic

nmessage is to be sent securely to, the jdentjfi.ed, recipi J#y i ses code
operative to access i nf dtnsRdegrerdive forflseFap aélﬂﬁe%ﬁn‘:trmé’fcg%eg& l:é%:ece
representing a security pokdn€ecirély tozheidinial recipitegsages conposed on t he

device. 24. A conputﬁjggg%{en\r/oig%ﬁ@p%%rw WAhQ%eocg!feC&peJaﬁvretQQ&Me%tﬁ@' id

certificates fof-an Ssage belng sent to an identified
reci pi ent, the progremtrpriodessige iscobgrentseanshyte he ideniftpd 5HMERPES pr ogr am
code enbodi ed on cor&g%a?ggﬁv&gg&&gﬁggﬂgﬁﬁ%g{emgldm@k@,dﬂtim messagi ng

application programco conprising: a._ code operative t q%grm' ne if a

security certifi cat ecHesHingasearigppleyforelec e REREBFOTREFH Rt “S pr esent

in a key store, ,b. COHGRREF @licd frogi pfodiddl fok biftsinihp adlidaertibedds foreat e
associated with the identified _recipient,.i % g({ecslq% th@ IB%}%H ¥yt ore, to
retrieve the said scRGFPHGMEsEePFPESIRe n IGUft&PRr T Whet hef val i dation of
the retrieved certi fdoggtifing iBeskaii apidatian chogrammodecmbpdiedon rRetogai d
validation is requirgd, to invoke a t I Ga 1Al d L JoCcess, C.
code operative, on cGRSTYPER"PR; ‘f‘ctPﬁ@g’éﬁﬁ%&%%&gg%éﬁﬂfgﬂ%gﬁic?i cate

associ ated w th thecoingigsitg:fi ed reci pient present in the key store, to

access one or nmore ceplil b Cal SroUikhliniPa fBiity Qtificaté hRigciRedEitithe Ly
certificate associ ataédéo\tfl\nle%e atqhelo I denti f.ia ed rt%ci pient, to determ ne whet her
validation of the ret ridentifigd regipieptis presguidn § &YW r ed and operative, on

condi tion that said W akdad Bhd:AYe, lof coddffdh tHabihertifioate nvakdedavithaididdntifed e
h

val i dation process. 25. The program product of claim?z24 in i he
conput i ng dgvi ce progr EeRipient isr.) pres%nt in thg key store, to retrigve the sa1d4 secuntmlltfﬁbaté,

to determine whether validation of the retrieved certificate is required and,
on condition that said validation is required, to invoke a certificate
validation process,

¢. code operative, on condition that there is no security certificate associated
with the identified recipient present in the key store, to access one or more
certificate services for retrieving a security certificate associated with the
identified recipient, to determine whether validation of the retrieved
certificate is required and operative, on condition that said validation is

{ .l: ' required, to invoke a certificate validation process.

25, The program product of claim 24 in which the computing device program
code further comprises code operative, on condition that the retrieved
certificate is invalid, to access one or more certificate services for obtaining a
further certificate associated with the identified recipient to replace the
retrieved certificate,

26.  The program product of claim 24 in which the computing device program
code fo access one or more certificate services for retrieving a security

certificate associated with the identified recipient comprises code operative to

25




code further conprises code operative, on condition that the retrieved
certificate is invalid, to access one or nore certificate services for
obtaining a further certificate associated with the identified recipient
to replace the retrieved certificate. 26. The program product of claim 24
in which the conmputing device program code to access one or nore
certificate sgRyMisgemaf or retrieving a security certibimnedzecsassoci ated with
the identified recipient conprises code operative to 25 WD 2005/107133

PCT/ CA20051000060 access @ list..of. cert.ifi L RS IFBSreaBdrila@ Sel ect the
one or nore certifi caﬁfeésa@sé?ttﬁe{:ngga ?gerrn%e%e qéése?%at 57" The program product of

claim 24 in which thervicenfient thadistdevi ce program code to access the one or

more certificat %7lserﬂe?ﬁ%mfﬁ?§m({u€ttd’ficmM%}&E&Ehéﬂlﬁlﬁﬁ@e\fﬁeﬁﬂbgﬂaﬂes code
operative to invoke a Certificate retrieyjn gl_?igl ication. 28 pr ogr am

product of claim 24 Sode wtapes thePogRT mere FREIPE STVEG & © tﬁ?"t“?gfﬁcgﬁitﬁgggcorrpri ses
a public key and in wginfikes b4 of@dRe RIIfVORE & Metificare eanixnie apriieationl ect roni ¢

nmessage conprises code operatiye to. encrypt.ihe t ' fs@ge using
the public key. 289. ﬁ!‘?é’"‘%’%‘b?’% ctqu(?](ﬂ’ﬁrbﬂ%g’t}“g gﬁv%?'%’zﬁelgﬁ&%eﬁgﬁﬁt he conputi ng
devi ce program codecokfpri @ puliliabyeand in whiski thedods speritivadh en@deid%i ce, the

wi reless handhel d deyl ceye BELNA ORGIAPL, &8t 1Dkl e Acdtesio niaiem and
conprising one or notre€ MENDr devices forstori ng the key store, and the

host system provi di ngingries publickepre certificate services. 30. The program
product of clai %29’Tﬂe&f({%ﬁf’%&d&kﬁcﬁﬁf{mwmfcﬁﬁfe%mlﬁﬁﬁgdéwﬂetpk@am conpri si ng:
S

i. code operative for a User to conpose, the electroni.c. messaae, . .ij. code
operative to accept edpsGrssable pohivirgess E%’é]i‘el‘f‘i?"’é’%ﬁlﬁ Wifeless @% rd(g‘rflllh%: nmessage

to the identified r eyl R Etkible Btenrcktite a EREGsterR elididompasitgoondet Bowi ne t hat the
A handnel d w el ass BEUTaEsHEr FERGTkeRAS o A o LB SpERIeD, O g
conprising a nessagi fign@@eddifvak k@vicdsor sendi ng an el ectroni c nmessage from
30.  The program product of claim 29, the computing device program code further
comprising: |
i. code operative for a user to compose the electronic message,
ii. code operative to accept a request from the user to send the
" electronic message to the identified recipient; and
iii. code operative to determine that the electronic message is fo be
sent securely to the identified recipient.
31. A handheld wireless device comprising a memory for storing a key store and
comprising a messaging application for sending an elecironic message from
the wireless handheld device to an identified recipient, the messaging
application comprising
code operative to determine if a security certificate associated with the
identified recipient is present in the key store,
code operative, on condition that a certificate associated with the identified
recipient is present in the key store, to retrieve the said security certiﬁcate,
to determine whethier validation of the retrieved certificate is required and,
on condition that said validation is required, to invoke a certificate

validation process,
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the wirel ess handhel d device to an identified recipient, the nmessaging
application conprising code operative to determne if a security
certificate associated with the identified recipient is present in the key
store, code operative, on condition that a certificate associated with the
identified recipient is present in the key store, to retrieve the said
security certwdooedodrzs to determ ne whet her vali dati oacotaftsmomet ri eved
certificate is required and, on condition that said validation is

required, to invoke a certificate | i i on_pr ! QLS00 107133
PCT/ CA2005/ 000060 cod‘é’ﬁﬁﬁﬁfaﬁf’?’\‘?’é‘foﬂg °‘&'§%§5‘?"’f‘?%ﬁ°st%ﬁﬁaft§’ ‘ieﬁg?"’é I's no security
certificate associ at edwithiht Redtified fecipinttipfasentiintieedic penas to Brce¥ AT PR he key

store, to access one or r AARENe LYl 88fdaRasdotthicd Gith hg a
security certificate acs@gbrggc?tgtseé‘g eﬁc{r#ﬁ%ﬁ%ﬁa?é&eﬁ?. i pi

ified reci |.egctl, to
det ermi ne whet her val iidatﬁﬁeﬁlredpientﬁedﬁt@miqeé’(}'éﬂiefvé]éiraf‘?‘\‘?féhﬁrgmfv required and
operative, on condi ti og,&fak isiafuted/ A bptadtive) dn kénditior it saidalidation Imvoke a
certificate validation process, code ,ggerah’gﬁe on condition that the
retrieved certificate Ha¥rdso ingokpopiiicafeyaidditiia™dhe el ectroni c message
using information cont gjdgeskritive, bh eontioh themctetriced terfificts staus dnaliddele

operative 10 se nd the gnrg;g edtﬁedelec Sy ;geessgggugiﬁlg%nfog&m)ﬁ {dnBtheli @GhdleRiRbed 27
certificate, and
code operative to send the encoded message to the identified recipient.

27




