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present invention relates generally to a nmenory managenent system for

Si ngl‘gb%m ndata processing circuits, such as a S$gpibonapis, and nore
particularly, to a nenory managenent method and apparatus that (i)
partitions 10 honbgeneous nenory devices to achi eve het erogeneous nenory
characteristics and (ii) restricts access of installed applications to

predeterm n[eag':ion ExXagr BEE ?Iavgllg %%&MFBQ&%QD&{:ME %%nlj)#ﬁ%cr@ﬂlglbﬂﬂ Smart cards

typically contain a centra ocessi ng uni a 15 m croprocessor
to control all processes and transactions associated with the smart card.
The mi @roprocessor is used to increase the security of the device, by

provi di ngFiald of HieXhteha@opret hod to i npl ement conpl ex and vari abl e al gorithns

that ensure integrily, and aceessuto dalanstonetdd, NoRuolati e memory. To
enable this require P ST carﬁsgcon{ ai'n“non- vol'&t rie menory, for
stori ng psysignain cioge-chipdiaghmpgsdedarcaits, suetl 20 wwodrhcitieamemorey f or t he

{ empor ar Yy 3§.04,A0€00f 1AEIohA ude A FREE Ing lafPARY B [ DRy Tar t_car ds,

each nenory type has _ emented using different” technol ogies. Byte
er asabf e IERRROTUS fresmopk aYisPelo apRieve JpferesinEeps gemernt Getteisicsndd vol ati |l e dat a,

t hat Chan&fﬁes@&s 5068 bOhiBSd dppBeal@Y \Redernling nichhydangad)i | € Masked- Rom and
nore recently one-tine-programmabl e read-only nenory (OTPROM is typically

used 25 to store program code. Tice data and program code stored in such

non- vol at BdcRprdiDoryhnldntiemai n i n nenory, even when the power is renoved
fromthe smart card. Volatile menory is normally i nted as random
= - . . ] E .
access menory ( RAVPETRES e F & é‘c‘ﬁ[rllf)apcgécf‘nésgméssé |Efaﬂéie8r %ith each menory
type pi ovhidepriassor eivbeirol glbproicsys dud tradsadtions asfopintedwithihl eurt daed- one-ti ne nature
of GFPRQ\'?TB%&%{S}E&%%}%“%E& 16 thofls0 WAL 6 ﬁk%ﬁ@.bpeﬂr&@ﬁﬁg)g! fied or
over-written w unaut hori zed program code. Likew Se, the inplenentation
of vol at iflesibltemasiog tadmmammng prspiessand ryarablc igor RS Shah FP5y igtegried i nf or mati on,
such as aRd ekeds XD AP Bok®¥h ndnSvofatilg MeAdrnyafrb @habRAGE réteRemeh) @fa@t 1 S an
i ncreasing trend, hovxﬁv,er , toutilize honogcene‘(l)#s men;gr¥ devi ces, such as
ferroel ecPis EOMfaihRATRRORIie duamopy 435 s(pripgpoaTAR cofi andifhanasd i4%. 21 on of 35 snart
car ds20 FEBANk inf:mdrynfonthe |thgotagy sterame of cengd Oormerion. f &r conednéaial i C material to
-1 smart cards, each memory type has been implemented using different technologies.
Byte erasable EEPROM, for example, is typically used to store non-
volatile data, that changes or configures the device in the field, while Masked-Rom and
more recently one-time-programmable read-only memory (QTPROM) is typically used
25 o stare program code. The data and program code stored in such non-volatile memory
will remain in memory, even when the power is removed from the smart card. Volatile
memory is normally implemented as random access memory (RAM). The hardware
technologies associated with each memory type provide desirable security benefits.
Fur cxample, the one-time nature of OTPROM prevents authorized program code from
30 being modified or over-wrilten with upauthorized program code. Likewise, the
implementation of volatile memory as RAM e¢nsures that the temporarily stored
information, such as an encryption kcy, is cleared afier each use.
There is an increasing irend, however, to utilize homogeneous memory
devices, such as ferroelectric random access memory (FERAM), in the fabrication of

35  smart cards. FERAM is a nonvolatile memory employing a ferroelectric material to

1.



2 9 MAR 2004 WO 01129672 PCT1US44141243 store the information based on the
pol ari zation state of the ferroclectric material. Such honogene@u$ mﬁu’!ﬁﬁ#
devices are desirable since they are non-volatile, while providing the

speed and the density of ROM while using || ergy. The
hormgene %Mnature of such nenory devi ces, however Th}g{]&ﬁﬁgat es the security

5 benefits that were previously provided by t he various hardware
t echnol ogbes thetipfermaapn,/kased opfthepolagizatienedate sd 1By Srrdadectricmexeaiblli IShdhy t o partition

such ot heﬁMﬁo%&eoﬂomaﬂ%e%emﬁéélrﬁ?ev'sﬁ&:s ttle g l{&l‘l@&l!ﬁllg wRfn-vol atil e and
ons W t riate correspondi ng menory

program st or age e
char act erP"§Y‘FJ&% thelé]’ﬁefi85%&&?‘@5“‘%%%“@@%&@1@58@01@%3@ Dewns di scl oses a

syst em f OfiomofbheSi®! Redrk \o2! Mci GHofabig Udich I8k, aﬂotae\répgam& ey SUC]E‘ as FFRAM
on o e

as read/ it read onI memory (ROM)’ or a conbi nat |

f or egoi’n ﬁéﬁéﬂ‘gl Wz ?rﬁ‘é"““'l?ioﬂﬁ? dedh 8y hF aYarigifs hardware Jrdinglegissi on of t he
NENDry ar theyselves, beT}martu ﬁded)rlﬁdtsaﬁ)r ReMabfliey t&taniied shite ofefWisar e code for
only an system does not provide a
mechani s%%?d &%g%dﬁ 5‘3}3’ dev'cfsh‘ OHQF}B@@%%@%{H WSE@FMWS li ke RAM t hat
provi des mgpastihh fhe@momrathcos@ptmdgemﬁoxymﬁmmntmn that is cleared after
A e ol & CUIYELARIAORBIA LeonTi B B3l RIS ol £ car 05,

increasingly support mu nct'1’ohs appllca |ons nmust be able to
down! &hd sEictixply| GonBgurag 2 ?Qﬂogmﬁ@dnm@,e&ehwslm suppwtteof a gi ven

functi on. mdatky, @b bifly rhds! ROSY 0P combﬁﬁ%r&%sfér@ gD RSy, B0 install ed
application frominproperly corrupting or ervm se actessing the

sensi ti ve I b’isﬁﬁ’tﬂ“a‘ﬁs §f*8$'%a°f6‘ﬁ1 Gf e regmroy Wﬁ‘gb%mtmdeas Rt rol s.
Sof t war e fbﬁﬁlﬂrﬁgﬂﬁtsﬁﬂwﬁpﬁ&deQ@'tdn[}rhnaﬁjﬂﬁ&ﬁmc Qrﬂﬁddﬁiomrm@b@\ﬁlsss?ﬁem however, rely

on the t I niegrit war e, including the software
t hat can%%gs Ko Bm ed IanecE%usm]t}le ’e?"ggg‘ﬁ“a%% Srﬂ?m"%‘mg‘i}’ét“&ﬁﬁ"{xdﬁl bgha¥t | ow a t hird
part y1x o lisy 8AMbethatrpraviqsk ifa el tomposanyl stoidge dfaaftdrmationnthhds alefédam@dar d card, which
renoves ihe uspmgl.@mpm Disdell 5521 I ﬁtse& n,bsm&%ar%swe %'}F'éyow ng mal i ci ous

attacks. This ove exa an interpreter
into the S‘@&P’H“‘PW&’F ﬁmﬁﬂmséeplmytw}e@ﬁmstbaablemmw@equmh@nm( as opposed to

the i cr EropRRaRe SEQOIHS l.mgu@mblow gweﬂ hﬁ&&dny) Curddibis’, &%?J@g.td,qtl Onahowever

requires m)re;%ﬁ cessi ngﬁlgov\er a given function an | code on
30 the dBUATPEOSHHPTE PPERY AL Ansialed é&%‘é%“"{] hiEPrg Jeipropgrly g cospgRtingseisi t i ve product .
A nmeclianbibenwiss acéeadng ﬂeCkehd‘t% iRfofhbties siobedt oS HRT ShigTBARY Yofbwagnsact i on made by
a | oaded_ gppli §§‘H9 | B
are-implemented application access control mechanisms, however, rely
on the total integrity of the embedded software, including the software that can be
loaded in the field.
[deally, a system would allow a third party to create an application and
25 load it onto a standard card, which removes thc control over the integrity of the
software allowing malicious attacks. This may be overcome, for example, by
pregramming an interpreter into the card that indirectly executes a command sequence
{as opposed lo the micrprocessor cxecuting a binary directly). This lechmique,
however, requircs more processing powet for a given function and additional code on
30 the device which further increases the cost of a cost-sensitive product. A mechanism is
required that cnsures that every memory transaction made by a loaded application is

limited to the memory arcas allocated to jt. Furthermore, this mechanism needs to



limted to the nmenory areas allocated to it. Furthernore, this mechani sm
'needs to -2 2 9 MAR 2004 WD 01129672 PCTI US00141243 function i ndggedtidhN§4
of the software such that it cannot be altered by malicious programs.

Thus, w8¥ERsaRl i cious software is controlled. A fuychhgjpeed exists for a
har dwar e- |rrpl enented access control nmechanismthat prevents unauthorized
applicati ons, fr.omaccessing stored information, 5 such as sensitive data,
and the cBRTICRMdErRgiaty COME sofyars sich tthat Ay epanol jhs alfoped &Y im#figiitent at i ons of an
access coprbgrarhs. ITRad)avei BRlisduk boffaxiisdoaoliele security of the single-chip

m cr opr ocessor, arkd '%‘F\% ode t be r%lus ed lb% |sdol ati n% e code fromthe
actual hardware i@ 'htng Lofort h PR eBplernented, aceRss

har dwar e- mmmtt@ctvexmmmhomdﬁppmumdham&mu@ sk@mﬂnﬁm&ﬁ&ur e kernel
(operaji nﬂchs)fftse%ﬁine Qat?C qﬁ ggﬁrglh;ug abﬁ top%m clar%%atl-? Ineg access rights

to features o e devr’ are e|e Fon Sunmary of the
i nvent i orim@smentations of a mﬁvﬂnhm@@mnmmmﬂmmus thh scirosefith or a

si ngl e- Ch;‘ir@le-og? nd@rsﬁeaagsgpemmaasaeww rsuseéuynonaﬁag%éamﬁm% d. The memory
managenent unl partitions a hOITD eneous nenory device to achi eve

het er ogeﬁé’ﬂﬂé’aﬁ?ﬁ(ﬁ'ﬁ I“E}PI"‘E‘H‘é{’l“%Tb?féP‘i & ic{’:sF‘F@Fm\?Er # sudvaeimersnsd t he nenory
devi ce, angsydohfol hShahis@lHoRCs &Ee Rémel i(iftadhd SdeAPR) beCalvbfidg €xecuting in

t he rQprQcessor core to det er nmi ne ran es. . Thus, the nenory
nanag]ledr:ren (L)#ﬁ YRGB 5P V\%\ ﬁ%@ﬁ%g%?’%& sdenisd) ng permits
har dwar e apfieaticed partitioning of the menory. The rrermry managenent unit
provi des two operating nodes for the processing circuit. In a secure

ker nel node, the progranner can access all resources of the device
i ncl udi ngukaz 2 ol . I n an application node, the nenory nanagenent

unit transl at estb&ﬂlytyahm&e%ygeamrﬁﬁﬁs uﬁa&emrtﬁen%@éﬁp\ﬁﬂre creator 2.5

into the physical address allocated t he application e operating
syst e i ({218 Prosesging Sirqudly sh aﬁﬁd%“"&lﬁafqﬁgTF%%P‘W&P?"&SFm%@“‘p@)esent i nventi on

al so ens p#reisont hﬁthoﬁlﬂgenadmpl n€fdry Ofevido e EﬂﬁevaCm@eﬁ@ﬁ@rr%nﬁHft side of the

t ft wh k I
e TRRELaly HSyARD bRl ok S el SR o € T e &
trap, andlstalﬂtdcangincmdnodxemg in thi eriaveaessornmrralg eredettrmiidd uitinbryr est art s t he
M CT OPr OLAGS Ohbd 1 RGN BariGhfR w10 BoscO Blel @R Helweerd Glplilaghs| | 295 TO

20  and permits hardware checked partitioning of the memory,

The memory management unit provides two operating modes for the
processiug circuit. In a secure kerne! mode, the programumer can access all resources of
the device including hardware contrel. In an applicalion mode, the memory
management unit translates the virtal memory address used by the software creator

25 into the physical address allacated to the application by the operating system in a
secure kernel mode during installation., The present invention also ensures that an
application does not access memory outside of the memory mapped to the application
by the software when in secure kernel mode. Any illegal memory accesses attempted
by an application will cause a trap, and ir onc embodiment, the memory management

30 unit restarts the miceoprocessor in a secure kernel mode, optionally setting flags ta
permit a system programmer 10 implement an appropriate mechanism to deal with the

exception.



permt a system programmer to inplenment an appropriate mechanismto deal
‘wWith'the exception. -3 2.9 MAR 2004 WO 01/29672 P CT/ US00/ 41243 MAR 2004
application table records the nenory demands of each application that is

i nst the single-chip data processing cirgpitensidsg as the volatile,
non-%éﬁg'tgl&?e and program storage (OTPROV) nenory requirenents of each

application. The nenory nmanagenment unit inplenents nmenory address checking
using limt 5 regiinaplcaterdtable zageids the steioryt dgmiands i eech gpplicativnan absol ut e

menory adgESs sstifdd B GiREL-chif 84 Plobksing GREE shilCusARPIARAI, 3bf MENOrY areas
have been al | ocated to eacho?rggbl cation program the nenory managenent

unit | oad¥latiedud pergEHsterags: ( M apemoty; reqpirements efsseely prpligatien.val ues from t he
appl i cat i Py makdrf rhaagemem Qitt iiplembhie nR¥ESUIdIRG: RBLLE lih®BmitON] Y accesses

t he desi gnat ed 5Exm)r | oca iﬁgs. 10 Acbc rding to anot her gect of the

| nvent b on SRR SO §eT BT SRS T oopF erop A B8 nerory

devi ce, stagilterasOme theEpAdvhrise ményorg &vdstave Heen allaciidday eachapgicgip@neous nmenory
characterjstics, normally assocj at. i t.h..a pl lity of . nor
Cechnol gt uC AR HpBEERE! E foall byl 8 ke sl BEDLY . (R
Menory seyppeprste valdes omp diret applicotmdiabl¢ wecnsreribatthereragispeptlicationt enf orces t he

15 appr opii Ak &Pkt SRR R dPTREdsChar act eri stics for each het erogeneous
menory type. i\ menory partiti'on control logic is progranmed with the

requi fed partiti odicprdingieeaethes pengctwf the invarsien,shy Moy SnsgRBet onpgeneous

MENDry i Nuhet8lionk RAbmédRfeouAGRGL BAIE, SHBIR Y FERNAMBSnr) dRic¥abati |l e, _
menory technol ogies, as desired.

o o oL O 2k omradl) siomLd ecniglsdes, e de
further freadonyw eshmhgdicsduenbageasilgfaohiielatiic aae prograny eniapo@OM) | | be obt ai ned
B i cf Dedlrop PO (e BRGSOty RSkt R Ao B T agr am.
i | | ust atappropriatesiorrgipendirigi werdery Fhargatepisiss Somepcl ibetgrogeneovs uodmoms a smart card,
that inclyjdesy & MBI PRRA T is oihmindd wif £ ré@R&Sattinbiing he Present
' nvent! Ogésociated with each portion of the homogeneous memory in order that the

homogenous memory behaves like volatile, non-volatile and program storage

(OTPROM) memory technologies, as desired.

20 A more complete understanding of the present invention, as well as
further features and advantages of the present invention, will be obtained by reference

to the following detailed description and drawings.

scription of the Drawj
25 FIG. 1 is a schematic block diagram illustrating a single-chip data
processing circuit, such as a smart card, that inclndes @ memory rnanagement unit in
accordance with the present invention;
FIG. 2 is a schematic block diagram of an exemplary hardware-
implementation of the memoery management unit of FIG. 1;
30 FIG. 3 is 2 sample tablc from the exemplary application table of FIG. 2;
and
FIG. 4 is a schematic block diagram illustrating the memory partition
control logic of FIG. 2.
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FIG 2 is a schematic block diagramof an exenplary hardwar e-
i mpl énent ati on of the nmenory nmanagenent unit of FIG 1; FIG 3 is n&l e
table fromthe exenplary application table of FIG 2; and FIG24 |T’B"-\Pa2 t

sche i | ock diagramillustrating the nmenory control |ogic of
FIG ”g;‘”?"z?%’f 9 MAR 2001 WD 01/ 29672 PCT/ usoomuﬁ'?r&{ 2d Description
FIG 1| illustrates a single-chip data processing circui t 100, such as a

smart card, that includes a m croprocessor care 110, nenory devices 120,
130 and aﬁwnagemnt unit 200 that interfaces between the

M croprocessor ~cor 10 and the nenory devices 120, 130 for nmenory access
operations. |n accifidnlustatps: singhechipdaias pragessing eireuit 490, sedliees wenor y

managenentmdsiatd, #@0intlhdes RAilrbirb@Rer RrNAODEGREP UsvicelBIT 130 H@Ui Ce to achi eve
het er ogeneous nenory charact er| StICS for various regions of the nenory

devi ce? affemew ppndegde put 00 fepaeacatbepyres wp pré%ﬁs?féa?|1%§dexecutl ng in

tEe 10 mhme?ﬁmﬁ@equ ]Q@,rle{)i'&(}neilﬁrypefc@@&_ lﬁfaﬂmgedn Eﬁéﬂiegrﬁe nvﬁmges IIt I's ant ed

t hat each_of t eatures are in ent., an e selectively

and separgfséﬁ/mﬁ‘?g?neﬁ@n‘f’%"d‘wﬁmf“f?@m“ﬁé‘%%&ﬁgﬁ%@?%ﬁth%% *350, as woul d be

appar ent memay poics tnacbievetheatrageneyus Sieimbty. chdricteriagid iférivadnus wiohsoft he pr esent

| nvent | ons Sy dHER Sl el Wi of R AMHIARIT eentnd T 08" °5S ot o be

15 appér enicropryodssoseqrs bid t@ﬂreéﬁtqzimmmyenmu tanges it is haedthat eaﬁA@ﬁﬂ}GSdi ng to a

feature ofutligrd aﬁsﬁaﬁmam@m.h% sélé?:ﬁvdisee{ﬁ@ Sdural B ADEHTER ikt 200,

di scussed further below. in conjunction wt 2, |rrposes firewalls

bet ween BT BEfageacnbpmt %Qﬂésé"[?yldﬁéf‘ﬂ??{eét tﬁéPEﬁ?@i’r‘g ofdifeetekHl- Jarti ti oni ng of

t he menoraditdd) while @@ ﬁ&ltllﬁ\%hﬁdﬂﬂs Hﬁ.&rakddﬁhta%ﬁaﬁ@ﬁﬁ&%vﬁdﬂm@rm #ea predeternined

menory 20 r E usse g bel ow, .t he mermré n@ agenent unit 200

per f orms P WﬁgPV“tg’&d?"@ ¢ @h@él@f%é’ 23 BIReeFsinBo STl (5 ¥ QUL B a5ed on

user-s&pe(apiaarﬂdmrmpbmndordem@em anot her feature of the invention, the
menory management 6}6&1&111%% P' RYhL Cor tn?’élo pfé?egif %{ ﬁ&odmtﬂeesminﬁ’c{wt he

m cr opr ocessor secure kerne rogranmer can access all

resource@&ﬂgemhlé wte \20@ edisepsaqdyfithey belew deaniunctizg valnkIGoP, impesesin appl i cation

nmode, t heir R bitwiR PaIRERAL aﬁm&e@,%nﬁlfseuaﬁikv%%ﬁe&wpm&omghf merory addr ess

used by the softv]\%re creatar jnto ?/SI cal address allocated
the memory. Thus, an application has lumted access (o only a predetermined memory

20 range. As discussed further below, the memory management uonit 200 performs
memory address checking and translates addresses based on user-specified criteria.
According to another feature of the invention, the memory management
unit 200 provides two operating modes for the microprocessor 110. In a secure kernel
mode, the programmer can access all resources of the device including hardware
25 control. In an application mode, the memory management unit 200 translates the
virtual memory address used by the software creator into the physical address allocated
to the application by the operating system in a secure keriel mode during installation.
The present invention also ensures that an application does not access memory outside
of the memory mapped to the application by the software when in secure kemel mode.
30 Any illegal memory accesses attempted by ap application will canse a trap, and in one
embodiment, the memory managernent unit 200 restarts the microprocessor 110 in a
secure kernel mode, optionally setting flags fo permit a system programmer to

implement an appropriate mechantsm to deal with the exception.
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to the application by the operating systemin a secure kernel node during
‘installation. The present invention also ensures that an appggqﬂhgnzqaqes
not access nenory outside of the nmenory mapped to the applic y

sof t wayaen i n secure kernel node. 30 Any il | epdiosmedesy accesses
attenpted by an application will cause a trap, and in one enbodinment, the
menory managenent uplt 200 I’%%[ a,[rt%l}1 nﬁﬁéﬁ'x?an rﬁ)c% 0snle(.)r. 10..n a secure
kernel node, optiona Iy PSSR eP ags 0 permP 578 S'F‘%grarmer to

i npl emsntth%mmdppai@psncaﬁelmmpmrormmwaie swut:ty dfldxe seg epd,ibopn. -5 2 9 MAR
2004 VIO Q1G9 e T LSOO/ 2Rk B gl SUfERELAN 15 1 dent fied
if an application is wit eaCC| nta specirfic intention of
conpr om YRR thechipy {The memory Fanagament ugin 39, 1“11353 *heaﬁéﬁlés%antg thet or ed dat a,

code 0§ Qmo&a:alpmgkaa{ $028 atd BraRdab VAK L oth& refaqhae%&dwmlt&hhﬂm the operation
of the chj menory managenent unit 200 limts the application to the 5

al | ocat edh‘bf‘ﬂﬁ'&j?“ﬁﬂ‘f E‘?de%agé‘ﬁﬁi “Ha?%‘“‘a'i‘eé'%fé ma%ﬁ&’ih E Hisgel uBram diae B0y esul t i n
t er m nat irdde.0OThus} daeh apppdaticrait iselateaﬁdnfah ager d@glldahﬁls SBChbrdvakednael that such an

ot her - apatd EAPE SRED S PR iR o R Rl iR rendy 20, 2 ¢ Trom &l

i mpl enentseuritynmopkpaises aaqspdawattrllomtacmmhattﬁr@ppmgsomre eeedled, the security

nmechanj sm acts as r 0 e errors. 10
iy fkﬁﬁ&&ﬁgw sl &aaﬁ%@ i brbseht” ROREGY R L&Mﬁ&e

According to a fu eature o e present invention menory
rMRnage e AFENRETIEnt 20 200 parttionnh BormpeprsAsRIRRasY devissnwel axraIFRAM such as an

FERAM  nexdioly di@ié, 4@ achteRe ﬁ&aaégee{eeuméxﬁdrpmeﬂﬁwmmmw dafdeh@gt eristics
normal | y associ ted with a plurality of nory technol ogi es, such as

vol ati | e, "RV ’%t"f P’é‘“&‘ﬁd“ﬁi“ﬂ‘bﬁ“ﬁrﬁ“" FoYlRiEe ?(d%laqlﬁsi‘ﬁﬁ‘ %FO%%nents. Once
partiti onetige (REM)BERGY sSFEAEE ORIBE paiiﬂicﬁledl%ﬁﬁﬂn@ﬁﬁﬁﬁig&ﬁmi kit appr opri at e
correspo haracteristi each t.er ogeneous nmenory type.
FI G ?Op?g(%n%ie‘s a %ghéé’ﬁafm C b OCR™ ngggnaeﬁl]ma'f c%ﬁﬁacgex:tﬁ’f)lg’f:y far dwar e-

i npl enmenthettrogmeays memerywror y managenent unit 200. As previously indicated,

the merory manageieeatonsiil s &3t bioPRlikdidsh O AcipRGRRAGANS MeMOry devi ce

to achi eve 20 hetero'geneous MEMDry characteristics {or various regions of
the nmenoifPitRapiaien ohle mempry)msnagement 4k 298 dsprayfouly dndigpeddheappl i cat i ons

exec uti ngaemarytnhhaagamemm QOAH Patisid b Rorhdddndolds m&ﬁ@ﬁﬁéﬁem NBRvdTENDI Y T anges.
wn,in FIG and |scusse further. bel)g‘\lﬁl dnl{unct on with FIG 4,
the noPE}"‘H%FH%P&% FERETY & ?’i‘“%‘tf‘ CRTRYE Seslpns gt gigmpry device, an

(ii) restricts access of installed applications exccuting in the microprocessor core 110 to
predetermined memory ranges. As shown in FIG. 2 and discussed further below in
conjunction with FIG. 4, the memory management unit 200 includes a section for
memory parfition control logic 400. Generally, the memary partition control logic 400
25 is programmed with the required partitioning associated with each portion of the
homogeneous memory in order that the homogenous memory behaves like volatile,
non-volatile and program storage (OTPROM} memory technologies, as desired, An
application would normally b #llocated different memory areas for code and data, and
the data area can be further divided inio a volatile portion, for scratchpad operations,

30  and non-volatile storage arcas.
In addition, the memory management unit 200 inchudes an application
table 300, discussed further below in conjunction with FIG. 3. Generally, the
application table 300 records the memory demands of each application that is instailed
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menory partition control |ogic 400. Generally, the menory partition control
"logic 400 25 is programmed with the required partitioning assogi gtﬁﬂRv@uﬂh
each portion of the honpgeneous nenory in order that the honpgenous nenory

behayes |ike volatile, non-volatile and programshauafs;s( OTPROM nmenory
t echio) 6’69 'ézs as desired, An application woul drgnor Wy be al |l ocat ed
different nenory areas f or code and data, and the data area can be further
di vi ded ionths singlesbatdatagrqsessing eirpuit e @epmrvp@damtmmhsﬁﬁo 30 and

non- vol atiidigies B AdfaR! %RFvolkile addi hhofitm bR REREKONRABRMTN! uni t 200
i ncl udes an_appl i catl on e 300, di scusse% further "bel ow in conjunction

With FI Greagirenmsaliedfagarhy aPI’(“FPé‘““ ap'%'FlaE@th‘Eﬂ‘? 2B 380 Ip@enertedr sthehe nenory
demands  GicreR6dassaPPI0l Witthiopétatingdh al sBenkdBdrdtl hifdk, 26 efchSppliiRic094 W01/ 29672

PCT/ US00/.41243 he .si.ngl e-chi p data processing ci rcw t 100. For exanpl e,
the appl i“@?ﬁ‘?donep%l%i’r@ds%@gtef i E%f"@g“"f IR HEH) B, PROARIEIGPi | e and program
storage @EOERROM nmenory requirenments of each appl i cation. The application

Labl e 300 15 genepaled. DYokf. TLALEPLIRCRAR sk Gubich BPELRTI NG 1 2

secure kernel nodé, as e on IS € kernel
al | ocat egmﬂlm&loap{s’wms rhammnafnmnygeaméa@tﬂ@ﬂ digwh iripi ? eat owhthe program Once

the appr g 4l &8 TR 2 S22 BHE2BC Gtk 3631k DePApfbprigPP! | cat i on

program the menory managenent unit 200 shown in can load the [limt
and of’f s&tiues dis the ragplizaipn 2aic 3¢ - czwe that e gaecuiinepplisgtion,piin t he

appropri aéc@ssgsoché/&ésigﬁﬁedfxﬂflﬁﬂﬁ hﬁatﬁﬁé?'drﬁl@-ﬁﬁllﬁ(rjﬂwtrﬂ@ﬁ&y Sg&ete@ex@raﬁlur e that the
executing_ application on ac es the designate ocati ons,
Gener al | 300 ﬁ’%& BP9 éﬁ%‘ﬁﬁﬁ Ciﬁ‘ﬁl"tsmgfb‘b? Icﬁlﬁgﬁtgﬁgg‘;m}f‘é addr ess

checki ngtralargaddrssch tonth bbsoleginsineryad@ed udzthaoitket egigers 4B, addresses to an
absol ut e Menory SHURRRS  FaReul 18R BANASBRLRLS o 2Anp R, L1 addi tion to

restricti Nng access |'T cati on§ execu 15
m cr dfr oewmcc%@rcerellﬂg e erem@e(bmﬁh%dm@nﬁm ynwng@@agqnmt menory

managenentic 206Nido &0l meksreanéwehq&e ARG G8REy REkUPERdYay/i rtual menory
address used by the software p Oﬁ% a&g the hysi cal , addr ess
al | ocat etPTFaret FeSTH PRI 'B‘&ttp‘bﬁhyﬁﬂ‘/'alt "522%1@? i Aghes srpliggtion Y dbsecure ker nel

node, bebgefating byshanihSa Gcare kxRt uioﬂe)rbefoa: ithandsagvpd exeadtioanoamde. It is noted
(hat uheloBLogt AR 10y bl Lol GubbueCol Bl gER  @ soTtvere
20  microprocessor, a software programmer starts with a code space starting at an address
of 0, and 2 data space starting at an address of 0. Furthermore, the size of the code and
data space is a variable corresponding ta the required resource of a given application.
Again, the application has the appropriate volatile, non-volatile and
program storage (OTPROM) memory allocations that are manslated and checked by the
25 memory management unit 200, in a manner described below, such that attempts to
access memory outside the designated memory area will result in the application being
terminated. The kernel will be restarted and the offending trapped access, being stored
for interrogation by the kernel.
The hardware memory-mapping scheme and out of area protection
30  hardware mechanism is shown in FIG. 2. In the illustrative 8051 microprocessor, only
one application is active at any time, so only one set of mapping logic is required, as
shown in FIG. 2. Thus, the microprocessor core 110 must implement context switching

in a multi-function environment, as would be apparent o a person of ordinary skill. As
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of 0, and a data space starting at an address of 0. Furthernore, the size
of the code and data space is a variable corresponding to the requi req1
resource of a given application. Again, the application has th§ ¥ir 8&&’ ate
vol at{L e, nsaQn-vol atile and program storage (OTPREMsigR{¥Y Y al | ocations
that are transl ated and checked by the 23 nenory managenent unit 200, in a
manner descri bed bel ow, such that attenpts to access nenory outside the
desi gnat eBevEi pdisgtedathfimemoygagpgement yni 200, msludesar paimefimingsd t er ni nat ed.
The Ker nebffséi legisthe shedSh aetr@sbnEbo2BE 200-b2NRkRivel,2RP6LL 8emB§S. being stored
for int err‘%%altl 018 bQ' t he lléer nel . The hardwar.e nmenory-mappi ng schene and out
of area pPFEPRIREY B s meged Py ths PEmAR SRMSFAH PU Down in FIG 2. In the
illustrative 8051 Befws apupplicesmdy star@d) e assotistedipprhorg adqlitdmens aRCt | ve at any
time, so ne set of .mappi logic is required, as. shgwn in FIG 2.
Thus,  § he' et a e tenSres G RRE Dobyty H rle sl VoS RRE B t ching i 1 a
mul ti - f unisrmiebmoden Vhe assnediet memeryvweqrirendne @ploaded ntto tle carrgpoimg of ordi nary

skil'l. ASiigifand ofudVR -SL%Q%%? /529672 PCTI USOCQ 41243 previously indicated,
the menory nmanagenefit unit 200 includes a pair of limt and offset

regi sters, such adhberpaiter, dfi kemel loads 3 cpdpappicptiopaifet fegisgteeORel y, for each
menory  teohnekeaddtd 3t whee BRRIGHDM oSl <8R B idrcd R IRERBAE Ahe UNi t 200.
Before_a apgth.l?c‘aqtdo is started, the assgciated nenory requirenents are 5
retri &edFPOHft ésa%%pﬂd&am'a iop ettty (bR 0 Wikl sze pletiat i ng system
runni ng iapplicon ckdrspek. Siodlerly, hheangaechabaitingdm® & plotiesfmaRAENt S are | oaded
into the gorr in LMt an ff.set reqgisters 230-232, 240-242.

Ther eaf t ev(r‘;h,oget %%pgggenséﬁ“ Io}(‘) h smfﬁgp?:og%éhea"ﬁgf'ﬁc i"SRVEFYE Py st er (COR)

240 wi t h alpated thotha opplivitionh dhe, thi beragd pailsothe danlipit ogisgm(IRJE@3I1 s stored in
menory. ; S | i No] Lmt register (CLR)
230 wi t h-[{lﬁléh e;s?zg é%?%‘%@%g%#@gﬁ%nﬂ%g%e? %gic%éﬁ SQ%H’)FI ?Igjr%i%&t he data space
can b¥ ddhq iaeptedsvolptils mmmenis lpadpebinip the wplesile daty Pwitiregistd VBLR) of t he si zes of

bot h t he 29Blaad ik Basd Alire3O Rt Qbed fbrl the SRAFBM memdty (R@@I&@ﬁloi&d hmﬁt ha'toﬁl icati On]-c
W e slze O

Thus, the kernel |ogads the data |im¢t. register 231
t he dat a%l"p"g[?glecjbtﬁf’ﬁs"‘f F?é‘s"\?’b@qqﬁ)é“anhm?\lg'nmﬁg?sﬁtaé s AL The size of 15
t he al | ocat-edhatiobtaize EERRONL) \illécated aathe dpplindtion tif) doadted iafoi thenétat a 11 m t

regi ster base address to be used for the scratchpad
Sl

menory ( the volatile data of fset register (VDOR) 241.
Fi nal®y, the baselnaudimplementatin thesmendnp protection mechanism checks the

virtual memory addresses assigned by the programmer, as opposed to the absolute
addresses allocated by the kernel. Thus, the illegal access mechanism is simplified, as
an illegat memory access is identified when an access i5 made to a location having a
virtual address that is greater than the value contained i the appropriate limit register.

25  Thus, as shown in FIG. 2, the memory management unit 200 contains comparators 250,
255 for comparing the virtual address issued by the microprocessor core 210, to the
valuc contained in the appropriate limit register 230-232. If the application is
attempting an unauthorized memory access, the comresponding comparator 250, 255
will sct an out-of-bounds trap.

0 If the application is attempling an authorized memory access, the
corresponding comparator 250, 255 will enable the sppropriate offset register 240-242,
and the value from the offset register will be added by an adder 260 to the virtual

address issped by the microprocessor core 210. [n one preferred implementation, the
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non-vol atile storage (EEPROV) allocated to the application is |loaded into
‘the non volatile offset register (NVOR) 242. 20 In one inpl e@tﬁi 04t he
menory protection nechani smchecks the virtual nenory addres AS ic@ned
by the programmer, as opposed to the absolute agg}(fﬁé’ﬁ 42l located by the
ker n@YQO0I2PdE, the illegal access mechanismis si I'f1ed, as an illegal
menory access is identified when an access is made to a | ocation having a
virtual agglaesstkhadisis 2 PraalBo-20han tcvempailtire 260 diSadrabikidated t he appropri ate
limt register. 25 Thus shown in Fl 2..th managenent unit 200
cont ai ns%@mﬂfzﬂ}py’rﬁ%ﬁﬁ%ﬁgggﬁmgrﬁﬁ%%rqhﬁ%ca{sf‘ncgm{ﬁ %ﬁ%l address issued by
t he ni croprocessoFIGar dlhidtfss e cxévaplary adpplisacaantalicnd® that steees appropri at e
limt reqj : - . - |4 bQR: i unaut hori zed
HiSrifiortR Lach Ibprichdlon S BNEPR! hEBeleOflip! ua GRoLEHPLA 161

menory access, espon ~conparat or ) sot an
out - of5 boustnding theayemogOdeiandsof eash jristalegtapplivation. &sskamin §E-anthaut hori zed

memory a%?;ﬁnsﬁm t8fle 0" MARRAN M YoleQEPAREilc2 28l pldzmnistoagenabl e t he
appropriate of f set regi ster 240-242, ~and the lﬁigl ue tb[o%t he of f set
regi st er (ATFPROMLmempme FraHiFmsAs §HHe aPPBLe Lhe arrbiratiop fable A GPEss i ssued by

the m cr gpLAGRARI Y teOnhRroghblsssdr N1®Raefpelitiy ad setupd kerpimaié,an, the -8 2 9

?1R 200k. IVO 01129672 3500141243 | imt and offset i sters 230-232,
240- 242 571 FREAEG D 4Pal Tspmebus i by grPRle Rk R D N
t anpett r eschapiitioh popraml ogi es to precl ude physical security attack. FIG 3

ilustrates an exenpl ary . L Cadl I OLRF 451 NfOrmation on
each application ?%g;?pﬂ'?agglpg%ket ﬁdg %@H‘éﬁg-agﬂ%%%%g?g&g?%béfs_iaﬁg circuit 100,
5 i ncl udireegrds ReS-hineacl asterisetivillpp diffeednt prpleadipr cHorafph PRPHENIBH. As shown in
FIG 3, thg:appl de?ﬁizb%e iphtBon@Be BikhQade® e bike a@babi bRee iON- Vol atil e and
program storage (OTP . menory requirepents of lgj;;lch.ap cation. The
appl i cat #BRkcIUgR | PEPSZTD 9K IS SBE’dg‘Eﬁ’éﬁngﬂe&“ t RBERPEPBpTBc¥sSor 110 when
oper ajsi N@pdlidatidn S&S WpRe ieieiis B290ES30,a&pectdanh Iaphiiicnathe epplicaion nst al | ed. The
kernel all es. t he appropri.gte nmenor. plication
progr am @ﬁéﬁéﬂ‘ﬁ?“ésa‘{“i ‘gﬁ[ ¥ ebquwgt%”r%[%t@?%?gaﬁloa%% ?‘t@ 3&%‘?{) records, such
as I ecomatbnod0bledlE Siemer) With dwoizk oftteckliptarsd velale mewprystoredppfisieat i on.  For each
appl i cat g gl &?J‘&dfd&aﬁfor i shiafRhfia 3ot (RAMARR lFetad4s OfhatiBdbae 300 i ncl udes
drﬁ ess 0 ere the

t he base a | agg})l_cat I Qn ‘program code js stored in
menory, adiess K nopivelaitlp SAEEh EEFROA gt recprded in field 350. As previously

20 indicated, when an application becomes active, each of the corresponding memory
range values from fields 325 through 350 are retrieved and loaded into the appropriate
limit and offset registers 230-232, 240-242, respectively.

FIG. 4 illustrates the memory partition control logic 400 for a
homogencous memory array 450. As previously indicated, the memory partition

25 control logic 400 contains Tegisters associated with each portion of the homogeneous
memory in order that the homogenous memory behaves like volatile, non-volatile and
program storage (OTPROM) memory technologies, as desired. An application would
normally be allocated different memory areas for code and data, and the data area can
be further divided into a volatile portion, for scratchpad operations, and non-volatile

30  storage areas. FERAM is inherently a non-volatile array. In other words, FERAM can
be changed many times and holds the last written valuc, even when powered down, in a
manner similar to EEPROM. Thus, it is unnecessary to force EEPROM-behavior onto

the FERAM to achieve a non-voiatile array,
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15 application code space in fields 325 and 330, respectively. In addition,
the application table 300 indicates the total size of the dat a%\/l%ppaﬁﬁhizméi
field 335 (sum of both the volatile and non-volatile nmenory), W e
size of the allocated volatile nmenory stored in field 340, the base

addr e¥'® 0@#7% he scratchpad nenory (RAM in fiel d PSTBISMM3t he base address
for non-volatile storage (EEPROM is recorded in field 350. As previously

20 i ndi cat ed, V\henTararea@raI»ioﬁaJteiaﬂﬁy BAGORE soraedidikErEFEAE R, ke correspondi ng
menory &#}i i1e| ds 325 through 350 are retrieved and | oaded
into the 5‘% ’S PRI L TBIEr e tritng TSt spch asidigssp apusingad). 242

respect i véloyk erﬁb Gatude Hulld itte theatrethdt hateﬁa'mmnpaddrrdsieb trpacQéll TRd | ogi ¢ 400 for

a honoge ey ndi cat ed, t.he nenor
partiti gnpﬁ% 'g%{m o%?%dsigeoupg%rnatn :ioﬁ‘?r ?fé‘g? étth e’ﬁ%é‘&’ﬁ%f"é‘ﬁ Wi th gach
porti oA ofborldéchisnbigenebils amandiinilily, oraere than gk codeds ivomaigenioys menory
behaves 1} kei\ihigt hdsSo b@BFbe&'Qxlt@FhF n%m@ﬂ%ago&%}%p éatnalﬁ 96 (4B PROV  memory

t echnol ogi es, as desired i catiron “beal | ocat ed
di f f er ent #PenBivylogh-wrs GP’@'%‘%&%P@ 4&%&6@&% the wpet ﬂpﬁéo\’(mthamaroéahecan be further

di vi ded i mbMord rangd dhtishahidRhdve G rJ mﬁ&ﬁﬁk@hﬂ@ﬁ\{fhﬁ&ﬁ&@' ons, and
non-vol atile 30 s"t\;?raﬁn% areas. M i s 1nherent a non- volatlle array. In

ot her words, FERAM& aB@‘“?f‘r?&ﬁ‘&éﬂhaﬁﬁFﬁ’? sﬁl"?ﬁé’?“%f’l"’&“ﬁb?‘ﬂ@ Heed ast written
val ue,1t evaeaswhtn hpovgenes atdomseed o helave ﬁamfppm;smm madnerl OhiFEMM  Thus, it is

unnecess havi gr ont o ERAM to ieve a

non- vol a?al( e\t'egrb %nggéie@qel\% o)) \Wﬂ% %5'&“243 To create a

Zgloatl I eoféitr Vfdz}lzlmmmqytmetqn@mghmba; |EE®rd:£ERﬁMtamna§'s§E5amﬁemrr cuitry 410,
is addgd, md Qhs I VAT 533'{ r using a

bl ock erase feature %H&%S 1|sntaoiéﬁ(t’i’h‘eeéugi%J atsmh@f)&a&&t es %agrrany addr esses

in par al | ¢ oo rFpjgual é#%éﬂﬂcqusrchwmrvmamhwen prebokaesl thiemappave and | ower

li mit$s ofuséde f@é@fai&dﬂﬂ&ﬂes&xhﬁly, TheSTARY sk RaMEnibh leth 8 ¥Quapi [ e array.
Simlarly, _to ensure t the ,code is not witten to, _.a wite inhibit has

to be forCRECEYEeIIrE RO dpirpd 58 (U5 Foflt RS, Or e 2BRTicgiomPy 420,  440.
The | ock-pravidtehecipplivatdnrfiondi2élifyidd 8s ¢ode orvdase phentidppRfiovandndigaer |inmts of the

menory r%ﬂ@?ﬁﬂEMeaﬁ%%%ugeaQ[geQ@Xﬁhi 851%5 p;ogram storage (OTPROM mam)ryloo:lce

the application's een se t he secure kernel, defined
areas of the hormg'éﬂmcaésmr B:ﬁlNhWStdgﬁrbélbawmﬂersﬂmddppwwme ate manner.

Thi s gan cﬂﬁlm‘ya@jﬁ' ei“ﬁﬂ]:aliw I‘.Hgae%é RPadihfio WASRe chgl'ltﬁl %'Mldt!ﬂ:ethéane menory

definitions, used to
physical address Iocauon wuhm the FERAM memory array and the size of the

allocated memory. The block erase logic 410, when activated, is constrained by the
erase circuitry 430 to erase the predefined area. The same principle is used to obtain
OTP characteristics. OTP partitioning is defined by the lock-write circuitry 440, which
25  allocates an area of the same memory array once paramnetets ate loaded. The lock write
logic 420 removes the write capability for the area defined in the Jock-write circuitry
440 giving the arca the same characteristics as OTP memory.
It is to be understood that the embodiments and variations shown and
described hercin arc merely illustrative of the principles of this invention and that
30 various modifications may bc implemented by those skilled in the art without departing

from the scope and spirit of the invention.
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the volatile nmenory area for applications. Before an application is started
(or after or both), the erase nechanismis enabled, ensuring that an
application when started can see no residual values |left over by a
previous application or the kernel, that may have 15 used the @eSipgAaRt 24
bl ock. Simlarly, the sanme sinple nechanismcan be used to enforce a
write-lock on the area designated as the code space for the application to
prevent the application fromnodifying its code to cause potential unknown
conditions and hence revealing secure aspects of the device. The
application RAM area is defined by paraneters |oaded into erase 20
circuitry 430. Typically, the value |oaded into the erase circuitry 430
mould“@é“%ﬂ@meﬁﬁy3|cal address location within the FERAM nenory array and
the s al | ocat ed The bl ock erase | ogic 410, when

activ ted I‘S"Sg'ééﬂ'gtd?tglp °é°85%">9 Ct'rﬁetyco'?p"%' Fcircui try 430 to erase the

predefi ned BoEisor ttexe@iiRy R ik %gpphccat,&ged to obtain OIP characteristics.
orp partltégmm@ﬁngﬁ5q@ﬁbﬂegvgy ock-write circuitry 440, which Z.5

al | ocat es &ameéid@@ rodnabéreert aumi mermrpertmbmg/ saldcrRomeasREer s are | oaded. The
| ock wri t emethagidevié@ Gor eambvefssdid @luvalityt & appfiationsi toyadh@vet he area defined in
t he | ock- wnemery charedi¢ristis assainted withrypltraly meantteehnglogies. char act eri stics as
OTP nenor yinclyding g V?let"e@qmme@hrtstmyttuhtecerﬁeg é‘?ﬁﬁ?ﬂh r?éﬁ@'@ and vari ations
shown and “H@?@WﬁbéquQ? W’a ?EW 9GSt aemoE Pt he principles of
this i nvenfi6Hd ("kgg §§§ fbe inpl enented by

t hose ski Igha gte orag%tz@g% ougw\ﬁe t’peco scope and spirit of
t he invention. i's clalned |s 1. A single-chip data
processi ng CIFCUIt, conprising: a processor for executing a plurality of
appl izat i oT singhe-dhpRxge preossingeinauit \bf clgi T &vhe@mCkall M@A®YY nManagenment unit
for (i) patethrbiogias noclsizi d redogdnecory eohoolygydedth denittdr each of said
plurality wégrappbiigati ons to achieve nenory characteristics associated

with a plurality menory technologies including a volatile nmenory
technology | rec d|n for ea @ |ications a range for an
aSS|d%ed Ak gyﬁ ﬁWr @ﬁ@l § Pg"Lhch of said

echno s mcl on-v ati emo ech ¥
partitions, ||| eh or ¢l ng nmeno acter|st|cs for a heterogeneous

menory type correspondlng to each of sald partitions for each of said

appl ig£at i o single-chip data processing circuit of claim 1, wherein said memory
management unit includes block erase logic fo achieve volatile memory
characteristics.

5. The single-chip data processing circuit of claim 1, wherein said memory
management unit includes lock-write erase logic to achieve, memory
characteristics with limited programmability.

6. A method for partitioning a homogenecus memory device to achieve
heterogeneous memory characteristics for various regions of the
memory device for a plurality of applications, comprising the steps of:

Partitioning said homogeneous memory device to achieve memory
characteristics associated with a plurality of memory technologies,
including a volatile memory technology;

recording for each of said applications a range for an assigned
heterogeneous memory type corresponding to each of said partitions;
and

enforcing memory characteristics for a heterogeneous memory type
corresponding to each of said partitions for each of said applications.

7. The method of claim 6, wherein said memory technologies include a
read only memory technology with limited programmability.

11



2. The single-chip data processing circuit of claim1, wherein said nmenory
technol ogies include a read only nenory technology with limted
programmbility. 3. The single-chip data processing circuit of c2& MAR 2004
wherein said menory technol ogies include a non-volatile menory technol ogy.
4. The single-chip data processing circuit of claim11, wherein said nenory
managenent unit includes block erase logic to achieve volatile nenory
characteristics. 5. The single-chip data processing circuit of claiml,
wherein said menory managenent unit includes |lock-wite erase logic to
achieve, nmenory characteristics wwth [imted programmability. 6. A nethod
for partitioning a honbgeneous nenDry device to achieve het er ogeneous
menory cha act er gtl%% f%rw arhqgs qe es JRrory device for a
plurality ;E1ﬁﬂﬂg d Qﬁh E%Ebrlgl e %T%&% Pg a?tltlonlng sai d
honbgeneous nenory chi eve nenDry characteristics associ ated
with a plurality of nenDry technologies, including a volatile nmenory

t echnal ogyThd BeBsdlbMairh @ furieet ko@brisigi the &BPLI @aligangaritionange for an assi gned
het er ogenedfusaitremntogerieppe neomane sjeeingl i to gachieve avohtilef measrgd partitions; and
enf or ci ng ¢hemasteyistchar act eri stics for a heterogeneous nenory type
corresponding to each of said partitions for each of said applications. 7.

The hod of C in said nmenor echnolo ies include a read
only BENH P e e rt ?%;1% gwri 29 MAR 2004 8. The

net hod of era'on 'bn”f ertr't{éjln to?‘é’?'e e C? “"?tﬁ | ude a non-volatile

menory tec . The net hod of cIa|n16 further conprising the step of
erasing a partltlon of sai d honbgeneous nenory device to achieve volatile
menoryl. Cheesighs-¢Hid s prodddsing biecuitef Aigith Qfwhelemi gfidOmerhaty t her conpri sing the
step of presegtnag unt futtter coperiset aoestertorastqpiag bibbseomerhay achi eve menory

characteri gﬂdrees courgshoridingite e thcatipn oderenaedai-vojatie memory region
egins

12. The single-chip data processing circuit of claim 1, wherein said memory
management unit further comprises a register for storing a memory
address corresponding to a location where a non-volatile memory region
ends.

13. The single-chip data processing circuit of claim 1, wherein said memory
management unit further comprises a register for storing a base memory
address corresponding to a location where a volatie memory region
begins.

14. The single-chip data processing circuit of claim 1, wherein said memory
management unit further comprises a register for storing a memory
address corresponding {o a location where a volatile memory region
ends.

15. The method of claim 6, further comprising the step of storing a base
memory address corresponding to a location where a non-volatile
memory region begins.

16. The method of claim 6, further comprising the step of storing a memory
address corresponding to a location where a non-volatile memory region
ends.

17. The method of claim 6, further comprising the step of storing a base

memory address corresponding to a location where a volatile memery
region begins.
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11. The single-chip data processing circuit of claim1l1, wherein said nenory
management unit further conprises a register for storing a base nmenory
address corresponding to a | ocation where a non-volatile nmenory region
begi ns. 12. The single-chip data processing circuit of claim 2,3 Wk ei0f4
said nmenory nmanagenent unit further conprises a register for storing a
menory address corresponding to a |l ocation where a non-volatile nenory
region ends. 13. The single-chip data processing circuit of claima1,
wherein said nenory managenent unit further conprises a register for
storing a base nenory address corresponding to a location where a volatile
nennri % g he sin ?q a proceSS|ng circuit of claim
Fei E%E@fﬁﬁgs} S B B ol o o
storing a correspo Iocat oﬁ where a volatile
menory reglon ends 15. The met hod of cIa|n16, further conprising the step
of storing a base nenory address corresponding to a |ocation where a
non-vol atile nmenory region begins. 16. The nethod of claim6, further
conprising the step of storing a nmenory address corresponding to a
| ocati on where a non-vol atile nenory region ends. 17. The nmethod of claim
6, further conprising the step of storing a base nenory address
corresponding to a location where a volatile nenory region begins. 12 2 9
MAR 2004 18. The method of claim®6, further conprising the step of storing
a nenory address corresponding to a |location where a volatile nenory
region ends. 13
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