, TUe3eHE<""6LT/4 1 SECURED STORAGE METHCD OF ENCRYPTED DATA ON A PERSONAL
DI G TAL RECORDER The present applicatipn concerns the field of

recei vers/ decoders of conditional access services, particularly of
receivers that have a storage unit such as hard 5 disks. The technol ogi cal

evolution in the field of storage c | Ll t gnetic
di sks ( haSEGHWRED STORAGEMET ﬁ%@é%ﬁ’ﬂ%ﬁ?&éﬁ@@% deo

content to nmake it accessible (N r. Such receivers are known
with the brand ReplayTV or Ti @!)érﬁeﬁll'dﬂg?g?o%gﬁo storages of several tens

of hours Tofe Piegehtlipblicatim senaems Thesield of mosiversidecoders af opnditionalect | y
integrated in the receivers/decopders of 50{1€i ti onﬁl acces.g servi glﬁasr'
particul @Access sREVieas maricylary phreceivers Bt Ny 8; stP@gs YRt st AsdiiPhe
di sk, vvhioq makes it inpossible to collect the authors' royalties

€

assocl at Sc') the content in the case where the di sk would then be

dupl i cat 1 th 15 co reial  redi skl Qut u | ¥ a

di gi tal S'glﬁwteé:lh@\? ol esvﬂl{t@M {nh edﬁ%b%létg%rg%a%] ranssméﬁfggé% gé F ﬁed1=

recei ver ghi EGeatPdieRs i(Raky disks} Radenady i possitatto atorehtheusradadsted def i ne
the conditions for such a use. This encryption is carried out thanks to
control widefscoment tor makpdhaeaesstble offdg 8@ UBRfer val (typical |y between 5
and 30 seconds) so 20 as to dissuade fromany attack trying to recover such
a cont r olSwelr tecears tare knovei with the randbReplayTYe®rarpT ivEHB aftd BERRGSECcr ypt ed

by these control words he latter are. ' t of the
RO g R N AR e T
transm S%idirbmzé Qme*éﬁ?‘/lﬁﬁgrét@@ iAPReAdoRivaTy/aeesté6AS) conditibhal aecassi ty
nmodul e of the uSer unit. 25 In fact, the security operations, are perforned

in a secservigesinparticsieyly; Hbe dontepinisr stored ivvithows speeificoprofectiasy pnctied,
ted ipviol able. Thi ' [ : ' tl
o ogr at Sk R akes Ji MbdssiR 18 cdlfégy B BuifriCISERE bigfeiatedtly Cct 1Y

(ECV), thRePEesRMECINOTthe NEasd Olhered tA6CERR Wokild othend beediuplicatenh msth
verified in the security unit (SC). This right can 30 be adm nistered by
aut hdbi ssadromentialregdistriputian pump@sesoad such a right in the security unit
(SC). Oher possibilities are equally possible, such as the sending of
decrypt i dnvémsey, iTaadigitalt payntesévisibe dystem dbe idigital sireaantrapgpitteshia No

PCT/1B03/00916 . 2 In the fol|ow expl anation,..we wl e me
"event" flGFEYCEDIR @H?WB%ecﬁI’H@ ,er\glegt?%ag%o &4 ﬁ@%}&% ahg%gaqéglh a{?%ame, a
program f Q4 HEPIP SuER 3l udeS THIE ENBRPHOACIS UadiidW oliptHahks ko eontropibals of

4 M
control V\or(??, that 1s, wmth a k.eyeiyﬁat is only valid for_all or a part of
t he cont ethat afe Thanged abiat iegylasfinieseal dtypically ketwees 5 angda3baeeils) on t he

Fo adit nea kSirie Bobangatack BVisudopRei iR  PaRedtWar, "channel s of
o L Eh S edtyen B bR R SR RISBleh b el R e
words, the latter are sent to him/her independently of the stream in control
messages {(ECM) encrypted by a key specific to the transmission system
between the operating system (CAS) and the security module of the user unit.
25 In fact, the security operations are performed in a security unit (8C) that is
generally in the form of a smart card, reputed inviolable. This unit can either be

of a moveable type or directly integrated in the receiver.

During the decryption of a control message (ECM), the presence of the right to
access the considered stream is verified in the security unit (SC). This right can
30  be administered by authorisation messages (EMM) that load such a right in the
security unit (SC). Other possibilities are equally possible, such as the sending

of decryption keys.
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10 At.the sanme time, it is possible to define rights that are specific to
an event, such as a filmor a footballpmatch. The user can acquire this
right (purchase for exanple) and this event will be specifically

adm nistered by this right. This nethod is known as pay-per-view (PPV). A
control nessage (ECM does _not only contain the contyol ? . so the
| S condi tmémg‘?ll?rw"f'%i%m?é’ﬁf@ﬁi W&'ﬂ\“ﬁ ULSSQ%% name, Syent ef(’??laog@“gnt Stliaés,

recei ver/egoqedr | BPdatR! (a0gafte, d! r6graini Gbr WXapleptieatvis! |
verify if a (?ﬂg rt G%@B(@gﬁ@ to the (cogdi ti on? of access announced in the
message arerypted avcording lie tse dooimnymethiad ofrpentcanversis, Hiatdsi wihkevet ur ned

toth unit wh th [ ' it . Thi trol d i

cont ai nednPHSDI RN or Al R BARGIREMIT20 ancrypted by a transi sai on

k TK). F th ight to b t in.t | t Lt, it h b
cﬁgr ééd) b'?‘érachgﬂ{irlr‘&?rﬂgégfﬁrﬁef g&é@%@nl(‘ém ,eaﬁsﬂacgqr‘é?yorou”gg&rdrl'wﬁ a fgnsei s
general | yo Efiﬁ]ﬁ%fgﬁ ?fy @étﬂb{/})ﬁl:cﬁ%%ek%e'ﬁi@c‘ﬁﬁﬁﬁﬁ dllb@BttokSafi , rigscor di ng

to a known Tor sl on transm ssi o the three followi ng 25
el enent s gusecixted s ang draselecalytpangrhissioornthemnels ofithgisecevantsnand: allowshe

Contai i djogsar Ghaprn hepacsvents, & uARiabof e i an rebeRLl Rls B 9%

security é@u}i;ani{eturn t hese control words to the decoder unit. 30 In the
fol |l owi ng expfanat'i on, we will use the nane "system keys" for the set of

t he S i r Lor | t heo LML § Ve | ss to

the TPandaiie,Rafe Tine R (s piibib to) EHE RKEE (R B paticot B8 ST S0t

3 cont entsudhn?(§awn|]§nvwsr ﬁ%&tbew mtbbﬂTbé upeyc'alelaeqmrfe dinis right ypuncbase f?]f ’

transm ssion keys for decrypting the control nessages, (ECM. and,right keys

For decr ypamBle) rand: iyt SYASuloe (SRRTCAY TGO Ssa anty ST he

encrypte nt | tored i torage 5 unit such as a hard disk is
R Bl o PafiRiiod (RRV

acconpani east ontrol s ECM Due to the fact that the

decrypti op a posteriori r il arly
because of RAUOLHERsRRs GoMhBobr M RHC FaRafEiheSotrdl fOIE B BAES i
proposed édhditishsRs A HonkBl Wotd B 66 Zraneittdd tothd ieveiverfddcedet. Hauring
decryption of these nmessages in the security unit and Ehe re-enc%ﬁ{éon
bef ore 10thehdeeryptienyef dhe taeatrel sordg. ane yithiverty, If arkight agsociptad s the
robl em of t | ' A 1SS : t he
Cecur ry. crdians pFalidRatinciyiCeli M riate oY pretint i Bl Becttiy Bty
recorded gontent will one d e used. Furtherno f - nt al
Ful es of The et wgreb RS oal relditt i b boi B HaR o oriBenet " e,
uni t onl yphditibdleThisIBbStréXWokd is"cdrithmedaifa tbnirsl WiissapeoE@M ahahag these
rights do not exist if we consider a purchase per event. The right will be
acquizted eoncrypted byeadansmissiontkgy (EK» be done nuch later, when the user

decides to view this event. This docunment EP 0 912 052 does not solve the
pr obl em ofortiEesight to beepresght in the security unit, it has to be charged by a right

management message (EMM), which for security reasons is generally

encrypted by a different key namely the right key (RK).

According to a known form of pay television transmission, the three following

25 elements are necessary to decrypt the content at a given moment:
- the event encrypted by a plurality of control words
- the ECM control messages containing said control words

- the corresponding right stored in the security unit to return these control

words to the decoder unit.

30 In the following explanation, we will use the name “system keys” for the set of

the keys and information linked to the decryption keys allowing access to the
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20 as.at the nmonent of the purchase the right nmessage EMM has to be al ways
transmtted so that it is charged in tfie security unit. In this way, the
solution described in this docunment is only applicable for transmtted
events for which the right is already present in the security unit in order

t thori the d ti and..th - ti f ;

Coauthortce L Secuinlon e S UL el e iR R BT

right at f%P%eEﬁ@ﬁﬁb tﬂe 6&F&I%e9§a%&e(EC|%) & dight Kegs Tbr deeryptingothevar y
e nt “of t n f

bet ween t no e storage d 't he monment” o he operation of the
event by right messageAr{BMM). aspect is the suppl enentary charge required by
the security unit for this decryption and re-encryption. 30 The objective

of the pawb :ﬂin'gftb?khowcri\i |a{¢é%, meﬁmwmewonm;m tht isogtorgd imaeaterage
encrypted by control words | t hat  guarantees the access to s event
Tr ansbat iwnf sifch apahard digk 'ﬁcﬂ?&P"FP«ﬁr@dlaWSéﬂ &PPB“OII\WEF’@QEF%Bé%OMG 4
at whi chever nonment, even if certain keys of the system have changed for
security Demsothe fadtithabieedesryption agasaterier obihan EGM meRsages A B9 2an

event encr ed by.control words ' e LE. I t ect ed
to a SECLHI%Bt?nl]J’n rﬂeg%rl,y bl 5015:?}1% P%?n%éa@eﬂp év\?é'gﬁﬁ%?ﬁfé‘ F\g ’eggggt;
rights beydhsticPRt ﬁﬂd)p@geﬁ lin 1R6 dgeUR1Rint IS 0 @RS 06 ZGvhichldglutiort imppliesithiey
system keys (TK, RK), characterised in that it copgists in sijorlréq t he
encr ypt eclesrmliomatithase messaaes ibthegeaurteat 470 Be ferRGRHAN eI | n
stori i,n_the 0 t.t m keys (SK) encrypted by a predefined
Iocall%gefﬂgt%Q@@teiW%e&%?ﬁ'r#]@fam%f (SC%I. (10 ?n t hi gpway, %/he gtorage
unit contains all the elenents,that allo t i yen : i e hi s
event, at 'ﬁés‘gléﬁ'@ SPves her Biob n@a‘thﬁewggtérﬂgi %y“\%hggﬁgv\@isgs |l&nrﬂ( %gl p{f/f
def i ned. (ﬁ&ﬁ'@%ﬁig@aﬂ? fhize sbBY@Pt LA, aff Eie tibmeppesfatiemeocbra@r aithoof t he
ese

system keys, keys bei ng necessary for the decryption of the_control
messages knowingrif the rdeordedcentent avill osedday bedrmedk Eyrthermer) ang PEMEt from

h in th | f : i -
b edet | neiniBmigical RIS o e Sofity EPRCENE Rl Gittnte) pordila Be
Januarsy ansbrafft Sy if P fidits Bt hincthisedse) at iy vesy protsaide kieat these eights days

and another for odd days. This date indication is_incl E?ed in the .@t ent
and t hus ddachcexistail avé ©pnaider e puseitaseopen eyedth: yiiie rigat wibhibe 8eay!

rossages ST puchant U BEAGTE florbRiph U e sct e pE Y

The transgeasheksit. or keys (TK) that allow to decrypt the control
nessages (ECM) are changed at a regular interval. Furthernore, according to

the chos e’T‘hi%chfb et EP PH $708Lalded Mot Solvé tHOpRIIE® dfcactessde the sight he
right key or keys (RK) that are in charge of decrypti % the ri ggtwrressages

( EMV)20 W\easnad tthe ahomenttof the epurphasel 8 ighh essagrEMM das tonbg ahaysit i on
it is possible.to us r.e than pne, k t a transm ssion nessage
(ECM gr rgnee ﬁoﬁ'qqﬁdﬁtc‘"ﬁ&%@ 3%%9}"&%&& ng the encryption of tghe
systemkeys it is possible to create, .not .on a bl.ock cont al ni t
transmi ssifiiReydyaMie t%?qqrbﬂesﬁﬂé@ 'Bu{h'st \MCHWSISTPQ s?BP'i'W%.ffgfhe

I nternati goalnRalPBleBRbl St thdlpightl hif8ad\PBRsent in the security unit in

order to authorise the decryption and the re-encryption of the ECM.

25  There remains then a non-solved problem when we store events without having
the right at the moment of storage or when the conditions of decryption vary
between the moment of the storage and the moment of the operation of the
event by the user. Another aspect is the supplementary charge required by the

security unit for this decryption and re-encryption.

30 The objective of the present invention is to propose a storage method of an
event encrypted by control words (CW) that guarantees the access to this event
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5 encrypted by the local key, the first containing the transm ssion keys,
and the second containing the right keys. In this way, the solution
proposed by the present invention is to use a particular key (S1) that wll
never be changed and thus guarantees that years later it will 5 be possible

to access the encrypted event. | n a particul enbodi ment sessi gn key AS
i s gener &tadhichawenimprast. taves Serian ey ?fg{r@néyﬁﬁm”?‘ﬁé{és%r@rﬁdk s.

Besi de tr : ' he encrypted system keys, the security unit encrypt
t he sessi %@ﬁﬁgy.feégg? e | ocal key S1 and transfer it into the storage unit.

Thi s enbadi.nment present, th va ' ' for
heenoryts BRIeStvE e aeyeyes BY S SRR RuNEL6rod clphl Snchied BpLabe 100
of Ievel \prdsqEW) fr¥a rébsivengessdéraivéonnacted $ ansdayity wnitl(SKY, theseut ed
with a symretric algorlthmand the encryption of the I;(%islon key coul d be

execufed doptrel worde{EVE) and 4b9 masessaryaiighisibaing contained i MINAIENEH.
. ¢ : f t . .
et andhpetaass GO ENIM RruhEE 1] SbROEYs TR RRICAmGcRaRea T M |

t he syst ernkiy®ntiked irswringttheendwpted eveat andrtheicestroh mefssapes ¢bhivbnt |,

that is, the keys being used and the follow ng keys ready by the er of
changi ng IReg sstorage; Mait, @ng yeétprng, ndhe ﬁﬁﬁa%’er“'ﬁénm Pygtﬁﬂﬁ KeyEi key and

the 20 f i rd f i i key used for the
encrypti O”e%r’rt{)rfpt? ?ebytggh%%%gﬁgﬁciwﬁéﬁédb@qﬁg%? Cyﬁﬁﬁjhdelpfs?c)dri %/y unit of
each receiver/decoder, .,and a rtl r | | i iJahe
encryfti ceJH ﬁ&aﬁ‘éayc gﬁﬁosftf’farﬂﬁ uﬁgn%lrﬁéﬁhg ?Iﬂiﬁ{e%%'ﬂggfg {eHr?élr)@‘p?tg\?r?g att ﬁgjelglyst em
keys. 25 fhBfdnt & Riew? thidievenb &t Bes sameutirdergtiasantecmthe seruribethiabMasni ng
detail ed description that makes reference to the annexed figures that are

gi ven as initiabydefined.i ng exanple, namely: - Figure 1 illustrates a decoder
containing a storage unit, - Figure 2 illustrates the data that are stored
in the stActardingnta the3invEmdiode forthis (cEBRtion lof sttergoedof thersysiea Keyacei ves

and. compr636 Kevatigng Recarsan ok o ooy opfiut PRI BntQ mpSsiy gne ot 1O
Appl igat itﬂ%ir%é?ﬁ[éﬁ,@%ﬁf@é}%ﬁmﬁs 0988 idifsredt HoRNthdSé usée ire i notmakssages

ECM and the rig nessages E According to the inventjon, in such a

storage opamatofdhe receptiorcsystem. ilris catbesl peedafined berauset ¢an beed SEJHL but

does not resend themto t er Lt . Vinarlthl W

encrypts Qfﬁ@e)@g}a&ﬁrﬁéﬁeﬁqﬁtﬁg @@Bb’bfﬁ Sépﬁgygﬂ%%q@érgfroorl}ﬁé(S)TFHQ{HC?E/pt ed

Eyst em keyshralry;SevdrPofd kéy FhicesémIdge amd tanoftersfcsesdeidayey This date be a

ey specific to this decoder STB,t S?ECIfIC to a _group of decqders r a
20

singl e keipdicationlis inledert other eontent ang thurthe-adeqiate keymay be usediQ hani sm

I's inplengnted, J S i fact, it is not possible to
repl ace t %crxﬁﬁ @%i%lg&ﬁe@g%\ﬁebﬁw%ige o% ained in the group SK. In such a
case, the normal functioning of the decoder, wo er, S
cont ai _ned"\ hgﬁl@?‘ﬁ’r’%u?ysgﬂpﬁeapﬂﬁyt ﬁ%legﬁmppgdﬂﬁgi)ieﬁé@tyﬁ%ga%g éf%r ed in
a parti CUb@hnhegd Off Refol | mebSaddy SECMY 41l qrgeﬂatnes@agés S{EMRY. TEhe
i nformation. The security unit nust be capable of unfolding its (fwtlons
and of usftragsmission key or keys (TK) that allow to decrypt the control messages ECM)

are changed at a regular interval. Furthermore, according to the chosen type of

25  implementation, it is possible to change also the right key or keys (RK) that are

in charge of decrypting the right messages (EMM). We must point out here that

depending on the chosen implementation it is possible to use more than one

key to decrypt a transmission message (ECM) or to decrypt a right message

(EMM).

30 During the encryption of the system keys it is possible to create, not only a
block containing the transmission keys and the right keys, but two blocks
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different nenory zone where these past keys will be stored. Know ng that
one or the other of these system keys g£an change, according to an

enbodi ment of the invention, this group of keys SKis generated at a
regular 20 interval and stored in the storage unit HD. In one enbodi nent of

cont ent - ereRtgd thrihecipep| Ketnine: ok Femerieg dne dfArsaBRpl Keb§” eheGnecc

decoder), hokeyd he information of the nonment of changing
of keys, s\?e%gg(rafoa ﬁgaﬁgﬁzgp?pah (paddi ng) to the system keys 25 before

t he encr | . t | r t he
ey do HBihERe) A8 S2ikBor Abpobad 8IS Tresditifyritidr s (8 W3¥a peritane
enbodi mendeyqfs 1 hikat Wwitleméverrbe phamged bad tiusigearanteds shateyears Hatee it Wil
periodicity of change of the system keys, an information of validity

peri od, ri’@lB@SWett@&Cﬁés%Htﬁ?’b@WBWdoWg’]tne of the content itself (for
exanple frommnute 30 15 to mnute 18 of transm ssion of the cogte,nt) S
added t o lote padiculati emgbodineenth acsrasjan kay A ip gsreratne randemyy Aadithigs” valid

only for the. peri of valiqity.Trans | 0R,.Qfy .t 1O, ent
Appl i cat iKY %Péﬁ&ﬂf’s&@?'@’@g%g S)&*&?hkéﬁ%-sﬁﬁﬁbﬁh?g"%@ dh e pgd
associ at efstein ikeysafté sscdmpaeit driryitithensassioh kéy balthdildgaldeyf attandof t he
system keys that it hides. For what concerns the secret key S

pﬁssi bi | ittansferdt inte the stasage wnithEhisretnbodimanpsesentdhe agva *ﬁsé t@crﬁ%%n
Dbeaty . . ! . g
F o bd0apidifers Tt alrtfine oL e BehvpybARAnE AyBidnt kOB et LRAGEI Ref OF det

dest r oyedharti€ulaAg in tdrirpof sl siiseculitys Theyemarypiiers of the Histem leysnlibeof t he
access to the stored events and it.js inperative that thﬁ@Sestr.uction of a

securi ty axgcutashathn gt symmetic @lgarithm, astlythe sperypHiar £fi ey PesaiPy key
| naccessi ' Wit ; ific to a user, this
key can béy“gdeRé%é{egﬂ?ég’uwﬁg’@m%%&%%g [ sgit?@(/)ar! o#lﬁﬁﬁg security unit and

stored in the operating centre regarding the unique nunber of the unit. The
description of this nethod is not limted to the field of pay tel evision,

DU a0 kg Dalartr e Evbrubh i oo e heF 155 EhBBrl PR L

storage Qi RHinG" the" PIRSHTE_ROCbf #iTBAcrypted content, it is thus proposed to
store all the system keys that are active during the transmission of the content,
that is, the keys being used and the following keys ready by the order of
changing keys. So that the security unit has permanently the active key and the

20  future key.

For obvious security reasons, the local key used for the encryption of the
transmission key must be kept in the security unit of each receiver/decoder, and
a particular attention will be paid to the encryption means (algorithm, length of

the key) for encrypting the system keys.

25 The invention will be better understood thanks to the following detailed
description that makes reference to the annexed figures that are given as a

non-limiting example, namely:
- Figure 1 illustrates a decoder containing a storage unit,
- Figure 2 illustrates the data that are stored in the storing unit.

30 The decoder (STB) illustrated in Figure 1 receives input data in encrypted form.
These data are stored in the storage unit HD and comprise notably the
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-

According to another enbodiment of the invention, the encrypted content is
decrypted thanks to control words thatgare sent fromthe security unit to
t he decoder in encrypted form This configuration is described in the
docunment WD 20 99157901 and guarantees that these control words will not

serve for anot her decoder. The decrypti on of se ds . | out

di rect | y Gopsideged Ryt af%d the r@tﬁ‘?"@[ trﬁgﬁsqggsi ﬁgﬁ-aﬁaéo{tlﬁ 5‘8@'} E'%S@QF he

cont ent hen re-encrypting it with a key that is also supplied by the
security unit. The content is fromthen on stored in the 25 storage unit of

t he decoder_and is C ' | &S

confi gur qCSHdlgﬂotoi ﬁ%t ﬁ?@hﬁ%@ep%§8&e}ée%@%§¥)gﬁf&mqb?gsa%&gg{]gﬁgr%cnot

out put t eqegdivé§ehs Reatral ndayss eut aloed motresehd tRem tethe User urihsOns, t he
key used to re-encrypt the content is called session ke%/ because it is
gener at edhe coatrgsy Uhis valk EHENYHS t'@%@ﬁsﬁweﬁé&”ﬁ’sac"@%ﬁ key gﬂe?ﬁ&it@ﬁ i s

e 1 B0s KA B ShEMRRH SisteRfiey8 SKTEGREIn I Altad BT, L0 oo

PCT/ 1 BO3 essl 0 e en encrypt In the sane way as

the system. keys and is.,stored in, th €kl ' [ 14 A S
possi bl e Sa")@/"&"’?athléeya é‘eggn?yﬁ&i %é%%’ga%@["ﬁ%i t@g;g%?%ér%l gg?;dﬁjte‘!&gbr?st&t Rat will
be veri figgygder dedodds, BF asmiylake9Torall tHy ecutprypt ed session 5 key to the
security unit. Translation of the International Patent Application No

PCT/ 1 BO3/ : : | t; anhe 1] ited b
Eh&&%“?gégic%érrﬁg%ﬁérﬂgm”@_lﬁ%sr_ﬂi_gntédc rdecRfity MR y

control wor ecoder unit B) connected to a security
uni t 10SC)In faet, it is owot pobsibte tisreptwe the existingakeyshwithdbess apptaingshinstheor t he

access of this_gcontent being transmtt in.entitl n EMM
encr ypt ec9r8993§ét é’f‘nWSa(Gﬁ%,e’ Fﬁ?; n%rﬁgﬁgfypg?wgg ?ﬁ@thg?@é%g'ﬁ?’ést%g\/} n
storing theregcrypted content as well as the entitlenent nmessages (ECM
EMM in the storage unit, and storing in the storage unit the system keys

SK) i t - f 4 I ' '
Seouri 1y [ KEEEphBRd i MRRRE fdhfigd 197 o ERbIeY s Bk SICere™ ¢ hat
t he syst estokeelSn ( SKpadicotari segibh especifis nos thisnrdaging (aperation ohestewe: r ol

messa%es (E .
1 information.

The security unit must be capable of unfolding its functions and of using a

different memory zone where these past keys will be stored.

Knowing that one or the other of these system keys can change, according to
an embodiment of the invention, this group of keys SK is generated at a regular

20  interval and stored in the storage unit HD.

In one embodiment of the invention, particularly when we desire to avoid
encrypting the same content (the system keys) with different keys (the secret
key $1 of each decoder), or to make accessible the information of the moment
of changing of keys, we can add a random part (padding) to the system keys
25  before the encryption. Thanks to this randomness, even during a period where

the keys do not change, each encrypted group SK is different.

In another embodiment of the invention, particularly when we desire to hide the
periodicity of change of the system keys, an information of validity period,
relative to the encryption of time of the content itself (for example from minute
30 15 to minute 18 of transmission of the content) is added to the recording of
each encrypted group SK. The latter is thus valid only for the period of validity
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3. A nethod according to dains 1 or 2, characterized in that the system
keys conprise the right keys (RK) for #he right messages (EMWM. 4. A nethod
according to claims 1 to 3, characterized in that, a session key (AS) is
random y generated and is used to encrypt the system keys (SK), this
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basic element of the access to the stored events and it is imperative that the
destruction of a security unit does not make the previously stored data

inevitably inaccessible.

10 In an embodiment with the key S1 specific to a user, this key can be generated
during the personalisation of the security unit and stored in the operating centre
regarding the unigue number of the unit.

The description of this method is not limited to the field of pay television, but
can also be applied to the field of audio storage in MP3 form for example.

15 Another field of application of the invention concerns the storage of computer

programmes or games.

According to another embodiment of the invention, the encrypted content is
decrypted thanks to control words that are sent from the security unit to the
decoder in encrypted form. This configuration is described in the document WO
20 99/57901 and guarantees that these control words will not serve for another

decoder.

The decryption of these words is carried out directly in the integrated circuit that
is in charge of decrypting the content and then re-encrypting it with a key that is
also supplied by the security unit. The content is from then on stored in the

25 storage unit of the decoder and is accessible by only one key.

According to this configuration and in this mode of re-encryption, the clear data

are not outputted of the specialised integrated circuit.

For security reasons, the key used to re-encrypt the content is called session
key, because it is generated in a pseudo-random way each time that such an
30 operation is necessary. '
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2. A method according to Claim 1, characterized in that the system
keys (SK) comprise the transmission keys (TK) for the control messages
(ECM).

3. A method according to Claims 1 or 2, characterized in that the

system keys comprise the right keys (RK) for the right messages (EMM).

4. A method according to claims 1 to 3, characterized in that, a
session key (AS) is randomly generated and is used to encrypt the system
keys (SK), this session key (AS) being encrypted by the local key (S1)
and stored with the encrypted system key (SK).

5. A method according to Claims 1 to 3, characterized in that the local
key is duplicated in a management centre in order to be able to generate

a new security unit in case of need.

6. A method according to Claim 2, characterized in that the
transmission key or keys (TK) are encrypted by the local key (S1) to form

a first encrypted system block.

7. A method according to Claim 6, characterized in that the right key
or keys (RK) are encrypted by the local key (S1) to form a second
encrypted system block.
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