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(57) Abstract: At least one request to store diagnostic state of a
virtual machine is obtained. Based on obtaining the at least one
request, a store of diagnostic state of the virtual machine is per-
formed to provide stored diagnostic state of the virtual machine.
The performing the store includes encrypting the diagnostic state
of the virtual machine that is unencrypted and being stored to pre-
vent a reading of the diagnostic state of the virtual machine by
an untrusted entity prior to encrypting the diagnostic state of the
virtual machine that is unencrypted and being stored.
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