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METHOD AND SYSTEM F~R ENFORCING A COMMUNICATION 

SECURITY POLICY 

Field of the Invention 

The present invention relates to the security management of computer 

networks. More particularly, the invention relates. to methods and systems 

for preventing the downloading and execution of undesirable Executable 

Objects in a workstation of a computer network. 

Background of the Invention 

The Internet has developed very much both in respect of its contents and 

of the technology employed, since it began a few years ago. In the early 

days of the Internet, web sites included text only, and after a while 

graphics was introduced. As the. Internet developed, many compressed 

standards, such as pictures, voice and video files, were developed and with 

them programs used to play them (called "players").· Initially, such files 

were downloaded to the user's workstation only upon his request, and 

extracted only by the appropriate player, and after a specific order from 

the ll8er. 

When, in the natural course of the development of the World Wide Web 

the search for a way to show nicer, interactive and animated Web Pages 

began, Sun Microsystems Inc. developed Java - a language that allows the 

webmaster to write a program, a list of commands - Network Executables -
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that will be downloaded to the user workstation without his knowledge, 

and executed by his browser at his workstation. The executables are used, 

e.g., to provide photographic animation and other graphics on the screen of 

the web surfer. Such executables have ways of approaching the user 

workstation's resources, which lead to a great security problem. Although 

some levels of security were defined in the Java language, it was very soon 

that a huge security hole was found in the language. 

Since Java was developed, Microsoft developed ActiveX, which is another 

Network Executable format, also downloaded into the workstation. 

ActiveX has also security problems of the same kind. 

The Internet has been flooded with "Network Executables" which may be 

downloaded -- deliberately or without the knowledge of the users -- into 

workstations within organizations. These codes generally contain 

harmless functions. Although usually safe, they may not meet the 

required security policy of the organization. 

Once executed, codes may jam the ·network, cause considerable 

irreversible damage to the local database, workstations and servers, or 

result in ·. unauthorized retrieval of information from the 

servers/workstations. Such elements may appear on Java applets, ActiveX 

components, DLLs and other object codes, and their use is increasing at an 

unparalleled pace. The majority of these small programs are downloaded 
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into the organization unsolicited and uncontrolled. The enterprise has no 

way of knowing about their existence or execution and there is no system 

in place for early detection and prevention of the codes from being 

executed. 

The security problem was solved partially by the browser manufactures 

which allow the user to disable the use of executables. Of course this is not 

a reasonable solution, since all the electronic commerce and advertising 

are based on the use of executables. The security problem is much more 

serious once such an executable can approach the enterprise servers, 

databases and other workstations. However, so far the art has failed to 

provide comprehensive solutions which are safe and quick enough to be 

practically useful. Systems such as "Firewall" or "Finjan", distributed for 

use by Internet users, provide only partial solutions and, furthermore, are 

difficult to install and to update .. 

In two copending patent applications of the same applicants hereof, IL 

120420, filed March 10, 1997, and IL 121815, filed September 22, 1997, 

t~e descriptions of which are incorporated herein by reference, there are 

desc_ribed :methods and means for preventing undesirable Executable 

Obj~cts from infiltrating the LAN/WAN in which we work and, ultimately, 

our workstation and server. However, while the systems described in the 

aforementioned two Israeli patent applications are safe and convenient to 

use, they present a drawback when very large organizations are 

THIS SHEET HAS BEEN 
REPLACED 



W099/29082 PCTnL98/00084· 

concerned, inasmuch· as they require that each individual user (or 

workstation) be controlled to ensure that it operates according to the 

desired security policy or, in other words, that he has installed in the 

workstation appropriate security data, or they require that control of the 

security policy be carried out centrally at the gateway level, rather than at 

the workstation level. Thus, in large organizations where new users are 

constantly added, policing the maintenance of the security policy requires 

constant management efforts, if the security agent is to be installed on the 

individual workstations. As will be appreciated, installing the security 

agent on the individual workstation provides many advantages, 

particularly where speed of operation and cost of _central equipment is 

concerned, and where a centralized security enforcement is needed. 

SUMMARY OF THE INVENTION . 

It is an object of the present invention to provide a method and means for 

enforcing the security policy of an organization on each and every member 

of the organization, thereby selectively preventing the downloading and 

execution of undesired Executabie Objects in a computer, which obviates 

the need for the continuous central management and monitoring of the 

activities of the individuals within the organization, and which permits to 

ei[e~ . a part of the security policy enforcement process on the individual 

workstations of the organization. 
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I t is another object of the invention to provide such a system which is easy 

to install and which can be quickly and easily updated. 

It is a further object of the invention to provide such a method which can 

be used with a large number of gateways, LA.Ns and workstations. 

It is yet another object of the invention to provide such a security 

management system which is independent of the physical infrastructure 

and network layout. 

Also encompassed by the invention is a computer system which utilizes 

the method of the invention. 

The invention is directed to a method for enforcing a security policy for 

selectively preventing the downloading and execution of undesired 

Executable Objects in an individual workstation, comprising the steps of: 

(1) providing a security agent suitable to be installed in an 

individual workstation, said security agent being provided with means for 

introducing at least one marker in one or more data packet transmitted by 

a. work~tation to a server through a gateway, said at least one marker 

indicating that a security agent is installed in the transmitting 

workstation; 
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(2) providing means in or coupled to the gateway for analyzing the 

:first one or more data packet(s) received from a transmitting workstation 

initiating communication to a remote server, to determine whether said 

first one or more data packet(s) comprise at least one marker indicating 

that a suitable security agent is installed in the transmitting workstation; 

(3) If at least one marker indicating that a suitable security agent is 

installed in the transmitting workstation is detected in said first one or 

more data packet(s}, deleting said marker(s) from said first one or more 

data packet(s), and allowing said data packet(s) to be transmitted to their 

destination; and 

(4) If no marker indicating that a suitable security agent is installed 

in the transmitting workstation is detected in said first one or more data 

packet(s), preventing any data packet(s) received from the server to which 

the workstation is connected from being transmitted to the workstation. 

Details of the security policies, their distribution to various gateways 

within the organization, and the analysis of received data, are described in 

detail in said copending Israeli patent applications of the same applicant 

herein, the description of which is incorporated herein by reference, and 

are therefore not discussed herein in detail, for the sake of brevity. 
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According to a preferred embodiment of the invention, the method further 

comprises the step of obliging the workstation which has transmitted data 

packet(s) which do not contain a marker indicating that a suitable security 

agent is installed therein, to install a suitable security agent. In this way, 

the security policy is enforced in real time. Furthermore, as will be further 

discussed below, if the security agent installed is outdated, and the 

marking information received at the gateway shows this fact, installation 

of an updated security agent, or an updating of the security policy 

information, can also be forced on the user. Such installation (which, as 

used herein, also includes updating of outdated security policy data) can 

either be carried out automatically by the system, or interactively, in 

cooperation with the user of the workstation. 

According to a preferred embodiment of the invention, when installation of 

a security agent is needed, a packet containing an HTML PAGE 

comprising installation information for the security agent is returned to 

the workstation by the gateway or by means coupled to it, such as in a 

form of an E-MAIL and file attachment .. 

Furthermore, according to a preferred embodiment of the invention, the 

identity of the workstation and/or of the user is compared with the 

security level to be allocated to it/him, and the suitable security agent 

and/or security policy data to be installed in the workstation are selected. 
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The invention also encompasses a system for enforcing a security policy for 

selectively preventing the downloading and execution of undesired 

Executable Objects in an individual workstation, comprising: 

A. A security agent suitable to be installed in an individual 

workstation, said security agent being provided with means for 

introducing at least one marker in one or more data packet transmitted by 

a workstation to a server through a gateway, said at least one marker 

indicating that a security agent is installed in the transmitting 

workstation; 

-· B. Gateway means for controlling . the communication traffic of a 

plurality of workstations with the Internet or an intranet; 

C. Detection means provided in, or coupled to said gateway for 

analyzing the first one or more data packet(s) received from a transmitting 

workstation initiating communication to a remote server, to determine 

whether said first one or more data packet(s) comprise at least one marker 

indicating that a suitable security agent is installed in the transmitting 

workstation; 

D. Means for deleting said marker(s) from said first one or more 

data packet(s), and for allowing said data packet(s) to be transmitted to 
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their destination, if at least one marker indicating that a suitable security 

agent is installed in the transmitting workstation is detected by said 

detection means in said first one or more data packet(s); and 

E. Means for preventing any data packet(s) received from the server 

to which the workstation is connected from being transmitted to the 

workstation if no marker indicating that a suitable security agent is 

installed in the transmitting workstation is detected by said detection 

means in said first one or more data packet(s). 

According to a preferred embodiment of the invention, the system further 

comprises means for allowing or forcing the installation of a suitable 

security agent on a workstation. Such means may comprise means for 

obliging the workstation which has transmitted data packet(s) which do 

not contain a marker indicating that a suitable security agent is installed 

therein, to install a suitable security agent, which may be means for 

automatically installing the security agent on the workstation, or means 

for carrying out the installation interactively in cooperation with the user 

of the workstation. 

According to a preferred embodiment of the invention there are provided 

means for returning to the workstation a packet containing an HTML 

PAGE comprising installation information for the security agent. Thus, 

according to this particular embodiment of the invention the workstation 
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is connected through a link provided to it by the gateway, to a distant 

server which guides it in the installation procedure, and which provides 

the required information and software. In a preferred embodiment of the 

invention the installation is effected after comparing the identity of the 

workstation and/or of the user with the security level to be allocated to 

it/him, and selection of the suitable security agent and security policy data 

to be installed in the workstation. 

Other advantages and objects of the invention will become apparent as the 

description proceeds. 

·Brief Description of the Drawings 

Fig. 1 is a schematic representation of a security policy enforcement 

process, according to a preferred embodiment of the invention; and 

Fig. 2 further illustrates the various elements of a system according 

to one preferred embodiment of the invention, and the relationship 

between them. 

Detailed Description of Preferred Embodiments 

The method of the invention· operates together with the system of IL 

120420 for selectively preventing the downloading and execution of 
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undesired Executable Objects in a computer which, briefly, operates 

according to the following steps: 

(a) providing one or more Control Centers, each connected to one or 

more gateways located between a LAN and an external computer 

communication network; 

(b) providing means coupled to each of said gateways, to detect 

Executable Objects reaching said gateway, to analyze the header of each of 

said Executable Objects, and to determine the resources of the computer 

that the Executable Object needs to utilize; 

(c) providing means coupled to each of said gateways, to store a 

user's Security Policy representing the resources, or combination of 

resources, that the user allows or does not allow an Executable Object to 

utilize within its LAN, wherein the Security Policy is received from and/or 

stored in each of said one or more Control Centers; · 

(d) when an Executable Object is detected at the gateway: 

1. analyzing the header of said Executable Object; 

2. determining the resources of the computer that the 

Executable Object needs .to utilize; 

3. comparing the resources of the computer that the 

Executable Object needs to utilize with the Security Policy 

and; 

(i) if the resources of the computer that the Executable 

Object needs to utilize are included in the list of the 
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resources allowed for use by the Security Policy, 

allowing the Executable Object to pass through the 

gateway and to reach the computer which has 

initiated its downloading; and 

(ii) if the resources of the computer that the Executable 

Object needs to utilize are included in the list of the 

resources prohibited for use by the Security Policy, 

preventing the Executable Object from passing 

through the gateway, thereby preventing it from 

reaching the computer which has initiated its 

downloading . 

A Control Center (CC) may be a central control unit, e.g., a PC or other 

-computer, which is connected to a plurality of gateways, and which 

updates the memory means containing relevant date, e.g., the Security 

Policy. As will be understood from the description to follow, once the CC is 

updated, e.g., by the addition of an additional limitation to the Security 

Policy, all gateways are updated at once. The use of the CC to control the 

operation of the security. elements of the gateways obviates the need 

(which exists in prior art systems) to update each gateway every time that 

.· a ch~ge in policy is made. 

A LAN (Local Area Network) may be (but is not limited to), e.g., a network 

of computers located in an office or building. The LAN is typically 
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connected to outside communications networks, such as the World Wide 

Web, or to more limited LANs, e.g., of a client or supplier, through one or 

more gateways. The larger the organization, the larger the number of 

gateways employed, in order to keep communications at a reasonable 

speed. 

Generally speaking, a LAN can also be made of a plurality of smaller 

LANs, located geographically nearby or far apart, but even if small LANs 

are found within the same organization, the security requirements may 

vary from one department to the other, and it may be necessary to keep 

high security levels, including ·preventing Executables from migrating 

from one department to the other, even within the same organization . 

. The means coupled to each of said gateways,· to detect Executable Objects 

reaching said gateway, to analyze the header of each of said Executable 

Objects, and to determine the resources of the computer that the 

Executable Object needs to utilize may be of many different types. 

Typically, .the executable object is "trapped" and analyzed at the gateway 

by listening on the communication line to the communication protocols, 

such as the TCP/IP, NETBUI, IPX/SPX, or others, as well as to the object 

transfer protocols, such as SMTP, HTTP, FTP, NMTP, IMAP, etc. Hooking 

. into the communication line and extracting the contents of the header of 

the executable object are steps which are understood by the skilled person, 
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and which can be effected by means of conventional programming, and 

they are therefore not described herein in detail, for the sake· of brevity. 

Once the header of the Executable Object (EO) bas been analyzed, 

comparing the resources of the computer that the EO needs to utilize with 

the Security Policy can be easily done, e.g., by comparing them with a 

look-up table provided to the gateway by the CC, which represents the 

Security Policy. Comparison can also be carried out against the· data 

stored in the CC, and in such a case specific memory means and 

comparing means may not be necessary in the gateway. However, speed 

and performance considerations will often dictate that such operations be 

carried out at the gateway itself. 

The gateway must be installed in each Internet server within the 

organization. It comprises a small real time database which contains all 

the relevant operational information for the gateway. The gateway 

"listens" to the data being transferred between the enterprise and the 

Internet. It knows when an object is coming into the LAN, it analyzes it 

and compares it with the Security Policy to decide what action is to be 

taken. 

According to a preferred embodiment of IL 120420, as stated, if the 

resources of the computer that the Executable Object needs to utilize are 

included in the list of the resources allowed for use by the Security Policy, 
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no steps are taken by the system to prevent the Executable Object from 

passing through the gateway and reaching the computer which has 

initiated its downloading. However, if the resources of the computer that 

the Executable . Object needs to utilize are included in the list of the 

resources prohibited for use by the Security Policy, steps will be taken to 

prevent the Executable Object from passing through the gateway. Such 

steps may include, e.g., re-routing the executable to a destination outside 

the gateway, canceling or garbling part of it, so as to make it inoperative, 

etc. 

The method is not limited to any specific EO. illustrative examples of EO's 

include, inter alia, Java Applets, Active-X, OCX, . Win32 Executables, 

DLLs, or the like executable objects. However, as will be apparent to the 

skilled person, EO's are constantly developed, and the actual nature of the 

EO is not of critical importance. 

Many other features and advantages of the system are described in detail 

in the specification of IL 120420 which, as stated, is incorporated herein 

by reference. 

According to the present invention there is provided the process according 

to which the user is obliged to install a security agent according to the 

security policy of the organization, whenever he attempts to connect to a 
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server via the gateway. The gateway maybe any of a plurality of gateways 

existing in the organization. 

The system operates as follows: whenever a user attempts to connect to a 

server, in order to access a target server on the Internet or in an intranet, 

a "connect process" is effected in which a first packet a is sent from the 

station to the target server, which packet does not contain data. 

According to the present invention private information is introduced into 

said · first packet, which private information is termed hereinafter 

"Marking Information", :which marking information indicates that an 

agent is present on the workstation that is attempting to connect. In 

other .words, whenever the communication process is started by the user, if 

· a security agent is present on the workstation, said security. agent will 

modify the first packet so as to introduce marking information indicative 

of the fact that the agent is installed on the workstation. If no security 

agent is installed on the workstation, the first packet ·sent by the 

workstation during the connect process will be empty, or at least will not 

comprise any marking information indicative of the presence of a suitable 

security agent on the workstation. By means of the marking information 

the gateway, which is responsible for carrying out the security policy of 

. ~e organization, will be alerted of the fact that a workstation on which no 

security agent has been installed is attempting to connect to a server 

outside of the Organization, or outside a segment of the Organization for 

which enforcement of the security policy is required. 
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This process is further illustrated in Fig. 1. In the figure, the operation of 

the gateway is schematically illustrated. The gateway, which receives all 

incoming and outgoing data packets, receives a first packet sent by a given 

workstation, and analyzes it. The gateway checks whether the first 

packet contains marking data, as defined above. If suitable marking data 

are found by the gateway, the gateway removes the marking data from the 

packet before allowing it to pass to its destination, so as not to interfere 

with any analysis made on the packet at the receiving end. The gateway 

then allows the workstation to connect to its destination. 

If a gateway cannot detect.marking.data in the first packet, it does not 

allow the workstation to connect to its destination and, in place of 

. connecting it to its desired destination, it returns to the workstation a link 

to a distant server, which server contains the required software for 

performing a forced installation of a security agent on the specific 

workstation. Forced installation of a software, such as the security agent, 

can be effected in a variety of ways, which are apparent to the skilled 

persqn, and which are therefore not desCribe herein in detail, for the sake 

of brevity. Such installation maybe carried out using programs written in 

.. the Java language, in any other suitable way, or even interactively with 

, _the user, by advising him that he will not be allowed to connect through 

. the gateway unless he performs specific required operations which will 

lead to the installation of the desired security agent on his workstation. 
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According to a preferred embodiment of the invention, the -connection of 

the user to the server which will perform the installation of the security 

agent on the user's workstation, or from which the user will carry out the 

installation following instructions given to him, is effected by allowing the 

empty packet sent by the user to the gateway (viz., the first packet which 

does not contain marking information) to reach the destination server, 

and, when a response packet is received from the destination server, 

addressed to the user, the gateway replaces it with a packet which 

contains an a HTTP PAGE, which contains the information for the 

installation of the security agent. 

Of course, additional procedures can be used in order to obtain the same 

result. For instance, a less convenient, more primitive - but still effective, 

procedure comprises analyzing the first packet at the gateway. as 

. explained above, and then retuniing to the user or to the security 

administrator just a notification that his workstation is not allowed to 

. connect through the gateway, because no security agent is installed 

thereon. Such notification may include information as to where, or from 

whom, the software needed for installing the security agent may be 

obtained. While this is a less convenient, more lengthy and time­

consuming procedure, as it will be apparent to the skilled person, it is 

nonetheless as effective as any other more advanced installation 
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procedure, for the purposes of maintaining security, and observing the 

security policy of the organization. 

According to another preferred embodiment of invention, an analysis of 

the identity of the workstation and/or of the user is also effected l1y the 

gateway and/or by the distant server, to determine the security policy that 

applies to him.· This is important in organizations which apply 

differentiated security policies, e.g., where different departments, or 

different individuals or levels within a departments, are assigned different 

security policies. Such a step is of course not necessary if the entire 

organization employs a uniform security policy. 

Looking now at Fig. 2, three security .levels of a system according to a 

preferred embodiment of the invention are illustrated. Box ".N' is the 

management applications block, which contains the Control Center which 

controls all security operations of the system. The Control Center is 

connected to management modules, such as the Policy Manager, which 

contains data on the security policy of the system for the various 

gateways, users, etc., or the Audit Viewer, which permits an operator to 

view the operation of the system in real time, or any other utility which it 

may be desired to operate at the Control Center level (schematically 

indicated in the figure as the " ... " box. 
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The Control Center is connected on the one hand to the Distribution 

Server, and on the other hand to one or more gateways (one·gateway only 

being shown in the figure, for the sake of simplicity), The Distribution 

Server, which belongs to the management application block, is connected 

to the Control Center via TCP/IP (or packet level) connections, and has the 

function of providing operating information and data for the security agent 

operating at the workst~tion . level The Agent (box C) is logically 

connected, as said, on the one hand to the Distribution Server, and on the 

other hand to the gateway, which is provided with Gateway Level security 

applications (block B), which take care of the security operations which 

are carried out at the gateway itself, as explained above. 

All the above description of preferred embodiments has been provided for 

the sake of illustration, and is not intended to limit the invention in any 

way, except as defined by the claims. Many modifications may be effected 

in the invention. For instance, many different markings can be provided 

to indicate that a security agent is installed on a given workstation, 

different types of analyses can be carried out by or at the gateway, or by 

different agents coupled to the gateway, and many different means and 

methods for effecting the installation of the security agent in a 

· : ·workstation can be provided, all without exceeding the scope of the 

invention. 
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Claims 

1. A method for enforcing a security policy for selectively preventing the 

downloading and execution of undesired Executable Objects in an 

individual workstation, comprising the steps of: 

(1) providing a security agent suitable to be installed in an 

individual workstation, said security agent being provided with means for 

introducing at least one marker in one or more data packet transmitted by 

a workstation to a server through a gateway, said at least one marker 

indicating that a security agent is installed in the transmitting 

workstation; 

(2) providing means in or coupled to the gateway for analyzing the 

first one or more data packet(s) received from a transmitting workstation 

initiating communication to a remote server, to determine whether said 

first one or more data packet(s) comprise at least one marker indicating 

t~at a suitable security agent is installed in the transmitting workstation; 

(3) If at least one marker indicating that a suitable security agent is 

installed in the transmitting workstation is detected in said first one or 

more data packet(s), deleting said marker(s) from said first one or more 

data packet(s), and allowing said data packet(s) to be transmitted to their 

destination; and -------·--·-·-------···- -·····------··-·-· 

' I If 11111111111 11111 1111111 1111 
C L M S * 
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(4) If no marker indicating that a suitable security agent is installed 

in the transmitting workstation is detected in said first one or more data 

packet(s), preventing any data packet(s) received from the server to which 

the workstation is connected from being transmitted to the workstation. 

2. A method according to claim l, further comprising the step of obliging 

the workstation which has transmitted data packet(s) which do not 

contain a marker indicating that a suitable security agent is installed 

therein, to install a suitable security agent. 

3. A. method according to claim 2, wherein installation is carried out 

automatically by the system. 

4. A method according to claim 2, wherein the installation is carried out 

interactively in cooperation with the user of the workstation. 

5. A method according to claim 2 or 3, wherein a packet is returned to the 

workstation by the gateway or by means coupled to it, containing an 

HTML PAGE comprising installation information for the security agent. 

6. A method according to any one of claims 2 to 5, further comprising 

comparing the identity of the workstation and/or of the user with the 

--------··--·--------- ---- - ---

I 1111111111111 1111111111111111 
* C L M s * 
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security level to be allocated to it/him, and selecting the suitable security 

agent and security policy data to be installed in the workstation. 

7. A system for enforcing a security policy for selectively preventing the 

downloading and execution of undesired Executable Objects in an 

individual workstation, comprising: 

A. A security agent suitable to be installed 1n an individual 

workstation, said security agent being provided with means for 

introducing at least one marker in one or more data packet transmitted by 

a workstation to a server through a gateway, said at least one marker 

indicating that a security agent is installed in. the transmitting 

workstation; 

B. Gateway means for controlling the communication traffic of a 

plurality of workstations with the Internet or an intranet; 

C. Detection means provided in, or coupled to said gateway for 

an.alyzing the first one or more data packet(s) received from a transmitting 

workstation initiating communication to a remote server, to determiile 

whether said first one or more data packet(s) comprise at least one marker 

in~ca~ing that a suitable security agent is installed in the transmitting 

workstation; 
----·-··-··-·---·--·---·-·-···----· 
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D. Means for deleting said marker(s) from said first- one or more 

data packet(s), and for allowing said data packet(s) to be transmitted to 

their destination, if at least one marker indicating that a suitable security 

agent is installed in the transmitting workstation is detected by said 

detection means in said first one or more data packet(s); and 

E. Means for preventing any data packet(s} received from the server 

to which the workstation is connected from being transmitted to the 

. workstation if no marker indicating that a suitable security agent is 

installed in the transmitting workstation is detected by said detection 

me~ in said first one or more data packet(s). 

8. A system according to claim 7, further comprising means for allowing or 

forcing the installation of a suitable security agent on a workstation. 

9. A system according to claim 8, further comprising means for obliging 

the workstation which has transmitted data packet(s) which do not 

contain a marker indicating that a suitable security agent is installed 

therein, to install a suitable security agent. 

·· ........ . 

10. A system according to claim 8, comprising means for automatically 

installing the security agent on the workstation. 
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11. A system according to claim 8, comprising means for carrying out the 

installation interactively in cooperation with the user of the workstation. 

12. A system according to claim 7 or 8, comprising means for returning to 

the workstation a packet containing an HTML PAGE comprising 

installation information for the security agent. 

13. A system according to any one of claims 8 to 12, further comprising 

means for comparing the identity of the workstation and/or of the user 

with the security level to be allocated to it/him, and for selecting the 

suitable security agent and, security policy data to be installed in the 

workstation. 

14. A method for enforcing a security policy for selectively preventing the 

downloading and execution of undesired Executable Objects m an 

individual workstation, substantially as described and illustrated. 
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