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METHOD FOR RESTORING NETWORK TOPOLOGY AND
APPARATUS

[0001] This application claims priority to Chinese Patent Application No. 202111395863.X,
filed with the China National Intellectual Property Administration on November 23, 2021 and
entitled "METHOD FOR RESTORING NETWORK TOPOLOGY AND APPARATUS", which is

incorporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the communication field, and in particular, to a method for

restoring a network topology and an apparatus.

BACKGROUND

[0003] A network topology may describe a connection relationship between nodes in a
network, and facilitate service deployment and troubleshooting. Specifically, the network topology
may be classified into a logical topology and a physical topology.

[0004] The logical topology describes a connection relationship of a network layer or Layer 3.
Logical topology restoration is to discover connection relationships between routers and between
a router and each subnet. The physical topology describes a connection relationship of a link layer
or Layer 2. Physical topology restoration is to discover actual connection relationships between
switches, between a switch and a host, between a switch and a router, and the like.

[0005] The physical topology restoration is mainly implemented based on a link layer
discovery protocol (Link Layer Discovery Protocol, LLDP) or a Cisco discovery protocol (Cisco
Discovery Protocol, CDP). However, some nodes in a live network may not support the LLDP or
the CDP, or the LLDP or the CDP is disabled by default. Consequently, the network topology

cannot be restored.

SUMMARY

[0006] This application provides a method for restoring a network topology and an apparatus,

to restore the network topology based on a media access control (Media Access Control, MAC)
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table, and improve usability and efficiency of topology restoration.

[0007] According to a first aspect, a method for restoring a network topology is provided. The
method may be performed by a topology computing apparatus. The topology computing apparatus
obtains MAC tables of a plurality of network devices, determines a port on which an uplink
destination MAC address is learned as an uplink port of the plurality of network devices,
determines a plurality of initial sets, determines a connection relationship between the plurality of
network devices based on the plurality of initial sets, and determines, based on the connection
relationship between the plurality of network devices and the uplink port of the plurality of network
devices, a network topology corresponding to the plurality of network devices.

[0008] The uplink destination MAC address is a MAC address that appears most frequently in
the MAC tables of the plurality of network devices. The plurality of initial sets are in a one-to-one
correspondence with a plurality of downlink destination MAC addresses. The plurality of
downlink destination MAC addresses include MAC addresses learned on ports other than the
uplink port. Each of the plurality of initial sets includes data of a network device that learns a
corresponding downlink destination MAC address. The data of the network device includes an
identifier of the network device and a port on which the corresponding downlink destination MAC
address is learned.

[0009] In this application, the network topology is restored based on the MAC table of the
network device. In addition, in a process of restoring the network topology, the topology
computing apparatus may directly determine the uplink port of the network device based on the
MAC table of the network device, without depending on another protocol or external input, so that
external dependency is reduced and usability of topology restoration is improved. In addition, the
connection relationship between the plurality of network devices may be obtained based on the
plurality of initial sets. In comparison with a current technology, when a connection relationship
between every two network devices is calculated, all MAC addresses learned on ports do not need
to be compared, so that efficiency of the topology restoration is improved.

[0010] With reference to the first aspect, in a first possible implementation of the first aspect,
the connection relationship includes: two interconnected network devices in the plurality of
network devices, a network device located at an upper layer and a network device located at a
lower layer in the two interconnected network devices, and a downlink port of the network device
located at the upper layer.

[0011] With reference to the first aspect or the first possible implementation of the first aspect,
in a second possible implementation of the first aspect, an upper-layer network device and a lower-
layer network device in the plurality of network devices are connected. The upper-layer network

device is located at an upper layer of the lower-layer network device. Data of the upper-layer
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network device appears most frequently in the plurality of initial sets. A port included in the data
of the upper-layer network device is a downlink port of the upper-layer network device. Data of
the lower-layer network device and the data of the upper-layer network device are located in a
same initial set.

[0012] This implementation may be applicable to a scenario in which a network device at a
lowest layer is connected to a plurality of terminals. Based on the implementation, the connection
relationship between the network devices can be determined by simply analyzing the initial set
obtained based on the MAC table, so that computing efficiency is improved.

[0013] With reference to the first aspect or the first possible implementation of the first aspect,
in a third possible implementation of the first aspect, the upper-layer network device and the lower-
layer network device in the plurality of network devices are connected. The upper-layer network
device is located at the upper layer of the lower-layer network device. An identifier of the upper-
layer network device appears most frequently in the plurality of initial sets. The port included in
the data of the upper-layer network device is the downlink port of the upper-layer network device.
The data of the lower-layer network device and the data of the upper-layer network device are
located in a same initial set.

[0014] This implementation may be applicable to a scenario in which the network device at
the lowest layer is connected to one terminal. Based on the implementation, the connection
relationship between the network devices can be determined by simply analyzing the initial set
obtained based on the MAC table, so that the computing efficiency is improved.

[0015] With reference to the second or the third possible implementation of the first aspect, in
a fourth possible implementation of the first aspect, the upper-layer network device includes a first
upper-layer network device and a second upper-layer network device, and the lower-layer network
device is dual-homed to the first upper-layer network device and the second upper-layer network
device.

[0016] Based on the implementation, in a process of topology calculation, new networking
may be applied, without depending on a single-root assumption of a tree network. For example, a
network topology of dual-homed networking may be restored, so that adaptability of the topology
restoration is improved.

[0017] With reference to the fourth possible implementation of the first aspect, in a fifth
possible implementation of the first aspect, a topology restoration apparatus obtains indication
information. The indication information indicates that the first upper-layer network device and the
second upper-layer network device belong to a same multichassis link aggregation group
(multichassis link aggregation group, MLAG) or a same virtual router redundancy protocol

(Virtual Router Redundancy Protocol, VRRP) group.
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[0018] Based on the implementation, the topology computing apparatus can identify a dual-
homed networking scenario, to restore the network topology of the dual-homed networking, so
that applicability of the topology restoration is improved.

[0019] With reference to the first aspect or the first possible implementation of the first aspect,
in a sixth possible implementation of the first aspect, when the plurality of network devices lack
the MAC tables, the topology computing apparatus sends a packet to at least one network device
in the plurality of network devices.

[0020] Based on the implementation, in a scenario in which the plurality of network devices
lack the MAC tables, for example, in a scenario in which all MAC tables are aged or no traffic
exists in networking, the network topology can also be restored.

[0021] With reference to any one of the first aspect or the foregoing possible implementations
of the first aspect, in a seventh possible implementation of the first aspect, a topology display
apparatus displays the network topology corresponding to the plurality of network devices.
[0022] Based on the implementation, the network topology can be displayed vividly, so that
an administrator can intuitively and quickly learn about a connection status between the network
devices, to save time for subsequent processing such as service deployment or fault locating.
[0023] According to a second aspect, a topology computing apparatus is provided. The
topology computing apparatus is configured to implement the method according to any one of the
first aspect or the implementations of the first aspect. The topology computing apparatus includes
a corresponding module, unit, or means (means) for implementing the foregoing method. The
module, unit, or means may be implemented by hardware, software, or hardware executing
corresponding software. The hardware or software includes one or more modules or units
corresponding to the foregoing functions.

[0024] The topology computing apparatus may include an obtaining module and a determining
module. The obtaining module may be configured to implement an obtaining function according
to any one of the first aspect or the implementations of the first aspect. The determining module
may be configured to implement a determining function according to any one of the first aspect or
the implementations of the first aspect.

[0025] Further, the topology computing apparatus may further include a sending module
and/or a display module, where the sending module may be configured to implement a sending
function according to any one of the first aspect or the implementations of the first aspect; and the
display module may be configured to implement a display function according to any one of the
first aspect or the implementations of the first aspect.

[0026] With reference to the second aspect, in a first possible implementation of the second

aspect, the obtaining module is configured to obtain media access control MAC tables of a plurality
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of network devices, and the determining module is configured to determine a port on which an
uplink destination MAC address is learned as an uplink port of the plurality of network devices.
The uplink destination MAC address is a MAC address that appears most frequently in the MAC
tables of the plurality of network devices.

[0027] The determining module is further configured to determine a plurality of initial sets.
The plurality of initial sets are in a one-to-one correspondence with a plurality of downlink
destination MAC addresses. The plurality of downlink destination MAC addresses include MAC
addresses learned on ports other than the uplink port. Each of the plurality of initial sets includes
data of a network device that learns a corresponding downlink destination MAC address. The data
of the network device includes an identifier of the network device and a port on which the
corresponding downlink destination MAC address is learned.

[0028] The determining module is further configured to: determine a connection relationship
between the plurality of network devices based on the plurality of initial sets, and determine, based
on the connection relationship between the plurality of network devices and the uplink port of the
plurality of network devices, a network topology corresponding to the plurality of network devices.
[0029] With reference to the second aspect or the first possible implementation of the second
aspect, in a second possible implementation of the second aspect, the connection relationship
includes: two interconnected network devices in the plurality of network devices, a network device
located at an upper layer and a network device located at a lower layer in the two interconnected
network devices, and a downlink port of the network device located at the upper layer.

[0030] With reference to any one of the second aspect or the foregoing possible
implementations of the second aspect, in a third possible implementation of the second aspect, an
upper-layer network device and a lower-layer network device in the plurality of network devices
are connected, the upper-layer network device is located at an upper layer of the lower-layer
network device, and data of the upper-layer network device appears most frequently in the plurality
of initial sets. A port included in the data of the upper-layer network device is a downlink port of
the upper-layer network device. Data of the lower-layer network device and the data of the upper-
layer network device are located in a same initial set.

[0031] With reference to any one of the second aspect or the foregoing possible
implementations of the second aspect, in a fourth possible implementation of the second aspect,
the upper-layer network device and the lower-layer network device in the plurality of network
devices are connected, the upper-layer network device is located at the upper layer of the lower-
layer network device, and an identifier of the upper-layer network device appears most frequently
in the plurality of initial sets. The port included in the data of the upper-layer network device is the

downlink port of the upper-layer network device. The data of the lower-layer network device and
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the data of the upper-layer network device are located in a same initial set.

[0032] With reference to the third or the fourth possible implementation of the second aspect,
in a fifth possible implementation of the second aspect, the upper-layer network device includes a
first upper-layer network device and a second upper-layer network device, and the lower-layer
network device is dual-homed to the first upper-layer network device and the second upper-layer
network device.

[0033] With reference to the fifth possible implementation of the second aspect, in a sixth
possible implementation of the second aspect, the obtaining module is further configured to obtain
indication information. The indication information indicates that the first upper-layer network
device and the second upper-layer network device belong to a same MLAG or a same VRRP group.
[0034] With reference to the second aspect or the first or the second possible implementation
of the second aspect, in a seventh possible implementation of the second aspect, the sending
module is configured to: when the plurality of network devices lack the MAC tables, send a packet
to at least one network device in the plurality of network devices.

[0035] With reference to any one of the second aspect or the foregoing possible
implementations of the second aspect, in a third possible implementation of the second aspect, the
display module is configured to display the network topology corresponding to the plurality of
network devices.

[0036] According to a third aspect, a communication apparatus is provided. The
communication apparatus includes a processor and a memory. The memory is configured to store
computer instructions. When the processor executes the instructions, the communication apparatus
is enabled to perform the method according to any one of the foregoing aspects. The
communication apparatus may be the foregoing topology computing apparatus, or a device
including the foregoing topology computing apparatus, or an apparatus, such as a chip, included
in the foregoing topology computing apparatus.

[0037] According to a fourth aspect, a communication apparatus is provided. The
communication apparatus includes a processor and a communication interface. The
communication interface is configured to communicate with a module other than the
communication apparatus. The processor is configured to: execute a computer program or
instructions, so that the communication apparatus performs the method according to any one of
the foregoing aspects. The communication apparatus may be the foregoing topology computing
apparatus, or a device including the foregoing topology computing apparatus, or an apparatus, such
as a chip, included in the foregoing topology computing apparatus.

[0038] According to a fifth aspect, a communication apparatus is provided. The

communication apparatus includes an interface circuit and a processor. The interface circuit is a
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code/data read/write interface circuit, and the interface circuit is configured to: receive computer-
executable instructions (where the computer-executable instructions are stored in a memory, may
be directly read from the memory, or may be read by another component), and transmit the
computer-executable instructions to the processor. The processor is configured to: execute the
computer-executable instructions, so that the communication apparatus performs the method
according to any one of the foregoing aspects. The communication apparatus may be the foregoing
topology computing apparatus, or a device including the foregoing topology computing apparatus,
or an apparatus, such as a chip, included in the foregoing topology computing apparatus.

[0039] According to a sixth aspect, a communication apparatus is provided. The
communication apparatus includes at least one processor. The processor is configured to: execute
a computer program or instructions, so that the communication apparatus performs the method
according to any one of the foregoing aspects. The communication apparatus may be the foregoing
topology computing apparatus, or a device including the foregoing topology computing apparatus,
or an apparatus, such as a chip, included in the foregoing topology computing apparatus.

[0040] In a possible design, the communication apparatus further includes a memory. The
memory is configured to store necessary program instructions and necessary data. The memory
may be coupled to the processor, or may be independent of the processor.

[0041] In a possible design, the communication apparatus is a chip or a chip system. When the
apparatus is the chip system, the apparatus may include a chip, or may include a chip and another
discrete component.

[0042] According to a seventh aspect, a computer-readable storage medium is provided. The
computer-readable storage medium stores instructions. When the instructions are run on a
communication apparatus, the communication apparatus is enabled to perform the method
according to any one of the foregoing aspects.

[0043] According to an eighth aspect, a computer program product including instructions is
provided. When the computer program product runs on a communication apparatus, the
communication apparatus is enabled to perform the method according to any one of the foregoing
aspects.

[0044] For technical effects brought by any implementation of the second aspect to the eighth
aspect, refer to technical effects brought by corresponding implementations of the first aspect.

Details are not described herein again.

BRIEF DESCRIPTION OF DRAWINGS

[0045] FIG. 1 is a schematic diagram of a network topology of hierarchical networking
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according to an embodiment of this application;

[0046] FIG. 2 is a schematic diagram of a network topology of chain networking according to
an embodiment of this application;

[0047] FIG. 3 is a schematic diagram of a network topology of HUB networking according to
an embodiment of this application;

[0048] FIG. 4 is a schematic diagram of a network topology of dual-homed networking
according to an embodiment of this application;

[0049] FIG. 5 is a schematic diagram of a connection relationship between network devices
according to an embodiment of this application;

[0050] FIG. 6 is a schematic diagram of an architecture of a communication system according
to an embodiment of this application;

[0051] FIG. 7 is a schematic flowchart of a method for restoring a network topology according
to an embodiment of this application;

[0052] FIG. 8 is a schematic diagram of traffic aggregation in networking according to an
embodiment of this application;

[0053] FIG. 9 is a schematic diagram of a network topology according to an embodiment of
this application;

[0054] FIG. 10 is a schematic diagram of traffic aggregation in other networking according to
an embodiment of this application;

[0055] FIG. 11 is a schematic diagram of another network topology according to an
embodiment of this application;

[0056] FIG. 12 is a schematic diagram of another network topology according to an
embodiment of this application;

[0057] FIG. 13 is a schematic diagram of another network topology according to an
embodiment of this application;

[0058] FIG. 14 is a schematic diagram of another network topology according to an
embodiment of this application;

[0059] FIG. 15 is a schematic diagram of another network topology according to an
embodiment of this application;

[0060] FIG. 16 is a schematic diagram of another network topology according to an
embodiment of this application;

[0061] FIG. 17 is a schematic diagram of another network topology according to an
embodiment of this application;

[0062] FIG. 18 is a schematic diagram of another network topology according to an

embodiment of this application;
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[0063] FIG. 19 is a schematic diagram of a structure of a topology computing apparatus
according to an embodiment of this application; and
[0064] FIG. 20 is a schematic diagram of a structure of a communication apparatus according

to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0065] In descriptions of this application, unless otherwise specified, "/" represents an "or"
relationship between associated objects. For example, A/B may represent A or B. In this
application, "and/or" describes only an association relationship for describing associated objects
and represents that three relationships may exist. For example, A and/or B may represent the
following three cases: Only A exists, both A and B exist, and only B exists, where A and B may be
singular or plural.

[0066] In the descriptions of this application, unless otherwise specified, "a plurality of" means
two or more than two. At least one of the following items (pieces) or a similar expression thereof
refers to any combination of these items, including any combination of singular items (pieces) or
plural items (pieces). For example, at least one item (piece) of a, b, or c may indicate: a, b, ¢, a and
b,aandc, bandc, or a, b, and ¢, where a, b, and ¢ may be singular or plural.

[0067] In addition, to clearly describe the technical solutions in embodiments of this
application, terms such as "first" and "second” are used in embodiments of this application to
distinguish between same items or similar items that provide basically same functions or purposes.
A person skilled in the art may understand that the terms such as "first" and "second™ do not limit
a quantity or an execution sequence, and the terms such as "first" and "second"” do not indicate a
definite difference.

[0068] In embodiments of this application, a word "example", "for example”, or the like is
used to represent giving an example, or a description. Any embodiment or solution design
described as an "example" or "for example™ in embodiments of this application should not be
explained as being more preferred or having more advantages than another embodiment or solution
design. Exactly, use of the word such as "example" or "for example" is intended to present a
relative concept in a specific manner for ease of understanding.

[0069] It may be understood that "an embodiment™ mentioned in the entire specification means
that particular features, structures, or characteristics related to the embodiment are included in at
least one embodiment of this application. Therefore, embodiments in the entire specification do
not necessarily refer to a same embodiment. In addition, the particular features, structures, or

characteristics may be combined in one or more embodiments by using any appropriate manner.
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It may be understood that sequence numbers of the processes do not mean execution sequences in
various embodiments of this application. The execution sequences of the processes should be
determined based on functions and internal logic of the processes, and should not be construed as
any limitation on the implementation processes of embodiments of this application.

[0070] It may be understood that, in this application, "when™ and "if" mean that corresponding
processing is performed in an objective situation, are not intended to limit time, do not require a
determining action during implementation, and do not mean any other limitation.

[0071] It may be understood that, in some scenarios, some optional features in embodiments
of this application may be independently implemented without depending on another feature, for
example, a solution on which the optional features are currently based, to resolve a corresponding
technical problem and achieve a corresponding effect. Alternatively, in some scenarios, the
optional features are combined with another feature based on requirements. Correspondingly, an
apparatus provided in embodiments of this application may also correspondingly implement the
features or functions. Details are not described herein.

[0072] In this application, unless otherwise specified, for same or similar parts of the
embodiments, refer to each other. In embodiments of this application and the
implementations/implementation methods in embodiments, unless otherwise specified or a logical
conflict occurs, terms and/or descriptions are consistent and may be mutually referenced between
different embodiments and between the implementations/implementation methods in
embodiments.  Technical  features in the different embodiments and the
implementations/implementation methods in embodiments may be combined to form a new
embodiment, implementation, or implementation method based on an internal logical relationship
thereof. The following implementations of this application are not intended to limit the protection
scope of this application.

[0073] It should be noted that, in embodiments of this application, unless otherwise specified,
a topology is a physical topology, and topology restoration is physical topology restoration.
Unified descriptions are provided herein, and details are not described in subsequent embodiments.
[0074] If a network device does not support an LLDP or a CDP, or the LLDP or the CDP is
disabled, an LLDP-based or CDP-based method for restoring a topology cannot restore a network
topology. Therefore, in embodiments of this application, the physical topology restoration is
performed based on a media access control (Media Access Control, MAC) address.

[0075] The topology restoration based on the MAC address is mainly used in the following
four typical networking, or the topology restored based on the MAC address mainly includes the
following four typical networking topologies:

[0076] (1) Hierarchical networking:
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[0077] The hierarchical networking is common networking of a convergence node on a
campus network. For example, a network topology of the hierarchical networking may be shown
in FIG. 1. A virtual machine (virtual machine, VM) 1 accesses a network through a switch (switch,
S) 2, a VM2 accesses the network through an S3, and the S2 and the S3 converge at an S1.
[0078] On the network, the higher the layer, the higher the forwarding performance of the
switch. The lower the layer, the higher the access capability of the switch. The network usually
has a hierarchical structure of "core-convergence-access".

[0079] (2) Chain networking:

[0080] The chain networking is common networking of an edge node on the campus network.
For example, a network topology of the chain networking may be shown in FIG. 2. An S3, an S2,
and an S1 form a chain structure, and a VM1 and a VM2 access a network through the S3. The
chain networking enables the network to cover a large area with low costs, for example, an area
with low traffic and few terminals.

[0081] (3) Hub (HUB) networking:

[0082] For example, a network topology of the HUB networking may be shown in FIG. 3. It
may be found through topology restoration that one port (port) of an S1 on the networking is
connected to two devices: an S2 and an S3. This does not comply with a normal situation that one
port is connected to one device. Therefore, the three devices may be connected through the HUB.
[0083] (4) Dual-homed networking:

[0084] For example, a network topology of the dual-homed networking may be shown in FIG.
4. To enhance network reliability, an S3 is dual-homed to an S1 and an S2. When one of the S1
and the S2 fails, the S3 can quickly switch traffic to another device.

[0085] Generally, the dual-homed networking may be implemented by using a multichassis
link aggregation group (multichassis link aggregation group, MLAG) protocol or a virtual router
redundancy protocol (Virtual Router Redundancy Protocol, VRRP). FIG. 4 shows an example in
which the dual-homed networking is implemented by using the MLAG.

[0086] The MLAG is a mechanism that implements inter-device link aggregation, and perform
link aggregation between one device and two other devices, to improve link reliability from a
board level to a device level and form an active-active system. The VRRP can combine a plurality
of routing devices into a virtual routing device and use an Internet protocol (Internet Protocol, IP)
address of the virtual routing device as a default gateway to communicate with an external network.
[0087] In a possible implementation, a solution for performing topology restoration based on
the MAC address includes: determining, based on a MAC table of a downlink port of a switch, a
MAC address of another switch connected to the downlink port, and MAC tables of all downlink

ports of the another switch, a connection layer of the two connected switches. As shown in FIG. 5,
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if a MAC table on a downlink port (port j) of a switch Si includes a MAC address of a switch Sk
and MAC addresses in MAC tables on all downlink ports (port 1, port 2, ..., port n) of the Sk, it is
determined that the downlink port of the Si is directly connected to an uplink port of the Sk.
[0088] The uplink port of the Sk may be determined by using a spanning tree protocol
(Spanning Tree Protocol, STP), an address resolution protocol (Address Resolution Protocol,
ARP), or the like. A relationship between the MAC table on the downlink port of the Si and the
MAC table of the Sk may be expressed as the following formula (1):

A=UAUISG @

where N is a total quantity of the downlink ports of the Sk, A; represents a set of
MAC addresses included in the MAC table on the downlink port j of the Si, A, represents a set

of MAC addresses included in the MAC table on the downlink port n of the Sk, and S, represents

the MAC address of the Sk.

[0089] For example, an example in which N is equal to 3 is used. If the MAC addresses
included in the MAC tables on the port 1, port 2, and port 3 of the Sk are shown in Table 1, the
MAC address of the Sk is MAC#Sk. If the MAC addresses included in the MAC table on the
downlink port j of the Si are shown in Table 2, the downlink port j of the Si is directly connected

to the uplink port of the Sk.

Table 1
MAC address Port
MAC#1 Port 1
MACH#?2 Port 2
MACH#3 Port 3
Table 2
MAC address Port
MAC#1 Port
MAC#2 Port
MACH#3 Port
MACH#Sk Port
[0090] In the foregoing implementation, a root switch (for example, the Si) needs to be
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determined first, an uplink port of another switch (for example, the Sk) needs to be marked, and
then a connection relationship between the switches is determined. The marking of the uplink port
depends on other protocols such as the STP or the ARP or external configuration. The uplink port
needs to be marked in advance. This increases coupling between the solution and the outside, and
reduces usability of the solution. The root switch needs to be determined first. Consequently, the
solution cannot be adaptively applied to protection networking, for example, dual-root networking
or multi-root networking.

[0091] Based on this, a method for restoring a network topology is provided in this application.
In the method, the uplink port can be marked automatically based on the MAC address. This
improves applicability and the usability of the solution.

[0092] Embodiments of this application may be applied to a communication system shown in
FIG. 6. As shown in FIG. 6, the communication system includes a topology computing apparatus,
where the topology computing apparatus is configured to restore a network topology
corresponding to a plurality of network devices.

[0093] Optionally, the communication system may further include a network device, a data
collection apparatus, and a topology display apparatus. The data collection apparatus is configured
to collect related data in the network device. The topology display apparatus is configured to
display the network topology.

[0094] Optionally, the network device may have a function of performing packet forwarding
(or information exchange) based on a MAC address. For example, the network device may be a
switch. For example, in this application, the network device may implement the following
functions:

[0095] (1) The device searches for a MAC table based on a destination MAC address of a
packet and forwards the packet, and the device also learns a source MAC address of the packet
and generates a MAC table.

[0096] (2) The device performs MLAG configuration or VRRP configuration, to implement
dual-homed networking. In the MLAG configuration, the network device may perform neighbor
relationship negotiation based on an MLAG identifier (identifier, ID). In the VRRP configuration,
the network device may perform neighbor relationship negotiation based on a VRRP-ID. It should
be noted that the function is optional. To be specific, the network device may not perform MLAG
configuration or VRRP configuration.

[0097] (3) The device configures a virtual local area network interface (Virtual Local Area
Network Interface, VLANIF). When configuring the VLANIF, the network device can
automatically generate a MAC address (referred to as a system MAC address) corresponding to
the VLANIF. The system MAC address may be used as the source MAC address used when the
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network device sends the packet.

[0098] The topology display apparatus and the topology computing apparatus may be
integrated into one device, or the topology display apparatus and the topology computing apparatus
may be respectively disposed in two different devices. The data collection apparatus and the
topology computing apparatus may be integrated into one device, or the data collection apparatus
and the topology computing apparatus may be respectively disposed in two different devices. The
data collection apparatus, the topology computing apparatus, and the topology display apparatus
may be integrated into one device, or the three may be respectively disposed in three different
devices. This is not specifically limited in this application.

[0099] Optionally, cloud-based network management is used as an example. The topology
computing apparatus and the topology display apparatus may be deployed on a cloud, and the data
collection apparatus may be deployed in an equipment room along with the network device.
[00100] The following describes in detail the method provided in embodiments of this
application with reference to the accompanying drawings. To make the following descriptions
clearer, some concepts mentioned in embodiments of this application are first briefly described.
[00101] Uplink: a transmission direction from a terminal to a network (or an application server).
[00102] Downlink: a transmission direction from the network (or the application server) to the
terminal.

[00103] Uplink port: an egress port in the uplink direction or an ingress port in the downlink
direction.

[00104] Downlink port: an egress port in the downlink direction or an ingress port in the uplink
direction.

[00105] An upper-layer and a lower-layer relationship of the network device is defined as
follows: In an uplink data transmission process, a network device that first forwards data is located
at a lower layer of a network device that forwards the data later. Alternatively, in a downlink data
transmission process, a network device that first forwards data is located at an upper layer of a
network device that forwards the data later.

[00106] It should be noted that the uplink port in this application may also be referred to as an
uplink port or an upper transmission port, and the names may be replaced with each other. This is
not limited. The downlink port in this application may also be referred to as a downlink port or a
lower transmission port, and the names may be replaced with each other. This is not limited.
[00107] Ina possible implementation, the application server may be implemented in a form of
a terminal. In other words, an application may be deployed on the terminal, where the terminal on
which the application is deployed may be referred to as the application server.

[00108] In the accompanying drawings of this application, an example in which the terminal is
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a VM is used for description. It is clear that a type of the terminal is not specifically limited in this
application. For example, the terminal may be various handheld devices, vehicle-mounted devices,
wearable devices, Internet of things (internet of things, 10T) devices, or computing devices that
have a wireless communication function, or other processing devices connected to a wireless
modem, or user equipment (user equipment, UE) in various forms.

[00109] It may be understood that an execution body may perform a part or all of the steps in
embodiments of this application. The steps or operations are merely examples. In embodiments of
this application, other operations or variations of various operations may be further performed. In
addition, the steps may be performed in a sequence different from a sequence presented in
embodiments of this application, and not all the operations in embodiments of this application may
be performed.

[00110] Itshould be noted that a name of each information, parameter, device, or the like in the
following embodiments of this application is merely an example, and another name may be used
in a specific implementation. This is not specifically limited in this embodiment of this application.
[00111] FIG. 7 is a flowchart of a method for restoring a network topology according to an
embodiment of this application. The method for restoring the network topology may be
implemented by a topology computing apparatus, and the method includes the following steps.
[00112] S701: Obtain content of MAC tables of a plurality of network devices.

[00113] Optionally, the plurality of network devices are a plurality of network devices in a same
virtual local area network (virtual local area network, VLAN). The MAC table of each network
device may include a MAC table on each port of the network device.

[00114] S702: Determine a port on which an uplink destination MAC address is learned as an
uplink port of the plurality of network devices. The uplink destination MAC address is a MAC
address that appears most frequently in the MAC tables of the plurality of network devices.
[00115] Optionally, the uplink destination MAC address may be a MAC address of a gateway
device (for example, a router), and a terminal is connected to the gateway device through the
plurality of network devices (for example, switches) to access a network. Alternatively, the uplink
destination MAC address may be a MAC address of an application server on which an application
is deployed.

[00116] In a specific example, as shown in FIG. 8, terminals (a VM1 to a VM4) are connected
to a gateway device through an S1 to access a network. In an uplink direction, data sent by the
VM1, the VM2, the VM3, and the VM4 is sent to the gateway device through the S1, and then the
gateway device sends the data to the network. In a downlink direction, when the network sends
corresponding responses (or data) to the VM1, the VM2, the VM3, and the VM4, the responses
are first sent to the gateway device, and then the gateway device sends the responses to the S1.
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The S1 sends the responses to be sent to the VM1 and the VM2 to an S2, and the S2 sends the
responses to the VM1 and the VM2. The S1 sends the responses to be sent to the VM3 and the
VM4 to an S3, and the S3 sends the responses to the VM3 and the VMA4.

[00117] Indownlink transmission corresponding to the process shown in FIG. 8, a source MAC
address of the response sent by the gateway device to each VM is a MAC address of the gateway
device. When receiving the response from the gateway device, the S1 may learn the MAC address
of the gateway device on a port 0. Similarly, when the S2 and the S3 receive the response from the
S1, because the source MAC address of the response is still the MAC address of the gateway
device, the S2 and the S3 may learn the MAC address of the gateway device on respective ports 0.
[00118] In uplink transmission shown in FIG. 8, it is assumed that a MAC address of the VM1
iIs MAC#A, a MAC address of the VM2 is MAC#B, a MAC address of the VM3 is MAC#C, and
a MAC address of the VM4 is MAC#D. MAC addresses learned on other ports of the S1, the S2,
and the S3 may be shown in FIG. 9.

[00119] To be specific, with reference to the MAC addresses learned in the downlink
transmission, MAC tables of the S1, the S2, and the S3 may be respectively shown in Table 3,
Table 4, and Table 5. MAC#G indicates the MAC address of the gateway device.

Table 3
MAC address Port
MACHA Port 1
MAC#B Port 1
MACHC Port 2
MAC#D Port 2
MACH#G Port 0
Table 4
MAC address Port
MACHA Port 1
MAC#B Port 2
MACH#G Port 0
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Table 5

MAC address Port

MAC#C Port 1
MAC#D Port 2
MACH#G Port O

[00120] With reference to Table 3, Table 4, and Table 5, MAC#G appears most frequently in
the three MAC tables, so that MAC#G is an uplink destination MAC address. Ports on which
MACH#G is learned are the ports 0 of the S1, the S2, and the S3. Therefore, an uplink port of the
S1, an uplink port of the S2, and an uplink port of the S3 are the respective ports 0.

[00121] In another specific example, as shown in FIG. 10, it is assumed that an application is
deployed on a VMa3. In other words, the VM3 may be used as an application server. In an uplink
direction, data sent by a VM1 and a VM2 is sequentially sent to the VM3 through an S1 and an
S3, and data sent by a VM4 is sequentially sent to the VM3 through the S1 and the S3. In a
downlink direction, when the VM3 sends corresponding responses (or data) to the VM1 and the
VM2, the responses sequentially pass through the S3 and the S1 and arrive at the VM1 and the
VM2, and the response sent by the VM3 to the VM4 sequentially passes through the S3 and an S2
and arrives at the VM4.

[00122] In downlink transmission corresponding to the process shown in FIG. 10, a source
MAC address of the response sent by the VM3 is a MAC address of the VM3. When receiving the
response from the VM3, the S3 may learn the MAC address of the VM3 on a port 0. Similarly,
when the S1 and the S2 receive the responses from the S3, because the source MAC addresses of
the responses are still the MAC address of the VM3, the S1 and the S2 may learn the MAC address
of the VM3 on respective ports 0.

[00123]  Inuplink transmission shown in FIG. 10, it is assumed that a MAC address of the VM1
iIs MAC#A, a MAC address of the VM2 is MAC#B, a MAC address of the VM3 is MAC#C, and
a MAC address of the VM4 is MAC#D. MAC addresses learned on other ports of the S1, the S2,
and the S3 may be shown in FIG. 11.

[00124] To be specific, with reference to the MAC addresses learned in the downlink
transmission, MAC tables of the S1, the S2, and the S3 may be respectively shown in Table 6,
Table 7, and Table 8.
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Table 6

MAC address Port
MACHA Port 1
MAC#B Port 2
MACHC Port 0
Table 7
MAC address Port
MAC#D Port 1
MAC#C Port 0
Table 8
MAC address Port
MACHC Port 0
MACHA Port 1
MAC#B Port 1
MAC#D Port 2

[00125] With reference to Table 6, Table 7, and Table 8, MAC#C appears most frequently in
the three MAC tables, so that MAC#C is an uplink destination MAC address. Ports on which
MACH#C is learned are the ports 0 of the S1, the S2, and the S3. Therefore, an uplink port of the
S1, an uplink port of the S2, and an uplink port of the S3 are the respective ports 0.

[00126] S703: Determine a plurality of initial sets.

[00127] The plurality of initial sets are in a one-to-one correspondence with a plurality of
downlink destination MAC addresses. The plurality of downlink destination MAC addresses
include MAC addresses learned on ports other than the foregoing uplink ports. For example, based
on the example shown in FIG. 9, the plurality of downlink destination MAC addresses are MAC#A,
MAC#B, MAC#C, and MAC#D, including MAC addresses learned on the ports 1 and 2 of the S1,
the S2, and the S3.

[00128] Each initial set (set) of the plurality of initial sets includes data of a network device that
learns a corresponding downlink destination MAC address. The data of the network device

includes an identifier of the network device and a port on which the corresponding downlink
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destination MAC address is learned. In an implementation, the port may be identified by using a
port number.
[00129] For example, based on the example shown in FIG. 9, four initial sets corresponding to
four downlink destination MAC addresses are respectively shown as follows:

setl: corresponding to the downlink destination MAC address MAC#A, and including:
{S1-port 1, S2-port 1},

set2: corresponding to the downlink destination MAC address MAC#B, and including:
{S1-port 1, S2-port 2};

set3: corresponding to the downlink destination MAC address MAC#C, and including:
{S1-port 2, S3-port 1}; and

setd: corresponding to the downlink destination MAC address MAC#D, and including:
{S1-port 2, S3-port 2}.
[00130] The setl includes data of the S1 and data of the S2. The data of the S1 includes an
identifier (represented by S1) of the S1 and the port 1 on which the corresponding downlink
destination MAC address MAC#A is learned. The data of the S2 includes an identifier (represented
by S2) of the S2 and the port 1 on which the corresponding downlink destination MAC address
MACH#A is learned. The setl may indicate that the downlink destination MAC address MAC#A is
learned on the port 1 of the S1 and the port 1 of the S2. For descriptions of other sets, refer to the
setl. Details are not described again.
[00131] S704: Determine a connection relationship between the plurality of network devices
based on the plurality of initial sets.
[00132] Optionally, the connection relationship includes: two interconnected network devices
in the plurality of network devices, a network device located at an upper layer and a network device
located at a lower layer in the two interconnected network devices, and a downlink port of the
network device located at the upper layer.
[00133] S705: Determine, based on the connection relationship between the plurality of
network devices and the uplink port of the plurality of network devices, a network topology
corresponding to the plurality of network devices.
[00134] Optionally, based on the connection relationship between the plurality of network
devices and the uplink port of the plurality of networks, a network device located at an upper layer,
a downlink port of the network device located at the upper layer, a network device located at a
lower layer, and an uplink port of the network device located at the lower layer that are in any two
interconnected network devices may be determined. That is, two directly connected network
devices and ports connecting the two network devices may be determined. The network topology

corresponding to the plurality of network devices can be restored by connecting a downlink port
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of an upper-layer network device and an uplink port of a lower-layer network device, where the
two devices may be any two interconnected network devices.
[00135] Optionally, the upper-layer network device and the lower-layer network device in the
plurality of network devices are connected, and the upper-layer network device is located at an
upper layer of the lower-layer network device. Data of the upper-layer network device may be in
the plurality of initial sets in the following two manners:
[00136] Manner 1: The data of the upper-layer network device appears most frequently in the
plurality of initial sets. A port included in the data of the upper-layer network device is the
downlink port of the upper-layer network device. Data of the lower-layer network device and the
data of the upper-layer network device are located in a same initial set.
[00137] Inapossible implementation, when the initial set includes data of two network devices,
one of the two network devices is the upper-layer network device, the other is the lower-layer
network device, and the upper-layer network device is directly connected to the lower-layer
network device.
[00138] For example, based on the example shown in FIG. 9, data that appears most frequently
in the plurality of initial sets are {S1-port 1} and {S1-port 2}. Therefore, the S1 is the upper-layer
network device, and both the port 1 and the port 2 of the S1 are downlink ports of the S1. In
addition, because the data {S2-port 1}, the data {S2-port 2}, and the data {S1-port 1} are located
in a same initial set, the S2 is the lower-layer network device. Further, it may be further determined
that the port 1 of the S1 is connected to an uplink port of the S2. Similarly, it may be determined
that the S3 is the lower-layer network device, and the port 2 of the S1 is connected to an uplink
port of the S3.
[00139] Because it may be determined, in step S702, that the uplink port of the S2 is the port O,
and the uplink port of the S3 is the port 0, it may be determined that the port 1 of the S1 is connected
to the port O of the S2, and the port 2 of the S1 is connected to the port 0 of the S3, so that the
network topology shown in FIG. 9 can be restored.
[00140] Optionally, the upper-layer network device and the lower-layer network device may be
determined by performing operation such as intersection on the initial set. An intersection of at
least two sets is the data that appears most frequently in the plurality of initial sets, and a network
device corresponding to the data is the upper-layer network device. A network device
corresponding to another piece of data than the intersection data in the initial set is the lower-layer
network device.
[00141] For example, based on the example shown in FIG. 9, after the operation such as the
intersection is performed on the initial set, the following result may be obtained:

setb: {S1-port 1} #intersection of the setl and the set2;
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updated setl: {S2-port 1} #setl after intersection data is deleted; and

updated set2: {S2-port 2} #set2 after intersection data is deleted.
[00142] It may be determined, based on the operation result, that the S1 is the upper-layer
network device, the S2 is the lower-layer network device, and the port 1 of the S1 is connected to
the uplink port of the S2.

set6: {S1-port 2} #intersection of the set3 and the set4;

updated set3: {S3-port 1} #set3 after intersection data is deleted; and

updated set4: {S3-port 2} #set4 after intersection data is deleted.
[00143] It may be determined, based on the operation result, that the S1 is the upper-layer
network device, the S3 is the lower-layer network device, and the port 2 of the S1 is connected to
the uplink port of the S3.
[00144] In another possible implementation, when the initial set includes data of at least three
network devices, there may be a plurality of lower-layer network devices or a plurality of upper-
layer network devices in the at least three network devices.
[00145] When there are a plurality of lower-layer network devices, data of the upper-layer
network device in the initial set may be deleted, the initial set is updated, and then a connection
relationship between the plurality of lower-layer network devices is determined based on an
updated set.
[00146] Forexample, asshownin FIG. 12, itis assumed that, on the basis of the topology shown
in FIG. 9, the S1 is further connected to an SO, and MAC addresses of a VM1, a VM2, a VM3,
and a VM4 are learned on a port 1 of the SO. In this case, a plurality of initial sets of a topology
shown in FIG. 12 may be respectively shown as follows:

setl: corresponding to the downlink destination MAC address MAC#A, and including:
{S0-port 1, S1-port 1, S2-port 1},

set2: corresponding to the downlink destination MAC address MAC#B, and including:
{S0-port 1, S1-port 1, S2-port 2};

set3: corresponding to the downlink destination MAC address MAC#C, and including:
{S0-port 1, S1-port 2, S3-port 1}; and

set4: corresponding to the downlink destination MAC address MAC#D, and including:
{S0-port 1, S1-port 2, S3-port 2}.
[00147] Based on the example shown in FIG. 12, data that appears most frequently in the
plurality of initial sets is {SO-port 0}. Therefore, the SO is the upper-layer network device, the port
1 of the SO is a downlink port of SO, and the S1 and the S2 are the lower-layer network devices. In
this case, {S0-port 0} may be deleted from the initial set, to obtain updated sets as follows:

updated setl: corresponding to a downlink destination MAC address MAC#A, and
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including: {S1-port 1, S2-port 1};

updated set2: corresponding to a downlink destination MAC address MAC#B, and
including: {S1-port 1, S2-port 2},

updated set3: corresponding to a downlink destination MAC address MAC#C, and
including: {S1-port 2, S3-port 1}; and

updated set4: corresponding to a downlink destination MAC address MAC#D, and
including: {S1-port 2, S3-port 2}.
[00148] Data that appears most frequently in the plurality of updated sets are {S1-port 1} and
{S1-port 2}. Therefore, the S1 is located at the upper layer, and both the port 1 and the port 2 of
the S1 are downlink ports of the S1. In addition, because the data {S2-port 1}, the data {S2-port
2}, the data {S1-port 1} are located in a same initial set, the S2 is located at a lower layer of the
S1. Further, it may be further determined that the port 1 of the S1 is connected to an uplink port of
the S2. Similarly, it may be determined that the S3 is located at the lower layer of the S1, and the
port 2 of the S1 is connected to an uplink port of the S3.
[00149] Because it may be determined, in step S702, that the uplink ports of the S1, the S2, and
the S3 are the respective ports 0, it may be determined that the port 1 of the SO is connected to the
port 0 of the S1, the port 1 of the S1 is connected to the port 0 of the S2, and the port 2 of the S1
is connected to the port 0 of the S3, so that the network topology shown in FIG. 12 can be restored.
[00150] Optionally, the upper-layer network device and the plurality of lower-layer network
devices may be determined by performing operation such as intersection on the initial set. An
intersection of the plurality of initial sets is data that appears most frequently in the plurality of
initial sets, and a network device corresponding to the data is the upper-layer network device. A
plurality of network devices corresponding to a plurality of pieces of data other than the
intersection data in the initial set are the lower-layer network devices. Then, the data of the upper-
layer network device in the initial set may be deleted, the initial set is updated, and the operation
such as the intersection is performed on an updated set, to determine a connection relationship
between the plurality of lower-layer network devices.
[00151] For example, based on the example shown in FIG. 12, after the operation such as the
intersection is performed on the initial set, the following result may be obtained:

set5: {SO-port 1} #intersection of setl, set2, set3, and set4;

updated setl: {S1-port 1, S2-port 1} #setl after intersection data is deleted,;

updated set2: {S1-port 1, S2-port 2} #set2 after intersection data is deleted,;

updated set3: {S1-port 2, S3-port 1} #set3 after intersection data is deleted; and

updated set4: {S1-port 2, S3-port 2} #set4 after intersection data is deleted.
[00152] It may be determined, based on the operation result, that the SO is the upper-layer
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network device, the S1 and the S2 are the lower-layer network devices, and the port 1 of the SO is
the downlink port.
[00153] Then, the intersection operation may be performed on the updated setl, the updated
set2, the updated set3, and the updated set4, to determine that the S1 is located at an upper layer
of the S2 and the S3, the port 1 of the S1 is connected to an uplink port of the S2, and the port 2 of
the S1 is connected to an uplink port of the S3. For details, refer to the foregoing related
descriptions. Details are not described herein again.
[00154] If there are a plurality of upper-layer network devices, a dual-root or multi-root
protection networking scenario may be used. For example, in the dual-root scenario, the plurality
of upper-layer network devices include a first upper-layer network device and a second upper-
layer network device, and the lower-layer network device is dual-homed to the first upper-layer
network device and the second upper-layer network device.
[00155] Optionally, the topology computing apparatus may obtain indication information.
When the indication information indicates that the first upper-layer network device and the second
upper-layer network device belong to a same MLAG or a same VRRP group, the lower-layer
network device is dual-homed to the first upper-layer network device and the second upper-layer
network device.
[00156] For example, as shown in FIG. 13, it is assumed that an S8 is configured to be dual-
homed to an S6 and an S7 by using an MLAG, downlink ports of S6 and S7 are Eth-trunks 1, the
S8 is connected to a VM1 and a VM2, a MAC address of the VM1 is MAC#E, and a MAC address
of the VM2 is MACH#F. Based on the example shown in FIG. 13, a plurality of initial sets may be
shown as follows:

setl: corresponding to the downlink destination MAC address MAC#E, and including:
{S6-Eth-trunk 1, S7-Eth-trunk 1, S8-port 1}; and

set2: corresponding to the downlink destination MAC address MAC#F, and including:
{S6-Eth-trunk 1, S7-Eth-trunk 1, S8-port 2}.
[00157] In this example, data that appears most frequently in the plurality of initial sets is {S6-
Eth-trunk 1, S7-Eth-trunk 1}. Therefore, the S6 and the S7 are the upper-layer network devices,
and the ports Eth-trunks 1 of the S6 and the S7 are the respective downlink ports. In addition,
because the data {S8-port 1}, the data {S8-port 2}, and the data {S6-Eth-trunk 1, S7-Eth-trunk 1}
are located in a same initial set, the S8 is the lower-layer network device. Further, it may be further
determined that the ports Eth-trunks 1 of the S6 and the S7 are connected to an uplink port of S8.
[00158] Then, because there are two upper-layer network devices: the S6 and the S7, a
relationship between the S6 and the S7 needs to be further determined. In this case, MLAG or
VRRP configuration of the S6 and the S7 may be checked to determine that the S6 and the S7
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belong to a same MLAG or VRRP group. Therefore, it is determined that the S8 is dual-homed to
the S6 and the S7.
[00159] Manner 2: An identifier of the upper-layer network device appears most frequently in
the plurality of initial sets. The port included in the data of the upper-layer network device is the
downlink port of the upper-layer network device. Data of the lower-layer network device and the
data of the upper-layer network device are located in a same initial set.
[00160] For example, as shown in FIG. 14, it is assumed that an S1 is connected to an S2 and
an S3, the S2 and the S3 are respectively connected to a VM1 and a VM2, a MAC address of the
VML is MAC#A, and a MAC address of the VM2 is MAC#D. Based on the example shown in
FIG. 14, a plurality of initial sets may be shown as follows:

setl: corresponding to the downlink destination MAC address MAC#A, and including:
{S1-port 1, S2-port 1}; and

set2: corresponding to the downlink destination MAC address MAC#D, and including:
{S1-port 2, S3-port 1}.
[00161] In this example, an identifier of a network device that appears most frequently in the
plurality of initial sets is the S1. Therefore, the S1 is the upper-layer network device, and both a
port 1 and a port 2 of the S1 are downlink ports of the S1. In addition, because the data {S2-port
1} and the data {S1-port 1} are located in a same initial set, the S2 is the lower-layer network
device. Further, it may be further determined that the port 1 of the S1 is connected to an uplink
port of the S2. Similarly, it may be determined that the S3 is the lower-layer network device, and
the port 2 of the S1 is connected to an uplink port of the S3.
[00162] Because it may be determined, in step S702, that the uplink ports of the S2 and the S3
are respective ports 0, it may be determined that the port 1 of the S1 is connected to the port 0 of
the S2, and the port 2 of the S1 is connected to the port 0 of the S3, so that the network topology
shown in FIG. 14 can be restored.
[00163] Optionally, Manner 1 and Manner 2 may coexist. In other words, the solutions of
Manner 1 and Manner 2 may be used in combination. For example, as shown in FIG. 15, it is
assumed that, on the basis of the topology shown in FIG. 14, the S1 is further connected to an SO.
In this case, a plurality of initial sets may be shown as follows:

setl: corresponding to the downlink destination MAC address MAC#A, and including:
{S0-port 1, S1-port 1, S2-port 1}; and

set2: corresponding to the downlink destination MAC address MAC#D, and including:
{S0-port 1, S1-port 2, S3-port 1}.
[00164] In this example, data of a network device that appears most frequently in the plurality

of initial sets is {S0-port 1}. Therefore, the SO is the upper-layer network device, and a port 1 of
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SO0 is a downlink port. Further, {SO-port 1} is deleted from the initial set, to obtain updated initial
sets as follows:

updated setl: {S1-port 1, S2-port 1}; and

updated set2: {S1-port 2, S3-port 1}.
[00165] In the updated initial sets, an identifier of the network device that appears most
frequently is the S1. Therefore, the S1 is located at an upper layer of the S2 and the S3, the port 1
of the S1 is connected to the uplink port of the S2, and the port 2 of the S1 is connected to the
uplink port of the S3.
[00166] Because it may be determined, in step S702, that the uplink ports of the S1, the S2, and
the S3 are the respective ports 0, it may be determined that the port 1 of the SO is connected to the
port O of the S1, the port 1 of the S1 is connected to the port O of the S2, and the port 2 of the S1
is connected to the port 0 of the S3, so that the network topology shown in FIG. 15 can be restored.
[00167] Optionally, if one port of a network device is connected to a plurality of network
devices in the restored network topology, the device may fail to collect data. To be specific,a MAC
table of a network device is not collected. In this scenario, the foregoing steps S701 to S705 may
be performed again, or the foregoing steps S702 to S705 may be performed again after an
administrator confirms the device that does not collect the data and completes data collection of
the device.
[00168] Based on the foregoing solution, in this application, the uplink port of the network
device can be obtained through analysis by using the MAC table of the network device, without
depending on external configuration or another protocol (for example, an STP or an ARP), so that
external dependency is reduced and usability of the solution is improved. In addition, the
connection relationship between the plurality of network devices may be obtained based on the
plurality of initial sets. In comparison with a current technology, it is unnecessary to compare all
MAC addresses learned on a port when a connection relationship between every two network
devices is calculated, so that computing efficiency is improved. In addition, in a process of
topology calculation, new networking may be applied, without depending on a single-root
assumption of a tree network. For example, a network topology of dual-homed networking may
be restored. That is, this solution has high adaptability.
[00169] Moreover, in the foregoing solution, provided that one MAC address on a forwarding
path is learned by all network devices on the path, the connection relationship between the network
devices on the path may be restored. For example, based on the example shown in FIG. 9, a
forwarding path S1-S2-VM is used as an example. It is assumed that a MAC table on the port 1 of
the S2 is aged. To be specific, the setl corresponding to the example shown in FIG. 9 is {S1-port
1}, and the set2, the set3, and the set4 remain unchanged. In this scenario, a connection relationship
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between the S1 and the S2 may also be determined in step S704.

[00170] The forwarding path S1-S2-VM is used as an example. A MAC address (denoted as
MAC#A) of a VM1 and a MAC address (denoted as MAC#B) of a VM2 exist in MAC tables of
different network devices on the path. It is assumed that MAC#B is aged on the S1 or the S2, the
connection relationship between the S1 and the S2 may also be determined by using MAC#A. For
example, MAC#B is aged on the S2. To be specific, the set2 corresponding to the example shown
in FIG. 9 is {S1-port 1}. Alternatively, MAC#B is aged on both the S1 and the S2. To be specific,
the initial sets corresponding to the example shown in FIG. 9 do not include the set2. The
connection relationship between the S1 and the S2 may also be determined in step S704.

[00171] In other words, in the solution of this application, even if the MAC table is aged, the
network topology may be restored, so that a requirement for collecting the MAC table is reduced.
However, in the current technology, when the MAC table is collected, aging of the MAC table
needs to be avoided.

[00172] It should be noted that the solution shown in FIG. 7 is described by using an example
in which the method for determining the uplink port shown in step S702 is combined with the
method for determining the connection relationship shown in steps S703 and S704. It is clear that
the method shown in step S702 and the method shown in steps S703 and S704 may also be
decoupled for use. For example, the uplink port may be determined by using the method shown in
step S702, and the connection relationship may be determined by using the method corresponding
to the formula (1); or the uplink port may be determined by using a protocol such as an ARP, and
the connection relationship may be determined by using the method shown in steps S703 and S704.
This is not specifically limited in this application.

[00173] In a possible implementation, a data collection apparatus collects MAC tables of
network devices, and then sends the collected MAC tables to a topology computing apparatus. In
other words, step S701 may include: receiving the MAC tables of the plurality of network devices
from the data collection apparatus.

[00174] Optionally, the data collection apparatus may log in to the network device in a manner
such as telnet or ssh, query the MAC table of the network device, and save the MAC table, to send
the MAC table of the network device to the topology computing apparatus, or the network device
may actively send the MAC table to the data collection apparatus.

[00175] For example, information about the MAC table saved by the data collection apparatus
may be as follows: {"subnet": "vlan 1", "device": "XXX-2f-1", "port": "GigabitEthernet1/0/1",
"mac™: "XXXX-XXXX-XXXX"}, where a value of subnet indicates a VLAN in which the network
device is located, a value of device is an identifier or a name of the network device, a value of port

is a port number of a port of the network device, and a value of mac is a MAC address learned on
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the port.

[00176] Optionally, when the data collection apparatus and the topology computing apparatus
are integrated into one device, the data collection apparatus may send the MAC tables of the
plurality of network devices to the topology computing apparatus through an internal interface (a
hardware interface or a software interface) inside the device. When the data collection apparatus
and the topology computing apparatus are implemented by two different devices, the data
collection apparatus may send the MAC tables of the plurality of network devices to the topology
computing apparatus through an interface for communicating with an external device.

[00177] In a possible implementation, the data collection apparatus may log in to the network
device to obtain a configuration file of the network device, check whether the network device
performs MLAG or VRRP configuration, that is, whether a protection group exists, and if the
protection group exists, collect information about the protection group. In another possible
implementation, the data collection apparatus may receive the information about the protection
group. For example, the network device sends the information about the protection group to the
data collection apparatus.

[00178] Optionally, the collecting information about the protection group may include: if the
MLAG configuration is performed, searching, based on an MLAG ID in the configuration file, for
a plurality of network devices belonging to a same MLAG, and obtaining a downlink port of the
MLAG from the configuration file; or if the VRRP configuration is performed, determining, based
on a VRRP ID and an interface IP address in the configuration file, a plurality of network devices
belonging to a same VRRP group, and obtaining a downlink port of the VRRP group from the
configuration file.

[00179] Forexample, the information about the protection group collected by the data collection
apparatus may be as follows: {"group_id":1, "intf_list":[{"device"="yyy-a","port"="eth-trunk
1"} {"device"="yyy-b","port"=" eth-trunk 1"}]}, where group_id is a group identifier of the
protection group, "intf_list is the information about the plurality of network devices in the same
protection group, device is an identifier or a name of the network device, and port is the downlink
port of the protection group. In other words, in the foregoing example, the device yyy-a and the
device yyy-b belong to a same MLAG or VRRP group, and a downlink port is the eth-trunk 1.
[00180] Optionally, the data collection apparatus may send the information about the protection
group, as indication information, to the topology computing apparatus. In the foregoing solution,
that the topology computing apparatus obtains the indication information may include: receiving
the indication information from the data collection apparatus. For a manner in which the data
collection apparatus sends the indication information to the topology computing apparatus, refer

to the foregoing manner of sending the MAC table. Details are not described herein again.
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[00181] In a possible implementation, the data collection apparatus may log in to the network
device, collect information about a VLANIF of the network device, and use a MAC address
corresponding to the VLANIF as a system MAC address of the network device in a VLAN.
[00182] For example, the information about the VLANIF collected by the data collection
apparatus may be as follows: {"subnet"="vlan 1","device"=" xxx -2f-1","sys_mac"="XXXX-XXXX-
xxxx"}, where a value of subnet indicates the VLAN in which the network device is located, a
value of device indicates an identifier or a name of the network device, and a value of sys_mac
indicates the system MAC address of the network device.

[00183] Inapossible implementation, after collecting the related information about the network
device, the data collection apparatus may perform standardization processing on a data format, and
then send the data to the topology computing apparatus. For example, display formats of MAC
addresses of network devices of different vendors may be different, and the data collection
apparatus may perform standardization conversion on the formats of the collected MAC addresses,
to unify the formats of the MAC addresses. For example, "XX:XX:XX: XX XX XX OF "XXXX-XXXX-
xXxX" 1S normalized to "XXXX-XXXX-XXXX".

[00184] Optionally, the foregoing functions of the data collection apparatus in this application
may alternatively be implemented by the topology computing apparatus. In this scenario,
interaction between the topology computing apparatus and the data collection apparatus is no
longer performed, and a communication system to which this application is applicable does not
include the data collection apparatus.

[00185] The network device may lack a MAC entry. For example, a MAC entry of a network
device is empty or MAC entries of a plurality of network devices are empty. A possible cause is
that all the MAC entries are aged or no traffic exists in networking. In a possible implementation,
in this scenario, the topology computing apparatus sends a packet to at least one network device
in the plurality of network devices, so that each network device generates the MAC entry, and then
obtains the MAC entries of the plurality of network devices to restore the network topology. The
sending a packet to a network device may be that the topology computing apparatus directly sends
the packet, or the topology computing apparatus controls another device (for example, a gateway
device, the plurality of network devices, or a terminal) to send the packet. The packet may be a
unicast packet or a broadcast packet.

[00186] Optionally, the gateway device may be a forwarding device between local area
networks connected to a top-layer network device of the plurality of network devices, for example,
may be a router.

[00187] Optionally, in the scenario, when the network topology is restored based on the MAC
table, an uplink port of the plurality of network devices may be determined based on step S702. In
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addition, a connection relationship between the network devices is determined based on whether
a downlink port of a network device learns a system MAC address of another network device.
[00188] Optionally, that the topology computing apparatus controls a gateway device or the
network device to send the packet may be that the topology computing apparatus sends a command
to control the gateway device or the network device to send the packet to another network device,
or that the topology computing apparatus logs in to the gateway device or the network device to
send the packet to another network device on the gateway device or the network device. The
gateway device or the network device may send the packet to another network device in the
following three implementations.
[00189] Manner 1: The gateway device and the plurality of network devices all send broadcast
packets.
[00190] Forexample, for chain networking, a topology shown in FIG. 16 is used as an example.
It is assumed that a MAC address of a gateway device is MACO, and system MAC addresses of
an S1, an S2, and an S3 are MAC1, MAC2, and MACS3 respectively. In Manner 1, the gateway
device, the S1, the S2, and the S3 all send the broadcast packets. The following describes the MAC
addresses learned on the S1, the S2, and the S3 after each device sends the broadcast packets.
[00191] The gateway device sends the broadcast packet (where a source address of the packet
is the address MACO of the gateway device):

(1) MACQO is learned on a port 0 of the S1;

(2) MACQO is learned on a port 0 of the S2; and

(3) MACQO is learned on a port 0 of the S3.
[00192] The S1 sends the broadcast packet (where a source address of the packet is the system
address MACL of the S1):

(1) MACL is learned on the port 0 of the S2; and

(2) MACL is learned on the port 0 of the S3.
[00193] The S2 sends the broadcast packet (where a source address of the packet is the system
address MAC2 of the S2):

(1) MAC2 is learned on a port 1 of the S1; and

(2) MAC2 is learned on the port 0 of the S3.
[00194] The S3 sends the broadcast packet (where a source address of the packet is the system
address MAC3 of the S3):

(1) MAC3 is learned on a port 1 of the S2; and

(2) MAC3 is learned on the port 1 of the S1.
[00195] To be specific, after the gateway device, the S1, the S2, and the S3 send the broadcast
packets, MAC tables of the S1, the S2, and the S3 may be respectively shown in Table 9, Table 10,
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Table 9 (MAC table of the S1)

MAC address Port

MACO Port 0
MAC2 Port 1
MAC3 Port 1

Table 10 (MAC table of the S2)

MAC address Port

MACO Port 0
MAC1 Port 0
MAC3 Port 1

Table 11 (MAC table of the S3)

MAC address Port

MACO Port 0
MAC1 Port 0
MAC?2 Port 0

[00196]  With reference to Table 9, Table 10, and Table 11, it can be determined that MACO
appears most frequently in the three MAC tables, and ports on which MACO is learned are the
ports 0 of the S1, the S2, and the S3. Therefore, uplink ports of the S1, the S2, and the S3 are the
respective ports 0, and other ports than the ports 0 are downlink ports.

[00197] In addition, as shown in Table 9, the system address MAC?2 of the S2 and the system
address MAC3 of the S3 are learned on the downlink port (namely, the port 1) of the S1, so that it
can be determined that the S1 is located at an upper layer of the S2 and the S3. In addition, because
the system address MAC3 of the S3 is learned on the downlink port (namely, the port 1) of the S2
in Table 10, it may be determined that the S2 is located at an upper layer of the S3.

[00198] Optionally, a connection relationship between the S1, the S2, and the S3 may
alternatively be determined by using initial sets determined based on Table 9, Table 10, and Table
11. For example, the initial sets determined based on Table 9, Table 10, and Table 11 may be:

setl: corresponding to the downlink destination MAC address MAC2, and including
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{S1-port 1}; and

set2: corresponding to the downlink destination MAC address MAC3, and including
{S1-port 1, S2-port 1}.
[00199] It can be learned, based on the setl, that the system MAC address of the S2 is learned
on the port 1 (downlink port) of the S1. It can be determined, based on the set2, that the system
MAC address of the S3 is learned on the port 1 (downlink port) of the S1 and the port 1 (downlink
port) of the S2. Because the system MAC address of the S2 is learned on the downlink port of the
S1, it can be determined that the S1 is located at the upper layer of the S2. In addition, because the
system MAC address of the S3 is learned on the downlink port of the S2, it may be determined
that the S2 is located at the upper layer of the S3. In conclusion, the network topology shown in
FIG. 16 can be restored.
[00200] For example, for hierarchical networking, a topology shown in FIG. 17 is used as an
example. It is assumed that a MAC address of a gateway device is MACO, and system MAC
addresses of an S1, an S2, and an S3 are MAC1, MAC2, and MACS3 respectively. The following
describes the MAC addresses learned on the S1, the S2, and the S3 after each device sends a
broadcast packet.
[00201] The gateway device sends the broadcast packet (where a source address of the packet
is the address MACO of the gateway device):

(1) MACQO is learned on a port 0 of the S1;

(2) MACQO is learned on a port 0 of the S2; and

(3) MACQO is learned on a port 0 of the S3.
[00202] The S1 sends the broadcast packet (where a source address of the packet is the system
address MACL of the S1):

(1) MACL is learned on the port 0 of the S2; and

(2) MACL is learned on the port 0 of the S3.
[00203] The S2 sends the broadcast packet (where a source address of the packet is the system
address MAC2 of the S2):

(1) MAC2 is learned on a port 1 of the S1; and

(2) MAC2 is learned on the port 0 of the S3.
[00204] The S3 sends the broadcast packet (where a source address of the packet is the system
address MAC3 of the S3):

(1) MAC3 is learned on a port 2 of the S1; and

(2) MAC3 is learned on the port 0 of the S2.
[00205] To be specific, after the gateway device, the S1, the S2, and the S3 send the broadcast
packets, MAC tables of the S1, the S2, and the S3 may be respectively shown in Table 12, Table
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Table 12 (MAC table of the S1)

MAC address Port

MACO Port 0
MAC2 Port 1
MAC3 Port 2

Table 13 (MAC table of the S2)

MAC address Port

MACO Port 0
MAC1 Port 0
MAC3 Port 0

Table 14 (MAC table of the S3)

MAC address Port

MACO Port 0
MAC1 Port 0
MAC?2 Port 0

[00206]  With reference to Table 12, Table 13, and Table 14, it can be learned that MACO appears
most frequently in the three MAC tables, and ports on which MACO is learned are the ports O of
the S1, the S2, and the S3. Therefore, uplink ports of the S1, the S2, and the S3 are the respective
ports 0, and other ports than the ports 0 are downlink ports.
[00207]  Inaddition, with reference to Table 12, it can be learned that the system address MAC2
of the S2 is learned on one downlink port (port 1) of the S1, and the system address MAC3 of the
S3 is learned on the other downlink port (port 2) of the S1, so that it can be determined that the S1
is located at an upper layer of the S2 and the S3, and the S2 and the S3 are located at a same layer.
[00208] Optionally, a connection relationship between the S1, the S2, and the S3 may
alternatively be determined by using initial sets determined based on Table 12, Table 13, and Table
14. For example, the initial sets determined based on Table 12, Table 13, and Table 14 may be:
setl: corresponding to the downlink destination MAC address MAC2, and including

{S1-port 1}; and
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set2: corresponding to the downlink destination MAC address MAC3, and including
{S1-port 2}.
[00209] It can be learned, based on the setl, that the system MAC address of the S2 is learned
on the port 1 (downlink port) of the S1. It can be determined, based on the set2, that the system
MAC address of the S3 is learned on the port 2 (downlink port) of the S1. Because the system
MAC addresses of the S2 and the S3 are learned on the downlink port of the S1, it can be
determined that the S1 is located at the upper layer of the S2 and the S3. In addition, because the
system MAC addresses of the S2 and the S3 are respectively learned on different downlink ports
of the S1, it can be determined that the S2 and the S3 are located at the same layer. In conclusion,
the network topology shown in FIG. 17 can be restored.
[00210] For example, for dual-homed networking, a topology shown in FIG. 18 is used as an
example. It is assumed that a MAC address of a gateway device is MACO, and system MAC
addresses of an S1, an S2, and an S3 are MAC1, MAC2, and MACS3 respectively. The following
describes the MAC addresses learned on the S1, the S2, and the S3 after each device sends a
broadcast packet.
[00211] The gateway device sends the broadcast packet (where a source address of the packet
is the address MACO of the gateway device):

(1) MACQO is learned on a port 0 of the S1,

(2) MACQO is learned on a port 0 of the S2; and

(3) MACQO is learned on an Eth-trunk 1 of the S3.
[00212] The S1 sends the broadcast packet (where a source address of the packet is the system
address MAC1 of the S1):

(1) MACL is learned on the Eth-trunk 1 of the S3; and

(2) MACL is learned on the port 0 of the S2.
[00213] The S2 sends the broadcast packet (where a source address of the packet is the system
address MAC2 of the S2):

(1) MAC2 is learned on the Eth-trunk 1 of the S3; and

(2) MAC2 is learned on the port O of the S1.
[00214] The S3 sends the broadcast packet (where a source address of the packet is the system
address MAC3 of the S3):

(1) MAC3 is learned on Eth-trunks 1 of the S1 and the S2.
[00215] To be specific, after the gateway device, the S1, the S2, and the S3 send the broadcast
packets, MAC tables of the S1, the S2, and the S3 may be respectively shown in Table 15, Table
16, and Table 17.
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Table 15 (MAC table of the S1)

MAC address Port
MACO Port 0
MAC3 Eth-trunk 1
MAC?2 Port 0

Table 16 (MAC table of the S2)

MAC address Port
MACO Port O
MAC3 Eth-trunk 1
MAC1 Port O

Table 17 (MAC table of the S3)

MAC address Port

MACO Eth-trunk 1
MAC1 Eth-trunk 1
MAC?2 Eth-trunk 1

[00216]  With reference to Table 15, Table 16, and Table 17, it can be learned that MACO appears
most frequently in the three MAC tables, and ports on which MACO is learned are the ports O of
the S1 and the S2, and the Eth-trunk 1 of the S3. Therefore, uplink ports of the S1 and the S2 are
the respective ports 0, an uplink port of the S3 is the Eth-trunk 1, and other ports are downlink
ports.
[00217] In addition, with reference to Table 15 and Table 16, it can be learned that the system
address MAC3 of the S3 is learned on the downlink ports (Eth-trunk 1) of the S1 and the S2, so
that it can be determined that the S1 and the S2 are located at an upper layer of the S3, and then
the network topology shown in FIG. 18 can be restored with reference to MLAG or VRRP
configuration.
[00218] Optionally, a connection relationship between the S1, the S2, and the S3 may
alternatively be determined by using initial sets determined based on Table 15, Table 16, and Table
17. For example, the initial sets determined based on Table 15, Table 16, and Table 17 may be:
setl: corresponding to the downlink destination MAC address MAC3, and including
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{S1-Eth-trunk 1, S2-Eth-trunk 1}.
[00219] It can be learned, based on the setl, that the system MAC address of the S3 is learned
on the Eth-trunks 1 (downlink ports) of the S1 and the S2. Because the system MAC address of
the S3 is learned on the downlink ports of the S1 and the S2, it can be determined that the S1 and
the S2 are located at the upper layer of the S3. Then, the network topology shown in FIG. 18 can
be restored based on the MLAG or VRRP configuration.
[00220] Manner 2: The gateway device sends unicast packets to some network devices in the
plurality of network devices, and the some network devices send response packets to the gateway
device.
[00221] Optionally, the unicast packet may be an Internet control message protocol (Internet
Control Message Protocol, ICMP) echo request (echo request) packet, and the response packet
may be an ICMP echo reply (echo reply) packet.
[00222] Optionally, the gateway device may first send the packet to a network device in the
plurality of network devices, and after the network devices send the response packets to the
gateway device, the gateway device obtains a MAC table of each network device. If the network
topology cannot be restored based on the MAC table obtained this time, the gateway device may
send the packets to another part of the plurality of network devices again until the network
topology is restored.
[00223] For example, for the chain networking, the topology shown in FIG. 16 is used as an
example. The gateway device may first send a packet to the S2, and the S2 sends a response packet
to the gateway device. In this process, the MAC addresses learned on the S1 and the S2 are as
follows:
[00224] The gateway device sends the packet to the S2 (where a source address of the packet is
the address MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1; and

(2) MACQO is learned on the port 0 of the S2.
[00225] The S2 sends the response packet to the gateway device (where a source address of the
packet is the system address MAC2 of the S2):

(1) MAC2 is learned on the port 1 of the S1.
[00226]  With reference to the MAC tables of the S1 and the S2, it may be determined that the
uplink ports of the S1 and the S2 are the respective ports 0, the S1 is located at the upper layer of
the S2, and the port 1 of the S1 is connected to the port O of the S2.
[00227] Inthis case, the S3 still has no MAC table, and the connection relationship between the
S3 and the S1 and between the S3 and the S2 is unclear. Therefore, the gateway device may

continue to send the packet to the S3, and the S3 sends the response packet to the gateway device.
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In this process, MAC addresses learned on the S1, the S2, and the S3 are as follows:
[00228] The gateway device sends the packet to the S3 (where a source address of the packet is
the address MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1;

(2) MACQO is learned on the port 0 of the S2; and

(3) MACQO is learned on the port 0 of the S3.
[00229] The S3 sends the response packet to the gateway device (where a source address of the
packet is the system address MAC3 of the S3):

(1) MAC3 is learned on the port 1 of the S2; and

(2) MAC3 is learned on the port 1 of the S1.
[00230]  With reference to the MAC tables of the S1, the S2, and the S3, it may be determined
that the uplink port of the S3 is the port 0, the S2 is located at the upper layer of the S3, and the
port 1 of the S2 is connected to the port 0 of the S3. In this way, the topology shown in FIG. 16
can be restored.
[00231] It may be understood that, if the gateway device first sends the packet to the S3, after
the S3 sends the response packet, the S1, the S2, and the S3 may all generate the corresponding
MAC tables, and the gateway device does not need to send the packet again. The topology
computing apparatus may restore the topology shown in FIG. 16 based on the MAC tables of the
S1 to the S3.
[00232] For example, for the hierarchical networking, the topology shown in FIG. 17 is used as
an example. The gateway device may first send a packet to the S2, and the S2 sends a response
packet to the gateway device. In this process, MAC addresses learned on the S1 and the S2 are as
follows:
[00233] The gateway device sends the packet to the S2 (where a source address of the packet is
the address MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1; and

(2) MACQO is learned on the port O of the S2.
[00234] The S2 sends the response packet to the gateway device (where a source address of the
packet is the system address MAC?2 of the S2):

(1) MAC2 is learned on the port 1 of the S1.
[00235]  With reference to the MAC tables of the S1 and the S2, it may be determined that the
uplink ports of the S1 and the S2 are the respective ports 0, the S1 is located at the upper layer of
the S2, and the port 1 of the S1 is connected to the port 0 of the S2.
[00236] Inthis case, the S3 still has no MAC table, and the connection relationship between the

S3 and the S1 and between the S3 and the S2 is unclear. Therefore, the gateway device may

36



10

15

20

25

30

35

continue to send the packet to the S3, and the S3 sends the response packet to the gateway device.
In this process, MAC addresses learned on the S1, the S2, and the S3 are as follows:
[00237] The gateway device sends the packet to the S3 (where a source address of the packet is
the address MACO of the gateway device):

(2) MACQO is learned on the port 0 of the S1; and

(3) MACQO is learned on the port 0 of the S3.
[00238] The S3 sends the response packet to the gateway device (where a source address of the
packet is the system address MAC3 of the S3):

(1) MAC3 is learned on the port 2 of the S1.
[00239]  With reference to the MAC tables of the S1, the S2, and the S3, it may be determined
that the uplink port of the S3 is the port 0, the S1 is located at the upper layer of the S3, and the
port 2 of the S1 is connected to the port 0 of the S3. In this way, the topology shown in FIG. 17
can be restored.
[00240] For example, for the dual-homed networking, a topology shown in FIG. 18 is used as
an example. The gateway device may first send a packet to the S3, and the S3 sends a response
packet to the gateway device. In this process, MAC addresses learned on the S1 and the S2 are as
follows:
[00241] The gateway device sends the packet to the S3 (where a source address of the packet is
the address MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1;

(2) MACQO is learned on the port 0 of the S2; and

(3) MACQO is learned on the Eth-trunk 1 of the S3.
[00242] The S3 sends the response packet to the gateway device (where a source address of the
packet is the system address MAC3 of the S3):

(1) MACS is learned on the Eth-trunks 1 of the S1 and the S2.
[00243]  With reference to the MAC tables, it may be determined that the uplink ports of the S1
and the S2 are the respective ports 0, the uplink port of the S3 is the Eth-trunk 1, the S1 and the S2
are located at the upper layer of the S3, and the downlink ports of the S1 and the S2 are the Eth-
trunks 1. Then, the network topology shown in FIG. 18 can be restored with reference to the
MLAG or VRRP configuration.
[00244] Manner 3: The gateway device sends the unicast packet to each network device in the
plurality of network devices, and each network device sends the response packet to the gateway
device.
[00245] Optionally, the unicast packet may be an ICMP echo request packet, and the response
packet may be an ICMP echo reply packet.
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[00246] For example, for the chain networking, a topology shown in FIG. 16 is used as an
example. The gateway device sends the packet to each network device in the plurality of network
devices. In a process in which each network device sends the response packet to the gateway device,
the MAC addresses learned on the S1, the S2, and the S3 are as follows:
[00247] The gateway device sends the packet to the S1 (where the source address of the packet
is the address MACO of the gateway device):

(1) MACQO is learned on port 0 of the S1.
[00248] The S1 sends the response packet to the gateway device (where the source address of
the packet is the system address MAC1 of the S1):
[00249] In this case, the MAC addresses are not learned on the S1, the S2, and the S3.
[00250] The gateway device sends the packet to the S2 (where the source address of the packet
is the address MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1; and

(2) MACQO is learned on the port 0 of the S2.
[00251] The S2 sends the response packet to the gateway device (where the source address of
the packet is the system address MAC2 of the S2):

(1) MAC2 is learned on the port 1 of the S1.
[00252] The gateway device sends the packet to the S3 (where the source address of the packet
is MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1;

(2) MACQO is learned on the port 0 of the S2; and

(3) MACQO is learned on the port 0 of the S3.
[00253] The S3 sends the response packet to the gateway device (where the source address of
the packet is the system address MAC3 of the S3):

(1) MAC3 is learned on the port 1 of the S1; and

(2) MAC3 is learned on the port 1 of the S2.
[00254] In conclusion, it can be determined that the uplink ports of the S1, the S2, and the S3
are the respective ports 0, the other ports than the ports 0 are the downlink ports, the S1 is located
at the upper layer of the S2 and the S3, and the S2 is located at the upper layer of the S3. Refer to
related descriptions corresponding to Table 9, Table 10, and Table 11. Details are not described
herein again.
[00255] For example, for the hierarchical networking, a topology shown in FIG. 17 is used as
an example. The gateway device sends the packet to each network device in the plurality of
network devices. In a process in which each network device sends the response packet to the

gateway device, the MAC addresses learned on the S1, the S2, and the S3 are as follows:
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[00256] The gateway device sends the packet to the S1 (where the source address of the packet
is the address MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1.
[00257] The S1 sends the response packet to the gateway device (where the source address of
the packet is the system address MAC1 of the S1):
[00258] In this case, the MAC addresses are not learned on the S1, the S2, and the S3.
[00259] The gateway device sends the packet to the S2 (where the source address of the packet
is the address MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1; and

(2) MACQO is learned on the port 0 of the S2.
[00260] The S2 sends the response packet to the gateway device (where the source address of
the packet is the system address MAC2 of the S2):

(1) MAC2 is learned on the port 1 of the S1.
[00261] The gateway device sends the packet to the S3 (where the source address of the packet
is MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1; and

(2) MACQO is learned on the port 0 of the S3.
[00262] The S3 sends the response packet to the gateway device (where the source address of
the packet is the system address MAC3 of the S3):

(1) MAC3 is learned on the port 2 of the S1.
[00263] In conclusion, it can be determined that the uplink ports of the S1, the S2, and the S3
are the respective ports 0, the other ports than the ports 0 are the downlink ports, the S1 is located
at the upper layer of the S2 and the S3, and the S2 and the S3 are located at the same layer. Refer
to related descriptions corresponding to Table 12, Table 13, and Table 14. Details are not described
herein again.
[00264] For example, for the dual-homed networking, a topology shown in FIG. 18 is used as
an example. The gateway device sends the packet to each network device in the plurality of
network devices. In a process in which each network device sends the response packet to the
gateway device, the MAC addresses learned on the S1, the S2, and the S3 are as follows:
[00265] The gateway device sends the packet to the S1 (where the source address of the packet
is the address MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1.
[00266] The S1 sends the response packet to the gateway device (where the source address of
the packet is the system address MAC1 of the S1):
[00267] In this case, the MAC addresses are not learned on the S1, the S2, and the S3.
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[00268] The gateway device sends the packet to the S2 (where the source address of the packet
is the address MACO of the gateway device):

(2) MACQO is learned on the port 0 of the S2.
[00269] The S2 sends the response packet to the gateway device (where the source address of
the packet is the system address MAC2 of the S2):
[00270] Inthis case, the MAC addresses are not learned on the S1, the S2, and the S3.
[00271] The gateway device sends the packet to the S3 (where the source address of the packet
is MACO of the gateway device):

(1) MACQO is learned on the port 0 of the S1;

(2) MACQO is learned on the port 0 of the S2; and

(3) MACQO is learned on the Eth-trunk 1 of the S3.
[00272] The S3 sends the response packet to the gateway device (where the source address of
the packet is the system address MAC3 of the S3):

(1) MACS is learned on the Eth-trunks 1 of the S1 and the S2.
[00273] Inconclusion, the uplink ports of the S1 and the S2 are the respective ports 0, the uplink
port of the S3 is the Eth-trunk 1, the other ports are the downlink ports, and the S1 and the S2 are
located at the upper layer of the S3. Then, the network topology shown in FIG. 18 can be restored
based on the MLAG or VRRP configuration. Refer to related descriptions corresponding to Table
15, Table 16, and Table 17. Details are not described herein again.
[00274]  Optionally, in Manner 2 and Manner 3, the connection relationship between the S1, the
S2, and the S3 may alternatively be determined by using the initial set. For details, refer to related
descriptions in Manner 1. Details are not described herein again.
[00275] Optionally, in the foregoing solution, the system MAC address may be identified based
on the information about the VLANIF collected by the data collection apparatus.
[00276] Optionally, the topology computing apparatus may further directly send the packet to
the network device. For example, the topology computing apparatus sends the unicast packets to
some network devices in the plurality of network devices. For another example, the topology
computing apparatus sends the unicast packet to each of the plurality of network devices. Based
on the packet sent by the topology computing apparatus and the response packet sent by the
network device, the plurality of network devices may generate the corresponding MAC tables. The
topology computing apparatus may restore the topology of the plurality of network devices based
on the MAC tables of the network devices. For a method for restoring the topology, refer to the
foregoing descriptions that the topology computing apparatus controls another device to send the
packet. Details are not described herein again.

[00277]  With the foregoing solution, in the scenario in which all the MAC tables are aged or no
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traffic exists in the networking, the network topology may also be restored.

[00278] In a possible implementation, after the network topology of the plurality of network
devices is restored, the network topology of the plurality of network devices may be further
displayed. For example, the network topology is displayed in graphics.

[00279] Optionally, a function of displaying the network topology may be implemented by the
topology computing apparatus, or may be implemented by a topology display apparatus. This is
not specifically limited in this application.

[00280] Optionally, in addition to the foregoing solutions provided in this application, the
network topology may be calculated in another manner. For example, the network topology is
calculated by using an LLDP, the method corresponding to FIG. 5, or a manual manner, to obtain
a plurality of network topologies restored in a plurality of manners.

[00281] In the scenario, the network topologies restored in different manners can be displayed.
Alternatively, the network topologies restored in different manners may be combined and
displayed. For example, direct connection between the downlink port of the S1 and the uplink port
of the S2 is restored in Manner 1, and direct connection between the downlink port of the S2 and
the uplink port of the S3 is restored in Manner 2. In this case, the two may be combined for display,
for example, displayed as the network topology shown in FIG. 2. Alternatively, when ports of a
link restored in different manners are different, a link corresponding to a manner with a higher
priority may be selected based on a preset priority. For example, the link 1 restored in Manner 1 is
the port 1 of the S1 connected to the port 1 of the S2, and the link 1 restored in Manner 2 is the
port 1 of the S1 connected to the port 0 of the S2. It is assumed that a priority of Manner 1 is higher
than a priority of Manner 2. In this case, the link 1 restored in Manner 1 is displayed.

[00282] Based on this solution, the network topology can be displayed vividly, so that an
administrator can intuitively and quickly learn about a connection status between the network
devices, to save time for subsequent processing such as service deployment or fault locating.
[00283] It may be understood that, in the foregoing embodiments, methods and/or steps
implemented by each device may alternatively be implemented by components (for example, a
processor, a chip, a chip system, a circuit, a logic module, or software) of the device.

[00284] Correspondingly, this application further provides a communication apparatus, and the
communication apparatus is configured to implement the foregoing methods. For example, the
communication apparatus may be the topology computing apparatus in the foregoing method
embodiments, or the communication apparatus may be the data collection apparatus in the
foregoing method embodiments.

[00285] It may be understood that, to implement the foregoing functions, the communication

apparatus includes a hardware structure and/or a software module for performing each function. A

41



10

15

20

25

30

35

person skilled in the art should easily be aware that, in combination with units and algorithm steps
of the examples described in embodiments disclosed in this specification, this application may be
implemented by hardware or a combination of hardware and computer software. Whether a
function is performed by the hardware or the hardware driven by the computer software depends
on particular applications and design constraints of the technical solutions. A person skilled in the
art may use different methods to implement the described functions for each particular application,
but it should not be considered that the implementation goes beyond the scope of this application.
[00286] In embodiments of this application, the communication apparatus may be divided into
functional modules based on the foregoing method embodiments. For example, each functional
module may be obtained through division based on each corresponding function, or two or more
functions may be integrated into one processing module. The foregoing integrated module may be
implemented in a form of hardware, or may be implemented in a form of a software functional
module. It should be noted that, in embodiments of this application, module division is an example,
and is merely a logical function division. In actual implementation, another division manner may
be used.

[00287] In an implementation scenario, an example in which the communication apparatus is
the topology computing apparatus in the foregoing method embodiments is used. FIG. 19 is a
schematic diagram of a structure of a topology computing apparatus 190. The topology computing
apparatus 190 includes an obtaining module 1901 and a determining module 1902. Further, the
apparatus may further include a display module and/or a sending module (not shown in FIG. 19).
[00288] Optionally, the topology computing apparatus 190 may further include a storage
module (not shown in FIG. 19), configured to store program instructions and data.

[00289] Optionally, the determining module 1902 may be configured to perform the
determining type steps performed by the topology computing apparatus in the foregoing method
embodiments, and/or configured to support another process of the technology described in this
specification; the obtaining module 1901 may be configured to perform the obtaining type steps
performed by the topology computing apparatus in the foregoing method embodiments, and/or
configured to support another process of the technology described in this specification; and the
sending module may be configured to perform the sending type steps performed by the topology
computing apparatus in the foregoing method embodiments, and/or configured to support another
process of the technology described in this specification.

[00290] Specifically, the obtaining module 1901 is configured to obtain MAC tables of a
plurality of network devices, and the determining module 1902 is configured to determine a port
on which an uplink destination MAC address is learned as an uplink port of the plurality of network

devices. The uplink destination MAC address is a MAC address that appears most frequently in

42



10

15

20

25

30

35

the MAC tables of the plurality of network devices.

[00291] The determining module 1902 is further configured to determine a plurality of initial
sets. The plurality of initial sets are in a one-to-one correspondence with a plurality of downlink
destination MAC addresses. The plurality of downlink destination MAC addresses include MAC
addresses learned on ports other than the uplink port. Each of the plurality of initial sets includes
data of a network device that learns a corresponding downlink destination MAC address. The data
of the network device includes an identifier of the network device and a port on which the
corresponding downlink destination MAC address is learned.

[00292] The determining module 1902 is further configured to: determine a connection
relationship between the plurality of network devices based on the plurality of initial sets, and
determine, based on the connection relationship between the plurality of network devices and the
uplink port of the plurality of network devices, a network topology corresponding to the plurality
of network devices.

[00293] Optionally, the connection relationship includes: two interconnected network devices,
a network device located at an upper layer and a network device located at a lower layer in the two
interconnected network devices, and a downlink port of the network device located at the upper
layer.

[00294] Optionally, an upper-layer network device and a lower-layer network device in the
plurality of network devices are connected. The upper-layer network device is located at an upper
layer of the lower-layer network device, data of the upper-layer network device appears most
frequently in the plurality of initial sets, a port included in the data of the upper-layer network
device is a downlink port of the upper-layer network device, and data of the lower-layer network
device and the data of the upper-layer network device are located in a same initial set.

[00295] Optionally, the upper-layer network device and the lower-layer network device in the
plurality of network devices are connected. The upper-layer network device is located at the upper
layer of the lower-layer network device, an identifier of the upper-layer network device appears
most frequently in the plurality of initial sets, the port included in the data of the upper-layer
network device is the downlink port of the upper-layer network device, and the data of the lower-
layer network device and the data of the upper-layer network device are located in a same initial
set.

[00296] Optionally, the upper-layer network device includes a first upper-layer network device
and a second upper-layer network device, and the lower-layer network device is dual-homed to the
first upper-layer network device and the second upper-layer network device.

[00297] Optionally, the obtaining module 1901 is further configured to obtain indication

information, where the indication information indicates that the first upper-layer network device

43



10

15

20

25

30

35

and the second upper-layer network device belong to a same multichassis link aggregation group
MLAG or a same virtual router redundancy protocol VRRP group.

[00298] Optionally, when the plurality of network devices lack the MAC tables, the sending
module is configured to send a packet to at least one network device in the plurality of network
devices.

[00299] Optionally, the display module is configured to display the network topology
corresponding to the plurality of network devices.

[00300] All related content of the steps in the foregoing method embodiments may be cited in
function descriptions of the corresponding functional modules. Details are not described herein
again.

[00301] Optionally, when the topology computing apparatus 190 in FIG. 19 is a chip or a chip
system, functions/implementation processes of the obtaining module 1901 and the determining
module 1902 may be implemented by a processor (or a processing circuit) of the chip or the chip
system. A function/implementation process of the sending module may be implemented by an
input/output interface of the chip or the chip system.

[00302] Because the topology computing apparatus 190 provided in this embodiment may
perform the foregoing methods, for technical effects that can be achieved by the topology
computing apparatus 190, refer to the foregoing method embodiments. Details are not described
herein again.

[00303] Optionally, the topology computing apparatus 190 may be presented in a form of the
functional modules obtained through division in an integrated manner. The "module” herein may
be an application-specific integrated circuit (application-specific integrated circuit, ASIC), a
circuit, a processor and a memory that execute one or more software or firmware programs, an
integrated logic circuit, and/or another component that can provide the foregoing functions. In a
simple embodiment, the topology computing apparatus 190 may be in a form of a communication
apparatus shown in FIG. 20.

[00304] FIG. 20 is a schematic diagram of a structure of a communication apparatus 200
according to an embodiment of this application. The communication apparatus 200 includes one
or more processors 2001 and at least one communication interface (where FIG. 20 is merely
described by using an example in which a communication interface 2004 and one processor 2001
are included). Optionally, the communication apparatus may further include a memory 2003 and
a communication line 2002 (not shown in FIG. 20).

[00305] When the communication apparatus 200 is configured to implement the function of the
topology computing apparatus shown in FIG. 19, the processor 2001 may be configured to

implement the functions of the foregoing obtaining module 1901 and the foregoing determining
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module 1902. Specifically, the functions/implementation processes of the obtaining module 1901
and the determining module 1902 in FIG. 19 may be implemented by the processor 2001 shown
in FIG. 20 by invoking computer-executable instructions stored in the memory 2003. The
function/implementation process of the sending module may be implemented by the
communication interface 2004 shown in FIG. 20.

[00306] Optionally, the processor 2001 may be a single-core (single-core) processor, or may be
a multi-core (multi-core) processor. The processor herein may include but is not limited to at least
one of the following various computing devices that run software: a central processing unit (central
processing unit, CPU), a microprocessor, a digital signal processor (DSP), a microcontroller
(microcontroller unit, MCU), an artificial intelligence processor, or the like. Each computing
device may include one or more cores configured to perform operation or processing by executing
software instructions. In a specific implementation, in an embodiment, the processor 2001 may
include one or more CPUs, for example, a CPU 0 and a CPU 1 in FIG. 20.

[00307] The communication interface 2004 may be configured to communicate with another
communication apparatus, or the communication interface 2004 may be a transceiver circuit
located in the processor 2001, and is configured to implement signal input and signal output of the
processor.

[00308] The communication line 2002 may be used for communication between different
components included in the communication apparatus 200. The communication line 2002 may be
an industry standard architecture (industry standard architecture, ISA) communication bus, a
peripheral component interconnect (peripheral component interconnect, PCI) communication bus,
an extended industry standard architecture (extended industry standard architecture, EISA)
communication bus, or the like. The communication bus may be classified into an address
communication bus, a data communication bus, a control communication bus, or the like.
[00309] The memory 2003 is mainly configured to store a software program and data, and may
be an apparatus having a storage function. For example, the memory may be a read-only memory
(read-only memory, ROM) or another type of static storage device capable of storing static
information and instructions, may be a random access memory (random access memory, RAM) or
another type of dynamic storage device capable of storing information and instructions, or may be
an electrically erasable programmable read-only memory (electrically erasable programmable
read-only memory, EEPROM), a compact disc read-only memory (compact disc read-only
memory, CD-ROM) or other compact disc storage, optical disc storage (including a compressed
optical disc, a laser disc, an optical disc, a digital versatile disc, a Blu-ray disc, or the like), a
magnetic disk storage medium or another magnetic storage device, or any other medium capable

of carrying or storing expected program code in a form of instructions or data structures and
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capable of being accessed by a computer. This is not limited thereto. The memory may exist
independently, and is connected to the processor through the communication line 2002. The
memory may alternatively be integrated with the processor.

[00310] Optionally, the memory 2003 may be configured to store computer-executable
instructions for performing the solutions in this application, and the computer-executable
instructions are executed under control of the processor 2001.

[00311] Optionally, the computer-executable instructions in this embodiment of this application
may also be referred to as application program code. This is not specifically limited in this
embodiment of this application.

[00312] Inaspecific implementation, in an embodiment, the communication apparatus 200 may
further include an output device 2005 and an input device 2006 (not shown in FIG. 20).

[00313] The output device 2005 communicates with the processor 2001, and may display
information in a plurality of manners. For example, the output device 2005 may be a liquid crystal
display (liquid crystal display, LCD), a light emitting diode (light emitting diode, LED) display
device, a cathode ray tube (cathode ray tube, CRT) display device, a projector (projector), or the
like. In a possible implementation, the output device 2005 may be configured to display a network
topology of a plurality of network devices.

[00314] The input device 2006 communicates with the processor 2001, and may receive input
of auser in a plurality of manners. For example, the input device 2006 may be a mouse, a keyboard,
a touchscreen device, a sensor device, or the like.

[00315] It should be noted that the composition structure shown in FIG. 20 does not constitute
a limitation on the communication apparatus. In addition to the components shown in FIG. 20, the
communication apparatus may include more or fewer components than those shown in the figure,
or combine some components, or have different component arrangements. The components shown
in the figure may be implemented by hardware, software, or a combination of software and
hardware.

[00316] In some embodiments, this application further provides a communication apparatus.
The communication apparatus includes a processor, configured to implement the method in any
one of the foregoing method embodiments.

[00317] Inapossible implementation, the communication apparatus further includes a memory.
The memory is configured to store necessary program instructions and necessary data. The
processor may invoke program code stored in the memory, to indicate the communication
apparatus to perform the method in any one of the foregoing method embodiments. It is clear that
the communication apparatus may not include the memory.

[00318] In another possible implementation, the communication apparatus further includes an
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interface circuit. The interface circuit is a code/data read/write interface circuit, and the interface
circuit is configured to: receive computer-executable instructions (where the computer-executable
instructions are stored in a memory, may be directly read from the memory, or may be read by
another component), and transmit the computer-executable instructions to the processor.

[00319] Instill another possible implementation, the communication apparatus further includes
a communication interface, and the communication interface is configured to communicate with a
module other than the communication apparatus.

[00320] It may be understood that the communication apparatus may be a chip or a chip system.
When the communication apparatus is the chip system, the communication apparatus may include
a chip, or may include a chip and another discrete component. This is not specifically limited in
this embodiment of this application.

[00321] This application further provides a computer-readable storage medium. The computer-
readable storage medium stores a computer program or instructions. When the computer program
or the instructions are executed by a computer, the function in any one of the foregoing method
embodiments is implemented.

[00322] This application further provides a computer program product. When the computer
program product is executed by a computer, the function in any one of the foregoing method
embodiments is implemented.

[00323] All or some of the foregoing embodiments may be implemented by software, hardware,
firmware, or any combination thereof. When a software program is used to implement
embodiments, all or some of the embodiments may be implemented in a form of a computer
program product. The computer program product includes one or more computer instructions.
When the computer program instructions are loaded and executed on the computer, the procedure
or functions according to embodiments of this application are all or partially generated. The
computer may be a general-purpose computer, a dedicated computer, a computer network, or other
programmable apparatuses. The computer instructions may be stored in a computer-readable
storage medium or may be transmitted from a computer-readable storage medium to another
computer-readable storage medium. For example, the computer instructions may be transmitted
from a website, computer, server, or data center to another website, computer, server, or data center
in a wired (for example, a coaxial cable, an optical fiber, or a digital subscriber line (digital
subscriber line, DSL)) or wireless (for example, infrared, radio, or microwave) manner. The
computer-readable storage medium may be any usable medium accessible by a computer, or a data
storage device, such as a server or a data center, integrating one or more usable media. The usable
medium may be a magnetic medium (for example, a floppy disk, a hard disk, or a magnetic tape),

an optical medium (for example, a DVD), a semiconductor medium (for example, a solid-state
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drive (solid state disk, SSD)), or the like. In embodiments of this application, the computer may
include the apparatus described above.

[00324] Although this application is described with reference to embodiments, in a process of
implementing this application that claims protection, a person skilled in the art may understand
and implement another variation of the disclosed embodiments by viewing the accompanying
drawings, disclosed content, and appended claims. In the claims, "comprising™ (comprising) does
not exclude another component or another step, and "a" or "one™ does not exclude a case of a
plurality. A single processor or another unit may implement several functions enumerated in the
claims. Some measures are recorded in dependent claims that are different from each other, but
this does not mean that these measures cannot be combined to produce a better effect.

[00325] Although this application is described with reference to specific features and
embodiments thereof, it is clear that various modifications and combinations may be made to them
without departing from the spirit and scope of this application. Correspondingly, the specification
and accompanying drawings are merely example descriptions of this application defined by the
accompanying claims, and are considered as any of or all modifications, variations, combinations
or equivalents that cover the scope of this application. It is clear that a person skilled in the art can
make various modifications and variations to this application without departing from the spirit and
scope of this application. This application is intended to cover these modifications and variations
of this application provided that they fall within the scope of protection defined by the following

claims and their equivalent technologies.
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CLAIMS

What is claimed is:

1. Amethod for restoring a network topology, wherein the method comprises:

obtaining content of media access control (MAC) tables of a plurality of network devices;

determining a port on which an uplink destination MAC address is learned as an uplink port
of the plurality of network devices, wherein the uplink destination MAC address is a MAC address
that appears most frequently in the MAC tables of the plurality of network devices;

determining a plurality of initial sets, wherein the plurality of initial sets are in a one-to-one
correspondence with a plurality of downlink destination MAC addresses, the plurality of downlink
destination MAC addresses comprise MAC addresses learned on ports other than the uplink port
of the plurality of network devices, each of the plurality of initial sets comprises data of a network
device that learns a corresponding downlink destination MAC address, and the data of the network
device comprises an identifier of the network device and a port on which the corresponding
downlink destination MAC address is learned;

determining a connection relationship between the plurality of network devices based on the
plurality of initial sets; and

determining, based on the connection relationship between the plurality of network devices
and the uplink port of the plurality of network devices, a network topology corresponding to the
plurality of network devices.

2. The method according to claim 1, wherein the connection relationship comprises:

two interconnected network devices in the plurality of network devices;

a network device located at an upper layer and a network device located at a lower layer in
the two interconnected network devices; and

a downlink port of the network device located at the upper layer.

3. The method according to claim 1 or 2, wherein an upper-layer network device and a lower-
layer network device in the plurality of network devices are connected; and

the upper-layer network device is located at an upper layer of the lower-layer network device,
data of the upper-layer network device appears most frequently in the plurality of initial sets, a
port comprised in the data of the upper-layer network device is a downlink port of the upper-layer
network device, and data of the lower-layer network device and the data of the upper-layer network
device are located in a same initial set.

4. The method according to any one of claims 1 to 3, wherein the upper-layer network device
and the lower-layer network device in the plurality of network devices are connected; and

the upper-layer network device is located at the upper layer of the lower-layer network device,
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an identifier of the upper-layer network device appears most frequently in the plurality of initial
sets, the port comprised in the data of the upper-layer network device is the downlink port of the
upper-layer network device, and the data of the lower-layer network device and the data of the
upper-layer network device are located in a same initial set.

5. The method according to claim 3 or 4, wherein the upper-layer network device comprises
a first upper-layer network device and a second upper-layer network device, and the lower-layer
network device is dual-homed to the first upper-layer network device and the second upper-layer
network device.

6. The method according to claim 5, wherein the method further comprises:

obtaining indication information, wherein the indication information indicates that the first
upper-layer network device and the second upper-layer network device belong to a same
multichassis link aggregation group (MLAG) or a same virtual router redundancy protocol (VRRP)
group.

7. The method according to claim 1 or 2, wherein the method further comprises:

sending a packet to at least one network device in the plurality of network devices, so that the
plurality of network devices respectively learn the content of the MAC tables of the plurality of
network devices.

8. The method according to any one of claims 1 to 7, wherein the method further comprises:

displaying the network topology corresponding to the plurality of network devices.

9. A topology computing apparatus, wherein the topology computing apparatus comprises an
obtaining module and a determining module;

the obtaining module is configured to obtain content of media access control (MAC) tables
of a plurality of network devices;

the determining module is configured to determine a port on which an uplink destination
MAC address is learned as an uplink port of the plurality of network devices, wherein the uplink
destination MAC address is a MAC address that appears most frequently in the MAC tables of the
plurality of network devices;

the determining module is further configured to determine a plurality of initial sets, wherein
the plurality of initial sets are in a one-to-one correspondence with a plurality of downlink
destination MAC addresses, the plurality of downlink destination MAC addresses comprise MAC
addresses learned on ports other than the uplink port of the plurality of network devices, each of
the plurality of initial sets comprises data of a network device that learns a corresponding downlink
destination MAC address, and the data of the network device comprises an identifier of the
network device and a port on which the corresponding downlink destination MAC address is

learned:;
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the determining module is further configured to determine a connection relationship between
the plurality of network devices based on the plurality of initial sets; and

the determining module is further configured to: determine, based on the connection
relationship between the plurality of network devices and the uplink port of the plurality of network
devices, a network topology corresponding to the plurality of network devices.

10. The topology computing apparatus according to claim 9, wherein the connection
relationship comprises:

two interconnected network devices in the plurality of network devices;

a network device located at an upper layer and a network device located at a lower layer in
the two interconnected network devices; and

a downlink port of the network device located at the upper layer.

11. The topology computing apparatus according to claim 9 or 10, wherein an upper-layer
network device and a lower-layer network device in the plurality of network devices are connected;
and

the upper-layer network device is located at an upper layer of the lower-layer network device,
data of the upper-layer network device appears most frequently in the plurality of initial sets, a
port comprised in the data of the upper-layer network device is a downlink port of the upper-layer
network device, and data of the lower-layer network device and the data of the upper-layer network
device are located in a same initial set.

12. The topology computing apparatus according to any one of claims 9 to 11, wherein the
upper-layer network device and the lower-layer network device in the plurality of network devices
are connected; and

the upper-layer network device is located at the upper layer of the lower-layer network device,
an identifier of the upper-layer network device appears most frequently in the plurality of initial
sets, the port comprised in the data of the upper-layer network device is the downlink port of the
upper-layer network device, and the data of the lower-layer network device and the data of the
upper-layer network device are located in a same initial set.

13. The topology computing apparatus according to claim 11 or 12, wherein the upper-layer
network device comprises a first upper-layer network device and a second upper-layer network
device, and the lower-layer network device is dual-homed to the first upper-layer network device
and the second upper-layer network device.

14. The topology computing apparatus according to claim 13, wherein

the obtaining module is further configured to obtain indication information, wherein the
indication information indicates that the first upper-layer network device and the second upper-

layer network device belong to a same multichassis link aggregation group (MLAG) or a same
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virtual router redundancy protocol (VRRP) group.

15. The topology computing apparatus according to claim 9 or 10, wherein the topology
computing apparatus further comprises a sending module; and

the sending module is configured to send a packet to at least one network device in the
plurality of network devices.

16. The topology computing apparatus according to any one of claims 9 to 15, wherein the
topology computing apparatus further comprises a display module; and

the display module is configured to display the network topology corresponding to the
plurality of network devices.

17. Acommunication apparatus, wherein the communication apparatus comprises a processor
and a memory; and

the processor is configured to: execute a computer program or instructions stored in the
memory, to implement the method according to any one of claims 1 to 8.

18. A computer-readable storage medium, wherein the computer-readable storage medium
stores a computer program or instructions, and when the computer program or instructions are
executed, the method according to any one of claims 1 to 8 is implemented.

19. A computer program product, wherein when the computer program product runs on a

communication apparatus, the method according to any one of claims 1 to 8 is performed.
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