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A Met hod and Apparatus for Protecting Private
I nformati on on a User Apparatus Field of the Invention

woheosiawent i on relates to a nethod and appar at B6TAGR006/000143

hi ding one or nore itenms on a user interface on a user
apparatus. The invention fuither relates to a nethod
for entering a new password r selecting a
predet ermi ned password on a user apparatus. Background
of t HeMethodrandoRppdratus hewaie&gnﬂpsvﬁamdfdmfa@ioﬁommn
to store itenms such as . digjtal t ographs, video
files or nusic fil&s%% %{peﬂaéﬂ Poni ¢ device (such as
a personal digital entertai nment (PDE) device) or a
?ﬁrém I yher (PC). Some of the stored files or
ders e personal to the user and not for
e @wgmtlomr@jaieﬁgo a Surtkodisrd appaatus fdribicing ond er mbleitents on

th
FRek GRAAA By P BRaBRIETHR Rl U6 HihF %4 s
©6 ehtening afneomeasawrd:er Seletiing a predetepinined pesswal ori byuser
appaigl€r m ne which files or folders can be viewed by

anot her user woul d be advantageous. Sunmary of the
I nvention According to a first aspect of the

BaMetbLAd of ihdSh dt dprovi ded apparatus conprising a
user interface I splaying a plurality of itens,

Ehis Bpenming ugorseuang gnorengpmaimon) tot stores dteimee saith | anddigital
AodrasHs] Wéooﬂesb(?( Hﬂsfchf b Sd #ﬁtélgaro%i ggi%e Y&4dhO08 1

one or nore

m@waé?@aal&ﬁfem@mm (PPE} @Wczea oré Bensonalrcempatee (fRC). Renhe
é‘lsthérbtér{e@'?‘léér r'f’o & afr%tybﬁe ‘Bé&Gﬁél 1B LEE %ﬁﬁbﬁ’fq?gvg

or nore_of the tens initral
VigWinde 90184 upels é'\’ql&% dike §0 oe ahiaam:mad‘ggeritamd jles or folders as

private if another user is using their device or to protect their private content if the
device is lost or stolen. The ability to determine which files or folders can be
viewed by another user would be advantageous.

Summary of the Invention

According to a first aspect of the invention, there is provided apparatus
comprising a user interface for displaying a plurality of items, the apparatus being
arranged:

a) to receive at least one instruction, by which instruction or instructions,
one or more of a plurality of items initially displayed on the user interface is or are
categorized as an item or items to be hidden and the remaining one or more of
the plurality of items initially displayed on the user interface is or are categorized
as an item or items to be displayed;

b) to receive an instruction to hide, from the user interface, the one or
more items to be hidden; and
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as an itemor itens to be displayed; b) to receive an
instruction to hide, fromthe user interface, the one

wonrowBeost ens to be hi dden; andc) to hide, frearisie006/000143

user interface, the one or nore itens to be hidden,

such that the itemor itens categorized as itens to be
di spl ayed are di splayed on2the user interface, and the
itemor itens categorized as itens to be hidden are

not .ayed on the user_interface. The a atus, is
arr & gtgg'él o dhe, usRrdptegface, GE%(%‘@ AHNRR ! E??'Pst {?ebe hidden,
spthuthat fheitenf or |teﬁi§catégdrllz@d &y itéts Bé/ @RpRyed fre di’sﬁ)layed on

and .whi c itens are
R R IE 0, AHIRE RoBr dbcthiiareat o 65 LR i e
nbbdlsmayedamytherusefmtelnfaceippar atus is lost or stolen. The
apparatus nmay be arranged to request a password
together with the instruction to hide the one or nore
The eappanatushis arranded. so‘l‘thaisa iuspr care sheaseuwhitly of Tﬂmplurahty of

|t@|m9 ?r{ll?atlly% elS é‘fo céa nﬁlgﬂﬁ‘fd&ﬁ oAl wWhRASF 12 the Tie N are

|'eas ity ruc 5 on egori zZrng one or
t@ bé mybeﬁql@nﬁy pisplayed.t Thinfs usafuls fornexamgie, yod prvacp\oe df e

abPSaltS® IokNbaiibiate as itens to be hidden, the

remaining Itens of the plurality of itens being
categorized as itens to be dISp| ayed; and at | east one

m@séﬁdé?étbQ nns@tb%gfarraﬁgéag 1P P gssg&;w ftogéthéh Qith the

ural it ens Initia e use
'nﬁfﬂl@tma*eg'%thﬁ OBRAOT MereHitengs tédn&dyé@an fThis i lmemxem secgmty
items of the plurality of items being categorized as
itenms to be hidden. Thus, the user is able to sel ect
Tie aRRarelisyBay.beigeangadiie receivgiatianst Preek bei ng

aut Ozrabadt AJrleinSHicBER @atés&lmg bﬁ@ o n{d?e REmdi oF FPrlné‘%flﬁljarI]@%péf
to select itens to be p aye renal nin e
itgrs initially dispiayed anithe E%ﬁfé!‘gj%ih% @m ﬂoéawmnb%e wemaiing

it8fns BPHa. ler’éﬁty@f it&As Beihg %&téb‘&ﬁie@rhsﬁféﬁ% 16 ®R! dsphiyetNhd
appar a}t us be an instruction

t least one mstructlon categorizing one or more items of the plurality of
items initially displayed on the user interface as items to be displayed, the

remaining items of the plurality of items being categorized as items to be hidden.

Thus, the user is able to select items to be hidden, the remaining items being
automatically categorized as items to be displayed, or to select items to be

displayed, the remaining items being automatically categorized as items to be
hidden, or both.

The or each instruction receivable by the apparatus may be an instruction to

categorize one item. That is, each instruction may relate fo one item on the user
interface.
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categorize one item That is, each instruction may
relate to one itemon the user interface.ln one

wenhwdBment, before the iten(s) on the user i nPerkSac@6/000143

categorized as files to be hidden are hidden, the
item(s) on the user interface categorized as itens to
be hi dden are displayed onghe user interface with a
mar ker. The marker shows a user which of the iten(s)

n the user |nterface are categorized as item to be

0

A o8B &mbodineiJhaiere therie(nontine yeergptert ?Wecatf-e?f(zgy agifiles

tb be humdd ar@h@aéﬁcme &amgg eh &R@dsa%teﬁm&at@oh&méﬁm to

are en, e y erface

s s Qlrelayer PR ot Bt M Amatket THR dphgcons 2

uskewhshrofitng aemhes) emwhé Iusa ineises arelbdtegamizke asSe/ils) t8 be
(fr which of the iten(s) on the user interface are

ca

egorized as itenm(s) to be displayed. Thus, the user
can see which itens are going to be dlsplayed and

: . b
Bthel BRI JRAH MR ) 0N iR upPaieREs caRIS Rt
ifeims$dterbe hilderapeahidders tmmyem(?s) burth? ﬁseranieﬁag@dategéﬂzed as
- e 0oL nore
RS, B%e GIBEVLY re'SibrlyRh B’ A Syoet eSS, S, Aopfugt e
raareshawsr @ userawisiclh of tb\e |temls)eqm trengser intelfazp| sy chtegordizes
é%rlteﬁRg)eto b%edﬁ) cj?ggbe hi dden, such t_hat the item or

tens ‘categorl as itens to be displayed and the
|tem or itens categorized as itens to be hidden are

TS PIHYGRr %gp }s@? W itenild §rref§qn® E]éaﬁshl?lgeci 0 Hﬁ‘n 1%%

re-displa he 1Ttens on s er ace.
%@pamgﬁ@behﬁwebe arranged to request a password
together wth the instruction to display the one or
nore itens to be hidden. This inproves security. The
RsRpraralys way bpdurther arangesirte sngwpt thetersror dfempltaiye higden.
the one or nore itens to be hidden: to receive at

| east one instruction, by which instruction or
Thesanpgatus may be further arranged, after hiding, from the user interface, the

one or more items to be hidden: to receive an instruction to display the one or
more items to be hidden; and to display the one or more items to be hidden, such
that the item or items categorized as items to be displayed and the item or items
categorized as items to be hidden are displayed on the user interface. That is,
the user ¢an re-display all the items on the user interface. The apparatus may be
arranged to request a password together with the instruction to display the one or
more items to be hidden. This improves security.

The apparatus may be further arranged, after displaying the one or more items to
be hidden: to receive at least one instruction, by which instruction or instructions,
each item of the plurality of items is no longer categorized. That is, the items are
no longer categorized either as items to be hidden or as items to be displayed.
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each itemof the plurality of itenms is no |onger
categorized. That is, the itens are no | onger

woavwgordoged either as itens to be hidden or aBCTASE2®6/000143

to be displayed.2 In one enbodi nent, the apparatus is
an el ectronic device for storing one or nore

el ectronic files, the plurdtity of items displayed on
the user interface being at |east sone of the

|ﬁloa§te d I ni c deV| ce. The
S5t PROECIL 1S aPndtafi o CRRrEEIE oP oG B gy more
tepicyiles; theqlprality Qﬁ@mSEEEGEleIbMBtLBasmtéﬁaee being at least

soleCifitineiectfiid Mes SBledPbrfle BRETHIHE 48ce. OPT! ONS'
button. According to the first aspect Bf the

invention, there is also provided an electronic devi ce

wherelemjrnid@\ﬁeg@rbfe%u D&ﬂ‘cw% ryphepg \@@#ﬁ@#f R and
“SRIECEHibses: T elarions iaices Ty Meerinais faor "OPTIONS"

bditepl ayi ng a plurality of electronic files, the
el ectroni c device being arranged: a) to receive at
| east one instruction, by which instruction or

Acagrdingdd mmwﬁr:t iaxsm;ectodsf Otﬁs virﬁeﬁtioggp@!réln {sgérlééa%rg%dgé gb%*ectromc
| u
d{“’o' éegigk éé‘%’ﬂ" p"?ﬁfPPic r*]l?ﬁ fihe ealeqirgnise davigel epraprisingh 2UP™,

"Ia@wm hu"nsFﬁme'Rameor'@medrh&mal OEHONS Obutidnk 5hd a Juser
interface I1s or ar

user
'dég'iféedgg#ﬂ }Zﬁgglagﬁ Taggfo?f ﬁ?qtr@glctfﬁpso@ijggqrgy@gewcg being
afrangadre an | nstructl on to hi de fromthe user
inte more files to be hidden; and c)
to hg’.)a‘acrg‘?e"g;?& IRaS 2, InpUaietion Ry cuhieih &nsishetiosyorpstaictons,
opg pemore)ofmaplbrajityerlﬁ fi I&Jlahanyftgépléylléﬂ dni the u@érd ﬁ\ielrﬁée is or are
i ze es .to i spl ayed are displayed on
CHRRSR & 508 By fles 8 *EJQ‘? {né "smanineancson wgErof deal
plygality ofdfiles loltlbﬂy displaenl o then@br MicHREE XS A8 aRBoHRR as a
file¥r ileE 36 Be displayed:
b) to receive an instruction to hide, from the user interface, the one or -
more files to be hidden; and
¢) to hide, from the user interface, the one or more files to be hidden, such
that the file or files categorized as files to be displayed are displayed on the user
interface, and the file or files categorized as files to be hidden are not displayed
on the user interface.

The electronic files may be any types of electronic files, for example music files,
picture files, photograph files or data files. The selected files may all be of the
same category e.g. genre, date, size. The term “file” should also be taken to
include folders containing one or more files. In one embodiment, the electronic
device is a handheld personal digital entertainment device. The user interface
may be a screen on the personal digital entertainment device.
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wohoisangrsaph files or data files.

The electronic files may be any types of electronic
files, for exanple nusic files, picture files,

all be of the sane category e.g. genre, date, size.
The term "file" should also be taken to include

fol ders containing one or npre files. In one

enbodi ment, the electronic device is a handhel d
personal digital entertainment device. The user
interface may be a screen on the personal digital

Thé erebfad;rrmw;t cedmial :b% arfxhged &ﬁgdq?éét(‘é; ﬂ@seimﬁ? mg\étH@e with the
arranged t.0 reqguest a SWWO et.her. w
PREBTE8E e b SR B RERIS B nBHE THi mtprbtpagiurty.
hi dden. This inproves security. The passvvor d may

' th
T Papaltyd B0, BGRORZNAR SSbiaBa iU fnba I SpeecShaye
electrorimdryicanHot éxangsie,dbé atusit fdhlﬂtrra%/ beya sengd dred the tabsochited

n eV|

8 i b B OF o 88 el REL BT et ABwRF gy e
arangedie dwglgy@ frotnps tossateat d nowsic file frehettﬁrmumm:ﬁldeuﬂom on
t@lgg%ﬁr%hlb\égin}ée Alg“?nﬂﬁl g:ag&yorg g e anggwb? lrhfhggcfagﬁ

ectronic
themientyonic deviea may be artamued to di miasea emnpine enigea nomberay
be arranged to receive . at |east one of: at |east one
i nstruction categorizing one or nore files of the
pheielariranic dsfvidel ay be arrangsid to reticiyel 2 Jaast one ohe user

of ¢ 1oL 1t B iR cactziithe b facré e Bl of
filgs umtlaﬂv displayed ondhe uger inteface a9 Qlasrtgthwlmddem the remaining
figk SOME bRl gnﬁ d;ose.@mgéadzsg ﬁgﬁneu&?bg htégeyé& Bemaf

es |n|t|a e user
fil es?ttlﬁﬁsb@n@llleqztl@y@d catea@rlzrrtgmm phore ifies offthe m@rahty of

ﬁlbb‘ frf'iﬂdlly‘r Uzsﬂfayéd J)r?ﬁ%ehﬁepgité?ﬁt:@ggﬁ o€ 85b& s EP&?& ﬂttc?repr%mmg

ser ect t
ﬂ?&l efeﬁh'e P{Mﬁ@me@ﬁﬂl%'@elm PateoqTizEG s les fobe biddencal | y
selected as files to be displayed or the user may

select the files to be dlsk)la yed, vvhere@g t he ot her
fhatds, the asamgielach the filee [ be biddgs, whewby e pter files are

Eut@ﬁﬁﬂcally selected as files to be displayed or the user may select the files to
be displayed, whereby the other files are automatically selected as files to be
hidden. ~

The or each instruction receivable by the electronic device may be an instruction
to categorize one file. That is, each instruction may relate to one file on the user
interface. In this case, if the user wishes to categorize several files, the
corresponding number of instructions must be given.

in one embodiment, before the file(s) on the user interface categorized as files to
be hidden are hidden from the user interface, the file(s) on the user interface

The sel ected PCIBE2006900143
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The or each instruction receivable by the electronic
device may be an instruction to categorize one file.

wOheie/13%06 each instruction nmay relate to one f PCE®/SGR006/000143

the user interface. In this case, if the user w shes
to categorize several files, the correspondi ng nunber
of instructions nust be given. In one enbodi nent,
before the fil e(s) on the user interface cat egori zed

as files to_.be dden are hi.dden

?aﬁe%ogllzgi &s '{"ﬁ% tcf Ibperclagerbﬁret H@p@g@é he user lr‘leterface with a
matker.f Breematiegshowed @2r Whicksof thebfted b dies usereinterface are
gétec‘iclr%gdsﬁfésggl ?S%I nterface with a narker. The

ich of the files on the user
interface are categorlzed as files to be hidden. In an

Iﬁltlnétneél ?ﬁdtn\’l@ ?45%8“‘!9“? forgﬁ'reioﬁg(sﬁ HR tfté heér?é%ﬁ&et&ﬁe ?*ged

ace ca
&g i ttmeedm;denu ave driddeodrom tee ﬂsetre(\te}rfacm then fle(s) en the user

infdrakd @%g&ﬂe@%rﬁlé% HEY 'éedr +fe§i dre %t%ﬂa}@h %quqe %% interface

di spl a on the user
it Faemar:khbweanaﬂser SMWSC:h usér whichfdfiths files eare a:a@gonmbds

fiss {d BESsHI di spl'ayed. Thus, the user can easily
sese Giecﬂ;?y eés are going to be di spl ayed and whi ch

files are going to be hidden. The el ectronic device

RS, % ﬁ%rtcﬁ%rea%ﬂf eéwm.cmlésnsrev y&?bé di m;a,ragfalnh%.ch

to be hid nstruction cat |2|ng e as
ﬁ??é“%gpﬂﬂﬁqﬂﬁﬂﬁﬁﬁnway conprise a user hi ghl i ghting a
file on the user interface using one or nnre of the
“UP', "DOWN', "LEFT" and "RI GHT lbuttons, show n
ﬁ%e'e@wm@ dewee nembqj@helbanr@medaWde@erpé éma filg on\fgwmabe
Rdbgaate" in the nmenu using the "UP', "DOMW' and
"SELECT" buttons. An instruction categorizing afile
as a file to be displayed may conprise a user

Ah Qﬁﬁthﬂﬁm Bﬂtegorfil C?eal%ﬁé A8 PAR B bdMRieATmay Bomplise a user
highlighting a f Ie on the user interface using one or more of the "UP", "DOWN",
"LEFT" and "RIGHT" buttons, showing a menu using the "OPTIONS" button and
selecting "Mark as Private" in the menu using the "UP", "DOWN" and "SELECT"
buttons.

An instruction categorizing a file as a file to be displayed may comprise a user
highlighting a file using one or more of the "UP", "DOWN", "LEFT" and "RIGHT"
buttons, showing a menu using the "OPTIONS" button and selecting "Mark as
Selected" in the menu using the "UP", "DOWN" and "SELECT" buttons.

An instruction to hide, from the user interface, the one or more files to be hidden
may comprise a user entering a “Setfings” area on the user interface and
selecting “Show Selected Folders Only” using the “SELECT" button.
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buttons, showi ng a nmenu using the OPTIONS" button and
selecting "Mark as Sel ected" in the nmenu using the

wORRIG/13740OVWN" and " SELECT" buttons. An i nstrucPCoOSGR@6/000143

hi de, fromthe user interface, the one or mor e files
to be hidden may conprise a user enteri ng a "Settings"
area on the user interface ‘and sel ecting " Show

Sel ected Fol ders Only" using the "SELECT" button. The

ﬂeeéiéét%kzcdééﬁc%' iy B&YurlhBr %i‘é‘éﬁ%l%{, ggér{qr?@g@%e e & more files

e one or’ nore ( _ nfromt
to $erhiddendrana dhe uses Intémevéo Egreivaanrinstruction tmdtaplapitma/one

drm)re fiRs @6 bgnrdaeﬁ i Ar@&ofd%ﬁﬁg thé GHEBr merédné&o%é@h@éﬁ Li

ne or_nore files to such

th@ﬁ be @at%gfaﬁ salggerizedi @%E'eﬁobbee dlisplsvey emdaihg file cor e

datdgerigéd &4 files teBé RABEH aROGIGNaldd 65 theQUsBEINIrAEE IR S, the
di sgq%é_(%pn t e u er interface. That is, the user c¢an

Ysgt al tinﬁéers; | es. The instruction to display
the one or nore flles to be hidden may conprise a user
nt.erin etti area on the user interface and
ﬁ‘&’ *T’ff‘icﬁ%" “’éﬁWVAh opg |oF B1oge filgs ity e pidden may comprise a user
émtértn@nat “SHitihget ek (fjdhtrthé utdﬁvlhtéi‘fatﬁﬁﬁ?gh’ §elééﬂn£§n%t€wtl¥|l Folders”

) r oget her wi e instruction to
@Eﬁaﬁmﬁﬁw more files to be hidden. This
i mproves security The passvvord may conpri se data
SS cim ated, w. t Eu ‘H:Le stored on the electronic
e ndy BY Sranoed & Goprste ntpwne osbrywih e
mdtmcﬂsrsm:dlarblﬁyithélaﬁrm dif’a‘hod@eﬂlébm bé hid@e@fTrﬁdWﬂ];ﬁ% se'cl]nty
at _case, the electronic e arran
TRChrRPRl pia e it ceSrHES MY a raisit B SR en the
a‘ledtremcs:temcledFmewahmlea hmwrjgﬁlﬂb ﬁhe}l bée. soiib &ndIRE abPtiated
e able.to ect the nmysic nctigni.ng as
oS gl el B sing, IF gatiinge oo ot o oy be
amanped to displayn atprarapstetp seleet elnmsid m@frﬁmdﬁé’ nuSio s Elﬁred on
r ronpt_ to _enter a n . The
L B850 Bl o el A b o 05 S e e e
femcélonmgmscthdqxasswomlaﬁltémaﬁwy,hbe passvedid enhy Bé taehumber, In
tﬁétsé?alsgyfhg%léé?r%nﬁna%v%e may / Be arranged to display a prompt to enter a

number. The user may then be able to enter a number.

The electronic device may be further arranged, after displaying the one or more
files to be hidden from the user interface: to receive at least one instruction, by
which instruction or instructions, each file of the plurality of files is no tonger
categorized.

According to a second aspect of the invention, there is provided a method for
hiding one or more items of a plurality of items displayed on a user interface for a
user apparatus, the method comprising the steps of:
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files to be hidden fromthe user interface: to receive
at | east one instruction, by which instruction or

wonsderiatdos ons, each file of the plurality of fPCESGR2@6/000143

no | onger categorized. According to a second aspect of
the invention, there is praovided a nethod for hiding
one or nore itens of a Mlﬂ§ﬂ|ty of itens displayed on
a user interface for a user apparatus, the nethod

conpa) Shélgﬁehea[ﬁia?ﬁﬁs Ofec@iingh @t YseRt cﬁf@pﬂsﬁhk’!ﬁon by which
ast one instruction, by whi

IR & JRStBiTPR . PUR romare ohdneypvBiy ©f fiems is or are
qaitegoated ¥s ah iteincorSitdnts B belhidldeR bg tHel réﬁfénﬂﬁg aﬁe Iotr ﬁ-meoaf

hi.dd th n
bk Bt ot By o T eobtoes Sen e B s Bk Aediaves
i t embpithé Lsers apparbisdiespiviagea ifBtruttivh s Glde [Tt el Siser

. nlnstructlo i de, fromthe user
'lﬁfﬂéﬁgéﬁ’g ?{é"%rﬁétegwtﬁ@fai' ‘{ggms to be hidden; c) the
user C)anbpasatawaraiumgidmehe Ita'mooitem$ e hidddre hl dden,

; th terf di spl ays
WAREE dher Beb ) o BerilippraPale e b ¢ o feoplipas
items td be slisplayed iang dags hd:teilsplamme itentoe iteme ahtegoritatiedd iRms
tBtb rﬁli;q deR. be hidden. By this nmethod, a user can choose

ens to be hidden and the itens to be displayed
and can, therefore, display onIy selected itens on the

f f
47 frOlBh  er G Snadbe i ting o B ridkRIPar e o
vedtandi Q?Bnther@‘D@p dwplaymmy saleged itemaser thappsar tarface.
e

TR Wl i oxafpRt 1 BV 6 LR b BBl d8 L AE0RT,

hi dden, the remaining itens of the plurality of |terrs

Y

SRR 61 o0 1005 SRR B2 il e
ipgjtyction folaatagerize one aumerd items otbs eluralkmf iteiniscas ienes todde

Hi®dehe thidi rémbMigdiets &f1Re PRI SHitBhE Refig dated¥PSed as items to
be displayed.

In that embodiment, the user can choose those item(s) which he would like to be
hidden i.e. those items which are not to be displayed on the user interface. In one
embodiment, those items are called private items. Automatically, those items
which are not selected as private items are categorized as items to be displayed.

The or each instruction received by the user apparatus may be an instruction to
categorize one item as an item to be hidden. That is, a single instruction may be
associated with a single item.

After step a), the items categorized as items to be hidden may be displayed on
the user interface with a marker. The marker indicates to a user which items are
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enbodi nent, those itens are called private itens.
Aut omatically, those itens which are not selected as

weRdeABEIst ens are categorized as itens to be PCT/SG2006/000143

di spl ayed. The or each instruction received by the
user apparatus may be an ipstruction to categorize one
itemas an itemto be hidden. That is, a single

i nstruction may be associated with a single item

m%‘rlteelr asSite®fs &) be hialﬁelh (i hitht £8 QrivaRCitedts) isbah® the ubs wul
e user interface wth

be dis e
ket BN s e 0B 16 He ispliwed dpt ituier pi@nat ek to be
dasplayedkwsmpd:)terrs to be hidden (i.e. which are
private itens) so that the user will know which itens
are going to be displayed and which itens are not
Iganatiertemielindertpstay @l camprsessthe usen apgaratas eédafing at least

h .
of L ERN to Ble3Bi) oREBP bR by 61 M8 HudRE B i as s
tobe dtepleyed dhesrepfaintingeitgyhsiofdhe piurality of iemes mkng tategorized he

Hall he renaining- items of the plurality of
It%i?résﬁ%gpngﬁcat egorized as itens to be hidden. In that

enbodi ment, the user can choose those iten(s) which he

ﬂnbbdﬁﬁieﬁp trl% s‘ei} ﬁé’lln @(o%ge tl%étqum(%f\ﬁljatlﬂ Bc]a " ggq'g?gegs

are not se ected tens
d@alaw@d)rmztemaa\@any,t these tl’@rnsewmcljdam ndtrsetevied as dtemst pbe

[ recei ving only one
d@bla é’dTPIre c%?égo&@@dm#ﬁ% A ruc ng onty

|nsruct|on 1on, one itemis
categorized as an itemto be di spl ayed and wherein,

t
0t 88p5) ool LEEARES A2y Ui,
byyyhich insirectionhpge |lt§m§e¢a§¢gqrned lne tmaﬁenvmaleedishlayeds and

wn@m aktlr Stbs B, Me QY Witk ﬁ‘aysto%w tﬁéﬁﬁg if&h 9.%&&94 ot

of |tenB on the user Interface. case
digplay e rergaiging e af emorgpitemsa t This tsem‘fuhnm@weon@eowhmrtbe

ubEISWAHS td ARBlay dMR 'singRE flerh ol W pIORAIify S St R0 thet (&
qyser apparatus bei ng an

In another case, step a) comprises the user apparatus receiving one or more
instructions, the or each instruction received by the user apparatus being an
instruction to categorize one item as an item to be displayed. That is, in this case,
the user wants to display one or more items on the user interface and a single
instruction is associated with a single item to be displayed.

After step a), the items categorized as items to be displayed may be displayed on
the user interface with a marker. The marker indicates to a user which items are
marked as items to be displayed (the other items being items to be hidden) so
that the user will know which items are going to be displayed and which items are
not going to be displayed after step c).
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instruction to categorize one itemas an itemto be
di splayed. That is, in this case, the user wants to

wdi2e@l1awgoone or nore itenms on the user interfaeeTandoa 000143

single instruction is associated with a single itemto
be displayed. After step a), the itens categorized as
itens to be displayed may B@ di splayed on the user
interface with a marker. The marker indicates to a
user which itens are marked as itens to be displ ayed
(the other itens being itens to be hidden) so that the
Insoe emtiddirkerdystem bodf thet wses apparatysi racgiving be :rdtrsq:ﬂoay@ tiide,
d
12&@ SH%‘ME%nlh{gﬁ%E% %8 89%3% ?l%rgqte iaebefhﬁﬁ gc%intp ise the
$58H apparatisireesiving agasswardskhis umroveqaschmtm as ohlydhosehesers
WESkndwMHe! doett pdsBfiorddre Qﬁovygy & HidebiBind fork? %JUSQFSE;PE?V
conprise the user apparatus receiving a password
i nproves security as only those users who know t he

W;Bé%%bvoﬂﬁﬁn%%&%pﬁé’eeda% EQ’MEQtécPWWﬁ g Snulsh sﬂ‘oFé?irBrF {48 user

user di sr_p password may conprise
apnaprtus thay %mﬁleamﬁrﬁ ifile may beq wtgdar@rihe nésmd data may

[BePhe ik b thehsing e nahaR! @se, eré uSef éﬂp%raﬁ@é’ mgfﬁ vﬁ:‘érwpl‘%ﬂ'ﬂ)t to

t he associ at ed data may the title of
salert acsopg fromy the sosgs ﬁ‘ﬁf?&’r%ﬁ ti@ YREY MeABY Ao the ﬁémﬁmewer
&Pafstlis feceRity 4 PASBWORE MY RBMpHLE %%epébléaﬁﬁlésﬂngr?ﬁﬁﬂ%e

and the ste of the user apparatus receivi

$G8\IPI§InaY the HSel srPaatyse Allsmativaly. n’@eaP%WQTQ‘ P baca
AT, 34 AfACcRR, HE uskreAppAPRas ahalp protides NEbMPELY enfch&
asswor nurrber In that” case, the user
@ﬁﬂ%‘-’ aéh?%fypﬁf jUger %E’Pﬁf%ﬂf)fef’t«‘tym@rﬁ RASSWOR /ABeoraprise a
lidee effefiig @fnuhiberuser apparatus receiving a password
may conprise a user entering a nunber. Step c) may

conprise the user apparatus encrypting the item or

Step ey miay complisél tRruser dpar@ts efcryBingithis itdif lor REAPIJ REhidden.
after step c), the steps of: d) the user apparatus

receiving an instruction to display the one or nore
Thee methad Ineayh futthen coﬁnbdseﬁ)aﬁdiestéﬁ&l) eHePatept UsT: d) the user

gﬂp%Patag 'renc%lviin%eanomgtn%tloﬁpo g‘ sp!ay %Be one oremct)]redlt%ms 'to be hidden;
and e) the user apparatus displaying the one or more items to be hidden,
wherein, after step e) the user interface displays the item or items categorized as
items to be displayed and the item or items categorized as items fo be hidden.
Thus, the user can re-display all the items.

In this case, step ¢) may comprise the user apparatus encrypting the item or
items to be hidden. In that case, step €) may comprise the user apparatus
decrypting the encrypted item or items.
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wherein, after step e) the user interface displays the
itemor itens categorized as itens to be displayed and

woOheosiBeaos or it ens categorized as itens to be RCUS62006/000143

Thus, the user can re-display all the items. In this
case, step c) may conprise the user apparatus
encrypting the itemor ited to be hidden. In that
case, step e) may conprise the user apparatus

é’r@;‘? %ﬁ@?i@e W[ré’é?tefpgaratt@éné&éwln & Bassword. d?hrmprﬂves

user tus receiving a password

seﬁwrtwé@ngemw uyerasvrmwqupw heseorigsbpasswrts Rigoaliowsd to re-
&éﬁéf&rtheﬁéﬁwrﬂa@r&dqrdn%ﬁdtet Bn ki WHeP Pketbacal | the

tens, private and non-private, on the user interface.
As before the password may conprise data associ at ed

A bdtor, lﬂésbé%sflvbroeméy @6&6rr@d£@%sﬁ§@éte@mrélhdr§rc file stored
c?A‘;Ietﬁ‘er nati vel % passwo Sg»%pgfngrl se a nunb g
f e ARPAFANS: ﬁgﬁ%’"%‘f?&' F‘E?epa MeY EYNRYSE 3 AWM8eep
of: f) the user apparatus receiving at Ieast one
pnstruction which instructio r tru tio S,
TR RER A ruies Chmghes, Alo! 6P FE BIRSER OG0, | Bngdhe’  user
éb@bmasr retemng/\mésrsd bﬁe irfsGruttivh, B¢ Whith iAStAREDN @fr irigfv@ctions,
s al so oV de a_.nefhod for hiding

entiqn, there
08 8 b biiraior Bems ond PRI HesBreRt ag di opl myad on
a user interface for an electronic device, the
cL.ro devi ce havi up" ., " ' " LEFP "Rl
SORE e SEhraasprt et the Hiettionolata s AagArayted & method
f@ﬂh‘ﬂfﬂgs’drﬂgartdﬁ?reﬂdsnﬁ agplurality of ffiles elispldyed on G dsariinterface for
C t .l east qne instruction - .
b5 SaonR o fvite e Mot ceVEh oma S Howar, LeFT,
W{IGHM I"OPTOONS! bad "$ELECT asudtona! thg methed coapdsifg ke steps
ffl | es to be hidden and the renai ni ng one or nore of

Phe plurality of files is or are categorized as a file
or af fheesdedtronicaledics jpeajuird atbé:ast loee @istrattionn by wihiohi ingtruction

SDBHAIRE. W 5t Sy L iteo s a e
or files to be hidden and the remaining one or more of the plurality of files is or
are categorized as a file or files to be displayed;

b) the electronic device receiving an instruction to hide, from the user
interface, the one or more files to be hidden;

c¢) the-electronic device hiding the file or files to be hidden,
wherein, after step c), the user interface displays the file or files categorized as
files to be displayed and does not display the file or files categorized as files to
be hidden.

The electronic files may be any types of electronic files, for example music files,
picture files, photograph files or data files. The term “file” should also be taken to

include folders containing one or more files. In one embodiment, the electronic
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c) the electronic device hiding the file or files to

wo B6s/1slden, wherein, after step c), the user pciisRpb@AR0143

di splays the file or files categorized as files to be
di spl ayed and does not display the file or files
categorized as files to bg hidden. The el ectronic
files may be any types of electronic files, for
exanple nmusic files, picture files, photograph files
deyice dme pefsonakdigitalentertainméntedevicholinel uaers intdstace aaynbe a

scicBloH it Sobale Sl diiengyge, Tre Tiles. In one

i ment ectronl cdevice is a personal digital
entertal nment device. The user interface nay be a

In aqrrﬁeémuaamﬁém @cs.s 29 eafhpﬂée@ ﬁ\ale@%ﬁat&mﬁ&@&e.\ﬁﬁg’h@@ast
In first ermbodi ment, p.a)

ong |'r§érf‘i=tmfe CRiegPEES PREQ] rwrﬁgfﬂ%& of Iﬂ&ﬁa@t‘raéﬂ'f!/é)f f!i%tqslf&qﬁ tghe

hidd@n Cifé aRAihiAG fCofQhe PRIFAiY bf RS Rdind &ae@ér%alalstmés% be
files as files to be hidden, the remai ning files of

dispiaye lurality of files being categorized as files to
be displayed. In this first enbodi nent, the user can

se those file %Mg which he would |ike to be hidden
In ﬁ“% SBREE P heyifnes fa FRogsg thess f(sywhish dpaupulshiirerie
beairn]@"ehnfemlhaséimescm(ﬁ :M’Sefot tdwﬁefafs?a d cbrﬂtﬁénéietﬂfﬂﬁﬁ;dilm*s

qse files are called private onati.ca

usth JBE MG B e TROBTIER. J8becilas GEe piIgH: BRYARR cles
Ammatmallye wsezrwét Which iare Aot sbldtedlas plivite files THre categbiel

ructio ceived by the electronic device may be
asé Stﬂg?FEBEV@E to categorize one file as a file to be

hi dden. That i s, a si ngI e instruction may be
associ.at ed

TREE BRI D et e pleckiopie HERod foal B shjicion

categbfize' omnflie" & GHild td bkthiduzn. Jhawisng sindi@ mstusiiclomai de
as" Oil;lﬁg\lﬁq but O{ﬂ and selecting "Mark as Private" in
PRARENT" At fe "UP", "DOMI" and "SELECT" buttons.

Step a) may comprise a user highlighting a file using the "UP", "DOWN", "LEFT"
and "RIGHT" buttons, showing a menu using the "OPTIONS" button and
selecting "Mark as Private" in the menu using the "UP", "DOWN" and "SELECT"
buttons.

After step a), the files categorized as files to be hidden may be displayed on the
user interface with a marker. The marker indicates to a user which files are
marked as items files to be hidden (i.e. which are private files) so that the user
will know which files are going to be displayed and which files are not going to be
displayed after step c).

In 2 second embodiment, step a) comprises the electronic device receiving at
least one instruction to categorize one or more files of the plurality of files as files
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After step a), the files categorized as files to be
hi dden may be di splayed on the user interface with a

warnleas780dhe nar ker indicates to a user whi ch PCrES&2@6000143

marked as itens files to be hidden (i.e. which are
private files) so that the user will know which files
are going to be displayed 3Ad which files are not
going to be displayed after step c). In a second

BTHROGIEATBYY, 17 RindiAing RIERTOF $6S plural rtﬂ;@ﬁéé ?Qihg o ébﬁ%d as

receivin at east ohe instru 0 Ca

fdes lodedhiddanes of the plurality of files as filesto be
di spl ayed, the remaining files of the plurality of
files being categorized as files to be hidden. In this

lg dbip seconsiiah qaiment. hRse@n dwase thess Elefs) whishftiel vqud like
t‘b’fbeCdﬂsﬁlﬁ%/éw Wlﬁoﬂwéﬂéﬁll} ehdae fﬂéss%féﬁeé}'e nﬁﬂ%?é@éd ‘é@lf 104 to be

are not sel ected as
‘iﬁ!g e&;ﬂé‘aC%fPeOW@gcﬂqszteaeasdqem es to be hi dden In

one case, step a) conprises the el ectronic device
rece|V|ng only one instruction, by which instruction,

I8n@ng 9288, Steps @) Ramprises dbe ae‘FPtFQi“Ct Sleviee fiesgiviag eenl rene

inéteictibm), byalvhieh irfstrastion) oné fie ivsate gbﬂié%tr ETEeT ﬁledtbs’d?-:] @¥dtayed
ne file and does not t ererralnlng

t hat
%\rﬁ]’l Qﬁfe'ﬁo? rSi¢RQ), theriser interfase dinplays on?/yéh@tag@ filhankdoes
ridt Glsp&@rthmmélnlhg dﬁe%@hﬁm‘e arRkY This :ié. G?&f@ i 'tﬂeecafséqmér@ the
ur a r interface. In
‘%a?&é”a" Shé’ ﬁ’éP{?M’ﬁéhﬁ %mt%rﬂtésg’% th@et?'uwt"grﬂf fé‘?ﬁ Pﬂdh? iyger
inleefadd.| e usi ng the "DOWN', "LEFT" and "RIGHT 1

but t ons, shovm ng a rrenu usi ng the OPTI ONS" button and
sel ecting "Show this folder only" in the nenu using

Inhidis ‘thli¥, thé PMidd raay corfibrise Gl uddrutigHiighting! thatedtetike Using the

e, nprls eIectro i c. devi ce
cei 9@?@‘9 ‘L'Eg? ﬁ‘i’ﬁﬁu@tt’f%‘ﬁs shpWing o7 Mg, using the
"OFSI@ONS! batton aneusmedtutgy Shbe talsefetdeeah@" fethi GRerElI1By &

WP D I RERCPRER < Case, Cthe

In another case, step a) comprises the electronic device receiving one or more
instructions, the or each instruction received by the electronic device being an
instruction to categorize one file as a file to be displayed. That is, in this case, the
user wants to display one or more files on the user interface and a single
instruction is associated with a single file to be displayed.

In this case, step a) may comprise a user highlighting a file using the "UP",
"DOWN", "LEFT" and "RIGHT" buttons, showing a menu using the "OPTIONS"
button and selecting "Mark as Selected" in the menu using the "UP", "DOWN"
and "SELECT" buttons.
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user wants to display one or nore files on the user
interface and a single instruction is associated with

wea 28i6ngfsecfil e to be displayed. In this case, BCE8Ga)06/000143

may conprise a user highlighting a file using the
“"UP', " DOWN', LEFT and "RI GAT 1 buttons, ShOWI ng a
menu using the "OPTI ONS' bi#t on and sel ecting "Mark as
Sel ected" in the nmenu using the ' "DOMWN' and

STy, e b B
theweer intasfage withaa markee rTheTmarmarﬂdmatesrtdia:aetegsmmm files are
"g?'ﬁédg?ii?% it Ro B Fler st bR, A b hae e
tha ewserwill knewowhiol filh a'r¢ beisg de degtispiayed andewhicls fileayasel not
Mme%glége@saﬂgngeag; going to be displayed after

step c). I'n one enbodinent, step b) of the electronic
devi ce receiving an instruction to hide the one or

IR drhb&fFmbR, Qfaepm)dc#%ie %%ﬁbhé%vfc@ Ge&iitd GA rih&rucgi/on to

deVI ce recei VI n% gassvvor | MPproves securit
therang s e files\ip eitiiﬂslﬁntcﬁ@méﬁ!% @@telqsagsw@lﬁwcarr@celwng

@bb@#ﬁﬁd t'Fhié" 'irﬁ&ofléé §§cuf‘ify0£§ bhe He&! uégr§ Wh%yknoWﬁe correct

FF‘)qasswor nprise data associated wit
SFﬂO@t%?QHPW PH@%@'%SCW'BH“%U%\SJFS@EY For exarrpl e t he

music file nmay be a song and the associ ated data may

_&@Vthetitle of the song. In _that case, the electronic
PRSSWOER, MAYOSNaRIisg ?ﬂ*%i@ﬁﬁoqt@ieéei"@c@ usio filg $tptseh oméne

Sen@Ricdericed Feinegahw@ HRCAUSIRIfile ﬁiay bhE@ g éian &hé h&SbcRhed

he el g@t oni c device receiVving passwor

%&Sﬁmai/ the {fle pf g sepg. in dhat C@éﬁghii* ei?ﬁir@m@dg\aeﬁgmawm\w

eDﬁrohﬂﬁ tPbeEdt la0sting FIAAYVING Bondd *st%ié%%ri fﬁ@'eiéctr%i’ﬁe d@%é WRY the

52‘%% ptﬁ%a nunber. |In that case, the electronic device

Flegtonic dryiameceling it RASSWOR MBI POBRRFe 3 usaf Selsctiig

at ong! feerhr Bl EorlRY bofed @RCthE Bi:cRoma Sdalfed A%Ynatively, the
g@ri 588 puser epteri g‘%aa nunber. Step c)

prasmay e 3 aup saredhe ﬁhcyawp ﬁigwpﬁ Sy provige a

groings td @nte® a number and the step of the electronic device receiving a
password may comprise a user entering a humber.

Step c) may comprise the electronic device encrypting the file or files to be
hidden.

The method may further comprise, after step c), the steps of: d) the electronic
device receiving an instruction to display the one or more files to be hidden: and
e) the electronic device displaying the one or more files to be hidden, wherein,
after step e) the user interface displays the file or files categorized as files to be

displayed and the file or files categorized as files to be hidden. Thus, the user
can re-display all the items.



hi dden. - The nethod may further conprise, after step
c), the steps of: d) the electronic device receiving
wanoienstsoscti on to di splay the one or nore fil e6TISG20M6/000143

10

15

20

25

30

hi dden; and e) the el ectronic device displaying the
one or nore files to be hidden, wherein, after step e)
the user interface displayd5 the file or files
categorized as files to be displayed and the file or

i thi Sas sRBQY) 'n?e@%o‘?ﬁpr%ia ltl‘fﬁelé&tr@?r?s v %h'?\cggﬁégig]e f@ﬁ %raiies

usber can re-displa
W;}P?fs@seh%tee|eaemav@ﬁmnaaathecaéemUpmlcagiecnyptmg

theleficiopted fileast fld. be hidden. In that case, step e) may
conprise the el ectronic device decrypting the
encrypted file or files. Step d) may conprise the

Stepd) mag |com¢ﬁye iR ém@nw d@ica r@@ﬁfﬁ@é %a?em&ré Trﬂ? FrRﬁ’rS\?es
now t he corr

% 3’8 ?ﬁ t hose users :
§§r§ " '5'03? SRS VRGknaw thessamest passwortbare @llwed to re-
cpsplawdllethapd'ns,rmlvaw dddaicR-private, BE tHes®er infdrgicbace. As

before, the password nay conprise data associated with

a nmusic file stored on the el ectroni c device. For
A befplee thet fessworl Baf chﬁtpﬂ@é’dé‘lﬁ aBs&aated Wil o Hﬁsnc f le itored

C he title of the song
‘@ié‘g é'?%‘g’g'& @%“t’“few?/% eéampt?e t'%'FaW“ﬁ'PJW a@Vabeplaomng @rtsi the
assbeiated aiat:o‘:lgy bedhe mhf ofﬁﬁgé‘cngt B thsk &ﬁgt e ab&rnicOdtvice
e e roni ¢ device receivin
8 bEGGE A ot % Bpficn Sote o the fms siges ot avaion
Cte:V@eaodg&e step Ioé:hheoeieét}‘m:cedi@@def r@l?elzl(iningj Q\ﬁarﬁ}bﬁuord may %%mpnse
e
L T e O A
Ae_lmratw%ly,rther’pessvmnd ntayebesa apmbér. iMhattRse! fﬂérl#tzléctﬂiﬁw cfe%uce
may conpr a user enterin
rhEF YOS BroR Y 1Y B et P Bl the iestrog tegivics
regeivinghe passwora fiay fopripise eluest emdting dfihieg. T ecei vi ng at
| east one instruction, by which instruction or

i nstructions, each flle of the plurality of files is
The Methge mayafusiper comgrise, after step e), the step of: f) the electronic

device receiving at least one instruction, by which instruction or instructions, each
file of the plurality of files is no longer categorized.

According to a third aspect of the invention, there is provided a method for
selecting a new password or entering a predetermined password on a user
apparatus for storing electronic files, the method comprising the step of the user
apparatus receiving an instruction selecting an item from a listing of items
displayed on the user apparatus, data associated with the selected item serving
as the password.

As is clear, the term “password” does not imply a word or phrase; in this case,
data associated with an item displayed on the user apparatus functions as the
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According to a third aspect of the invention, there is
provi ded a nethod for selecting a new password or

wenveridreye a predet erm ned password on a user appasSaRas/000143

for storing electronic files, the nmethod conprising
the step of the user apparatus receiving an
instruction selecting an ifif@mfroma listing of itens
di spl ayed on the user apparatus, data associated with
ﬂef%gwél‘al. Shkeesdr tRIBaS RSV ,%i&hﬁatgaﬁ*scs%?@d ffth 'tge item is
clear, the term "passwor does not 1nply a word or
geying as therpasswvaerd dui simplinesda 4e yrgvathedter selfan it em

di spl ayed on the user apparatus functions as

t hepassword. The user need not know whi ch data

In0ng embodimsnt.tthe fisting; of dams és 3 bisting qj elestronie filsg stared gn the

diiceS inibly caRe @&] _él@{;ﬂ_ﬁél@d\ﬁlfta@ Stdré® Bhiths Bbfice MayPeLelectronic
i sting o

errbo?ierrent, t he gT items is a |isti n%Cof . ]
Brgie flies iered iondhe deyredThsndats @saesjated with ihe glgctrenjg @usic
fil@enag! I8 hhpBLikabid e, $drah@mpRNtHeitiedsiva eBndTBY theelectronic
el ecg[o%c musi ¢ &\l@l es stored _Oﬁ?tshe dev| (I:e. The dat a
UL iead BHSVER Tt e pdionicgrieic fifstselftis deleird, frepm the yiser
Sppatald, ehelpdsawotdéareatbel remeheldd, bifc® thedassasisteti Riatdhgan
el e?tro i C %EI? f.{ I f? Thus, even if the electronic

bRt faingd gven;ifiibe file §seif lsdiokt ed from t he user apparat us,
the password can still be renenbered, since the

fﬁsoci ated data can b@ r et iqed.even iF t he f}le

T Hfar Sraras Brieierlly e ddes, fas Pl = gpreonal
dipiéat entertaiomeat/deded. or exanpl e a personal digital
entertai nment device. The el ectronic device may

i nclude "LEFT", "RIGHT", "UP', "DOWN' and " SELECT"
The taderdronicndeviee mag eincludee "EEEP”, ofRIGRE", USeP”, atDGWHAL usnd

J, VAR instruction sel ect.d an itemmy ..
SHECH BB B Shat Facs” The Figh S B oRR sbRff=fiBsmeeiving an
iostsyitiay eelectingt dncitans evay icompriseng @sersnoMinga tighlight@rrte aafitem

. [1] PII [1] QQ gF r'l [1] F :I [1] I g I-I-l bu n " tu .
%'gé?ye;d e?netchtei ng {'\v%eerfa\lwc?g'%‘np ngg ed %’? Srﬁf H%el Ir%}dﬁ t ﬁ’eﬁ “@EL EE’F
anet {BIGHTT heuttoine cando thec uskry salectimg ythe nitigbiggbteanit@P TsBigS the
B o button. The electronic device may include an “OPTIONS” button.

According to the third aspect of the invention, there is also provided a method for
selecting-a new password or entering a predetermined password on a user
apparatus for storing electronic files, the method comprising the step of the user
apparatus receiving a number, the number serving as the password.

As is clear, the term “password” does not imply a word or a phrase; in this case,
a number acts as the password. The number may be any number of digits. In
one preferred embodiment, the number is four digits long.
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According to the third aspect of the invention, there
is also provided a nethod for selecting a new password

wonromnBeos Nng a predeternm ned password on a usePCT/SG2006/000143

apparatus for storing electronic files, the method
conprising the step of the user apparatus receiving a
number, the nunber serving & the password. As is
clear, the term "password" does not inply a word or a

el his ¢ ' J .
PR 895e h by BcOHED L i, v B33 B o
purshenhetdeam® end Ahteastdneenunber is four digits

| ong. The step of the user apparatus receiving a nunber
conprises a user entering a nunber between 0 and 9 at
Inea dirst embodiment athej or ack siepdefhemniering aausbeebetiwesn &panst 9

Ebthffided9auy ?’P%rssi\:l&té(\ﬁﬁﬂtog 8RG8 GEPLhSASuSE BSEH button

pressing a button oh the user apparatus, each button
eQrespopdng inene o thapumbersRdounbers 0 to 9. The user
apparatus is preferably an electronic device for

exanpl e a personal digital entertainnent device. The
Ehe UsPHAPRArAWS| it é”?fﬁ‘ﬁ lviRn glestronicpvice fry example e personal
digfintedathmerftdB@de. buttons. In that case, in the

first enbodi ment, each of those buttons (and any ot her
buttons on the el ectronic device) may correspond to a

WH@bQécthﬁﬁd’\?@i}icQ Ay &cluhgug_"aagpnm@n’ppgiqug%%m' and
r parat us conpri ses , DOMAN' an

SRUESE DUaNE B 157 Gasennhe S erahadime Thgsaeh i Hagie buttons
pidv@8Notie P BaticChsCOTRE Sl6&ionic d8REe)SHAP bbirdipohd t® adiumber
Burrber to 9 using the "UP'" and "DOMW' buttons; and

0
ﬂ@e&@ra@eﬁ-ecn ng a number between 0 to 9 using the
"SELECT" button. In this second enbodi nent, preferably

s the user scrolls through the nunbers, the, n S
&' oo ubsdifent e bSsparaas Giris (B, SO and
SPPIEE G UsuttoRs @6 rthd by each step of entering a number between 0 'and 9
comprises: a user scrolling through numbers 0 to 9 using the “UP” and “DOWN”
buttons; and the user selecting a number between 0 to 9 using the “SELECT"
button.

In this second embodiment, preferably as the user scrolls through the numbers,
the numbers are displayed on a user interface on the user apparatus. Preferably,
once the user has selected a number between 0 and 9 using the “SELECT"
button, the user apparatus automatically allows the user to scroll through once
again to select the next number between 0 and 9 if there is one.

Any features described in relation to one aspect of the invention may also be
applicable to another aspect of the invention.
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once the user has selected a nunber between 0 and 9

usi ng the "SELECT" button, the user apparatus
weanomwnmatdocal |y all ows the user to scroll througbTsoe®e/000143

again to select the next nunber between 0 and 9 if

there is one. Any featuresgdescribed in relation to

one aspect of the invention nay al so be applicable to

anot her aspect of the invention.Brief Description of
BripEDexcriptiopsofihe Brawingserbodi nent s of the invention

' ; ri e rence to.the.
EXrhpla R IRIHERE of it BAL A7 BE Setdiob S rearange sp,
thgraceemapaving=drswints,mfmiiioy and unmarking files as
Fillievat e, accrdis ' ' f the . ‘
et Fon. P abtglPorine bioBEe ESRAE Bha Hhighing s as

showi ng pri vBatate egcerding e pistentiodissent 61 the irerefition;s a
Fiui@wpf the i - | S cAdiviid .
%ri VVQ;? e fil egsaﬁi("g‘gemrf;eg %%mtgﬁ%é‘: s a &2‘?’ a)rgiaemg%é n?ﬁ]-gnvate

process of sﬁ'@%&i ng only a single file, according to a
Fig@reamd erTbOdlsr@WemPE‘f‘fhEQ.%éepYrﬁ kdRNor FHEL'R, ﬁr‘iﬂ‘x The?a ivate

di agram of the process of marking and® Unrar I'ng Pi&e

as sel ect ed, figehiddBMiNGg to a third enbodi nent of the

Figimeeant i on;  FisQalldfadramSorathéi siacdds & stfilind Bbl?fé fifale file
show ng password sel ection according toa rst '
enbodi ment ; RFSPIHIRA ¥ 3 secend egihogiment aktbe inventior, ace

Figvewd Ng  passiey dlagahPertth® prod6s06thaRink 3nd A
enbodi nent ; %d Fiﬁgure 7 Ps a view o'{’ba"ué‘éf’%. r'lt e‘?l?sé%se
showi ng pass ?‘&?@é’l"@‘é’f’l"@ﬁ? adeigt embepimentof e invention;

Figaeali ment . igek lidve bf RP%iSer RitdrifteOdhoRif Bhéhfbrd selection
Enbodi ment s . .

according to a first embodiment:

Figure 6 is a view of a user interface showing password selection

according to a second embodiment; and

Figure 7 is a view of a user interface showing password selection

according to a third embodiment.

Detailed Description of Preferred Embodiments

Three levels of protection are provided. Protection Level One caters for users
who just want casual protection of their private files or folders on their Personal
Digital Entertainment (PDE) device. For example, a user may wish to show
another user the non-private files or folders on his PDE device while he is
present. No password protection is needed for Protection Level One.

Protection Level Two provides a higher level of protection. This level caters for
users who may wish to lend their PDE device to another user for a small period
of ime. The user is not present when the second user is using the PDE device.
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Three | evel s of protection are provided. Protection
Level One caters for users who just want casual

wonoeisactdoon of their private files or fol ders eariskeins/000143

Personal Digital Entertainnent (PDE) device. For
exanpl e, a user may wi sh to show anot her user the
non-private files or fol def® on his PDE device while
he is present. No password protection is needed for

t I, i
FE&I{SQY&ISFB rgf\%gfld?‘nog E?%% tE[)& gFe%g%tﬂQ s}ag us;l:-éa’ll\?reo?ri B¥Igg @ble?o
|G@@t§hwatﬁafyew3!shlde€s | end their PDE device to another
user for a small period of tine. The user is not
present when the second user is using the PDE

Rwaves feBwigstian peveletwe,dhe ipasenasd may ke resep(fer example &

tfﬁ@ %Qé}%désf&rgoﬁér? RePSHid%hI %Ql;s@w&r@ 6rQHJ.‘ passwdi§ niy! B’é"&@calned

les or folders. However Protection Level
QW"B&@@%W% PREdeyicerte afC (\awng the-ARRrepriate sefwaie. efrhWaét

WiP be bésitle td\ﬁewr;ﬂnaataaﬁes@aﬁ%@é@)ﬁ tAé deViBe RAINBEED TRY PC
be. obt ai ned, connecting the PDE device to a PC

Rying ﬁ@e ?W%"%&%‘? spiwaie é%‘ﬁ!st'%@l‘ ¢f praiggiion isnofjopl-prgef.

pos_s,l ble to view private files and folders if the
EBieclin Lovel SheRisoy e fiohgrpua o BrpeoRotThe private fles
ér@@be@[c@?ﬁot bll?rv@mtf drQke {Q@sse)ordthaﬁewbptﬁhﬁﬂfe dI4¥ even if the
es, eve Q C rrva
P d8ite oot B B 1ot prolbis B Sl f{se&t%{sfwgarswthe
mymmtelhsepoevmme‘ is hest RIPEstolew| ceo'r SDrGthﬁﬂ_edeltmrae
.his rotects or. foldgrs [

e file
0% o tngstiopyet i Al e b S vl s Qevice”
Protection Level Three, encrypti on and decryption of
hefl wi || tQ emente n the device.
EPEF ek Je S ooy 3 Jpt SRR oo fSraEntAn. g this
embatimetnfiles anﬂﬁmr foldard aah men’harkéd lae priaad/ ad thelpdieste files
a riv and the private files and/or
é?né]%[&?lgerggﬁngg Sﬁﬂ‘@ g\ﬂgﬁl ‘dden. Figure 1 shows the
first stage for narking a non-private file or folder
r el n r| i . fol
té%ﬂ&fi&ﬁn@eqir% srta% \g(% ggagﬂ %% 5% tt le o‘? lder’ ngate
and for unmarking a private file or folder. Flgure 1 shows the process in a PDE
device which has “UP”, “DOWN", “LEFT”, “RIGHT", “"ENTER" and “OPTIONS”
buttons or portions of a single button. (The “ENTER” button may alternatively be
a “OK” button or a “SELECT” button or another equivalent button.)

Figure 1 shows a user interface with an array of files, in this case photos. The
user selects the photo to be marked private, using the “UP", “DOWN", “LEFT"
and “RIGHT" buttons. This is shown in Figure 1a, where the top left photo is
selected. Then the user presses the “OPTIONS” button. A menu appears and
the user can use the “"UP" and “DOWN" buttons to move to the option “Mark As
Private”. This is shown in Figure 1b. When the user presses the “ENTER"
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devi ce which has "UP', "DOM', "LEFT", "Rl GHT",

"ENTER" and "OPTI ONS" buttons or portions of a single
woutdenna7806 The "ENTER' button may al t ernati vel yPO®/SE2006/000143

"OK" button or a "SELECT" button or another equival ent

button.) Figure 1 shows %user interface with an array
of files, in this casepgtos The user sel ects the
photo to be marked private, using the "UP', "DOMN",

buttdrEthE ' seldtfed pivdEbTis' mBtket Witk a priviate icen.s Mbiaris SHOWR i i Figare
la, where the top left photo is selected. Then the

1°user presses the "OPTIONS" button. A nenu appears and
the user can use the "UP" and "DOW' buttons to nove

To}-_n?rﬁﬁfprg tﬁ%t Ih&ﬂ)eﬁa's\/?p:ﬁ&atﬁz gpéulg\r@ls roce%{l ‘SSQ%'H E&%ﬁ“ THe user
selebis melpmlated phtiot 0. be ummaked piivate, ausing (Ra eU'P"cd‘E’ WINII-
o %ﬁ ”T'F BHOhE. Fien, e H%r%séeg%é’*@ﬂoﬂ%" Bbﬂt&ﬁt&

rocess is carr user selects the
memui apzp:tearspﬂndt thetuser ban usmﬁ\el{‘élﬂ’ nidy'BQYVNY, Bytiags e gnoveydo |

o . " A t
v, P o B P, 5, B e, Wt o
presses thed ENTER" tHution, ke selacfed Pivete phatotis Hemakeppyikate gnd
th%:{)}%la%)i‘éél? & r I\I?\h%n kas'%?rovﬁl’ﬁ 'invﬁ §re-1alhis is shown in

t'he user sses the "ENTER' button,
the sel ected private photo is unmarked private and the

thqt}-[;1 't|¥aﬁt \&gér? Q}rivﬁter Gy f?ﬂ selédted %mhé RisEl Preksesl OPTIONS”,

vat e oto I's selected and the user
"Upmess 48 PriopiE’ mfsautornmal}ykameaprm by @eny whereas, when a

no?\jcfrﬁﬁ%ét bi&b! i 8hBesd Al 1Hae BB PresberORTIONES MBIk As
ate 0 I's selected and the user presses
Privetgf’ mutomu&auympWﬂW?@"ew || automatically appear

in the nenu. The marking and unmarking as private has

been described with reference to g PDﬁﬁgevlhce t hat .has
Thenmadsng asunBHatkingnas Pivaifehas een Agscrbad Wihgelerencpdo 5

Plﬁ@'o%%rce%ﬁanoﬁéé/ aheoPTIORST b@ttnar Irf gbserar, féromakingne ditssor
folder gg psnsgtgctaegart?éulgrl eh Iolr goléer needs to be selected or highlighted
(e.g. by left-clicking it with a mouse), then the menu or display for that file or
folder needs to be shown (e.g. by right-clicking with a mouse or by selecting an
“options” function), then “Mark As Private” needs to be selected in the menu or
display (e.g. by left-clicking with a mouse or by using "UF", “DOWN" and
“ENTER" buttons). Similarly, for unmarking a private file or folder, a private file or
folder needs to be selected or highlighted (e.g. by left-clicking it with a mouse),
then the menu or display for that private file or folder needs to be shown (e.g. by
right-clicking with a mouse or by a selecting an “options” function), then “Unmark
As Private” needs to be selected in the menu or display (e.g. by left-clicking with
a mouse or by using “UP", “DOWN” and “ENTER" buttons). Private files or

folders are marked with a private icon.
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(e.g. by left-clicking it wwth a nouse), then the nenu

W02@66/%§0‘8| ay for that file or folder needs to pog,EheNoo143

(eg byrlght cli cking V\/ltharmuse or by selecting
an "options" function), then "Mark As Private" needs
to be selected in the nmegy or display (e.g. by
| eft-clicking wwth a nouse or by using "UP", "DOMN'
and "ENTER' buttons). Simlarly, for unnar ki ng a

Onpe iavesee his Ilarised bd demoreafilesi ardoidersi #sepiivatd, dhel eisemmey's

wish@h&e fﬁ@é &155i88rs36 bBisHEMA ﬁp{oecga {ifqcdh. by left-clicking
It wth a rmuses), then

e nenu or display for that
private file or fol der needs to be shown (e.g. by

To Hiddprivakd ﬁlbb o S tRe H&&ﬁj‘oéytotme ASSAhRE tardt offhe PDE

options” function), then "Unmark As Private" needs to

deviee 38 geleets “PrvaimEonientr Srow igghayngny tg toggle the status to
“Pﬁvafé CEhtbiRKi meew | Affer amﬁrgulﬁs p%at@ﬁcé&rrfade'@ﬁhe usBEMIY re-

and "ENTER' buttons vat e l es or fol ders are
shoys fheqrfivitietfiiesr, HP'ﬂ@Tﬁtbé( goingriodhe eseéf"l%eﬁfeﬁé% hePRE deine
agé’lﬁ anmalselekling Privbtel CbHSGS. HigePinl fMétnﬁ?enuttBQo%ﬁ@ theBeatugits h
“PFIY?%eS files or folders to be shown or to hi dden. To

pte at%mf"iles or ‘folders the user goes to the
Settl ngs" area of the PDE device and sel ects 'Pri vat e

Th Bho\Fes rERRE Mg A STowp BRAlE Hlen gne Fdass roaea o a
PDE clieg@cegt?lthffzg:‘%&tﬁ@s ree. msgénemnfdr aﬁih@vyntmh@ Tl ?!fﬁefbﬁers a
SelignS Bpsugathde do b teléaed Sad etfin, Fomst U SShowd i Efvate

Cohletie- Hide" adappropriaté, meé@g'@ltﬁaéeh@ctéd atus to "Private
Content - Show'. The above description for hiding and
showi ng private files and folders relates to a PDE

Typieallyc ehe\iSeltings " oe4 tof tiys 'decice awill Ive geatedasychf that fiti idi mg

mBESE o o Beb oV S S ST BF Sipk i
se€ioity asHIt meddisdihiat amthmpfsepcamm immedidtelyt shdve pﬂvedtetﬁtescbr
rolderR i et e aFie PIRBIIBE pElour S TV 8BRS ¢

user vvho is unfamli ar W|th the device. This assists
Fid&ré Ba shows a user interface with an array of files, in this case photos. In
Figure 2a, photos A, H, N and Q are marked private with a private icon.
However, the private photos are still shown. Figure 2b shows the user interface
of Figure 2a after the user has hidden the private photos. In Figure 2b, photos A,
H, N and Q are no longer displayed at all.

@,

(It should be noted that the photos in Figures 2a and 2b are labeled with letters of
the alphabet only to assist with this description. Otherwise, it would be obvious
when looking at Figure 2b that photos A, H, N and Q are not displayed as the
photos do not run in sequence.)
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security as it neans that another user cannot
i mredi ately show private files or folders that were

woiddan7sos hi de private files or folders that ReTsG2006/000143

shown. Figure 2a shows a user interface with an array
of files, in this case photos. In Figure 2a, photos A,
H N and Qare marked priva2e with a private icon.

Hovvever -the private photos are still shown. Figure 2b

TS0, BB oIS, ool S Bl RlSTark 1530, 1
WI" m\nab@explanm h@w Itlm$gethree|l@\mlsa9femomt:tmi nay @btap@hn:dﬂodhe
Ql‘%@&*mtenﬁ& thb SmRRES ﬁe%crrllbgii gﬁtﬂ‘?gfe?é}lc tFié’uag 1.2 and

eed wth letters o bét on
%Pt h this description. OQherw se, it vvoul d be obvi ous
when | ooking at Figure 2b that photos A, H N and Q

are not displayed as the photos do not run in
Seierdne é—e)’ﬁF'tO’PﬁaE’OéﬂdPéé’@iY easupl pretectiomde behuged; fareaxample,

Wﬁé!ﬁf lasuset iPpREEFWING A& Yde? ?&ﬁ‘(g at lthe Wedibe GlWet\fseB can

B‘i ai ned_how_ those three | evel protection

¢eLtqin fes private ard h@ﬁﬁ'&ﬁﬁerﬁﬂ\{ﬁtecfﬂe&t When thecssecpoh uder Uses

fhesdevich e oWitierpRitedtR Gerdyairéd. gures 1, 2a and 2b.
Protection Level One provides only casual protection,

to be used, for exanple, when a user is present when
Rrotédiion Legsl TWOPIwidas atllfe fRve pRieclibf IR s de&e’xEmpne

Wﬁrtalnf grlvate and. hi de {éwhose private fij

o 8 e endnl Ugues o, Suthatisetioy aeBoR eods Hiles user were

leplyetbtménk destalnefied pevhte Ih@liﬁfetﬂh@é‘a h@g eiheTé@éoﬁdi Qyérdﬁmd
exanp

ittl RLQt.ection, S
Anehegd f i e Pl aiie otcBe BoyictiorinAbie Sopbpvhacoess
ﬁieqwrlvawesooSo passiWord pRtdcting fsﬁal&b ﬂ?ledeHOaéTﬁﬂIBW§ e(rhhe
files g;ﬂ nd hi de thoie t he second user
(BBl 2 St e ot rvnta fiomtart e Gk 1@ ol the
statuiscte “guvehe Gapitent L B0 Pads\aera 68 seqdé@tdar béfaieethe status

assvvor tion is

1 il ToR ERS T o8 Po GBeshrepiin by T bt sooin Gloally
aqlassward" Ray utsbebe(?muueﬂbd,- whinléfie Usert ugtie “Pi@te Content -
Show” to toggle the status to “Private Content - Hide". Although, it is obviously
not as important that a password be required when a user is attempting to hide
certain folders as when a user is attempting to show certain folders, it may none
the less be advantageous. For example, if the second user hid certain folders,
this may cause confusion for the original user or may cause errors if the user is
checking and updating his file collection. For Protection Level Two, password
protection is provided, but the password can be obtained and the private files or
folders shown or hidden simply by connecting the PDE device to a PC with the
appropriate sofiware. Thus, Protection Level Two is useful only when the second
user does not have access to a PC with appropriate software.
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status to "Private Content - Show', a password is
requested before the status can toggle. The password

woamehia7svhosen earlier by the original user. PCT/SG2006/000143

Optionally, a password may al.so be requested, when the
user selects "Private Content - Show' to toggl e the
status to "Private Conten®3- Hide". Although, it is
obV| ously not as inportant that a passvvord be required

Siof W38 THE LS 1 PR Bl e
Pmtlm rh.gvelh’émmewsmmaqmaﬂag 69 pEovidegr blﬂ!tx aimpthés cade, thee
GBRA cHivt) ﬁgmﬁéoa'bpn ety ! GEVIERNacBBE win. th

con usion for the orl use or causeé errors
annﬁ@r@&@ﬁwar@he&ma@tm@ ugrfalt even thn fthe esecond esseri bara

adeRés QW%IHR %%;SH&EprTé%@ sﬁﬁ@ﬁ‘ﬁ?&& 8E5t§<%tﬁﬁlgb%n%g ?etqt if the

provid e passwor
deyige\iaiost P telsnor fol ders shown or hi dden sinply by
connecting the PDE device to a PCwith the appropriate
software. Thus, Protection Level Two is useful only
Paswhrdsnfor Peeispiipnsuelsdywsandothrem vl be dissussed furtecbélbwh
appropriate software. Protecti on Level Three provides
the hi ghest | evel of protection. Just |ike Protection

A sggend Q%Od'mﬁgéebﬂ"& inyesttiar Wilbrow berdaseribrewith refetence to
FibtiieS3. CASAis éﬁ&dﬁﬂéﬁ%@%s@ﬂﬁﬁgkh@@se%tﬁbMIPX smgle file or

@&Pn(%gtln t he device appropri

fo fleg andifaiders; will pa Sfdden e fewsaimilhthenonlycheashie to

Vied Biie REHSprR@ELSentéts af e sHowM il e félitr opri ate software
or to protect private content if the device is |ost or

stol en. Passwords, for Protection Levels Two and
inTar EBE ue\hbe bﬁa\ﬂn§cwseebcbwr¢ he[abel ORIGATS CENTER" and

Cﬁ{ﬁéﬂ ;rg of .the inventi ?q now be described with
En BRIt HSRIPESSS IS P laws, E%aa?rn%q‘ﬁqts thedilgardplder
to% snds\mls@s.mg) trsdwgwpgﬂbmvw? :“ugt? and m@HATf"Oﬂ;L%hs ﬁlé is
er files a ers w user w
SR JpY e es 1 U hieeres g b ONES DR o dsniay
afifearss hsvmthfeulﬂra"mbdqghdgr andl the aséi¥andeie tﬁs "u Paahd YTDOWN”
but}(J)ns 'to move thé op&’ ion Io “Show tﬁ;ﬂ' 6Ider%ITER Th|s |s shown in Figure
3b. When the user presses the “ENTER” button, only the selected file or folder is
shown; all other files and folders are hidden. This is shown in Figure 3c. The user
can only view the non-private content of the shown file or folder.

To show all the files and folders again, the user goes to the “Settings” area of the
PDE device and selects “Show all Contents”. All the files and folders will then be
displayed.

The above description for hiding all except one file or folder relates to a PDE
device with “UP”, “DOWN”, “LEFT", “RIGHT", “ENTER"” and “OPTIONS" buttons.
In general, for hiding all except one file or folder, a particular file or folder needs
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"OPTI ONS" buttons, the process is as follows. The user
selects the file or folder to be shown, using the

wORRIG/1374OVWN" , " LEFT" and "Rl GHT" buttons. Thi 8CT/S$G2006/000143

shown in Figure 3a. Then the user presses the

"OPTI ONS" button. A display appears, as in the first
enbodi ment, and the user c¢zh use the "UP" and " DOM'
buttons to nove the option to "Show this Folder Only".

LSl i n . Fi . th
tl B Sebfieq] F WBnidhuce 4. By QIR o I £ 7oL BB (2R
0B Hismay.fai 1h_abﬁlbe:rr foideeseatisdoflmd shever & Hyi righd-clickingi with a
o080, b DL i 286n B B M Kooy s
behaclﬁcwdlin theemenu o diapldy {eg.oey leftalicking withhe mmise og by sising

Chonoayr BRF ERTER Biyansf, SHFITL VELaRRE ARASR fr re-

Sh%ng 158 to ﬁlss apd doldaserelatrsio @ BDE dgyideowitit o r“Shﬁtlumm @rea.
l@béné"élcﬁi?tre QRGwing !, tﬂé fi fe@léﬁarfo%_#ata %%Eh?&%\éﬂa%ﬁag 't& Be
sel@mp@ns*sw tl'bﬁgntenﬁ" pessisrtalbe seleeted di ng al | except

one file or folder, a particular file or folder
needsto be selected or highlighted (e.g

Asciefare, tyeiraliygthe Seffingr asearelithe)devichenil {Dﬁ éoqamﬁt@h that it is
nelt ﬁﬁhéiﬂatél? lobliBal 1d 4 Liger@hofi® hHﬁlefé‘? oA tﬁé)%éwces hown

by rlght clicking with a fouse or Dby sel ectlng
an opt| ons" function), then "Show this Folder Only"

me @i?s‘i aﬁ& sé@érﬁﬁérﬁgoduﬂeﬁtg Qrd Ry gfst HheTRAMRY vGa?ys% aBifeve the
-clicking mouse or DOVWN"

SR STkl e LSe BB 1o only Sisp iy Fosingie Becas doder, he oan either

nStRR Glll Akl StRef Wesrﬁﬁf‘%é?g A bn\t'aﬁ@ didl Ride QHQ ﬁrRterE&tent
relates to a PDE device with "Settings" area.

(@rereEting to thg i '?té’ﬁ%q%‘!m‘?f@ A e paeselepe aingler b6 gk fc&der@nd
chebde ﬁ&ﬁo%hw thEMS of Pidee (é&'oﬂﬁﬁgeﬁo tﬁé‘ @eco‘ﬁd%tﬁidhment) In

Cont ents" needs to be se|ecte

pi ca
theh Ee 88t 1S RRCIMPR o NGOt iiefe 8 %@e\vﬁ il rn5>é ‘e yeatked aémsﬁate
anbi #fe sdcohd rdilﬂé 19 mdd)riﬁc@réblyoavbwﬁhérpthé fivest %amwmarlysmen
unfamllj:? he devi ce. reflrtand segg}1 q
B R G e o 15 G50 e el oyt e seoon
edtbodithent,t bely a single file or folder is displayed, whereas, with the first
embodiment, any number of files or folders may be displayed.

it has already been mentioned that three levels of protection are envisaged. It
will now be explained how those three levels of protection may be applied to the
second embodiment of the invention.

Protection Level One provides only casual protection, to be used, for example,
when a user is present when another user is using the device. The user can
choose to show only one file or folder and hide the remaining files and folders
when the second user is using the device. No further protection is required.
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same effect. If a user wishes to only display a single
file or folder, he can either mark all the other files

wanaef1iofsder s as private and hide the private cearsaoo6/000143

(according to the first enbodi ment) or he can sel ect
the single file or folder and choose to show only that
file or folder (according 2®% the second enbodi nent).
In the second enbodi ment, the other files or folders
will not be marked as private and the second route is
al so consi derably quicker than the first, particularly
Psbiedtidrhesvel Two p’ﬂodlcm"s%gﬂﬂanm protetlidne fo bedséd)| fdeetamyiE,
Qur se on

Ly, i ngl.e.fi
R fera e i SR8 amolRE Peor oot sl AT e e
epntvdonergnif theafityt waentere simdly Itaab:de raliftied files snddgyldee except

?.' Sfﬁe@é%?nd béetr'{l% PR REFR tﬂS%ét{?r{b%&a{eFlaoﬁ (t)l{i,vé‘ggxﬁce to

'on -aré envisage
bexplblal tneshdwoand lacsasst theereniaiviag Ji sf lesf apr duldarsi ofo reagswerd

pg&B{:ﬁo%qs lVaf?so q%ﬁc%}fﬁll o\glﬂgﬁ%? Qgergggs OQP@ '7% s area
ection Leve fovi des on sua

and setectss Showt adkC@xtamtpl &, padswrchlsusqmesrted Ipnfe@ethe rwmemmg
fﬁ’é%oé oldéy: sfeEaﬂ Be H?H%geé.hq g\ﬁordggﬁ ndS&eh S b %o@s%r
to show on one or r e the remaining

Qntloegllxarﬁj pﬁsmmd gngh@isot he rggueﬂ’teﬂ wden fhe ussirrgpeshie the

GHRIoNE FpediPahd! LIRSS “@F\@{JQE%'IQ&dérsorﬁ?q ?Fbt?cfti% q_%gflepﬂuo

Leve WO proviaes a e nore pro
Rasewords pretestieisl Rrovidedrbut the crasswordscanibe dbiained simply by

d%ﬁﬁé&(]ﬁgEthéePDEO& oV e??f;: Pﬁgntﬂdtheéépﬁ%'%té I%Sﬁ‘&élr Zt Thus,

Rratection b%vebﬁwomusﬁémlsmmlan th@rﬁ@cortdw@ses é@@ﬁn gofukave access
tw@@mﬁlaﬁgﬁsﬁgeggﬂ@érgd the "Settings" area of the

device to be able to show and access the renmining
files and folders. So password protection is al so

H%ﬁe‘éh&r?%evé!sTﬁt‘éE' ARided g8 ﬁlbﬁeéislﬁﬂelg&e r&&:tlbne Just like
"Settin area and sel ects how al nt ent s"

PIRESHIR dvel T60. 3EeRITE HIGHREion s (aAMden Wip. (4 EsSHAM IS
re@lskis s wheh 5’@3&4 £is ay Q@-sh-orﬁealpﬂﬁ-‘él%fa‘}ed: Fiksbsr foiders and,

earlier by . Optionall word may al so be
oriiguallys yaewaé.ﬁsef H@SGQ Qsp&(ye@ﬂg 8 smg@_e ﬁle or folder; the remaining

files and folders being hidden) but, for Protection Level Three, the password
cannot be obtained by connecting the device to a PC with the appropriate
software." Thus, this is useful even when the second user has access to a PC
with the appropriate software or to protect private content if the device is lost or
stolen.

Passwords, for Protection Levels Two and Three, will be discussed further below.
A third embodiment of the invention will now be described with reference to

Figure 4. In this embodiment, the user may choose to show only selected files or
folders. Other files and folders will be hidden. A user will then only be able to
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Options nmenu and sel ects "Show this Fol der only". For
Protection Level Two, password protection is provided,

wouabostideopassword can be obtai ned sinply by coRQEsGR00§/000143

the PDE device to a PCwith the appropriate software.
Thus, Protection Level Two is useful only when the
second user does not have 2@cess to a PC with
appropri ate software. Protection Level Three provides

ew é\tﬂ %ﬁﬁvﬂgg%@éé&‘éﬂ@ts Ry tgg Ct Iooﬁvl?\ Ig%? oa\ﬂdg)égfoﬁep(ts)e(:tlhqgls
qmimdmerﬂ therer egpuivat e’aagmeﬁrstby tisee psdrrsedectd oentain itasvaral/dr

leﬁegl ?eﬁ!oﬁéﬁ?dthg al':sglscih%Bsés o%srﬁagp%& thgggl:egtréﬁlﬁk%an eﬁﬁer@.

e or
the remai ni ng flles and fol ders bei ng hidden) but, for

iﬁ’r ?t BBE' 4 I«J.:ee\ﬁ%lvlnghrl?@" "#ﬁ/gﬂasi‘@?ﬂ‘rd %g&ﬂﬁw bﬁNTER" and

al ned connecCting't evice to
é}ﬁ’ﬁ 1QNBT mt@nsdhe weacess ofriha dirststags is as pdews:| The userieleats

thOTISBORL: U586 MAReACKRS e PN LEFT: and RiGHT

propri ate software or to r ot ect pri Vat e cont“ent | )
huﬁ@n@levhls:es isBowndn Figure 141 dienHae SiRef @essseprthe “OPTIONS

duiteh e 3 hgglf gg\?f@éé a;%"‘iﬁ the! ﬁ%sg_gﬁ@ §ecdHH |ém66%1rﬁ*érﬁ§ Usii9fle user

further I ment I nvent i on

cwim uysetogy' U ands Bﬂ\fﬂé’bbmom iq @pee ﬁﬁmﬂ%tqfﬂ\@ajk ésHelaclpd’.
Fi + & m% ﬁdlu?e 4b) fwhaﬁ Rhe G@éf p%gge§ fhel ‘B NBITRGWY smbu the file

ect ed I es or ders. her files and fol ders
Qifplders mﬂr‘sﬁsiémh a\cia%cérlc% g shon@nn 5igLie 42 abl e tovi ew
the non-private contents of the shown file(s) and/or
f ol der s& In this enbodi nent, there are two g S:
o pametk thefile ge fqldes @scrglecteds d simijar P’Pé%SSaﬁo‘iaé’r‘ed ut. The

e @@két,s thé EREHIEY fild Hefoltiee o BH QATBKed @eréb@al 8sin@ Mey“UP”,
the selected files and folders. |In a PDE device ng
“DGWN",“Beiks: and [IRISHT htiepsr  Then thrHser Presses: @PTP%%@N

lg_lﬁ%o PSmehld lap&sa?@ R tr]ga‘ ll.lgéf' Rah | :CUQT& (tjheStJfg @nd SD@wm Uddt@%to
euser Sgl e Il e or Ol aer 0

'EQY%E]’ g opiiqy>U L}"m SelecfgsT Thig gy Sh%"dﬁ'eﬁ‘g%ﬁ (‘So\%‘e" the
Udtr prasses h\@\AENrrERFba&trr@ tiefselddidi chebieed € br Ides finniidiked
s%zl)t;rclzt%\lgnd the check icon is removed as shown in Figure 4a.

Note that, when a checked file or folder is selected and the user presses
“OPTIONS", “Unmark as Selected” will automatically appear in the menu,
whereas, when a non-checked file or folder is selected and the user presses
“OPTIONS", “Mark As Selected” will autornatically appear in the menu.

The marking and unmarking as selected has been described with reference to a
PDE device that has an “OPTIONS" button. In general, for marking a file or
folder as selected, a particular file or folder needs to be selected or highlighted
(e.g. by lefi-clicking it with a mouse), then the menu or display for that file or
folder needs to be shown (e.g. by right-clicking it with a mouse or by selecting an
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button. A nmenu appears, as in the first and second
enbodi nents, and the user can use the "UP" and " DOMN'

worbieanzo6 0 nove the option to "Mark As Sel ect edT/SGIH6H00143

is shown in Figure 4b. Wen the user presses the

"ENTER' button, the file or folder is marked with a
check icon as shown in Fidire 4c. To unmark the file
or folder as selected, a sinmlar process is carried

s FUS AL NS B SHRCRIPSEH Koo et iy O
diSRlag—(é'g thwt {edtelicking ewitht removee qir 5$ssmgt MPCPIDDW&' and
dél?m%nﬁnnﬂﬁﬂﬁ hHp uﬁtﬂgrk €a Eﬁgéke?q‘ﬂa 8?‘ %I mg a(c cked

ttons nove tO0 the
fi Gemref@tdedneedsht% be §emtﬁﬁnon mgmﬂggtﬁde(e@l bywWetrclickieg il swith a

RIS %?etiﬂe mEAT %Rd.%wsyt B8P that an%cfﬁl%etgrh@g%? Kedyd i& Be

i's unnar ke ['ecte i con
shew (eeg bygigbkreliginorwitt gumoyse gr biselectingan “ovmlens"afunctlon)

trfé‘ﬁe‘ﬁl'ﬁﬁﬂrﬁ ad Sel%&teﬁohé’é‘ds tb%ess%h ?Efoeﬂ t@% %én@ecrrtﬂ%%ﬁay (e.g. by

presses ) Unmar k as Sel ect

'Qﬁkﬁ"ﬁmﬁﬂ thHI 4’ y’"%ﬁiﬁe%fr by rysing &' Uifen (DOWRNE r anss {ENVFRRY buttons).

seeeteeme@,@%laérger@hawd%dane%ﬁ'.c%ﬁt ed and the user
presses " Mark As Sel ected" will

aut onat i caI I y appear in the nenu. The marking and

OHRE RN lideR Had SeleBlel U hritaste HRANaMBSCbidRR 1yd Eibr may opt opt to

reference to a PDE device that has an OPTI ONS
show galiéie-gelegten folderki ng a file or fol der as sel ect ed
a particular file or fol der needs to be seI ected or
i ght left-clicking i e),
‘?ﬂé Eﬁ%“ﬁ Sgscﬂ%ﬁiq’%’? th%rUSﬁha@esrtoube $eﬁl@98darea1@fébe
PDtE &anoermrseﬁ&teg"sﬂm Séigkikd Foideld Oy In Nfetrﬁbrﬁj %eom{/
e opt | on function), "then
f's%?ei f%tﬁ 0'#‘3% PEP!%G aneennamprvate ﬁ%‘ﬂﬁ"fdf‘ ﬂae splpelpd
fdigerg cal el vidved: lﬁﬂt@rﬂﬁdl tHe ﬁcgﬂ%é&e@ﬂe@br%!d@& trLéPuser
ns imlarl for unmar
caP G e s f@ﬁ?%ré% doinguc fosy Setingse Ao peibe POE
dedeslsgdinane seletthgt“SHow Al Dogtdntght ed (e. g. by
left-clicking it wwth a nouse), then the nmenu or

di splay for that checked file or folder needs to be
The above description for hiding and showing non-selected files and folders

relates to a PDE device with a “Settings” area. In general, for hiding non-
selected files or folders, a settings menu needs to be selected and “Show
Selected Folders Only” or “Show All Contents” as appropriate, needs to be
selected.

As before, the Settings area of the device will be located such that it is not
immediately obvious to a user who is unfamiliar with the device.

The first and third embodiments are really just alternative ways to achieve the
same effect. If a user wishes to only display certain files or folders, he can either
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shown (e.g. by right-clicking with a nouse or by
sel ecting an "options" function), then "Unmark as

weebmaBeds needs to be selected in the nenu or pATSpR@g/000143

(eg by Ieft clicking with a nouse or by using "UP",

"DOMN' and "ENTER' buttons). Selected files or folders
are marked with a check i @n. Once a user has sel ected
one or nore files and/or folders, the user may opt to

‘Q(II o[néy th f' rES la%‘c‘!t faﬂiefrso lage fvat T%n Iﬂ@q ?‘%tgcéo%‘?ent
i ghdats anl fide & phi

the user
(ascr:omihve tPIﬂF_E ﬂ@t/ embo@menﬁ or aetc@n M\xhesmr@m filds léorcd@rs as

sépe&tx? ah@ bt niy e el d/filbd Br ﬁ,ﬂe&c{a Eﬂbqgrﬂ%

ay ed and only ‘non-private content e-sel ec
emap%\egt)c dih heechgasardo mptke @lInfilgs raxcepfe on@rasS Orivae eﬂrst

eif('nblbﬁﬁ\eﬁf) drotodséiSet cSrh,e ﬁHé §ilie 46'be %&J}p%ﬁ@%ﬁ)oﬁlnl\%ﬁg Ghis

ders by goin "Settings" area_of
oo e SAE SHAd 28 SHes PR SmageRt o B NERaN . The
above description for hiding and show ng non-sel ect ed
files and folders relates to a PDE device with a

As Sefare. e Igvels of piotectinr am enyisgged; andHywilgipwebe explgined

héw ltedseQthreeOledls Bf pRtddibh 'n@sbé@ﬁb{leﬂ% dﬁe irﬁ’rd*%ﬁ‘n&ﬂwﬁéﬁt‘%ﬂ
and "Show Sel ected Fol ders "Only !

thegRYesliP_" as appropriate, needs to be sel ect ed. As
before, the Settings area of the device will be

| gcat ed such t hat | not i mredi ately obvious to a
P on ke VELODh PP aS A peRial REbterion e’ berRad: forspemie,
whbh raduwb@t Prevent théﬂi anétfal hyerJ lgsits & th@rd@m’b?verﬁéau@rt&n

eve a user S 0 on
SR HSin Do MR S ulowed (4 MR oseyl WhTheciasnns Yapt. and
hmblalmrteoméhﬁesfNbamheﬂﬁroi@hdﬁ@req&lrdarI vate and hi de

the private content (according to the first
enbodi ment) or he can mark the certain files or

Ptatection 4 exsl Twb @wmswmtﬂ@ moré ProtBeivno be LS, 561 @)&hﬁﬂ’e
v 83 58 85 ok B0SL ) A tohE i o ST o
withithe first and second embodiments, if the user were simply to hide certain
non-selected files or folders, the second user would only need to find the
“Settings” area of the device to be able to show and access all the files. So
password protection is also provided, as follows. When the user goes to the
“Setiings” area and selects “Show All Contents”, a password is requested before
all the files and folders can be displayed. The password can be set earlier by a
user. Optionally, a password may also be requested when the user tries to
select “Show Selected Folders Only". Otherwise, the second user could
potentially hide and password protect certain files so that the original user can no
longer access all his files and folders. For Protection Level Two, password
protection is provided, but the password can be obtained simply by connecting
the PDE device to a PC with the appropriate software. Thus, Protection Level
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enbodi nent) or to select only one file to be shown
(third enbodinent), this achieves the sane effect as

wohaossiatsond enbodi nent of the invention. As bePOTESG2006/000143

three I evels of protection are envisaged and it w |
now be expl ai ned how t hosg three I evels of protection
may be applied to the thi 8 enbodi ment of the

i nvention. Protection Level One provides only casual

TS & 86dri Uhly Whe® the! S6sbndl @er 688 MoE havth8tteds 46 & PCSwith
present when anot her user | ooks at the device. The

appERiatespfMereact certain files which are allowed to be
accessed by the second user, and hide all the other
files. No further protection,is requisred, Protecti,o

Proiaplip’ yet BtREHBIOvIges; e Biohastleitlotte Pidtegtion; o s ke

Pruﬁébdcﬁn ﬂ@nelﬁw?pbaswohe pratectar isl grodded bst, RbBhidesdsee theo
anot her user, for. a short period qf ti . i th

o R GAE cheh S B et He, BB 6 va e Qi e

afpPoptiate safvdral Thur this &l wefiedo prdters pdvatd contents for elample,

.f&ee%nd user, vvoylld only need to find the "Settings"

! Vl?f”'ﬁlﬁ'é HEA'CL to be able to show and access al |
the files. So password protection is also provided, as

f ol | th he, . Sgt L p d
PGS o AL SR a0 oL M bishE0 e ol
before all the files and fol ders can be displayed. The
d ' ) ' A
RS MBI Aot b | B el Al e SRPR Yo
Pmtdation Legle iwSaindcireek. Fohel grventdm providex severdlSew mhathods
d t | 3l j
fof Eipatod 3 Hep&ibfer R R dhe HnooHidfs R6e BBRRE below, the
passmged carcleset byld user as follows: thedisboyabsris Ihaf_iﬁettinQS” area of
tre! RARE! SR IE Loel Mo BERE VI b BIBNGALiE Ulehdy BEOUIRL,
u e password can Be-obt ai ned S| nply by connecti ng
willhbe pDEmpiedi focenter a MW \Hiasswelde(sap prramdinaends elawlar &. a
pEHibr, € Gt} S o TXEL MM roliBiats o theliifind Bssuora
ang thespthe aiser wit thieviiprapted to enter a new password (see embodiments

below).

According to a first embodiment, when the user is prompted to enter a new
password, the user can choose a song stored in the device as the password.
This is shown in Figure 5. The user is shown the list of songs and prompted to -
pick one of those songs as the password. In actual fact, the device stores the
name of the song rather than the song itself so that, if the song is deleted from
the device, the device can still display the name of the song for selection as the
password. In this embodiment, when a user is prompted to enter the password
(for Protection Levels Two and Three), the user will be shown the list of songs
and asked to select the song. The user will only be allowed three attempts to
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Protection Level Three provides the highest |evel of
protection. Just |like Protection Level Two, password

wonraaicastioon i s provided but, in this case, thePpascamcw00143

cannot be obtai ned by connecting the device to a PC
with the appropriate software. Thus, this is useful to
protect private content, f3 exanple, if the device is
| ost or stol en Passwords, for Protection Levels Two
Thr ee
s?@gt chn o h\g IS% ?’I?eocgé\@%\b\é’ﬁ éf EHI ?‘Pﬂ%g agl\gﬁtéo-l;\ fr Ivé minutes
lqm,sm:am mak@qasawdd gmssmmwoua on Levels Two and
Three. The invention provides several new nethods for
choosing a password. For all the enbodinents to be

Thissambasinaenids pavticulady yreiid when aclargeuimher obgongsiis soredsin
tePldvRrs Thssnﬁaké%etw. ukSs {3%on g%ﬁr‘dfm gas&v&é ﬁfr&gn.

devi ce and sel ect’s Set Passwor assvvor
al ready set, the user will be pronpted to enter a new

Irpﬁlﬁssdiﬂ%tf&lrﬁéﬁelt %’mﬁ ALRBRL ﬁec@@é hat e %n?@‘ﬁﬁﬂ@ H%piaged list

areayset th e user wi il be 0o ent
be,stared 9y thrdevies at ahdor gsamplRe h@sCt@Mom copldpaimply stigplaythe

tdpPthe i d rﬁoé’i%‘ﬂp@l@ﬁ%s%néﬁee %oﬁ'\@t&qillm? Wlichb@du%e stored in

cordlng to first "enmbod user 1S

O%Wf@?h the t&ehéwl%a%lémw passm;d Bsh apaartificiafoliss
m@ulﬂ%@uﬁf@lr £ ekBmblee ifdifarh &fe A8t bRy Qé?ﬁ%‘%&lly-gmfréd inSthe

shovvn in Figure 5. The user is shown songs

dgWee-pronpted to pick one of those songs as the

passvvord In act ual fact, the device stores the name
er than t he song itself so

I F?& §Hﬁ'§; aPsa'B l-',% nepd Ret %ﬂr&r@@.%@t of ﬁ@‘gﬁe{ﬁlc@érdcb&rﬁ list

of bhy buitb®p ltéis ‘él"QE DRTRF Afbuhids asRNBf AfimaPRpesd ﬁﬁ dtdoys’
t he password. In this enbodi nment, when a user

"BMSfpted to enter the password (for Protecti on Level s
Two and Three), the user will be shown the |ist of

e RN T AR A
pabswaley theeustr| danoanhtyr al defias af Qlphiy fose InafbeMNliKd ¥ ehumeric
padBck %‘hls is shown in Figure 6. The user selects each number using the
“UP" and "DOWN" buttons to scroll through numbers 0to 9. Once that number is
selected, the user presses the “RIGHT” or “ENTER” button fo move to the next
number for selection. Once all numbers have been selected, the user presses
“ENTER" or “OK” and the password is set. A similar process is used when a user
is prompted to enter the password.

According to a third embodiment, the buttons on the device are each numbered,
so that each button corresponds to a number. When the user is prompted to
enter a new password, the user can enter a series of numbers using the buttons
on the device. The user interface displays which buttons correspond to which
numbers, This is shown in Figure 7. Any iength password can be chosen. When
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later. This is to nmake password guessing tedious. This
enbodi nent is particularly useful when a | arge nunber

woRoeaay®ei s stored in the device. This nmakes PCYiSOQ00b000143

guess the song acting as the password difficult. In
this enmbodinment, it is not actually necessary that the
songs in the displayed |igt be stored on the device at
aII For exanple, the device could sinply display t he

thousan nost ul ar none,
2 WRBch PR fRoab e v e B BRI SRR Thee®)
tHeseder Qﬁhlég\tér&hecapptc?iﬁa?mmbdi using !ﬁhéibuﬁcﬁfst mn‘ thei device.
u e, use . for.examle,. if
Thi e ofcpisn priodmeili TRTTRE il BIBEC , Mol the
nembérsare liraitéd foi thé alirhbér of butheredomibe desicpr i se a list of
songs. It could be a list of any suitable itens e.g. a

list of albuns, a list of aninmal types, a |ist of
Alieystivehairethe thicd embodigienty eachs buttamdoretinp altivice igan conespond

tot Q%hé’r’%?trer IR tht %ﬁ?é W}é‘\%g Pgér is uﬁgchémgf g gagﬁfor&‘ﬁﬁé

can en a series 0 foO
usenTEnientey aodaviek .of ?Eharactes ushngihe |bntt6fnegtv,n ﬁle&evmheﬁ\% before,

| mn | 1}
SHE R pROG B Uil o by dos BN
posdille charactersds disnted tsr ths sumbenef bultpas-om ﬂ@rdevmrrER“
button to nove to the next nunber for selection. Once

all nunmbers have been sel ected, the user presses
Aco@tirgto @rfoumerr&ndimenb(nph@gsmt@ﬁ)l wherthe yses jspprpapted to

eﬂfe?%erfeﬁl passors AH@ @Qar%ah’%ﬁ\% rvgpr ﬁ@ge\ﬁ@e te‘ﬂﬁ@g evidewill

swor d. CCOf I Ng to a |nen uttons
@rfonnh@ wice deconding.canglyza dhe capekien s*@rd rend sterenit 1962 vRice

p%Qévaﬁé PRIPIBorhBafsoRY ”bﬁ‘ilf] emﬁadlﬁ‘l@ﬁt USE colufseP' RgRikRd vBQ:e

nter a new password user can enter a series of
rmmnélpetew@nﬁlggynethgdev'@ms on the device. The user
i nterface displays which buttons correspond to which

According to a fifth embodiment (not illustrated), when the user is prompted to
enter a password, the user can enter a biometric input e.g. an iris or fingerprint
scan. The device will store the biometric input for comparison.

In known arrangements, the user is asked to enter a password using
alphanumeric characters. In a PDE device, however, this is slow and inefficient
as PDE devices typically do not have a keyboard and selection of the words and
letters has to be done on screen using “UP", “DOWN", “LEFT", “RIGHT" and
“ENTER" buttons. This is time-consuming. All four embodiments described
above significantly increase the speed of selecting and entering a password.
They maximize use of the buttons on the PDE device.

It will be appreciated by persons skilled in the art that numerous variations and/or
modifications may be made to the invention as shown in the specific



nunbers. This is shown in Figure 7. Any length

password can be chosen. Wena user is pronpted to
wenwmridtdoe password (for Protection Level s TworamsG2006/000143

Three), the user can enter the appropriate password

using the buttons on the device. The advantage of this

enbodinment is that the ingtut is fast. However, the

nunbers are linmted to the nunber of buttons on the

erilricit witiel GpPaRY i 2 seolbrl 08 AVCRBRaRs o,

delsbiiiedC a%e, dedefbed lMmbudifient ardrtherferd, toberdoasidared in all
.enter a series of characters
re%gq ?F\S'ﬁ'l"ﬁ'?t%%??‘gﬂ "81% W& device. As before, any Iength

password can be chosen and the input is fast, but the
nunber of possible characters is [imted to the nunber
of buttons on the device. According to a fourth

enbodi nent (not illustrated), when the user is
pronpted to enter a new password, the user can say a
word into the device. The device will performa voice

recordi ng, analyze the spoken word and store it as a
voi ce password for conparison. This enbodi nent, of
course, requires voice recognition technology in the
devi ce. According to a fifth enbodi nent (not
illustrated), when the user is pronpted to enter a
password, the user can enter a bionetric input e.g. an
iris or fingerprint scan. The device will store the

bi onetric input for conparison. In known arrangenents,
the user is asked to enter a password using

al phanuneric characters. In a PDE device, however,
this is slow and inefficient as PDE devices typically
do not have a keyboard and sel ection of the words and
|l etters has to be done on screen using "UP', "DOM',
"LEFT", "RICGHT" and "ENTER' buttons. This is
time-consum ng. Al four enbodi nents descri bed above
significantly increase the speed of selecting and
entering a password. They maxim ze use of the buttons
on the PDE devi ce.
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It will be appreciated by persons skilled in the art

that nunmerous variations and/or nodifications may be
word®s/ 1806 he i nvention as shown in the PCT/SG2006/000143

speci fi cenbodi nents w thout departing fromthe scope

of the invention as broadly described. The descri bed

enbodi nent are, therefore33to be considered in all

respects illustrative and not restrictive.Cains: 1.

Aﬁ_&?rat us conprising a user interface for displaying a
c"fd ality of itens, the apparatus being arranged: a)

to receive at |east one instruction, by which

o eRBPE BePbudiES LB &Rce B BisPlyll 51508 ot
"heﬁmﬂm‘ltﬂ@belngaaangﬁde categorized as an itemor itens to

pI u? tP \%Peq Ix%arl:?oﬁee ﬂ% rU&t'gﬁy&gﬁmQIﬁ g@uoﬂfor'ir&?rumons

on the use
ONE 1of emraofea plgradity aintemsamnwkyrdlweagn&w uses interfadet ig akareo

ca%%gﬁhiet%pésay Otbm B |tér9? {oegeeﬁlifcﬁer%hd e "rérH&HnB Q)nE ®r 'ﬂ'\og@gfe

he user Inter nor e _
thenpldchdity; of dtants dnitially dispiyed oo the tser i mi@rfaqem er arec,c@,tegpﬁ@ed

asq{p,qtep,{ ﬂ%’irf‘stbtb‘é % kae hi dden, such that the item or

cgori zed items to be di spl ayed are
di sp) iaye@bl\tman inetruction t¢ hidesfrera the uasd intertacet @mape of t ens

m@%ﬁ@&g%{,gﬂd@gwgrﬁm to be hidden are not displayed on
I'n

ser 2. Apparatus accordi n? to claim1l
mhec)etomudehfeorap‘@mw uﬁerfas:eathemgém moge iterpefa/ke hiddemast

sugf ME ifdm bﬁ?e%;.] F” LY ﬁ%g% sga@ggyé&éa&.wee fon

nore | et of
thel usgyl intpdacen and the ltme pr itemsaqcatm@za@ as jtems tq be b@dﬁn @ten,
n&aggfagé'@bﬁé%ée} CREifL the plurality of itenms being
a

cat rze s Itens to be displayed; and at | east one
instruction categori zing one or nore itenms of the

2.l Ui ?an‘a&’us‘gccbfdﬁﬁsto'dﬂl&'1%“&&?‘ 'tﬁepé u®R drRMhgts &
interface as itens to be displaye t he

receive at least one of:

at least one instruction categorizing one or more items of the plurality of
items initially displayed on the user interface as items to be hidden, the remaining
items of the plurality of items being categorized as items to be displayed; and

at least one instruction categorizing one or more items of the plurality of
items initially displayed on the user interface as items to be displayed, the

remaining items of the plurality of items being categorized as items to be hidden.

3. Apparatus according to claim 1, wherein the apparatus is further arranged,
after hiding, from the user interface, the one or more items to be hidden:

to receive an instruction to display the one or more items to be hidden;
and
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remaining itens of the plurality of itens being

categori zed as itens to be hidden. 3. Apparatus
weacoewridisog to claim 1, wherein the apparatus i BCTSGRV6/000143

arranged, after hiding, fromthe user interface, the

one or nore itens to be hidden: to receive an

instruction to display thé&4one or nore itens to be

hidden andt o di spl ay the one or nnre itenms to be

hat th A t d
", S8 g ASbr B e e B S 50 e
catay@ized ag &fma:o bé displayed bed tniedtéanorgi;emma@olaz@cﬂagnbm&e
t t :
e e hver e B EREr o anged, arter
di spl ayi ng the one or nore itens to be hidden: to
{ St t
o bR r UG REGAR, el Phe dhbaldl e sl Hfalee”
aftey dinpldyingdbe ocoapegoré liemhto&)e hiedest: ect r oni ¢ deV| ce for

st ory Ir) F%eﬁ)e%‘f [‘jfagpbﬁ%&kﬁ&wn,l_w&?ﬁﬁ o‘fj ﬁéﬁ%ﬁs, and

e&srbmtem@‘"thmuaimsohmea:s oeangencategarizeds or  di splaying a
plurality of electronic files, the electronic device
being arranged: a) to receive at |east one

9j nstAfL@efl:tmﬁ"C dgvicsHoc stofimgselecitanicdiles the elsttranit devive, one

oo P, BOWE 2 bt i oaubcidhl ol i aMgAony

er interface 1s dr e cate
apg aelgertlateﬁecmm disnlaying atpherality nﬁelnctnglmﬂies dhe electeonid

dbise tdiny &kardaeqof files initially displayed on the user
mterf“gltg:er?sg\éor are categorized as a file or files to

be déplasgive at igast ene iastaictien,dy whieh instrwdtion ot instiafiens, he
oﬁ’é‘ 8r Rbre'B? %ephflr’aht?%f h@ﬁ rﬂg (ﬂ% gﬂgﬁﬁé"gﬁ e u SI%P mFlérf&%e i Spe

more files to be . that t
C@tﬁs@'@eé 8 aditp piitles tesbe higdan angl the remaipingyped oamere of the

pRiatiB) YRS u‘ilf‘al[yt}ﬁsﬁﬁfeﬁ dnrlg§ﬁ%€§ GRerfas bPGre f%lé?gﬂﬁecr Y

categorized as files to en are not aye
fileqe ﬂ[%g & be dlsplayed

b) to receive an instruction to hide the one or more files to be hidden; and

¢) to hide the one or more files to be hidden, such that the file or files
categorized as files to be displayed are displayed on the user interface, and the
file or files categorized as files to be hidden are not displayed on the user
interface.”

6. An electronic device according to claim 5, wherein the electronic device is
arranged to receive at least one of:

at least one instruction categorizing one or more files of the plurality of
files initially displayed on the user interface as files to be hidden, the remaining
files of the plurality of files being categorized as files to be displayed; and
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interface." 6. An electronic device according to claim

5, wherein the electronic device is arranged to
woeowiseoat | east one of: at | east one instrucPCoOI8G2006/000143

categorizing one or nore files of the plurality of

files initially displayed on the user interface as

files to be hidden, the reéfining files of the

plurality of files being categorized as files to be

e a8 pué Hthetion Releqfifing, P bt ot Hes 36 Phiafvi ,

filis sptially @ibptayed be theseser imértackasdilestofbel cﬁ@latyetl:l h?e rer?alnmg
[ 0

fits RSt BE i€ HBG cladriaefasies fhe it 7

el ectroni c device according to clai m 5, wherein the

7ele rﬁ&lﬁ E%bﬁorqgﬁé\ﬁ .Ja ofoli'rq t?%rlalﬁnrg r%}h fe?efclgrgglc dgwg% is

fro e user ace,* the one

furthedaranged, ﬁ%@‘ehldmg domi the usenmtemface .dhelbsgorayoretfitesto be
hifgepore files to be hidden; and to display the one or
more files to be hidden, such that the file or files

cat eigdesenapminsiridtion ta dispay thesqrieagravbra fitts tdbe fidden;and

fileg d?ﬁﬁdggﬂé bﬁgg fﬁ%réc ﬁl%set% EjeohlpgerP sgtgr?tﬂa hE afdl 5 Rledyed

on the us |nter roni c eV|ce
caiegeizedng files te|b&|drﬁmayedﬁad therfile loefiles categwized addildsdebe s

hidde a%d.gﬁwéw&%e%éﬁmeﬁéé@' aying the one o r nore

files to be hidden: to receive at |east one
instruction, by which instruction or instructions,

geachnp éie@tr&flc Hé\ﬁcéééé'bﬁirl‘agtt?ﬂ %Wf‘) Ivﬁ%rénr?th@%léc%g g rde%nc:e is

categori zed. 9. one or
fysthep atsanges) ?ﬁ%f displavinsribe ane pr W@jf l@h’weba)y@enl nt erface

f or té ré'@éNe aNe Bhé' hstrlidtion "B RAKh ‘?r%%{:ticf‘:' d ﬂ}sh{]&.o% eps

he user apparatus recel Vi
eﬁﬂbﬁlﬁl‘j’&f’?cﬁfﬂaw PEis HOH@'!QQIJ@ﬁtGQnﬂZﬁd i nstructions, one
or nore of the plurality of itens is or are
categorized as an itemor itens to be hidden and the
N mqﬁfgbdofﬁéhlgmgmp@r BYore items of a plurality of items displayed on

a user interface for a user apparatus, the method comprising the steps of:

a) the user apparatus receiving at least one instruction, by which
instruction or instructions, one or more of the plurality of items is or are
categorized as an item or items to be hidden and the remaining one or more of
the plurality of items is or are categorized as an item or items to be displayed;

b) the user apparatus receiving an instruction to hide, from the user
interface, the one or more items to be hidden;

¢) the user apparatus hiding the item or items to be hidden,
wherein, after step c), the user interface displays the item or items categorized as
itemns to be displayed and does not display the item or items categorized as items
to be hidden.
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the plurality of items is or are categorized as an
itemor itens to be displayed; b) the user apparatus
woeewsi1s780g an i nstruction to hide, fromthe usecT/SG2006/000143

interface, the one or nore itens to be hidden; c) the
user apparatus hiding the itemor itens to be hidden,
wherein, after step c), tIes user interface displays

the itemor itens categorized as itens to be displayed
and does not display the itemor itens categorized as
items to be hidden.10. A nethod according to claim?9

mher/emetmmca.)dmgqumaum oswHehein lsfepra)@amaﬁﬁsuﬁe u@&el ving
orpLze one or

t
Pharnfi® oIt a1ead Bhc [ 2BediBnifbotonpame i b Tnsatn,
thehpumalilyraf ilemg)as ttems tolfe mudaemltlw mlmaﬁntng)iemst cfithe pRIr1G of
; [ spl,ayed. 11. A nethod
't%@%:ggﬁp%% oﬁ%daaltsﬁn{%' vvﬁgrgzi' las’;té pya) conprises the
user apparatus receiving at | east one instructi on to

1B PRk SRGrcRla Pt § AR st PR B e

apparatys receiving attleast Ob@lna‘guqtuheg oategmfiieme iof enuee temb of

tHa ﬁ&sgty oi@eméﬁ?ﬁ%ﬂ?ﬁ: gﬁlg%‘ pg‘rear ﬁ?ﬁt Qcietlnw% ﬁlr:g;\hty

Oﬁﬁ%"ﬁ bring ga;tegqa'ﬁed by ltams(cdane hsitdemctl on, one itemis
categorized as an itemto be displ ayed and wher ei n,
after step c), the user interface displays only that

A mefhoshaccarding taslainail $ piagreintatenr @)rmmpnsa;p tbaeiser
Kb
aﬁ?&"r&tu @d@?«nnglghly &&ﬁ%ﬁxﬁxoﬁmﬂwg\sﬁ@aﬁh hecei vi ng

wher ei n st ep g) al a
cgjpgorzed pg@n lteﬁstpr’q@ isplayed anﬂevlwele,aacfﬂar sta;st:) ma sz

t to
rIGRRLRAGN SRS RN D e TG
MRER #R¥8s.accor di ng to claim9, wherein step c) conpri ses

t he user

13. A method according to claim 11, wherein step a) comprises the user
apparatus receiving one or more instructions, the or each instruction received by
the user apparatus being an instruction to categorize one item as an item to be
displayed.

14. A method according to claim 9, wherein step ¢) comprises the user
apparatus encrypting the item or items to be hidden.

15. A method according to claim 9 further comprising, after step c), the steps
of;

d) the user apparatus receiving an instruction to display the one or more
items to be hidden; and

e) the user apparatus displaying the one or more items to be hidden,
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apparatus encrypting the itemor itens to be hidden.
15. A nethod according to claim9 further conprising,
wahowri3zep c), the steps of: d) the user appaPars862006/000143

receiving an instruction to display the one or nore

itens to be hidden; and e) the user apparatus

di spl ayi ng the one or nore7itens to be hidden, wherein,
after step e) the user interface displays the itemor

tens categorized as itens to be displayed and the

Whﬁ@m gfter stem®) tBatEgdnieraer dsPipying 'tfe@ Y dteRIsptagorizesl asy

items Rk aﬁﬁlﬁv{] | 4 the it6inddr Merh8 caltdBfiRid asSitedis ©)be hidden.
conprises the user apparatus encrypting the item or

items to be hidden. 17. A nethod according to claim
186, Mhmt!&idracsbrdmgeb cla(m'g 6] wiesreinl¥tepie) Gonpipipés tHeLlB;erh |
decryptin ted it itenms. 18. A netho
3%%8%5%89? eth%ﬁ '?WF?‘F}E&@S%H& ng, after step
e), the step of : f) the user apparatus receiving at
eas t,| noinstructi r

J|7nst'llr\u%{ﬂ'f §5rd§1§ﬁo%{;mqgf\>vﬂ$?{ 'nrﬁtefﬂ%zl qopgpr%gs ﬁ}eéﬁgri S
appnrhtuaglecryp’atgetge)enmgpted]iem okiterishod for hiding one or
nore files of a plurality of files displayed on a user
interface for an electronic device, the electronic
18evi A eettwodi avgordig to claDONBIfyrttier EéRpdsing, Bft€k-Btep g), the step
of'ODTl ONS" and " SELECT" buttons, the method conpri sing

'he steps of: a) the electronic device receiving at
| eash theruser apraratus repeivingyatydast bne instruation j myrwhich

rltabol e R Bonc et (9B 6 o 6AE i o Rinod e and
categonizedai ni ng one or m)re of the plurality of files is

or are categorized as a file or files to be displayed,
19. A method for hiding one or more files of a plurality of files displayed on a
user interface for an electronic device, the electronic device having "UP",
"DOWN?", "LEFT", "RIGHT", "OPTIONS" and "SELECT" buttons, the method
comprising the steps of:

a) the electronic device receiving at least one instruction, by which instruction
or instructions, one or more of the plurality of files is or are categorized as a file
or files to be hidden and the remaining one or more of the plurality of files is or
are categorized as a file or files to be displayed;

b) the electronic device receiving an instruction to hide, from the user
interface, the one or more files to be hidden;

c) the electronic device hiding the file or files to be hidden,
wherein, after step c), the user interface displays the file or files categorized as
files to be displayed and does not display the file or files categorized as files to
be hidden,
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b) the electronic device receiving an instruction to
hide, fromthe user interface, the one or nore files

woaolsasfiodden; c) the el ectroni c device hidi ngPCisGRe®00143

or files to be hidden, wherein, after step c), the
user interface displays the file or files categorized
as files to be displayed &8d does not display the file
or files categorized as files to be hidden.20. A
nmet hod according to claim 19 wherein step a) conprises
the el ectronic device receiving at | east one
20.nstA methodmctwdipgtte glaimn 18 wheesirnstepm) eomhplises tiod eletteonic
S8 BELoR] bl 5B R B el o Blmoldf ot e
plurdliypd filez g files o bediddep, the refnaipingyfiése. of 2t plpralitytoi fles
b&R& 8 Rt W in step a) conprises the
ﬁgc%trgg‘ﬂ’%gﬁgs\% cemrbé?(‘el Vi %g at | east one instruction
to categorize one or nore files of the plurality of
2“1 ' | Q‘?r’n@&oﬁ'éc@&rdhﬂ t@ @Iaﬁh 58 WhkRSh st'ég héEsqge %Ila}:t?o?mpf
puralté tes being cate
d@\écqwreeawng ap astmmﬁwtm@cﬂaéﬁg@gm gne pammezf lgs of the
pmfyeaftme%ta%m&)m GRUNDI/RS, thé(?erﬁé@ﬁb mégccﬁ tREMUGRy of files

receiving only one instruction I nstruction,
bging categerized asdlesdobeivddeas a file to be displ ayed and
wherein, after step c), the user interface displays

only that one file and does not dis play the remaining

28ne Adetigdaceending to shaim &1 ulhgigin Sémaxrmmnjlsg%ﬂ@eéﬁqfrpmc

dédvica\RRERING oﬂFyQﬁleaﬁstﬁkﬂ@ﬁ 'b?%ldlﬂﬁstﬁldﬁ@ﬁ réMaiffie ig%éﬂeﬁgnzed
recei vi ng.one nmore instructions, the or each

ap adie to e ddﬁw%v@e @m‘ ehesgin.aftgr sleR &l b P%efd!%,ieﬁ@f@ displayg an

ohwaﬂ ab 'ﬂérhnHQjo%§tnSQ&§ﬂ)|§)eth@ri8mEInﬁr@ éHe & mdrb gigk0 be
di spl ayed. A nmet hod according to claim19 further

conpri si ng, after step c), the steps of: d) the

ztslhecA Friefod d8NIdRR tbffrh h \GhéBinl S8 A1EdnipgiRed theWicrbAiY
e one _or nore

device receiving one or more instructions, the or each instruction received by the
electronic device being an instruction to categorize one file as a file to be

displayed.

24. A method according to claim 19 further comprising, after step c), the steps
of:

d) the electronic device receiving an instruction to display the one or more
files to be hidden; and

e) the electronic device displaying the one or more files to be hidden,
wherein, after step e) the user interface displays the file or files categorized as
files to be displayed and the file or files categorized as files to be hidden.

25. A method according to claim 24 further comprising, after step e), the step
of;



files to be hidden; and e) the el ectronic device

di spl aying the one or nore files to be hidden,
wohersaidTgocaf t er step e) the user interface di Sptage200d®00143

file or files categorized as files to be displayed and

the file or files categorized as files to be hidden.

25. A nethod according to3g aim 24 further conprising,

after step e), the step of:f) the electronic device

recejving at ] east one_instruction, which |

i nsti} thetsiesiopic deNie rerejving &t lezst ope msrrécﬂ&f* yhhich
inBlruttidh ok yhs@lictionk esachFile 6t the PRl RGOS hd Rihger26. A

nmet hod ,for selecting a new password or entering a
cif%ﬁ@?@rn1ned password on a user apparatus for storing
electronic files, the method conprising the step of

he S _receivin ructio selec i ng

260 A BRteRRr 4 qtEe P Ae=P oo e PRSI o1

pagspa@rdibn 8 usdoppazataoior atoeidg eleictronib @les ghe crtembdl doeriprising
the e pI thﬂsér a%pg?‘ ?uc's\'\%celvmg an instruction selecting an item from a

listing of items displayed on the user apparatus, data associated with the
selected item serving as the password.




