METHODS FOR COLLECTI NG AND ANALYZI NG NETWORK PERFORVMANCE DATA FI ELD OF THE
| NVENTI ON [ 0001] The present invention relates to collecting and anal yzi ng
data related to network performance. BACKGROUND [ 0002] The approaches

descri bedwpnowhigssecti on are approaches that coul d beCpuszagessdsut not
necessarily approaches that have been previously conceived or pursued.
Therefore, unless otherwise indicated, it should not be assuned that any of
t he approaches described in this section qualify as prior art merely by
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retrieving data fromthe I|nter BERFORMANGEI®EB®d, nonitoring and anal yzi ng
how qui ckly and accurately the data nay be transmtted has becone
paramount. For exanple, a user mght wish to | earn nore about the topic
"cars." ThefluEe ORIghiN\GaWeNce his search by navigating to an Internet

sear ch engi jggo1{e D Sink Bre@Rdint d@0n fe)aRis '&chiébtih@@ncﬁaﬁ@l?ﬁﬁlg Bk Miedicars. " The
request is routed to a server |ocated in one of the data centers that

serves the SEHFEREHPIEati on of the search engine. In response to the
gquery, the server sends a response back to the client with a list of
resources t visited that relate to the topic "cars." Wen the
response isggé§gﬁ§ggﬁby the client conputer, the data is displayed to the
user. ThouglftéXie uURhempprsachasldyscaladen this seitiewatehppmeded the cdildd maywdd, how t he

request and,f GSRONSG:kS: r%hﬁs%ah Ha\% %ﬁﬁgﬁéxmﬁ% oBHbREE & philfedUSEr experi ence.
For search engi nes or aﬂé ot her I nforndtion provider, ensuring that users
recei ve dat thegpiire kinlpssafbraiscindigied. i shogldowebq srprored dhit 2Bt to provide a
good user expRLiReNGReited Mk RaLsh RhaRNidsks Ay OV dralcgendiidmer  of
servers that provide identica

in this section.

[6003] As the importance of retrieving data from the Internet has increased,

monitoring and analyzing how guickly and accurately the data may be iransmitted has

become paramount. For example, a user might wish to learn more about the topic “cars.”

The user might commence his search by navigating to an Internet search engine website

and then typing in the search query, “cars.” The request is routed to a server located in

one of the data centers that serves the search application of the search engine. In response

to the query, the server sends a response back to the client with a Iist of resources that

may be visited that relate to the topic “cars.” When the response is received by the client

computer, the data is displayed to the user. Thoogh the wser is only able to view the

results displayed, how the request and response is routed in the network affects the user

experience. For search engines or any other information provider, ensuring that users

receive data quickly and accurately is one important aspect to provide a good user

experience.

[0004] Data providers often own a large number of servers that provide identical

content located in data centers to help provide data efficiently. As used herein, the term

“data center” refers to a collection of associated servers. Should the data provider detect

that there are any network anomalies or failures, requests to the data provider may be

routed to either different servers within the data center, or a different data center entirely

depending upon the nature of the failure.

[06605] The servers that belong to a particular data center are usually within the same

building or complex but different data centers are often located geographically distant

from each other. The geographic distance adds protection so that catastrophic failure in
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10007bl1lln anot her aspect of the present invention, there is provided a
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BRIEF DESCRIPTION OF THE DRAWINGS
[0008] The present invention is illustrated by way of example, and not by way of
limitation, in the figures of the accompanying drawings and in which like reference

numerals refer to similar elements and m which:

[0009] FIG. 1 is a block diagram displaying the relationship between the data
centers, servers, clients, and collection server, according to an embodiment of the
invention;

[6010] FIG. 2 is a diagram displaying the steps followed to collect and analyze

network performance data, according to an embodiment of the invention; and
[0011] FIG. 3 is a block diagram of a computer system on which embodiments of

the invention may be implemented.
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[0011]FIG 3 is a block diagramof a conputer system on which enbodi nents
of the invention may be inplenented. DETAILED DESCRI PTI ON [ 0012] Techni ques
are described to collect and anal yze data rel ated to network perfornance.

I n the fovpaMeng 7dkescription, for the purposes of expPaRASRENIIEINer ous
specific details are set forth in order to provide a thorough understanding
of the present invention. It will be apparent, however, that the present
invention may be practiced without these specific details. |In other

i nst ances, METAHKRAWYCRIFIUONUr es and devi ces are shown in bl ock di agram

formin or ention.
E‘g(%ztéw %\ég-lfgﬁuww@&e% zﬂo' &en&fm% mga- oga%e;%@m@amwv i

GENERAL used herein, formance data" is data
t hat i ndi cateafermanes. éxp@e@ﬂawaxgﬂéw@tﬁcmam&w@wa@@ @tXP‘alii%*ﬁil $EMYRYON a net wor k.

Net wor Kk per {0l fieReQs fata rdiYin alld&qobmiaea%f&l@ﬁiumgranmﬁg baramascs. Network
performance data i s based upon connectl on data 32b§a server and client.
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data receiv tL? n.conges rou trip.tine of a data
packet , and“gmlm CHJE%I& %;Pﬁlrm elrr%g”ﬁ looravm\émumecesf#gf(%gcum%gle G5€d"t o det erni ne

net wor k perfmemgence. Anong the factors that affect network performance are
network traffic congestion, network failure, or router failure. By
detecting difficulties in vari ogsrRantcviaiviree network, routi ng may t hen be

adj usted to ure better networ rformance. 14 a di ment ,
servers ar e["ﬁ{.}i flpédlsgdélbi%tneé%‘?f&g? "grcgatta I?Qlt%g‘ﬁtr%%c%‘ﬁ a?B‘f‘?gserver of a
data cent eraﬂdfpaxtfms;a{cvesciMamhﬂs;@i bredviesw doly Nﬁtd&lﬂ(@(biﬁdﬁ!ﬁtﬂhﬁd@iﬂtﬁ olap aBs der to

det ect network the s RLyVer is. furth % ied to %Ogdgadata t hat

is re- transr‘?‘nlf%lged%ufcrpaﬁ% tAST en%m&{p“fo 1N arlsénag?n trea’data st one factor

of many (i .eetyeedatavdratdegiey, Mmbwfoon‘)ncméﬁdumn@ken@wumfeiﬂm&%bpr obl ens.
Each of theysaly iSn A*a%&e&e@ig%ufr&%oﬁqn@%gg A 9@5@ L Gan@n O HRGHION server

that aggregates t regatin er o transmtted and
re-transm t{@Weddbtamﬁa@k@tcgﬂg&ﬂ@nw&@wmhﬁrqwgd tiveins il g2 aiEelF@d €Mhat i on of

the data pagk§tmafehRs: GelBlcthdGadbeasd 8f deleRBind ROk bebiRhReCONGESt i ONS  Or
other pr Ob\ll\g n; r[ﬁé/fdgtgrs%g:aggfrf&{ 1?@ W(%Eder% 0”5 ICQ%BHE. 0£khtlea f1cbceonaé|stti§1r ed in response
to the net woPR" performance dre n :

network failure, or router failure. By detecting difficulties in various parts of the

network, routing may then be adjusted to ensure better network performance.

[0014] In an embodiment, servers are modified so that connection data is stored on

each server of a data center that serves data to clients by a data provider. In order to

detect network problems, the server is further modified to store data that is re-transmitted.

In another embodiment, re-transmitted data is one factor of many (i.e., data latency,

congestion) used to detect network problems. Each of the servers then sends the

connection data to a collection server that aggregates the data.  Aggregating the number

of transmitied and re-transmitted data packets and determining the origin and destination

of the data packets helps determine areas of the network where congestions or other

probiems may be occurring and routing may then be altered in response to the network.

{00615] In an embodiment, the collection server sorts the connection data from the

servers based upon the data center where the server is located and the location of the

client. The location of the client may be based on a geographic mapping of the client, an

Autonomous System number, or an 1P address range. The Autonomous System number

is a number that indicates routing. [P address ranges may vary. For example, the IP



[ 0015] I n an enbodi nent, the collection server sorts the connection data
fromthe servers based upon the data center where.the server is |ocated and
the location of the client. The location of the client may be based on a
geogr aphiwomragppsrg® of the client, an Autononous Syst eRCHESHEOSH an | P
address range. The Autononobus System nunber is a nunber that indicates
routing. | P address ranges nmay vary. For exanple, the IP address range

m ght be a large range with potentially many users or a short range,

i ndi cati ng xxrees gEgamigiabd § large fH@4 6}th potemiabymbegi uvents & hhe et ed data i s

able to be . pon the data center and the location of the
client. A hll%&%l@ﬁggﬁlm%%ﬁﬂn ransm ssions froma particular data center to a

particul ar [@ﬂlﬁént Ih ecemtiodimenaipeispitidcateds ableob bermslyre tascdereainnd®t ea of the

net wor k. Th&n{cpﬁh'tﬂégoc‘aﬁorgﬁtﬂﬁ: cﬁxéiﬁnﬁrﬁgsiﬁhtgﬂﬁref{ﬁ}{snhﬂﬁﬁs ﬁ@m%'pﬁﬁl’:@ﬁi to a
different data center or assi %nl ng fferent route. H[eaﬁg,éLA bl ock

di agr am di s‘i?l‘f”afﬁltﬁ’gmﬁ@wlf% Cg‘é’i‘ {pegtion nﬁéf@w@@rﬁ’f‘@@“ iR feriaioy rvers, and

clients intghagk, TRGERME bN@:td nahisesR adly MRAbe alteSedShOWfetent daiagendr. |1 n Fi g.

1, there are three datg.centers, data center 103, data center 105, and data
center 107. Orlﬁétaﬁlg@@htaélﬁcle&m%nprl ses two servers. The nunber of servers

| ocat ed in @AtH dat Blodeditgerm Wisplhyinggow da sheleys, datzommiersplodetint strieon t o

[Pl erment at | A eihtik, &%&dﬁg% ARUNSLinbd s HnliPER! £YpiH) dahdk Genter 103

Data center res two servers. erve and server 123 are
| ocated in @Hﬁpéatéefmeé‘?r dﬂi@@?mewﬁadfé@?ﬁl@lﬁIoﬁeai‘ld@é‘iﬁfﬁ?fi@éytﬂ?fééﬁ%ﬁ%rs Ser ver

131, Servercoli%sesQst&\%ﬁVq{w ﬁﬁ)e@éﬁc}v@&%@(@d in’%aﬂﬂi&@ ceght @ vaa97 [ 0018] _EaCh
of the servers connect to client Clients are sh ilrcll 51, client

153, cl i ent Wifsly [rog) imglgpentgion ] i’éﬁ“ﬁ“@ﬂ?ﬂ S er”‘f‘ﬁ‘@ %cé‘ﬂ/ gy é‘“ ified to
store connegiti @fted a3 DailaREAIdDNPsd @niphigRsne Ssienn Sdatial2] whesernthe3ser ver

connects with a nect dat a sent. to ection server
101 that al ¥8'CHr BERLcakr 0T no et B Py R e e BT L TR e
col | ecti on sewyéi3, avheneoiilect boreddatiaa ceoel®ed i s aggregated with

connect I on gﬁ f r@d@l thingbel"/% (,g b§€ {0 Llli]??lfsc%l %}1'!) %W%g.g (\ﬁ%lilt fSI‘l]q,nIEi%Cor ts t he

connecti on based upon center ere server | ocat ed and
t he act ual Il’iﬁeéteilbﬁ’idﬁle?iéﬁ |dﬁ‘bd’@§fs’i5§n@ﬁ? Sleﬁ’ﬁméfcdp‘?déﬁ*?@ to F‘Pféﬁ?lt“ﬁ‘?‘@n

i nfor mat i oNgadeeiRing RSedPmGHNGR:, KO lh@g}?ve@ﬁonhébtéc%m ef'kﬂfentr gyt ew net wor k
probl ens may be nadé. STORI NG, NETWORK P f iﬁgdﬁgm (ﬁE A¥ Q t?ERVER [0019]In
an embodi rre?ﬂ“ne%‘é’i’ Gadt is sog o argliscfipRirnen  {THAE *ER et FhIrgR A PE stored on
available servers. At the collection server, the connection data recetved is aggregated
with connection data from other servers. The collection server then sorts the connection
data based upon the data center where the server is located and the actual location or
routing assigned for a client. From this information, decisions to change routings or {0

further review network problems may be made.

STORING NETWORK PERFORMANCE DATA IN A SERVER

10019] In an embodiment, servers are modified so that connection data is stored on
each server of a data center that serves data to clients by a data provider. The server is
further modified (o store data that is re-transmitted. Data transmissions may follow any
type of data transmission protocol, including TCP. The Transmission Control Protocol
(“TCP”) is an Internet protocol that allows applications on a networked host to create a
connection to another host. For example, a client requesting a web page might represent
one host and the server providing the web page content to the client mmight represent the

other host.



each server of a data center that serves data to clients by a data
provider. The server is further nodified to store data that is
re-transmtted. Data transm ssions nay follow any type of data transm ssion
pr ot ocol ,woreetsrdi7Tagy TCP. The Transm ssion Control ProP6EBIS2{05TEMY) | s an
Internet protocol that allows applications on a networked host to create a
connection to another host. For exanple, a client requesting a web page

m ght represent one host and the server providing the web page content to
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[ 0020] The TCP.p Ry | at-ed . ion
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provi des f%aci&iinaﬁééarélﬁg Jhghéawad&@s%ﬁt @*c@rgdaxs@la%@a @lgtn@m@lum @At e packets
sent. TCP is also able to distinguish data for nultiple connectlons by

concur r ent @B]ﬁPlFé%nFcé‘ﬁgﬂ{Yé’%cum‘&EMBa%F(Feﬁ“ a3FrE SEYHAPY ¢ BB EYY) r unni ng on
t he sane ho&hmné&}ptaaga]l}@hb@l tiate a TCP connection, the initiati ng host

ends a syn t an cket to. ipitiate connect i on th an
?ni t?al igq@ﬂ%ﬁ i P&g%ﬁgl) C?‘ﬁ‘f‘?t 1R th%@ﬁiﬂ%‘%ﬁ%mﬁu%gélrschdr ]t’!dtfl e\émthe or der
of the byt eé;‘@é@hck‘étrt@nmmhoim&smommdnanmalhequdra:baumbaan%iﬁ@nmeld remains in
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then the re&&hﬁ/&h@@@ﬁémﬁﬂoﬁ%ﬂ9&&@%@%@1@&&@&9%@@@@ nb@bdhe sender to

confirmthe transm ssion. [0022] For exanple, if nputer A (t server)
sends 4 byt BECRPTH dgbyifetitlds Mo | By SR W&W@%&?E@&‘#eﬂﬁ%e packet
havi ng sequepsr BEDET BlafvdBemdnl (AR, haand th3e@Bsogaay,thd hen conputer B
(the client) woul.d send back to conputer A an acknow edgenment of 54 to

i ndi cate th& 8%t °byte conmputer B expects to receive. By sending an
acknow edgef®?] of Fbdxanpinifuteputdd A Shestigmabdnigt bifkatwithytseges®, nuBber 52, and

53 wer e COT {861 g PEELUER phd 1RinS EENANGE, 86, 51 361 yfiua byt es vere

corrupted t conput-er rrent val'ué of 52 because
byt es 50 anéﬁ“%&ed\)\é]ii!@é tp@ﬁé@f\ﬁe@csiﬁ%b\g@ﬂmewbacg:@?ﬁﬂﬂﬁ’éﬁeffﬁi\di)\oul d then

re- transmtaékﬁo&;%g@ﬁ%ﬁ%fﬁte%a@eaamwam &hmewe@tmos&weng? number 52.
[0023] I n an enbodinent, each server w thin

[s.is dified to
store connetdfignatackapvisdgrmens el e FW“?@‘%{H&“E‘E‘F?{ @ﬂ%y‘csl'ﬁé%}réélwggtl ons may
be i npl ementved cblyecuh&n@mﬂgiﬂ; mesokercnz&ke ae 1ish 8vcSigTey BlretcOrrsit@r terconnect i on
dat a based upon od| ernel is nodified
to record af mpi"EﬁBc?%ndﬁg%?c OWI?(%Smemlvﬁ% fg !ecauq Eeggésm tét&ec?ﬁbyt es per
connect i on, recaunidudeeisfully | Gespuodr PSYNicpalc:ketuantimt @Iwmymte@ datapiskatst t ed, and
t ot al throug{%g&négﬁﬁlsg Q&ggghggsg[0024]As used herein, "connection dat a”

n
23

refers to a sure , metric, or data
Inan embod1ment each server within all data centers is modified to store

connection data from the server to any client. The modifications may be implemented by
changing the kernel of the server to store connection data based upon a TCP connection.
In an embodiment, the kernel is modified to record all TCP connection flows including
re-transmitted bytes per connection, round trip times of SYN packet, total bytes
transmitted, and total throughput per connection.

[0624) As used herein, “connection data” refers to any measurement, metric, or data
used in a network connection. Some examples of connection data include, but are not
limited to, source IP address, source port, destination [P address, destination port, data
sent, data re-transmitted, data received, duplicate data received, maximum congestion
window, SYN round-trip time, smooth round-trip time, and any other data or

measurement for a network connection. The connection data may be stored in any



used in a network connection. Sonme exanples of connection data include, but
are not limted to, source |IP address, source port, destination |P address,
destination port, data sent, data re-transmtted, data received, duplicate
dat a r ecevoethy/1mExd num congesti on wi ndow, SYN round-t PEPUSIOGRV388GYD0t h
round-trip time, and any other data or neasurenent for a network
connection. The connection data nmay be stored in any format. In an

enbodi nent, the connection data is stored in the format: source |P address,
sour ce por tfpreskiananbolim&R tadonesson dess siorad inghe foorat:, sodat B «gémss, dat a
re-transmtged, Hcﬂ‘?%@%ﬂﬁ:ﬁ%ﬁ 'Hyﬁﬂressdg& Ihacé@'{llﬁergﬁgig %Jn@%%Yeetqfinerﬁt)é& 'E‘a‘@ congestion
w ndow, SYNr 6u time, and snooth round-

re- transnlUL@dmﬁﬁEp@awe@m@%QWﬁ?éﬁ@é@HWﬁ@ﬁﬂﬁ&ﬂﬁm#@tﬁﬁﬁé%ﬁ@éﬂ%ﬁ@ﬁoccurred

fromthe sefMehootPRhd- &@taﬁned%@a & %ﬁﬁskn\{&efé ilddics BlcBBeRECHIhanegs When data
re-transm ssions occurred fromthe client. &%%%g%Hgg_connectlon data may

al so add f UREFPISTHASOESPTEY ep dieistiyeimbieBliGads £UPS BRUITPIE, the
connect i on gahaalighinsdlssionssiairRd Mofendgiianul ar response tinmes when a
connection | d In an. odi an, stori round trip
tines, the @ﬁ%ﬂaeﬁgﬁ§gﬁwgﬁpg§&5%?&3?&P3m§g%ﬁh SHpie 8m?%8ﬂ5%?n t he

el apsed tinﬁxhﬂmgkaQemvmwamodgendﬁmm®aﬁ@ﬂemmﬁng@henﬁﬂm#ﬂemﬂw@@@aV|ng a
client requ&)ﬁﬁafuu&ﬂq zr;[agee Iﬁ @Bﬁlﬁgnﬁénmﬁﬂt&Ehaﬁqt&lzﬂg%ﬁﬁy I%l?fldstﬁﬁ'gm@s [h@ﬁﬁ%St is also

stored. These finer grained reci sion when determning the
t hr oughput @ap%gﬁeeﬁscavfel Phendderempieleapingts 8y @?PS%HT@?’”%%‘J%P&CW left the

server. [ 00%@]16@]@(1 SHNY: Eﬂ?éi‘@éieitvfng R cﬁén‘f’ﬁaqhe‘ét Eﬂ%ﬂ@&l@g@&ﬁﬂn@ foeciket weer t he
transm ssion of a SYN packet and Bﬁ{ecel t of an acknow edgement. The

smoot h r oundreEyess Pord Pﬁ%”é?ﬁﬁ@- Fosa R PRESFEEHE W nsmi ssion of a
packet to addkeingiike @ndsipicorsfeebphe 0fa amsatkooyteedgaaehis.leffiie snmoot h
round trip tinme |nd|cates the speed of the link or links along a path to a
particul ar WEI°Ghbor. 'fhe el apsed tinme may be neasured in any tine
interval, si@#épolas HanTsmcmhd§umpﬁnaﬂﬁﬁmahnméwbﬁﬁhﬂem@nﬂ¢ﬁém®6mnection dat a

Is stor Ed ag }fﬁ gd&\@{ dn@ e, r&eq}ﬁofl afl g@ﬁnb‘!vﬁd%@n%ﬂo Uhe 3] R0 ﬁHatB]EJ (D@ s thd an

enbodi nent , connection'data I's sto ‘the server for a tine, before
peri odi cal | §lansed tirge kaswen ths Tnptsiaact p orFkedp ¢ BEhbPIANd HStrpreivt &iodi ment , t he

connection M@Nlb@b%ﬂt Thsntdd rgﬁhltﬁﬁﬁm@ﬂ&%evtﬁé spe@NdfigRUAKSH dnksas the data
is being recorded In an enmhodi nent,. a collection

the server. §1%$%
server rece?@%%d$ﬂ%mé£ﬁﬁgﬁ¥mﬁﬁ‘&ﬁt SO FFas g B dMerh o
col | ection ﬁﬁﬁwﬁﬁu@@@ﬁﬁma%@ﬁbthe data from each of the servers and sorts

e, CoMEct et O gy S SRS BrRRT, SRR, 48 P SEPE, here the
The cl ust er wiigpuray Thenapageth @m@%@@@r fa‘pmnccqmrp@tm ‘it@fedtdhée giveelr, by the
aut ononous 2 Mi%&,%b%@géicalg If)eipél setito Ia%oﬂ’lgg&fes%ﬁ/ep Mg hiothe? Enl@@dﬁﬁéﬂit, ail e length.

connection data is sent to the collection server continuously, as the data is being recorded

by the server.

[0828] In an embodiment, a collection server receives the connection data from each

of the servers. The collection server aggregates the data from each of the servers and

sorts the connection data from the servers based upon the data center where the server is

located and then by a cluster indicating the location the client. The clustering may be

based on a geographic mapping of the client, by the autonomous system number, or by an

TP address prefix of a variable Jength.

CLUSTERING BY GEOGRAPHIC MAPPING
{0029} Geographic mapping of a client may occur through geolocation. As used

herein, geolocation refers to identifying the real-world geographic Iocation of an Internet



CLUSTERI NG BY GEOGRAPHI C MAPPI NG [ 0029] Geogr aphi ¢ mapping of a client may
occur through geol ocation. As used herein, geolocation refers to
identifying the real-world geographic |ocation of an Internet connected
conput er WP 20@f082 GCeol ocation nmay be perforned by ag€dgiSaiop/nipoe
geographic location wwth an | P address, MAC address, W-E connection

| ocati on, GPS coordinates, or any other identifying information. In an
enbodi ment, when a particular |IP address is recorded, the organi zation and
physi cal adansssdlispuest oadgvicheGawmetionohaytbegatripeared by:ub@;&atihfa address is found
and then magg t t r I For
exanple, th gg? V%l? gg%}%%gﬁg d ES %ég[h?%]gﬁ g\)ﬁ?ﬂgﬂ !r?nefg}gﬁo?%l?s 3.4. The
| P addr ess §oordipgess, |oeemcz§he@jeﬂwrfwnm@fqrmamont Iﬁfeala@moélwmi whemytagigaldr i n a bl ock

of 1P addr eps@sQuned &y, ACME. LB phitatl Aa%sh%ae@iqy@q%@ﬁ& of fhaSan
Fr anci sco. Thoglgh there is no absol ute cert ai nty that the cli ent at the IP

addr ess 1. 2pagticalay B agthossiig fopnd and dhen magped frogHRe PP%\WEF%‘E%PW@& se a proxy
Sﬁrvlerp mdié @ﬂrebl?@%ﬁ {g(ainbﬁ thé l@exletﬁu@@&omsa hilghndibatr wests &Qr:tmefcmhﬁms made with
t he addr ess nci.sco, such as tracing
notwor k- gat Shiyss et s P TRt GH RS Srad B e b DB 80307 1 n' an
enbodi nent , owded aﬂdcmmnmmhmpmammm o lHaacibdoo Thewgh viere ik 0o geogr aphi ¢

| ocati ons bﬁa%&ﬁ'[e ﬁ%z&&!ﬁ%ﬂ Jh%m f.f Q980 e?sclai %%% ﬂmu@m@@a@mnmer e are

many geol ocation data aggregators, suc ated in tain View,
CA, that deFreqoificnegigosd riany SPOOARIYER uﬁﬂ&%é@ ltksbh?o‘lim’&ﬂ’dh‘é%‘tl ocation as wel |

as ot her meted8eonsthdabiRe he ¥ adaRs@d0lE @388 SR Bakdius! @hednduia@s@houps based
upon physical |ocations. In an enbodi nent, the physjcal |ocations nmay vary

in granul ar FCIERTVEK SABFES ARHERET REGARS B i bFﬁ%‘P]Qi”l where a cluster may
be geol ocat pdahyy Q;htauye;abtﬁiuﬁénat{mddkd‘dseaélﬁhﬁh@pedlbysmead&u@:no:aseﬁ:\leusi er may be
geol ocat ed bey such erc{gtaUnl te Stﬁlégs I n anot her

i
o oo bt SRR B el AT O AR D B AUTONOVOLS
SYSTEM NUN%@y,Gg&DoM@oﬂmEJR@@@gRREEbOh z{%@@x@i&i qnalad]mémamdtirrfém Cagdggtegat ed dat a

Is sorted bXeang& @gyslcﬁﬁ&aﬂ@n SELMGHn BARAH MBI § ﬁ%eq}aag &A‘éﬁﬂétﬁ&s Of a server

and a cluster upon an aut ononbus system nu n aut onomous system
nunber is ammh%@frip@%@“@@i’e&ﬂ“ﬁ@@éﬁi@@l8@@1’5&%3@@PWE@ lggineds #or use in BGP

routing andediddinGal @R phidgal BHkibRAndy G a gﬁﬁ@l&gr rélAkAngid, BRRIThiSAIHRN.
[ 0032] The Border Gateway Protocol ("BGP" prot ocol of

re routin
t he | nter nef? inggee V\’B‘?fﬁéc%ﬂe’fﬁ%yr?ﬁé? A5 PHEHY 479 Sﬁaﬁbﬁb@o'&f”ﬁﬁ“ﬁ%tﬂmrks or
“prefixes" t]bsaeh nd@s)h gﬂﬁﬂcete(ﬁ h}&i ﬁ@bh isth ds ChermeaBdas@m NBi DS tkies. Thenddrk or mat i on
in aroutin i not limted to, the | P address of

t
the destina |t8'ﬁce Cth%?%kmyﬁ%%eof&at &gﬁ' Lclineuéf to travel the path through which
the packet is to be sent, and the address of the next station to which the

packet is tpypey MW&&% Mot8 s9REEMNA LB ALS P £BDREDs bREpXKNEX! hop. ”

BGP makes routl ng deci sj ons on avail and netwo pol i ci es.
For exanpl e[00PH t Heme capadimegy 3@@?%%‘9‘&#3 58513@’31 e%%t@ﬁﬁeé‘“%éésﬁi nati on,
routing mayuhe adelrehnes a Bfver and a cluster based upon an autonomous system number.

An avtonomous system munber is a number that is allocated to an autonomous system for
use in BGP routing and indicates the routing to be used for data transmission.

{0832] The Border Gateway Protocol (“BGP”) is the core routing protocol of the
Internet. BGP works by maintaining routing tables of IP networks or “prefixes” that
designate the ability to reach a network. The information in a routing table may include,
but is not limited to, the IP address of the destination network, the time needed to travel
the path through which the packet is to be sent, and the address of the next station to
which the packet is to be sent on the way to destination, also called the “next hop.” BGP
makes routing decisions based on available paths and network policies. For example, if

there are two paths available to the same destination, routing may be determined by



selecting the path allows a packet to reach the destination fastest. This
returns the "closest"” route. [0033] As used herein, an autononous systemi.s
a group of I P networks operated by one or nore network operators that has a
singl e, cveapdopsdef i ned external routing policy. An aBtCeASHEUEIBEPSt em has a
gl obal | y uni que aut ononous system nunber that is used to exchange exterior
routing information between nei ghbori ng autononous systens and as an
identifier of the autononmous systemitself. [0034]1n another enbodi nent,
aggr egat ed drtiagite adraleds byacklit @ eohlleckstpatiedryet. Basedmsapgon t he dat a
center of a. ﬁjg{]yq{?@nd a cluster based upon an | P address prefix of

vari abl e Iengt exanpl e, aggregated data m ght be clustered based upon
an | P addre€§§33ﬁ)reffiw%@fhfﬂ@lf{za@ﬂ@@ﬂ@ﬁé}l@wﬁefaﬁlagﬁ‘uptq%ép pareEgrss grugdér ed begin

with the | Radds68Ser gark%pgfatow tﬁen b@s%ldl}ém@idybﬁﬁﬂtﬁ%ﬂegaﬁﬂﬁné%@mtyak' ng the
pl ace of the "x". This limts granularity of the |P range

56
possi bl e coMbIHECTEHSYS$H h@ﬁﬁlt?étywﬁﬁﬁ?@n%%swwr%ﬂ B4 ‘%Pec{tﬂe | P
address prefipangd eg&hoh@utmgqﬁroﬂm;en BDwIEes @cight@lin@ sutdnools systethlariink s exanpl e,
all | P addres be included in the cluster with a

val ue of 0 %S%g B&"‘egtf‘m‘)él??&* t?’s‘teg“‘é%% for "x" with 65,536 (2562)
conbi nat i on§934Bec dusetirpeebqossi,. bigedaed dddisesgaibyrmycobertiot sesteer ed, t he

gr anul ar i €y, & | 655 ANARZLNG T, STORER RATALPO3RI.EhE. 3agsepat od and

ata I's store n the c |on server "and then used to
anal yze net vgaiNe jsegth.oFprgrasele, W%@@ﬂ@gﬁtﬁéﬂb%@@@rﬁﬂ@d%@ms stored in

such a for npjyesdfiaitx drhe. SWMHKaIpﬁrﬂfl&feﬂﬁQfﬁ@teﬁ@l‘eg@@wﬁlﬂ@ﬂeYfzﬁﬂrcbs'ised upon a
particular data center. In an enbodinent, for eactrgIh par t cul ar data center,

a cluster ofldhevifhesy pemter Brvem (apd 2eidrdasbe Pire dheatt-oHBH RS 85 st em nunber

based upon B&RLsy Ftirredangt fo zsb@os@lateaomelmtterns arndm@ealemaﬂa ae of IP
addresses is s rirlance from qata cg}nter to a

particul ar %‘é‘&éﬂ“ ‘ﬂﬂbe IP&@%?SSSF? i) ’EE‘“ et erm ned. Sﬁmas a2
re-transm ssaampiereaitlé addremicetegince At epuld baringhitedse thextoseneitya tﬁhghvf Oo the city

of New YorKk, 9'5'% goﬁ'eagtﬁb?o 1 @y Q&tﬁ'gg s (5566’?(, b Mors NBedfiitn cfgé)aSt of the

Uni ted States rom I's Tnformaton, & networ probl emis deterni ned when
data is trmmlﬁt%@df%ﬁmﬂmbwlwdem%Taﬂ‘éa@b’igé?ﬁﬁs in New York. The data
provi der may contact the Internet Service Provider serving New York that
there may be a problemor data traffi ted in a different fashion
to New York. [0036]In anot HeM Ao ng%gﬁgﬁ }than relying only upon
re-transm sgiE ratmaggegdtwrdnd ackOE@narien ¢oNS el édhi tlbearerta det er m ne
net wor k perf%r manc

m ght be c o I&aeétru‘s:‘eg t%fuba r?/7e n&gﬁtk rptarf dr:mgrhcge?n Sgl g%{elgge& an%%brtc% ata?st Sy of data,
in such a format, that the network performance may be analyzed based upon a particular
data center, In an embodiment, for each particular data center, a cluster of the
geolocation of TP addresses or an autonomous system number based upon BGP is stored.
If the data center and geolocation of IP addresses is stored, then network performance
from the data center 10 a particular geographic location may be determined. For example,
the re-transmission rate from data center 1 might be extremely high to the city of New
York but moderate to all other cities along the Hast Coast of the United States. Prom this
information, a network problem is determined when data is transmitted from Data Center
I to clients in New York. The data provider may contact the Internet Service Provider
serving New Yoik that there may be a problem or data traffic may be routed in a different
fashion to New York.

[0030) In another embodiment, rather than relying only upon re-transmission rates,

other factors are considered in order to determine network performance. For example, the

round trip time, or latency of data, might be considered along with re-transmission in



order to determ ne network problens. In yet another enbodi nent, data other
than retransm ssion rates are the only factors considered to detect network
probl enms. For exanple, network problenms m ght be based only upon round trip
ti mes of watzempackets. [0037]1f the data center and a@CHASPAOLE3BEHYSt em
nunbers from BOP are stored, then network performance fromthe data center
followng a particular routing path may be determ ned. For exanple, the
re-transm ssion rate fromdata center 1 m ght be extrenely high followi ng a
parti cul ar ¢adrio drentabawpikquittiers. frayet sethectmbdimdno détn athsrhdn refat a

subsequent | n..tLhe_routi.n P Ml re- 1.SSI r-at e and instead
sel ect another rou rﬁtﬁsggé\}hte%nwgécgorée‘tibﬁ%%%8%%%?‘%%%{qq§€déét?&a€?%n of steps
taken to cotxampl, rerdriaprabismemnisbt wdried paly fupenrarrsdrip fmes ofgdele ordittRg to an

enbodi ment, 19p$7; ShQWRe ifla FEnr ar%-auloﬂoﬁ&ﬁ@}ﬁ%%nmﬁbgﬁ PR YEP Fre @LRIMRGI fied by a
system adm ni strator or programrer so that connection data that shows the

connect i onsteEdEPFIoHRINCHER ety feljordng apagicrlasiogingPathy Pag"§ded in the
connecti on @addindd. &rof SlahPRSHE td @ sHalicn RRCKAL Gia defteSt ARh2QIx@AGN Server
sends the connfg)(ﬁti.on data_ st otheg,%téé a_coc[ |l ection s rver. .Th? coll ection
server col | BgYOleWBe LBANSE PER G2t B 4Ny eh@ﬁy%?gﬁ?@gg’t EBSPHE % onnect i on dat a
from all of subleguesgdy weths roufisg sittowa high rest@pni20&) ratched sekldeekstanciser ver t hen
sorts the ¢ ntQB%cti' q&sg%%r@ fromthe servers. The connection data is sorted
based upon he “data centérs where the servers are located and clusters of
the | ocati o903 r oktillmystiofofsigps eidnantollecthed 4nalyag neprprRpgriopaananJatphy si cal

real -wor | d }ogahh @hn@Rodifen QWowiGn PRY2. 8 sifemt inf k@derbyre ARddANE BNOMOUS
system nunber. Finally, in step 207, based upon the sorted and, aggregated

connect i on HEPEMALMFEAEHITPEEFIUHCT S PRt (310 a) PRSI RS OHREEY oubl e
spots may bgadgiachedrsd B glidnG-skd ARSI 16GhdRA irdad end&ianddingé gat or . Hi gh
rates of ret ransn%)gsi on at artéﬁjllaé ar eas ol t he net wor k lLndicate a high
li kel i hood BPSBHEbIAHRAKkAs T8 STFREDY POFTYREIHAF §EPEOL L EYEeR connect i ons
made to cli entsiomayvdeTiaddedivosrar dilkfehe nbnndaiva dae ptdhencgeageesal t er nat e
routing in grder. o, g‘&ﬁ?ﬂgm %ﬁ‘%M{% %&S&gsot@s{%gma@{ iﬁ?t?gﬂgsggqgg%}?gf{dn@gw@r e accurate

network performance data also a / ‘ e where to place
or | ocate déemsaefeepmeiiondid&pmtiee severypdhe eoppaspern dag is faied basghioa, dat a may

be served fpm¢ e hdscARE £OLOEALI®Aude Wb thd ReofbMeingount ry. After
perform ng nmeasurenents of network performance, the network performance

dat a i ndi cat'®§ligahathe dospERugRayaN 21y Bl S1ab i Brntion ang/ge Tpupegpay be

re-transn sgleified 8§ & du@nbBp@Ishdym Ofmhes eFisallyAneichen7, sabd ofoncelsoeat | ons mi ght
al so be servi Q?g the same users fromanother co nt%ﬁe Lok ocat @n. I f network
per f or mance YAEE F I PR LN RE A PRSP PR REETORCPSPE G he set of

col ocat i onsstforsomy &a dtthesd oy K-transmissibodat dsen indgasmelligeratestohe- | ocat i on of

the data cepfer,m.oh aLItiQuIﬁDaYeeé‘agoittﬁekﬁe}pa\g?r?ﬁrﬁﬁﬁte%%tﬁgi{icgﬁhgﬁ% Wrgloeation. In

ot her words, nore accurate networ rformance. I'es a nore inforned
choi ce in orterlt efghesahlags. sehataent pppsiat Baderiaclicass maybe medrei9est per f or mance

in terns of gk@rhd@NSHSTr MRS aB PR R SfdePREVaN kedREikfaimNEEsTet i €t hat
may be anal E/zed. HARDWARE OVERVI EW [ 0040] Figure 3 is a bl ock di agramt hat
i 11 ustrat es! 83 Ponplitdie 878 LERREAO PR {RRREfy data also allows the ablity o

decide where to place or locate data centers in order to be most effective. For example,
data may be served from colocation | and colocation 2 within a given country. After
performing measurements of network performance, the network performance data
indicates that colocation 1 and colocation 2 have a high re-transmission rate to majority of
users. Another set of colocations might also be serving the same users from another
country or location. If network performance data indicates that the re-transmission rate
for the set of colocations from another country or location is smaller, the location of the
data center might to moved 1o the other country or new colocation. In other words, more

accurate network performance data enables a meore informed choice in order to select data



an enbodi ment of the invention may be inplenented. Conputer system 300

i ncludes a bus 302 or other comuni.cati on nmechani sm for conmuni cati ng

i nfai mation, and a processor 304 coupled with bus 302 for processing

i nf or mat i ¥G:208a5p6t er system 300 al so i ncludes a mai n PREADESHIBHB® such as a
random access nenory (RAM or other dynam c storage device, coupled to bus
302 for storing information and instructions to be executed by processor
304. Main nenory 306 al so may be used for storing tenporary variables or

ot her i nt er pedilat watierdfitir wabésoperuninaginexes of icornghissims brangbibens t o be
execut ed by COP m 300 further includes a read only
menory (RO\)BBQ‘%ggg%%Q% (grémgt atll?:{gsgl%eoa?]g}g;éﬁdew ce coupled to bus 302 for
storing static information and instructions for processor 304. A storage
devi ce 310, such as a magneti g ik ARE (Pt gty di sk, is provided and
coupled to bus 302 for_ stori ng i nformation and mstructgons 0041] Conput er
syst em 300 WE¥0Ibe TgR 8 black diggram e liugirates g icampussy sxsiem S HPAR ¥BICR cat hode
ray tube (Cﬁfﬂ)mboﬁiﬁfcntdif splidyhivg md@ﬁa@&ﬂmm@mdt Q:oaagmmpmzesom:sendm An i nput
devi ce 314, 1 udi n? qﬂ?{ghanumsrl and ot ¥/ %0 cou angd to bus 302
for communi %‘ﬁ“n&fqﬂ}? SR BR A %%Whﬁ”g%‘f% POREPEE08dssor 304,

Anot her t ypgroafsoun3@rcoipigiyitden 3¢Rfor procassisinfogoritonoCo@p@er sgwrmh3@s a nouse, a
trackbal | f n information
and commndgéoeﬁéeﬂéc%%%ngntn%%%%&bggﬁg?as aglglnd%&g %oér ﬁ%g(lﬁr? Mﬁ ﬁ‘;&ﬂé"gr sor novenent
on displ ay &memicFisrage ieyvingt codplod @dus 33 feridripg aemeien @égﬁé’%@%ﬁfmpﬁ eedomin

two axes, aefobdiSfbydXdcSssr@08: Ma)mRly %6%%6% b@-?ﬂéeﬁ fdr@scing ehporatynat al | ows
the device to specCify positions in a ] The jnvention is rel ated

ane.
to the use 6%”3&16%8976%1“@9%%‘1@%1 W[spcaeia d?IFPﬁleé‘?FEH‘E gﬂSffH%IOPSeteﬂ?ﬁu ques descri bed
her fe| n. Q\C(gé),{cdihtﬂgjytgﬁec%@f %nbodmpmﬁtsy@ém Biweruitiny enktian, reddhagendnechni ques are
per or me [ Sys res e cessor. 304 executing one
nor e seqﬁgﬁ\gg@%ﬂ ol@ret é? :[P%ge de’l“ﬁ%fouﬁcgfozbﬁiég@zo% Omegd’P TR Ormﬁlxmarm ry 306.
Such_ i nst r uetd ionsctivayiobproceead 30Nt lostpmgaleneedily @D &s afmgmm’rmmr
machi ne-r ea?&}gh}%m@g e SHG Qo%?ed% %s%@?f&@t\’h&% %%Qauo@é&ﬁ‘;ﬁthl@{‘on‘%f the
sequences of® I nstr uc i'ons contal ned I n MEnor y causes processor 304
t o perform {@8éllpr oCwanstes pysiss WO sy |bbéﬂﬂlpﬁéf‘"élbﬁs ngﬁﬂ aldlﬁ%lﬁh%ltzr &b #rodi ment s,

hard-w red gigdbd b @Y DPRT HSAL A Rk AGR @f 2 Qmphidr ﬁs@mﬂa dt@EvioM t h
software ingtructions to inplenent the inventi hus, odi nents of the

i nvention ar & HEWding piphaagmery ag othenfewy 4594 ‘ESHB%PFa}OI(’S?f CBWH’HQ‘{“%\R& e circuitry
and sof t war eformidn200 nliiihid IQRGHAUSZ 0840 380 6O (R04 3 Theertigrumlevice

"machi ne-readabl e used herej.n.refer n i um t hat
partici pat e§ TH| CP%“%W&“& 4% gﬁtatéaﬁj(bagsmémsgr dﬁfgm% )é%y”g%er ation in a
speci fic fashiomicaling camctambnfdnmm andphewehicediars iagocenpéittend &yst em 300,

various rmac %ﬁ%nﬁu aﬂ?o?hl%véﬁgéét&}ﬁfp‘i* g‘3@¥°Jfﬁé?ﬁlputfd8€é1ceet>§ﬁ9&?g%s i3 aPEOXI di ng

instructions to ocessor ecution i um may” t ake nany
forns, incl Oﬂff‘?ﬁ‘éo%mlwﬁé%esﬁﬁ#ﬁ‘taéﬂ (¢-®. 9tapt dgeodedisse-and: THaHSH 8%i on nedi a.

St or age mdu@,lde@@kﬂégg%oag@@ NP0l at i I e nedia and vol atil e nedia.

Non-vol atil e nedia_includes, for exanp ‘ﬁ fﬂ}?j’él cal %% ;}a netic di sks, such
as storage H997lce BoEOPVeUINAT el tie 455 9 CPTRE SEATRAC I%E‘Hi?ﬂ? Mg uch as main
menory 306. ﬂ{En@nﬁqaes 8dsofbetrielbia. neldiges caoaxbalmaalf tesipvaoppeosa re and
fiber optic i.ncl udi ng th res th rjise b sion nedi a
can al so taﬁéé:hrfi%ues §15 P %rlpeaebg comtnuters IP%S N res onsc récgrg]so% 5236’4{% %E]él? gener at ed
during radi orevaverasdicher D&@m@dmm!wmmmm&mﬂ mam Aepowy pPp dasHi a nmust be

tangi bl e toilgr}ﬁ%ss ntug'r%e'r&ﬁtuﬁéjﬁltm'n%b%:oﬁaf(%'fﬁgl BYmbNBaciRdkAcl® ARidet ected by

a physi cal nismthat reads the i'nstructions into a machi ne.
[ 0044] Conmosuch @ figregsidenige hiln Expafend e HeErygs PHENTEns FoYdahBra  a 1 oppy

di sk, a fl eﬁe&bﬁf Wb Sﬁes%fcdssgﬂ Bk io @gﬂ@&b@&@s@aepsﬂesc@%ﬁ Rtdnermmagneti c
medi um a / a{ﬁ/ﬂ other optjc medi u pun “F?Zar dgb egftéﬁﬁgr? any

ot her physi 6‘5‘?1'“%‘3?1 iRl It vErhErey Ry 88 e o © P%Eﬁ%’ EPROM a
FLASH- EPROMwith Ryfvaird i@stru s tMn@hhpnnhu ieamtion. d@m, eabgdimeitesf tivmve as

descri bed hel{vgrllt{’(])%fa}eengf lirftedd) Xny spec,ei{c wmgmguon of 8191\\041& &rcuﬁily dggpd'ﬂv%?e can read.
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[ 0045] Vari ous fornms of machi ne-readabl e nedia may be involved in carrying
one or nore sequences of one or nore instructions to processor 304 for
execution. For exanple, the instructions may initially be carried on a
magnet i ¢ WDSRO9GF173 renpt e conputer. The renbpte conput EETEEOP/HERE he
instructions into its dynamc nenory and send the instructions over a

t el ephone line using a nodem A nodem | ocal to conputer system 300 can
receive the data on the tel ephone line and use an infra-red transmtter to
convert the[ﬂﬂ@ﬂa ﬂmcmrmi“mﬁqha}err@da@ia grdibm” fynsediferean refeds (detewedencan recei ve
the data c I [ y can

bl ace t he. v aarRet GubAint 36, Shaltdmak BRRLRRhIEL Shnt BBy 506

f rom whi ch Iﬁﬁéé@b@bﬁe%@miﬁﬁ@?@é%ﬁé%waiﬁ’t‘a‘teé%’éf@ﬁ*ﬁé)@ PHESshipgeedaBls.  The

i nstructi ongedi£G€INVEGed¥r QS?&'H lerrﬁ:rﬂ%\?{duaégiﬁstﬂﬁ!ym@m}ir&@%b} Waler ssteued on
storage devjce 310 ei t her ore or ﬁ)@t er exeguti Onftp%lg, }C‘;Cf%? or 304.

be
[ 0046] Conputh 2 Sdir@ e (rFe 2128% T HE IRFHIRL AR IRIKTA ace 318

coupl ed to tedismi38eh médTRkiTh@atddnndhinfeebdinne- ‘&lﬁlm@w adsolatilt wediway dat a
comuni cat i et wor k 320 t nnected to a | ocal
net wor k 32219 r%oﬁ)at emeﬂg&l m‘?”f&n?%u‘ﬁ“&éfﬂ% {4 Bigs (Q%éh%%m% S lagan i nt egr at ed
services di @vtcaBIméiqlamﬁdqnt(dias‘smm)dceéyrdﬂnmemrmm U@mp?fmmrﬂéOtSa dat a

conmuni catign s%%{?)ﬁ%{ehﬁrhcmesaco%ﬁél &gbé}gvnt&éﬁ@ﬁ o{az%k SRBQIMG chd ne. As
anot her exanp f'e ormunj cation int. er 'ocal area network
(LAN) card W@esph%wwmblaé% Eé@?ﬁﬂﬁﬁioéé!teﬂ’éﬁa%@??dé@tﬂi’eofﬁ“%@ BOBsERPat i bl e LAN.
Wrel ess |ipkswiRY, sadoSQ iHog geﬁ&h@mm Gladid-Ra@MMd Se6Red ¥Rl ement at i on,

comuni cation interfac L&ﬁ nds gﬁ:el veafb A-JFF‘ECt rical, electromagnetic
or optical SUYHEIEIPRaPIE ”iﬁs‘t I“‘“l? o0 SPPL AN BE YRS EHPFHY var i ous
types of i nfhemaitkama. dce[e&aﬂlir]d\ﬁiym knethankm 320 rebgypheciadthuytion o des dat a
conmuni cati on through one or nore networks to other data devices. For
exanpl e, ne?lwor“k link 320 may provide a connection through |ocal network
322 to a ho¥04dongimmenonddunsef mpchidaralaelg nicpimenstudo gercatrerie.yloary | nt er net
Service Pr Oeﬁg@@rﬁe}gﬁ@ﬁ’gk %%g'diskiﬁag%gtﬁs g, J;ﬂawmmr%gqéé nfl@hmh, efpuni cat i on
services throu e wor acket data conmuni cation network now
comonl y r eREM: ewy atlgr aﬁiﬂﬁfﬁ@dlﬂlﬁhﬁéfﬁﬁ%aﬂ@ BPE1PEGe Rt PPk eI HHE | nt er net

328 bot h usgghnest ol RAK SOIGRMBANPRION, AIFLABHLIGHON | G athsr hdaiy carry
L o R e oo SR S DR o Bt R e o 05l "o o
carry the divict atomtatea cdnqesind from conput er system 300, are exenplary forns
o R MBAES. SRNSPRI! D5 MARLTR S oL IRARLCATINS L et om 300
net wor k(' s) , mastswprkees dliviee 8200ra rrdtreatinmun mawc@ﬁﬂfi f@n‘ ercteivs. Bugxample he

| nternet exalmgﬁmt@nssi 4 \{ﬁ[:aigr‘?tg 980 § f gé}n%m &151@01 ra@&ﬁ@@&ﬁ’ﬂm&@d@aef or an
application programthrough’lnternet 32 , local network 322 and
conmuni cat i BHOFOBPYgan Bigihe E‘B@*&@TW@“%@@W@E‘H@%@%@B execut ed by

processor 3@din@fonstovirs 18H6hMed osiaf 8 f0lens t QhRden wcatuomgﬁtedqvme 310, or
er _executi on. corrpu er

ot her non-vgl atile st e f

oyotem 300" U BB HOARH LAt IbRMEEAE T e FEH G E R B,

t he foregoi thg dspecinfiifeatd amal eAb ot mehicecof canhacivathe dith onrifibivehebeen

descri bed w fer e to.n S . L fi t aryfrom

i npl enent at t(gar(fdem%nd}e 8n1?5Pnfpntd%r(rﬁ &F}hc’a%%%%&] ﬁatigjg&gdr? ﬁkﬁ&g:ﬁr\%&e{ %’/ndl cator of
what is thetirlde&@mmeﬂmcamd e fr<m@imdeﬁoworh@ratpp‘reﬁ e%aiﬁxscm%&bfe t he

i nvention, Iﬁtr&cagms 8t 8@{1&{1@!3 n&utvgﬁgy has Hﬁm&fy@% Hﬁﬂr §pt%ﬁﬂiy’ walot@n i n the
specific Ioon in which such clains i'ssue, includ |g§@any subsequent

correction. SPHge I ﬁ}qql%?féje@?;fﬁé%ﬂe?"@é?nlfY(fF?‘}‘iSSH in for terms contained

in such cl ajgwe)s hatém}g@f@ys&n{mamemua& Qfonsui@htatoan iterfas 3 us@dplediot he
clainms. Hen no.limtation

| e ert feature, adva
attribute t ﬁ‘é§t3(}?s€?f8’?‘ulé‘5(‘5?%§l ad ﬂglpfoé’ﬁp 4 ?‘np %’é%a%cgfﬁﬁlﬂi“a“ Op\é'(i)l{p I?%%e scope
of such cl atam ienwahjinkg thal heospaed biadatl eawahd driavnengslear e, accordi ngly,
to be regar gggmillr&d?‘gn m!erfjﬁlc%tﬁg‘h)'ay Be £na1§1@§x&w5 be?’ﬂce@ dfg?tﬁtr{e vﬁ)&]& H@f)ﬁ)ecllﬁ?
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CLAIMS What is clainmed is: 1. A nethod to collect network performance
data, conprising: receiving, froma plurality of servers, connection data
based upon transm ssions of data packets sent and received by the plurality
of server®0apd/151784 i ent, of a plurality of clients, WRETASHOREBMIf the
plurality of servers are |located in a particular data center, of a
plurality of data centers; aggregating the connection data fromthe
plurality of servers; sorting the aggregated connection data based upon the
dat a cent erorahexien tdygogéraxdsta dogmupicatosdormadion tch egtesnondisgsopé et ed with the

client: andeuon. BRI EDE,s ﬂgw&%&%amﬂﬂ@ﬁg&e@ng fa B PR&AGrelPON the data

center and th uster associated wth the client, storing the sorted,
aggr egat ed f@@ﬁ’m’éﬂﬁlﬁﬁa@éﬁ providoa dapHEnHBPKEEPIGPNITL RN & COpEPlS tNaggr egat ed

connect i on Wakiess GaRRAdySes vd iflaidntdy 1Py @@h@m?@ﬁ&ﬁitﬁm&%ﬂﬁnunﬁa@dant ity of
re-transmtted data packets sen& ata ets received, a

quantity ofln‘regacf*re’éfﬁ%eﬁﬁistatn%ecﬁ&"’tsé eﬁ%‘&%e‘ftf"swf) E%’F%‘H OPUGRY grﬁl A 4P times of
dat a packet®gital ata S-Elaﬁnsl’ﬁepihﬁdtmgfvaﬂtﬁltyﬁeioflﬂ\ﬂ@ﬁﬁ@bﬁl the cluster associ ated

£ g, TR 205005 Gl G AL Mg oo o

| ocat i on i snegvarkstty other data devices. For example, network link 320 may provide a conmection
through local network 322 to a host computer 324 or to data equipment operated by an
Internet Service Provider (ISP) 326. ISP 326 in turn provides data communication
services through the world wide packet data communication network now commonly
referred to as the “Internet™ 328. Local network 322 and Internet 328 both use electrical,
electromagnetic or optical signals that carry digital data streams. The signals through the
various networks and the signals on network link 320 and through communication.
interface 318, which carry the digital data to and from computer system 300, are
exemplary forms of carrier waves transporting the information.
[0048] Computer system 300 can send messages and receive data, including program
code, through the network(s), network link 320 and communication interface 318. In the
Internet example, a server 330 might transmit a requested code for an application program
through Internet 328, ISP 326, local network 322 and communication interface 318.
[0049] The received code may be executed by processor 304 as it is received, and/or
stored in storage device 310, or other non-volatile storage for later execution. In this
manner, computer system 300 may obtain application code in the form of a carrier wave.
In the foregoing specification, embodiments of the invention have been described with
reference o numerous specific details that may vary from implementation to
implementation. Thus, the sole and exclusive indicator of what is the invention, and is
intended by the applicants to be the invention, is the set of claims that issue from this
application, in the specific form in which such claims issue, including any subsequent
correction. Any definitions expressly set forth herein for terms contained in such claims
shall govern the meaning of such terms as used in the claims. Hence, no limitation,
element, property, feature, advantage or attribute that is not expressly recited in a claim
should limit the scope of such claim in any way. The specification and drawings are.

accordingly, to be regarded in an fllustrative rather than a restrictive sense.
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5. The method of Claim3 wherein the geographic location is a country. 6.
The nethod of Claim1, wherein the cluster associated with the client ~
conprises an identifier of a routing to which an |IP-address of the client

i s associwPa9/1573% The net hod of O aim 6, wherein thePCAd@REIPPBEPSIOf t he
routing is an autononous system nunber. 8. The nmethod of Caim2, wherein
aggregat ed connection data further conprises an application that the server
provi des. WD 2009/ 151739PCT/ 1152009/ 038969 9. The nethod of C aim 8,
wher ei n t heClcdivitecti on data is received fromthe plurality of servers

conti ”U°U5|W1}atif@ailn€d.i§y5tem to collect network perfornmance data,
conprising: a plurality of servers, wherein each server is |ocated in a
particul ar Hat aAcesieaito gflleg nsigtkaltcripymante ¢hi SOTeEYN8T s: a col | ection server:

and a plural ity QfivekiRat $pludhebeievetd onpbdibRlid Yas@f ups® i hSssishosre _
connection data base(g u}g‘qn transm ssi gns Lhof dqt a packets sent and received
by the plurality of SHREHE sEHANLreeTYERY Dot eoriFarsty e s €14 ent s;
plurality of clients, wherein each of the plurality of servers are Jocated in a
particular data center, of a plurality of data centers;
ageregating the connection data from the plurality of servers;
sorting the aggregated connection data based upon the data center where the
server is located and a cluster associated with the client; and
upon sorting the aggregated connection data based upon the data center and the
cluster associated with the client, storing the sorted, aggregated connection

data.

2. The method of Claim 1, wherein aggregated connection data comprises a quantity
of data packets sent, a quantity of re-transmitted data packets sent, a quantity of data
packets received, a quantity of re-transmitted data packets received, and round trip times

of data packets.

3. The method of Claim 1, wherein the cluster associated with the client comprises a

geographic location to which an [P address of the client is mapped.

4. ‘The method of Claim 3, wherein the geographic location is 4 city.
3. The method of Claim 3, wherein the geographic location i a country.
6, The method of Claim 1, wherein the cluster associated with the client comprises

an identifier of a routing to which an IP address of the client is associated.

7. The method of Claim 6, wherein the identifier of the routing is an awtonomous

system number.

8. The method of Claim 2, wherein aggregated connection data further comprises an

application that the server provides.
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the plurality of servers send connection data to the collection server; the
col l ection server aggregates the connection data the collection server
sorts the aggregated connection data based upon the data center where
t he servewoigmlierat ed and a cluster associated w th t RET@IBEHEIBYPpon
sorting the aggregated connection data based upon the data center and the
cluster associated with the client, the collection server storing the
sorted, aggregated connection data. 11. The system of C ai m10, wherein
aggr egat ed onnaat inethodlell(@aindphérsie sheaoquaintniday iokcediat dopalnketsligent, a
quantity ofofggmgr ?1[{'& %glfd data packets sent, a quantity of data packets
recei ved, a quan e-transmtted data packets received, and round
trip times of data packets 12. The system of C aim 10, wherein the

cluster assqci atwadWhidedibe ng{%ﬁ%lf&ggp&lfﬁﬁsw%pggggr aphic location to which
an | P address of the client is mapped. The system of C ai m 10, wherein

the cl uster asséé’i"éﬁ’ch@b"f\ﬁﬁ’rf’?fsst"ﬁ’émﬁEia@h?ter"&b‘ﬁfﬂcﬁ‘é%@ Wicﬂérrﬂa PERFT B a routing
to which an | P addr ﬁramfyof&m@a&hucﬁnt is associated. 14. 'the system of
Claim 10, wherein he identifjer of the routing is an autononous system
nunber. WO 2009/ T5T739BET 882009/ 038969

a plurality of clients;

wherein the plurality of servers store connection data based upon transmaissions of
data packets sent and received by the plurality of servers and a client, of
the plurality of clients;

the plurality of servers send connection data to the collection server,

the collection server aggregates the connection data;

the collection server sorts the aggregated connection data based upon the data
center where the server is located and a cluster associated with the client;

upon sorting the aggregated connection data based upon the data center and the
cluster associated with the client, the collection server storing the sorted,

aggoregated connection data.

11.  The system of Claim 10, wherein aggregated connection data comprises a quantity
of data packets sent, a quantity of re-transmitted data packets sent, a quantity of data
packets received, a quantity of re-transmitted data packets received, and round trip times

of data packets.

[2.  The system of Claim 10, wherein the chuster associated with the client comprises a

geographic location to which an IP address of the client is mapped.

13.  The system of Claim 10, wherein the cluster associated with the client comprises

an identifier of a routing to which an TP address of the client is associated.

14. The system of Claim 10, wherein the identifier of the routing is an autonomous

system number.
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15. A comput er-readabl e storage nmedi um carryi ng one or nore sequences of

i nstructions which, when executed by.one or nore processors, causes the one
or nore processors to: receive, froma plurality of servers, connection
dat a basediogpenst’dansmni ssi ons of data packets sent and8CFEB¥DYEF'PBy t he
plurality of servers and a client, of a plurality of clients, wherein each
of the plurality of servers are located in a particular data center, of a
plurality of data centers; aggregate the connection data fromthe plurality
of servers;15o0r tA ®wheuaggriegetiedeconhet tirpmedat ar bas ediueporctt he data center

where the serve Ensén&tih&%&gw%%x@cuﬁh U bl or %E@&{)&Eﬁft, Wuld ieRge 61 1 ent . and

upon sorting the aggregated connection data based upon the data center and
t he cluster assoeravreEdsswisth the client, store the sorted, aggregated

connection dat ayeceidd frohhGnEATPYL BFverk QRERDIG El:Wad@RpiRetinktiisns GF ai m 15,
wher ei n aggregated connection data conpri seE‘éﬁqu antity of data packets

sent, a quantity of PE-PAFKRHSHRtEREAcYLt Y Pae et o1 dcﬁfé‘ﬁrfti‘faf)? of data
packets received, a pwainy bf Jiewd, wherelnradrsofidic @aaittabisepascketiscarcéded ved, and

round trip times of dat kets., . 17. The. ter-readabl e storage nmedi um
of Cl aim 15, wherei H’aﬁﬁgla@%&sctﬂét?r’ 8%%%%]]&%@%&&%”%&& he client conprises a

geogr aphi ¢ | ocakimepatechasightiaataProadts pssliofof tdteers| i ent is mapped.  18.

The conputer-regadagl g, getggt%:_ﬁ&%némgﬁm&gedq B e hBa IS NALA lNEragogr aphi ¢

| ocation is a city. 19 e conput e_r-reagabl e storage nmedium of C aim 16,

wher ei n t he geogr aphiretddgeds Plgrieriagsogiagdyiive fy clienp@nd The conput er - r eadabl e

storage medi um @forfGhAinAtnbage¥ietRbihetttR dbh Sk EhipAIBOGtakat apith the client

conprises an autonong%s s%ster'%md}nger. to which an | P address ?f the client
THET 8 Lk}

is associated. 21. o ASAPHEEY L BatieBt ¥O% R IhEd AREEEAY 6P YUST m 15,
wherein the connectidwm. data is received fromthe plurality of servers
conti nuously.

16.  The computer-readable storage medium of Claim 15, wherein aggregated

connection data comprises a quantity of data packets sent, a quantity of re-transmitted

data packets sent, a quantity of data packets received, a quantity of re-transmitied data

packets received, and round trip times of data packets.

17.  The computer-readable storage medium of Claim 15, wherein the cluster
associated with the client comprises a geographic location to which an IP address of the

client is mapped.

18.  The computer-readable storage medium of Claim 16, wherein the geographic

location is a city.

19. The computer-readable storage medium of Claim 16, wherein the geographic

location is a country.

20.  The computer-readable storage medium of Claim 15, wherein the cluster
associated with the client comprises an autonomous system number to which an IP

address of the client is associated.

21.  The computer-readable storage medium of Claim 15, wherein the connection data

is recetved from the plurality of servers continuously,



WO 2009/ 151739PCT/ US2009/ 038969 22. The conput er -readabl e st orage medi um of
Cl ai m 16, wherein _aggregated connection data further conprises an

application that the server provides.
WO 2009/151739 PCT/US2009/038969

22, The computer-readable storage medium of Claim 16, wherein aggregated

connection data further comprises an application that the server provides.
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