A SECURE MEDI A STORAGE DEVI CE AND METHOD OF SECURI NG
MEDI A STORAGE DEVI CES The present invention relates to
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medi a on a storage device. The invention has

particul ar application, but not exclusive application,

to securing images provided by a digital still canera

and a digital surveillance canera w t hout skgplflcant

ch&n SECURE: MEDIAc I§TORAGE DEVIGE, AP METHOLS SECURING MEDIA
Background of the InventgpprAde viskcef forgery on

digital nedia content such as inages and video is
exacerbated by the proliferation of advanced editing
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the storage c s into the wong hands, This
medhgitad styhif gRmERAcARdaANBLOtFAL nPPRUPI{LAgRce camera

pPh@i eAbaRNsigni PechhdechRhhgkndb €RpYyaethlBatturel 8f those
taken fromhis or her canera at a particular day and

ti #8ViCPR-addition, enmerging real-tine video stream ng
for instant nedia access on the Internet al so poses a

big oblen1 T etgdv nt,ade; af, sending a | ower volune
of—3§kg—ﬁgﬂ—P+ﬁe—uﬁri—aerﬁss—a etwork (bit-rate)
usThg WREE ¢fsfamdery PBH QFGR&aﬂomFﬁéﬁtCaﬁﬁeﬁﬁrééfhoﬁs

dlghgag thapvgagbamsr@§HEEEBQtéH gl fEh%UbEb&iﬂéiatlon of
owner o denti fication. Cryptography geen wi del

knéﬂﬁaa§e§ @éﬁylﬁsp§P§FW§EﬁewghﬁoﬂlﬁﬁﬁF cFFﬁ&adF ¥ﬁﬁmat1°n
mMikhhw¥edisa rdatidingowavehe storage media card, is not

protected and basically openly at risk for illegal

tampering after being captured by the imaging devices. For
example, digital images can be easily tampered with if the
storage card falls into the wrong hands. This means the
rightful owner cannot claim that the photograph is the
true original copy or that it is taken from his or her

camera at a particular day and time.

In addition, emerging real-time video streaming for
instant media access on the Internet also poses a big
problem. The advantage of sending a lower volume of data
per time unit across a network (bit-rate), using MPEG-4
standard is prone to theft and piracy of digital video

media, resulting in difficulties in owner identification.

Cryptography has been widely known as a very popular
scheme for protecting digital multimedia data. However,
these traditional protection mechanisms, such as
encryption, are no longer sufficient because when the
digital content is decrypted, protection offered by

encryption no longer exists. In recent years, from the



these traditional protection mechanisms , such as

encryption, are no |onger sufficient because when the
wdizginiiadsieont ent i s decrypted, protection of f epewsbgo07/000152

encryption no |longer exists . In recent years , from

t hevi ewpoi nt of protecting thecopyright of digitized

mul ti medi a data such as i nmagé &nd vi deo, the digital

wat er mar k t echnol ogy has been investigated as a
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is first created.

In

20 To solve this problem, there are a few ways that such
security algorithms can be employed on existing imaging
devices. A commonly used method is to integrate the
security algorithms, in the form of a firmware, into an
existing imaging device’s firmware, which could reside on

25 an intelligent programmable device such as ARM (Advanced
RISC Machine) or a DSP (Digital Signal Processor) core. In
the case of a digital camera, the security algorithms can
be integrated into the firmware, just after an image has
been processed by the hardware accelerator engines on the

30 digital camera, such as CCD processing and AE/AF/DWB

processing, and before it has been saved onto the storage

card.

Another technique is to design the security algorithms in
35 the form of a hardware ASIC (Application-Specific
Integrated Circuit) chip and integrate it into existing

imaging devices’ hardware architecture. This chip would be



been processed by the hardware accel erator engines on
the digital canera, such as CCD processing and
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onto the storage card. Another technique is to design
the security algorithms in the,formof a hardware ASIC
(Application-Specific Int egrat%d Crcuit) chip and
integrate it into existing inmagi ng devices' hardware
aragetaadirias Thi ke gy vwther amePrLes ik B
other it}?gf Waff£Ngi nes in the imagi ng device .

I—Iovvevger, in many cases, it is not an easy task to

enpl oy the above-nenti oned schenmes into existing
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Theediien f infrareation: heheragrFy YctFELrMBREESF so be

reduced at the expense of the security algorithns such

as digital watermarkjng and/or cryptogra schenes, ..

3 3) These Befe 85 A9% EGRL 6N c\%ﬁ%’lg&sr 5%%1 ¥nalyn @ Hplicate the

limted chaiteansfl 'sdhidRidtoatd aelsidgeyicdesheorimaging

consumers,, as they.are typically v ] zed.

Summary oFSRE Sy r?tilé:n)ﬁhrén%gbﬁ)ée&qz}atﬁgq%?n'venti_on

i s2) 0 provihee pexforinencen o findthieodmadisly srstiampight also

above dr ayRaGerycel1Gd MARNIORATY J2° 3 ddduigy de

in a secure nmedia storage device for an im ing

devi ce, C@@gqnﬁqhys such as digital watermarking and/or
cryptography schemes.

3) These types of integration would result in a

limited choice of “authentication” devices for

consumers, as they are typically very customized.

Summary of the Invention

The object of the invention is to provide a device and

method which overcomes the above drawbacks.

The invention may be said to reside in a secure media
storage device for an imaging device, comprising:

an interface for receiving digital data;

a memory for storing the digital data and for
allowing read out of the digital data; and

a security layer integrated onto the storage
device for embedding security data onto the digital data
to enable verification of the integrity of the digital
data.

In an embodiment, the interface is adapted to receive
digital data captured by an imaging device whereby the

digital data can be read out of the memory to provide an



an interface for receiving digital data; a menory for
storing the digital data and for allow ng read out of
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the storage device for enbedding security data onto
the digital data to enable verjfication of the
integrity of the digital data. "I n an enbodi nent, the
interface is adapted to receive digital data captu ed
byimeage rangd rcheleit eronhier by R HIRFS aFARR ¥Rt
read out of the menory to provide aninmage and the
|ntegr|t of _the image can bgﬁver|f|ed T
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The interface for receiving digital data captured by the
imaging device may be a standard memory card interfaces
such as CF, SD, MMC or a SATA interface, which appears on
2.5 inch hard disk. The interface may also be a USB
interface or any other possible interfaces to the imaging

device, including a wireless interface.

Preferably the security layer comprises a device for

implementing a security algorithm.
The security algorithm may be digital watermarking.

The security data may be comprised of one or more of an
media device identification, a time stamp and a date

stamp.

The security algorithm may also comprise a cryptographic

algorithm.

The cryptography algorithm may comprise a digital



device, including a wireless interface. Preferably the
security layer conprises a device for inplenmenting a

weeawrBesiéal gori thm The security al gorithm mapCbsG2007/000152

digital watermarking. The security data nay be

conpri sed of one or nore of ancgnedia device

identification, a tinme stanp and a date stanmp. The

security algorithm nmay al so conprise a cryptographi

al sfognia e FHegR e gr B S F Hot FY Hed FiRsE ?ﬁeaﬁm

di g Sl Nt S @bgodigber Jhgoseentii ty al gorithm may

al so conpri se a nessage digest algorithm Oher forns

of security algorithnms may al so be used. In one

ek refbrnd dheséawenty oalgdel tenoryay oapspsbe nsed.

flash nenory controlled by a nmenory controller . The

nmenory need not be specifically flash but any forns of

nﬁnmrqnefgmbedffmm@ of athaghevértionr bhe HeWPEH SpERrises a

as j (E=1V) [ i
ffa%%gg%ﬁ%%¥ ?ﬁgtgbﬁfe@ b§VEMmEnSLY | doptabe18kskThéNmemory

oné e ~device for inplenmenting the
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Theodi gki@b18| URahagRe 0L g0sLbhayEryedDtmr saehhashang .5 inch

part of the digital data,t ovi de.a fingerprint and
10 ent?®yi AySHr PTafERed ﬂ%?@p?#ﬁﬁesglaﬁat the entire

S|gnaturE fornms part of a watermark bit stream

ma{ernar ed onto e. fLgj a . wat :

i sTReBPYp ?§§m3%guEﬁ%caég%cgok?ﬁelﬂg%?m%?gé agﬁggggcurlty

fiabgopithmn cempuipesed secundtiaSANErAdePHrint of the

digital data to determ ne whether the image is valid

or has been tanpered with and is therefore invalid, .
15 ThBhendeaitah SLPPRERGRt ALEOPLEHPIBEYCAPEFtEF h@&?&ng part

of the digital data to provide a fingerprint and employing

private key encryption so that the entire signature forms
part of a watermark bit stream watermarked onto the

digital data. Thus, the watermark is decrypted by a

20 public key so the decrypted hashed fingerprint is compared

to the hash fingerprint of the digital data to determine
whether the image is valid or has been tampered with and

is therefore invalid.

25 The invention still further provides a digital media
device having a secure media storage device as described

above, for example a digital imaging device.

The invention may also be said to reside in a method of
30 securing digital data, comprising:
receiving digital data onto a storage device;
storing the digital data on the storage device
and allowing readout of the digital data; and
providing a security layer integrated onto the
35 storage device to embed security data onto the digital
data to enable verification of the integrity of the
digital data.



device having a secure nedia storage device as
descri bed above, for exanple a digital inaging device.
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of securing digital data, conprising: receiving
digital data onto a storage deyice; storing the
digital data on the storage aeéiEe and al | owi ng
readout of the digital data; and providing a security
| ayer integrated onto the storage device to enbed

sasi#d Yarta) et Qoddies € d dydr dedrpt Ds&Padl Security
verification of the integrity of the digital data .o -
FW%#QS%&ﬁEmthe security layer conprises a security
aI?orlthE] Thelsecurity algorithmmay be a digital

wat er mar ki ng, a rith The securi :

{ B (TROGFEGD COVRTLEIR e Tedt oYgtFhE ARLEEREEking
| delgoficlabi on and time and date stanp. The security
al gorithm may al so conprise a cryptographic al gorithm
The cryptographic algorithmmay be a digital si naLure

al Hoz | seemphty ofaba npelagked e Ry oFFPHM cefgéﬁ ing of

f %é@igf ASPENE | LRt 981 b4 BISN NAYd at Sifle Dendsadtel tamp.
enbodi ment of the invention the nenory conprises a

flash nenory controlled by a nmenory controller. The
NENRE Vs 86681 BPt aDgospernfmapl 4Ysb| ashpbiseanyckyphegsaphic

menpry, . whi ch includes the nenory that sits on a 2 .5
|n€ﬂg%ﬁigﬂﬂrsk or even latest Solid State disk. In one

speci fic enbodi ment, the security algorithm my
fu&ﬁge£r§899&£§§h§cdégbgﬁktﬁhgﬂ§§u58 al 495k ktAmM signature
algorithm and/or a message digest algorithm.

Other forms of security algorithms may also be used.

In one embodiment of the invention the memory comprises a
flash memory controlled by a memory controller. The memory
need not be specifically flash but any forms of memory,
which includes the memory that sits on a 2.5 inch hard

disk or even latest Solid State disk.

In one specific embodiment, the security algorithm may

further comprise a digital signature algorithm.

The digital signature algorithm may comprise hashing part
of the digital data to provide a fingerprint and employs
private key encryption so that the entire signature forms
part of a watermark bit stream watermarked onto the
digital data. Thus, the watermark is decrypted by a
public key so the decrypted hashed fingerprint is compared
to the hash fingerprint of the digital data to determine
whether the image is valid or has been tampered with and

is therefore invalid.



The digital signature algorithmnay conprise hashing
part of the digital data to provide a fingerprint and
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signature fornms part of a watermark bit stream

wat er mar ked onto the digital _data. Thus, the watermark

is decrypted by a public key soO the decrypted hashed
fingerprint is conpared to the hash fingerprint of the
diBpief Dusscripkinm fthe aWNds he i mage is valid
‘“P{Hﬁ% S éﬁﬂgﬁiﬁghﬂﬁtgffﬂKE|ih¢éﬁ¥f5ﬁ”ﬁhll be described,

i nv rief Description of_the Dr VVI s Preferred
erBib 3RS S i WEHR i THESFTICDEY ‘?l?)%‘ﬁom%an%ng
of g AN £, 1M dit d1ef erence to t he acconpanyl ng

drawi ngs in ich : :
illustrati anh S olr elcoucr]Tty 3% ﬁnl gue: gil:ffneg 7 prior
| Sadt k&émk:;ﬂtlagtmhmﬁqm i magi ng devi ce having a

secur e medi (?Sc_:{ &8 fdevd %.cﬁ:ﬁ@q{lcgd‘}%rﬂ GO Nen :|.mag:|.ng device

enmbodi nent invention ; Figure a diagra
| | hastnats ngem«fm@a\mfst%a%e %’@’ec%e%‘i’ﬁ%rﬁ?‘n& Hargne

: &?Hrﬁeétléfat@é ockvehegsam i | lustrating how
d| grt

al”"signaf ur es are used. in on odi nt of
i nvention ; FAgwEe 3 1% 3 ‘g’r ’sﬁ;b wobfflow of

\élefhilf:jg&tggeld?ﬁi@dldde‘i@uﬁeUSﬁr . Fi gure 6 is a

ocC |agr of a USB to n e; v

chart. Det ai ’e%mfﬁs‘grlptllc}’ﬁfd cﬂ";%r eF lll%étéaé'{lq&l how
Endtbgli beht siFhgtueesd akéussedtbr ongresbodinesgcafi the
technlr%lle gs described above which has a CCD nodul e

inyve
10, proceéS|ng
Figure 5 is a drawing showing how verification is

provided to a user.
Figure 6 is a block diagram of a USB token; and

Figure 7 is a flow chart.

Detailed Description of the Preferred Embodiments

Figure 1 illustrates a prior art security technique as
described above which has a CCD module 10, a processing
section 12 for processing data captured by the CCD module,
AE/AF/AWB processing module 14, a memory controller 16 and
a memory card 20. A processor 22 is provided for
controlling the modules 12, 14 and 16 and also an internal
memory 24 and an image codec 26. In this device, security
algorithms in the form of firmware are integrated into the
device firmware. The security algorithms can be
integrated into the firmware just after an image has been
processed by the hardware accelerator engines in the
module 14 and before it has been saved on the memory card

20.

Figure 2 shows an embodiment of the invention incorporated
into an image device 30 which may be a digital camera,

digital video camera, or the like. The device 30 includes



section 12 for processing data captured by the CCD
nmodul e, AE/ AF/ A\B processing nodul e 14, a nenory
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provided for controlling the nodules 12, 14 and 16 and
al so an internal menory 24 andgan image codec 26. In
ghls devi ce, security algorithns in the form of

i rmnvare are i@;ﬁ%%?ted into the device firma
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{ N6, SULEI PN, RS CIRTER L1 404 [ 18c 850 Comt tié ngad,

processihg the_ | mage and a secure nedi a dgyi ce. 34
e e e ey 14168 GO R S (PTRIY LT 03 SRR omme

359 géﬁufﬁg} cli&{sﬁqui\l%léf | feli eddddi)g celial, dbghball thage data
ivers er i u USB), t o I
t r%t‘t’ﬁﬁf‘bo‘?féna??/ ‘F%’ng? %r is%lé)e a’h%t?re a%:g% S:Q% uIFQ? hlgJe aff
g!@sallbnmmt@mws oo t tiee ctmaige t dget¢rer 30 apdathat
iQit securit o] i o] a [
cFreBiass Phridald MsISRy BRcdbrdpes MEnTaB e OB, MiC,

orusheoran dwBdelase imterfaee- 35 may be any possible
interfaces to the inmage device 30 and that includes

S Riaeres PROVF! BBCRPRELP CMSTERIRN 4f EhEnprEuI Mebia

wogkihogy of bheiberuastdbdaptined By. thegimapidgt device is

Cégggéfgegyb§h§nlEgggggaggvhsetgsthe security controller 42
for storage in a flash memory 44 under the control of a
memory controller 46. The security controller verifies
the imaging device 30 as an authorised imaging device and
will then secure the digital data using the onboard
security algorithms within the security controller 42 and

save the secured digital data in the flash memory 44.

Figure 6 shows an example workflow of a Secure USB token
634. The security controller 642 verifies the imaging
device 30 as an authorized imaging device. It then reads
the digital data residing inside the imaging device and
secures the digital data using the onboard security
algorithms within the security controller 642. The memory
controller 646 then saves the secured digital data in the

flash memory 644.

The security algorithms used by the controller 42 may
include robust digital watermarking which could include
details such as the imaging devices ID, time and date

stamp to provide ownership at a later date, cryptography



provided by an interface 40 to the security controller
42 for storage in a flash nenory 44 under the contro
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verifies the imging device 30 as an authorised
i magi ng device and will then_sgcure the digital data
usi ng the onboard security algorithnms within the

security controller 42 and save the secured djgita
dasehemeshauehadf AdgbEplaaigngFyhee esﬁowgubg key

gégﬁ?ffsﬂQﬁE?ﬁQF?05n%4§&§§é§?U@Bgéékeﬁcﬁaﬁes ¢hployed as

ri controll e verli h 0
cofaneilerarteBnatha th caaurathpl GipiRd1 dolRhhEead
dleutnéndﬁbadbesadyngth93|ﬂernheflﬁagungtdeaﬂgeraﬁhm capable
secures the

alagrf?ﬁﬁflﬁglghga ﬁggkgluébﬂgehgeoﬁngﬁér@a§@9§ﬁ'ty

security controller 642 he
menory controller 646 then saves the secured digital

dakgbggtt EStEB:ﬁ\éQkEB&DE)é 68441 gndhe tseaiithistadlig akictilden tal
use e controllér 42 nmay |nclgge rob t di,gi t al

maagdnﬁﬁkpﬁgouﬁuéﬁtésEFdSPﬁB|aae°8 §hits 8ﬁa§ “Frie
'naghﬁgegglbﬁesfhmtekhﬁg aﬁd d&bppihgnp o pdaiitden, the use

| at t
S B o e gHE05, ARSI RATHE S s s
andhaﬁgsagadélgesmhecHega&aénpboyeuta§tbma$qu the card 34.

wat er marks to ensure the digital content is authentic,

or any other form of security aI orlthn1capable of
sefor Engthee degursl thenvaterdi hpo gt tal

%EEHQE%EQQaﬁ%o@%&h&@e@thdebhih@@&p@i&ﬁéﬂﬁEﬂFdﬁNéxample,

I €l ous attacks such_as content .alterati

cofr 84gidRL PRtPe MPAGha k@ TBSofR 2% Lgadid B prgfgcted,
US 2adk Blfagdlﬂeg‘ deaiaerlh@mm theisheids td dbteria lasirgerprint,
e._an the.dj |taI
}lé&(ig yf é)ﬁlﬁf&t sec e ch]: Wa glptrgaﬁ{(qﬂxé}ﬁltc!’?clon.
aIQMElbmmlnégyﬂgﬂature would form part of the watermark bit

stream which would be watermarked onto the digital data

stored onto the flash memory 44.

Figure 4 is a block diagram showing how the digital
signatures are employed to protect the digital data. Part
of the data which is hashed at step 401 is encrypted at
step 402 from the digital data represented at block 403.
The encrypted data is watermarked at step 404. The same
fingerprint is obtained at step 404 and the encrypted
fingerprint at step 402 is decrypted at step 406 to
determine if the hashed fingerprint at step 405 and the
decrypted hashed fingerprint at step 406 are equal as per
step 407. If so, the data is valid and has not been

compromised. If not, the data is invalid and has been

compromised.

When an image is displayed which has been secured in
accordance with the preferred embodiment of the invention,

a window may open or box may be displayed which verifies



signature algorithms could be incorporated. For
exanple, if digital data which forns an image is to be

wonrai7asedad, part of the data is first hashed tacolsGan 000152
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a fingerprint, followed by private key encryption for
authentication . The entire sigpature would form part
oftthehvvagerrmrk bit stream which woul d be wat er mar ked
onto the digital data stored onto the flash nmenory 44. .
Fithate the simage geks R ReRR FERRFROW T W a7 gi Farvs 7
SiGNAlLE 65, arfoLnPkaysTe | ot cdEsplapeonli gi dagital acanera 30
Part™ of the data 1\_'/\,hl ch is hashed at step 401 LSindicat
erfdY pTERPLY R EPEIEBATS ofr T het &7 G 24l da‘?lg\ chindlcates

I epi L5 et dimigd| hak WO Whtermarkedecandagprovide the

wat er mar ked at st 404, ; Th fi L8t £5Sindi
ooharhen feeErel 9B5¢ Lt (RS NER p QREpRALD roRindicate
st el d0ghé sinege ypeednat Beep BaBPeE@eternine if the
Easﬂeg ]1:! ngerprint at step 405 and the decrypted

ashe i ngerprint at step 406 are ual a er, st .
40This fmghodhd0fals PETATS 6odntANELSREE Beon® SSCUTLEY
Cofpyep $80prbingl, ohhe debpage devated7and hhdgbhted data

conpr om sed . en.an_inmage i g displ d t.ch 4k

bet# E%E‘E?"éﬁdi %‘Qag%}‘sra%ﬂiggﬁ ?ﬁv%ﬁg 2?§f e\rl\‘rﬂel% digital data

enbsgségﬁtedfwibh angentirbhy algpriithmnddOopad 6toped 740 in

ma e_di ayed [ Lf hest hat t e Nebi i

relaSCafpBREae chd Shofyy besine, [he bangehasarBone 4o

extipee, thheseruppdy dakaaisi gredl 7eAnEram3sifay FOTRMS deVice

a WRhLeLaR: kixar fsocaki @Re3diyhitah dadkcates that the

i mge has been waternarked and provide the

identification date and tinme and a nessage to indicate

t hehet h‘lﬁp_[l.@ﬁgﬁ_th&ioﬁobfbehé teppelicy. fEatanest load thg) storage

is symmarised in. Eiqure 7 A_S L l.ayer. i . ;

erﬁ agddgﬁlgesﬁ&}g g &gep%gsilgg%spg%fg%¥ag?gi the imaging
device. Only minor firmware updates would be envisaged

and necessary on the imaging device. More importantly,
the overall performance of the image device would not be
affected by the securing of the data in accordance with
the preferred embodiments of the invention. This
additional security feature on a storage media card would
provide trusted and reliable evidence for many law
enforcement applications such as police investigations of
a crime, accident insurance claims, digital content

distribution and proof of ownership.

Since modifications within the spirit and scope of the
invention may readily be effected by persons skilled
within the art, it is to be understood that this invention
is not limited to the particular embodiment described by

way of example hereinabove.

For example, the same technique can be applied to other
forms of media such as sound files. For example, the

technique could be used to verify recordings made with a



I's received at the storage device 720. The digital
data is secured with a security algorithm 730 and

weoeta7adisid0 i n the nenber of the storage devi ceCT/SE2007/000152
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sonme later point in time, the secured data is read 750
fromthe storage device and vejified 760 as the
digital data. The inplenentation of the security
features_on the storage nedi a devi ce all ows sean ess

i rdegt 521 oFeRPYALIRBeIPKEGR ng devi ce. Only ni nor
firmvare updates woul d be envi saged and necessary on

the i i devic e 0 ntlYenkh

pePFo i‘)’f‘stﬁglcﬁ/g%oj'%ggl c}éav\%hl ﬁrggga? #’ gct ed

bydéhersptmcnngfothehendanalon,ae&gﬁﬁanvbeﬁptﬁh?héonteXt
ge%ﬁg.gg egpﬂgkﬁggsdﬁé Lbeckpyenki QQngIHb& or necessary

security feafure on a storagé media card
moumﬁlp¢GVFdertFbgtEéréanP@PFéEFere?ngﬁEéaF&Pnﬁaﬁﬁc as

| aw.gpb05 cgge nBrapEBinﬁﬂﬁ.bQﬂ§”$ u QE aseflo |:|.hC an inclusive
i nvestigations of dent in nc%tgt%

, E?@??al1c8nt§ﬁtsBF?PFVbﬁP?oﬁrﬁﬁﬁnﬁ?OS 3 ownersﬁﬂgeatures

. Bhcaowndbf peatilade whehpresbeceppri addidiovopd @ﬂrther

the invention may.readi cted

SKEPPEHERF: A RRACRE: nbpSfnEhber bl it ERkSaen

this invention is not limted to the particul ar

enbodi ment descri bed by way of exanpl e herei nabove .

For exanple, the same technique can be applied to

ot her forns of nedia such as sound files . For exanple
the techni que could be used to verify recordings

made with adigital recording device . In the clains

which follow and in the preceding description of the

I nvention, except where the context requires otherw se

due to express | anguage or necessary inplication, the

word "conprise”, or variations such as




"conprises" or "conprising”, is used in an inclusive
sense, i.e. to specify the presence of the stated

woeaiuBedsbut not to preclude the presence or addiSGe@r/000152
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of further features in various enbodi ments of the

i nvention . A SECURE MEDI A STORAGE DEVI CE AND METHOD OF
SECURI NG MEDI A STORAGE DEVI CES"CLAIMS 1 . A secure

nmedi a storage device for an inaging device,

CORpPSECURY: MERIANSEPRACE PEVIQEPANg METHPPAQE|SE§UBINQ MEDIA
menory for storing the(gmbggdgchﬁvmezm f or al | ow ng

read out of the digital data; and a security |ayer
integrated onto the storage device for enbeddi ng

security data onto t he dlglteLAmuBa to enable

verification of th nt | ]
A secure TR SIP% € %e %gsv{': alﬁée%ll%ﬁ Jé!gﬁéflrﬁnmizfleVlce'

gh?m@fﬁfimgégterface i's adapted to receive digital

ata capture [ r atal
data can be rea%ng%tfg?gtﬂgrgg%%§§VMm§ fg%?tagaghg :

and the integrhegory £pE FHRAFENZa ? at3 an% for

S i&ghfﬁgl§e§&05§geoﬂeﬂh§edﬂ§1ﬁéﬂlﬂaﬂatnanﬂaln11 or

cIa m wh h
dev:ce f or |§L§%§%%f§¥; %yétg%?#?é %hgeéﬂg sforage

aﬁ&éﬁﬁcaﬁﬂbﬁ émbédgﬁndeyeceraSYcdataedntﬂ §halﬁﬂgltal data
erein the secur of ft [ a
maF%rﬁ%???ﬁgvﬁfgorl¥ﬁ g5£¥ gﬁ%egﬁgggﬁgg?abgtgFggglgltal
degata.as clained in any one of clains 1 to 4,

mhereln the security data is conprised of one or nore

of :
2. A secure media storage device as claimed in claim 1,

wherein the interface is adapted to receive digital data
captured by an imaging device whereby the digital data can
be read out of the memory to provide an image and the

integrity of the image can be verified.

3. A secure media storage device as claimed in c¢laim 1 or
claim 2, wherein the security layer comprises a device for

implementing a security algorithm.

4. A secure media storage device as claimed in claim 3,

wherein the security algorithm is a digital watermarking

algorithm.

5. A secure media storage device as claimed in any one of
claims 1 to 4, wherein the security data is comprised of
one or more of:

a media device identification;

a time stamp; and

a date stamp.
6. A security media storage device as claimed in any one
of claims 3 to 5, wherein the security algorithm comprises

a cryptographic algorithm.



a nedia device identification; a time stanp; and a
date stanp . 6 . A security nedia storage device as

wobheinmeesisn any one of clains 3 to 5, wherei nPCISG2007/000152
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security algorithmconprises a cryptographic

algorithm?7 . A security nedi §sstorage device as

clainmed in claim6, wherein the crypt ographi c
aljgg(r:mpﬁhtr%g%r%sesadl ital %g%%%% orintlehénln cla:.m6

|nan

‘ﬁwﬂéﬁéiﬁiﬁhéCbﬁ&ptdﬁwﬂﬁhibtiEngIthmtqom@§F$e$hqqdlgltal
conpri ses %2’%?% di gest algorithm 9 . A security

metft "o"?eo\ as claimed in any one of clains 1
to 8 , wherein the device for inplenmenting the

SS&““ Ly &l 5 % Iecﬁ?r | S5 g SRGHdd Ya§c)£iéﬁhé&r1n any one

A $e&itT a storage device as clajne
clef eBaimawbresd n7 ¢ Heherein i 9 aFEH TR %i)‘?r‘BF?'gg@ gomprises

di git INQ &k S ah DQbLibwm . t he digital signature
al gor% %con‘pérr%m ng hashing part of the digital data

to provide a fingerprint and enpl oying private key
eng! yptAd (e&ori fintmédita entoraysidmat e ead orhaipadtinfany one

: K in e
@ BUSLIBLK BiLooh! CRRLYEL ST PRLKAL 90LOELDCslbTbhahting th

evi Ce conprising a secure
nedeausibyagbgdeuthe aempraSﬁedalﬁeaﬁyléﬁeCSPtEPéFﬁE 1

to 10 . 12 . A digital nedia deV|ce as cl ai ned |n

claim 1l conprising a digital inagi deVICf 1 3,
nmelfod Afseeerttngnedirt aFormga, IRBhp?i 27 nG- ai’&%%u i'zf‘nﬁ aim

d'ghééélgaEﬁeoBéeuﬂlﬁyoéﬂgerﬂEHmCGQm§EQEEBgatH&gltal
digital data on the stor

vice and_al |l ow
reﬁHGBPtBFetﬁégarg thay, aggadlghaaf signature Qggorlthm
comprising hashing part of the digital data to provide a

fingerprint and employing private key encryption so that
the entire signature forms part of a watermark bit stream

watermarked onto the digital data.

11. A digital media device comprising a secure media

storage device as claimed in any one of claims 1 to 10.

12. A digital media device as claimed in claim 11

comprising a digital imaging device.

13. A method of securing digital data, comprising:
receiving digital data onto a storage device;
storing the digital data on the storage device

and allowing readout of the digital data; and
providing a security layer integrated onto the

storage device to embed security data onto the digital
data to enable verification of the integrity of the
digital data.



providing a security |layer integrated onto the storage
device to enbed security data onto the digital data to

weneliedsieri fication of the integrity of the degirisakoo7/000152
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data .14. A nmethod as clainmed in claim 13, conprising
receiving data captured by a digital inmagery device
wher eby an i mage produced fromthe digital data may be
verified. 15 . A nethod as clai.ned i,n, cl aim13 .
cl m P4 methed &sh ahdmest ¢ t‘i}a}’ﬁ‘yé‘{’l‘ 'COPPE rslessf'g{ag receiving
Segdid toagl@nsd thn a Idig#eaketimabasy odavies Wimexehy nan image
15, wherejn_the securijt) rit ' Lo

vvzi?"e‘?‘?‘?‘h‘i?é rﬁr%f?g%ﬁt%’rﬁ%i# TRt c}bs%é’sl ‘2%%+%re%dl’n any

one of clainms 13 to 16, wherein the security data is

e iiel e A e LT D Plin TIBH 4 ACH C@laim 14, wherein
[ tifrcation, a time stanp; and a date st .. 18. A
methedsesuel by nbaven ePBPFtISS %%?%?ﬁlFﬂeaiggﬁ?%'

al gorithm conprises a cryptographic algorithm 19. A

nmet hod as clained in cJaiml5, wh int . .
ATy ) A 13 SLA (4 ST b TG L A8

A ge4bpdrims £kakneigitallehteddarkiegeahgohdthngit al
signature al gorithm conprises hashing part of the

digital data to provide a fingerprint and enpl oys

privat ea keytleod ryptcbamimed t Hatanheont PF eckr st HPete 18,

f t . d mor £:
tEQH%F§?§arﬁ%agg$ﬁ£§Ega&§tQ'isSEBﬁﬁﬂigaaebﬂabhe o@Nindre o

a media device identification;
a time stamp; and

a date stamp.

18. A method as claimed in claim 15, wherein the security

algorithm comprises a cryptographic algorithm.

19. A method as claimed in claim 15, wherein the security

algorithm comprises a digital signature algorithm.

20. A method as claimed in claim 19, wherein the digital
signature algorithm comprises hashing part of the digital
data to provide a fingerprint and employs private key
encryption so that the entire signature forms part of a

watermark bit stream watermarked onto the digital data.



