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Claims

1. A computer-implemented method of secure communications for a sender
device comprising:

encapsulating or encrypting a message using a post-quantum cryptographic
algorithm and quantum key (QK) material derived from QK distribution with a receiver device,
wherein encapsulating or encrypting the message includes encoding the message using a
published public key to generate a codeword, and encoding the codeword using the QK
material to generate a QK codeword, wherein the published public key is published by the
receiver device;

adding noise to the encapsulated or encrypted message; and

sending the noisy encapsulated or encrypted message to the receiver device.

2. The computer-implemented method of claim 1, further comprising generating

the message as a random message M of length L using a random source.

3. The computer-implemented method of claim 1, wherein encapsulating or
encrypting the message includes generating the QK codeword by using the QK material to

compute an exclusive-OR (XOR) of the QK material with the codeword.

4, The computer-implemented method of claim 3,

wherein adding noise to the encapsulated or encrypted message includes generating
a ciphertext, wherein a portion of the ciphertext is generated by corrupting or flipping random
bits of the QK codeword; and

wherein sending the noisy encapsulated or encrypted message to the receiver device

includes sending the cipihertext to the receiver device.

5. A computer-implemented method of secure communications for a receiver
device comprising:

receiving a noisy encapsulated or encrypted message from a sender device, the
noisy encapsulated or encrypted message having been encapsulated or encrypted using a
post-quantum cryptographic algorithm and quantum key (QK) material derived from QK
distribution with the sender device;

decapsulating or decrypting the received message using the corresponding QK used
by the sender device;

decapsulating or decrypting the QK decapsulated or decrypted message using the
corresponding post-quantum cryptographic algorithm used by the sender; and

outputting the message for use by the receiver device;
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wherein the method further comprises choosing a secret and publishing a public key,
wherein the received message comprises a codeword, wherein the codeword is

generated by encoding the message using the published public key.

6. The computer-implemented method of claim 5, wherein the received
message is a noisy encapsulated or encrypted random message M of length L generated by

the sending device using a random source.

7. The computer-implemented method of claim 5, wherein the received
message comprises a ciphertext wherein a portion of the ciphertext is generated by corrupting
or flipping random bits of a QK codeword, wherein the QK codeword is generated by using
the quantum key material to compute an exclusive-OR, XOR, of the QK material with the

codeword.

8. The computer-implemented method of claim 7,

wherein receiving the noisy encapsulated or encrypted message includes receiving
the ciphertext from the sender device;

wherein decapsulating or decrypting the received message using the corresponding
QK used by the sender device includes decapsulating or decrypting the portion of the
ciphertext using the QK material; and

wherein decapsulating or decrypting the QK-decrypted message using the
corresponding post-quantum cryptographic algorithm includes further decapsulating

decrypting the portion of the ciphertext using the post-quantum cryptography algorithm.

9. The computer-implemented method of claim 8, further comprising:

generating a noisy codeword based on computing an exclusive-OR, XOR, of the QK
material with the portion of the ciphertext; and

decapsulating or decrypting the noisy codeword by applying an error decoding

algorithm to recover the encoded message.

10. A computer-implemented method of secure communication between a
sender device and receiver device comprising:

encapsulating or encrypting, by the sender device, a message using a post-quantum
cryptographic algorithm and quantum key material (QK) derived from QK distribution with the
receiver device;

adding noise, by the sender device, to the encapsulated or encrypted message; and
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sending, by the sender device, the noisy encapsulated/encrypted message to the
receiver device;

receiving, by the receiver device, the noisy encapsulated or encrypted message from
the sender device;

decapsulating or decrypting, by the receiver device, the received message using the
corresponding QK used by the sender device;

decapsulating or decrypting, by the receiver device, the QK- decapsulated/decrypted
message using the corresponding post-quantum cryptographic algorithm used by the sender;
and

outputting, by the receiver device, the message; wherein the method further
comprises choosing, by the receiver device, a secret; and

publishing, by the receiver device, a public key;

wherein encapsulating or encrypting the message includes encoding, by the sender
device, the message using the published public key to generate a codeword, and encoding,

by the sender device, the codeword using the QK material to generate a QK codeword.

11. The computer-implemented method of claim 10, further comprising
generating, by the sender device, the message as a random message M of length L using a

random source.

12. The computer-implemented method of claim 10, wherein encapsulating or
encrypting the message includes generating, by the sender device, the QK codeword by
using the quantum key material to compute an exclusive-OR, XOR, of the QK material with

the codeword.

13. The computer-implemented method of claim 12,

wherein adding noise to the encapsulated or encrypted message includes generating,
by the sender device, a ciphertext wherein a portion of the ciphertext is generated by
corrupting or flipping random bits of the QK codeword; and

wherein sending the noisy encapsulated or encrypted message to the receiver device

includes sending, by the sender device, the ciphertext to the receiver device.
14. The computer-implemented method of claim 13,

wherein receiving the noisy encapsulated or encrypted message includes receiving,

by the receiver device, the ciphertext from the sender device;
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wherein decapsulating or decrypting the received message using the corresponding
QK used by the sender device includes decapsulating or decrypting, by the receiver device,
the portion of the ciphertext using the QK material; and

wherein decapsulating or decrypting the QK- decapsulated or decrypted message
using the corresponding post-quantum cryptography algorithm includes further decapsulating
or decrypting, by the receiver device, the portion of the ciphertext, using the post-quantum

cryptography algorithm.

15. The computer-implemented method of claim 14, further comprising:

generating, by the receiver device, a noisy codeword based on computing an
exclusive OR, XOR, of the QK material with the received portion of the ciphertext; and

decapsulating or decrypting, by the receiver device, the noisy codeword by applying

an error decoding algorithm to recover the encoded message.

16. The computer-implemented method of claim 9 or 15 wherein the error

decoding algorithm is a medium density parity check code, MDPC, decoding algorithm.

17. The computer-implemented method according to any preceding claim
wherein the post-cryptographic algorithm is based on the bit-flipping key encapsulation, BIKE

post quantum key encapsulation, KEM, cryptographic algorithm.

18. A sender apparatus comprising:

a processor unit;

a memory unit; and

a communication interface,

wherein the processor unit is connected to the memory unit and the communication
interface, and

wherein the processor unit, memory unit and communication interface are adapted to
implement the computer-implemented method as claimed in any of claims 1 to 4 or claim 19

as dependent on any of claims 1 to 4.

19. A receiver apparatus comprising:

a processor unit;

a memory unit; and

a communication interface,

wherein the processor unit connected to the memory unit and the communication

interface, and
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wherein the processor unit, memory unit and communication interface are adapted to
implement the computer-implemented method as claimed in any of claims 5 to 9, or claim 16

as dependent on claim 9, or claim 17 as dependent on any of claims 5 to 9.

20. A system comprising:

a sender apparatus according to claim 18; and

a receiver apparatus according to claim 19;

wherein the sender apparatus and the receiver apparatus are configured to
communicate with each other according to the computer-implemented method of any of
claims 10 to 15, or claim 16 as dependent on claim 15, or claim 17 as dependent on any of

claims 10 to 15.

21. A computer-readable medium comprising computer code or instructions
stored thereon, which when executed on a processor or processors, causes the processor(s)

to perform the computer-implemented method according to any of claims 1 to 17.
22. A computer program product comprising instructions which, when the

program is executed by a computer or computers, cause the computer(s) to carry out the

method of any of claims 1 to 17.

22



