WO 2005/ 117342 PCT/ EP2004/ 050777 - 1 Method and system for content-based
billi-ng in IP networks The present invention relates to a nethod and a
system 5 for content-based billing in I P networks, where an IP node uses an
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al so being f § 3 new 8PERdAPdA T uEHS As SWRBEIPRS Gr 30 URRSY | TR} al i a.

I n order 100 ufiger spanddehe i 4f epaneel heteeern ausdend, reahbi ttheamdidthe | P
connection options e future, a . conparison iCth?% be drawn is the

of p
devel opment o r?%léﬁﬁon@ i AFe GF r §CATSY of M mbbi FRES rone of'%ur eyes
in the | ast tRehiys yeardsilelheTheediBedtoromonrledwitéds | pdepeadeatlw red ess

access to LA j , int rivate and Si ness sectors
(e.g. in airgﬁ? s%gn%ééﬁﬁégg.?ggf%§§$?ggi%#m$§§§E$?%ﬁ%9§?,n? %OVEiNB, based
on IF, for exanple, do not

15 The number of Internet users worldwide and hence the
amournt of information it provides has risen
exponentially in the last decade. Although the Internet
provides worldwide access to information, however, the
user does not normally have access to it until he has

20 arrived at a particular network access point, such as
in the office, in the school, at the university or at
home. The growing supply of IP-compatible appliances,
particularly mobile appliances, such as PDAs, mobile
radic telephones and laptops, is beginning to alter our

25 conception of the Internet. A similar transition from
fixed nodes in networks to more flexible requirements
as a result of increased mobility has only Jjust begun.
In mobile radio telephony, for example, this trend is
also being found in new standards such as WAP, GPRS or

30 UMTS, inter alia. In order to understand the difference
between current reality and the IP connection options
of the future, a comparison which may be drawn is the
development o©f telephony in the direction of mobility
in front of our eyes in the last twenty years. The need

35 for worldwide independent wireless access to LANs with
laptops, PDAs etc. in the private and business sectors
(e.g. in airports, towns etc., etc.) is immense.

However, the WLANs, bkased on IP, for example, do not



2 provide the service in the way it is produced with GSM GPRS, for

exanpl e, which would permt free roamng by the users. These services woul d
need to conprise not only security mechanisns as in the GSM GPRS but also 5
options for service authorization and for billing, i.e. assignment for the
service used etc. On the other hand, sugh-a service is not provided by

exi sting GSM GPRS operators either. Not just roam ng between various W.ANs
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such as | aptops, notebooks, PDAs (Personal D gita AssiStants) or nobile
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whi ch conprises a transmtter/receiver and also g control card (such as an
infrared (I RCHFBES o Now 4G ed{‘f’éﬁﬂf r 496 WaIEPAFapErs) SeafHé Sfdvant age
of such 1mopbidcamiodeshbésomdabposheplean bethovedskr eef ywiwtheBs LANs,

as 15 customary for mobile radio technology users.

There 1s therefore the need for providers which allow

cross-standard roaming between different WLAN service

providers and between WLAN service providers and
20 GSM/GPRS service providers.

Computer networks or local area networks {(LANs) usually
comprise what are known as nodes, which are connected
by means of physical media, such as coaxial cable,
25 twisted pairs or optical fiber cables. These LANs are
also called wired LANs (wired landline networks). In
recent years, wireless LANs have also become ever more
popular (e.g. through developments such as the AirPort
system from Apple Computers, Inc. etc.). Wireless LANs
30 are especially suited to linking mobile units (nodes),
such as laptops, notebooks, PDAs (Personal Digital
Assistants) or mobile radios, particularly mobile radio
telephones, with an appropriate interface into a local
area computer network. The mobile nodes have an adapter
35 which comprises a transmitter/receiver and also a
control card (such as an infrared (IR) adapter or low-
frequency radio wave adapters). The advantage of such
mobile nodes is that they can be moved freely within

the range of the wireless LAN. The mobile nodes either



the range of the wireless LAN. The nobil e nodes either 3 comunicate
directly with one another (peer-to-peer wreless LAN) or send their signal
to a base station which anplifies and/or forwards the signal. The base
stations may |ikew se conprise bridge functions. Using 5 such base stations
with bridge functions, known as access pornts (AP), the nobile nodes in the
wireless LAN can access a wired LAN. Typical network functions of an
access poi nt doxgtwde atreangitinadinlyy mesisdgesrier omnogme mobipee mage-pee ranot her ,
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information, dfodf %q%&k’?ﬁletr?o&é‘etép{?fl@pm%é ﬂﬂﬁe TE@r ph '1%a&“rrl%91%%~ APS
have what are known as g functions, e.g. based he | EEE st'andard

Std 802. 1D 30°f1990 A%dﬁa ot PEP1ar |Sdfgféf‘i0(831al7@ﬁf1(¥SA tnIfhé case
of such bridgediunctheas, i@ newHmbi he nede ipxa,heit wWekal egsudh/MN date
ypical |y negisher el Lngdn FEBC P erLng. Catatiasel. i Lhe A nose
AP conpatés timngtestdywdmon addrvesses rehAG rmddnessesthé Medibd 1Acerss: .Cont r ol
addr esses) ) W@' Tu%all 3 Ségrﬁﬂ%s are normally assoclated with one
access server, which monitors and manages the
authecrization of the mobile nodes, inter alia, using a
user database. The total area covered by an access
20 server's APs is called the hot spot. Mobile nodes
typlcally have a signal strength of between 100 mwatt
and one watt. To connect the wireless LAN to the wired
LAN, it 1s 1important for the AP to determine whether a
particular message ({information frame} on the network
25 is irtended for a node which is within the wired LAN or
within the wireless LAN, in order to forward this
information, if required, to the appropriate node. For
this purpose, APs have what are known as bridge
functions, e.g. based on the IEEE standard Std 802.1D-
30 1990 '"Media Access Control Bridge" (31-74 ff). In the
case of such bridge functions, a new mobile node in the
wireless LAN 1is typically registered in an FDB
(Filtering Database) in the AP in whose range the node
is situated. For each information frame on the LAN, the
35 AP compares the destination addresses (MAC addresses
{(Media Access Control addresses)}) which it has stored
in the FDB and sends, rejects or transmits the frame to
the wired LAN or to the wireless LAN.



in the FDB and sends, rejects or transmts the frame to the wired LAN or to
the wireless LAN. 4 In the case of nobile network use, existing |IP access
by applications on the nobile node should not be interrupted if the user
changes his location in the network. On the contrary, all connection and
interface 5 changes, e.g. in the event-offt a change in different hot spots,
particularly different networks (Ethernet, nobile radio network, WAN,
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nobi | e networK "access using 30 the Internet protocol (IP is that t e IF
protocol  whiltd¥ i §'a@§edaidﬁaﬁ‘ﬁlagersegﬁlaaeGse@nvvh%‘éaka%% GRS as 1F tddr esses
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associ ated 35'%i es%% i &ggnfig&g‘{dl%%%n:d%”iﬁna gvxﬁ?%-rgg%ﬁ &?‘r ; snan ner to
the way 1A whiirchndihiel d anslie mei nehwowkrks differ from the development
in mcbile radic technology, mentioned at the ocutset, in
varicus ways, however. The end points in mobile radio
are usually humans. In the case of mobile nodes,
however, computer applications can implement
20 interactions between other network subscribers without
any human acticn or intervention. Many examples of this
can »e found 1in airplanes, ships and automobiles. In
particular, mobile computing with Internet access
together with other applications, such as in
25 combination with position-finding appliances, such as
the satellite-based GPS (Global Positioning System),
may thus be appropriate.

One of the problems with mobile network access using
30 the Internet protocol (IP} 1is that the IP protocol
which is used in this regard uses what are known as IP
addresses (IP: Internet Protocol) for routing the data
packets from the source address to the destination
address in a network. These addresses are associated
35 with a fixed location in the network, 1in a similar
manner to the way in which the 1landline network's
telephone numbers are associated with a physical
socket. If the destination address for the data packets

is a mobile node, this means that for every change of



t el ephone nunbers are associated with a physical socket. If the destination
address for the data packets is a nobile node, this neans that for every
change of 5 network |location a new I P network address needs to be

al l ocated, which makes transparent, nobile access inpossible. These

probl ens have been solved by the nobil-esl P standard (I EFT RFC 2002, Cctober
1996) fromb5 the Internet Engineering Task Force {IETF) by virtue of the
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30
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optional, it dsvépcbe expediedorihait MOshr 802 1XdauthBentircaliy! snyhile support
RADI US. The | EEE 802. 1x protocol is what is known as a port- based

aut henticati dhi°protocol. It can be used in any
15

One of the most frequently used ©protocols for
authenticating a user 1in a wireless LAN is the open
source protocol IEEE 802.1x (in the current version
802.11) from the Institute of Electrical and
20 Electronics Engineers  Standards Association. IEEE
802.1x authentication allows authenticated access to
IEEE 802 media, such as Ethernet, Token Ring and/or
802.11 wireless LAN. The 802.11 protocol produces a 1
or 2 Mbps transmission in the 2.4 GHz band for wireless
25 LAN, 1i.e. for wireless, local area networks, using
either FHSS (Freguency Hopping Spread Spectrum) or DSSS
{(Direct Segquence Spread Spectrum). For authentication,
g02.1x supports EAP {(Extensible Authentication
Protocol) and TLS (Wireless Transport Layer Security}.
300 802.11 likewise supports RADIUS. Although the RADIUS
support in 802.1x is opticnal, it 1is to be expected
that most 802.1x authenticators will support RADIUS.
The IEEE 802.1x protocol 1s what is known as a port-
based authentication protocol. It can be used in any
35 environment in which a port, 1.e. an appliance
interface, can be determined. In the case of
authentication based on 802.1x, it 1s possible to
distinguish between three units: the appliance of the

user (supplicant/client), the authenticator and the



35 environnment in which a port, i.e. an appliance interface, can be

det erm ned.
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RADIUS authentication protocel and account system 1is
widespread for network units, such as routers, modem
servers, switches etc., and is used by most Internet
service providers (ISPs}). When a user dials up an ISP
he usually needs tc input a user name and a password.
The RADIUS server checks this information and
authcrizes the user for the ISP system. The reason for
the spread of RADIUS 1s, inter alia, that the network
units generally cannot handle a very large number of
network users which each have different authentication
information, since this would exceed the storage
capacity of the individual network units, for example.
RADIUS allows central management of a large number of
network users (addition and deletion of users etc.). By
way of example, ISPs (Internet Service Providers) have
this as a necessary prerequisite for their service,
since their number of users frequently comprises
several thousand to several ten thousand users. RADIUS
also produces a particular permanent protection against
hackers. The remote authentication of RADIUS based on
TACACS+ (Terminal Access Controller Access Control
System+) and  LDAP (Lightweight Directory  Access
Protocol} 1s relatively secure against hackers. By

contrast, many other remote authentication protocols



al so produces a particul ar permanent protection against 35 hackers. The
renot.e authentication of RADI US based on TACACS+ (Term nal Access

Control |l er Access Control Systemt) and LDAP (Lightweight Directory Access
Protocol) is relatively secure agai nst hackers. By contrast, many ot her
renote authentication protocols - 7 have enly intermttent, unsatisfactory
or even no protection against hacker attacks. Another advantage is that
RADI US i s curh®zwe | yonhe dénfacthdtstandar dnkartisfammbe yautdrentdwat i ang whi ch
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Aut hentication Protocol (EAP) fromthe |IETF. A conputer can use to
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of the CSI nogeth aschsensisot beoronputer's TCP/ I P 15 packets to the ISP's
server, which forns the interface to the Internet. In contrast to the

earlier SLIP protocol (Serial Line Internet Protocol), PPP operates in
more stabl e fEshi afcanrtheras ceredr Egeenedbilensauhent Exdenshblerotocol

Aut henti cati o otocol_is. a protocol _on a 20 very ,gen I vel i ch
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the case of cpmpuni gatiy8R,i FoM &LIESE NELYBT kS US| Nth EARe Aa4SET1 UES
wi rel ess conmnunication to request access to the wireless LAN 30 from an

access point ¥A§: Pfethy LOGndddh b F8RASt hBer &R tEccessTF1Ent or
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te the Internet. In contrast to the earlier SLIP
protceccol (Serial Line Internet Protocol}), PPP operates
in more stable fashion and has error corrections. The
Extersible Authentication Protocel is a protocol on a
20 very general level which supports the widest variety of
authentication methods, such as Token Cards, Kerberos
from Massachusetts Institute of Technology (MIT),
scratchlist passwords, certificates, public key
authentication and smartcards or what are Kknown as
25 integrated circuit cards (ICCs). IEEE 802.1x defines
the specifications for how EAP needs to be integrated
into the LAN frames. In the case of communication in
wireless networks wusing EAP, a user uses wireless
communication to reguest access to the wireless LAN
30 from an access point (AP}, i.e. a connection HUP for
the remote access c¢lient or supplicant for the WLAN.
The AP then asks the supplicant for the user's
identification and transmits the identification to the
aforementioned authentication server, which is based on
35 RADIUS, for example. The authentication server allows
the access point to verify the user's identification.
The AP fetches these authentication data from the
supplicant and transmits them to the authentication

server, which terminates authentication.



identification and transmts the identification to the aforenmentioned
aut hentication server, which is based on 35 RADI US, for exanple. The
aut henti cati on server allows the access point to verify the user's
identification. The AP fetches these authentication data fromthe
supplicant and transmts themto the adthentication server, which
termnates authentication. - 8 In the case of EAP, an arbitrary

aut henti cati on nmethod produces a renote access connection. The precise

authent i cati on, shieneats besemt | val yam@yé@iegu@hgﬂk%ﬁelbae medfRl4 cation

and the authenticator (i.e. the renote access server I'nt er net
aut henti cat i GHFOLKEIRA ce? (| ASNOSEr veICHEHSS | reemeelaken of WPAN, RaIREisgccess

poi nt). As mepfdranad @hoMsh E@%mortl% a hugectwder ofsdiffierent
aut hent i cgtl n scherres inthis case, such as generic Token Card, M5
Chal | enge; E@ve?u@%%h?ﬂﬁo?ﬂ?@d f bhesmitirenrBEkcatPkeyl L -&nd

possi bl e futute auéﬂﬁeﬁél caideds t eshnekpgites. BAPerabt owm tehaldienge-gresponse
conmuni cati on het Wee g?‘%) ggl icant _and th aut henti ca or% ch .i.s not
unders't ha

limted 15 by $he T Uthentt tat'dt or'St hE25Gt heht i on P¥er ver
demandi ng sp&mcfascs am:hetn)u chmmmtnbmeafa&bome, ERd thepsuppl iacdrirge . e. the

rem)te acces r f I the .cas f
"securi t% (S)Iken car (fs %sjhe auer}ﬁ:entl ca |(§%Csagt>r&€dg? gsyéjrﬁ%;' % gzuaﬁ y
request £Pr stcasausersrdhe and gRRATACPI Rokeper Sandl | @bt i tcylal\llmﬁme) and
finally a tokemtaidht vakye:f romt her gupplisgantyi asrﬁilpt@yé@gnt 'sc/%q; Upon

each chal | enge-response pass, a further authentication |evel nplenented
"n this case ANAheROZPHDLRe BHCHEENCHES ool § 0P | 90| S VIO Keare s

successful | y,altdigs swﬂmlp@rﬁ@ewe@y&ﬂﬂ@@t i @@tueeﬂnlea’ép@ﬁl fbetRARBn the
aut hentication schene is_d %Eh& as_an EAP t hh arties,, i t he
suppl i cant armfRe Fitthedtfc ,AUTRRRC LA twf‘l’lg dﬁg 'ﬁﬁﬁé‘tseéi t hat
t he 30 autheniy ceit¢ onurBarbe ther fantmaﬂatmﬁmtmﬁneﬂe Tah]lt$1elrﬂilcﬁitﬂlmiﬂl| ated at
the beg'nn'n%;b%&wgege%andl%pplEggggfggdauthentlcatlon information,
and the supplicant, 1i.e. the remote access client,
respcnding. By way of example, in the case of "security
token cards"”, the authentication server can
20 individually request first a user name and then a PIN
(Personal Identity Number}) and finally a token card
value from the supplicant via the authenticator. Upon
each challenge-response pass, a further authentication
level 1is implemented 1in this case. When all the
25 authentication levels have been answered successfully,
the supplicant is authenticated. A specific EAP
authentication scheme 1is denoted as an EAP type. Both
parties, 1.e. the supplicant and the authenticator,
must support the same EAP  type 50 that the
30 authentication can be performed. As mentioned, this 1is
stipulated at the beginning between the supplicant and
the authenticateor. Authentication servers based on
RADIUS normally support EAP, which provides the option
of sending EAP messages to a RADIUS server.
35
In the prior art, EAP-based methods are likewise known
for authenticating a user and for allocating session
keys to the wuser using the GSM subscriber identity
module (SIM) . GSM authentication 1s Dbased on a



the authenticator. Authentication servers based on RAD US nornally support

EAP, .whi ch provides the option of sending EAP nessages to a RADI US server.

35 In the prior art, EAP-based nmethods are |ikew se known for

aut henticating a user and for allocating session Kkeys to the user using the
GSM subscri ber identity nodule (SIM.-GsM-authentication is based on a - 9

chal | enge-response nethod. The SIMcard's authentication algorithmis given
a 128-bit randerhlengweregprorsml |y calthed .RAND) Ths chal$mnge. THwerdSIsN card

t hen execut esa‘_ﬂthceq_rgl Mdential al p(%jolrjt,%mh sspegifig S to%br %spefcat][,lrd /S

oper at or, receives as in rand KU é and a ‘secr et key
Ki stored on mubers| Nneardland gehérat eANDI322al5i t chaspenge - (SREES) SaIM:I a

64-bit key Kedherehbfme ke ied Nhendedt fa%rntqraqrym agltﬁﬂe sfer
via w reI ess Interfaces (GSM 10 Technical Specification GSM 0 S 300

534): "DPgittdl & 11Tl B oPRBIRT EAF i ot 5§Bt BRFEHHES e 2B) lnPSéc

rel ated netwardaddCha@psy, REMTO PSRN aT@Je%Q@ﬂmmﬁakllor@tﬁéﬁd@ﬁd%he
Institute, A t 19 EAP/ SI M aut hegg cation uses a Pl urality of RAND 15

chal | enges f et t%ﬁ& FDPHGT y2 of 2681 bi FHREONEE s SHhdke2RE Keys are
conbi ned to préoduce lkey okgerhevessioan kay.iaV it EARS Eﬂbtrh@mmln@SM
extends aut entic n ng by vj.rtue of _the RAND cha Ien

addi ti onal | yh:h%w nggggness%%ggﬁu]f herﬁj‘lacat ‘l"%'ﬁe%oae (I\M-ts % pr‘gdc;um ng
reci procaP adl&té‘rﬂu@dt i oPpedof i opt eaent GSMhe 0GSMOaut ENS i cd00on 53t4he

aut hent i cat i oi;saruer shouh d haus ANl e LACE 1 0L lg GSM petupr s, The

aut henti cati on server t erefore vvor as a gateway ~betwee e Internet
aut henti cat i citBEriixe (FASpteche 25e§re®vbr netugsttid arsl' £ he ESwopean

aut hent i cati o d WrrAS A0 188 /éttaheereerremétﬁé\?é@ Mzgtl;%d‘se@t ijeafijon, the

aut henti cation server uses a first EAP request f he hent i cat or to ask
the suppli caft®B/or™ he2ikBenE1Ccphi @R natissial ‘T’Vbbrpll(-‘:l rSipder i bef | b ty

(I'MSl), iBterchallenges for generating a plurality of 64-bit Xc
keys. These Kc keys are combined to produce a longer
session key. With EAP/SIM the normal GSM extends
authentication methods by virtue of the RAND challenges
additionally having a message authentication code (MAC)

20 for producing reciprocal authentication., To implement
the GSM authentication, the authentication server
should have an interface to the GSM network. The
authentication server therefore works as a gateway
between the Internet authentication service (IAS), the

25 server network and the GSM authentication
infrastructure. At the same of EAP/SIM authentication,
the authentication server uses a first EAP request by
the authenticator to ask the supplicant for the user's
International Mobile Subscriber Identity (IMSI), inter

30 alia. With the IMSI, the authentication server obtains
n GSM triplets upon request from the authentication
center {AuC) for the relevant mobile radio network
service provider, normally called a Home Location
Register (HLR} or Visitor Location Register (VLR} in

35 the GSM network. From the triplets, the authentication
server obtains a message authentication code for n*RAND
and a service life for the key (tcogether MAC RAND) and
also a session key. The authenticaticon server can use

these to implement the GSM authentication on the



30 alia. Wth the IMSl, the authentication server obtains n GSMtriplets

upon .request fromthe authentication center (AuC) for the relevant nobile
radio network service provider, normally called a Hone Location Register
(HLR) or Visitor Location Register (VLR) in 35 the GSM network. Fromthe

triplets, the authentication server obtldi ris a nessage authenticati on code
for n*RAND and a service life for the key (together MAC RAND) and also a
sessi on key. SHiwlaftdrentd cati oieservefIMarcarsd. GChese tRANBpltegeitharhe GSM

aut henti cati qu q e Meé@a%\éuﬁﬁjcﬁ&ﬁ@iézétPSnSES%EMgg%%ﬁﬁbdisS?é%eﬁg‘ND

together wth the Message Aut hentication Co IS pas t he

suppl i cant, the WikhptikhtCHeeonkle aprart bcehbckecameshaplehd oRAIBS Xar e new

and have been;ganeat ele bAND S her SSMeRet vy Knabar H@?édi?gnéeétéheb@ervi ce
used by bile units in GSM networks, what is known as the TAP protocol

(TAP:  Tr nsftg}erésdsb%\&ecﬁﬂﬂr ocedure) fromthe Transferred 10 Account Data
I nterchange Group (TADIG fromthe GSM agreenent is known in the prior art.

GSM i s based on .t. concegpt of roanin which allo a user of. a ile
ot by rasel Ak S GRECERE B 0BT D, L N R e A gt or
the service ussvdrkmeverhats tisi vkabwnhoaeverhe T, mmwrteoddilan 4GP :GSM

networ ks are g4} OReratd o i angd, far t Lt S it t hat
there are m)rTeft an 2%%000 %’éﬁfﬁr\fjﬁ“d%o roarrﬂlce g %ﬁe%ﬁs%&mﬁ%ﬁ(}%ﬁe

net wor k éfer &trintTo Dalteowl nbeFENARYSt Hat@up s (TRGEEN or Eran exire e@EMYy

conpl ex 20 prcessdt | 0 onRLIHON: f eeQedigig o i nfof maisen ; &i phEkRutjon_and
i nformation eval uation behind the apparéntly sinple idea of roam ng. The
Transferred YACHRRCProcetuf @ Pt octliFh AR} LPYES a2 mBERE Akhifc FOMBH | e

radi o net wor ke&EIvi @@ pu@e dBRS UBBbE0e25radter changsy oarsuia: B} | ldnky
i nformation. 01:4‘&%% %oog IAPZ an TAP2+ wgr%.fi nallsg foll owed by the
launch of TAPETYAP3 cdfiShePlfePPed 90 4% haS5¥dfGar 45 Hodsy, "&V&T t hough
TAP i s alprottocioti athi dlowssvdrel Noday, more than 400 GSM networks are
in cperation worldwide, and for these it 1s estimated
that there are more than 20 000 individual roaming
agreements between the network operators. To allow
billing, there 1s therefore an extremely complex
20 process of information recording, information
distribution and information evaluation behind the
apparently simple idea of roaming. The Transferred
Account Procedure protocel (TAP} is a methed which
mobile radic network service providers use to
25 interchange roaming billing information. On 4 June
2000, TAP2 and TAP2+ were finally followed by the
launch of TAP3. TAP3 can be referred to as the standard
today, even though TAP is a protocol which 1is being
developed further.
30
Most wvoice or data traffic in GSM netwcrks comes or
ends 1in a different network than the one the mobile
user 1s currently in. The operator of a local area
network levies charges for each call which ends at cone
35 of 1its users, regardless of whether it 1is a landline
network or a mobile radio network. The 1local fixed
network operators therefore make reciprocal
arrangements with the 1local mobile radic network

operators to simplify the levying of the charges. This



devel oped further. 30 Mdst voice or data traffic in GSM networks cones or
ends.in a different network than the one the nobile wuser is currently in.
The operator of a local area network |evies charges for each call which
ends at one 35 of its users, regardless of whether it is a landline network
or a nobile radio network. The | ocal f4 Xed- network operators therefore nmake
reci procal arrangenents with the local nobile radio network operators to
sinplify the deansd nghat the icharlyes. aThdsnotlhegwsamsrythatni bridert hen al so

not necessalyosdih Pl d0 AR ONshi €8l hob O 8, 3088 TRRLE JAD Gonetwork
user to a Canadl I ne network user or tﬁe § fobi 16 r a
net wor k oper a dra% 3 hilkel andagnreemeitiowikt aare Sf@anéﬂﬁaﬁwlléﬁdlm%hﬁetmr k

provi der. Norzrmillcy nbBRoSW SspedAnl i B8 &eat}é@rgnpra@@&%redtasw%ﬁe% made an
agr eenent gar di ng aSSI nmsnt %%pe and charges wth the Canadian |andline

net wor k pPov. ¥PFE PREVOIChet HErRadper attde a¥&isgns vi a
the Swi ss Iarlcﬂndle.mtr\l@trvbbﬁie pf@w@@f M § haaﬂeaﬁprmaabatael @gjx%%rmﬁt The
costs are norrems‘lalr laSS| Sned to the user $ byt e:t’&,;alaé1 Dbilling)
or via a seri PO ot (BT s al 8P pi £ n’é arg?ﬁe %& t of
roam ng datalcanddalr@ hebwbrk poetwielenr ,didiér éhe rfbhidse madibdenetaddrcks ( PMN:

Publ i c 15 Mohid e, Nt waldoa d 5, MBS 4l ng; Lhe, TAB, LA 90l R gte&%(oggﬁal ul ar

o
records are typically created el . r écor s or
| nt er car APer MBidWiidey Tktharsge RopneRrYizezordseeCEBER rﬂb‘c&or dsstse arsed by

mobi | e radi o pgtpork, og%ﬁgﬁéé Wy %@Sﬁsé\k/P% ikaged 89ré8€'ﬂ90' %%ﬁl such as
AMPS, | S-136 TDVA and i's used partl cularly nobi | e

radi o networ RHsdmalchrivid d%r§eéﬁacﬁsp'€ﬁ§lﬁﬁrn rjh@tléééllef é?llldé@i gnnent s

in GSM dom natied g ans. a 251 Heheht Soof r@aﬁﬁh? byta usekowhe itsdsFia foreign
net wor k (VPM\I%’\/ isited Public Mbi|le Network) are re ered in_ a nmobile

i's
swi t chi ng ceM&EMSABCRIESFTERE nBPRbt k. BAdR et trorkd EPMN Public

15 Mobile Network) is made using the TAP protoccl. Roaming
call records are typically created either as TAP
records or as CIBER (Cellular Intercarrier Billing
Exchange Roamer) records. CIBER records are used by
mobile radio network operators which use AMPS based

20 techrnologies, such as AMPS, IS5-136 TDMA and IS-95 CDMA.
TAP is used particularly by GSM mobile radio network
service ©providers and is the main protocol for

asslgnments in GSM dominated regions.

25 Details of a call by a user who is in a foreign network
(VPMN: Visited Public Mobile Network) are registered in
a mobile switching center (MSC) for the network. Each
call thus produces one or more call records. The GSM
standard for these records is defined 1n GSM 12.05,
30 although many providers use their own formats. The call
records from the MSC are transmitted to a billing
system for the VPMN for assignment. These call records
are then converted to TAP format and associated with
the relevant user. No later than within 36 hours, the
35 TAP records are sent to the relevant mobile radio
network service provider. The TAP files additionally
contain information regarding the provider service
tariff (IQOT: Inter Operator Tariff}) and all other

bilateral agreements and privilege schemes. The TAP



call thus produces one or nore call records. The GSM standard for these
records is defined in GSM 12. 05, 30 al though nmany providers use their own
formats. The call records fromthe MSC are transmtted to a billing system
for the VPWN for assignnent. These call records are then converted to TAP
format and associated with the relevanttuser. No |ater than within 36
hours, the 35 TAP records are sent to the relevant nobile radio network
servi ce provitfaordehe aTAP fihés ddketibnaldyy wemeai nsialdyratvba raggar di ng

the provider seyident apblht(JQcH NLET aqoeiégpingarﬂJJs)e angnahl Qtder
bil ateral agreenments and EI’I vil ege schenes. The TAP 12 records are sent
directly or, % uBBANFPYK viPeRtossi §ilRENE pdiame sBehlas aMakdd@ ng

house. Wen thawdrde petwakksoper aher (HRMM Hewe Pubdi opMebi | et Nef wor k)
receives s TAP reg red f&omthae VgI\/N it .i% 5 convert d;ﬁ&{]to an_a p:;;](,)spriate
internal Por et and 9% 58I gHed *PEGEPHEA TR tH tHe fror MOt | 2P¥cdrids from

the wuser, wishdnedriothedser wite bbeenoenabr kallnreberdsadeonf thkzol esal e
billing, wher ser i rovider si gns e | re S t user,
the HPMN 10 fugsre\%/dr dé}{%&g &e%o?ggdﬁgg?iheﬂgertbigceljl%ﬁ%vin%grw%%\jéﬁ C%QCE{%‘%

reassi gn the agdd sofpavhetaratty kilsbion t whelsgsi 8 ofervice owravddef s, and

produces the fidion tigal i ndlphald s.cd o, eXaMPlige fardiie USRI, ENTARS
supports_a | arge nunber of services. TAPS is use todsay for the billing
bet ween &M St HridiE derSOBRE L GSMI8eFOTEECHr BYPHEAS L , CRMLisdr \Hiade

provi ders and-yi ESM BT Via@e shr Qi der Su d Miter a sEandar dekoaphegy ayxd GSM
service providers and satellite service providers etc. 20 The three

fundament al cdtegdies G i c&NVbi EFOHRLHES arfd Swh&ttdr e Wridin B L
Suppl enment ar HeSeriviscestcar e x b leadyf aipyros tegkr si nce TAP1. By contrast, the

billing for the short nessage service (SM5) is less trivial on account of
the use of short nessage service centers 25 (SM5-C) fromthird parties.
Billing flor SNIP3 ssumpertsi &f Leube fombelre dfol $oww hges ea$dRs; ik wsadan ng
user today for the billing between GSM service providers and
GSM service providers, GSM service providers and non-
GSM =service providers {inter standard roaming) and GSM
service providers and satellite service providers etc.
20 The three fundamental categories of service Voice, Fax
and what are known as Supplementary Services are
already supported, since TAPl. By contrast, the billing
for the short message service (SMS3) is less trivial on
account of the use of short message service centers
25 {SMS-C) from third parties. Billing for SMS is more
difficult for the following reasons: 1. a roaming user
is able to receive an SMS while roaming {(MT-8MS), 2. a
roaming user 1is able to send an SMS (MCO-SMS) while
roaming by using his home network's SMS-C, and 3. a
30 roaming user 1s able to send an SMS (MO-SMS} while
roaming by using a foreign network's SMS-C. Billing for
SMS services 1is therefore fully supported only from
TAP2+ onward. From TAP3 onward, billing for single
circuit switched data, HSCSD (High Speed Circuilt
35 Switched Data) and GPRS {(General Packet Radlie Service),
is alsco supported. TAP3 likewise supports all value
added services ({VAS), such as what 1s known as Billing
for Content. The assignment of Value Added Services 1is

frequently difficult, however, since it is assumed that



is able to receive an SM5 while roamng (MI-SM5), 2. a roamng user is able
to send an SM5 (MO SM5) while roamng by using his home network's SMs-C,
and 3. a 30 roaming user is able to send an SM5 (MO-SM5) while roan ng by
using a foreign network's SM5-C. Billing for SMS services is therefore
fully supported only from TAP2+ onward.l1¥rom TAP3 onward, billing for
single circuit switched data, HSCSD (H gh Speed Crcuit 35 Switched Data)
and GPRS (CGendraal sfPacket RadivodSer\isce)ny agseahsot suppbr tee. aBEARJrdkew se
supports all dd LCRS 5).. h what .. s..Billing
for Content. S\'I{%é}&?sessﬁg_nﬁg%?%#%gl &gﬁgﬁgéﬁé%r vbﬁg%%ﬁ?s%ﬁraég%\éﬂﬁ%flc
difficult, hoWweWerl) silice SUPHE S ufad hRE3 . B3 artva isbr vild@Iidr oviisder i s

in agreenment wWddy ddig assi-gnedilasanyi egs. %'%Ipaagféné\pmw@t i Maby | e
Enhanced Logic ‘;CAI\/EL% IS su?rgmorted from TAP3.4 onward, CAMEL i s inportant
particul aPly ST d5p1 | £3Fi Sr@™WGh biiphi ang S&tce<C f BECPBEmgders and
ought to becongyifdant signiiteaat hRotheur empAnekher apmnaraiionapd i cation
of TAP3 is rt for assjigpnments based on Inter erator Tariff (10T).
TOT al | ows t RETROM® rRtHTR: SErbi Ca°*BrOV Hor PO PBNNG Tt O CRECIORERAoH of fer s
and tariffs Iadirfdim a fGdrei g Gker | ldeows ovihader hicvRVNneameb ko passsitdgem  on
to the roam er.  Fi by y. X le, - th rovifdre
privil eges o?grﬁqglg%eurnt s',('i{?o}q)di F%grcekﬁ Cl?c%%lgcg[grlvi §££¥glr¥NI ‘%@%I %ae]fnl the HPWN
can easi 1y veridny a thesei @gmdsedylse presviderf {¥PMTheaopt iton pafssagdiegni ng 15
roam ng servigest s egRedl:2asoly WISLL. { BerUBS! hS w il Senblynpibualgd | s a
val uable aid to nobile networK service providers and prevents the |oss of
income in tREMBYEMY oPTPREERI MIPMLHGEFe L oyd bS VP S FEeM TARF eXeMiar d, t he
TAP protocol ddkewsey cosprbsescdetai led dhd ndamrathaneaegarding ifirom
precisely V\/netre a call h%s been nade or a service has been used etc. and to
where it wasHi¥ectRd. FANSH ot natF oAl BssiiEs TR TRaling S 191k I e for
the respesti veaisierg onsdihei dasi srofahilbesbehari owvhewbi clihpr owisdes iigport ant
Infornatlonféﬁirently situated is a wvaluable aid to mobile network
service providers and prevents the loss of income in
the event of interim privileges by a VPMN. From TAP3
onward, the TAP protocol likewise comprises detailed
20 information regarding from precisely where a call has
been made or a service has been used etc. and to where
it was directed. This information assists in creating a
profile for the respective user on the basis of his
behavicr, which provides important information for
25 adjusting and optimizing the services offered to the
users' needs. In particular, 1t can be used to provide
special location based services, such as sporting or
concert events etc. Finally, it allows TAP3
differentiated error handling with the Returned
30 Accounts Procedure (RAP) protocel. Thus, RAP can be
used by the HPMN to check incoming TAP files, inter
alia, for theilir wvalidity and conformity to the TAP
standard and, 1if necessary, to reject them without
thereby losing assignments for services. The current
35 TAP version 3 can be referenced by document TD.57, for

example.

The prior art has a wide variety of drawbacks, however.

It is admittedly possible, for example with an EAP-SIM,



25 adjusting and optim zing the services offered to the wusers' needs. In
parti.cular, it can be used to provide special |ocation based services, such
as sporting or concert events etc. Finally, it allows TAP3 differentiated
error handling with the Returned 30 Accounts Procedure (RAP) protocol. Thus,
RAP can be wused by the HPW to check + ncom ng TAP files, inter alia, for
their validity and conformty to the TAP standard and, if necessary, to

rej ect them widé hosé thheaebyehmﬁbagiassmgmnedssfﬁ@m Sévev IGRS .nthecxcks rent 35

TAP versi on. 3 gan, e, efeer gaged, DUy AgbIpNt TOoRTerl of o eXpplees The. pri or

art has a w variety o rawbac m ttedly possible,
for exanple v@mmphmmips SPM remosie BECESE CASealshemrcEdesh hathodee f r om

the GSM netwogksy L rfl essudsANfigghnal ogymi nsOFderet op AUy NEBE catg

supplicants or renpte access clients, provided that the "~ user has an
with a GSM sePWikelBovi ddr. 1Fn BLEHTIRG pPessibles ?@km%emaaééﬁb@to use

nobile | P frepphhenkEFTELt Nt @rmeirdetgi nRELhBErTAgK TROfIEeFoiek) ,expapl e, to
di vert (rout e% dat streamsS%];) t he éggHggrl ate nobile renote access client

regi stered w %am% Eaccess &t t vi ccestBoi nttrEARBVert® thi%is 10 a
| ong way fronapptwpﬂgaaélmpbﬁ)bbemmofcerrﬂblcleesneu\d@rdt HESE, s v eedh Wbttt d
permt genui ner free roam ng ‘yla ser |s t hat the

e _praobl e
| P network no> I%hﬁ%?s ast'he prereacﬂu 5??%%Sr88bptr'édlﬂl| r‘f%t St ahdar d
with regdidd ta $eogrivey, fhidn isglandy salVi pecbbenat lodr mz:éctnlcm ndtwerk s

intrinsicall yu£$l at gd 4o Jt OC* Oﬁﬁpng‘ﬁcﬁ'eﬁaﬁﬁk‘éﬁ& ogrégwrbg’?%)gat %cyol pdhat is

to say that ar ge~anoun rmation’i's ssin andard
sai d i nformateesr beiOng abSoltiee| yrolebemsany float c@m@atllbl hietty owikt e he GSM

networks. In AYHLEONNa20 BRACEESS CSRnNat Baseh N A U, fiofe cxa

delivers a single data stream "This ‘cannot readi be mapp ed onto t he
mul ti el ement ﬂ‘é@%‘@%@ea’mt@f ¥ &2 EME St érﬁf&lrrd-tYrAn}é%hb%n‘aré’\Wac%e%‘fl@%e prior

art is that wWaehessz4ANsn. This is intrinsically related to the

open architecture of the IP protocol. That is to say

that a large amocunt of informaticn is missing in the IP

standard, said information being absolutely necessary

for compatibility with the GSM networks. In addition,

20 an access server based on RADIUS, for example, delivers

a single data stream. This cannot readily be mapped

onto the multielement data stream of the GSM standard.

Another drawback of the prior art is that wireless LANs

are today based on individual hotspots (i.e. the basic

25 service area of the access points of an access server)

which are provided by different software and hardware

developers  throughout the world. This makes it

difficult to combine the two worlds, since such gateway

functions each need to be matched to the specific

30 solution. The technical specifications relating to the

GSM authentication interface can be found in MAP

(Mobile Application Part) GSM 09.02 Phase 1 Version
3.10.0.

35 It is an object of this invention to propecse a novel
method for IP nodes, particularly for mobile IP nodes
in heterogeneous WLANs. In particular, the aim is to
allow a user to move easily between varicus hotspots

(roaming) without needing to concern himself with
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charge-incurring contents from one or more content
providers in a network, in that the IP node, upon a
request, transmits an IMSI stored on a SIM card from
the IP node, and in that the transmitted IMSI from the
IP node 1s stored in a database in a SIM-RADIUS module,
where the SIM-radius module 1is used for performing
authentication and/or service authorization for the IP
node cn the basis of the IMSI on the SIM card from the
mobile node in an HLR and/or VLR for a GSM network and
for transmitting it to the control gateway module,
where access by the IP node to contents from a content
provider in the network is routed via a control gateway
module, and the control gateway module is used to check
whether 1t incurs a charge on the basis of the
destination address of the access, where a core engine
module, during access to the control gateway module,
records call detail records on the basis of the service
obtained by the IP node, the c¢all detail records
recording at least identity of the IP node and/or time
period and/or provider of the service wused and
forwarding it to a billing module, and where the call
detall records and/or clearing data and/or TAP files
based on the call detail records are assigned using a
billing system from a service provider or a bank. The
billing module can produce TAP files on the basis of

the service used, 1.e. on the basis of the data from

ed on a

adlus



for transmtting it to the control gateway nodule, where access by the IP
node .to contents froma content 25 provider in the network is routed via a
control gateway nodule, and the control gateway nodule is used to check
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access, where a core engine nodule, duriég-access to the control gateway
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the WAN on atHSeE&S %8&f5%t%%%&sn%%ule and/or transmits appropriate
data to the control gateway mocdule. For the purpose of
identification, a SIM user database and a SIM gateway
module, for example, can be used to extend the logical

20 IP data channel of the WLAN on a user-specific basis to
form appropriate GSM data for signal and data channels

of a GSM network. A call detall record can be created,

by way of example, at least on the basis of the IP
address o¢f the IP node and identifications for the

25 service providers whose service has been used by the IP
node. A billing management database may comprise IP
addresses and/or GSM identification for the users
and/or service providers, for example. This has the
advantage, 1nter alia, that seamless roaming between

30 different and heterogeneous WLANs becomes possible., By
combining WLAN technology, particularly in IP networks,
with GSM technology, roaming becomes possible for the
user without his needing to concern himself with
registration, bkilling, service authorization etc. with

35 the wvarious WLAN service providers, 1.e. the user
enjoys the same convenlence as he 1is used to from
mobile radio techneclogy, such as GSM. At the same time,

it is possible in an entirely new way to combine the

advantages of the open IP world (access to the



form appropriate GSM data for signal and data channels of a GSM network. A
call .detail record can be created, by way of exanple, at |east on the basis
of the IP address of the I P node and identifications for the 25 service
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In ancther wvariant embodiment, the TAP files are
created at least on the basis of inter operator tariffs
and also public mobile network TAP identification
codes. In combination with this or as a separate
20 variant embodiment, it 1is likewise conceivable, by way
of example, for a billing management database to
comprise inter operator tariffs and also public network
TAP identification codes. This variant embodiment has
the advantage, inter alia, that the home network
25 service provider (HPMN) can simply verify the IOT of
the foreign network service provider (VPMN) currently
covering the user (rocaming)}. This means that the VPMN
can provide privileges, for example, for specific
connections and the HPMN can check that these have been
30 applied correctly. Regardless of any privilege programs
or call levels of the VPMN, the HPMN can therefore alsc
simply recalculate each connection and/or each call on
the basis of his own tariffs, etc. The option of
determining the prices for services regardless of what
35 foreign network and/or home network is currently
covering the user may be a valuable means for assigning
services for an HPMN which can be used to avoid losing
particular charge reductions from a VPMN, for example.

Similarly, this first allows particular assignment



codes. In conbination with this or as a separate 20 variant enbodinent, it
is likew se conceivable, by way of exanple, for a billing mnagenent

dat abase to conprise inter operator tariffs and also public network TAP
identification codes. This variant enbodi nent has the advantage, inter
alia, that the honme network 25 service-provider (HPMN) can sinply verity the
TOT of the foreign network service provider (VPWMN) currently covering the
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illustrating an i nventive nmethod and a system for
gures:
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Figure 1 shows a block diagram schematically
illustrating an inventive method and a system for
content-based billing in IP networks, where mobile IP
nodes 20 are connected tc a SIM card 201 via a contact-
20 based interface and use a connection 48 to access a
control gateway module and/or access points 21/22. The
control gateway module and/or the access server 23 of
the WLAN authenticates the IP node 20 on the basis of
an IMST stored on the SIM card 201 in an HLR 37 and/or
25 VLR 37 for a GSM mobile radio network. Step 1102 shows
one vossible authentication, where, by way of example,
a JAVA applet is loaded using a browser, the IMSI 1is
read from the SIM card and appropriate authentication
data are interchanged. Step 1103 shows the conversion
30 process, where the IP from the IP node 20 is converted
to 837 and validation of the IMSI i1s requested frcom the
HLR. In step 1104, the relevant billing and/or clearing

data are finally generated and assigned.

35 Figures 2 and 3 show a block diagram schematically
illustrating an inventive method and a system for
content-based billing in IP networks, where an IP node
20 uses an Internet service provider to access charge-

incurring contents from one or more content providers



content-based billing in I F networks, where nobile IP nodes 20 are
connected to a SIMcard 201 via a contact 20 based interface and use a
connection 4B to access a control gateway nodul e and/ or access points

21/ 22. The control gateway nodul e and/or the access server 23 of the W.AN
aut henticates the I P node 20 on the basissof an IMSI stored on the SIMcard
201 in an HLR 37 and/or 25 VLR 37 for a GSM nobil e radi o network. Step 1102
shows one possi bl eedudbrént iacat ivdrgrevhgre, Ibynody @0 dxanrpng, ts,a JAMA appl et
s loaded usifng.g.browses, thar! WBb ke cheaddhomdle MM cand ad 1o
appropriate authenticafion ata are interchanged. Step 1103 shows the
conver si on 30NPAdcESs, twher EAHEAF 933 heMPPUABdE 20 f#B8Adcdmpert®d to SS7

and validatioproh the TMSIndde reguest edoreamithes &hRaphBestiep al19dy-t he

rel evant billj nﬂ and/or clearing data are finally generated and assi gned.
35 Figures 2 385 sheWraebPdck di agram schematical [y illustrating an
i nventive nethod and a systemfor content-based billing in |IF networks,

where an | P ngde 20 uselgL an I ntternet servige grovi dgr bo accgjss char ge-
i ncurring conf BREES Formlone 07 (For & ont Bt Tprovi Bef8iE8 R PHheltork, and
where the | F nodémlemeasnits, imyentian’equasthermniddBl ost ofaduar al SI M

card 201 fro | P 20, . C - e | MSI
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schematical ly illustrates 10 an inventive nethod and a systemfor
cont ent - based! NBETPEhg SRV ICHeRisrisleinhéPe ARCEFES noded DR TEREGUBRINY nt er net

service proviggkit Rt ACCASSH CRAMDCDRNCHEFé NG orGUHENLS Si@a@ne; ar fREe
content providers in the network, and_where thg | P node 20 transmts, upon
a 15 request, 8RRl 6t etiRB8R®a oM Lar UL EPomt FHSTHE S nod@°%0 20 a

control ga& ewayqoogt) eard2, 1My $therddBbn &r omM heatd pode f20n sisd ored in a

dat abase in angﬁg42o to a control gateway module 22, and the IMSI
from the IP node 20 is stored in a database in a SIM-
RADIUS module 30. In figures 1, 2 and 3, the reference
symbol 20 relates to an IP node, particularly to a

20 mobile node, which has the necessary infrastructure,
including hardware and software components, to
implement an inventive method and/or system as
described. The IP node may be a permanently installed

or a meobile IP node, for example. Thus, the IP node 20

25 may be a PC or otherwise a permanently installed 1IP
compatible network appliance, for example. If it is a
mobile node 20, it 1s to be understood te mean, inter
alia, all possible "customer premises equipment”™ (CPE)
which 1s provided for use on variocus network sites

30 and/or various networks. By way of example, these
comprise all IP compatible appliances, such as PDAs,
mobile radio telephones and laptops. The mobile CPEs or
nodes 20 have one or more different physical network
interfaces which «can also support a plurality of

35 different network standards. The ©physical network
interfaces of the mobile node may comprise, by way of
example, interfaces for WLAN (Wireless ILocal Area
Network), Bluetooth, GSM ({Global System for Mobile

Communication}, GPRS (Generalized Packet Radio



RADI US nodule 30. In figures 1, 2 and 3, the reference synbol 20 relates to
an | F node, particularly to a 20 nobil e node, which has the necessary
i.nfrastructure, including hardware and software conponents, to inplenent
an inventive nethod and/or systemas described. The I P node may be a
permanently installed or a nobile |IP +hoge,-for exanple. Thus, the I P node
20 25 may be a PC or otherwi se a permanently installed IF conpatible
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el se a wired PaNstated atlll‘il)‘%:alth&r eJan‘I’%tIh‘éH‘i’ﬁhemf@hﬁét vtk O pastistgiarty

including thenHSTN {dRubldcg o%\@t%b@@ff'@lcephee@ow\A@fgmaﬁac {p pgiacipl e,
it can be stated that the inventive nmethod and/or systemis not tied to

one specific h‘é‘t’%‘?k"%taﬁ%\:ﬂre?f e E”Fﬁr%?ﬁtifve Bt wreshef e fRese, but
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the P node may be not only packet-switched interfaces,

as used directly by network protocels such as Ethernet
or Tokenring, but also circuit-switched interfaces,
which can be used by means of protocols such as PPP
20 (Point-to-Point Protocol), SLIP (Serial Line Internet
Protocol) or GPRS (Generalized Packet Radioc Service),
i.e. which interfaces do not have a network address
like an MAC or DLC address, for example. As mentioned
to some extent, the communication can be effected using
25 the LAN, for example using special short messages, e.g.
SMS {Short Message Services), EMS (Enhanced Message
Services), using a signaling channel, such as USSD
(Unstructured Supplementary Services Data), or other
technigues, like MEXE (Mobile Execution Environment},
30 GPRS (Generalized Packet Radio Service), WAP (Wireless
Application Protocol) or UMTS {Universal Mobile
Telecommunications System) or using IEEE wireless
802.1x or another useful channel. The mobkile IP node 20
may comprise a mobile IP module and/or an IPsec module.
35 The primary task of the mobile IP is to authenticate
the mobile IP node 20 in the IP network and to divert
the IP packets which have the mobile ncde 20 as
destination address as appropriate. For the other

mobile IP specifications, see also IEFT {(Internet



the . - P node may be not only packet-switched interfaces, as used directly
by network protocols such as Ethernet or Tokenring, but also
circuit-switched interfaces, which can be used by nmeans of protocols such
as PPP 20 (Point-to-Point Protocol), SLIP (Serial Line Internet Protocol)
or GPRS (Generalized Packet Radio Servic2),- i.e. which interfaces do not
have a network address |ike an MAC or DLC address, for exanple. As

menti oned toEsgimeexient Taske Condehi &G odlan BEEES f cered N@ilng 2% the
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capabilities can prekebahly;he QQ?Di@&Q:Mﬁéhpﬁbgléuiggﬁp'QXuﬂ?Qﬂ?nééﬁE of an

| Psec (I P security protocaol) nodule in ord t o guarantee secure nobile
data managen®h®Ci Ret KONFUBIYTE nfer nbdiyPderl (pPCkeEEr iy a ppateehr)

produces aut hgpthgakésen/ C@é‘éig?”t'l@bWéVerWEChﬁmé@B betyesht et wopky nodes,
whi ch both use IFsec acket ?égﬁacket or socket- bX&socket basi s.
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| Psec SUpportﬁréQY§écture; Morgan Kaufmann Publishers; 11/1999 or A
Technical Guide to IPsec; James S et al.; CRC press,

LLC; 12/2000 etc., for example. Although IPsec has been

described in this exemplary embodiment as an example of

20 the use of security protocols at IP level, all possible

other security protocols or mechanisms or even the

omission of security protocols are conceivable in

accordance with the invention.

25 In addition, the IP node 20 is connected to a SIM card
201 (SIM: Subscriber Identity Module), storing an IMSI
{International Mcbile Subscriber Identifier} for a user
of GSM networks, wvia a contact-based interface. In the
case of IP nedes 20 in a landline network, the IP node

30 20 is provided with access, for example, by means of
zDSL, dialup using the public switched telephone
network using PPP or routed local area network etc.
etc., for example access to the worldwide backbone
network Internet or another network connected to the

35 content providers. The SIM-RADIUS module 30 is used to
perform authentication and/or service authorization for
the IP ncde 20 on the basis of the IMSI on the SIM card
201 from the node 20 in an HLR 37 and/or VLR 37 for a

GSM network and transmit it teo the control gateway



particularly I1Pv6 and I Pv4. For nore detailed |IPsec 15 specifications, see
Pete -Loshin: I F Security Architecture; Mrgan Kaufnmann Publishers; 11/1999
or A Technical Guide to IPsec; Janes S et al.; CRC press, LLC 12/2000
etc., for exanple. Al though IPsec has been described in this exenplary
enbodi mrent as an exanple of 20 the use-af2zsecurity protocols at IP |evel,
all possible other security protocols or nechanisns or even the om ssion
of security pnodwb®l $22fFe fontekevabke ioff matddeddifceramdash 2the fowetié on. 25

I n addition, P.no 20,1 - - t SEM car 2 ( Subscri ber
| dentity Nbduﬁglg%é%or?ﬁg gﬁhlﬁﬁg?%%?%?gr_ ngthi@onéli%I I\/b%ﬁﬁeq %&%Sﬂ%\%ﬁar P
identifier) foiraleserinperEEnEnéfrorksnini a8 fassmt srasedigr ¢fate. In

the case of gfapodes 20ki Bind 4apdlingonetwor ko3 heohP Nodes 30120 15

provided with _access, for exanple, by neans of xDSL, dial up_using the
publ i ¢ swi’t ch®ePN el dbhorie T §fst¥no 98 SELiiRG9PPPEBE r BAELAUF 0cRIANF eal R wor k

etc. etc., forrexseoptehanegssd ockhe dvngrdwWadlenbaekbgaaeonet woskwd fit er net
or anot her network cgnnect d to ,the. .35 content pr ]F/Agers.seye S | US
C

modul e 30 is US¥IEHISp r RFRGPREACY cali9h Afd/ eRATEE abfho tion
for the | P noteePOsonsthBelhasiBd uaftddid 1dM8l. ohhé heaSLiM caymlri @0lafedm t he

node 20 in an_HL 7 o] R. f a__GSM network and t.ransmi it to the
control gat eV\%%;| -E{}%Z Vﬁ'%%u’%%l}(gﬁjz%g? ?het fe cngéreeeo OB | g)qllg%nsog}eis/%%, for
the purpdse assauideadi gathoant heckPsnodev2® dSes The wiotel lessIF ntedd ace 202

W thin a basigySeryjce; akea a C i 22~ for
access to the§% ]\%\'L%f&l.gﬁlAggél Fgggyad%?yie%gd?ﬁgﬁg{\%r icagzlsjéses{ﬁAﬁr‘f%m%’

di fferent hotapofdSEastEonst i e heeefdferadits 4&t wbERM $handertdisl andlP

protocol s, sughqas 2MLAN-based @rcbEEE saiveless 802nLx, niBlpetoekh gtge. The
basis service area of the V\Lé gonpri ses one or nore access £OI nts 21/22 10
r

associ at ed wWiPRPhEN® adfedPderir 183 SEFRfEhORT 19 | & dde RBYUST FAeH#1R, upon
a requestisfropdt henactessoseiyebf23he amdr,. | Shistws edoan sthe 8l Mrcagd 201

fromthe nDbiéfM'Eser database 34 is used to extend the logical IP
data channel of the WLAN on a user-specific basis to
produce appropriate GSM data for signal and data
channels o¢f a GSM network. The GSM system comprises
20 data channels, known as traffic channels, and control
signal channels, known as signaling channels. The
traffic channels {e.qg. TCH/FS, TCH/HS, TCH/F9,
6/4.8/2.4 and TCH/H4.8/2.4 etc.) are reserved for user
data, while the signaling channels {e.g. CCCH: Common
2% Contrel Channels, RACH: Random Access Channels, DCCH:
Dedicated Control Channels, CBCH: Cell Broadcast
Channel etc.) are used for network management, control
functions etc. The logical channels cannot all be used
simultaneously by the interface, but rather only in
30 particular combinations using the GSM specifications.
Using a SIM gateway module 32, the necessary $S7/MAP
functions are generated in order to perform the
authentication of the IP node based on the GSM data,
the SIM~-RADIUS module 30 using SIM user database 34 and
3% SIM gateway module 32 to perform the authentication for
the mobile IP node on the basis of the IMSI on the SIM
card 201 from the mobile node 20 in an HLR 37 (Home
Location Register) and/or VLR 37 (Visitor Location
Register) for a GSM network.



node 20 to the access server 23. The IMSI fromthe nobile IP node 20 is
stored using a SIMRADI US nodule 15 30. On the basis of the | M,
i-nformation stored in a SIMuser database 34 is used to extend the |ogical

| F data channel of the WLAN on a user-specific basis to produce
appropriate GSM data for signal and dat &3 channels of a GSM networ k. The GSM
system conpri ses 20 data channels, known as traffic channels, and control

si gnal channels, known as signaling channels. The traffic channels (e.qg.

TCHFS, TOH WS, TORFI,. il 4. $4 2. 4 ,and O 100802, fuele.) ang esgryed for

user data, while the signaling channels (e. Contr ol
Channel s, RAGKtRahdohs A IChigfitel & IBGeltlocoli)edl éQFede@TﬁPl%P dftahnel s,

CBCH Cel | Brogdcast behaaneletelds )f@ﬂea&@%’ipéaﬂﬁﬁd\oéku%%&amnﬁ@rContr0|
functions etc._ The lg:?' cal channel s cannot be used simultaneously by

the interPace® L Bt T M %erS S 3P n Y Harltt cﬁk‘ﬁr BBRbi nafiBAs tREnFthe GSM
speci ficati onsubsdisilngr a Slddrgattepnay Meaiddlee 325IMhe negkssarfo SSAd VAP

node. based orcTis: Gl it 5 ShE Ry RPRALR USC o d i’ 30 sl T & M usene“e "
dat abase 34 @WBﬁa%%gawmtmﬂwmmkmeﬁmrmtpeoamtiladntwm|a:)n for
the nobile IR n t o] t he
nobi | e node 2 é‘?ﬂ@%ﬁ] fﬁ%g%@ %k@bg} nggw/gthgél%g?ee %}(L% %5[7&{“\/ i sitor
Locat i on 10Regikg®er) ekgcugeesM aet W@ﬂlflden23alTheall®mtd@“ ZOW@a@hbe is

aut henti cat eds sk ngj & heg %&teeqsééﬂ@ctﬁL{F@%éEﬁ%P”aﬁ&O%%@h ke £x24l €.
For the FAP based nethod for authenticati ngga user and for 5 allocating

session keys 3% EREVIsethusEAg e BEWESUBSEP Rt | éerﬁeftfryeti\/b&ﬁb’e K5,
the follow ngstehad | @ﬂgehéem&ﬁamtm@i g@ﬁeb@tgged Foon iexargdgondde  SIM

(RAND) a5 chal TR0k, “Phe 5 ki cav b 16 rish BREGHEEES '?%-%eﬁl?sf‘ " Hor t hm

whi ch i s15speendiept ondg hethreespeata ve rapeifatror bandv inhd tdis ¢ ecaitvesf aces
{(GSM Technical Specification GSM 03.20 (ETS 300 534)
"Digital cellular telecommunication system (Phase 2);
Security related network functions", European
Telecommunications Standards Institute, August 1997}.

20 For authentication, a plurality of RAND challenges for
generating a plurality of 64-bit Kc keys are used.
These Kc keys are combined to produce a longer session

key. For mobile IP node 20, the system between the
access point 21 and the access server 23 may comprise,

25 as mentioned, an IEEE 802.l1x port-based authentication
method, the mobile IP node 20 {(Remote Access
Client/Supplicant} being authenticated with the access
server 23 (authentication server) by means of the
access point 21 (authenticater). 1In this exemplary

30 embodiment, the WLAN is based on IEEE 802.11. In the
case of IP nodes 20 in a landline network, the same
method can be carried out using the control gateway
module 22. In order to perform the GSM authentication,

the SIM gateway module 32 works as a gateway between

35 the Internet Authentication Service (IAS) server
network and the GSM authentication infrastructure, i.e.

the control gateway module 22 or the access point 22
(access server 23) and the HLR 37 or the VLR 37. At the
start of the EAP/SIM authentication, +the control



as i nput the random nunber RAND and a secret key Ki stored on the SIMcard
and generates a 32-bit response (SRE:.) and a 64-bit key Kc therefrom Kc
i.s used for 15 encrypting the data transfer by wireless interfaces (GSM
Techni cal Specification GSM 03.20 (ETS 300 534) "Digital cellular

t el econmuni cati on system (Phase 2); Secit ity related network functions”,

Eur opean Tel ecomruni cations Standards Institute, August 1997). 20 For

aut henti cati oygtawpy umadiufly of2 RAMPschal f enges FAGr rgenmesat ilngtlarglgiral ity
of 64-bit Kc S e S e .ne er&. | onger
session key. &I?:éc/)r coutr ('I:lf ?%t%o%g %8581Ee¥§ gtem %g?v}\%e;}% ﬁleooa ag%tgss@%m nt 21
and the acces%h%e%@/’é‘?rQ@thﬁS}aéoWﬁﬁipéé 52§S§§lﬁ§ﬁt iisleaditan (BEH 800t x

port-based authentiseati onntERt hodi 2t her1oki @ AR, Nnode 2Q (Bﬁ@vt&cﬁ&&ess
Cient/ Suppli cant%l; bg;ng au hent i cate _with the access _server

(aut hent i cat i 97§ ) "By SR &ivE 5o SackkssTparRPt21 (@tﬁ%@ﬂh% or). In
tpi IsPexegpI arz%cé’é)eﬁn‘lpedgﬁerﬁz td‘ﬂeaﬂkAl\iHheS halS Ele OmPLEEEieBOZO 1korl rtftéﬂde case
0 nodes in alan e t he same, , met ho carried out
using the cont’¥of" At e gﬂlﬁg Zqélbslcﬁl@recferlQ%“HeWoﬁﬁB?Eg M Ehe

aut henti cati amser t henStM gatLewa)TMmjwlaa Bﬁamk@taﬂs argmt ehey Tretvedn 35 the

| ernet Authenti,carhonaSeryles.(145) servgle neleck anddie 6B

aut hentication inf truct or t he
access pa@idnt 22 cofaddessaseever p@fsmtan%llt h@lt—lllRt:hE oIM$he VbR 3ccels t he

tart of th M gt t 2 t ok
start of the EAR/STM ay hﬁé’ééf@ééo% é'S%CQ_fgoiﬂets ‘h&?‘ lelgiggﬂite

uses a first LAP request throug the contr at evva no to ask the
| P node 20 fofedihetidershadi bra hﬁoé@llévél}bs@i'ﬁbéﬁ iode MLR y37(l N2t9ed or  the

user, inter abhacthkn BrMPANs|t the thecasseserveseryer i Wakehiysesy a first
EAP request 1 through th gcess point (22 to ask the nmobil e I P node 20 for

the internatTohat? Blultgle%l}§@rtll6’élr FaRnt ity (PMBRYLoretthe? WSV iG5%t er
alia. Thils islifanseittied keom{tbgetRenodac RANDSI BGdEAR sespanses ot 0 the

control gatemgy nD?“'%a 3rd EAP step 3, the access server 23 then
sends an EAP request of type 18 (SIM) to the mobile IP
node 20 and receives the corresponding EAP response 4.
EAP data packets of type SIM additionally have a
20 special subtype field. The first EAP request/SIM is of
subtype 1 (start). This packet contains the list of
EAP/EIM protocol version numbers which are supported by
the access server 23. The EAP response/SIM (start) 4
from the IP node 20 contains the version number
25 selected by the IP node 20. The IP node 20 needs to
select one of the version numbers indicated in the EAP
request, The EAP response/SIM {(start) from the IP node
20 likewise contains a service life proposal for the
key and a random number NONCE MT which has been
30 generated by the IP node. All subsequent EAP requests
all contain the same version as the EAP response/S$SIM
(start) data packet from the IP node 20. As mentioned,
this wvariant embodiment has a SIM gateway module 32,
which acts as a gateway between the access server 23
35 and the HLR 27 or the VLR 37, in order to perform the
GSM authentication, When the EAP response/SIM has been
recelved, the access server 23 recelves an n GSM
triplet from the HLR/VLR 37 for the GSM network. From
the ctriplets, the access server 23 calculates MAC_RAND



10 22 or the access point 21. Wth the IMSI, the access server 23 receives
n GSMtriplets upon a triplet request denoted by the relevant HLR 37 or VLR
37. Based on the triplets, the access server 23 can receive a nessage

aut henti cation code for n*RAND and a service 15 |ife for the key (together
MAC RAND) and al so a session key. Ina 3% d EAP step 3, the access server 23
then sends an EAP request of type 1B (SIM to the nobile IF node 20 and
recei ves the zwdrespendiswpEAR r ekppns&.4. THAAP dataupatkens off tytpim SI M

addi tional Iy @.?ygta@%?&pﬁpﬁ%tuéEbbxp%h@ @lrth-gERE et Jefifs i

wl Mis
of subtype 1 i s packet contains the list of EAPC%E prot ocol
versi on nunbefd wiifcht B¢ e "aF5iFc edublent heahéers Sxias eMAG3RANRe Fxp

response/ Sl Myat agkas 4cahr aim thekd P noda 20, LCoabalmsent he nvelsi ote er 25
selected hy the TP nogfe)gZO The IP n%de 20 needs to select one o

versi on nonberdSHHEF caPed MiETSeRE ERP NSHGEsti OTheP EAR - r ES5oirSalks) I\W(st art)
fromthe | F nBgElz20 anickemi se:aemﬁtadlns(amewnce Bdd@iprpposal)forfdhe key

and a random nunbe has b nectated b the | F node.
A S benomikRele N, o A AR SapdRI e S d e i
response/ SI M 235tmt)oﬂatt&1qoatslleﬂt Bnam Shletypeno@leaBDen@e neppé onerhe this
vari ant enbodj 0 asg a 3 cts { eway
bet ween t he a%:c s%e ‘Es]er%/er érg{l%%['and %Dd%%\g) %: Y%&Qﬁ'l? 3 in %f er to
perform tlife ©SMWaee héhfecahiosen Wienthahea EAFs $ esponse/ 313V astubesrge

received, the;ackess: SLFYEH Bédée@ew%ea@h@l%ttgetsr i Ltrfd om tbei fL R VLR
37 for the GSM networ k. From he trﬁ ets, the access server 23 cal cul ates
e

MAC RAND 25 Wtwgesswaﬁ“kww reanesit 451 %n (6haLhendgly gt depaphi c
val ues of thep&kiv generiater sensi wrkeyukneatdcotibhe ARfSEOEhRUEhed i cation

codes MAC- RAND and_ MAC SRE e taken fromthe current "HVAC:. Keyed 5
Hashi ng for I\%’é%%‘g‘ée%tut%nﬁ?\'? Eéﬁ 13}/ a! Cgvff;{v? (1@ LeBeP| afF°BHd ‘Rte
Canettti 1GREC2AQ4RANRDr uvany 188B)lef o0P exande. 1@0 Ththawkd BEARf eqttest 5
fromthe accez2188¥fla  value of MAC RAND 1is the same as the
recelved value of MAC RAND. If no match is produced for
the two wvalues, the mobile IP node 20 terminates the
authentication method and does not send any of the
20 authentication values calculated by the SIM card to the
network. Since the value RAND is received together with
the message authentication code MAC RAND, the IP node
20 can ensure that RBND is new and has been generated
by the GSM network. If all the checks have been
25 correct, the IP node 20 sends an EAP response/SIM
(challenge) 7 containing, as response, MAC SRES for the
IP node 20. The access server 23 checks that MAC RES is
correct and finally sends an EAP Success data packet 8
which indicates to  the IP node 20 that the
30 authentication was successful. The access server 23 can
additionally send the received session key with the
authentication message (EAP Success}) to the access
point 22 or the control gateway module 22. In the event
of successful authenticarion, a location update is
35 performed in the HLR 37 and/or VLR 37 and the IP node
20 receives an approprlate entry in a customer database
for the access server. In the case of IP nodes 20 in
landline networks and in the case of mobile IP nodes 20

in WLANs, an appropriate entry 1s made 1in a memory



23 is of the SIM and Subtype Chall enge type. The request 5 contains the
RAND.chal | enges, the key's 10 service life chosen by the access server 23, a
message authentication code for the challenges and the lifetine

(MAC-. RAND) . When the EAP request/SIM (challenge) 5 has been received, the
GSM aut hentication algorithm6 is exeeut®&don the SIMcard and cal cul ates a
copy of 15 MAC RAND. The nobile I P node 20 checks that the calcul ated val ue
of MAC RAND imodinks sametlas t¢hetroecesvedayahodudé RBAC RAND. If no match is
produced for the two values, the nobile IP node 20 term nates the

aut hentication nmethod and does not send any of the 20 authentication val ues
cal cul at ed byIfhenS|IV capdet @& her JeewdtiEl Shagebers valee ANt &d r ecei ved

together w thnd herpressage auf henti caki onsegder YAC BANDs ¢t hgcdsgode, 20 can
ensure that RAND i s new and has been generated by the GSM network. [|f all

the check® have*berhS25clrreth, “PREY Flﬁé"éiér’a‘@gse%?djse%n TERP r@&plotisk/ SI M

(chal I enge) 7peont@sns ngpoasm@sm@na@del\ﬂg@ SRES de@rs hﬂ)nt‘ld?lﬁ’ﬂ)dﬁrcﬂ'@ a The
access server 23 checks t correct, and_finally sends EAP

MAC REF is
Success data f)%%’k%?tBPr\%ll%ﬁri dl chP8s "ESYORE 1 B THodRCSBSEhats thed
aut henti cat i oniavashsuccesstul . gihewagcassdsks vep .23 cang addi t¢omatdy send

the recel ved sesslgp Kexuubt it hay aUlhent] catd on Hassage sCEAR Slipcess) o

t he access 2 ort corftro eway no t he event
successf di0 aut hee $tat | o aclllmla-tlil@n ‘mlmi'aln%rl sti®s predessedineurhe =‘HLR 37

and/or VLR 37-@ngdyd e difz NedRteAl "SLst VES: AR 3RRAQRY | 8he &Nt kel Nhie

cust oner dat abase for the access server. In the case of IP nodes 20 in
| andl i ne net workgh anBrPﬁuFﬁé cade of CHBBENES | P2REdeE 20ubili alyemNs anfm

appropriate epif¥ets NEEEmi NoR NERBT YIRerm@dul erjpd t&@hﬁ@ﬁthisgaﬁ@May
nodul e 22. If an | P node 20 or the IIVBI has been aut henticated, the |IP node

20 can be used"?BteRtest hRcebl®tol®B Coht entather g. T¢ P Ehar génl nek% ri ng
files fram coatentr provigker sheFototibent P predd L0 .t ocageess consendsrsrom a

market and sell the services which are billed for using
the 1inventive system. Service providers normally
transmit the contents from the content providers via
their network to the users and/or allow a user to
20 access such contents. The inventive system and/or
method can be used by service providers to assign such
charge-incurring services from the content providers,
regardless of where this service is set up or provided,
to their customers and thus to provide a payment and
25 clearing service. A core engine module records call
detail records when accessing the control gateway
module 22 on the basis of the service obtained by the
IP node 20, the call detail recocrds comprising at least
identity of the IP node 20 and/or time period and/or
30 provider of the service used and forwarding them to a
billing module. The call detail records and/or clearing
data and/or TAP files based on the call detail records
are assigned using a billing system 55 for a service
provider or a bank. Besides the means for
35 authenticating a user which have been described above,
the inventive system's infrastructure essentially
comprises two further components which are of
significance for installation and integration. The two

components are the core engine module 59 and the



content provider in the network, the access is routed via the control
gateway nodule 22. Using the control gateway nodul e 22, the destination
address is taken as 10 a basis for checking whether the access incurs a
charge. The content provider referred to is the one which produces the
contents and/or publishes and markets-thitmon the Internet. The content is
not transferred to the ISP but rather remains in the 15 authority of the
cont ent provi&gpreGont epredr ovedeksolmar keteany sellodie serdd ces Wi ch are

billed for usjmngs 4beibAVeHd VEnsYStams Sekvi €8 PrQ) debspRALIRK! Vard ransmit
the contents fromthe content providers via their netmorE to the users

and/ or al | ow BRs2INed 29! @¢cess such contents. The inventive system and/ or
nmet hod can be used by service providers to assign such charge-incurring

services fromthe content providers, regardless of where this service is
set up or5prgt?%e8?ngf8TtH@Fﬁwéﬁkf%ﬁ@¥§agﬁ% fﬁﬁ%tfélﬁfoﬁpéb‘%F%%@%é?¥ and 25
cl earing servaceseA ciosepergiine nodutent ecahds cad | todetay | ar eclos dge when
accessing the, rol g e 22 on the I, of e service

bt i ned by CHET F B8 Sl end Tl 1= erart F eBePie dedipr E bt T bast
identity of theteFanodeoP@0andlorwbirke petkod aandhtewdq providezcling he
service used : f orygr di hem.t @ DRIy Rals) |, & taj
records and/o?ﬁg egrrﬁg égg?g agg/oP%ngkbﬁlescggggﬁﬁbﬁggﬁéggg%ig%é?%iI
records l&re @53nghedcusSrngta BREI S VaFete M5 icorcan sty i RECVIIQOUS der or a

bank. Besi desr¢ heniBagsdf 0thd5waut heahkeaki B om WSesahih 1avep hegde
descri bed above, the inventive %%;tenis i nfrastructure essenti al

y
conprises two?f uffRerCBGFFoneht T eRtaPe BRECYRYNIEAEaRcE 4 oFPFHRRAI | at i on
and integration. dhedimg® eRapoON@Niscare the caie enghtenodstevbPeand the

27 aforenent'oned.controlue at ewa ng%g{ %f'bTh%; inter%%tion aqg t he tasks
of the two conporehtd & g%ﬁia?%gd §3ﬁ. 5°¥he onfPBIFTGat edRyeHddul e 22
identifiéas® anyo@ectesg82bysing the destination address (URL) to check
whether they "incur a charge™. Before access 1is
permitted, the control gateway module 22 establishes
the identity of the user as described above using the
IMSI and RADIUS servers. The contrcl gateway module 22
20 requests the further instruction from the core engine
module 59 using this authentication information. The
content providers c¢an install, by way of example, a
hardware-based and/or software-based logic, for example
using a JAVA applet etc., in their web page, which
25 diverts the access by a user to the appropriate control
gateway module 22. By way of example, a script code can
be used to request the correct route for the user
request from a network module, as a result of which the
request about the structure of the HTML page are
30 diverted onto this path by HTTP Redirects, or similar
methods. Using the control gateway module 22, the user
can now access the premium content or the services of
the content preovider. The control gateway module 22
requires the connection to the core engine module 59 in
35 order to present the informaticon relating to the
transaction to the user and to control and document the
access operations to the premium content. The control
gateway module 22 may be installed or integrated in the

service provider's network, for example, in a similar



a user to premumcontent, that is to say a charge- incurring service froma
content provider. The control gateway nodule 22 works |ike a gateway or
checking entity for access to the prem umcontent and rejects or 10 grants
access to the services of the content providers. To this end, the web
requests froma user or an 12 node 20-at#® +outed to the control gateway
nodul e 22 instead of sending themdirectly to the content provider.

| ncom ng requeztzearecchepkedybyetive rc oMheolc ogdtrevay altfe wrpd nha@diZ2 us2 ng t he
destinati on address noURldndccheako HABLBAT JREYC3hNEUL B Fhar defi, figf ore
access is permtted, the control gateway nodul e . establ i shes th

identity of thRe Wsed asddéséirBedPaBord BilegiFe SNVEITFHERAD USidter ver s.

The control gatewey moweluhec22w9 £eduests. the further instruction fromthe
core engine nodule 59 using this authentication information. The content

provi ders-can install, by way of exanple, a hardware-based and/or
sof t war e- baserhé ogbge &ngiaxanpleleusiongoamndAYAazpRl &fitef Ghe idohthedr web

page, which 25 diverts the acgess by a user to e appropriate, control
gat eway nodul & 53438y ‘i8f ngia%iqeﬁea%&t?ﬁt ‘%‘a&fe Egﬁ 68 1P r equest
the correct rbweyfdrircheauseserr equestis f tom abtet mordh nogkH cuwsr ing esul t

of which the ugﬁ% a t e uc of ~t he M 0 diverted
onto this pat?lé%g* P gggi rrg?:lt s,sltE{)r i#&n?el a%o' ne%zﬁgds.tpra@sqfsnag tte]hogh control
gat eway mddulmeonRtox¢e asdr dogamendwdaduesshe heope epngdneomashtleor2 he

services of iheccopients phovbdefs Jine-onLEee! I%Efueé@aﬁys MRAULE 2y, reQuires

the connection to the core engine nodule 59 In 35 order to present the
i nformation réfati RGLEE tiHe WERrBNSABE R el 1%r AR PRy MYt r ofoand

docunent the L,ACCESS, ORErgtiO8S 1tikt hRaPr ¢yd UL EPALANTLy TREeCOGA©OLnt gat evay
nodul e 22 may be jnstalled or integrated. in the service provider's network,
for exanple, PHOR<EH | Orzsexﬁﬁﬁ’ﬁ v 1879 ptoxederVer @ TRETBorf1dINgat enay

nmodul e 225 holigisainos€ond@xttiad orirat icem apd caoctbeeef or ensi opliyr bies used

and scaled in,|ogd balancing, environments, SUhare a bpilling data

record, the core engine module 59 needs to identify or
authenticate the user (see above), indicate to him the
price information for the requested service from the
20 database and, on the basis of user confirmation, to
provide or block access to the service. Whether a
transaction is provided may be dependent, in
particular, on what limits have been set by the service
provider and by the user himself, filter settings from
25 the user and other profile settings and general
guidelines. The core engine module 59 may be in the
form of a JAVA application, for example, i.e. may be
implemented with cross-platform capability, and may
thus be used on a large number of application server
30 platforms. The database used for the core engine module
5% may be a relational database corresponding to the
JDBC standard, for example. The core engine module 59
requires an interface for the authentication method
described above in order to identify the individual
35 users. In addition, the core engine module 5% can
comprise an interface for the billing system of the
service provider in order to safeguard the necessary
data for the billing with the users (for example as a
monthly total bill). The price list can be presented



as DNS Rabin or Wb Switches. 5 The core engi ne nodul e 59 conmuni cates with
the control gateway nodul e 22 and generates data for the billing. Every
time a user wishes to obtain charge-incurring services via an |IP node 20,
the transaction is 10 nonitored and docunented by the core engi ne nodul e 22.
A record is made of which user requests Zhi€h URL at what price at what
time and confirns the paynment. For billing, a price Iist may be defined by
the content P3ow dér,Pfoduskamt escandcst oreihleg awhdrah engnhelins dat abase
so that it capbe 86ceesedcekn MHernd 025 PEEL OF By aALLE ARSAGH,0M, Allgh ggner at e
a billing data record,_the core engine nodule 59 needs to identify or

aut henti cat e TPReE¥Rer (Hre USHrRe) t0 i AGPRAEEYt OPRPH YHe CpREeRti nflo¥dmati on
for the requesieshsefyi eRthicam the 20:4databage pad, terHIE PAsT §sofidiser
confirmation, to grovi e or.blgck acces%Dto thg.service. Wet her_a
transaction i $5%7 ovPled e GBREAdESt P13FX pht B cmeRRgegie Mhat et t s
have been setidytbhezsservhee Inprevietderacdubdned heURser himsedFaldatder
settings from25 th ser._and. _ot.her il ecsetti,ngs ener al

qui del i nes.  THE by SPENCPRS TRt 58‘5%%/4 Pa3RhiNgY 2060 9EN° Meeyay
appl i cation, Mfetuexanplelhe. eontgnthecrdvipleanenses theh perioss-loplst fiopr m
capability, _ S n : appld.cati rver 30
pl at f or ms. Tﬁgggg?%baggypgggt#%?iﬁ%a%ﬁ#@ﬁgﬁd?ﬁgﬁﬁédﬁkg %gfé%a {EF§§

rel ati ondld datbRlise REPTEIHOMEFSE 0 the LIFDBO BB HTAr dCotrNekanpl & The

core engi ne np&id @ DYy éﬁ&ﬁ&l@ssﬁéwénéeféﬁﬂﬁgéQibiéegﬁﬂéBeghkﬁﬂéé@n met hod
descri bed above in order to identify the individual 35 users. In addition,

the core engine nodule 59 can conprise an interface for the billing system
of the service provider in ordgrLto safeguard the negassasdiondateaiEOr the
billing with the users (for exanple as a nonthly totjlal bill). %he price
|ist can be presented -—29 using a product or servige cdtBfog which
contains a http:. /www.somenewsprovider.com/stocks/* . html 5 1

http:. /www,. scmenewsprovider.com/stockarch/*.htm 5 3

http:. /www.somenewsprovider,com/archive/1440 1440 5

In this example, a content provider wishes to sell
15 market information to the wusers for 1 EURO per
retrieval. For the market search in the archive, he
requires 3 EUROS, and the search in the general archive
is intended to be possible for 24 hours (1440 minutes)
and to cost 5 EUROS. In line with this example, the
20 content provider can merely structure the content on
his web server such that it sets up the relevant price
model. In addition, the content provider can define the
access rules, for example, such that the users of the
service provider «can access the premium content
25 directly without further registration on the web site.
Public contents can continue to be transported by the
public route even when the inventive method and/or
system 1is used. Only access operations intended for
premium content are to be routed via the system -
30 specifically this is the control gateway module 22
which authorizes and controls the data transfer. By way
of example, a flexible element may also be an

additional authentication agent which communicates with



list of services and the associated prices for premum content. In order to
identify prem umcontent, the inventive nethod can use a simlar technol ogy
as is 5 used for what is known as black |ist nanagenent. That is to say the
I nternet addresses (URLs) are evaluated using the core engine nodule 59
and/ or control gateway nodule 22. The-cobhtent provider uses the price |ist
to define, for particular regions of his web site, prices 10 which provide
access to thetipe emieumicent enosiddhés figlHeofiany exanpldshowe aré¢guepossi bl e

price entriesiqolRLe PLOLEGLT 09/ R GR.IIIR benind an TP address. By

htt p: / www. sonmenewspr ovi der. com’ st ocks/ *. h ,
htt p: i/ ww. sOfRNeds pEBITNEeE, cShPsRIckanchrathrm 593nt could set up a

http:, i ww. sorepensRhe¥L d8h. €8MiakCRiMeeld4@ 2440 IAnddrAdis BXappiey a
content -provider wishes to sell 15 nmarket information to the uysers for |

EURO per “rett?efand Foitet REIREFket UG i nlthe Sareh?Ue PARELIEqUF? es 3
EURGCS, and t hgesseanghotRetkhengenreralkiagGhisveh s ipeaidad 4o e fesss bl e for

24 hours (1440, mnutes and.to _cost. 5 EUROS. In ] Wi his exanpl e, the
20 content prd¥i 'ca?‘\sﬁer%jfyd& POEEar e‘:ﬂtl?fél%%nt(éjr#EB on bﬁ?é’v\e'baéje‘%er such
that it sets uptéhBacebewdnt.)prifer nbdel .plrpasi t Ron,attieeconta&niopr ovi der
can define t.he? efECRYS trhlilsesl%jf_lrflcﬁ)r igx%%plledn e%hréggirégeoﬁsecrhset %a%ﬁ?

ep y W urt her

service provi déer can access rem um comnt ent di Fect hou
regi stratlifon oh t Héraweb RHDTIAS Pablthentdéneéavs canlreadynuepe i doned,

transported by.,{be.,publirC JQuls euan MQGBSEBegb?V%MQEH%£“%$%E%£%E%&r

systemis used. Only access operations | ntende or premumcontentare to
be routed vi atifheseydtrehy 36 SpecP¥PEart yIPhi xa8PiAe control gateway nodul e
22 which authorizes and controls the data transfer. By way of exanple, a

flexible elenent ma | so be an .additional authentication agent which
comuni cates wWtA" ui‘?ﬁ@ sdelﬁr\ﬁn@éoﬁ}soﬁ‘ﬂe&‘% PAFErREEe 9t HUefORbr P quest
identifiqati ogaoéwhhemadadent2hehimdi anpd s aidts e85. uBy the number of

possible, simultaneous connections from a router to the
contrecl gateway module 22, for example. As a rule of
thumb, it may be assumed, by way of example, that 10%
of the users who are logged in on the Internet at the
20 same time are simultaneously the cause of a connection
on the control gateway module 22. The number of network
cards may be dimensioned, by way of example, such that
the calculated number of simultanecus connections on
the control gateway module 22 can be processed. As a
25 guideline, 1t may be that a 100-Mbit NIC can process
approximately 1400 HTTP calls per second, for example.
The control gateway module 22 may have similar
characteristics to a proxy server, for example: (l} the
control gateway mocdule 22 works like a proxy server: a
30 new outgoing connection (to the web server) 1s set up
(http or https) for an incoming connection (from the
browser); (2) an outgoing connection to the core engine
module 59 is set up {(https) for an incoming connectiocn,
if it incurs a charge. To rule out the influencing
35 factors among the connections as far as possible, it
may be appropriate to provide a separate network
interface for each direction of the communication. The
following calculations may be used as a basis for

ascertaining the necessary hardware, for example:
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Description

Cal cul ati on Resuft

The control gateway module 22 may contain no context

about
it

information user con

Accordingly, is possible

nections,

to use 3

for

example.
tandard load

distribution mechanisms to distribute the requests over

a plurality of
Web Switches.

machines,

desired,
10

by way of example,

such as over DNS Rcbin and/or
Should a high 1level of availability be

it may be appropriate,

to

calculate the system with at least twice the hardware.

The hardware may be equipped with a suitable operating

such
FreeBSC/I
22 may

system, for
Linux/Intel

gateway module

example,
and/or
15 reverse HTTP server, which,
positioned as

content server.

correspond

as sSun

ntel etc.

in

like a proxy

Sclaris

function to

for example,

and/or
The control
a

server, 1s

a gateway between the customer and the
The software may be developed on the
basis of the HTTP/1.1 standard,

and meets

the demands on a gateway based on RFC 2068. The control

20
example,
authorizations.

used, for

port) may be

The privileged port 80

example,

gateway module 22 can operate as a server process,

but

for

which can be installed and started under user
(http standard

it may be

appropriate to set up access as port redirect.



For each 100-Moit NIC up to 1400 1400 http/sec http requests per second can
be inplen;ented When using HITPS, approximately 1/4 1400/4 350 https/sec

of HT.P throughput can be achi eved The request peak (peak of 350 * 5 1750

si mul t aneous requests per second) sinultaneous is approxinmately 20% of the
active paynent users wusers W estimate 3he- paynent peak (peak 1750 * 100
175 000 of simultaneous users requesting sinultaneous paynent
transactions) to be 1% of Internet users the active user base The control
gat eway nodule 2 t.e o] S

connecti ons, ﬁorgc’exanﬁﬁg%ﬁg 3)3%3'% Xéut ?}EQE mé}c}%s?bl e%t ‘}tjésgsr%gi andar d

| oad di stri buailemnseskanises Ebo‘ﬁléebﬁ blT}IOe @ﬁ%l@@qlﬁ@sl-’tvsl@ﬁer frgmpliraal ity of
machi nes, SUuGd, @S pv d%r@b@dB@Ql nr@aq/rarles\géb;f&%ﬁ&t@sth%o@e@vaa@ ghs | evel

of avallablllty be sired, it be appropriate, by way of exanple, to 10
cal cul at et hesSystRnPHi PFfoé{tldleélasttq Vi t R HefTERES e2ndTRE FAWFAY may be

equi pped witha sulrbablj@ oper atpary@en&yst@rﬁrai f @1l cexanp e, seuohcas Sum Sol ari s
and/ or Li nux/| I nd/ or FreeBSC/JF tc. The contr(% hgat ewa m)dule 22

nmay corresporﬁial? i oh"¢ P 518N eégﬁggml—ﬁ‘fﬁlgé{?\?erﬁ FeTH%KE 4 proxy
server, is psntsartdaarted mstla gatewayhdetawean dche moustioler afiSRhe tdont ent
server. The s9 [ e I the S f T
standard, for Jeri%@np g?gvggeg %{l% '&%% mands orﬁ gﬁlg e\%baef I_IIT(P}{ ro(# RFC
2068. ThaOcontr@ir Rinhgatewaygnigdul €29 nah bpanat @%sabb@rw@angrddesss, for
exanpl e, whi cly, can, bg, Ag\ftgygtegn . st ast ed, U {Oysgf aut hori zations. The
privileged port 80 (http standar porat§ may used, 1for exanple, but it
may be appropriate to set up access as port redlrect - 32 -1t is
inmportant to point out that the inventive system allows service providers
to assign services fromthe



content providers, regardless of where this service is 5 set up or provided,
to their custoners and in this way to provide a paynent and cl earing
service. In particular, the present system achieves a high security

standard bot 0, jce provider (ISP), the «co I nd t he
user when m:w¢réf¢%¥iiﬁé¥%e 10 incurring contents,%#ﬁéﬁ%&éﬁ{2§$§§%@ssible
using the conventional system based on the-prior art. WO 2005/117342

PCT/ EP2004/ 050777 - 33 dCdains 1. A conputer-aided nethod for
content-based billing in IP networks,clhdptie an | P node (20) uses an 5

I nternet service provider to access charge- incurring contents fromone or
nore content providers in a network, where the IP node (20), upon a
request, trankm t sAanohhBtestarndddometSidV fenr dofi2@h)t -trasmd Heil Pimpde
(20), and where the 1 r d | r t I d 0) stored in
a database in a Sl Fé&%ngﬁagk%g %ﬁ%récﬁglaggefﬁ%gg ﬁ%&ﬁhagg%ﬁ QH

SI M radi u$ nmodul e ?Qxﬁrn%tuséﬁﬁﬁﬁce pePfoVhilpy aultthenBr€asiton @MY@~ servi ce
15 aut hor i zati on fotclheidp nedaceadh onidie hasis b il camite SIM
card (201) fromthe IP node (20) in an HLR (37) and/or VLR (37) for a GSM
network and for trRffEerhgift  o"&tEEAKr ol "NeYER ehlf nbuP€dE22§2020 in

t hat aﬁcess by tga@cﬁh n@d@e(;a@)sttlotqmmtt% dd ansq cgﬁbeag R0\ dery i nlthe
network is route onfro te nodul e an contro

gat eway nodul e (22§a¥€-d2§&? dgEﬂECEE mﬁ@yh%? Ft 2 ursa%QC é@&? on'% he
basi s of ltthe 25 desdnmsrattoadaddisésst aim t tige aCCessydd N(Ehat i& coteremgi ne

nmodul e (59), durin ac esgy, iy %aﬁ contro I gggeﬁgﬁl du%ﬁhL%f% fgords cal
n

detail records on asis o He serV|ce taine de 120),
the call detail characterlzed
in that the S8IM-radius module ({(30) is used for
performing authentication and/or service
15 authorization for the IP node (20) on the basis of

the IMSI on the SIM card (201} from the IP node
(20) in an HLR (37} and/or VLR ({37) for a GSM
network and for transmitting it to a control
gateway module (22),

20 in that access by the IP node {20) to contents
from a content provider in the network is routed
via the control gateway module (22), and the
control gateway module (22) is wused to check
whether it incurs a charge on the basis of the

25 destination address of the access,
in that a core engine module (59), during access
to the control gateway module (22), records call
detail records on the basis o©of the service
obtained by the IP node (20}, the call detail

30 records recording at least identity of the IP node
(20) and/or time period and/or provider of the
service wused and forwarding it to a billing
module, and
in that the call detail records and/or clearing

35 data and/or TAP files based on the c¢all detail
records (CDR) are assigned using a billing system

{55) from a service provider or a bank.



30 records recording at |least identity of the IP node (20) and/or tine

peri od and/or provider of the service used and forwarding it to a billing
nodul e, and in that the call detail records and/or clearing 35 data and/or
TAP files based on the call detail records (CDR) are assigned using a

billing system (55) froma service provider or a bank. - 34 2. The
conput er-aided nethod as clained in claim1, <characterized in that the
bi I l'i ng nodul 2. pr dtheesompaltkerdetidield mexdrad § €DR)L admdy/cor 1TAR Haiiesl ( 1014)

on the basis of th&%@téf??%&hgncq %hte”@&’lé‘e 1ir9ﬂ%jc‘ildd?11'é P§ r Yl d he

service used and transmts em t oget i nvo Instructions (1013)

to a clearing moduf@l¥10843ilt H@C@Irélérl P Fodam@d/ ox 1@63) fadsisgni Hyl 41016)

the service used bynth@e UsBEiE1008) the agREQVI fiedm ( 1QR8) cotea éf@mé ne 10
network (1007) and/ or trans ttln theﬁy}all det ai | recordqls)é and/ or TAP

files (10F7) to a Mg 1005)188&r 6vise 1CE0 )R

service provider ({45 hegedhe purpese J_Q‘]cVOl&SlSdggnﬂﬁ@tru&ﬁlgns-rhel013
conput er -ai ded method_as cl ained in cial mlﬁoﬁlachar acterized in th%fjo‘?

i nvoi ci ng instructt®nd I "ColpPids gt uler SdFEGF % B
servi ce-provi der - spe¢d4] c aasdiggriment (data} 2hed. séhmcerrpt&@:ﬂ awd%mt hod

as clained in one ﬁ)ée cl zilorﬁsg 1 tc8 3 &E%I;},g(&‘é%l’l f@o% t thf?%f used

is a nobile |F node Th heter geneou nDb Pl e (20)
uses a willel ess 25n¢rwerkadeOGnt handéOEaé;lr@n%u\tlt@@garté@ ofall Vi&\wlb

access an access ppidbri8 JCHAN awheLe thep basies Seiyige alea,i npihe WAN

conpri ses one or nore access points associated with an access server, and
where the access seFV®P) compFYse’ tRECEH#EFol (1006) and/or Internet

service provider (ISP} for the purpose of
assignment.
15
3. The computer-aided method as claimed in claim 2,
characterized in that the invoicing instructions
{1013) comprise at least user-specific and/or
service-provider-specific assignment data.
20
4. The computer-aided method as claimed in one of
claims 1 to 3, characterized in that the IP node
used i1s a mobile IP node in heterogeneous WLANs,
where the mobile IP node (20) uses a wireless
25 interface within a basic service area of a WLAN to
access an access point 1n a WLAN, where the basic
service area 1in the WLAN comprises one or more
access points associated with an access server,
and where the access server comprises the control
30 gateway module and/or transmits appropriate data

to the control gateway module.

5. The computer—-aided method as claimed in claim 4,
characterized in that a SIM user database (34) and

35 a SIM gateway module (32} are used to extend the
logical IP data channel of the IP nede (20) on a
user-specific basis to form appropriate GSM data

for signal and data channels of a GSM network.



30 gateway nodul e and/or transmts appropriate data to the control gateway
nodul e. 5. The conputer-aided nethod as clainmed in claim4, characterized
i-n that a SIMuser database (34) and 35 a SIM gateway nodul e (32) are used
to extend the logical IP data channel of the IP node (20) on a
user-specific basis to formappropri ate M data for signal and data
channels of a GSM network. 35 6. The conputer-aided nethod as clained in
one of claing- 1 tHhs, ashmdcterdidstl | methat as$i rstaigedd ldet airb retord is

created at |east om4fesbasis of, dherdRaddrassigfchhe LP mods (20) and 5

identifications for the service prOV|ders whose  service has been used by
the | P node. 7. ThHékdhbuteFoafdéd merrddasitel bt PR & dasid &hs 1 to

6, characterized i@héhaqgtheaaAEegglesgf10t63014jparemgk£atqqoat | &aast on

t he basi s of roam ng broker tarlffs and al so publ.ic nobile.  network CDR/ TAP
donti fication coddeenBll Tt LoRpULE® aifdsd FEEROASasOEPRTABAST MPRS of 15
claims 1 to 7, chasteactits ziedls i beé¢hatsad bbby | ting IPenmadenent dat abase
conprises | P addresses and/or GSMidentification for the users and/or
service providers. 20 9. The conputer-aided nethod as clainmed in one of
claims 1 to 87.chaflet erdinged-dmraiviad t hethod i ay  slenaystredn danabase

compri ses roami ng broket 1186l (S cRad-ak80 publ e ERRI et ke THE,

|dent|f|cat|on codes system cont ent - based ling 1n IP

net wor ks,10 whi ch s{58&Mm co?rf)‘?l s@é%‘@eqiea%tt ohR23P rvle t2®) bPagih anf

interface to an | Nt @5mhehg S%yéﬁ@rpr@é/tﬂﬁfs afh ongl 95 NPESL LONtRMile
provi ders, where the 30 content BrOVI ders, conpri se dat abases which can be

accessed via a netWOTRORAACWRT EAE cOREAF hitRar 482 FACEFring contents, and
whi ch I P node conprises a

8. The computer-aided method as c¢laimed in one of

15 claims 1 to 7, characterized in that a billing
management database comprises IP addresses and/or

GSM identification for the users and/or service

providers.

20 9, The computer-aided method as claimed 1n one of
claims 1 to 8, characterized in that the billing
management database comprises roaming broker
tariffs and also public mobile network TAP
identification codes.

25

10. A system for content-based billing in IP networks,
which system comprises at least one IP node (20}
with an interface to an Internet service provider
and one or more content providers, where the

30 content providers comprise databases which can be
accessed via a network and which contain charge-
incurring contents, and which IP node comprises a
SIM card {(201) for storing an IMSI, characterized
in that the SIM-radius module {30) comprises means

35 for authentication and/cr service authorization
for the IP node (20), on the basis of the IMSI on
the SIM card (201) from the mobile node ({20}, in
an HLR (37) and/or VLR {37) for a GSM network,
in that access by the IP node (20) to contents



SIMcard (201) for storing an IMSI, characterized in that the Sl Mradius
nodul e (30) conprises neans 35 for authentication and/or service

aut hori zation for the IP node (20), on the basis of the IMSI on the SIM
card (201) fromthe nobile node (20), in an HLR (37) and/or VLR (37) for a
GSM network, in that access by the I P nhotie £20) to contents 36 froma
content provider in the network can be diverted via a control gateway
nmodul e, and the commola gatewaytmodubeider) ivan the usedwogkcheaR lwhet her

it incurs a charge;pftieg basis af Lherr &1 deplddial) oRcrddLgSsSaRl the access,
in that a core engine nodule (59) conprises neans ™ for recording access to

the control gatewd5°HotR} e92E58RYC AR al#2} e€CaPdPONUERE B&si S¥FK t he
service obtai ned byhdtiget Pinodencthe cal thdegai lonlOtnecassisi & eodr difg at
| east idegltity of the | P npde gnd/ or t%maj?] eriod and/or provider of the
service used and $OF watdrhyti $940°8° bft 1 | %%%%?%r, and in that the call

det ai | re_cords andior thheawi N@redaéragh&serdoame heSeéal Iccﬂteg_trajslesr ememm and/ or
TAP o f11es basolonLiecGAhL dELALL recends oanhe AE NS Wl 8
provi nkK. : e Sys

billing systemfronma Seérvice er or a ba tem as cl ai med
in claim10, charatt®eri zeall 2¢dteithatredeedsi | biingthedubastenpef sesheareans

for producing TARLi}ese (18L4knen e bAS! gpofddie eREVicAusadias ng the
nodul e I'le

data fromthe core engi ne ere the TAP S can be transmtted to

a cl eari A§ nodul e ¥eReERer LYFPRAIRYOREI AGass LASNEGEHT Ofs il Whe?ede he

clearing modul e (1004)cr canmbe PésaGd (s 9Np£dPl8drt B Sefevi &&r¥sed by
the user (1008) for the provider é1006) of a Jlandline network (1007) and/or
the TAP files (101959 & bECTYaRemietel t0 & oM +19089deErvi 88930 provi der
(1006) and/or |nteimetnger vice RIzoVi dgetafl SRedrdd hanpubROSELOdring

assi gnment . data based on the call detail records and/or TAP
15 files based on the call detail records can be
assigned using a billing system from a service

provider or a bank.

11. The system as claimed in claim 10, characterized

20 in that the billing module comprises means for
producing TAP files (1014) on the basis of the

service used using the data from the core engine

module, where the TAP files can be transmitted to

a clearing module together with invoicing

25 instructions and where the clearing module (1004}
can be used to assign (1016) the service used by

the user (1008} for the provider (1008) of a

landline network {1007) and/or the TAP files

(1017) can be transmitted to a GSM ({1005} service

30 provider (1006) and/or Internet service provider

(ISP) for the purpose of assignment.

12. The system as claimed in claim 11, characterized
in that the inveoicing instructions comprise at
35 least user-specific and/or service-provider-

specific assignment data.

13. The system as claimed in one of claims 1 to 12,

characterized in that the IP node is a mobile IP



12. The systemas clained in claim1ll, characterized in that the invoicing
instructions conprise at 35 |east user-specific and/ or service-provider-
speci fic assignnment data. 13. The systemas clainmed in one of clainms 1 to
12, <characterized in that the IP node is a nobile IP 37 node in

het er ogeneous WLANs, where the nobile +PB7node (20) conprises a wreless
interface for accessing an access point within a basic service areain a
WLAN, where the basbde sepvieterazenar s t KeANEANWEGHS | tee owdide nbP e

access points asspciat edoyh t heappaggess %er\(«(’irpel%%% wWhig{i€ £ i ACELSS
server conprises the control gateway nodule or where the control gateway

modul e (22) is imMFerehted 38 LEUHEti BPLEYstEmNFar? i BASdA yS#B¥LC90 a

W rel ess access | jesaetinnaflewspst emheke dhe Systiem asre¢laknmedesn £ ai m 13,
characterized in that M user dat abase (34) and a SI M%at enay nodul e

(32) can Be used tTJ'®xt t ePTRGHEa? 1895 taf“%%nn%‘?c Sth W"A?\I on a
user-speci fic basisssdéoidoedn appiopanatee@SM dataveéor sirghalwhame datia

Char acterzed 20 Trcvree s e HouPY BT, 3he° (AT a %%ﬁl@g%o%e modul o
(32) can be used teor cr‘ela@eecathedeF@nItrOﬂec@ﬁd§waU | @esiulen t 2 basm of the

| P address of they) (ﬁﬁ %Ogsaad dent b (‘S%IS"C%[‘)“S ];?)Jdre lhﬁllé%e system as

prOV|ders whose serV|ce een use by 25 the

clai med il one of %I%ifAelads(acasss é%@a@%rm%@ ﬁﬁSFﬁlat the TAP files
(1014) conprise at least information regarding roanlng 30 broker tariffs
and al so publ ] c nmobi | e net wor k TAP i,dentification c de 17. The, system as

clainmed in ont?of otai fYSEE™ *96CLatRaFader F22H0 ha?h%r?)?‘FWh
managenment 35 databaskat 1832YMcospli siat abRsaddnessescand/ oM GeMeway

module (32) can be used to extend the logical IP
15 data channel of the WLAN on a user-specific basis
to form appropriate GSM data for signal and data

channels of a GSM network.

15. The system as claimed in claim 14, characterized
20 in that a SIM user database (34) and a SIM gateway
module (32) can be used to create call detail
records at least on the basis of the IP address of
the IP node (20) and identifications for the
service providers whose service has been used by
25 the IP node.

16. The system as claimed in one of claims 11 to 15,
characterized in that the TAP files (1014)
comprise at least 1nformation regarding roaming

30 broker tariffs and also public mobile network TAP

identification codes.

17. The system as claimed in one of claims 10 to 16,
characterized in that a billing management

35 database {1032} comprises IP addresses and/or GSM
identification for the users and/or service

providers.

18. The system as claimed in one of claims 10 to 17,



identification for the users and/or service providers. 18. The system as
claismed in one of clains 10 to 17, 38 characterized in that the billing
managenent dat abase (1032) conprises roam ng broker tariffs and al so
public nobile network TAP identification codes.

_38_
characterized in that the billing management
database (1032) comprises roaming broker tariffs
and also public mobile network TAP identification
codes,



