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CLAIM OF PRIORITY UNDER 35 U.S.C. §119
[0001] The present Application for Patent claims priority to Provisional Application No.
61/164,276 entitled “Electronic Discovery System” filed March 27, 2009, and assigned to the
assignee hereof and hereby expressly incorporated by reference herein.

FIELD

[0002] In general, embodiments of the invention relate to methods, systems and
computer program products for electronic discovery and, more particularly, collecting electronic
data from a data source, transferring the electronic data to a data store, and assigning a label,

such as a barcode, to the electronic data.

BACKGROUND
[0003] Electronic discovery, commonly referred to as e-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation , a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment.
{0004] The nature of digital data makes it extremely well-suited for investigation, In
particular, digital data can be electronically searched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely
destroy, particularly if the data is stored in a network environment. This is because the data

appears on multiple hard drives, and because digital files, even if deleted, generally can be



BACKGROUND [ 0003] El ectronic di scovery, commonly referred to as e-di scovery,
refers to any process in which electronic data is sought, |ocated, secured
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as evidence.
multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an

especially valuable source of evidence in civil or criminal litigation, because people are often
less careful in these exchanges than in hard copy correspondence such as written memos or
postal letters.

[0006] E-discovery is an evolving field that goes far beyond mere technology. It gives
rise to multiple issues, many of which have yet to be resolved. For example, identifying data
required to satisfy a given discovery request, locating the appropriate set of data that has been
identified, and refrieving the data once it has been identified and located all pose problems in and
of themselves. This is especially evident if the data that is being identified, located and retrieved
comes from an evolving or disparate enterprise, such as a corporation that has experienced
mergers, acquisitions, downsizing and the like. Mergers and acquisitions mean that the
technology infrastructure across the enterprise may vary, at least in the interim. However, e-
discovery must be able locate and retrieve data from these disparate technology infrastructure in
a timely fashion, sometimes within days of when the merger/acquisition occurs.

[0007] In addition to identifying, locating and retrieving digital data, the most critical
part of any electronic discovery is the preservation of data, which involves maintaining an
original source copy and storing it for preservation purposes or furthering processing. This too
becomes a daunting task for the enterprise system that encompasses a myriad of different

technology infrastructures and the like. Therefore, a need exists to improve the identification,



This can include text, imge, cal endar event data, databases, spreadsheets,
audio files, multinedia files, web sites and conputer prograns. Electronic
mail (i.e., e-mail) can be an especially val uabl e source of evidence in
civil or crimnal litigation, because people are often |l ess careful in
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not ed, e-di scovery, as opposed as convent i onal di scovery of printed
commission or the like. While large requests are generally suited for online review, the manner

in which the data is presented for review adds efficiency to the review process and ultimately
drives the cost of the review process. Therefore, improvements in the manner in which data is
presented for review are also desirable as a means of increasing efficiency and reducing costs.
[0010] Lastly, once the digital data has been reviewed, data identified as relevant may
need to be produced in a tangible format for further analysis or legal evidentiary purposes. The
produced documents must be properly identified and include necessary redactions and
confidentiality markings.

(0011} Up until now, e-discovery management has been conducted on a case-by-case
basis, meaning all tasking and workflow related to the e-discovery is based at the case level.
Such management does not allow for finer granularity in the management of a case or for links to
exist between different cases for the purpose of leveraging the e-discovery related to one case to

another new or pre-existing case. Therefore, a need exists to improve the manner in which cases



materials, provides for the ability to filter or search the data so as to
reduce the volune of data to only that which is relevant to the request.
Such searching is typically acconplished by determining a specific date
range for the request, providing key words relevant to the case and the

i ke I nmprovenents in the area of searching are greatly in need to further
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more detailed description that is presented later.

[0013] Embodiments of the present invention relate to systems, apparatus, methods, and
computer program products for electronic discovery and, in particular, improvements in
electronic discovery that allow for electronic discovery to be efficiently and cost-effectively
employed across a diverse enterprise. In particular, embodiments of the invention relate to
systems, methods, and computer program products for collecting electronic data from a data
source, transferring the electronic data to a long-term storage network, and associating the
electronic data with a label, such as a barcode or some other type of indicator. For example, the
label associated with the electronic data defines the year in which the data was collected from the
data source and the type of data that was collected.

[0014] In some embodiments of the present invention, a method for organizing and
storing electronic data in an enterprise-wide electronic data discovery system is provided. This
method includes receiving a data request to collect a electronic data from a data source. After
receiving the data request, this method includes using a processor to create a first identifier for

the electronic data and then store the first identifier on a long-term storage network. Next, this



are managed and, in particular, how tasking and workfl ow are managed
dependi ng on case requirenents and the |ike. SUWMMARY [0012] The fol |l ow ng
presents a sinplified summary of one or nore enbodinents in order to
provi de a basi c understandi ng of such enbodi nents. This summary i s not an
extensive overview of all contenpl ated enbodi nents, and is intended to
neither identify key or critical elenents of all enbodi nents, nor delineate
the scope of any or all enbodinents. Its sole purpose is to present sone
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el ectronic data and then store the first identifier on a | ong-term storage

net wor Ktord¥embiwdrkli According to some embodiments of the method, the processor is also used to
identify at least a specified file type from the files of the electronic data before the electronic data
is transferred from the staging drive to the long-term storage network and then filter the
electronic data by transferring the files of the specified file type to the long-term storage
network.
[0016] In some embodiments of the method, the processor is further used to create a
second identifier for the electronic data, associate the files of the electronic data that are
communication files with the first identifier, and associate the files of the electronic data that are
not communication files with the second identifier.
[0017] According to some embodiments of the method, an expected-number-of-files
indicator is received from a third party. According to these embodiments, the expected-number-
of-files indicator specifies the number of files of the electronic data that are to be collected from

the data source. The method of these embodiments further includes using the processor to

determine an actual-number-of-files indicator that specifies the number of files of the electronic



met hod i ncludes using a processor to stage the electronic data by
collecting individual files of the electronic data fromat |east a data
source and storing the collected files on a staging drive until all of the
files of the electronic data are collected. This method al so i ncludes using
a processor to transfer the files of the electronic fromthe staging drive
to the long-term storage network and then associate the electronic data
with the first identifier. [0015] According to sone enbodi nents of the
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received from a third party. According to these embodiments, the expected-data-amount

indicator specifies the aggregated size of files of the electronic data that are to be collected from
the data source. The method of these embodiments further includes using the processor to
determine an actual-data-amount indicator that specifies the aggregated size of files that were
actually included in the electronic data and that were actually transferred to the long-term storage
network and associated with the first identifier, wherein the actual-data-amount indicator is
determined by summing the size of each of the files transferred from the staging drive to the
long-term storage network. The method of these embodiments further includes using the
processor to compare the expected-data-amount indicator and the actual-data-amount indicator
and then provide a failure notification if the actual-data-amount indicator does not match the
expected-data-amount indicator.

[0019] According to some embodiments of the method, the processor is further used to
calculate a hash value for the files of the electronic data while the files are being transferred to
the long-term storage network and then store the hash value separate from the files of the
electronic data by storing the hash value in a database that is separate from the long-term storage

network. According to these embodiments of the method, a processing request for the electronic



[ 0017] According to sonme enbodi ments of the method, an

expect ed- nunber-of-files indicator is received froma third party.
According to these enbodi nents, the expected-nunberof-files indicator
specifies the nunber of files of the electronic data that are to be
collected fromthe data source. The nethod of these enbodi nents further
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data source, instructions to filter the electronic data to identify at least one file type from among

a plurality of files in the electronic data, and instructions to transfer the files of the file type to a
long-term storage network. According to some embodiments, the system further includes a
processor that is in communication with the input device. The processor, according to some
embodiments is configured to create an identifier that is associated with the data request, wherein
the identifier resides on the long-term storage network, stage the electronic data by collecting
files of the electronic data from the data source and storing the files on a staging drive, filter the

clectronic data by identifying the files that are of the file type, transfer the files that are of the file



data that is stored on the |ong-term storage network, and then the
processor is used to ensure that the that the electronic data was not
nodified while it was stored on the |ong-term storage network by

cal cul ating a second hash value for the electronic data while the files are
being transferred off of the |ong-term storage network and then conparing

t he second hash value to the hash value that was cal cul ated when the files
of the electronic data were transferred to the | ongterm storage network.
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failure notification if the number of files that were actually transferred does not match the
expected number of files. Also, in some embodiments of the system, the processor is further
configured to calculate a hash value for the electronic data when the files are transferred to the
long-term storage network and store the hash value in a database that is separate from the long-
term storage network, which is where the electronic data is stored. The processor, according to
some embodiments of the system, is further configured to ensure that the electronic data was not
modified while it was stored on the Jong-term storage network by calculating a second hash
value for the electronic data when the files are transferred off of the long-term storage network

and comparing the second hash value to the previously calculated hash value.

BRIEF DESCRIPTION OF THE DRAWINGS
[0024] Having thus described embodiments of the invention in general terms, reference

may now be made to the accompanying drawings:



type fromthe staging drive to the |long-term storage network, and associ ate
the transferred files that are of the file type with the identifier.

[ 0022] According to some enbodi ments of the system the processor is further
configured to validate the electronic data by determ ning the nunber of
files that were actually transferred to the |ong-term storage network and
conparing the nunber of files that were actually transferred to an expected
nunber of files. According to sonme enbodi nents, the expected nunber of
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embodiment of the present invention;

[0031] FIG. 7 is a block diagram of a collection server, in accordance with an
embodiment of the present invention;

[0032] FIG. 8 is block diagram illustrating electronic discovery management structure, in
accordance with an embodiment of the invention;

[0033] FIG. 9 is a flow diagram of a method for initiating a case or matter including
creating search terms, creating and sending preservation notices, sending reminder notices and
creating and sending surveys to custodians, in accordance with embodiments of the present
invention;

[0034] FIG. 10 is a flow diagram of a method for custodian management in an electronic
discovery system, in accordance with an embodiment of the present invention; and

[0035] FIGS. 11 and 12 are flow diagrams of methods for harvesting different data types

in an electronic discovery system, in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0036] Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,

embodiments of the invention are shown. Indeed, the invention may be embodied in many



[0025]FIG 1 is a block diagramof an enterprise-w de el ectronic discovery
system hi ghli ghti ng conponents of the systemthat are configured to

organi ze and barcode el ectronic data, in accordance with enbodi nents of the
present invention; [0026]FIG 2 is a flow diagramof a nethod for
organi zi ng and barcodi ng electronic data in an electronic discovery system
I n accordance wth enbodi nents of the present invention; [0027] FIG 3 is
a bl ock diagramof a barcoding sewer inplenmented within an electronic

di scov elifferant$o:@m anidishaudd asidrroastiviet las Bnfited iomatmbadimbhe sgfedieMreinnvent i on;
[0028]FIG 4 illustrates a network environnent in which the processes

descri hetle @it dmidanédPhe FRAGEM so ¥k 8ifliliBLodupe ARG ARBPHpNEMSIepfl t he

invention; [0029]FIG 5 is a block diagramof an electronic discovery

ManagelreqffeMiehis. Like numbers refer to like elements throughout. '
[0037] Embodiments of the present invention provide apparatus, systems, methods and
computer program products that provide for electronic discovery and, more specifically, that
search myriad data sources across an enterprise to identify clectronic data relevant to a particular
data request, harvest the relevant electronic data, filter the electronic data to identify request file
types, transfer the request file types to a data store, and assign labels, such as barcodes, to the
requested file types for the purpose of producing, in an organized fashion, all requested
electronic data that is in the enterprise’s possession.
[0038] FIG. 1 provides a block diagram of an enterprise-wide electronic discovery
system 2 that highlights components of the system 2 that are configured to organize and barcode
electronic data. In some embodiments, the environment of the electronic discovery system 2 is
the information technology platform of an enterprise, for example a national or multi-national
corporation, and includes a multitude of servers, machines, and network storage devices in
communication with one another over a communication network. Embodiments of the electronic
discovery system 2 can be implemented across diverse platforms, networks, computer systems,
applications and the like to capture or otherwise collect electronic data and properly organize and
barcode the data for long-term storage and for producing the data to a requesting party.
[0039] For purposes of the presently described embodiments of the invention, the
electronic discovery system 2 includes a data source 4, a staging-and-barcoding server 6, and a
data store 8. The data source 4 comprises enterprise-wide electronic data 10. According to some

embodiments, the electronic data 10 includes two broad categories of data: electronic

10



accordance wth enbodi nents of the present invention; [0030]FIG 6 is a
bl ock di agram of a dat abase sewer, in accordance with an enbodi nent of the
present invention; [0031]FIG 7 is a block diagramof a collection server,
i n accordance with an enbodi ment of the present invention; [0032]FIG 8 is
bl ock diagramillustrating electronic discovery managenent structure, in
accordance with an enbodi nent of the invention; [0033]FIG 9 is a flow
diagram of a method for initiating a case or matter including

communication data 12 and electronic file data 14. Electronic communication data 12 includes

data such as e-mail or the like, whereas electronic file data 14 includes other electronic forms of

data, such as word processing files and the like.

[00401 The data source 4, according to some embodiments, is a database server. For

example, in some embodiments, the data source is the database server 120 of FIG. 4, which is

configured to provide database services for the electronic discovery system 2 and which houses:

a Unified Directory/custodian database 122 for storing electronic data 10 relating to individual

custodians; a case database 124 for storing electronic data relating to particular cases; and an

ongoing collections database 126 for storing electronic data relating to collections currently in

progress. Custodians, as described herein, are individuals, a grouping of individuals or an entry

identified at the onset of a case or matter whose electronic data 10 is subject to capture and

review.

[0041] An exemplary operational overview of the electronic discovery system 2 of FIG.

1 will now be provided with reference to FIGS. 1 and 2. Upon receiving a request to collect

electronic data 10 that is related to a particular custodian or case (block 31), the electronic

discovery system 2 searches for and collects the requested electronic data 10 from the data

source 4 (block 32) in manners described in detail below with reference to FIGS. 4 - 12. The

electronic data 10, after it is collected from the data source 4, is directed to the staging-and-

barcoding server 6, which includes a barcode application 16, a staging application 20, a staging

drive 22, a data filer application 24, and a data transfer application 26.

[0042] The barcode application 16 creates a label 18, such as a barcode, for the data

request and stores the barcode 18 in the data store 8 (block 33). The data store 8, according

some embodiments, is a long-term storage network. For example, in some embodiments, the

11



creating search terns, creating and sending preservation notices, sending
rem nder notices and creating and sendi ng surveys to custodians, in
accordance with enbodi nents of the present invention; [0034]FIG 10 is a
fl ow di agram of a method for custodi an managenent in an el ectronic

di scovery system in accordance with an enbodi nent of the present

I nvention; and [0035]FIGS. 11 and 12 are fl ow di agrans of nethods for
harvesting different data types in an el ectronic discovery system in

accor dgaaetové 8 i thaloaghath sieage adtwbdkel 9010E TG 4.1 ThvedHtd ore 8 is confightelAb LED
DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTI ON [ 0036] Enbodi nents of the

pr esenkiold 1 Blebtedhid\ @i 1B Yol REted @6 6ihtRaASE IRV Rtc Yony thl ArRIsb@tE 8 Adbdrling
reference to the acconpanyi ng drawi ngs, in which sone, but not all,

ebOdi fPLi M boltiertd i Ul Hq s PpRiRLAlly folitEeiIcvAdl 21ck YR bhRMu RN ide

enbodi ed 1 n many
data 12 and relevant electronic file data 14. As such, for each of these data requests, the barcode
application 16 creates two barcodes 18: one for electronic communication data 12 and another
for electronic file data 14. It should be appreciated, however, that if the data request specifies
only electronic communication data 12 or only electronic file data 14, then the barcode
application 16 only creates one barcode 18 for the data request. It should also be appreciated that
the data request could specify other types of data and that the barcode application 16 could create
a corresponding barcode 18. In some embodiments, the barcode 18 indicates the date of the data
request and the type of data requested. For example, the barcode 18 is a string of numbers that
includes a number sequence, which indicates the date of the request and the type of files (e.g.,
electronic communication and/or electronic file data) requested. In some embodiments, the data
request includes a file path to the requested electronic data 10.
[0043] As the individual files of the requested electronic data 10 are being collected, the
staging application 20 stages the files of the electronic data 10 on the staging drive 22 (block 34).
Once all of the files of the electronic data 10 have been collected and staging is complete,
according to the illustrated embodiment, the data filter application 24 accesses the staging drive
22 to review the staged electronic data 10 and filters out the requested file types. For example, if
the data request specifies electronic communication data 12 and electronic file data 14, the filter
application 24 filters the electronic communication data 12 and electronic file data 14 out of the

electronic data 10 (block 35). Next, the data transfer application 26 transfers the electronic data

10 from the staging drive 22 to the data store 8 and associates the requested files types with the
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different forns and should not be construed as limted to the enbodi nents
set forth herein; rather, these enbodi nents are provided so that this

di scl osure may satisfy applicable | egal requirenents. Like nunbers refer to
| i ke el ements throughout. [0037] Enbodi nents of the present invention
provi de apparatus, systens, methods and conputer program products that
provide for electronic discovery and, nore specifically, that search nyriad
data sources across an enterprise to identify electronic data relevant to a
parti cebaespdadig baosist Foaam@id ifttheddteltequan bpelfRdicieftbiic dahmunichfider t he
electronic data to identify request file types, transfer the request file

types dgtad 208l tesdlQi@nicaél das 34, hed @RS ¢raﬁéi€r"hp§ﬁczi%f1 08¢ @fsfers thd fMl€s that
request ed flle types for the purpose of producing, in an organized fashion,

al | regueg ﬁ%ﬂtﬂlﬁuaﬁg}ij 1% Ql% tHeSﬁlésnchﬁtQ?e él@étl%lhﬂzrﬁlé ﬁata ‘I? @' on.

[0038]FIG. 1 prOV| es a d|a ran1of an enterprise- mn ronic

di scov hI| S at are
confi g%%%&%ggk%;%lgsn‘fv{z?%&é:n r co arco remlt%rtgir%’clgg@atf&m? °§8%'8‘ggtﬂ%lb‘§h nment s,

t he enV|ro t ,of th ele tron dISCOV ten1 is the infaormation

t echnoFEYYP &rf ¢ g FretergRpsHtin b% pasgeiajeg fhe é‘}!&%ﬁﬂt@r%e AetEqnim g ynication

mul ti-natiognal corporation, and_ includes a nmultitude of servers, mnachines,
and netqi8rik vaituthe farcerds, i &lakel ifer clesirpnisicommuicatipn. iind the datidransier applicatipn

conmruni cati on network. Enmbodi ments of the electronic discovery system 2 can
be i nplérsseriates theridssthal ayeelsetrgniafifesiates] 4 widh thobreode bidabeled for whctonsg
applications and the like to capture or otherw se collect electronic data
and pr ¢ipeddty ‘Bngamezd tlanishrdraes bRl asdveiatkalt it files thahgre telctrosit osmagpaniamibnf or
producing the data to a requesting party. [0039] For purposes of the

pr esentdhty 1daad tHabad relsamdiodhe Usta edqubsttandiieathetdhe of AR WE®AES WusC di scovery
system 2 includes a data source 4, a staging-and-barcoding server 6, and a

data sh@beiad wilterlePiha: &0 bkifortc ARMAl KSR AfdYeicS S\ B8 d8lagEddoni ¢ data
10. According to sone enbodi nents, the electronic data 10 1 ncludes two

br oad ‘f@ﬁﬁ?or ies Oﬁée ﬂ@?é{ue&é@@l&&ﬁﬁi&d&t& 10 is stored in the data store 8 and associated

with appropriate barcode 18, the data typically undergoes re-reformatting and quality control
processing., Then the requested electronic data 10 is ready for production and may be released to
the requesting party.

[0045] Referring now to FIG. 3, shown is a more detailed block diagram depiction of a
staging-and-barcoding server 6 incorporated in the electronic discovery system 2 of the present
invention, according to some embodiments of the present invention. The staging-and-barcoding
server 6 is configured to, for each data request, create at least one barcode, stage the electronic
data collected from the data sources, filter the staged electronic data to identify the requested file
types, and associate the identified file types with the corresponding barcodes, in accordance with
aspects of the present invention. The staging-and-barcoding server 6 may include one or more of
any type of computerized device. The present apparatus and methods can accordingly be

performed on any form of computing device,
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communi cation data 12 and electronic file data 14. El ectronic comruni cation
data 12 includes data such as e-mail or the like, whereas electronic file
data 14 includes other electronic fornms of data, such as word processing
files and the like. [0040] The data source 4, according to some enbodi nents,
is a database server. For exanple, in sone enbodi nents, the data source is
t he database server 120 of FIG 4, which is configured to provide database
services for the electronic discovery system 2 and which houses: a Unified
Di r ect mogécust odTlastaiaigakimisardodihgf sefves b diicluiigs edremitingplatforta 38 tha carel ating to
i ndi vi dual custodi ans; a case database 124 for storing electronic data
rel at i Rgeil @ amPéslch @t kdttinPERSppRAHoRY) THGOHPEHAObkEsSH WinckidéahateryB26 for
storing electronic data relating to collections currently in progress.
Cust od] Cl ' i isHupds j hadivi dual s
{vﬁ[}rﬁ gna?ﬁ:gﬂlﬁwflﬁ {é(g%aie Rdllvol 1€ ey is SeacPorly Dot Rfm-hétdis

or an en t the onset of a case or matteer whose el ectronic

data 10 is supji.ect I Vi 41] [ rati ona
over vi 8WSF W@fl g(iﬁ?}bgﬁi%%ﬁgﬁ\g’g%ﬁ\}g@ws gé%he('{%g%’ %rfaﬁg Pgﬁ%riry\%\n& Olggj\?v be
provi ded with referepce to, FI GS. nd 2. on recei W a request to
col | ec?o%?‘%@tﬂl@%@&dg‘ﬁrﬁwi’dh‘? Wﬁ’?‘ofyé 9?@?%&“83‘8? 8“%°rﬁﬁ?rﬁ¥f@§?1§ll?m8ﬂ’g§eﬁﬁioﬁn or
case (block 31), the electronic discovery system 2 searches fqor and
col | ecigy bpany wgordancer tertiapt Srt‘éfﬁgf‘cded’&ieasufg a3 PEERStR eed i ap%‘&ﬁm‘e@aufalz% Pbck 32)
in manners described in detail belowwith reference to FIGS. 4 - 12. The

el ect r soft or hdad disk.0, after it is collected fromthe data source 4, is
directed to the stagi ng-andbarcodi ng sewer 6, which includes a barcode
appl i cga4sn 16, BRurtkeadhewmpngmphg phatfoom326lso inchidagpnogessridpewRizh nmydsatan fil er
application 24, and a data transfer application 26. [0042] The barcode

appl i capilRaticbspetiGainegracd abalit ((BSIGYL ofiser ahipsdt,quotessot,dogit biecuigba request
and stores the barcode 18 in the data store 8 (block 33). The data store 8,

accor dipfgr &Qﬁﬁo@é&gﬁg laBRRY. SThel prodesdoP B0 oF 6hER Srb&s@f GudtelsABIK. mdyodxeaut@mpl e, in
some enbodi nents, the

application programming interface (“API”) 41 that interfaces with any resident programs, such

as barcoding module 44, staging module 46, data filtering module 48, hash value verification
module 50, data amount verification module 52, or the like stored in the memory 39 of the
staging-and-barcoding server 6.

[0048] The processor 40 includes various processing subsystems 42 embodied in
hardware, firmware, software, and combinations thereof, that enable the functionality of the
staging-and-barcoding server 6 and the operability of the server on a network. For example, the
processing subsystems 42 allow for initiating and maintaining communications and exchanging
data with other networked devices. For the disclosed aspects, the processing subsystems 42 of
the processor 40 may include any subsystem used in conjunction with the barcoding module 44,
the staging module 46, the data filtering module 48, the hash value verification module 50, the

data amount verification module 52 or subcomponents or sub-modules thereof.
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data store 8 is the long-termstorage network 190 of FIG 4. The data store
8 is configured to store the electronic data 10 collected or otherw se
harvested fromthe data source 4. According to sone enbodi nents, the data
request specifically request relevant el ectronic conmunication data 12 and
rel evant electronic file data 14. As such, for each of these data requests,
t he barcode application 16 creates tw barcodes 18: one for electronic
conmruni cation data 12 and another for electronic file data 14. It should be
appr eci{@uey, howehetompudaipldtforii3g adaitiandlBoueladessprdidnicatiomsthydudd 4Lt roni c
comuni cation data 12 or only electronic file data 14, then the barcode

appl i ¢cgibodied fh HARdWarg RANRSe, 0RwWAR! £RUBmbhatiefs thGofltHaPerda8Ryest . 1t shoul d
al so be appreciated that the data request could specify other types of data

and th . | J i . i de
18, 1 nooBmaRicHla AnR 0t o hebefiOYt e SRR and pRELITRRATM ¢ s VB 50
reques -of .dat uested. For . ex e, othe barcode 18 is a
e ng g ol IR i e GO sk Sl AT S et Bus " e Gt
of the r est and the type.of files (.e.qg., electronjc co ni cati on.and/ or
ol ect r BiRREA s g b it et G atn ST L) SR B et
includes a file path to the requested electronic data 10. [0043] As the

i ndi vi &I&stablishing ayretverk commpdqation edwestioni ¢ data 10 are being col | ected,
the stagi ng application 20 stages the files of the electronic data 10 on

t he st saﬁ dr i vEhebar¢asiingmoddy 44 msisies i the oremone39 of the cofputing pdatéoem38ni ¢
data 10 have been collected and staging is conplete, according to the

i |l ust et Bdoehdhwel tomptrate ihe¢hasie rhadneeas thpplevioasly descPibedbareskeapplidatdost agi ng
drive 22 to review the staged electronic data 10 and filters out the

r equeste€dThé stegihy pedulc Ho alse xesides ¢n thefmdnivey dabAtheat@atingplattirf #sardl ect roni ¢
communi cation data 12 and electronic file data 14, the filter application

24 il {RNRet DBatB kﬁgﬁ:@@gplibaﬁm%%i i9 BorfiBured ke o?{]}ﬁlte% ffelshB hfanhdrlag adat a 14

out of the electronic data 10 (bl ock 35). Next, e data transfer

appl i catd oRs19QLBRS iigkiRg biiticRliGEAd. Of inSfuRd j ve 22
EOP hePlnuRsiZiactaRe ahine bifienaRAd. Mg Rlgmodll SOMARLnEh R Nl dly ¥
corres i) r 0 I if, r equest eci.fied

el ectr oﬁ? %%l@%ln%% ncf&ggglﬁ‘g%ﬁ)cé‘?%éﬁlgp ealﬁﬁ c{’%t%ﬁlgﬁ%eng?q%‘gaﬁ ag) s ??agh %ge[cgflt&%, then the
data transfer ication 26 transfers the fjles_that .are el ectronij

oo P EaRor A GRP0 bSBE R o peanrDat i steBhedrivF olrishoid B¢ Forrecigied e ang
then a sociateg the files with the appropriate barcodes 18 (bl ock 36). That
is, actlbsrlagRgpld Be piilsoradataseidn adatabase: Hfter slaging is comlste and &g elegiropig oci at es
the files that are el ectronic conmunication data 12 with the barcode 18

| abel fl¥p 18jisisansisned tesmarediathodata sare & He fialeg is frapsderead tappd savad ioh 26
associates the files that are electronic file data 14 with the barcode 18
| abel etbchioon sshareterfom thefeldctroniaidata 10h $aying tlee fUE ldgrepiraicdauethe EB:cirgnic
associated with files that are electronic comruni cati on data 12 and t hat
ar e r ebistnad0ts hedpfuhfor paxipases ©f desdveryongdatdeahofiledsg @ndeatfcidhccdmnatacaitel8 i s
associated with files that are electronic file data 14 and that are

r el evap arfs@ret 46 qhaitRnt G6HHE He collQMApERNCS thiienseaiie etk Bbeslkom £ data 10
is stored in the data store 8 and associated with appropriate barcode 18,

the datigedidbRiof #veMicdhder goes re-reformatting and quality control
processi hg. Then the requested electronic data 10 is ready for production

and maYOOlB?] rel ea’fﬁéjdatté) ﬁﬁé}ﬁlgrrﬁ&ﬂl?ésllé, WhifiRelides in the memory 39 of the computing

platform 38 and includes a file type identifier application 48a and a file transfer application 48b,

is configured to filter the electronic data 10 that is staged by data staging application 46a to

identify the requested file types and then transfer the requested file types in datasets to the data
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[ 0045] Referring nowto FIG 3, shown is a nore detailed bl ock di agram

depi ction of a staging-and-barcoding server 6 incorporated in the

el ectroni c discovery system 2 of the present invention, according to sone
enbodi nents of the present invention. The staging-and-barcoding server 6 is
configured to, for each data request, create at |east one barcode, stage
the electronic data collected fromthe data sources, filter the staged

el ectronic data to identify the requested file types, and associate the

i dent i btofB dd ds@o hyspéistewndhhddtdvet afeequestpd fith tppesivaticthe egproprivtalearddance wi t h
aspects of the present invention. The stagi ng-and-barcodi ng server 6 may

i ncl udacedi@ingko BathEerbodiiynts, YiRefilefyfeqnattifer AppHtatiba \UsE Bcceddds tHRleRR R Bic .
apparatus and net hods can accordingly be perforned on any form of computing

devi ceyara 10 heelsiRgl @ ANhs %@ﬁ%%{&%&ﬂb}sfﬁé\éﬁ inB akiRE kI GRd AP RY
platforn138 that can receive and eXecute Toutines and applications. The
conput %e%?fﬁ?%daﬁ&% ?n)é)%§§r l}{i}%ﬁé@ﬁé A1 DR ioR b 3}{‘%{@? é‘{r@é efeQIRiL 552 Y6 Bhtd € and

non- vo S read-only an omaccess nenory (RAM and

ROM, EP EE flash card Oor. _any,, "menory .comy tn..CcO ter

bl at 1 oML BpF fdsaiten anenealing A &5 (RS RHLF G GHEonP et PRI Foror y
cells, or may be any secondary or tertjary storage devjce,. such as, nmagnetic
medi a, TpeEst éﬁa tyResatlis datadppastepippliggtion b frapsfers cames debwmﬁqdﬁﬁ?& “’?‘Wé‘
conmputing platform 38 also includes processor 40, which nmay be an

appl i carigserpsp driaissetsiapeasding tediledynes to the datpsiors'§ andpssasigiesrcagtngaiasst with
processor, logic circuit, or other data processing device. The processor 40
or ot hdr appopastsbarcedech as ASI C nay execute an application progranmm ng
interface ("API") 41 that interfaces with any resident prograns, such as
bar cod{ovg2odul eAdebrdifg agiony cifbddingends if thkadaa feqliése sl argquestiol all di8ctrdnis h

val ue verification nodule 50, data amount verification nodule 52, or the

l'i ke syahed réifed Rfa pRARANY cBRo@hn bHGsE HROINDARG IR I RRMUING cofigeedd 6.

[ 0048] The processor 40 includes various processing subsystens 42 enbodi ed
in

bifurcate the relevant electronic data 10 into a dataset comprising the electronic commumnication
data 12 and a dataset comprising the electronic file data 14, and then transfer the datasets to the
data store 8 and associate the dataset comprising communication data 12 with one barcode 18
and associate the other dataset comprising file data 14 with another barcode 18. In operation, the
file type identifier application 48a reviews the file extension of each file to identify the data type
of each file. Then the file type identifier application 48a groups the electronic data 10 into
datasets, e.g., a dataset comprising communication data 12 or a dataset comprising file data 14,
based on file type.

[0053] For example, to identify the electronic communication data 12, the file type
identifier application 48a reviews the file extension of each file in the electronic data 10 and
identifies those files that have one of the following extensions: .EMIL, MSG., .IPD, .NSF or the
like. The file type identifier application 48a then groups those files into a dataset comprising

communication data 12. The file type identifier 48a identifies electronic file data 14 in a similar
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hardware, firmwvare, software, and conbi nations thereof, that enable the
functionality of the staging-and-barcoding server 6 and the operability of
the server on a network. For exanple, the processing subsystens 42 all ow
for initiating and maintaining comuni cati ons and exchanging data with

ot her networ ked devices. For the disclosed aspects, the processing
subsystens 42 of the processor 40 may include any subsystem used in
conjunction with the barcodi ng nodul e 44, the staging nodule 46, the data
filter fas@ioni ideatifd; filedwhat tash aiv axtessiotethhf ihdiadtenihe fibis lekcfphic fikkalattal4a anount
verification nodul e 52 or subconponents or sub-nodul es thereof. [0049] The

conput ghe AleAypOTdentiRr agplidationagd thert HOLPIIASONBIMAY £@thseNSoniPRRitgi14 data
enbodi ed i;ﬂﬁgrdmare, ?ﬁrnmare, sof?ﬁare, and conbi nati ons thegeof, t hat

enabl eg4cC ﬁ{qggfa:lncé?ﬁ .o(aﬂﬁerﬁé:r?@gieﬁtlﬁ? fﬂ@&z.h? ;1'@, écg@g%?%éggéx%tﬂ{er L éilgnti ies all files,

st agi ng- and- barcodi ng server 6, "as we he ot evices in the

el ect 1 40 6 HoPGONERY: QYSHEMFion Ss LLHE ROUIMORRALLONs modul & 43 may

i ncl ude € requisite war e, ware and/ or conbi nati ons

t her eot . { est apl i shi a net work .co i i,QNn n tion. [0050] The

bar coatiHhodul eOme e Bfknc Rt SERBH e G DO B ARHABIE T or m 28
and is configured to_ operate in the sane nanner as the previqusly descri bed
bar cod@PRispHPLHY st the datasctsdgithrdatbtiones g agtosigtes &g pgaset of elogBomenory 39
of the conpu;ing‘ggftfoyn138 and includes a data spa%lg%_aﬁglication 46a,
whi ch cempwnicriin dap 1owishenabacqds and shesdatascirafslrstronie Iedatyp tbvwith andter

descri bed staging application 20. The staging nodule 46 further includes a
file | bgcagepl i cati on 46b configured to create a file | og containing

met adat a about each file of the electronic data 10 as the files are

acqui r gasen t he FThabhsh@esifidation mddukttouivilicheesigap iethe aicatbry Babfihee file | og
could be a file or a dataset in a database. After staging is conplete and

the el gehp@iHgGlstfird 38k Sndlids 8 hash Rtud QlalorsppRction 500 Mmdeha0 $higee 8, the

file log 1s transferred to and saved in a |ocation separate fromthe

el ectrgpk 3 | i I j ata
101 s RarerarPshon SO Qrgieald bovidedsniiat BPk cREp e (8, TE Lol Fed

ref erepc . (o} y b the. coll ection
proces§3@%g%%ﬁaycgégégggﬁﬁ?%gT éﬂggﬁﬁg%ﬂﬁgggmkggﬁég$ﬁ§%q&'?%ﬁégiigation

[ 0051] The, data filterin dule 48, which resides in the nenory 39 of the
conputF‘ﬁkﬁﬁéﬁ?%Pﬂﬁgémﬁ%ﬁﬂﬁﬁgwﬂﬂ% U901 ¢ type identifier application 48a
and a file transfer application 48b, is configured tq filter the electronic
data 1600Rht is ShagEd-dbgcking Snetionsnsyres it the sleckpnio data 48 15 rstermed te he

requested file types and then transfer the requested file types in datasets
t o t heth¢alatp store 8 intact. To do so, the hash value calculator application 50a calculates the hash

value of the electronic data 10 as the data is being staged. And, after the electronic data 10 has
been copied and transferred to the data store 8, the hash value verifier application 50b compares
the hash value of the electronic data 10 in the data store 8 to the hash value of the original
electronic data. If the hash values are identical, then the hash value verifier application 50b
indicates that the electronic data 10 was transferred t.o the data store 8 intact and, according to
some embodiments, purges the staged electronic data 10.

[0057] To provide the anti-tampering function, the hash value calculator application 50a

calculates the hash value of the electronic data 10 as it is transferred on to the data store 8 and
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store 8 so as to associate each dataset of requested file types with the
appropriate barcode. According to sone enbodi nents, the file type
identifier application 48a accesses the electronic data 10, when the

el ectronic data 10 is being staged by the staging drive 46b, and identifies
the requested file types by reviewing the file extension of each file in
the electronic data 10. Once the file type identifier application 48a has
reviewed the electronic data 10 and identified the request file types, the
dat a t drnsiosss theldsh @aluk dna W8htidnr sepafte foncthpided siie 8.nBor edtemplef asatiscuideéds,

whi ch are grouped in datasets according to file type, to the data store 8

and asgp@bRiRREuIGRI0W, 43 RSB Valé IshidréPinaidlleqiond kvt 0.0 When OB Oaor di ng
to some enbodinents, if the data request is a request for all electronic

dat a 1Quh¢hadigdr %&eé’ée@ Bh HedatAor YT bARsIRE, kERR vAINE vEMR abpilcafiéd Sb
nodul e 48 1s configured to bifurcate the relevant electronic data 10 into a
dat ase k. Si C i i i
cormr 1 STHRLIEY S bR BB PRG0S SRR GEM PR & e BRYu BRMVERNGY |
t he dat tore and.associ ate. the d set .conpri.sing.co ni.cati on data 12
i th ool Sl i 3Bt wpaomdl B8 R IR e RO MBS e ot a 14
w th anot her barcode 18. 1n operation, the file type, identifier application
48a r eVFIEiE applcation 0bNarifisy rhaﬁthsﬂeefé%c flatp 40 pigs P%Féﬂ?‘ll}fi?ﬂ- tRWeySE afa ffp-lsz pe of
each file. Then the file type identifier application 48a groups the
el ect r bashovaligs do 10 mately thphask salye appligationsSGhandieases the e ¢lediipgiccdstamithvasat i on
data 12 or a dataset conprising file data 14, based on file type. [0053] For
exanpl elodifedivheletsiorgd derhthe dhtestoro®i ¢ conmuni cation data 12, the file type
identifier application 48a reviews the file extension of each file in the
el ect r 58] dat a Téinigtholdeiid dateanduio serifidaties mothdt Shavisclop@vidks firtity
follow ng extensions: .EM., MSG, .IPD, .NSF or the like. The file type
i dent i fisafanadRk el dcRBni¢ YRt NS s BV P By LARSIAg fHat 8% clddfronid dladwBedystem
conprising conmuni cati on data 1Z. The ¥|Ie type identifier 48a identifies
el ectren, Jo| i O i akn; bons 4ot Ldentyiti ' t hat
grfﬁ‘&:u;és afl of He@lebthohit dBtaShthd: 3 thj%'clf ?%Wi Igﬂ%crﬂs to & ’I'h% idF% oS

have an“extension that indicates the ectroni c ata 14. The

filet i ti g iLcabi h t fdol €5 : dat t
B s e e P
HERHE RN NERIE o NERE T a i

[0059] In operation, a third-party submits to the electronic discovery system 2 a message

count indicating the amount of electronic data 10 that third party intends to send. As the
electronic data 10 is being received from the third-party, the data amount calculator application
52a calculates the amount of electronic data 10 that successfully transferred. For example,
according to some embodiments, the data amount calculator application 52a counts the number
of files transferred or counts the number of bytes transferred from the third-party.

[0060] After the data amount calculator application 52a calculates the amount of
electronic data 10 that was actually transferred, the data amount verifier application 52b
compares the amount of electronic data 10 that was actually transferred to the message count

indicating the amount of electronic data 10 that third-party intended to send. If the actual data
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[ 0054] Once the file type identifier 48a has identified the data 10, the
data transfer application 48b transfers the datasets to the data store 8
and associ ates the dataset of el ectronic comrunication data 12 with one
barcode and the dataset of electronic file data 12 with anot her barcode.
[ 0055] The hash verification nodul e 50, which resides in the nmenory 39 of
the conmputing platform 38 and includes a hash val ue cal cul ator application
50a and a hash value verifier application 50b, is configured to provide

assur aaeeuithadicHed eheghRfdddatatzCarttaing tHéh thé dns babutdetifer dpplichtioa sepur ce 8
arrives intact. The hash verification nodul e 50 provides both an

er 1 or - ehiRdGkds it e d pittPidedbuBiited tRORBIHACarhSRE! ORMRrwisE WRSdald Enount
error-checklng function ‘ensures that the el ectronic data 10 is transferred

to the, g&h ﬂhﬂ%ﬁgtﬁtéﬂs 9 the hash val ue cal cul ator application

50a calc ue o e el ectronic data 10 as the data is

bei ng - d An t he el.ectroni ¢ dat.a s Agen €O
transf drot%g to tﬁ‘“""&&‘tl Oﬁeee O%Pﬁenthassﬁeado ﬁ%C@%rl & e appe Fdlggfo X 50b
conpares, t 1a h | ue of the el ec ta 10.in_the data store 8 to
Che” hadray DFgaRie s Gr g Bnerastorom Bo ardons faf A REoBRJak STers o

I dentical, then the hash value verifier gpllcatlon 50b i ndicates that the

el ect r Siaidory it aldigonia deing seried tortbg data stored-d Bidaa gpeung calaylater apphigation

according to sone enbodi nents, purges the staged el ectronic data 10.
[ 0057] $2a hemoounds thh aumberiof filess blyies thratiwere copied t thelsepsinate kicatiors ATkl at or
application 50a cal cul ates the hash value of the electronic data 10 as it
i s tr ansdbéasitieddabnarhourt bacwafpa agilicateorBS2and calculate the data amount without
modifying the hash value of the electronic data 10 stored on the data store 8.
[0062] As a means of providing an overview of a composite, enterprise-wide electronic
discovery system, which may be implemented in conjunction with the organizing and barcoding
processes described above, FIGS. 4 - 12 are herein provide and described in detail. It should be
noted that the system shown and described in relation to FIGS. 4 - 12 are by way of example
only and, as such, presently described embodiments of the invention may be embodied within
other electronic discovery systems or only implement select portions of the electronic discovery
system herein described.
[0063] FIG. 4 illustrates an exemplary electronic discovery system 100 in accordance
with an embodiment of the invention. In some embodiments, the environment of the electronic
discovery system 100 is the information technology platform of an enterprise, for example a
national or multi-national corporation, and includes a multitude of servers, machines, and
network storage devices in communication with one another over a communication network.

Embodiments of the electronic discovery system 100 can be implemented across diverse

platforms, networks, computer systems, applications and the like to capture or otherwise harvest
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then stores the hash value in a |ocation separate fromthe data store 8.

For exanple, as discussed in nore detail below, the hash value is stored in
a collections server 130. Wien the electronic data 10 is | ater accessed on
the data store 8 for processing, the hash value verifier application 50b
conpares the hash value of the electronic data 10 on the data store 8 to
the hash val ue previously calculated and stored in the separate | ocation.

| f the hash val ues nmatch, then the hash value verifier application 50b
verifi ekctidid dithendprepdrtyooriamigiadnd 14421 thiaslatador longH drinestbragdoane e prodiiciighe hash
val ues do not match, the hash value application 50b indicates that the

el ect r gy datatotadequ@stivdpanpdi fi ed while stored on the data store 8.
[ 0058] Turning now to the data anount verification nodule 52, which provides

qual i t ypgpur ancgcéo?&ing REE LESLEGARKGIHLREAR FIGSY Théedroilc BRDVEARNT T hat
the el ectronic discovery system2 procures all of the electronic”data 10

that a_thi r r . t t if] I ule 52
oai oS ¢ PERERGPA Aglibfic e ER0 maliEnieR SrRF I I cht BRRE.RH . T
anmount | cul.ator applicati on 52a and.a data unt verifier a [ cation
So0- "1 85 Ph e Ghs HPes S0 enfihere DodPte) SalBie 3B Pl SRt el B Scovery
system 2 a_ nessage count indicating the aqguqt of electronic data 10 that
third psiuding #{esprnepsrseral getweek staRes pse pagiileashopeshargd netwiogs fHgrageastved
fromthe third-party, the data anmount cal cul ator application 52a_cal cul ates
t he ansuigpries crapibsaryehi @0, dgpaversion seatices serves 510 p BRort-tean staging daive 80,

exanpl e, according to sone enbodi nents, the data anount cal cul ator

app! i catd eiong2ancowork stdragemetrbark 180 tHat hreslltin eersmanicgngvecount s t he nunber
of bytes transferred fromthe third-party. [0060] After the data anount

cal cul aamuaieptidnagtivah 192aThatanhatiegionmetwi 102 maf beh edde aed eetwatka 10 t hat
was actually transferred, the data anount verifier application 52b conpares

t he anpintdiff the Rehé0R RalddétnelRok R intas, A6idREd detkbRNGTREiRE to the
nmessage count indicating the amount of electronic data 10 that third-party

inte nd‘fﬁbéj? sendag Lifowd g R85 digﬁ'ﬁﬁ of FIG. 5, the electronic discovery management

server 110 provides user interface management for via user interface 118. In some
embodiments, the electronic discovery management server 110 is a web server that can be
accessed via a web browser. In one particular embodiment, the electronic discovery
management server 110 is an intranct website server that may be accessed utilizing a web
browser on a machine within the enterprise. Through the electronic discovery management
server 110, the user interface 118 may be presented to a user for the purposes of managing the
electronic discovery process and all processes described herein that are inherent thereto. For
illustrative purposes, it may be assumed herein that the primary user interacting with the user
interface 118 is an employee or contractor of the company who serves an electronic discovery
management role, and hereafter is referred to as the “e-discovery manager.” As discussed in
greater detail below, the e-discovery manager may utilize the user interface 118 to manage cases,

custodians, collections, and collected data. It should be appreciated, however, that any
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anmount mat ches the intended data anobunt, then the data anmount verifier
application 50b indicates that the third party indeed submtted the

i ntended anobunt. Ot herw se, the data anpbunt verifier application 50b fails
the transaction. [0061] According to sonme enbodi ments, instead of

cal cul ating the amount of electronic data 10 while the data is actually
being transferred, the electronic data 10 is copied to a separate | ocation,
in addition to being copied to the data store 8. The data anmount cal cul at or
appl i ¢ @diAiuzd 25ull DQIthe astRistedtte 118 MDBdrfcRi the masuad furkiidreshetdimatiritendl toopi ed
to the separate |l ocation. This enables the data anmount cal cul ator

appl i cgfd o, - roted R irh Yiodg filnBgodash

val ue (;ﬁ#cet(]lilléé%?gé??%ﬁlﬁ%ﬁ?geﬁ%%?%?gﬁagﬁ&gﬁe%at aulsdtﬁ(f?g 8. [0062] As a
means of oviding an overview of a conposite, enterprise-w de electronic
di scovgﬂy ystem which may be inplenented in conjunction with the

organi zi ng. and barcodin r.o S described abov F - her ei n
pr ovi diéoé%b des ch%Engi a%ai(%et? iﬁé s’lst{le glﬁ%ﬁqmac %%Cor‘{g g-gariag%e tﬁeewesélgl Y ee}%n&s hown
and described in relation to FIGS _4 - 12 e.by way of exanple only and,
as suckompyaisation yithy thedaiabay S@‘ﬁ‘ﬁbh’%%‘htée ?ﬂ%feFtﬁ%%isﬁvéhﬁoovﬁa y be enbodi ed
within other electronic discovery systens or only  inpl errg t sel eﬁlg é)ogti ons
of t he cemaemicatiocnativerkoddr [he (latabase ave I70gesshpyh dythe Pinss fhagram oy 1G. 6,
illustrates an exenplary el ectronic discovery system 100 in accordance with
an embadiomSgtredto plogide duebasc servicknfos treeclenitoniti dissavery managesiant ssvATEAD: of t he
el ectronic discovery system 100 is the information technol ogy pl atform of
an ent efddidisehodsiig thxdnified Direniaty/cusaddianrdambhsd 123awhich alclwiss g aditing, toand
includes a nultitude of servers, nachines, and network storage devices in

COMMUNIiERLIRN Mbtbiaf ErenRt dieibag/EX, Fhithimokities dka clathel topakicubntmes, erdit s of
the el ectronic discovery system 100 can be inplenented across diverse

plat f Oroﬂg?inggﬁlYQﬁ&%’ dafRIRUB! whitE 1R IRles 8RR kd1Sdid t81051160ens Biend irdertii@ncapt ur e
or otherWs

arvest
by the collections server 130. Each of the foregoing databases within the database server 120 is

discussed in detail below. It should be understood that multiple database servers could be
employed instead of a single database server, and reference to a single database server is for
illustrative and convenience purposes only. For example, the Unified Directory 122 could be
stored in one database server and the ongoing collections data 126 could be stored in another
database server.

[0067] Regardless of the number of database servers employed, it is an object of
embodiments of the present invention that data relating to custodians and cases be stored in the
database server 120 independently. While custodian data in the Unified Directory 122 and case
data in the case database 124 may be linked or correlated within the database server 120, for
example, when custodians are assigned to particular cases, custodians may be managed
separately from cases. Therefore, when a case is initialized and a custodian is assigned to the

case, information for that custodian (such as data storage locations for that custodian) is accessed
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el ectronic data and properly organi ze and | abel the data for long-term
storage and for producing the data to a requesting party. [0064] Accordi ng
to the enbodinment illustrated in FIG 4, the electronic discovery system
100 includes an el ectronic discovery nmanagenent server 110, at |east one
dat abase server 120, a collections server 130, enterprise personal
conputers 140, enterprise file servers 150, including at |east one personal
network storage area and at | east one shared network storage area,

ent er pihiydhe dedidnicstiscoeery mhdgentent sstverr1d 0 dnthe @Mmifi GEBIr&RsryY 822 fBle d@tabase
short-term staging drive 180, and a | ong-term network storage network 190
that arserval 120/ dd HORPLDI tE&HArBEuIR\Case, Patled AR HhER AT P RpHEdHRE &d%@@ve he
comuni cation network 102 may be a wi de area network, “i ncludi ng the

| nt er N@fanaderlife Me AEEA Network or intranet, a wireless network, or the

| i ke. [0065] As shown in the bl ock diagramof FIG 5, the electronic

di scov nage ver - vi.des user.interface n ment for via
user 1 TeEETace 11 HormBie il addbiba RlelRe (g s o LRg0ar
managenent server, 110 is a web sewer that can be accessed via a web

br owser: an%%en%)er?garﬁla‘fﬁf? PN s & gtaﬁgm%‘l‘sé?ff iz effl“éa G\ anapagEpig e nent
server 110 is ?n intranet1 website server that nmay be accessed utilizing a
web br BUgEEseRrlating-{o the qallsghipn phdath Forsugpdian steragrigcatigs duriag eledrmioni ¢

di scovery managenent server 110, the user interface 118 may be presented to
a user dissevernare glse serpeaiebiromsasegninggeent ahé custasidromatiagerowrs pyocpssec elas  and
all processes described herein that are inherent thereto. For illustrative
pur pos 8ys regardnihy dbfe callerterisitorh e paiticulahatstddim ipstored sypanstely fiont Bstheiei Ng Wit h
the user interface 118 is an enpl oyee or contractor of the conpany who

ser ves castodiremformaiien alidsmg veleyantied’a gevmition (dsaliscafdd Bab®ad istforb i 16hL" I €d
to as the "e-di scovery nmanager." As discussed in greater detail below the

e- di sceymmetwaR 8@eige MBdvoslk il §a)Z8ut i 1Ked €8 a bR {2 6Rich ISinl A TRRAEE, HRSES
cust odi ans, collections, and collected data. It should be appreciated,

howevemord Bidks. aHYs is aBfinyd lbe&ﬁﬁiﬁl e QVE;IIP? Rééi’ﬁgtglz&ﬂ; Jﬁgﬁﬁ{aggseas%i%ﬁngﬁf @ perform

t he manual functions herein attributed to Scovery fafager, and,
| ndeed Al R0, Btk RIS RILER LS8 haPBE O LARER JANSLERPS ! |
the custodian is assigned. Therefore, the various processes and components of the electronic
discovery system 100 may be categorized within one of case management, custodian
management, or data management. And even though cases, custodians, and collected data may
all be managed separately, there are necessarily links between the various datastores to allow
management of the overall electronic discovery process.
[0069] CUSTODIAN
[0070] With regard to custodian management, according to some embodiments of the
present invention, the Unified Directory/custodian database 122 houses information relating to
all potential custodians within the enterprise and the locations where those custodians store data.
The information stored in the Unified Directory 122 may include for a particular custodian, for

example, the custodian’s name, position, human resources identifier (a unique number for each
q
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[ 0066] Referring again to FIG 4, the electronic discovery nmanagenent server
110 is in conmunication with the database server 120 and the col |l ections
server 130 via the conmmunication network 102. The database sewer 120, as
shown in the block diagramof FIG 6, is configured to provi de database
services for the electronic discovery managenent server 110, including
housing the Unified D rectory/custodi an dat abase 122, which includes data
relating to individual custodians, the case database 124, which includes
dat a r empldyBgof the pateiprigs)| @nplofaest locrion, AdgRin) ¢mad hidedsts) Astwibak akase 126,

whi ch includes data relating to collections being undertaken by the

col | ecEdeaﬁﬁcaﬁﬁhyﬁsoha%néﬁgéggspﬁmﬁé}9@96@%@& Hh R8s Weiibyind he dat abase

sewer 120 is discussed in ail below It shoul be under st 0od t hat

mul tip g§h9%?§ﬁ' oLl ! i t abase
server%ﬁ%n refere c%m%%ﬁgﬁg#ﬁgﬁzﬁﬁatgﬁgégggg?&%ﬁﬁﬁgg%gﬁmﬁ?ﬁﬁéﬁgg i ve and
convenience rposes.,only, .For ex l.e. the Unified Directpry,122 could be
ot or e THgsrE WP RER0E" ot snyoRingletS i S b el P RS BB o e
stored,in another d tabgﬁﬁlserver. LOOange ardl ess.of the nunmber of

dat abaSISCEFX BOSessnpinGg B human resourcesigeptiiier i alWavHigHs fPseash cosiedtigh s ent
invention that data relating to custodians and cases be stored in the

dat aba§@ns gphefimenis, t?‘?lHéff@ﬁ&%FﬁCWY 1374 mpy be geganigedaronnd the hpmameesolres ed
Directory 122 and case data in the case database 124 may be |inked or

cor r el ddegtifich 14l of the mformatipa selatingitg dpw 1ixoUniffied Diseatoryt B2 inlgenerdedisadi ans are
assigned to particul ar cases, custodi ans nmay be managed separately from
cases. niiltestep proeessvha mtiizasasdtipls tools sndahetheds cdidbns Hdnsteboyamrinfosmatiai gned to
the case, information for that custodian (such as data storage | ocations
for thfeo7¢yst odi Boy)exampRe theeietionibistdereinasigemiehiCsetlies C DY 6 thic HRAREE Ment
server 110 in the Unified Directory 122 in the database server 120 and

| i nked séQert 176 nRA ihieflHbARitE BRQombaich 84tal 380 b TRMMBhdnretJuRiss c@Mpﬁt_Qlesystems

e-di scovery nanager into the case. [0068] Furthernore, in addition to

separ ahfig eﬁ%&l{;ﬁﬁsé kd &Bﬁ‘ygﬁe di'n'gdgiﬁgﬂ& bk tgé'%@%hxggbug%@ g\%ﬁﬂ%@é i e Ao

managenent processes, I scusse at a managenent
processgs. rel af to th ol | ecti of .data from custodi an_s age
Pocat: oecafi P12y 8 il bufiodimsnE ot AR B sh OB EY Post R aso
managenent and cust odi.an managenent. processes.. In this, regard, the data
ol oot PRde SRk LTS SUErD N adPTSASNG eriebds HeBkl Terurkbot h 1 he
custodi an informati on and any rel evant case _information (as di scussed
bel ow, r§spurees wslatsddg PFWCP]%@%SédFﬁﬂﬁ andusigerale Brpiglormatinoiko tho gystodig entdes | nked
to a custodian, which is in turn linked to one or nore cases. This is
advant &gbusiing the eepiedhyman siqgousses mnfoangiiont Irformaation et thel UaHisdDigstargh2H t o
mul ti ple cases, data collected fromthe custodian may be shared with the
ot her omyea(se)betobtainzddtont the nemsgaslvbthe ifomsgiog hetnoldgendvorke/.e.t thosevar i ous
processes and conponents of the electronic discovery system 100 nay be
cat egoindidduald febponsibRefopfetitgad ddipgesmid for cugddighisand Managegtrtvarieus dat a
managenent. And even though cases, custodi ans, and coll ected data nay al

be nmanggedraeNARS &ltdrpritd) S@theinford ah a8dabn toretricMing iRBIMARA ih BR MBMERUS
datastores to all ow nmanagenent of the overall electronic discovery process.

described above, in some embodiments, information in the Unified Directory 122 is generated

through tools initialized and/or deployed by the electronic discovery management server 110. In
particular, in some embodiments, as shown in FIG. 4, a profile scanning tool 112, and a mapping

tool 114 are provided.
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[ 0069] CUSTCDI AN [0070] Wth regard to custodi an managenent, according to
sone enbodi nents of the present invention, the Unified D rectory/custodi an
dat abase 122 houses information relating to all potential custodians wthin
the enterprise and the | ocations where those custodi ans store data. The
information stored in the Unified Directory 122 may include for a
particul ar custodi an, for exanple, the custodian's nanme, position, human
resources identifier (a unique nunber for each enployee of the

enterp go‘osgj) . enpligygrefile stamaid ool 1 1dan® be, depivhed bypthd cksseasic dzedwny K user
identification, personal conputer(s) name, paths of network storage devices

used byhahliRnfelSdcBrt 300 add s cthigiged 0 atR6 th doveBurAdiioliiaBRIPIR CE scan@hdh of

hi story, related persons (such as managers, team nenbers or subordinates),

and an e%h%g;;risie Eségsﬁmt:&lﬂgutyg%o,r@n tDBshi® bPUa BitabRe bdiPerdRBGRNAInPT OCESS.

Since t man-resource entifrer 1s always unique for eacH custodian,
in sone _enbodi nents, .the Unified Dr r I around the
numan PASRUECR S0 SR bt i syl i B PaRSs BpORRMEECT PTG
Unified Director) 2 is generated is a nulti-step process that utilizes
il | pPERGoRs i eBokgBE R ahe A5 esag i AR AEPORed My 1] For
exanpl e, the electronic discovery nmanagenent server 110 or the database
ser ver cachompyter ndesording tqfitfereptankegipents thepphls semaingstoplid 2 H‘Hﬁ&? TMsour ces
conputer systens of the enterprise to copy the information fromthe human
r esour o sheckcibnis discovary mahzgeent seser bl Q,é%q epilpctiopzervien 1 b pranothss STHeNt s,
“the electronic discovery managenent server 110 may al so reach out to a

net wor kn ik cemmonigaticuetwark 192 ntosemeAoiiodenddity, detprofjle scapningdenlilfly inet wor k
resources related to particul ar custodians and integrate this information

into t Rathersdndigurd t6ifehiifSand hahdndi fothé batalepideer 00t Mes aicenieiate and
information. Information for the Unified Directory 122 may al so be obtai ned

from t R NRARABDarlculdd Brdfild RAIMRE Qb 6 U IBAPENE, VeheMOhformhtich relatil@ e
i ndi vi dual s responsible for setting up email accounts for custodians and

managi ggﬁmﬁr S duASs Ife'béﬁ? UE hifiaRse Ed¥FeraBbShO A eEéfwbrhgo Qhe | N
n I NTO e

addi ti to retrieving mation 1 n the manners descri above, in sone

nbodi i nf i. in. i fied D i dth h
e et BTl W B PGBt o st o0, e oo

y el ectronrc di scovery nmanagenment
server 110. In artiﬁylar,hiﬁ.s .enbod&ggnts”t%f §E wn in FIG 4, a
orof | | €OBBHAHP R s 5t the Naitied Disiony 1 1 pociaed Wil Mbeuitea. [ 0072 The
profile scanning tool 112 may be deployed by the el ectronic diicov%ry
identifications. The database server 120 may also record’in each custodian’s entry in the Unified
Directory 122 the last time the computer was accessed by the custodian, according to the profile
information transmitted by the profile scanning tool 112. Thus, the profile scanning tool 112
ultimately generates a list of personal computers used by each custodian, and this list may be
presented to the e-discovery manager when a collection of a custodian’s local machine(s) is
initialized, as discussed in detail below.
[0073] In accordance with some embodiments of the invention, the mapping tool 114 is
configured to crawl the communication network 102 and examine the enterprise file servers 150

residing on the communication network 102 to locate and identify the path of any personal

network storage area on each server. As used herein, a personal network storage areais a
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managenment sewer 110 and is configured to craw the comunicati on network
102, scan each of the enterprise personal conputers 140, and transmt to

t he dat abase server 120 identifying information about each conputer, such
as conputer name and | P address, and a list of all profiles, including
denogr aphi cs information, (or network user identification) associated with
each conputer. According to different enbodi nents, the profile scanning
tool 112 may be run on the electronic discovery nanagenent server 110, the
col | ecinemvorks storege afkd @ssobited MatHEYingl € 136 fiwhioedds da GFomIoH willck @ita feftwor k 102.
In sonme enbodi ments, the profile scanning tool 112 is further configured to

i dent i fpérsaidl nkfwriie Sofagk reh@afi 8L BDRS forRFEMREwokR Gtotd} dBPiets drEsIaas oflather and
time at which a particular profile was | ogged on to the nachine. n

Whe
L F Or MakdofRle! Flia it o oAl B HOTBHREndaSo hiCEAAAT: ditie, BEndgkabase

server 1 ase se uses the protile In ich may
i ncl ude _sgver ser, i.denti.fi,cations .0 |j t he parti ar conputer to
the ouds iEESack™d e 8Halh fif:d Bnodiebls e kFpRE ki 114 ey BEERNGS L,
identifications.,. The database server, 12 also re d in each .

oot o e TR BRR djscpYery RGP Yot 1401 B PollesBon FhEve 90, o BRIReSENEb Ut or

was accessed by the custodian, according to the profile informtion

t r ans nithe mRricatian geork £0% dasams gmppdimentsothe mapping topd 1h¢ iffa Windowsnni ng
tool 112 ultimately generates a |ist of personal conputers used by each
cust odisemice drd izt sehedulddde exepptaghropele veenfalindows Rehedulgd Jeshy ehythemmpgiyg when a
collection of a custodian's local machine(s) is initialized, as discussed

i n det #dl 1bétmwls the Od8inhnicaicmoretiacrkd 02y it 13 confipuredrivoctamixet caclofiletshever and

i nvention, the mapping tool 114 is configured to craw the comunication
net wor kradfiit @ntle exaliase serldiel 20 M4t by fretveork elovape rehSAtHIS Helralit9df t he
comuni cation network 102 to locate and identify the path of any personal

net Wor Ker§t:9134 thalft pasifvel f Afchti QR HABeIpats 1MR68E BmbadiRRHR ORA naPfihpor k
storage area is a network storage area associated with a single user who

reads @@éqlifswgu\%@ 'L&és?@oq@&é egfe% Irse ﬁ&&%&gﬁ?g@%ﬁ&i&g%ﬂ& AW EAS TRY be

in the rmof ne or age I ces or or otHer resourtes within

a netwqrk .stor vice and.may be referred to hereafter for clarity

pur pos Ut SR B R & S Ry e B AR A OE Rt Borefhe. rmppi ng
t ool 1141ﬂp ﬁgrun oqlthe el ectroni ¢ di scovery managenent server 110, the
col | ectioBH s angdothey stomesdpyipe PSOMY¥-he comuni cati on network 102.

I n some_enbodi nent.s, the napping tool 114 is a Wndows service that is
schedul¥@4 o exe¥ithaeogaid SRty BEFPaticye REtWorh eatage aret as & HomeSpacs, mappi ng
tool 114 craw s the conmunication network 102, it is configured to exam ne
each f aferdieg (pesomgrimnbodiments, thetoanping tdelt HY¥Aas eondigrredito utilizetdonventiphalof any
network storage area within the plurality of servers 134 that it positively
i dent i hammgdschaigHesfoSpaibein the ceromenieatiodictmeorkd 02 tdlentifyhosg pathobf 114 i s
configured to explore the enterprise file servers 150 by obtaining and

r evi ewnsgvotihsiofdpe aehowithia thert@phsesile ¥ervera g0 eiubindhide ag iddiatpabsd ¢f each
network storage area therein, including folders and other storage devices

and 1 egRWoResHiohd Kéhing febhni QR ItRat R pAGldriorile ReRAEdobBtdd i85V aths
storage area as a HoneSpace, according to sonme enbodi nents, the nmapping
tool 1 i I i ]d Y/ j ] j -for paths
-t he maace RS Ey oy Ut it Spd AP bR e AR <Por age
areas W thi n I Jile.sery 150 that .includ .indi cator,
based SieREbARGRIbELRIMAh, S ERr fe dammbiiBiontEnaR B2 in Aet@F g
areas associ ated wth_those ths are accessed apd.used by only one user,
and ar 8 EFLPEY BeE depiicapan aud s uset GrRdiration arn e SRECSMS e HishaPPBie ¢ he
invention, each user of the copmunication network 102 is assigned to at

| east vk Lifaiemnieigrlpeate withispahy avhen idsatifidng HomeSnaces. Ja spdrambndimente it
indicators that the mapping tool 114 attenpts to |ocate within paths when
i dent i fsfheeprventicnthetdbe paths efildomeSpoersiomghe eominpnicgiontmetvewsk18hincbde theat t he
pat hs of HonmeSpaces on the conmunication network 102 include the
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user's user identification. On the other hand, paths of shared network
storage areas do not include user identifications. Therefore, the mapping
tool 114 may explore the directories of each server within the plurality of
servers, evaluate each path in turn, and make a determ nati on as to whet her
or not the path includes a user identification. [0075]If it is determ ned
that the path includes the designated indicator, for exanple, a user
identification, the mapping tool 114 is configured to positively identify

t he pantdrsukéridéagifioatids. Omthagthesliad, paliesdfishared nétwotkhadragwarkasak mt HomeSpace
and transmt to the database sewer 120 the particular user identification
and t hecRatk s@fiddnfificAddns SPRGefora iR Mndppais thélf 104 ey R Plokdthe AEEjtMaS of¥adhhe

dat abase server 120, the database sewer 120 uses the user identification to
link t ld-ﬁ)cg% t ' i i d ' ory 122
associ g{wew tnﬁlrﬂtc at - u e?pﬁggﬁ’te??lﬁl?gtelgo .aﬁ?fﬁqgrghéh Cfe%%cﬁ%“ ﬁééérl;ﬁgfa@?%gﬁr?appi ng
tool 114 is also.confi-gur t . I and transmt, and the database
serverw% eri%rn(?gtrlhfeipél%‘rlg u‘feg aﬁgﬁr;@;gnqg%éﬁ%o%di cation of the last tine the
HomeSp s acgessed by t rticul ar, uger, .for |l e, the last time
any daftﬁ)e’\ﬁﬁg r ead 17 Wﬁ%ﬂ?‘gﬁaﬁ)ﬁ? P?@W@%efﬁ’gdﬁﬁ Eg{ggtﬂﬁé‘?rteixﬁa %%, in
sone enbodi nents, the mapping_tool 114 is confj _gurg&i t.0 recogni.ze when

mul t i peeer pdentlcatign, the mapeing igod 1 Hbiserfiewediogaitizely .en*ltﬁ’eth‘éB 8885 on server
130 conpares paths for the same user to determne if duplicative entries
exi st . natwiosk Horpanaray lsnfisd rthelireth apedileiastpacoindtiansmy tethe dntabase iserier of t he
sane data. Thus, the profile scanning tool 112 ultimately generates a |i st
of Hom:Zpaegartissladudey ideatficatios tudiiha pathant thet HiorseSpiase. When thet ipfoeetidreid t o t he
e-di scovery nmanager when a collection of a custodian's HonmeSpaces is

i ni ti akiczBed bpthedatibiesedet 20 tealatablaelsomer {20066 the ued ddentification teligk | ng a

| i st of personal conputers and HoneSpaces used by a particul ar custodi an,

whi ch kieStasti VRl ELoSRBBARYS theRMstbdlin B 0 Uhﬁieammn% 1208s0ckdied #id b 8serBppi NY
tool 114 respectively, in accordance with sonme enbodi nents of the present

| nvent E&ﬂgﬁéﬁsn ﬂﬁéoﬁ@ae?&oaﬁﬁéﬁ% tﬁc%ﬁaeagﬁ@mq 1@99515&%};{113%&%&&95@& dnggSt of

any shared networ storage ar eas us the custo used herein, a

shared _network.storage area .a_net wor e_ar ' ith

mul ti pF@nsﬁn\é}gﬁgd%%a?aggsgsgé’%i%%r%ﬁ? a%fegﬁoaél?sieg%dg 5 ?Ogaol%?l%clgﬂﬁ% net wor k
storage, areas may al so . be jn the form of networ tqrage devices or folders
o ot ORISRt AT (eI oy B RN b ey B VETER ed t o
hereafter for clarity purposes as "Shared Drives." The user interface 118

i s confliogand(pr paitiea s@thg dlomesaage. Srddiionally, dysqmps grabadupents, ghe ppRPRE PS5 cover y
manager and store the path in the Unified Directory 122 in relation to one
or nor 14 ssrofizuedto rhengaive vdep gmidiide patbyympp focthe same ngsverkstoragecnsaaribg, i n
sonme enbodi ments, once a particular user of the comrunication network 102

i s choseltection sdrixe 180 kbmpareoputiprfocths same her to ditgmineaf Juplmatigentimgxishder t ake
to identify the particular shared network resources that that individual is
usi ng, TaRddemesletadly dhablehavidints ofmanipleadotidetiving bf the este ddtar Teushetiewor K
resources. This may be acconplished through conversations with the

par ti cul e sdadhiki (el 12 P¥imatdly fehbfths 4afsPol IRHESPasksfuk QI &oh begadiak; @hd ect i on

tool 132 executed on collection server 130 (shown in the bl ock di agram of

el ow) RSN FAADR AL LAy iBRLecP W IBEBbAR AP abtiaRRS 1 1 I 21

bel ow) utifrzing a prowsi ng t oo 16 executed on el ectronic
di SCOV?_f(%ﬂerSrgerllcaeg%rm iglri%/e%,r asld]is%ugs% i Qe?a\ﬁpbélgw.lzl G 9).

[0076] In addition fo storing a list of personal computers and HomeSpaces used by a

particular custodian, which lists were generated by the profile scanning tool 112 and the mapping

tool 114 respectively, in accordance with some embodiments of the present invention, the
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[ 0077] According to sone enbodi nents of the present invention, the file
browsing tool 116 is configured to be utilized by the e-discovery manager

t hrough the user interface 118. The file browsing tool 116 gives the

e-di scovery nmanager el evated authority within the comruni cati on network 102
to access, in alimted manner, the enterprise file servers 150 within the
communi cation network 102. While the file browsing tool 116 may not all ow
access to the actual files stored on certain file servers, it allows the

e- di scau@abise FaRagRn it AsdEaifiarddio oo n lid of iy dhatedheBforPbtotdpe afchd Bscadyver s
150, locate files that have been accessed by the custodian, and determ ne

the si ag Qbtolifag. fals :ulﬁ'éi lh&éh,%ﬁgfeg A0GRrAbhgs AR i%hf@%ﬁg@ IbeaBodhtagovery

manager may initially have a general i1dea of a particular Tile server

phager ! ; _ ! o
Wt RN iRen QN Eﬁx@%r's ; 8?%%%&?&4& Eﬁdféﬁwgnie*}ﬁ%al tégtf ﬁ%ﬁ%ﬁ;ﬁ%&fdgg %?l;dgg?}%%' nthe

past. For exa ust odi an nmay cannu manager
a particul ar .fol der. na ndj/or drive. nane whi ¢h he/she has stored

fi Pes. APPSR ote AR Siasts i o RBr s 5RF SRR B have
al ready undertaken a | qcal  collectign process on the cystqdjan' chi ne,
wher o AT dP¥Ees and gravchectelsred lsgheraadis: s elarineemaoses & %g‘f“eﬁﬂ@vﬁé? woP%

resources that the user of that nmachine has used. In that event, the

e- di scoseigterfensddis spmfiswed seeiver pathol p Shated Mirkye innut D thesrdipeoNeyd by t he
user. The e-discovery nmanager nmay then enploy the file browsing tool 116 to
br ows e mumager end stereghe path i the UnifiedeDimestary d 32 th rebtian ta ¢ne or ghate pestddiansany

fol der having a nane resenbling that nanme given by the user, identify any
parti ciluann fdsb@sesddenifiedsh WMarphaticubelyemsenie kynbbliencuseoncedgiagicnianesdrbg si ze
of such files, and retrieve the path of any folder (or Shared Drive)

i ncl udimofaheitabe Aeiwdek 102 ik bBosds &r-thd ENIE8lidWot®s, they edchrt@atiget he
Shared Drives may then be added, either nmanually or automatically, to the

Uni fi e¢h livhAGkAE Yo iékity thd BiRtidairaRASE nS®oVefesdhdlhs Al Wit iddgatdl i dshd,
Directory 122 may storé in connection with one custodian (and 1 n particul ar
. ot o . SO List of th
'nre 315 Q%nhﬁpg,:}g? ﬁ#jg&nagsgépc?ﬁeéwmf %ﬁ%ﬁtga?@éﬁe?ﬁ?&k'r&%ﬂ}&e@ il nflybeSt © €

per sonal  conpu aces, a Ives assoclated”wth that

cust odi an. f these |ocatiaps,is otential. source of data stored by
The cusramaaen frpghcansas et st Sdtydtar 37 SifGeE Lt Bftnl an s
initiated, the Jocation information stored in the Unified Diyrectory 122 may
be accdouLte asatraliErianieok g eBerutdan coflecon ssyer Fioelahone o bioch dador. be
addressed during the investigation/collection. This is_advantageous as it

al | ows cAFHMenPIdsployed tqibepastictian usoRs magiing @pdisewssekinidstailbelwdsand/ardyher t han

relying on the e-discovery nmanager to manually input the targeted machi nes
and fi utlizgiag ¢&ilsbrawsingtod il ke exseuied lohslecironic discovery manager server 110 (as shown

in FIG. 5).

[0077] According to some embodiments of the present invention, the file browsing tool
116 is configured to be utilized by the e-discovery manager through the user interface 118. The
file browsing tool 116 gives the e-discovery manager elevated authority within the
communication network 102 to access, in a limited manner, the enterprise file servers 150 within
the communication network 102. While the file browsing tool 116 may not allow access to the
actual files stored on certain file servers, it allows the e-discovery manager to browse through the

directories of the file servers 150, locate files that have been accessed by the custodian, and
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[0079] 1t should be noted that the Unified Directory 122 may be regularly or
continuously updated as new information is gathered using the tools

descri bed herein. More particularly, the el ectronic discovery nanagement
server 110 may be configured to automatically retrieve data fromthe human
resources databases and Active Directory and any other rel evant sources,
such as information technology directories or lists, as well as deploy the
profile scanning tool 112 and the mapping tool 114, at regularly schedul ed
i nt er vakwrmiAb thersbatof el files. ITatbeiddnbawith 861 dinbédinygnts ahé &-discdm@rmianager om t he
various data sources such as the human resources dat abases, the system 100
ey benGQRhitifily Bie dYeherbiNadda dfiSartiiuth FhCscbRWRithindfle bfterpASd filRWAWENsN 50

interfacing with the data sources such that the Unified Directory 122 is

updat egq} fhef, il d I t.apd dxBnPlel (RE gs‘%(ﬁarﬁlﬂ r&ﬁ?m 8P thb B ei ther
instanggﬁﬁgggﬁb%%ﬁ?ﬁgggeegge@% in orna??bn ano t e¥bn! !@g Efrectory 122
S 1Ol Btlck HREALCO L B ANSIR LA 15 L Rubl ol RicHL Ll R R BERRLY 122

is cur n*sone e rnments, ase server

configyred such that all historical. data relating to a custodi is stored
o't of ediont B i e SRS B tisi BB EUnRENE Ry UHCTRE € {1 eq
Directory 122. Thus, when the feeds of infornation into the Unified
Di r ect #egl epploctigngrogssmenstie custodignes wipehine, gderr b faehepliegtiantaolc32t odi an has
changed, the database server 120 is configured to store in the Unified
Di r ect setyrmgd2 listrod theangtwierk gesgnegesathipt the peey agtham@@m@tlm,s upadle Ly Hiapgyent, dhe
exanple, the tine and date of the change, as well as maintain a record of
t he ol d-diebecrg mahiget niay be awatei df thegpaptanular dfive tederenced b itteeniser. (fhefe-l e i n t he
Unified Directory 122. For exanple, in the event the profile scanning tool
114 i deftoverematagBeinapics eMployaRsmleteswansool Blicad bydwse odt UBE diaitarand one
of the personal conputers associated with the custodian previously is no
| onger giidepbhddiRa scid Be 4RGP 83 An$ BIN& hakidh ainime PREMBIE ERatl Anti V& Hy0 the
Unified Directory 122 the infornmation for each conputer, as well as
i ndi caty : ] I i i fied. t he
Qs ARnfi M?Qﬁﬁ:{ﬁ% flilngcx%lﬁ’tglb’ gg Eﬁc}/ﬁ@z@ﬁ%égé%yﬂ’hg tﬁ%té éété?ﬁiur%ﬂﬂe Yoy

ol d conputerf was - "no” Fonger ent custodian profile

comput 89 TEb i e UEIRRER 48 SR G SRRy Db Rl e bIRABE R e

time of investigation or collection of the custodian. [0081] One feed of

i nfor M on into the Unified Directory 122 which is particularly rel evant
to electronic discovery is enploynment status. According to sone

enbodi RHBE, wheRhe wlicvedpethy ofithf Bhased PEresrRahhemee ¥idesrithespuTEs or

dat abases to the Unified Directory 122 includes a change as to enpl oynent
st at us astbmatigadlyt fodlg Hnified Dirgelionn] 22t ih éheedatabaseaaiver H0s cwerthe Maiftede nent
server 110 is configured to recogni ze the change and possibly perform
parti cllizetofwitmaonsorenin cempaivaevitivaresustpdian fandah patticular inheatgorentthd t i s
recorded in the Unified Directory 122 that the enploynent status of a
parti cyhaédigiish@fldrbrdscui@s dRatifiér) H‘li@tﬁﬂtﬂ@p&@nﬁl&j’oﬁlgﬂﬁﬁ Hlonielpaces, @@l r oni c

di scovery managenent sewer 110 Is configured to determ ne whether the

cust odisfftell DrRcssIheed QiR it GARRIM FIBA btheseationd is 8 PotchPal sh@SHI t to the
desi gnat ed manager or contact for the case or matter an electronic

commni%ﬁtgisﬁgéh hh'é £t Qﬁi%ﬁ%gggl ve Egr?{égkfoh%ﬁlg&[bﬁ&?g Cﬁ%%%sgﬂg%gg@gui ring

as to e nanagef WO e erm nat e Ccus | an s

[ 1 o lant ent. t in th ffi t h
oL o TR B PRSBRS  RS F TBne ,
L R R NG ST R K T

any destruction or unavailability that could be caused by the term nation.
Al t er natyapeaggousiap ite{laws 2 somplgicheitematediavestigationdeilectignpeesess: jathgiiigenent
server 110 may not communicate with the manager and may automatically
initiate collection upon recognizing a change in enploynent status.
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[ 0082] CASE [0083]Wth regard to case nmanagenent processes, according to
sone enbodi nents, a case nay be initialized by the e-discovery manager
utilizing the user interface 118. In this regard, the e-discovery manager
may enter into the user interface 118 certain information about a
particular matter or case, such as a case nanme and/or nunber, a short
description of the matter/case, a legal identifier, the particular
requester (i.e., who asked for the case to be opened), nanagers or contacts
for th Qelﬂﬁg b fhe(d-diScovetyiflinapeua nfantalkoinp@idhé fardehd machates andfikfscivs aiat t er
rat her than the process, |like the e-discovery manager), custodians, etc.
The el getifndicollb§avery managenent sewer 110 is configured to store this
information in the case database 124 in the database server 120. The case

dat aba 4 1is i gﬁﬁg- I Byi t al
infornﬂ?ﬁ%ﬁ re|a§ﬁ%%m?§k§85§?F?cu a?h%%?F§§£§{ﬁ%égngiH%@f%?g% wi thin the
case dat ghase,124 d a user can use the,user .interface t. i ew a
brof i | oupyely eelies 3™ SEounRibn S b 8G s Walh AE R T Mo H nce the
matter and/or case has.been initialized, the e-discove nager nay,,add
Cust odPAHSUpRY IR elqeionis disho VR Aol FEVE ) SRR SR DEHED [ Ry

di scovery managenent sewer 110 is configured to add numerous custodi ans to
a si ngretensdaty from thedamagiresoyeces fatabasesandphcdive drerigry angany ofhes sy

manager nmay use the user interface 118 to enter in identifying information
about shweceusichds infermatine tichieelogy dirastpries poliviaieh visll podeplercthe prdilodi an does
not have to be of the sane type. For exanple, a nanme nmay be entered for one
cust odis@nning nost a2 hndithe mesppinpgdocl dn éf 4t esgulaal yrsehadoldd intsomrlsi ddwetnativelgit i on f or
anot her, and a human resources identifier for another. The user interface

118 i s rapsfthgipetiddicaly Rafivit) dabefrdd et vabiphdath sdudtesidhoas themghdnl er ent i nput
areas dependi ng upon the type of identifying information being received.

The el echiiRRl EatsHaSGOME sYstéRNBQRAT BL cSfT(RI shiR tHabthe Anlabaidsedel OUsE t he
input rnformation to search the Unified Directory 122 in the database

. e . . L . ;
ot or sty b EEERINE GG OROM SR Al BotaRK] SRRy i HRallR
only o

A X R LR TG  R U
a matc ri]riformation into the Unified Directory 122 is regularly updated to ensure that the data in the

Unified Directory 122 is current.

[0080] In some embodiments, the database server 120 is configured such that all

historical data relating to a custodian is stored 1n relation to that custodian’s human resources

identifier in the Unified Directory 122. Thus, when the feeds of information into the Unified

Directory 122 are updated, in the event data relating to the custodian has changed, the database

server 120 is configured to store in the Unified Directory 122 the new data and any relevant

metadata, including, for example, the time and date of the change, as well as maintain a record of

the old data so that it is still a part of the custodian’s profile in the Unified Directory 122. For

example, in the event the profile scanning tool 114 identifies a new personal computer associated

with a custodian and one of the personal computers associated with the custodian previously is
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[ 0085] The el ectroni c di scovery managenent server 110, after searching the
Unified Directory 122 with the input identifying information, is configured
to present through the user interface 118 a list of all custodians natching
the input identifying information. In the event only one match was returned
for a particular set of input identifying information, the electronic

di scovery nmanagenent server 110 is configured to automatically select the
custodian to be added to the case or matter. On the other hand, in the
event adlchgbhidentiiied, thedathbaseserl @da eskdntigud Pastbiedt U féd Diredtbrgu?2
identifying information, then the nultiple matches nmay be presented

t oget hee ih@rihA®onTForléRE QY BpitelTBERIR bs IndIcBHER ab REwhSFthe h&W bha&er vdSirgnd
mar ked so that the e-discovery nmanager mnust review the nultiple custodian

Phat - SR DR o pABuER &Rk ARARRR. OF hPaf ok REoiihBe

manager. . i t.he her inforpptjon in the ofiles., sugh.as

cor por i PR ol B 15 hOLEC ERidcRof fe befordtl Qe viifiy 5
information c i nformthe e-discover nager as, to whether, the | ocated
cust od PSP (R GHEMTAPR A PC TRRAIL et he R0 BF (v RlisALRr on Rl SRR AL L oct t he
correct custodian for addition to the case or matter and confirmthat al
cust odf¥#elide| ect ed may be added to the case or matter. According to sone
enbodi nents, "adding" a custodian to a case or matter involves |inking
correl Hi08hh t he Qusstesdpbmipymeation mtq the UnefiadPirsctaty D22 wbicbnypatqularly t he case
or matter in the Case database 124. [0086] According to sonme enbodi nents,
upon addévagt towbtohiadsceweraisriptement sigtue | Actording © WirecmbedinenEnafanent
sewer 110 is configured to initiate the transm ssion of preservation

not i cethededl EuhiféaMSicndrdnhthe hufiian tisainses dafabiakis $o theAAifled Dir&S6fMaLi on notices
and surveys relevant to the particular case or matter are stored in or

| i nkedifeRidb£cifmsSadtoRbdpl@midat §th8s 6ASFarfal ARAGBAiAR 4he JEARRN distbodyof the

preservation notices and surveys to custodi ans added to the case may be -

aut oma . [ i k 1.5 hi o, case
u haflagehfRht s%i‘v%{f{? (gls cbhif red%%e‘g)%nf%é %%%%ggﬁéﬁﬁ?g%ﬁ%ﬂf%&t&g

profile tﬂ%t cause el'ectroni c di'scovery nent

transm.t articul ar,preserxati on notice.and survey.a .ticul dat e
or -t nimgfofiih kesfohd MEERELNRT RS il fectded ng Ut Hitgsfoky o o,

added to the case, or the. e-discovery.nanager manual |y, cayse t he

pr eser T8t TS EmakD e taltrota B L cskian PhaRgss b ACE O IoHBatEHn B mont s,

the el ectronic discovery managenent server 110 is qonfi%ured to transmt
the pregerapig disqovetmanagemsy savenid () ds anfigured fodeierruncevagtherthmeusiodign isThe
surveys may be tied to the preservation notices such that they are

t r ans npssigaad tornygaseod inaatist, rndaf sve o tranaiitde hegigsigrajedmynager oricottactfortbee t han
one preservation notice. Wien a custodi an responds to a survey, the survey
I esponsase bsmatierein\ckxitroyic tommehiestianonitifyiog the onvamnger ol fiegenmanttedseates antll0 and
stored in relation to the relevant custodian in the case profile in the
case daigaiing@s llwhetintthd@inugecwolld tkethe eérimditited chsPaRM BIditaTaNadedERkheer ver
110 may be configured to store all or a portion of the data received in the

SUr Ve e ¥R Re ReRaged rdsponddth fHeRBkirRlaKio8 X MeckdRid &scb@&y%h%ﬁ%%e%ﬂée?vé?ri ?hile.
[ 0087] According to some embodi ments, each transm ssion of a preservation

Fr acked A E RGPkt AR AR, » e S e Rl A N E5RAVGon ©
| ect i c.di . t 110 I b fi dt
Cr ansmi PTFBH MR SIngipi S S8 T3 be s intaoorely pallited pOst & sny S%SPHOtTe: e
i t hi f med jod of tipe. The el i c_di t
Ser ver UEHBIHEGY NS 6L OB GARTYEK B8 HrBBERR IO E TR DGR OBEERS B sent
to custodians _to periodically refresh the custodi ans’ nenory of their duty

to preglestianiqdipypysranaasmeant prayerdilAmay nobcamaunegte with thamansger a8g1HeAY nent s,

once a
automatically initiate collection upon recognizing a change in employment status.
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preservation notice has been sent to a custodian, the el ectronic discovery
managenent server 110 may undertake to prevent any reinmagi ng or refreshing
of the custodian's personal conputer(s) by transmitting an alert of the
preservation notice to the enterprise's information technol ogy managenent
group. In addition, the survey responses received from custodi ans serve to
informthe collection process. For exanple, one survey nay inquire as to
what network storage devices the custodi an uses when storing data. The
answer [goga} the gusgodi an gives to the survey may informthe addition of
Shared Drives to the custodian profile in the Unified Database 122 that may
be Usefbdsﬁj er i &l rberd tthse MARBRIARCAHERY, dcoRRIR 0 8RO BinBERnentSfa t he
present invention, the e-discovery manager may utilize the user interface
118 to t : 4 : c ..or matter.
I songRbu ARty RELERcorR i e B BER i Bl 1 B oot he
case profile in,the case database 124 ,usi ng. b owser. and may.add

2t ¢ ac hieAds BeecitedVery Fiebd Ry Sler 2R SfOoRettEe: B GBR pREPITR 8 (e
e-di scovery nmanager may not be the only entit it h access tP t he case and
case nRNHGUABHEIR G5PECHHCE Ao E158 BERS AROLIRS, & O dRsgBHene! B ver 110,
The subject matter of the attachnents, notes and tasks coul d be anything

r el evanmatierrash @ leged kleptifioralhe particylar wanestes frodViretsked for e astedeppiadasks
that particular custodians nmust conplete and the el ectronic di scovery
managemenageseoncentadts fori the mettén (e mdividuatsrinyadvediin ghawyibstarcetod thetmeattenst odi ans
that that the task needs to be conpl eted, perhaps using standard emi
functi extiser thihtthe preges dikeahad-tizcdwepnimanagel)ecustodiane,eve ' Theseraigeic disoovdari e
contact/ manager of the case, may upload relevant files to be attached to

the cagfnieaicht @rvdr QOS] Shiifurt@Bdstéle tifls inf@meEian ththt eaddRiatab2 124 6 digovery
manager or the case contacts or nmanagers nmay add certain terns to the case

Prof i | gthGhsb SerdBNR0EFNUBAR da@BARN DA% doRfigERl \PRIRE P PorkRtibOGRh ehblat 2
responsive or relevant to the underlying i1ssues in the case. Storing the

search information relating to a particular matter or case is related within the case database 124 and a

user can use the user interface 118 to view a profile of the matter or case including all the
information.

[0084] Once the matter and/or case has been initialized, the e-discovery manager may
add custodians to the matter or case. In some embodiments, the electronic discovery
management server 110 is configured to add numerous custodians to a single matter or case at
one time. In this regard, the e-discovery manager may use the user interface 118 to enter in
identifying information about the custodians. The identifying information for each custodian
does not have to be of the same type. For example, a name may be entered for one custodian, an
email addressr for another, a network user identification for another, and a human resources
identifier for another. The user interface 118 is configured to receive the identifying information
in different input areas depending upon the type of identifying information being received. The

electronic discovery management server 110 is configured to use the input information to search
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terms within the case profile is advantageous as it creates a record of the
searching that is to be undertaken with respect to the data and aids in
organi zation of the data, as discussed further below. [0090]According to
sone enbodi nents of the present invention, when a decision is nmade that it
is tinme to collect fromcertain custodians in a matter, the e-discovery
manager may use the user interface 118 to rel ease the custodians fromthe
matter to the underlying case. This release triggers the commencenent of

col | ectliedrnifiéd Directorysi2adh érslataladeacrven] Xaodcrihind iwiiohichistoliiags #kect r oni ¢
di scovery managenent sewer 110 is configured to allow all custodians

assi gnaskotigtell RGthITAE nBht inorR8tise 1B ARLGsd 6 4 MEn ISR uRles IRBHSG WRinkiciRred N
addition, in instances where the e-discovery manager has previously created

gr oups oHl onb ehReti gﬁiﬂéd B 822 th f?% falcho® Cthéibtﬁ 4 n gement

server 110 i1s con |gure to allow a group CUStO ians to b€ re eased from

a natpg bg? Sﬂggdgﬁﬁﬂ?%%ﬁﬁ5ﬁﬁgfﬂ%§ E%kacTA [ 0092] Once a custodi an has

been i cOl i-on Hanua 1y by the e- dlscovery

T R A e T S raeam%at‘a?ﬁta st o an' s

data usi.ng the location inforpation stored in_the Unified Directory 122.
Ther ef SFECtophE22aViEt the Srput 1spldlymgdpiprmationg rentigwed (paresenighiougl theaiser; he
custodi an profile of the custodian to be collected in the Unified Directory
122 anénteréaced h$ adst offal gpstodiansy matelingthicdnpus idsnbfyinghiafosination. Ha thii dveefr ent

| ocati ons of data storage for the particular custodian that nust be

col | ecosly.on® hetah veasectmeney fofi & pagticatdr sétaxd anpub Rlentifyatg infoematicst tuneldBomian
address, including personal conputers, enmail accounts, and network storage
ar eas, dist@lerdinagrgbinoRSpaee 5106 dordiareido Rujoratcally[s0RHIh¢ Eustodtansb 6d bdded

profile (for a custodian released for collection) includes at |east one
to the case or matter. On the other hand, in the event more than one match was located for a
particular set of input identifying information, then the multiple matches may be presented
together to the e-discovery manager through the user interface 118 and marked so that the e-
discovery manager must review the multiple custodian profiles associated with the matches to
determine the correct custodian that should be added to the case or matter. In doing so, the e-
discovery manager may consider the other information in the profiles, such as corporate title,
work location, associated custodians, etc. Such information can inform the e-discovery manager
as to whether the located custodian is the one intended. The e-discovery manager may then
select the correct custodian for addition to the case or matter and confirm that all custodians -
selected may be added to the case or matter. According to some embodiments, “adding” a
custodian to a case or matter involves linking correlating the custodian profile in the Unified
Directory 122 to the case or matter in the Case database 124,

[0086] According to some embodiments, upon adding custodians to a matter, the

electronic discovery management server 110 is configured to initiate the transmission of
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personal conputer(s) associated with the custodian, then the electronic

di scovery nmanagenent server 110 may undertake to collect the files on these
machi nes. Therefore, the el ectronic discovery nmanagenent server 110 may
retrieve the relevant nmachine identifying information, such as domain,

nane, | P address, etc., and may initialize deploynent of a | ocal collection
tool 132 running on collections sewer 130 (as shown in FIG 7). [0094] The

| ocal collection tool 132 is configured to be deployed fromthe collections

Server pldevatiorAitcBeindSeF G tothd Aisthdidis. nﬁaﬁ@qeﬂ?fma.,qzesteﬁmﬁwnatce& 1L
enterprise personal conmputers 140. Therefore, for a particular custodi an,

the | pgﬁéveﬁqj.e e?&ﬁ it@fhegygﬂfcul%?’%sie gr AL BUEERA TR otMiirkel #8thk REseFRGHE Rethe
identifying informati on supplied by the electronic discovery managenent
sewer 110 b p . t [ J ] ' ARG ing to
one entyodi &ﬁ%R?S% 1? g\‘e &P%lglglfsg@g IOF glg i ?%S%Hta% OIFH?E%‘? %@ﬂggﬂe il |g gur e%)(a La(I:)lS g\g&g 6
automatjcally inpstalled,on the target custodign' ersonal. conputer.. The
ocal i ety B plgmated Jor exampl fire wakPr BTt iuRantin e e aRils, o
the data residing on the | ocal storage of the personal conputer 140, for
exanpl dhat g3usg mfwgecaowa (RSP YSTA Mapageinent sehyes 1{ QR gl 2RarREr PESEEIShadow
Copy Service, store the snapshot in a storage area on the personal
conput epticesand strvgy ehd pardeiralatesr tinkreorfuppe 8 PRKtCHaHBSPHNg $vent pechsRét to t he
coll ections server 130. By transmtting the data fromthe snapshot of the
dat a stostedambeingadded taithe chsegonthe elliscpeary onadger oapumasnallyt ¢rusd e al
collection tool 132 advantageously allows the custodian to continue to use
her naghisaatéd dicts sidahens iote tranbmitfedr Bnaend entbodirhents, teadleatohicect i on t ool
132 and even interact with the data stored on the hard drive as the
snapshfiscefery fRnsRbRni frReil Wistdoansirtd tRshnbRitttepre v Aioh ndfices $8d ¥iteyb30.
[0095]In addition to the functions descri bed above, the | ocal collection
tool 1 el | b BSHLd toltfe hrlGerfiRion NG SRIMRE ld0 2
catalogé% t‘%kf??ﬁgﬁ@ﬁg%hggﬁ%ﬁﬂ%?%e j’?‘snapsﬁot %o be storedsin t he %ﬁgoing
col lections d 1.S..C I i ONS
%téaxﬁsm%eﬁggﬁl?s;t%d-{%{es?%%e%ei a?lg OH?%%I?(%& 1%1?{1 gé ﬁ@&ﬁ%qn&% tl]iatﬁ‘ﬁng ?HS&Q’%]&O?’O

server n or m ne whe ctiron 1s conp e an

resume inter ted | ections at the point of interruptian. Additionally,
|0 accaptimouhll £ b TEmsnn nalyes: e shaleshBF BupRormydf et
configured to conpile and transmt to the electrqgnic discovery nmanagenent
ser ver discovery magpgegrentsores L kU Pk yoied gtrefation &&‘F relevant ustrdiqninithrsasy . for
exanmpl e, network applications and file servers that the user has used or
accessawfilgii the cassdaigbased2bu Fudkermare, B elactprig disgoyare mgnagspenseser VH 120
in the custodian's profile in the Unified Directory 122. Wth regard to

t r ans minsayi bercoofigurhdtof stére sll bhe pedion @f thealataoredtivey in thegmeveg mppdiseemtheof t he
invention, the local collection tool 132 is configured to conpress, hash,

and uplUrified Dredtdya 22 imttle wdeddians prufilsnapshot to the col |l ecti ons sewer 130.
[ 0096] I n sone enbodi nents, the el ectronic discovery managenent server 110

may [0087] According to some embodiments, each transmission of a preservation notice and
survey to a custodian, and each corresponding response, is tracked in the relevant case profile in
the case database 124. The electronic discovery management server 110 may also be configured
to transmit reminder notices if responses to the surveys are not received within a predefined
period of time. The electronic discovery management server 110 may also be configured to

schedule reminder notices to be sent to custodians to periodically refresh the custodians’ memory

of their duty to preserve files/documents pertaining to the matter. In some embodiments, once a

33



utilize a conputer watching tool 117 to determ ne when to attenpt a
collection froma custodi an's nmachi ne. The conputer watching tool 117 is
configured to nonitor the network 102 and determ ne which of the enterprise
personal conputers 140 are online. Therefore, in the event there is a

cust odi an whose | ocal machi ne needs to be collected, the conputer watching
tooI 117 is configured to determ ne when that machi ne joins the network 102
(1. , When it appears to the conputer watching tool 117) and informthe
ele ct I préservalicGoawies Mas iReR aned cuskidisdl the tctrbiat distovehombhotmbitisadvieZ E1(E he

| ocal collection tool 132 imrediately. [0097]1f a custodian profile (for a

cust odixal yn8brRRe Slpreednt 60 FeRRAJIRNOr reREhUBET i BhsRalRS ﬁe%nmﬁﬁﬁaef(ﬁj%w

Shared Drives, then the €l ectronic discovery managenent server 110

undert I éﬁ?% I|2|ng t he
file sgjféfésgﬁlai: g%ggeﬁoofttn 5 é(l)I] Elg{lgrﬁ tﬁg&ger?%é%ﬁeis%%gﬁr}aggt\%@bygg (as shown
in FIG 72{6 fohle Ser Ontf:Sm,(‘a(é:t|eonontosr o '0 con(}c aglured E ftccess t he
file server golrte}%ll‘“t fihe glven r?é’fﬁp %F%Y (FPAR Y G SR Uq 1gTofm
HoneSpace ﬁr a Shar ed ive, gg t he data reS|d| on thgiflle erver, and
conpre aSWP PEIFES% ﬁ%’ﬁﬁn&P?r‘r‘ SYBPRYY DAMITE 85 (orEat BRVaRt TIURSS SNSF 130.
The flle sewer collection tool 134 may be programmed wi th preset

i nst r ults ypedian yees yyhep woring dafao A he agsyisy thef the susiedian giyesdethesurveymmaveri a, for
exanple, files that have certain file extensions. Alternatively, the

progr aifean thegddition pbblaredalyriysde &stcusthdian profilsiarthebnifist Databasen 2264t 134
fromcopying files having certain file extensions or other attributes.

Ei t her nak beheedf latceqaiotieetion. advant ageous if the e-di scovery nmanager is not
interested in copying executable files or source code, for exanple. In sone
enbodi (BE, t heAtdording & sotfe cioliRhdntHST thOeschBrhvemionl 50 cClRbi@yred to
generate a size estimate of the files residing on the targeted tile server.

I n one nRERRM kD Rtilizd A6 ubdr iRePREMER (CAId LGLHAMtS A0tkes, tads, TRY s@iOoeRid Bal | Y
begin the colléction process (copying and transmtting data) If the size

esti mpg, O?Haﬁﬁb% Qﬁfﬁle@erﬂf)&ﬂﬁgﬁg %gg%t%nmh?%%g&? 1 zfl a.ncagéjlql'a}% LR acd gkttgg %{3 er ni ne

enbodi nent's server col I'sS con |gure

whet her |cuI that it.is coIIectl ma file ver

ol uaRuTHERIhE Fitk 8oty 120wl pol profisirin B bR pais kLS. ¢ ha
t he fol der does inclu %v%such earllng files, choose to not C IIect sﬁch
files SEHSRRY QPGPEGVETFEa th; the s diseqvyr hanpger axpQl be

di fferent enbodinents, the file server collection tool 134 coples aII or a
por t | oACCEHS toRlE qapg Wl agesmanaggment teols pf the gleptyenic discoverumanagement SeVEF gi ven i n
the rel eased custodian's profile and transmts themto the collections
sewer 130. TheowbRt thatter ofithe etiachmepisofidiescanftasks gouddibe aitling reddveniste dhe or

col l'ection) includes an enmil address for an email account on the

ent er prasser sater Is soreemidGiimenthdie takle agd @sksrtbatipartidilac ausardyansanagement

server 110 may undertake to collect the files fromthe enterprise emi

ser ver cdhpletelandl Hetdldtrodic Acé gy AahdgétetBRer ¢ 10 s@6hfiQNed 10U anddi® a hbfide Ng On
col l ections server 130 (as shown in FIG 7). In sonme enbodi nents, the

act i ve B bhstdaRhrs 6k AN iHeRk ndf tb Be CANHIEQH r;%ﬂlab?uﬁﬁ§§:§l§ia}d1§n£?rt i cul ar
M crosoft Exchange sewer within the enterprise email server 160 on which

the functions. With regard to attachments, the e-discovery manager, or the contact/manager of the

case, may upload relevant files to be attached to the case profile.
[0089] With regard to the search terms, the e-discovery manager or the case contacts or
managers may add certain terms to the case profile to be applied when searching the collected

data to locate data responsive or relevant to the underlying issues in the case. Storing the search
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custodi an's account resides (which is known based on the information
included in the Unified Directory 122), copy all email |ocated there,
including enmails deleted by the custodian up to a predeterm ned period of
time prior to the collection, (for exanple, seven days prior to the
collection) and transmt the copied emails to the collections server 130.

[ 0099] Regardl ess of the storage resource | ocation fromwhich data is being
collected, or the particular type of data being collected, the collections

server 30 withit QB th@ Ppréfle iCadvhRhgolid s iddlefted h FRbrd oMihd RatchBgRIthEptdeoNn 1S

still ongoing) in thé short-termstaging drive 180 until the particular

col | et @akh FRAPLRLR 1o MBI BPEAREiForich/a? elal £G4 4i00RscATM AL 130
transmts the barcode infornation to the electronic di scovery nanagenent
serverbllo to be stored in the database server 120, for exanple, in the
custodigmm% profile in the Unified Database 122, in relation to the stored
i nfor ' about, the particular collection, whether it was a .l.ocal

col I'ectdSR an’ aderaraing fosamic uibosiiprah ot S Proset Suysghon. e BCFTiSD Net c.
Therefore, the barcode can be used for reference at a later date to

det er nipde thabitds Hige fp esllogtfeory gertpin pystodians fpa giaiter, HisS-HEONCYSPANBEETIRAY he

| ong-term storage area network 190, the collections server 130 conpares the
hashi ngsethe ubgr infarfacei 14 8 perehmsetie cusiodianselror thayeatter fqytha ahdatlying dage.t Hus
staging drive 180 and, if the hashing is identical, purges the data from

t he st agleasg trilggersahd 8Enmeeiei{ drobedtion of dteubtadiansitdetae dn sdyec ¢robghmentsn
storage area network 190, it is not necessarily ready for review |ndeed,

it is hikatrohfRafischiiey dahagdimont figasd 110 id@nigmee ssAtbw4f aistdidns bssigeatschabl e
and suitable for review by investigators and attorneys. For exanple, the

files MRymRAt:e6E ¥R ththd daSe thdRante tihé.CR 4dBRin FhenelctPohgdurnd sent to
the long-term storage area network 190. Therefore, according to sone

embodi Rph ey AR AZHE TSy GORLEEichAs bR RARKELRLAMERY FESeRRNET 170

where a series o? dec 1 zat1on ncti ons nm

discovery management server 110 is configured to allow a group of custodians to be released
from a matter to a casc at the same time.

[0091] DATA

[0092] Once a custodian has been identified for collection, whether manually by the e-
discovery manager or by being released from a matter to a case, the electronic discovery system
100 is configured to automatically collect the custodian’s data using the location information
stored in the Unified Directory 122. Therefore, the electronic discovery management server 110
accesses the custodian profile of the custodian to be collected in the Unified Directory 122 and
determines, from the information stored therein, the different locations of data storage for the
particular custodian that must be collected. There are many different locations that the system
100 can address, including personal computers, email accounts, and network storage areas,

including HomeSpaces and Shared Drives.
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be applied to it. After the data is decrypted and standardi zed, it is
returned to the long-term storage area network 190 and may remain there to
be accessed for review purposes. [00102]Wth reference nowto FIG 8, a

bl ock diagramis provided that illustrates the electronic discovery
managenment structure of the present invention, according to sone

enbodi nents. As illustrated in FIG 8, certain processes described herein
may be categorized within one of case managenent, as represented by Bl ock

200, cumbepi an NHRAKYKOWRE profite (O @SRTI0 1B BFRC1AGN) BtludatadlARbagenent
as represented by Bl ock 240. As described above, the electronic discovery

syst emydQbhal SorhliéHlg Gebosideh Withathe ER8fRMEan, HdS HRAIQRSnR W IRAnTiRYpRRniTBNaged
i ndependent of one anot her. However, there is still an el enent of the

cat 90t 481116 QluRGARESF Etiolf MO Filks R EEREANALCTHERR | F GOAGGRI Ual , and
it shou be "under st oo at certaln processes may be correctly assigned to
nore than one cateqgory. Therefore. .while the architecture af .the.system 100
T owe CREp ARG SRS SRt TSR SirislP ety ok iy R ey
processes of the present jnvention may, affect nore than one of the

for ego?sl%.as F@'@E’@ST&PP%?? PAQEss 6 B gitiafigg qﬁ@lwqem 4 lpeal coliestipm ipofenent
categor%/ is creation of a matter or case as a framework for litigation
suppor t3%enppgopesstlectionsyssign 130 (asshekn EIG. A% descri bed above, the

e-di scovery nmanager may enter into the user interface 118 certain

i nf or nHi09éh abouthelopd collestibatooh bl sconligurebste be slaplhyaisfrem tresellodions and/ or
nunber, a short description of the matter/case, a legal identifier, the
parti cedregr 138 g asities sériverewithinkte resketl 10D 1o ddyef dasatdrpridegenprdl ednputeBnager s
or contacts for the matter (i.e., individuals involved in the substance of

the mayi@rTHeafbR! for B%Hﬂfcbﬁr BlsRfaSSthe llddaBcdlREti@r tdbISIZRSEATIFBRAISHH1RL C.
[00104]1t is noted that custodian infornmation is stored separately fromthe

case i er%&ﬁfnie‘?&nﬁwh‘%’\fnﬁﬂmfaﬁén LBLEPHPME REREHiABistdvefMhidapl fef 38 Sr 110N S

provi des for the el’ectronic

to be deployed to the identified custodian computer. According to one embodiment, the local
collection tool 132 is configured to be automatically installed on the target custodian’s personal
computer. The local collection tool 132 is further configured to generate a snapshot of the data
residing on the local storage of the personal computer 140, for example, by using a commercially
available tool such as the Volume Shadow Copy Service, store the snapshot in a storage area on
the personal computer, and transmit copies of the files included in the snapshot to the collections
server 130. By transmitting the data from the snapshot of the data stored on the hard drive of the
personal computer, the local collection tool 132 advantageously allows the custodian to continue
to use her machine without substantial interference from the local collection tool 132 and even
interact with the data stored on the hard drive as the snapshot of the data is being transmitted to
the collections server 130.

[0095] In addition to the functions described above, the local collection tool 132 may

also be configured to transmit to the database server 120 a catalog of the files included in the
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di scovery system of the present invention to have scalability, whereby

evi dence associated with one custodian may be used in nmultiple cases.

[ 00105] The el ectroni c di scovery managenent server 110 stores this
information in the case database 124 in the database server 120. The case
dat abase 124 houses this information such that all information relating to
a particular matter or case is related within the case database 124 and a
user, such as a nanager or contact, can use the user interface 118 to view

and edifapshdt®bé $t6re@fin thb@ngdihg €61lcRfionsaRBibade0 ALRatole: MAKbe REQERSE bMiHchi N
case nmnagenent 1S the creation of preservati on notices and surveys

speci f peidcAot \RrvER T 3B ord@ 16 B8 mih & wREBEKc oA on liflcdnISte LBI RS @surhd1@

e-di scovery nanager may, through the user Interface 118, either generate a

new pr SEﬁ@? I : . el e . t. i s se or

mat t er %ﬁo € ds(?)gl? @gﬁ% %‘e‘?ﬁg&g’;@iﬁ{%ﬁ? tMﬂé ‘?(@Iﬁ%&(@ﬁ%alggc%gé a ‘ggétﬁf?ﬁ@or,

al ternatjvel lin eservat.i .noti.ce qQr surv | ready. stored in the
cat abagubiEmbis 485 RIRIRR IR 18 47 RingeSie o St B o 1P Shlrans | o
issue. Also within case managenent, i s the creatjon of search ter

per t i nEREOYELY MRRAZERER! seyer Fﬁgﬁl ggté’ﬁ?%‘-’&’oﬂyr@%&% %‘6@ %‘S’a’gs‘é?]i“ﬁ’é‘&rgbove, t he
e-di scovery nanager or a contact or nmanager for the case may use the user

i nt er f gxEnpla.gctvprk applicationsiapd dilpscresnthatihe asgrhavpsed eppcehssedr Fhis listoft o be
applied to the data harvested in the case. In sonme enbodi nents, the search
ter ns nwyuroes thanbe sored in the datebabewenvir 124xin it dusiodian’stpoefila irstha hbhifoed wi t h
particul ar harvested data types. The search terns will be saved in the case
dat abafrrediddy KX2. tWih rdghetonmysmhigsioe affihk yilapidniselict, actading $4 ek dat a and used
in connection with storing the resulting responsive data. [00107] The

pr ocesg@bodimefNdfehd MdertRhethe McabddlREMUTEBbISI 3210 RFigard 16 Bslapess, h&hgand
particul ar case or matter also falls within the case managenent category,

as denmppghy %Qﬂesﬁﬂcl@éé&%%h%‘ﬁ%sﬁﬁfjto%ﬂ@colfg%tﬁ‘séjv&gﬁ\ﬁ?r y manager or a case

contact” or manager may use the user interface 11

[0096] In some embodiments, the electronic discovery management server 110 may
utilize a computer watching tool 117 to determine when to attempt a collection from a
custodian’s machine. The computer watching tool 117 is configured to monitor the network 102
and determine which of the enterprise personal computers 140 are online. Therefore, in the
event there is a custodian whose local machine needs to be collected, the computer watching tool
117 is configured to determine when that machine joins the network 102 (i.e., when it appears to
the computer watching tool 117) and inform the electronic discovery management server 110
that it should initialize the local collection tool 132 immediately.

[0097] If a custodian profile (for a custodian released for collection) includes any paths
for HomeSpaces or Shared Drives, then the electronic discovery management server 110 may
undertake to collect the files from these file servers by initializing the file server collection tool
134 running on collection server 130 (as shown in FIG. 7). The file server collection tool 134 is

configured to access the file server located at the given path, whether the file serveris a
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to upl oad docunents and enter notes and other relevant data, including
updates and rem nders, to be stored in the case profile of the case in the
case dat abase 124. Once these attachnents, notes and updates are added,
they may be referenced whenever a user views the case profile through the
user interface 118. The cost estimation nodules of the present invention
are al so processes that are categorized as case nanagenent processes, as
shown in Block 212. In this regard, the electronic discovery managenent
ser ver Hbif2Spidelor 2 Shadd DeBt, @pY itheadatDiesitidglonttiee flletserei, aed $digpresdstiaskfand
harvesting and revi ewi ng data, based on a nunber of factors including, for

exanp! gandiitiebofibd 848 tPHE ahtfoctiaiiNeRer 050, NBHeMRS k@ derdalidtiod Aot lelﬁﬁi beet C.
Finally, case managenent al so includes a nunber of tasking and workfl ow

proces ﬁgo%{&mgd il Rfe@é’crix?s%%@ﬁcﬁ{! ft%?f laﬁ!n? %o %f%l@-nco%g R ﬁle‘é@ﬁ(ér Ohafhidrfh, fHSt 0di an

manage , certalh processes 'ng Wt e category of custodi an

managenent .are_s in Blogk 220.. Wi t he .orocesses_invol.vin eneration
or ¢ e TP e Ry DB sSepsut At B BRI AL BN EREE o
managenent, the processes. sho in FIG 8 include those processes involving
anageRENEJRe Hls SPEh CoHlSCHRPART 3o cappne oS hay g sogpin £t PUTSIORR of hat
regard, the first process of custodian nanagenent_ included in FIG 8 is the
addi t i fhepatiriuiesoFitherof thy faregaivg ivpdvanipgeons ighe SRISHYCHIMEBIAEEKIS 20D, As
descri bed above, the e-discovery manager may use the user interface 118 to
| i nk aimgersstediinaepying exdcutablefiflernrisherctiapde; fd coimplet by sprmezebodiments, ggr t i cul ar
case profile in the case database 124. Thus, the custodian profile and case
prof i | éilegeevet oslicetiat dl 13Bhie alse xénfipuckics geserate b khiza egtinsttodi the fikanasgbnent i s
the transm ssion of preservation notices and surveys to custodi ans, as
shown ibp 1R tagkted 2o seivtsl IehcRibSaMicAt, iR file kel BecofbdticaNSolt194 edagt odi ans, as
shown in Block 226. The el ectronic discovery managenent server 110 uses the
cont aCtautbﬁlfaﬁédﬁ%tb'eQiﬂ thé‘c&ll'é@ci&lb%&gd @:Bﬁ;;?n@ﬁ&f thln%‘nﬁtﬂné @ﬁa)%{hfs's% ckimaetory 122
to transmt thé preservation notice(s) and survey(s) stored in the case
rofil T¥:19"8 | E il..function is
P ?alfs%te#?gfa @ﬁg&%ﬂh@&&l h Shol® Mn Edﬁ?t?(q{ gﬂad%?r?e en?noﬁfrﬁ%ﬂs??l’lgefg rher

used, SO or mdti on need om t he rectory 122

is the st.odj an;.s, email address Wien.the custodi checks. he mail, the
sur vey cHon Rl 5 Loy R TR RmilE bkt S A e BR i Pllecf R o age.

t he surve 111 be presented to her. The, surve) be confi gured such that
when s kT4 filegerer @Ew,ﬁestlﬂ%regmnmk?n@wbﬂﬁwﬁ%lﬁ Wst FiniBrine PR BALRT o ( he
dat abase server 120 for storage in the case profile and the custodian's

pr of i | &ld¢reloenpinde snchacarling filgsthpesedo apig@ilast sheHigesaasto peoid peerlppdingss of
rel easing custodians froma matter to a case, as shown in Block 228. The

e- di sc thesseyvenahzagefpreugmserdingto difErent wmbodianpats] thg fileosemer kolidetiorcipet b an' s
profile so that the custodian is now activated for collection of data. This
may oc copiexall d aporiien dabelidatatlapsonlPilesenvedotdiel at dist ath givésinghofdldased s

| i nked thereto. Once the custodian is rel eased/ marked, the electronic

di SCOVehsfodTRNABRIAR UndSRMAHs théf (B¢ cBllEtDEs $dMer g8t odian' s profile and
initialize collection based on the various data storage |ocations

i denti fpg@]i N t hg REQDHLE pro-ﬁlihe{f@lf PER0dPA rEIBREERETHREHBY) BhIAGS 243hajt he
el ectroni c” di scovery managenent sewer 110 nmay automatically determ ne the

Sﬁéﬁoé%ﬁﬁﬁﬁsﬁ?a‘?ﬂg# S5 000 Bt TRk R BRall BT B RS %;%&%e |
iy R L R T il
cust odi an .managenpent . al so_i ncl udes nunber of t?sking andlﬂﬂ&kflow_

proces gg émfiﬂ(iﬁmgép% aqtlé(ﬁ [cg]gg ) tlglg, togf }ﬁg(ru%@_g on collections™server s shown in

FIG. 7). Insome embodiments, the active email collection tool 136 is configured to access the

particular Microsoft Exchange server within the enterprise email server 160 on which the
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[00110] The | ast category is data nmanagenent, represented by Bl ock 240. One
maj or set of processes within data managenent are the processes relating to
the harvesting of data, as shown in Block 242. These processes include the
collection of data fromall the different storage areas of a particular
custodi an, including the custodian's | ocal storage on her personal
conputer(s), the custodian's netwirk storage areas, the custodian's enail
and any other areas, as are described herein. Al of the data in the

var i ougusiddiRg eccdiMassides (VaRhesiarRth Basedeiht iigmiioh it ludealih getUrified server
130, as described in detail for each particular collection tool or process.

Upon T epthioRd 222?7%%? i1 @ftlal1 WL3tcRRRSE, rﬁl&ﬁ)@n% Eahifs deRset by M6 cﬁsrtéHﬁr?ue}P@at Icul ar

collection Is t arily stored 1n the short-term staging drive 180 until
t he col ' i | . [ ' it L S.S 1.0 ng-term
st or ag@ SFehfified RefrETsiiricfio B cElkcRBh Mondharh el Pyl fabii8 b 12

bar code. . The .f or.egoi n rocess | resented by Bl.ock 244. The data may
requir§d&§EP§BFFS%n%?£§¥ﬁﬁaﬁa8?@@?%ﬁle?ﬂﬁf??ﬁﬁ?*?5tgb applied to it in
order for it to he searchable and/or otherw se usable, so the next process
that f&9049]wit hi Regrs assr?éﬁgg%%é%ﬁ repQurge acation fromy Which dgia 1ghgiag ¢ellepird or
conversion services sewer 170 for anal ysis and conversion as necessary, as
shown ithe mBrtisaier 116, of dafe beingeotiepted, the collertions eaverilB0 isconBgyed tarsters thae

| ong-term storage area network 190 to be used in review. [00111] Al so

fal | i ndataifr$ti(whidathe cnibevsige nestill dngoimnpkeindbsshortaeino siagihg deve 18 indil thdat a set s
wth particular sets of search terns stored in the case profile of the case
dat abagpertit@ldr cdliRctidni is completed, certain search terns stored in the case
profile are stored with the intention of being applied to certain types of

dat a anglj100] cer t BhrthEmoicOthe@bl]sctidad frvefi 3@ frAdinitéqhy/baréleiofinfRANM6 thet €r M6
may be applied to all data collected for a specific case. In either

| NSt angRerdhie dRbRchy AR dpcAEICRMNEE Y10 RTRIGIE h (REGH Masd PR 156 Tk alipfe, Case
profile, determnes the search ternms to be applied, and associates the

h. . . P .
ot or gl EriRudlib s bREICRHEPEARh iRl PERI I BE KR Ry Tp b

| t il ted t [ f. | ysi.s. Finally,
et RSP PR xR Ao eliot A e doniouaen  ilissel s
e Sl b b G S e BB R s a2
is provided, in accordance with one enbodi nent of the present invention. As

r epr es erigacPiie Bitd chitgdbe daa basdwen pomed todhe loagderantieraghires priwerkdicthoer y

manager and stored in the case database 124. Next,
collections server 130 compares the hashing of the data in permanent storage to the original data

in the staging drive 180 and, if the hashing is identical, purges the data from the staging drive
180.

[00101] Once the data has entered the long-term storage area network 190, it is not
necessarily ready for review. Indeed, it is likely that the data may need to be processed before it
is searchable and suitable for review by investigators and attorneys. For example, the files may
be encrypted in the form in which they are collected and sent to the long-term storage area
network 190. Therefore, according to some embodiments, the data may be copied to the

conversion services server 170 where a series of decryption and standardization functions may

39



custodi ans are added to the case, as shown in Block 304, by linking the
custodian profiles of the Unified Directory 122 to the case profile. Next,
as represented by Block 306, the e-discovery nanager and/or the case
contact or manager adds search terns to be applied to data harvested for
the case, including instructions as to applying the search terns to
particul ar data types or custodi ans. Block 310 represents the determ nation
that must be made as to whether there is a natter or just a case. |If there
IS no Bebpried heikauster tHeadu®d ¥ dbdropted aid SaRiaaliRdN0is reRened i€ the 1bmrteananpl e,

for an audit, then the process wll nove straight to the initialization of

dat a colol2ehicaRetwaik | PRl NS refiRfiftherelto bORIcBsskd fFREVIGN purpBédler than just a

case, then the creation of preservation notices is required, as shown in

Bl ock [ 00113} ' ' -%%§n§ 3. S

trans ttg@ to t eigﬁgﬁﬁg?gﬁgﬁggggéﬂggkgﬁgl tt%?*g%égﬁg%gmﬁﬁgﬁgﬂgnaiI. As
shown in Block 316, a rem nde of i modul e _may. be enpl oyed. As shown in
Bl ook Sharors dset g R ETaR o o B (B ol i R B S imdie: ot ces
to custodi ans., The.notices e sent over enuil and. may rem nd .custodi ans
bbout  FREoBEEs: AsiBHEE BIE by T Porton CHSiboaRane ey b IOy veys.
Wth regard to surveys, in the event a surve% is required or desired,

accor dvigin eneprf sese mypagement, as yepyeseatcd by Blosk 208 rastodian sianagemesb a8 aved in t he
case profile in the case database 124. As shown in Block 322, it is

possi breprasentedibp Block 380, deteynanggdsecnitas srpesanted ba Btock24fs Ais desstibed t h t he
preservation notices. [00114] Next, as shown in Block 324, the e-discovery
manage abaveythe electasdc dissivedi snismf 10013 drengedisitch that caseh eustadiens andidata may
initialized collection of the custodian's data. As shown in Block 326, the
e- di sC ey giajadtd MaRpéndefit dfitae eh@Bdrl Cldwevel hervestll sblagearein thesaleyStizalid?
accesses the custodian profile, detennines the data types and |location to

be col hLeghedsesaRthin ﬂietcht%g&ﬁésthét RecoRBRInE 3Rl & okl 86 Lh@sth&Phgt deRail0 COI | ect
the data. Once the data has been coll'ected and a uni que barcode has been

oot TR Tt AR Rl rids g Lo

| ocat i m origlnate own~| e search terns
Si to the aset based

0 e Ul 05 B Rk PR kD™t 02
ey be appl Led Lo e dalapel and e d ool Lhatnedrhe e Rhgsent ed to
[00103] The first process that falls within the case management category is creation of a
matter or case as a framework for litigation support activities, as shown in Block 202. As
described above, the e-discovery manager may enter into the user interface 118 certain
information about a particular matter or case, such as a case name and/or number, a short '
description of the matter/case, a legal identifier, the particular requester (i.e., who asked for the
case to be opened), managers or contacts for the matter (i.e., individuals involved in the
substance of the matter rather than the process, like the e-discovery manager) ctc.

[00104] It is noted that custodian information is stored separately from the case

information allowing for the same custodian in multiple cases. This provides for the electronic

40



[00115]Wth reference to FIG 10, an exenplary process for nmanagi ng a
custodian is provided, in accordance with one enbodi nent of the present
invention. First, as represented by Bl ock 402, a custodian is added to a
matter or case. In this regard, the custodian's profile in the Unified
Directory 122 is linked to the relevant case or matter profile. In order to
| ocate the custodian's profile, a custodian search nodul e may be enpl oyed,
as shown in Block 404. Therefore, the e-di scovery manager nay enter any

i dent i tﬁéb@&r%r( YsRE B thOPres P Hivehils ﬁ%ﬁ@@é@aﬁﬂﬂlt)\"ﬁ%ﬂﬁ? ebidence adsiRideddstiadi an’ s

name, network “user |dent|f|cat|on emai | addreéss The cust odi an search
nodul e gg%lon and search the Unified Directory 122
for nﬁ%é4ﬂ&ﬁ%ﬂﬁ%gﬂgn%%g %@&na is obtained, the user interface 118

wil | aII es and allow the e- dISC a br.o 5.8 t he
nssoct MG of | TEEAEdRaHioeP iy Wirabindi e el R op it YB) ' he
correct custodian is_i ified ro e of hat ust dian is |inked
to t he%ﬂﬁ;ﬁl@@g?ﬁeé% %@gg bask e &%[ té@ff@j A%tﬁk’éi‘?rléé e T 1%18@&01&06 t he
el ectroni c di scovery managenent server 110 may determ ne mhether t he

parti cgrdythatplitinigrasiiondaatng to aparisilas masfer mrf‘étseeﬁtr@ﬁﬁsﬂ vaidin e cpgstdatahpge

list." In this regard, there may be an indication in the custodian's

prof i | 24 and nesetysiéh asch Managet @ropntheR carhese theusepaterfaew | Hy tooieyy andl it ashoul d
not be contacted regarding collections, and an alternative contact should
be usegrofdeicfthamatter @daseni strati ve assi stant of the custodian.
Alternatively, there may be a separate do-not-call list stored in the

dat aba$@o196] ver TROndx procklsSHithie caie afasashaand theataivadfpeesaotinmidicesvhet her
or not the custodian appears on that list. In either instance, a

det er mMpaki0fysisBedi@d® BSmbRerMAahBeh iR BIRRL0A NG tﬁﬁ%&%ﬁ?&@ﬁb ShRubwrpe directly

contacted, and 1n the event the custodian shoul be directly contacted,

the CO%&&%@L&%&;&%@% s2F § wfag% vid eﬂmﬁ%e er 8 S gwésem;mﬁ&%s §t and-in)

shoul d hi's T nformati on w e used l'ater tor transmtting

preservatlon ot i and. surve n accor wi th Bl ock
205, 2 SGRP L RIEReR o e PAIGHE VY B maRend B PBien C@%ev%fpﬁﬁ%a febent Server
110 as to whet her the cu an has heen added to tter ca If it
is a cAdibasprldhor plieragtic Baf&k APLOSGPIT) BRIICS QESUVRKHreRe HPTGE D ths gatabase

suppl enmental data may be added to the custodian profile.in the Unified

Di r ect geryer1i29 t‘aéhercéﬁﬂj?fpﬁ]& of e sprejfip CAss OBMFEIRT 2t IFSue. ofl§0 PRGN ¢3¢ vari ous
collection tools are initialized by the electronic discovery managenent

ser ver niah@gdnmmt is¢h¢ geaticorple¢arcthiermsiperbukingto the dageaas represeintpdrbyiBlogd Yk 428,

On the other hand, if it is a matter, then preservation notices are

requir m.dea'meﬁm, thas-didtovery inmntem@k a 4dftact ar prapsper faxtthorasooiy o the sent
via email to the custodian or custodian stand-in. As shown in Block 412,

t he cusk@dheiFadea) § tdRpubiadivith@l deditheeinisiop Bedrdtetefin S&s eteaippRed foahe datare
reason, data does not need to be collected fromthe custodian. In the

f Ut Ur € 1, BQ8Y i hEORBS I iR én%o‘aﬁhélﬁé? i Jeith s B IRindited tb BE usedshiadi an
will be reactivated, as shown in Block 4
particular custodians and/or with particular harvested data types. The search terms will be saved
in the case database 124 so that they may be readily applied to harvested data and used in
connection with storing the resulting responsive data.
[00107] The processes of entering relevant attachments, notes and updates to a particular

case or matter also falls within the case management category, as demonstrated by Blocks 208

and 210. The e-discovery manager or a case contact or manager may use the user interface 118
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[00118] After a preservation notice is sent, a determnation is nmade by the
el ectroni c di scovery managenent server 110 as to whether a survey is
required, as shown in Block 414. It should be noted that in alternate
enbodi ments the deci sion on whether to send a survey nmay be made prior to
sending the preservation notice. In such alternate enbodi nents, if the
survey is required, it may becone a conponent of the preservation notice
and, thus, accessed simultaneously by the custodian. If a survey is

requir ﬁfiuplbetd doduhbmB 8 ért@Ghoted ah@ Bihereldvan dial cRdPEPRINAIIIFEmIREIC®, and
the answers are collected by the electronic dlscovery managenent server 110

and st gg ?tgréd'}n Hﬁ%a% rBRR%E 1RGN tHeCse ﬁ%a!?a@@m '@nc@'tﬂéég a&fgc@meﬁﬁ Mdder

notices r the ervation notices a sSurveys may transmtted

to the S, Ll ol | ect
dat a, ?ﬁi&j&% aéiﬁ&li E&S}Qﬁ e},as elg © eﬁ%#%&eem%ﬁ BF P{l&% ﬁ‘g C%S§§§Oﬁ§§hg wn in

Bl ock 8 and ous .coll ection ooI re initialized

ol ectr ?Efta%ﬁelrlé S e 1 95 TGSt ibisPin fesotpessse
custodlan s data, as shown in Block 428. In this rocess t he custodian's
prof i | & FrechiEEized peepspmanageaIcyt aroocsses, achewa dyBlask 8f Ziefn this ressrd the ne t he
various | ocati ons where the custodi an nay have stored data. Finally, as
shown ElectBiedisepgery mapagenent seivemnt 19 widizes 4 eosiestimatienigol ogbtetgimRéliegosi ng t o
Figures 8 and 9, flow diagrans are presented of a method 500 for harvest
dat a f pDmarvesting arsl wheiewimgodats based ion aanmbedefifeaomiinduding) foti example, mfmbene
present invention. At Event 502, the collection of data ensues and, at
Event bPdustddivas taypanndf tdatested dath 0kt typéspete. MahaalyBtae knabienfehgilid inclad&ct i ve
emai|l that is collected froman exchange systemor the |ike. At Event 508

the aUEQﬁﬁb&%fQ&kin‘é%n&%ﬂlﬂd%@bb@é&%és%tm feSentcdiy Ad.to collect emuil
fromidentified enail address. As preV|ous y note and in accordance with

d mep% Sust f
ELgfggpgﬁﬂgng ase §¥@?w%§ F%@qlon?9£ﬁbkéﬂa% an‘ﬁgé :@%g?% or aE enmai
1
TanageREaR tef%%@%%f%%%ﬁ%ﬁ s ?f)o et ‘Vﬁ‘% e HeeS¥ gl Cl | e
ool ( ESBTRAIAY BB a Y 104 S Uy Bl POy e oL 8t SoRBB T RS he.

active email collectiaon tool (136) is configured to access the particul ar
M cr os 8FetPresesses sgwvnsia KIGy mcﬂlrﬁeﬁhctSﬁ@r@ﬁ%Sﬁ wvlgwgéﬁwger%@t gEsustadmsn whi ch
t he custodi an's account resides (which is known based on the information

i ncl udadthinthe propent 4 fase oDingdert du thatlegyrd, the fiyst ardcessod chstodizamanheemente,
including emails deleted up to a designated prior period, for exanple,
seven delsled i BIG.18as theadditibh e tustnljananda tasansmitter] dseshowpireBloek22.5A¢ 0 t he
col l ections server (130). The email collection tool is also capabl e of

i npl endesctibgl abovd, khe edivesiesy manthgbahaaelthcisenateefivg | 1900 lakachaddibed basi s,

such as daily. The email collection tool is additionally capable of being
i mpl eanbtf'l@ﬂoxﬁ Rk RFibS Dirdt9e) @Q% FRPAH R B&e?%ﬁl@fn theleAt libiaBdss 194, the like
to collect the active email.” In this regard, the enmail collection tool

(136) Fhhe/ i dubtodiigt! Hl%?ilesﬁﬁl%aéé ﬁi‘oﬁfe%ke correlated. The next processes within custodian
management is the transmission of preservation notices and surveys to custodians, as shown in
Block 224, and the presentation of the surveys to custodians, as shown in Block 226. The
electronic discovery management server 110 uses the contact information in the custodian’s
profile in the Unified Directory 122 to transmit the preservation notice(s) and survey(s) stored in

the case profile to the custodian. In some embodiments, a standard email function is used, so
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[ 00120] At Event 510, a barcoding tool is inplenented at a staging |ocation,
such as short- termstaging drive (180) to attach a barcode to the set of
email resulting fromthe particular collection. The barcoded data is then
copi ed and comunicated to the | ong-term storage area network (190) for

per manent storage. Furthernore, the collections sewer (130) transmts the
barcode information to the el ectronic discovery managenent server (110) to
be stored in the database sewer (120), for exanple, in the custodian's

profi | ghat theloBR iWfribGsh AREGPRGE tHelBRriied Dirett8hal 1208 tHe@uétbias™s efmail
i nformation about the particular collection. Therefore, the barcode can be

used fgg]dré f Ghe g}st@ian%eékg%ef Emif tELBFSWAR dpP&ir % & Hetka@d thifdtn, dad a.
the data has |

Af ter een copied to the long-fermstorage area network (190),

t he col | ections s 0 ' t ' %Hﬁﬁe”t
stor aggh%sﬁehoé) 8%{?1‘99?1{&%5@&%3@3%?%@?@2% E%ls%g&%}l? :ﬂ\g}reolzhfzfgﬁ eg%{da? Hle]?: O?ﬁ ashi ng
is identical, .purges.the data fromthe stagi dr.i v 0).. such

bar codfHd tﬁ‘ét ‘YJ@P?@? B QG ﬁ&ﬂwﬂﬁé"‘ W@o@aﬁ Cgﬂ%{flglsﬁ?{%eﬁ?éégoa@jggé% *PYEF on an
exchange server and, as su&h no _human jn;erﬂgntion i s needed in the barcode
pr oces 320 foi storags gy Hiscesspte 1e€ﬂggtﬁ°rﬁ‘§tﬁfi'§‘n(§fpr? HE present invention, one
barcode may be assigned per custodi an, per data type and per event (i.e.,
case, [RRAOB), et Alsp fplbiog withincustpdian nsmagemanbisdhe poeess of elaping gutiedisnsy be
associated wth a specific search termset or sets. Wen the search terns
ar e apfiloireaimatier|to 8 tasegasshowh én Bldck 228 nThelodisrevers manrgetaticn thetusersaterfagars
(the "search termhit list") are presented to the reviewer and al so stored
i n t he 1d@tcBakehsaiswdiantsiiofile sd et temiustodian isnovpaciviide farcolledion af dga of
this to the electronic discovery nanagenent server 110, which may then

make aTHAELRLYBJRA WIin tRAlasOitass PEALIRI the Yistdliam'§ fOfiRaanigktdtRE8oNOncé i St
are nore liKely to be responsive. [00122] At Event 514, the collected and

bar codggl &ﬁolﬁ‘éﬁ (i) ¥ a%edﬂﬁ&r@ed het RIS HicidPscBvity ARSI S+ 2 16 RlaySEREEqUeENt

anal ysi's. e noted that the nature of enmil data obviates the

need {6, Perl 0D SONMEL S| AR ANDLALCoASFOLRY bOT bRl sPocafihs Event 516,

t he ac . a se oade € ana y$| s too , at. Event
S18, GRS iR plofie FRISE, dGebriSnle 3ty B I R 0@ aisBIRY S'

management server 110 may automatically determine the data types and locations of data to be

harvested by accessing the custodian’s profile in the Unified Directory 122. Altematively, the e-
discovery manager may manually make the same determination by accessing and viewing the
custodian’s profile. Finally, as with case management, custodian management also includes a
number of tasking and workflow processes that are represented by Block 232,

[00110] The last category is data management, represented by Block 240. One major set
of processes within data management are the processes relating to the harvesting of data, as
shown in Block 242. These processes include the collection of data from all the different storage
areas of a particular custodian, including the custodian’s local storage on her personal
computer(s), the custodian’s network storage areas, the custodian’s email, and any other areas, as

are described herein. All of the data in the various storage areas is copied and transmitted to the
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[ 00123] Dat a Bl ock 520 signifies other non-exchange server based email, such
as emai |l accessed through a client-server, collaborative application, such
as Lotus Notes(r) or the like. At Event 522, NSF files or any other file
types associated wi th non-exchange server based email is manually harvested
froman enterprise-grade email server having coll aborative capabilities,
such as a Lotus Dom no server or the like. [00124] At Event 522, a barcoding
tool is inplenented at a staging |ocation, such as short- term staging

drive cd@iohskchlet 280) a8 dBRFBANA deRillfBsaSk barbbul ROdIIEARAANE Br BRICYR! URGRI |
resulting fromthe particular collection. The barcoded data is then copied

and coRgRdAhg MABlIbRichb Serb @NGH LI &Eﬂfiﬁggﬁoﬁraeij%l('tfbﬂla%&lhec{iér?@tmﬁ rar§' mRnent

storage. Fufthernore, the collections Server (130) transmts the barcode

i nfor i YolqJPoMe A . be
st or e PR SO EhEGLAEL St AP FRRRGEIRoRE, Kb Pl £ 0°
profile in.the Unified Database, (1 .in relatiag to t.he.stored

0 or T g8 e R 5P it PefefaBarB d Peb B B o de. can be
used for reference at a later date to determne the origin of the data.

Af t er 3%0&?%116&3@%%5 RIQCETSLSEPPECSCRiprbbY Blngk €44 nila diaigay wrBiie doimbior (190) ,
the collections server (130) conpares the hashing of the data in pernanent
st or agér standapiizabion duneHipnsfgbs applicdtie itge arflenfpr itrtp be sqargheblegpdfor pthemwiise hashi ng
is identical, purges the data fromthe staging drive (180). [00125]At

Event Bgble, shthemek protessithalalewihianigta saageancnt iethé cafging ofele dnéa msboci at ed
with a specific search termset or sets. Wen the search terns are applied,
a | i st cogrendiorn feeviddslsesenld fdpmatmgiztadd cowletsibng nebs sy ta8 shdwvi inBlolls2Hy. ch
termhit list") are presented to the reviewer and also stored in the

dat abagmics tie\dafa i daaRkrted] s FeRMh@VBthd Y g RIS Pdted M 6RI100M0 B udehliis t O
the el ectronic discovery managenent server 110, which may then nmake a

det er m.naty on that other docunents within the search termhit list are nore
likely to be responsive. [00126] At Event 528, the NSF files or any ot her

file t Y(ﬂﬁ? 1]as S OCJ&?SB?QIMQ mod&fa%%g%&t is the association of particular data sets with

particular sets of search terms stored in the case profile of the case database 124. In this regard,
certain search terms stored in the case profile are stored with the intention of being applied to
certain types of data and/or certain custodian’s data. Alternatively, certain search terms may be
applied to all data collected for a specific case. In either instance, the electronic discovery
management server 110 accesses the case profile, determines the search terms to be applied, and
associates the search terms with the barcode of the appropriate data sets in long-term storage.
Thus, the search terms will be applied to that data and the results will be generated and presented
to reviewers for analysis. Finally, as with the other management categories, data management
also includes a number of tasking and workflow processes that are represented by Block 250.
[00112] With reference to FIG. 9, an exemplary process for managing a case is provided,
in accordance with one embodiment of the present invention. As represented by Block 302, a

case or matter 1s created by the e-discovery manager and stored in the case database 124. Next,
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server based email that may be encrypted is decrypted using a decryption
tool, in accordance with enbodi nents of the present invention. The
encryption of NSF files occurs at the user |evel and, therefore only the
user has the password necessary for decryption. The decryption tool allows
for decryption of the NSF file-type data w thout the know edge of the
user/encrypter. The decryption tool finds ID files that exist anywhere in
the enterprise system creates a database of the ID files, associates the

dat abaggsmidisdy drdRided & the Basey A BbwA M BRiR S04 UsNinkingdRE EysRidsant fR6fildabBthe
[00127] At Event 530, the non-exchange server enmail data set is |oaded into

the ang) yodoSniQRlry 398lto B AL PRIRICIKext RercHbdhtcdy BISCIEXOH Hetldib@vE
reques?%f@%%v#ewé? of)anggy?ﬁif [08%28]e ta Blogk 5%4 sfgniffesvfgﬁrnaled
data, such as el roni '
pur pos B4Ged Bpfprfb bER Sy SETRAR.G AA ShRh ity Be LROS I Bl Pyt
Securities and change ..Comm ssign. (SEC) or the, like. 'At,Event 536,
or 1 ter HiE S Bl BTGNS 15 aPP S Ak Aeah AR dePrDoua RSPt
designated third party systemfor data retrieval. 0129] At _Event ,538, the
bar codFhgodignst Black 38irepressnisdhedetermination that LR 19 le ag fR hsBeThEReds s or m
staging drive (180) to attach a barcode to the set of journaled data
resul t inrdier ergnstiaivase If thiereus ap megry kegpyss Presqyatioyapetisercyc gat gavizeds f96n copi ed
and conmmuni cated to the |long-term

example, for an audit, then the process will move straight to the initialization of data collection.

On the other hand, if there is matter, rather than just a case, then the creation of preservation
notices is required, as shown in Block 312.

[00113] The preservation notice, as shown in Block 314 is transmitted to the custodians
added to the matter, perhaps using email. As shown in Block 316, a reminder notice module
may be employed. As shown in Block 318, the reminder notice module transmits periodic
reminder notices to custodians. The notices may be sent over email and may remind custodians
about the preservation notice and/or remind custodians to fill out surveys. With regard to
surveys, in the event a survey is required or desired, according to Block 320, a survey is created.
The survey may be saved in the case profile in the case database 124. As shown in Block 322, it
is possible to enable the survey to be attached to and transmitted with the preservation notices.
[00114] Next, as shown in Block 324, the e-discovery manager may release custodians
from the matter to the case, which initialized collection of the custodian’s data. As shown in
Block 326, the e-discovery manager or the electronic discovery management server 122 accesses
the custodian profile, determines the data types and location to be collected, and initializes the
applicable collection tools to go collect the data. Once the data has been collected and a unique

barcode has been assigned to cach dataset based on the particular custodian and storage location
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storage area network (190) for permanent storage. At Event 540, the
col l ected and barcoded journal ed data nmay be associated with a specific
search termset or sets. [00130] At Event 542 source-to-processing is

i npl emented to insure that any |oose files are properly formatted in a
standardi zed format. In this regard, according to one enbodi nent of the

I nvention, loose files are exam ned for relevancy and, if relevant, stored
in a proper data format, such as a PST file or the |like. The netadata

associ @bftwhith h otidmaR@ asshawsl af Biczk 924, ithesealch tdrds prdVshsBebreEBhOSsW th the
reformatted data files. Source to processing file conversions may be

requir ?ﬂ)fﬂ)@m@’%e AQIABA {Alle Btk &P pasMPbh fHRriR: iRfuttdne ?(’i%%ﬂﬁﬂé e séajr&ﬁe?r;/sé o

[ 00131] At Event 544, the journaled data set is |oaded into the ana

squeat ey ReyBLEs FA7os AR BRI ARR SRR, o b oo

548 si Q%qu5 da%ﬁ froma |l ocal Personal Conmputer (PC), such as enterprise
PC (14 TOVRT %ﬁg% Y¥50, the local collection tool (132) is inplenented to

col |l ec (ﬂ a fronhges' nat ed PCs by taking a "snapshot” of the_ device's
har d dtq 15T acc ol ﬁﬁ‘l"?"&%ﬁ’i’eF TG RAmPRFY PResss iF SPAIRGIRE achgodiaR i)
collection tool may be autodepl oyed thus, obviating the need for any manual
entry Bipvided, iaagroséamge ith oae sgbedigent gfghg prrsent inFerdione Firgindsodpivesates bof t he
i nvention, the local collection tool (132) may be enployed to collect data
f r om nBlogkHR2.st estwdizn i bitd 8] Amatsremcass 2 thisregdrds tbe distgliandoprofik in the
I npl emented at a staging |ocation, such as

Unified Directory 122 is linked to the relevant case or matter profile. In order to locate the

custodian’s profile, a custodian search module may be employed, as shown in Block 404,

Therefore, the e-discovery manager may enter any identifying information about the custodian,

whether it is the custodian’s name, network user identification, email address, etc. The custodian

search module will take the input information and search the Unified Directory 122 for a match.

If more than one match is obtained, the user interface 118 will present all matches and allow the

e-discovery manager to browse the associated profiles to determine the intended custodian. In

this way, the correct custodian is identified and the profile of that custodian is linked to the

appropriate case or matter.

[00116] As represented by Block 406, the electronic discovery management server 110

may determine whether the particular custodian added is a member of the enterprise “do-not-call

list.” In this regard, there may be an indication in the custodian’s profile in the Unified Directory

122 that the particular custodian should not be contacted regarding collections, and an alternative

contact should be used, such as an administrative assistant of the custodian. Alternatively, there

may be a separate do-not-call list stored in the database server 120 that must be accessed and

searched to determine whether or not the custodian appears on that list. In either instance, a
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short-termstaging drive (180) to attach a barcode to the set of |ocal PC
data resulting fromthe particular collection. The barcoded data is then
copi ed and comunicated to the | ong-term storage area network (190) for

per manent storage. At Event 554, the collected and barcoded | ocal PC data
may be associated with a specific search termset or sets. [00134] At Event
556 source-to-processing is inplenented to insure that any |oose files are
properly formatted in a standardized format. In this regard, according to

one enbedinBRiorit nldde ad RMEINHER Br nbtARS SustddiRShaa be¥asiladniatled) BUSY BRCY
and, if relevant, stored in a proper data format, such as a PST file or the

ik f d
| ke, TH&G iRl & %&%g&@g@g@%ﬁgg@%&% é&%e%&ﬁ%%féhﬁﬁﬂm bl @8 cﬁssodlﬁ{ g' ne

and remai Nns w dat a |fes Source to processing f
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that may be encrypted are.dec ted using a decryption tool, in accordance
with e %W?Hﬂ%ﬂgégﬁmpﬁ%mﬁF§§@Wr"Pﬁ?@nt|on The decryption tool allows for
decryptlon of the PC files data w.thout the know edge of 'the

user/ eh@OWFt er . Neul BercegdancsivitioBlock A9 detsrmpinatin {SH%“E’&YF%% elegtiPRifer e i n

the enterprise system creates a database of the ID files, associates the
dat abasiscoiarnmahagemsat yeaves 1 P ewto veethes Utssasiadian hys kst egdaddo ameatignera
[ 00136] At Event 560, the local PC data set is |oaded into the anal ysis tool
and, afcadey afitt is56@se, the thecastodd id stmfiskts showaip Blackd2¢ csupplemental data may
requestor/revi ewer for analysis.
be added to the custodian profile in the Unified Directory 122 as required, as shown in Block
426, and then the various collection tools are initialized by the electronic discovery management
server 110 for collection of the custodian’s data, as shown in Block 428. On the other hand, if it
is a matter, then preservation notices are required. Therefore, as shown in Block 410, a
preservation notice is sent via email to the custodian or custodian stand-in. As shown in Block
412, the custodian may then be inactivated from the case because, for some reason, data does not
need to be collected from the custodian. In the future, when it comes time to collect from the
custodian, the custodian will be reactivated, as shown in Block 422.
[00118] After a preservation notice is sent, a determination is made by the electronic
discovery management server 110 as to whether a survey is required, as shown in Block 414. It
should be noted that in alternate embodiments the decision on whether to send a survey may be
made prior to sending the preservation notice. In such alternate embodiments, if the survey is
required, it may become a component of the preservation notice and, thus, accessed
simultaneously by the custodian. If a survey is required, it is transmitted in conjunction with a

preservation notice, and the answers are collected by the electronic discovery management server

110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
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[ 00137] Data bl ock 564 signifies data from network storage, such as a shared
drive or HoneSpace. At Event 566, the file server collection tool (134) is

i npl emented to automatically collect data from shared drives and/ or
HoneSpace. According to one enbodi nent of the invention, the file server
collection tool (134) may be aut odepl oyed thus, obviating the need for any
manual entry by the e-discovery manager or the |like. [00138] At Event 568,
the barcoding tool is inplenmented at a staging |ocation, such as short-term
st agi ngredérvation(nbBitys dnd satveaChapalbabe PaRniCedt Ehesibtodian NBIsHOYKirSBIBEIage dat a
resulting fromthe particular collection. The barcoded data is then copied

and couppinNeal Gfde itQs MR tb SORLEIHN, QBB 8iaR [ ERIAKIIRInK the h4kr foQhe BRE RNENt
storage. At Event 570, the coIIected and barcoded network storage data may

be ass i Rkl 41 s2amPRE Y cﬁls%gﬁéc B IR0 Blitidd: e@ﬁ;‘ the ¢ e[(:g(%!lg’ i ent 572
g ﬁ ES ar

SOUFCE to- proce55|ng s 1 to |nsure that "any OOSE

r,d r.d
R %cgard A 5usy lmgat&raa o %%%‘ﬁaegﬂgy“’

and, if rele ant tqred rr.data f such as a PST file or the
ke, PRESSOa qutioans Bof lﬁ ndhE DR RieHGR: CRh acsedtrd tuotien ledeeaming e ned
and remains wth the reformatted data files. Source to processing file

conver ¥tisys lopaijonsevhesethe cusiodan mey hevsrstered data £ Finally, ansigwngp Blecket$Os thpes
IPD formatted files and the |ike. [00140] At Event 574, the network storage
files cesedisreyditeisenlesigted are decrypted using

[00119] Referring to Figures 8 and 9, flow diagrams are presented of a method 500 for
harvest data from various data sources, in accordance with embodiments of the present
invention. At Event 502, the collection of data ensues and, at Event 504, the type of data is
identified. Data Block 506 signifies active email that is collected from an exchange system or
the like. At Event 508 the automated active email collection tool is implemented to collect email
from identified email address. As previously noted, and in accordance with present
embodiments of the invention, if a custodian profile (for a custodian released for collection)
includes an email address for an email account on the enterprise email server (160), then the
electronic discovery management server (110) may undertake to collect the files from the
enterprise email server (160) by initializing the active email collection tool (136) running on
collections server (130). In some embodiments, the active email collection tool (136) is
configured to access the particular Microsoft Exchange server within the enterprise email server
160 on which the custodian’s account resides (which is known based on the information included
in the Unified Directory 122), copy all email located there, including emails deleted up to a
designated prior period, for example, seven days prior to the collection, and transmit the copied

emails to the collections server (130). The email collection tool is also capable of implementing
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a decryption tool, in accordance wth enbodi nents of the present invention.
The decryption tool allows for decryption of the network storage data

wi t hout the know edge of the user/encrypter. The decryption tool finds ID
files that exist anywhere in the enterprise system creates a database of
the ID files, associates the database wth the user/encrypter and
subsequently decrypts the data. [00141] At Event 576, the network storage
data set is |oaded into the analysis tool and, at Event 578, the network

st or ag@uitadtquesBland for REN&hL Imbi oh AQcHANNRE HhAS, Sh@VisRMBY. TRE erBdlBéolREtfon
[ 00142] Data bl ock 580 signifies electronic data for forensics. At Event

582, atéoqgsemhfbn& téag%l%ﬁéeﬂc;% ingg&ﬁ&t eﬁ&glﬁq;se%&%d%%&fe@%%&%pn the

devices of Intere 0 CO ta. AcCcor g to one enbodi ment of the

i nvention...the fonensi | I ! | on the
devi ce'0 uﬁ%?é?éggﬁﬁ%%%%%%“%%%aﬁﬁgkﬁgdggﬁ%?ggﬁgHﬁggﬁéggﬁkgﬁqgﬁﬁiQécordance
wi th anot her epbodi nent .of the invention, a conputer watcher tool may be

i npl emSHYEHOCHBES SR B9F FI G 12) that watches the network to determine

the addition or subtraction of conputers to the network based on 1D s/IP
addr es$@4 2Pkt ur nAYEYFE 31 S riebarroding tro! i panplamenied hAstrgingglacationssush AL Y8itng
tool is inplenmented at a staging |ocation, such as short-term staging drive

(180) tomstagimsdrve{23Ddelattach atarcodeto bt s¢tor emsil eosuliing frogsde PRWGUIEY om t he
collection. The barcoded data is then copied and communicated to the long-term storage area
network (190) for permanent storage. Furthermore, the collections server (130} transmits the
barcode information to the electronic discovery management server (110) to be stored in the
database server (120), for example, in the custodian’s profile in the Unified Database (122), in
relation to the stored information about the particular collection. Therefore, the barcode can be
used for reference at a later date to determine the origin of the data. After the data has been
copied to the long-term storage area network (190), the collections server (130) compares the
hashing of the data in permanent storage to the original data in the staging drive (180) and, if the
hashing is identical, purges the data from the staging drive (180). As such, barcoding is
performed without the need to execute the barcoding tool on an exchange server and, as such no
human intervention is needed in the barcode process. In accordance with embodiments of the
present invention, one barcode may be assigned per custodian, per data type and per event (i.e,
case, matter, efc.)

[00121] At Event 512, the collected email data may be associated with a specific search
term set or sets. When the search terms are applied, a listing of the files and documents
including those terms (the “search term hit list”) are presented to the reviewer and also stored in

the database server (120). The reviewer may provide an indication of this to the electronic
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particular collection. The barcoded data is then copi ed and conmuni cated to
the long-term storage area network (190) for permanent storage. At Event
586, the collected and barcoded forensic data may be associated with a
specific search termset or sets. [00144] At Event 588 source-to-processing
Is inplemented to insure that any | oose files are properly formatted in a
standardi zed format. In this regard, according to one enbodi nent of the

i nvention, |oose files are exam ned for relevancy and, if relevant, stored

in a paRpSlerfiabmebMenttrves U whtchanf}Shed mbhie Hdetémfindtiok That diher ARuARAE 2
associated with the non-standardi zed files is retained and remains with the

refor”%&ﬁﬁh@?éa?chftéﬂn’?ﬁﬁ liMﬁgréIH(eBTtQ%%ésbB&N@y be rgaqui red on EM—,
formatted files, MSG formatted filés, IPD formatted files and the |ike.

[ 00145} g Brent. OByl B G GBI bld GRcDRLTR YRR aBAG YiApa e decr vt ed

using < yption [, ’i'naccordance Wt _ e present
o TS S B LB oD SBP Rl AR B e 120
D L S b sS85 Bl e S
subsequent|ly decrypts the data. [00146] At Event 592, the forensic data set
i s | oadatd s¢tns lpadedenterthe gualwsistteel|and v Event SEY<the d&a act it ¢yporied Rdhk st or age
data set is exported to the requestor/reviewer for analysis.

requestor/reviewer for analysis.

[00123] Data Block 520 signifies other non-exchange server based email, such as email

accessed through a client-server, collaborative application, such as Lotus Notes® or the like. At

Event 522, NSF files or any other file types associated with non-exchange server based email is

manually harvested from an enterprise-grade email server having collaborative capabilities, such

as a Lotus Domino server or the like.

[00124] At Event 522, a barcoding tool is implemented at a staging location, such as short-

term staging drive (180) to attach a barcode to the set of non-exchange server email resulting

from the particular collection. The barcoded data is then copied and communicated to the long-

term storage area network (190) for permanent storage. Furthermore, the collections server

(130) transmits the barcode information to the electronic discovery management server (110) to

be stored in the database server (120), for example, in the custodian’s profile in the Unified

Database (122), in relation to the stored information about the particular collection. Therefore,

the barcode can be used for reference at a later date to determine the origin of the data. After the

data has been copied to the long-term storage area network (190), the collections server (130)

compares the hashing of the data in permanent storage to the original data in the staging drive

(180) and, if the hashing is identical, purges the data from the staging drive (180).
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[00147] Data bl ock 596 signifies collaborative data, such as data residing
at discovery sites, for exanple LiveLink(r) or the like. At Event 598, a

di scovery site collector tool, such as a LiveLinke collector tool may be
executed on the devices of interest to collect data. According to one
enbodi mrent of the invention, the discovery site collector preserves at

| east a portion of the discovery site database in the e-di scovery database,
including all files and all revisions of the files. In this regard, the

di scovegol2s] t e cak Eesik 806, tRodoljEted hes cadahdisderveh emaidiab as§ bk @ssdeiziede what
files need to be retrieved, then copies those files based on the result of

the qughiga %@&ﬁ@' SdafeHREft 8dt BE BGs. I Whi e lsbdrBifteliis Arelappiitada lifide8 t5ADEs

managenent systemtables. I n accordance w th anot her enbodi ment of the

ol ot el C%E%P%ii%ﬁ%f“?éési% ﬁ%%’ﬁ@%%%%%fgf %%@E?%ﬁﬁ%%ﬁ%?ﬁ;%@? BT s
00148] At E 60Q, j IS I . i
| ocat | B A58 BAdd Bis ESrERFR Gt UgPho LOY TV L0y Pre a pat bl bfle 1o 1 ne

set of discovery site data resulting fromthe particular collectjon. The
bar cod & esranicSiscAERY 8@5@?&&1%%?%%%?1&5@ gy thenppage Iagﬁﬁ’nfl’é‘?‘i‘ﬁ%tlh@tr age area
network (190) for pernmanent storage, At Event 602, the collected and

bar codethetflesgpeatsyvitiin thegeareh teay hidishars snaralikely i Rerespospdei fi ¢ search term
set or sets. [00149] At Event 604 source-to-processing is inplenented to

i nsur e[®01a6] any AbBwent528,dke NBE filesapeny gthtonledyites dssosiatgd stithmdaredichangde
format. In this regard, according to one enbodi nent of the invention, |oose
files atrgerchasdd sieddl tharmaycheoanangyeddn decryted adigyaddcryptionted, inncardanoper dat a
format, such as a PST file or the Iike. The netadata associated with the

non- st yRtaithodRkntd dfaBe présenindbmpm. amic én@fﬁ?liﬂﬁ of B fildR@ceat af thehidee tbvelnt a
files. Source to processing nmay be requir on EML formatted files, MG

for mat Lgd whdrb®fs oy Refub RS iR Daldw R ndidthaby@r HedfBption. The decryption tool

allows for decryption of the NSF file-type data without the knowledge of the user/encrypter. The

decryption tool finds ID files that exist anywhere in the enterprise system, creates a database of
the ID files, associates the database with the user/encrypter and subsequently decrypts the data.
[00127] At Event 530, the non-exchange server email data set is loaded into the analysis
tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.

[00128] Data Block 534 signifies journaled data, such as electronic commerce data stored
on a repository for the purpose of regulation, compliance to regulating bodies, such as the
Securities and Exchange Commission {SEC) or the like. At Event 536, criteria is extracted from
input system and manually entered in a designated third party system for data retrieval.

[00129] At Event 538, the barcoding too! is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of journaled data resulting from the

particular collection. The barcoded data is then copied and communicated to the long-term
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[ 00150] At Event 606, the discovery site data set is |loaded into the

anal ysis tool and, at Event 608, the discovery site data set is exported to
the requestor/reviewer for analysis. [00151] Thus, present enbodi nments
herei n di scl osed provide for inprovenents in electronic discovery.

Enbodi ments herein disclosed provide for an enterprise w de e-discovery
systemthat provides for data to be identified, |located, retrieved,
preserved, searched, reviewed and produced in an efficient and

cost - ekfoifleiavd nFBMIR (190 FRFerhARnEMdrhge AERNO5405 heTWBERM anfibardaéd i on, by
structuring managenent of e-discovery based on case/matter, custodi an and
dat a anchrpllQVdi Ay hOhsshéik@IRnRGHYRROsdal 18Rt of 4884 her efficiencies are
realized in terns of identifying, locating and retrieving data and

| ever agy esul i =dl SG I i I :

1001527 090Ly  pe PR B B KABHE TSGR RiBRmith ol 0 B B RESR

i nvention ma e died a hod, .system .conputer, progr .prodyct, or
e onbPAr PR aPresa Pt e TRt S FRmE SEPUE  SR SBROUBITAL © ake
the form.of an entirely software enbodi ment. (including firmvare, resident
sof t wvaf® mmﬂél%ﬁe%%ﬁﬁ%%r%%ma?@dafﬁr %&Eﬁwﬁt l(f&%%rlh SIOFFddB A PRRCEdaA d
hardwar e aspects that may generally be referred to herein as a "system"™
Fur t hefomb sudnisad Telile o1 81 like Hicasdnrdaty gpseointedwithhy nogistandsrdizedfilesis a
conput er program product on a conputer-readabl e medi um havi ng

conput estainedhiidrepning watinteodbrentiatdaaiiies Searcapdpraeessing file conversions may

be required on EML formatted files, MSG formatted files and the like.

[00131] At Event 544, the journaled data set is loaded into the anqusis tool and, at Event
546, the journaled data set is exported to the requestor/reviewer for analysis,

[00132] Referring to FIG. 12, data block 548 signifies data from a local Personal
Computer (PC), such as enterprise PC (140). At Event 550, the local collection tool (132) is
implemented to collect data from designated PCs by taking a “snapshot” of the device’s hard
drive. According to one embodiment of the invention, the local collection tool may be
autodeployed thus, obviating the need for any manual entry by the e-discovery manager or the
like. In other embodiments of the invention, the local collection tool (132) may be employed to
collect data from network storage.

[00133] At Event 552, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of local PC data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage arca network (190) for permanent storage. At Event 554, the collected and barcoded

local PC data may be associated with a specific search term set or sets.
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[ 00153] Any suitabl e conputer-readable nediummay be utilized. The conputer-
readabl e nedi um may be, for exanple but not limted to, an el ectronic,
magnetic, optical, electronmagnetic, infrared, or sem conductor system
apparatus, device, or propagation nedium More specific exanples of the
conput er readabl e nediuminclude, but are not limted to, the follow ng: an
el ectrical connection having one or nore wires; a tangi ble storage nedi um
such as a portable conputer diskette, a hard disk, a random access nenory

(RAM, Pﬁ)lBﬁid onJAyEaaﬁssasdm&,prmsﬁﬁ@aaﬁbﬁm&@rt@mmlmraeﬁdm@enﬁuzs nmenory
(EP ash nenory), a conpact disc read-only nmenory (CD-ROM, or other

opti cal, ; @%ﬁﬁﬁeﬁwé SO IABYABImA! ThtRE FPaRE bR B H A YhlboditnehGHS €

supportl Internet or an intranet. hbte that the conputer-readable

el U B T

programis print ro rantcan e e ec ronlca V|a for
i nstan pt|cal ni or ot.he

| nt er prarghs u%’rascﬁl’f?ﬁfﬁt st s R R gr[ﬁ@m"‘.ﬂ SRR
t hen stored conput er nor 0 54]Cbnputer ogram code. f or

carryi FfﬁalB‘EFt a‘ﬁ*ﬁéﬁ"éltlﬁ S b gﬁ%%é%%%‘t gi[ Sonese e B’?@%ﬁ ”g VR T “Be
witten in an obbect oriented, scripted or unscripted programm ng |anguage

such abe geguied meEML fommatteddfilgs, N@ﬁformaﬁﬁfhﬁleﬁsl IRP foyaafied diles apd Eredi®put er

program code for carrying out operations of enbodi ments of the present

i nvent {@3fpy al 40Ebentwhs tihelocilPChley that meyhé eporpptediare decrpplod psingrz ng
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HomeSpace. At Event 566, the file server collection tool (134) is implemented to automatically

collect data from shared drives and/or HomeSpace. According to one embodiment of the

invention, the file server collection tool (134) may be autodeployed thus, obviating the need for

any manual entry by the e-discovery manager or the like.

[00138] At Event 568, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of network storage data resulting

from the particular collection. The barcoded data is then copied and communicated to the long-

term storage area network (190) for permanent storage. At Event 570, the collected and

barcoded network storage data may be associated with a specific search term set or sets.
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menory that can direct a conputer or other programmabl e data processing
apparatus to function in a particular manner, such that the instructions
stored in the conputer readable nenory produce an article of manufacture

i ncluding instruction neans which inplement the function/act specified in
the flowhart and/or block diagram bl ock(s). [00157] The conputer program

I nstructions may al so be | oaded onto a conputer or other progranmabl e data
processi ng apparatus to cause a series of operational steps to be perforned

on the[@apput er At EGE72 fied-@ipradtsénaRpapRindttct @o e W ady loose files
conput er-i npl enented process such that the instructions which execute on

t he Coﬁ}élﬁr@ﬁerl?rfo&'ﬁéﬂﬁﬂ iP4 QEARRAR BrrRdtP ah #ib RegRfd0XdHRliR SRR ERbodifRhETENt | NG
the functions/acts specified in the flowhart and/ or bl ock di agram
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limted to the specific constructions and_arrangenents shown and descri bed,
si nce barqasiyed on BML foraattpddiless ST frampibedstiles AR doraptied filsaiand hgdikens and
substitutions, in addition to those set forth in the above paragraphs, are
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a decryption tool, in accordance with embodiments of the present invention. The decryption

tool allows for decryption of the network storage data without the knowledge of the

user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise system,

creates a database of the ID files, associates the database with the user/encrypter and

subsequently decrypts the data.

[00141] At Event 576, the network storage data set is loaded into the analysis tool and, at

Event 578, the network storage data set is exported to the requestor/reviewer for analysis.

[00142] Data block 580 signifies electronic data for forensics. At Event 582, a forensic

collector tool, such as EnCase® may be executed on the devices of interest to collect data.

According to one embodiment of the invention, the forensic collector tool may be automatically

deployed on the device of interest without the knowledge of the device user. In accordance with

another embodiment of the invention, a computer watcher tool may be implemented (not shown'

in FIG. 12) that watches the network to determine the addition or subtraction of computers to the

network based on ID’s/IP addresses returned from the network,

[00143] At Event 584, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the
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of the just described enbodi mrents can be configured w thout departing from
the scope and spirit of the invention. Therefore, it is to be understood
that, within the scope of the appended clains, the invention nay be
practiced other than as specifically described herein. CLAIMS 1. A nethod,

conpri si ng:

receiving a data request to collect electronic data froma data

source; using a processor to: create a first identifier for the electronic
data; store the first identifier on a | ong-term storage network;

stage LhgcAbesaHnC TohabarcBdedditd 8 dnNGpRd BhdlEdthinkictbd todl Wnduaim fil es of

the electronic data fromthe data source and storing the files on a staging

drive yntiol s heffork PR0§ b SormMnchiforBie AR MR cBli&t&Lini®atBled

forensic data may be associated with a specific search term set or sets.

[00144] At Event 588 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like.

[00145] At Event 590, the forensic files that may be encrypted are decrypted using a
decryption tool, in accordance with embodiments of the present invention. The decryption tool
allows for decryption of the network storage data without the knowledge of the user/encrypter.
The decryption tool finds ID files that exist anywhere in the enterprise system, creates a database
of the ID files, associates the database with the user/encrypter and subsequently decrypts the
data.

[00146] At Event 592, the forensic data set is loaded into the analysis tool and, at Event
594, the network storage data set is exporied to the requestor/reviewer for analysis.

[00147] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like. At Event 598, a discovery site collector tool, such as a
LiveLink® collector tool may be executed on the devices of interest to collect data. According to
one embodiment of the invention, the discovery site collector preserves at least a portion of the
discovery site database in the e-discovery database, including all files and all revisions of the

files. In this regard, the discovery site collector tool queries against the database to define what
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transfer the files of the electronic data fromthe staging drive to the

| ongt erm storage network; and associate the files of the electronic data
with the first identifier. 2. The method of claim 1, further conpri sing:
usi ng a processor to: collect netadata fromthe files of
the electronic data as the files are being transferred to the long-term
storage network; store the netadata in a file log; and store the file | og
separate fromthe files of the electronic data by storing the file log in a

dat abasiestiead to i 8RR tiRnchpias thbse filesBaske bAIRIreBIE theajueB), KMetadlatalhe nmet hod
of claim1, further conprising:
pertaining to the files is retained in the case management system tables. In accordance with
another embodiment of the invention, the discovery site collector tool collects the documents and
the related metadata and uses the metadata to automatically rename the files.
[00148] At Event 600, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of discovery site data resulting from
the particular collection. The barcoded data is then copied and communicated to the long-term
storage area network {190} for permanent storage. At Event 602, the collected and barcoded
discovery site data may be associated with a specific search term set or sets.
[00149] At Event 604 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing may be required on
EML formatted files, MSG formatied files, IPD formatted files and the like.
[00150] At Event 606, the discovery site data set is loaded into the analysis tool and, at
Event 608, the discovery site data set is exported to the requestor/reviewer for analysis.
[0015i] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide e-discovery
system that provides for data to be identified, located, retrieved, preserved, searched, reviewed
and produced in an efficient and cost-effective manner across the entire enterprise system. In

addition, by structuring management of e-discovery based on case/matter, custodian and data and

providing for linkage between the same, further efficiencies are realized in terms of identifying,

56



usi ng a processor to: Identify at |least a specified file
type fromthe files of the electronic data before the electronic data is
transferred fromthe staging drive to the |ong-term storage network; and
filter the electronic data by transferring the files of the specified file
type to the long-termstorage network. 4. The nethod of claim1, further
conprising: using a processor to: create a second identifier for the
el ectronic data; associate the files of the electronic data that are
CoMUNiGafih Oihd redrReingidafd and leveraging results of previous e-discoveries with current
requests.
[00152] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the foregoing.
Accordingly, the present invention may take the form of an entirely software embodiment
(including firmware, resident software, micro-code, etc.) or an embodiment combining software
and hardware aspects that may generally be referred to herein as a “system.” Furthermore,
embodiments of the present invention may take the form of a computer program product on a
computer-readable medium having computer-usable program code embodied in the medium.
[00153] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.
More specific examples of the computer readable medium include, but are not limited to, the
following: an electrical connection having one or more wires; a tangible storage medium such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact
disc read-only memory (CD-ROM), or other optical or magnetic storage device; or transmission
media such as those supporting the Internet or an intranet. Note that the computer-readable
medium could even be paper or another suitable medium upon which the program is printed, as
the program can be electronically captured, via, for instance, optical scanning of the paper or

other medium, then compiled, interpreted, or otherwise processed in a suitable manner, if

necessary, and then stored in a computer memory.
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the first identifier; and associate the files of the

el ectronic data that are not communication files with the second
identifier. 5. The method of claim1, further conprising:

recei ving an expected-nunber-of-files indicator froma third party, wherein
t he expected-nunber-of-files indicator specifies the nunber of files of the
el ectronic data that are to be collected fromthe data source. 6. The

met hod of claimb5, further conprising using a processor to:

det er ni{gE 58N act GampindiRepraaf cdde f@Satriilic @ai eferdtidat oSdsudih&ss fiBe nuber  of
files of the electronic that were actually transferred to the long-term

stor ag%rdﬁ&ItWeKﬁ&ﬂﬂlay'ﬂ§§%itt€ﬁ BCnMbiddt bigtdd, 5&iptéddfr%écfrip?efdﬁa 8%} i, L he
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actual - nunber-of-files indicator is determned by counting the files as the
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act ual -for}%r]barr%ﬂfg e operations of embodiments of the present invention may also be written in

conventional procedural programming languages, such as the “C” programming language or
similar programming languages.

[00155] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a proceséor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that the
mnstructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[00156] These computer program instructions may also be stored in a computer-readable
memory that can direct a computer or other programmable data processing apparatus to function
in a particular manner, such that the instructions stored in the computer readable memory
produce an article of manufacture including instruction means which implement the function/act
specified in the flowchart and/or block diagram block(s).

[00157] The computer program instructions may also be loaded onto a computer or other

programmable data processing apparatus to cause a series of operational steps to be performed
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files indicator; and provide a failure notification if

t he actual -nunber-of-files indicator does not match the

expect ed- nunber-of -files indicator. 7. The nethod of claim11, further

conpri si ng: recei ving an expected-dat a-anount indicator froma
third party, wherein the expected-data-anount indicator specifies the
aggregated size of files in the electronic data that is to be collected
fromthe data source. 8. The method of claim7, further conprising: using a
pr ocessenthetcomputer or other programmable appardias &y prodecearcoaputeatimplemantadprogess

I ndicator that specifies the aggregated size of files that were actually

I ncl udegkhitRattieinstheebfisowhich eadcateandhd fahputéros othet pigtaynratdnadparated t o t he
| ong-term storage network and associated with the first identifier, wherein

the aC};Hﬁhd&?é{;»@%fl}ﬁh@tenieﬁﬁﬁg%@.ﬁnckisnsi&&@gpa&iﬁeaihbme SlyiwohdtCarddng bidcke of each
of the files transferred fromthe staging drive to the |ong-term storage

ggz \Sg[ _ﬁlgg{é&[@ﬁgﬁ?ﬁ Ntesrat Sl et @ vRS R4 imblRAehRl Hep@BithcldiRay be combined
with operator or human implemented steps or acts in order to carry out an embodiment of the
invention.
[00158] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of
and not restrictive on the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other changes, combinations,
omissions, modifications and substitutions, in addition to those set forth in the above paragraphs,
are possible.
[00159] Those skilled in the art may appreciate that various adaptations and modifications
of the just described embodiments can be configured without departing from the scope and spirit

of the invention. Therefore, it is to be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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I ndi cator; and provide a failure notification if the
act ual - dat a- anount i ndi cat or does not match the expected-dat a-anount

i ndi cat or. 9. The nethod of claim11, further conprising: using a
processor to: cal cul ate a hash value for the electronic
data while the files are being transferred to the |ong-term storage

net wor Kk; store the hash value separate fromthe files of

the el ectronic data by storing the hash value in a database that is
separate fromthe long-termstorage network. 10. The nmethod of claim?9,
further conprising: receiVb-A§ME processing request for the
electronic data that is stored on the |ongterm storage network; and

1. A method for collecting, labeling and storing data in an electronic discovery
system, comprising:
receiving an electronic discovery data request to collect electronic data from a
data source, wherein the data request specifies more than one data type;
using a computing device processor to:
create a plurality of electronically-readable labels, each electronically-
readable label associated with a corresponding data type included in the data request, and
including a barcode configured to indicate the data type and the date of the data request;
store the plurality of electronically-readable labels on an electronic
discovery long-term storage network;
stage the electronic data by collecting, in response to receiving the data
request, a plurality of individual files of the electronic data from the data source and storing the
files on an electronic discovery staging drive until collection is completed,;
transfer the data sets from the electronic discovery staging drive to the
electronic discovery long-term storage network; and
associate the data sets with a corresponding electronically-readable label
based on a data type associated with the data set and the corresponding electronically-readable

[abel.

2. The method of claim 1, further comprising:
using a computing device processor to:
collect metadata from the files of the electronic data as the files are being
transferred to the electronic discovery long-term storage network;
store the metadata in a file log; and
store the file log separate from the files of the electronic data by storing
the file log in a database that is separate from the electronic discovery long-term storage

network.
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using a processor to ensure that the that the el ectronic data was not
nodified while it was stored on the |ong-term storage network by:

cal cul ating a second hash value for the electronic data while the files are
being transferred off of the | ong-term storage network;

conparing the second hash value to the hash value that was cal cul ated when
the files of the electronic data were transferred to the |ong-term storage
network. 11. The method of claim1l, wherein the first identifier is a

seri al nunber. 12. The nethod of claim 11, wherein the serial nunber
i ndi cates the. yeaﬁh¢nmﬁhﬁ©ﬁcuheid@%ﬂmnGngﬁtxma$uﬁugakapumc%o:ummunThe
nmet hod ein the e, of .data
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t he dat damedq uzeslteclh(ﬂﬁd ttdesudcddoh@aRayi dardesighdiing ¥eRgnhBolieett @RicGoslat a.

data as electronic file data type.

4. The method of claim 1, further comprising using a computing device processor 10:
receive an expected-number-of-files indicator from a third party, wherein the
expected-number-of-files indicator specifies a number of files of the electronic data that are to be

collected from the data source.

5. The method of claim 4, further comprising:
using a processor to:

determine an actual-number-of-files indicator that specifies a number of
files of the electronic data that were actually transferred to the electronic discovery long-term
storage network and associated with one of the data types, wherein the actual-number-of-files
indicator is determined by counting the files as the files are transferred from the electronic
discovery staging drive to the electronic discovery long-term storage network;

compare the expected-number-of-files indicator and the actual-number-of-
files indicator; and

provide a failure notification if the actual-number-of-files indicator does

not match the expected-number-of-files indicator.

0. The method of claim 1, further comprising:

using a processor to:

receive an expected-data-amount indicator from a third party, wherein the
expected-data-amount indicator specifies an aggregated size of files in the electronic data

that is to be collected {rom the data source.

7. The method of claim 6, further comprising:

using a processor {0:
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15. A system conprising: an input device configured to receive a data
request, wherein the data request conprises: instructions to collect

el ectronic data froma data source; instructions to filter
the electronic data to identify at |least one file type fromanong a
plurality of files in the electronic data; and instructions to transfer the
files of the file type to a long-term storage network; and a processor
being in comunication with the input device and configured: create an
identifier that is associated with the data request, wherein the identifier
resi des on the | ong-t ederrstioragennbtiswakiount indicator that specifies an aggregated

size of files that were actually included in the electronic data and that were actually transferred to
the long-term storage network and associated with one of the data types, wherein the actual-data-
amount indicator is determined by summing a size of each of the files transferred from the
electronic discovery staging drive to the electronic discovery long-term storage network;
compare the expected-data-amount indicator and the actual-data-amount
indicator; and
provide a failure notification if the actual-data-amount indicator does not

match the expected-data-amount indicator.

8. The method of claim I, further comprising;
using a processor to:
calculate a hash value for the electronic data while the files are being
transferred to the electronic discovery long-term storage network;
store the hash value separate {rom the files of the electronic data by
storing the hash value in a database that is separate from the electronic discovery long-term

storage network.,

9. The method of claim 8, further comprising:
receiving a processing request for the electronic data that is stored on the
efectronic discovery long-term storage network; and
using a processor to ensure that the that the electronic data was not modified
while it was stored on the electronic discovery long-term storage network by:
calculating a second hash value for the electronic data while the files are
being transferred off of the electronic discovery long-term storage network;
comparing the second hash value to the hash value that was calculated
when the files of the clectronic data were transferred to the electronic discovery long-term

storage network.,

10. The method of claim 1, wherein the data request includes a file path for retrieving

the electronic data.
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stage the electronic data by collecting the files of the electronic data
fromthe data source and storing the files on a staging drive; filter the
dataset by identifying the files that are of the file type;

transfer the files that are of the file type fromthe staging drive to the
| ongt erm st orage network; and associate the transferred files that are of
the file type with the identifier. 16. The system of claim 15,
wherein the processor is further configured to validate the dataset by:
determ ning the nunber of files that were actually transferred to the

| ong-term storage network; and conparing t he nunber of files

that were ach lIj.al | A stygt%ﬁ]} 01e crorll%(c,jtm;:, la?crjlmg, 1%3 sto;mg, %gtg?;? i glfccn o.mc (ﬁscovmy
system, the system comprising;
a computing platform including at least one processor and a memory in
communication with the processor;
data collection instructions stored in the memory, executable by the processor and
configured to receive an electronic discovery data request which specifies more than one data
type requiring collection and, in response to receipt of the data request, collect electronic data
from a data source, wherein the electronic data inciudes a plurality of individual files;
electronically-readable label instructions stored in the memory, executable by the
processor and configure to (1) create a plurality of electronically-readable labels, each
electronically-readable label associated with a corresponding data type included in the data
request and including a barcode configured to indicate the data type and the date of the data
request, and (2) store the plurality of electronically-readable labels on an electronic discovery
long-term storage network;
staging instructions stored in the memory, executable by the processor and
configured to stage and temporarily store the collected electronic data on an electronic
discovery staging drive until collection is completed;
data filtering instructions stored in the memory, executable by the processor and
configured to (1) filter the collected electronic data to identify a data type for cach of the
files and (2) group the plurality of files into data type-specific data sets; and
data transfer instructions stored in the memory, executable by the processor and
configured to (1) transfer the data sets from the electronic discovery staging drive to the
electronically-readable discovery long-term storage network and (2) associate the data
sets with a corresponding electronic label based on a data type associated with the data

set and the corresponding electronically-readable label.
12, The system of claim 11, further comprising:

data amount verification instructions stored in the memory, executable by the

processor and configured to (1) determine a number of files that were actually transferred to the
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17. The system of claim 16, wherein the expected nunber of files is
received froma third party. 18. The system of claim 16, wherein the
expect ed nunmber of files represents the nunber of files stored on the data
source that are of the file type and that are included in the electronic
dat a. 19. The system of claim 16, wherein the processor is further
configured to provide a failure notification if the nunber of files that
were actually transferred does not match the expected nunber of files. 20.
The system of claim 15, wherein the processor is further configured to:

cal cul arcomadiicaranueng-trmtshade lcegorbfand BB cengaertioniwnigabililshént whe fil es

are tra d to the | ong-termstorage network; and store the
hash va?ﬁgﬁbﬁﬁ%bggfggﬁgtggﬁg gP%“%%B&ﬁg?e fromthe | ong-term storage
network, which is where the dataset is stored. 21. The system of

claim 20, wherein_the processor is further configured to ensure that the
files of the dl ecTPON ML e e YR ARTPE QL EGFeatircg sdhom a

| ong- t expRasia@fage network by: cal cul ating a second hash val ue
for the files of the electronic data when the files are transferred off of
the |l ong-term storage network; and conparing the second hash value to the

previously ca cul '?ﬂeegrsit&ﬁ‘xs& cYaq]lnulez wherein the expected number of files represents a
number of files stored on the data source that are of one of the file type and that are included in

the electronic data.

15. The system of claim 12, wherein the validation instructions are further configured
to provide a failure notification if the number of files that were actually transferred does not

match the expected number of files.

16.  The system of claim 11, wherein the processor is further comprising
data validation instructions stored in the memory, executable by the processor and
configured to (1) calculate a hash value for the files of the electronic data when the files are
transferred fo the electronic discovery long-term storage network and (2) store the hash value in

a database that is separate from the electronic discovery long-term storage network.

17, The system of claim 16, wherein the data validation instructions are further
configured to ensure that the files of the electronic data were not modified while stored on the
clectronic discovery long-term storage network by:

calculating a second hash value for the files of the electronic data when the files
are transferred off of the electronic discovery long-term storage network; and

comparing the second hash value to the previously calculated hash value.
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