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Commruni cati on Apparatus and Radi o Commuyni cati on Method 5 Technical Field
This invention relates to a radi o conmuni cati on apparatus and a radio
comuni cati on nethod for devices such as a cellular phone. In particular,
the invention relates to a cellular phone which perforns data
confidentiality and integrity processing. 10 Background Art Fig. 24 shows a

Fadi o communi oati on Eatrer ToaneCasBN Bk BEnrBEITER .t Ton ni't 530
are provided to the 15 conventiggﬁgggﬁ&%fi phone 500. The termnal IF
unit 510 perfornms-interface with e cellul ar phone 500. The

radi o co Lcation control unit 520 rf.or commyni ¢cation_control of the
whol o cel AR COBHBREICAEAT APBRTARS e LR o
protocol. The radio comrunication unit 530 nodul ates and denodul at es data
to enable radio 20 comruni cation. The radi o communi cation unit 530 supports
t he physical. |ayer (layer 1), which is the | owernost |ayer of seven |ayers
defin byaé@mca{ Systens Interconnection). A confidentiality
processing unit 540 is provided to the radio conmunication unit 530. The
confi denti al i t yThisy Beesdiongrelatas Su@ sdipygrmminigatipppappakatys ¢ind e
physi cal |ayer to be 25 processed by the radi o conmunication unit 530. As
t he dat a g@i;p/ capayrigation method for devices such as a cellular phone. In
particular, the invention relates to a cellular phone which performs data
confidentiality and integrity-processing.
10
Background Art
Fig. 24 shows a conventional cellular phone 500.
A terminal IF (interface} unit 510, a radio communication control
unit 520 and a radio communication unit 530 are provided to the
15 conventional cellular phone 500. The terminal IF unit 510 performs
interface with a user of the cellular phone 500. The radio communication
control unit 520 performs communication control of the whole cellular
phone, data conversion and data processing based on protocol. The radio
communication unit 530 modulates and demodulates data to enable radio
20 communication. The radio communication unit 530 supports the physical
layer (layer 1), which is the lowermost layer of seven layers defined by OSI
(Open Systems Interconnection). A confidentiality processing unit 540 is
provided to the radio communication unit 530. The confidentiality
processing unit 540 encrypts or decrypts data of the physical layer to be

25 processed by the radio communication unit 530. As the data sent/received



8 June 2004 2 by an antenna 541 is encrypted by providing the 8 June 2004
confidentiality processing unit 540, wiretappers are prevented from
obt ai ning any significant informatiom2unless the ecryption codes are
broken. The conventional cellular phone 500 has the confidentiality 5
processing unit 540 within the radi o communication unit 530. Accordingly,
the data to be. processed by the confidentiality processing unit 540 is
stored in the physical | ayer (layer 1). At the physical layer, it is
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the radig comunication nmethod performng the data confidentiality

processi rscEmingtsedafa; Retweeaguserydataosnd Sopdralidatan Bata seat/secavghl to or

greater than
by the cellular phone includes various kinds of data such as user data or

10  signaling data, and it is required to perform data confidentiality processing
based on the data kinds, or to ensure data integrity depending on the
significance of the data. As shown in the conventional architecture, since
the confidentiality processing unit 540 is provided to the layer 1, the data
cannot be performed the confidentiality processing nor the integrity

15 processing based on the data kind because it is impossible to discriminate
the data kinds at the layer 1.

A preferred embodiment of the present invention aims to obtain a
radio communication apparatus and a radio communication method
performing confidentiality processing and the integrity processing of data

20 based on the data kind.

Further, another objective of the preferred embodiment of the
present invention is to obtain the radio communication apparatus and the
radio communication method performing the data confidentiality processing
and the data integrity processing at a higher layer equal to or greater than

25 layer 2 (data link layer) of the seven layer of the OSI.



25 layer 2 (data link layer) of the seven |ayer of the OSI, .8 J @ 004 3
Further, another objective of the preferred embodi nent of S(ﬂgne%p nt
invention is to obtain the radi o conmuni cati on apparatus and the radio
comuni cati on net hod sel ectively perform ng both of or either of the
confidentiality processing of data and3the integrity processing 5 based on
the data kind. Further, another objective of the preferred enbodi nent of
the present invention is to obtain the radi o conmunication apparatus and
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comugi Cald R SRRAEL A4s 188807 ding to one aspect of the 20 invention
conprises: a termnal 1nterface unit for inputting data; a radio

comuni cati on FeRhep] dithef BhibPRWE LoNIht hgréfeh%di %%o@he%ﬂﬁn?ft ghen nal

interface unit, for processing’the data based on protocol, out putting
the datapresent invention is to obtain the radio communication apparatus and

the radio communication method performing data
confidentiality /integrity processing for each channel in case the radio
10 communication apparatus has multiple channels.

Further, another objective of the preferred embodiment of the
present invention is to obtain the radio communication apparatus and
the radio communication method which selectively performs either
confidentiality or integrity processing on the data by discriminating

15 between transparent and non-transparent data through a certain layer or

a sub-layer.

Disclosure of the Invention
A radio communication apparatus according to one aspect of the
20 invention comprises:

a terminal interface unit for inputting data;

a radio communication control unit for inputting the data input by
the terminal interface unit, for processing the data based on protocol,
and outputting the data;

25 a confidentiality/integrity processing unit for inputting a control

signal and data from the radio communication control unit, performing at



25 a confidentiality/ integrity processing unit for inputtd a r ol
signal and data fromthe radi o comuni cation control unit é ggPFoﬁ@%g at 8

June 2004 4 | east one of encryption of the data as confidentiality
processing and generation of a nessage authentication code for detecting
tanmpered data as integrity processington the data input, and outputting
the data processed to the radio conmunication control unit; and 5 a radio
comuni cation unit for inputting, nodulating, and sending the data output

from the [eagi Qried P&t %?P%l—{eolddﬂi 5? g&m%&gtggp}&éﬁﬁ I E§ority

processing unit inputs the cont signal from 0 CO ication
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unit based on the control sign 10 1 nput. The con Integrity
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out puts the data which has been performed confidenti rocessing to

the radi proeessaits @hé BdiHEdmmianiaticreE 8] uhitt @Hdce unit out puts
transparent data and non- transparent data. The radi o conmuni cation control

uni t nputs t hers@ie-ddranapaication @aftdol 9Puithee | ALMNMXIng 488 fRERIAET T
makes the confidentiality/ integrity processing unit process the

non- t r ansperdita satputesediitnradiot @enuri@afiba daftel «QFTUNi cation control
unit controls the transparent data to be transferred fromthe term nal

interface unit The tdoafidemidlde trtagtity /probbadhit Yni 96686 RBeUBbAtrbd
performthe confidentiality
signal from the radio commumnication control unit and selectively inputs
the data from the terminal interface unit based on the control signal

10 input.

The  confidentiality/integrity = processing wunit  performs
confidentiality processing on the data input and outputs the data which
has been performed confidentiality processing to the radio
communication unit.

15 The terminal interface unit outputs transparent data and non-
transparent data.

The radio communication control unit inputs the non-transparent
data from the terminal interface unit, makes the confidentiality/integrity
processing unit process the non-transparent data based on protocol.

20 The radio communication control unit controls the transparent
data to be transferred from the terminal interface unit to the
confidentiality /integrity processing unit to perform the confidentiality
processing.

The confidentiality/integrity processing unit is connected to the

25 radio communication control unit with parallel interface, so as to input

and output the non-transparent data,



processing. The confidentiality/ integrity processing unit, iS C ted to
the 25 radio communication control unit with parallel i nﬁequg%% as to

i nput and out put the non-transparent data, 8 June 2004 5 wherein the
confidentiality/ integrity processing unit is connected to the term nal
interface unit with serial interface s» as to input the transparent data
fromthe termnal interface unit, and connected to the radio comunication
unit with serial interface so as to output the 5 transparent data to the

radi o communi c %h&%llg M- Cq%&ﬂﬁlitgzm%ghmﬁmb&ﬁ?ﬂ | i¥it RE Aepicady uni t

may include: a confidentiality processin Incl'udi ng an encrypting unit

for encr%piﬁ@&chﬁ%glaﬁﬁtegfh%t Bn?ﬁ%ﬁg.éé}ieﬁgfﬂtkffa%o&?sﬁ 29 #d: Blying a
message aut hentication code 10 appending unit for appending a nmessage
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processing unit may then 1 nclude I pl'e encrypting units.

conf i dentriaglié tddmiiiSRakbY RIAEOHRN Seridll L intBYabBe8o | AE! tbd%l.}t ntMphd i ple

nmessage authentication code appending units. The confidentialrty processing

uni t gnd dhfshatcR@rddty B 1PeHRlid GonidhiniCatoh At one nodul e whi ch inputs
the control signal and the data fromthe radi o conmunication control unit,

Sha e o] e e it Baerts roteldsgont misgiial e process! g end
I nput. a confidentiality processing unit including an encrypting unit for
encrypting the data input; and

an integrity processing unit having a message authentication code

10  appending unit for appending a message authentication code to the data
input.

The confidentiality/integrity processing unit may then include
multiple encrypting units.

The confidentiality/integrity processing unit may then include

15 multiple message authentication code appending units.

The confidentiality processing unit and the integrity processing
unit can form one module which inputs the control signal and the data
from the radio communication control unit, and the module performs at
least one of the confidentiality processing and the integrity processing on

20 the data input based on the control signal input.
A radio communication apparatus according to a second aspect of

the invention comprises:

a radio communication unit for receiving and demodulating data;



A radi o conmuni cati on apparatus according to a second aspegt, of
I nvention conprises: a radi o comrunication unit for recei %Hbmzfn%bgﬁ
denodul ati ng data; 8 June 2004 6 a radi o conmunication control unit for
i nputting data denodul ated by the radi o comunication unit, processing the
data based on protocol, and outputtin® the data processed; a
confidentiality/ integrity processing unit for inputting a control 5
signal and the data fromthe radi o comrunication control unit, based on
t he control signal..i@put rfarn at of g con .gﬁ.rt‘.'?l i
processi ng of ecrrfgﬁ)ngc{ e al%ﬂgrnld Fé\?@éﬁl ﬁ&?&ﬁro@gss{ﬂg 0 %etée%?i ng
t anper ed gat, 0 ig%i- h Hfﬁ cessed. to e radi
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communi cati on c.ontrpl unit i nputs the non-transparent )
processing of decrypting the data and integrity processing of detecting

—

tampered data, and outputting the data processed to the radio
commnication control unit;

10 a terminal interface unit for inputting the data processed from the
radio communication control unit and outputting the data.

The confidentiality/integrity processing unit inputs the control
signal from the radio communication control unit and selectively inputs
the data from the radio communication unit based on the control signal

15 input.

The confidentiality/integrity processing wunit performs the
confidentiality processing on the data input and outputs the data
processed to the terminal interface unit.

The radio communication unit outputs transparent data and non-

20 transparent data.

The radio communication control unit inputs the non-transparent
data from the radio communication unit and makes the
confidentiality /integrity processing unit process the non-transparent

data based on protocol.



data fromthe radio communication unit and nakes the conf] entggb'%y/
integrity processing unit process the non-transparent datavb&& Q
protocol. 8 June 2004 7 The radi o comruni cation control unit controls the
transparent data to be transferred fromthe radi o communication unit to
the confidentiality/ integrity proceséing unit to performthe
confidentiality processing. 5 The confidentiality/ integrity processing
unit is connected to the radio comrunication control unit with a parall el

interface so a i toondl) npn-t.r an ent;. data, and erein
the confidenti gﬁ‘?# a%tcéjgrl %yrﬁgéggésé&ﬁgogﬁ‘ﬁl{ i%s&@ﬁ%lﬁe@_fee al?%quﬁ@
termnal interfa I i erial interface so as.to output th 10

t ranspar e(#l détg)aﬁ%ol{%%s“[&e—}re% ﬁfgﬁn} nter f& Ouﬁ?lfn,mléﬂﬁf:a&?ﬁheléfl@d ®s tﬁﬁe radi o
conmuni cat i unit..wi,th a.serial interface so as.to ipput the transparent
data f r oA bl Brre co s sRine 5% G eestuh ot eondenay ol | ¢y)
integrity rprocessi ng unit for the second aspect may include: a

conf i dent® &CFF?‘nﬁr ocessing unit having a decrypting unit for decrypting
t he data i nput

w~and 5.an integrit rocessing unit having an integrity
verif Peati oh urfHe FEROCGREAT HEteAIDn PEGRSTINB IR doRaneatstt idPhg a
message authenticatiqgn . .code appiend_ed Itﬁ t he data input. .
radio communication control unit with a parallel interface so as to input
and output the non-transparent data, and
wherein the confidentiality/integrity processing unit is connected
to the terminal interface unit with a serial interface so as to output the
10  transparent data to the terminal interface unit, and connected to the

radio communication unit with a serial interface so as to input the

transparent data from the radio communication unit.



The confidentiality processing unit may then include nmultigple pting
units. 10 The integrity processing unit may then include nEngHnﬁdzgé%t egrity

verification units. 8 June 2004 9 The confidentiality processing unit and
the integrity processing unit can form one nodul e which inputs the control
signal and the data fromthe radi o cofmunication control unit, and wherein
t he nodul e, based on the control signal input, perforns at |east one of
processes of 5 the confidentiality processing unit and the integrity

processing uni tpypl cohﬁﬁeﬂﬁﬁﬁtﬂﬂ@\é@@r&&&%&%@?%i?@f&tcaﬂgkEt;%/:?){&ggasé cgni t and

the integrity processing unrt Iron—al'gorrthm 8

June 200%£%i];gﬁﬂ@di 0 communi cati on apparatus may be a cellul ar phone. The
radi o conmuni cation apparatus may be a radio station for sending/

2 base trancoatvar AP TITRa RGeS bkt NieBR. % Hetrrier U MR 2004”
mobi | o coTNPERE B S B BRY 72 chows a confi guration of & radio
net vvorsk contr Oalull ?rrltegr?ll\ltgf:)processing unit having an integrity verification unit for
verifying an integrity of the data input using a message authentication
code appended to the data input.
The confidentiality processing unit may then include multiple
decrypting units.
10 The integrity processing unit may then include multiple integrity

verification units.



120. 5 Fig. 3 shows a configuration of a nobile station 1 cordi ng
to the first enbodinent. Fig. 4 shows a configuration of g@éﬁ?%@%l ality/

integrity processing unit 40 according to the first enbodinment. Fig. 5
shows a configuration of a confidentiality/ integrity 10 processing unit
40 according to the first enbodinent. ¥Fig. 6 shows a configuration of a
confidentiality/ integrity processing unit 40 according to the first
enbodi nent. Fig. 7 shows a configuration of a confidentiality/ integrity
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init 30 ALBorTET SRR, PLOGOsEE AUR R SOEP g oA Processing R b | of
shown in tﬁerF STD-T63 33. 102, 3G

€ aata input,

The confidentiality processing unit and the integrity processing

unit can employ the same encryption algorithm.



Security; Security Architecture, Section 6.3. Fig. 15 is gp illgﬁ#§ tion
shown in ARIB STD-T63 33. 102, 3G Secuity; Security Archit cfﬂpg, ‘gure

16b. Fig. 16 is an illustration shown in ARIB STD- T63 33.102,3G 10
Security; Security Architecture, Figure 16. Fig. 17 shows a configuration
of an encrypting nodule 51 (or a deck@pting nodule 71) enployed within a
encrypting/ decrypting 421. Fig. 18 shows an installing formof the
confidentiality/ integrity processing unit 40. 15 Fig. 19 shows a case in
whi ch the conflgerddial dditiminicedbhiapparaeas $6ay GeU céldRiri hém@! enented by
software. Fig. 20 shows a mechani smfor calling cipher program47 by an
appl i cati on pridy aadex commanriipation sapparadnsumayabeoa cadior station tfo20. Fi g.
21 shows a cpncrete.exanple of _data 92 .93 in case of RLC non- 20

t r anspar eV HBEEECEvIng site fg(from a JROPUE S1AUGRpI e of voice data as one
exanple of tr : , 112 E 2 C e e of
unrestricted é@ﬁf?%?Eﬁg?géggcgﬁgx9§§%§%9£ab a%?%%%g%Fgﬁ?:%%anbéﬁﬁg%' 25
Fi g. 84 ghdisnetworlyeohtrotial. cel | ul ar phone 500. 8 June 2004 13 Preferred
Enbodi ment of Carrying Qut the Invention Enbodinment 1. Fig. 1 shows a
general configuration of a nobile communication 5 systemaccording to this
enbodi nent .



A mobile station (M5) is one exanple of the radi o conmmuni ?SI on , ar at us
according to the invention. The nobile station (MS) 100 i & YF8F nple, a
cel lul ar phone. The nobile station (M5) 100 is connected to a base
transcei ver station (BTS) 110 by radi o. The base transceiver station 10
(BTS) 110 is connected to a radio netwdrk controller (RNC) 120. The radio
network controller (RNC) 120 is connected to another radi o network
controller (RNC) 120. The radio network controller (RNC) 120 is al so
connect ed, {. cpre . net Kk .130, and further connected to anot her

radi o net &?&E%Bﬁﬂa&r%%%é’a &% a the core network (CN) 130. One or 15
both of the base transceiver station (BTS) 110 and the radi o network
control | er (R¥AE 1zhawhageniigueatien eln mokile gemenynination systgm.2 shows a
configuration of the same nobile comunication systemas shown in Fig. 1.

I n particul ar Figh@ shgwsea strovfigiidagionn bé ranabdiocc metwgrk atorarolbdr {REC) adi o
network controller (RNC) 120. 20 A BTS IF unit 121 connects the base
transcei vixp,station (BTS) 110. A handover control unit 122 controls
handover in case the nobile station (MS) 100 noves between the base
transbei ver stRigi drshoiBT8)cobfigurAtiongsfed neolile statior (M$P 3 O0ocscddsdies f or ms
radi o commupi cation  control and data confidentiality/ integrity processing
whi | e cor?‘lﬁ?hlﬁg‘f3 éﬁsf-ﬁ&"b%%fwff% the nobile station (MS) 100. The follow ng

(V) 100 i & pdiFor e iah¥ odhobiPRE R BPe oot ommidn Aty {Rteghnty ™ ' "
Byt he o e R o O L e e e Tonal_ control unit 123
for M5. In relgsep tskowat & econfiguedtion tdfe si grmadfidentiality/integrity
10  processing unit 40 according to the first embodiment.
Fig. 6 shows a configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
Fig. 7 shows a configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
15 Fig. 8 shows a configuration of a confidentiality/integrity
processing unit 40 according to the first embodiment.
Fig. 9 shows a configuration of a mobile station (MS) 100 according
to the second embodiment.
Fig. 10 shows a configuration of a confidentiality/integrity
20 processing unit 40 according to the second embodiment.
Fig. 11 shows a configuration of a confidentiality/integrity

processing



5 control unit 123 for MSis decrypted in the nobile station @\Wshel0d04 An
aut henti cati on code appended by the nobile station (M5) 100 to ensure the
integrity of data is checked by the siijgnal control unit 123 for MS. In
reverse, the authentication code appended by the signal control unit 123
for M5S5to ensure the integrity of data is checked by the nobile station
(M5) 100. The 10 data confidentiality processing or the data integrity
processing is perforned at the second |ayer of the seven |layers, that is,

| ayer 2 (da i nk_l.ayer A | F uni.t 124 interfaces with the core

net wor k ("gﬁt%93%&0551%6(%%eusﬁ0%§ﬁ$%4®%étes wi th anot her radi o network
controller ( 0, A signal contyol unj.t 6 for. CN perfornms control
Wih a core 19Tt aoneRey SRapbRbl MeriPlbel trarBlnEy im0 R
perfornms contraql, wth, another radi o network_.controller 20. A contro
unit 128 contrgqllg},\?%?ho\‘molae r W@ﬁ%rkogonf"r ol 1d€§§ %yflé’ét.egﬂt%vw tch
129 switches cantrol. i gnal s and packet data based on the control
perfornarR:"é’CS?SlPﬁémdBﬁﬁragFOUﬁFg tofggsﬁ e’f‘ﬁ’é’dr’%PB station (BTS) 110, the
radi o_net work ntroller (RNG) 20 .120 and the core n rk ( 130.

Narel ¥, the swiftl8h kboiSs é§trﬁ89n éﬁpgmﬁ% égg@etseléi%Q,S bﬁ?%\-')lg?ﬁ%ata

ki nds such as_speech data, .and further the switch 129 also switches the
control SPYWEIRY: SepyrityArghitsetures S8R %P8i on of the nobile station (M)
100. The nobile_station (M5 100 includes a termnal IF unit 10, a radio
25 comuni cat i dHigcbnts an illuptrapion showgy i ARSBRIP 63 33 103G Recaify; a 8

June 2004 15 confidentiality/integrity processing unit 40. A canmera 1, a
vi deo 2, Bycpritydrghbityern) FiguradobcD 4, a KEY 5, an LED 6, a USIM '

(Uni versal Subscriber Identity Mbdule) 7, a RECEIVER 8, a MC 9, and an
HSJ (Head Set JHgk)l® is an illustration shown in ARIB STD-T63 33.102,3G

10  Security; Security Architecture, Figure 16.
Fig. 17 shows a configuration of an encrypting module 51 (or a
decrypting module 71} employed within a encrypting/decrypting 421.
Fig. 18 shows an installing form of the confidentiality/integrity
processing unit 40. |
15 Fig. 19 shows a case in which the confidentiality/integrity
processing unit 40 is implemented by software.
Fig. 20 shows a mechanism for calling cipher program 47 by an
application program executed in a radio communication control unit 20.
Fig. 21 shows a concrete example of data 92, 93 in case of RLC non-
20 transparent mode.
Fig. 22 shows a concrete example of voice data as one example of
transparent data 95, 96.
| Fig. 23 shows a concrete example of unrestricted digital data as one
example of transparent data 95, 96.

25 Fig. 24 shows a conventional cellular phone 500.



are connected to the termnal IF unit 10. These devices of the amea084l 5
through the HSJ O performinterface processing with a user (a person) or a
device to be connected, and the devicas i nput or output information which
can be recogni zed by the user (person) or the device to be connected. The
termnal IF unit 10 includes a nodule IF unit 11 for each nodule, a data
format converter 12, a termnal IF control unit 13, and a 10 speech

encodi ng/ decoding unit 14. The nodule IF unit 11 for each nodul e
interfaces with each of the devices of the canera 1 through the HSJ 0. The
data format converter 12 converts the data formats processed by the devices

of the c al r.ough the Qtolframthe data formats processed
i nsi de tﬁ%%%%%?q ghn%?%cﬁfngﬁltm@%g%tea}eeﬁnr‘ﬁeﬂgpnl F control unit 13
controls é5 tpp oggiation of the termnal IF unit 10. The speech encodi ng/
decodi ng %WP 3% hcodes speech electric signals input by the MC 9 into

speech code. Further, the speech encqdi ng/ decodin nit 14 decodes the
encoded si gnal ﬁgtg shepst at%é“%ﬁ]eé@ﬂﬁgﬁl 44 (9%5’?‘ grﬁgpge RN /ER 8.

The radio ¢ nnunic%ﬁéon contro nit 20 controls the whole nobile 20

station (YBfeEGFCORHBEAG <8 €&t on control unit 20 is provided with
a hardware circuit jncluding a CPU a ROM a RA a firmvare, and_the I|ike,
or software nodhMaobis,statign dMS) imene sERBIPle Ghtths) ragdip ccopympmieationes  dat a

between the termnal I F unit 10 and the radio comunication unit 30. The
radi o corfARATEBES BACEHIRS &p thaiinvontiennyEhe snekile statinad (M) AQ0eks, Jor def i ned
by the standard or the protocol. In particular, the radio 8 June 2004 16
comuni c&¥esbleoat ¢diulainphone. pFlae éaelile gtatiorofMBhyOP B evnngsied thevel's of

| ayer, by such functions as packeting or concatenating the data. The radio
base transceiver station (BTS) 110 by radio. The base transceiver station

10 (BTS) 110 is connected to a radio network controller (RNC) 120. The radio
network controller (RNC) 120 is connected to another radio network
controller (RNC) 120. The radio network controller (RNC) 120 is also
connected to a core network (CN) 130, and further connected to another
radio network controller (RNC) 120 via the core network (CN} 130. One or

15 both of the base transceiver station (BTS) 110 and the radio network
controller (RNC) 120 can be referred to as a radio station.

Fig. 2 shows a configuration of the same mobile communication
system as shown in Fig. 1. In particular, the figure shows the internal
configuration of the radio network controller (RNC} 120.

20 A BTS IF unit 121 connects the base transceiver station (BTS) 110.
A handover control unit 122 controls handover in case the mobile station
(MS) 100 moves between the base transceiver stations (BTS) 110.

| A signal control unit 123 for MS performs radio communication
control and data confidentiality/integrity processing while communicating

25 with the mobile station (MS) 100. The following confidentiality/integrity



communi cation control unit 20 can discrimnate the data kind, SHaomPde4t he
radi o communi cation control unit 20 processes the data of |ayer 2 or upper.
5 Accordingly, the radi o conmuni cationgcontrol unit 20 can judge if certain
data should . undergo the confidentiality processing or the integrity
processi ng based on the data kind. It is inpossible to discrimnate the
data kind at the layer 1, and therefore it is inpossible to judge whet her
the data should be perfornmed the confidentiality processing or the

. : . . . . : 't 30 .. i ded with
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or reverse the conversion. The radio unit 330 includes an up-converter 331

and a dowtesEdHddada iggheckes hy, ghe signialiepriral nrit 13% fasgViSt ingreyersssi ng

unit 40 is connected to the 8 June 2004 17 radio communication unit 20. The
conf i dentihgl agthenticatigni eodepapirendsadnly (hetsignal control unit 123 for MS to

ensure the integrity of data is checked by the mobile station (MS) 100. The
10  data confidentiality processing or the data integrity processing is performed
at the second layer of the seven layers, that is, layer 2 (data link layer). A
CN IF unit 124 interfaces with the core network (CN) 130.
A RNC IF unit 125 interfaces with another radio network controller
(RNC) 120. A signal control unit 126 for CN performs control with a core
15 mnetwork (CN) 130. A signal control unit 127 for RNC performs control with
another radio network controller {(RNC) 120. A control unit 128 controls the
whole radio network controller (RNC) 120. A switch 129 switches control
signals and packet data based on the control performance of the control unit
128 among the radio station (BTS} 110, the radio network controller (RNC)
20 120 and the core network (CN) 130. Namely, the switch 129 switches not
only the packet data, but all data kinds such as speech data, and further the
switch 129 also switches the control signals.
| Fig. 3 shows a configuration of the mobile station (MS) 100.
The mobile station (MS) 100 includes a terminal IF unit 10, a radio

25 communication control unit 20, a radio communication unit 30 and a



40 receives data fromthe radi o conmuni cati on control unit 20 hohe@90480r ns
the data confidentiality processing. Further, the confidentiality/
integrity processing unit 40 ensuresighe integrity of the data. The 5
confidentiality/integrity processing unit 40 inputs a control signal 91
from the radio . conmunication control unit 20 for the data
confidentiality/ integrity processing. Further, the confidentiality/
integrity processing unit 40 inputs data 92 of an arbitrary layer of 2 or

gfgggs!sle\rllgmgﬁig? gyﬁnteggltﬁdxé) eSS éslbm?raryal g; reaf (ionf an:)g?IE} evel s of
'ci_ryrﬁLn?ia({B'P it fﬁﬁ?%larﬂh?ﬁt%o Eﬁﬁﬁ%%e abirEd e 1 wrer%al SRRt esi ng
or ocess RICBROL Mosa gb RAaety 0k & eI and %ﬁ"@xt Perais) bl put

to the radi o conmu atl on contro uni,t ,20. . JThe 15 contr nal 9
i ncl udes aﬁﬁr%ﬂ?é”te&?:@i g‘i’,ué-h e ferny Féﬂﬁmi rlrf)tl dbesg deyicesg g}ﬁf: eB%t en the

confi dent ing _and the_integrity pr OCESSI ng., Fig shows a
confi g ébf%?ﬂ%ﬁg? ﬁrﬁi’nﬁm.l&mr@ﬁe P#ﬂcsmmsymtbrab@é%(qﬂgemnﬂ AR The
confi dent I al i tgll)1 integrity processing unit 40 includes an IF unit_ 20 410
and a nodifvieestorbe IRBTESHE, @ the, deYiseenPhE oF shYtPHE Aiosmatin hiessi ng
and the integrity processing within the same circuit or using the sane

al gor i t hianThrreceaigeddy Bia weem(perion afthgsiavios tore pewrestedng and  the
integrity processing is determ ned by the control nal 9 1. Here, the

confidenti al i t yher teresisiohd Frvanils 16hdnglpden e onoduls 9ﬁtunij 1 p5forheaddnt a.

Further, the integrity processing neans detecting data tanpering 8 June
2004 18 module, a data format converter 12, a terminal IF control unit 13, and a

10 speech encoding/decoding unit 14. The module IF unit 11 for each module
interfaces with each of the devices of the camera 1 through the HSJ 0. The
data format converter 12 converts the data formats processed by the devices
of the camera 1 through the HSJ O to/from the data formats processed
inside the mobile station (MS) 100. The terminal IF control unit 13 controls

15 the operation of the terminal IF unit 10. The speech encoding/decoding
unit 14 encodes speech electric signals input by the MIC 9 into speech code.
Further, the speech encoding/decoding unit 14 decodes the encoded signals
to output the speech electric signals to the RECEIVER 8.

The radio communication control unit 20 controls the whole mobile

20 station (MS) 100. The radio communication control unit 20 is provided with
a hardware circuit including a CPU, a ROM, a RAM, a firmware, and the like,
or software module. The radio communication control unit 20 processes
data between the terminal IF unit 10 and the radio communication unit 30.
The radio communication control unit 20 converts data based on rules

25 defined by the standard or the protocol. In particular, the radio



by appendi ng aut henticati on codes to the data or reproduci ng @&éined@®ddri ng
the authentication codes. The confidentiality processing and the integrity
processing can be perforned by the sage circuit or algorithm or by a
simlar circuit or a 5 simlar nodule. Accordingly, as shown in Fig. 4,
the confidentiality processing and the integrity processing can be
performed by a single nodule 411. In case of Fig. 4, it is possible to
reduce the hardware resource and the software resource. Hereinafter, a

ol o LB IGE PR ChAIAEr P hpcRioned e
contl dents gl 1 OFSSSLAR 200 0keul 0\ SN MR DL Bat o ltebe
Figure shomcRioRn SRatehiis?q SondhodiRip AR he"Saldting i it ect ure,
Secur |y AP OBERIpisatR Gl STRERD oo Sii b ARG B A HRGd on | he
o RIS b gy e e Lokl oy ng, 20,0 clpter key
o1 ocessi HFLELSHAR  DROFEER bk cronfie Gl DIOEFRNGE c 4T She uSRisgTHin 1 ond
];3 %un§521&g‘r@8ggs?né %és;:rcrl] %nlt2h8e- gajltta 1?1?1(':::1r ylﬁ):tiis (i)_tglplég)s/i%lec?c! ldi%?:ri?n%n%?g ﬂ!leK d%gler ated
kind at the layer 1, and therefore it is impossible to judge whether the data
should be performed the confidentiality processing or the integrity
10  processing. |
The radio communication unit 30 is provided with a channel
encoding unit 310, a baseband modulating/demodulating unit 320, a radio
unit 330, and an antenna 34. The channel encoding unit 310 includes
encoding units and decoding units for respective channels. The encoding
15 unit includes an error detection encoding unit 311, an error correction
encoding unit 312, and a physical format converter 313. Further, the
decoding unit includes a physical format converter 314, an error correction
decoding unit 315, and an error detection unit 316. The baseband
modulating/demodulating (MODEM) unit 320 modulates and demodulates
20 the band. The baseband modulating/demodulating unit 320 includes a
baseband modulator 321 and a baseband demodulator 322. The radio unit
330 converts the baseband signals into transmission spectrum, or reverse
the conversion. The radio unit 330 includes an up-converter 331 and a

down-converter 332,

25 The confidentiality/integrity processing unit 40 is connected to the



19 through this authentication process are transferred to the sfJunet200s for
data confidentiality processing (f8) and the function for data integrity
processing (19). Fig. 15 shows an engrypting nethod on the radio |ine. The
signs 5 shown in Fig. 15 nean the follow ng: f8: function for data
confidentiality processing CK: cipher key (encryption key) MESSAGE:

pl ai ntext data which a sender wants to send to a receiver such as user
data and signal information before encryption 10 COUNT-C. nuneral val ue

dat how t | at ed. f d.Ssion/ . {] .
e VO G0 P e OB P gy
h | D RECTLON: . hit. f di | m nat i . L rection transm ssion o
ci phor t extO TETYRGTR TR e3P %ﬂﬁgéﬁ% ‘gr‘:"’lé‘ff;ﬁ’gélf‘ﬂte%‘? E&%ﬁi@wmm n
Fig. 15, encryptionf .decryption of.the data is, per orare . pased on a random
T el seradsrliotsy proveseing  rthen the aeplacptabbdaNeRan
Blrjocggsisﬁ%l.ﬁeﬁ .516 s}%owi ayrret hod f rI gener at i ng ssage . aut henticatiyon
code. ZGgrgFﬁ?énghoV\PF in _Qi g‘f’nﬁ"breﬁeaﬁ’ft' heé S Bwi ﬂlgqu@ ‘ﬂ%?ﬁ‘ct i ont#%r dat a
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transm ssion/recgption, increnented by 1 at each session 25 MESSAGE:
pl ai nt extth@at afahe ch COrEBNGEGatipht s opBlrebnd Wt a P8cei fasr the  data

confidentiality/integrity processing. Further, the confidentiality/integrity
processing unit 40 inputs data 92 of an arbitrary layer of 2 or upper levels of
layer as the processing data of the confidentiality processing and/or data 92
10  of an arbitrary layer of 2 or upper levels of layer as the processing data of
the integrity processing from the radio communication control unit 20. The
confidentiality /integrity processing unit 40 performs the confidentiality
processing and/or the integrity processing of the data 92 based on the input
control signal 91 to output to the radio communication control unit 20. The
15 control signal 91 includes parameters such as a key, an initial value,
selection between the confidentiality processing and the integrity processing.
Fig. 4 shows a configuration of the confidentiality/integrity
processing unit 40,
The confidentiality/integrity processing unit 40 includes an IF unit
20 410 and a module 411. The module 411 performs the confidentiality
processing and the integrity processing within the same circuit or using the
same algorithm. The selection between the confidentiality processing and
the integrity processing is determined by the control signal 91.
Here, the confidentiality processing means encrypting or decrypting

25 the data. Further, the integrity processing means detecting data tampering



8 June 2004 20 such as user data and signal information befor & .kme2@pdi on
DI RECTION: bit for discrimnating the direction of transm ssion FRESH
random nunber generated for each user 18AC-1: nessage aut hentication code
for integrity (nmessage 5 authentication code conputed by the sender)
XMAC- 1 : expected nessage authentication code for integrity (nessage

aut henti cation code conputed by the receiver) As shown in Fig. 16, the
integrity of the data can be checked by conparing two nessage

e be checked b | age
operat oo A Epteh A e EdeSlothSRard B fplodiclh Wl cBndiicr (e

term nal tﬁgda&tﬁgn&iggﬁ%%d@é.t hin the radio network, authentication process
is required, 1n I'ch one partner confirnms the other is a proper partner,

or both partner || onfirmt.he ot I s .proper before sendi ng/
recei ving dat a']tifgt \%}éﬁgeri%‘a]ﬁﬁep’fo\%s?}ggt %&gt?leﬁgﬁg%&npf??eﬁis’&g 2 Yuring a
seri es of z%_gt he‘%%&?%ahjfon rocesses, oth,the term nal ﬁnd t he, network use
five fundtS R d TR TECRE, O AIRBIREREF 8T §% 2p SRRt CIXGH{tH OF 1

aut hepti cati.on progcess, the function enerates.a cipher ke CK) ..of 128
bits Znd Sé‘“ﬁ‘%s%ﬁ’éﬁ’iﬁth fGordinedh Rsy SHOwn( ity Eb&'i fty ﬁvy,cqrﬁﬁ%apahsfh t he
termnal and the network. The two keys can be shared exclysively by the
tor m nal BIRASSHRE 3Rg Her RIS PTASHING 640 e RET oo Y érainele maduling t he
two keys are used ithin the two_functions £f8 and f9 descri bed bel ow. The
two keys %Ayl gase - Gothipmosaibie ip sedigedine hargware rrsourcerdikthg e no

patterns anmong keys . .
software resource. Hereinafter, a “module” refers to the ones implemented

either by hardware or software only, or by combining the both tools.
10 Here, concrete examples of the confidentiality processing and the
integrity processing used for the cellular phone will be explained.
Fig. 14 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Section 6.3.
Fig. 15 is a figure shown in ARIB STD-T63 33.102,3G Security;
15  Security Architecture, Figure 16b.
Fig. 16 is a figure shown in ARIB STD-T63 33.102,3G Security;
Security Architecture, Figure 16.
Fig. 14 shows an encrypting method on the radio line. Signs shown
in Fig. 14 mean the following:
20 CK: cipher key (encryption key)
F8: function for data confidentiality processing
IK: integrity key (message authentication key)
F9: function for data integrity processing
Cellular phone carriers implement authentication using functions f1

25 through 5. The 128-bit encryption keys called CK and IK generated



25 generated. Then, the keys are di scarded when the comuni catd Lmei2f0éver .
8 June 2004 21 The mechanism (protocol) required for this authentication
process is standardi zed. However, asiphe functions of fl to f5 are not
standardi zed, operators decide these functions independently. The data
security after authentication processing is maintained by 5 the data
confidentiality and integrity processing techniques. The first, data
confidentiality technique is applied to encrypt the wuser data and the

For " pr evarttPaEn Al pfHl AR BRREERsS BOF HAIAR A0 I8 fubBELR ARl and
processi n%mfﬁie%ﬁé%ﬁ g)gofe%lsg%d pgﬁgﬁd Gpaf ﬁlgl%ﬁéi‘laflf)k tc%’a‘jclg l’l'ﬂ%g[ﬁg fpr%gessin

(hereinafter, I'S ernploye € ca CoRTUNT cat | ng
dat a whi c(?g)has undergone confidentiality processing as shown in Fig. 15,
the sendetr”’'uses the encryption key (CK) generated at authentication

process. Furt her, random nunber . sequence,is nerated by jnputting a bit
Pength ( LENGTHF B 1PHEnaes agy GRcaseE Pinash QR phe SARiERspt THR, SIBRS up/ down
l'i nk (DI RECTI .a . counter ( NT-C), a logic channel identifier (BEARER)
to f8: ,W%F%/%W%%f%‘ﬁ?&hose di sti ngui shing bits which

i ndi cates the tf%gi sm SSiﬁ)nlei rechigan Qf .ci phertext data between a term nal
and a base st atiPoffnqEpn ipxdatp genfidentiality; Rroggssinghowi ng t he nunber of 20
accunul ated tines of sending/ recgeiving data. At each sending/ receiving
the data, a fiSBdCiPhen&ey Engyrlor&e¥he counter. The counter is used for

preventing an attack which tries to send the ciphertext data that has been
sent previ ous| MESSAGE; plaintext date which awspfer weatnte serd taaieseieni  f or

such as user data and signal information before encryption
10 ' COUNT-C: numeral value data showing the accumulated number of
transmission/reception, incremented by 1 at each session.
BEARER: bit for identifying logical channel
DIRECTION: bit for discriminating the direction of transmission of
ciphertext
15 LENGTH: bit length of MESSAGE or ciphertext data
As shown in Fig. 15, encryption/decryption of the data is performed
based on a random number sequence generated by the function f8 for data
confidentiality processing.
Fig. 16 shows a method for generating message authentication code.
20  Signs shown in Fig. 16 mean the following:
f9: function for data integrity processing
IK: integrity key (message authenticating key)
COUNT-I: numeral value data showing the accumulated number of
transmission/reception, incremented by 1 at each session

25 MESSAGE: plaintext data which a sender wants to send to a receiver



identifying a | ogical channel perform ng encryption. 25 C pher& e 2084a is
generated by XORi ng the random nunber 8 June 2004 22 sequence generated
above and the data/signal information2p0 be encrypted and sent to the
receiver. The paraneters except CK are sent fromthe sender to the receiver
w t hout encryption. It is unnecessary to send CK because the sane 5
paraneter is generated at the receiver side at authentication process. Even
if the paraneters other than CK are obtained by the third party, the

security t | '%@Ln k andom nunber
sequence Srqé%]lui&reggéltgé ecr@%@%&?@%@%&?%ﬁ%@c ﬁﬁ%}t be generated as
long as CK remg) ¥ibit B @tgu} %n.Lﬁﬁg't%{Shh%'cﬁ& orie r%%%\%ﬁngﬁ”ﬁg;

sequence S generate usingt ecel vet paraneters an been

al ready obt ai nPT-q?E e . random nunber sequence is XORed with the ciphertext
data received to %@CF%C?OIgﬁf%mﬁﬁlégg??rﬁlgﬁ FEESH9ET This method is a

variation of OF It put feedbac d whi ch i 15 one. of the nodes
utilizing the B%@%‘Jcilﬁﬁﬁ?ag?ef F‘Hﬁ#rg&%%ga I E?fi?)l%%‘f I”ﬂ%ga‘—:'% PSS en | f
bit eprors occur due tq the nai nerated on the transm ssion paths, the
decodé prad%g‘ggﬁﬁﬁu%%ﬁo ?@9%“@@233%&3 Ts from increasing. For this
reason, this I s.often adopted for radjo voice co i cation:, 20 The
second t echni g{}g&‘f\&kkeeé@eﬁ&‘fh@es“éﬁﬂ?i Artheniication s cg ?ar}oﬁ' nt¥GETIEs)

techni que, which detects tanpering in the signal information by appending

a nessagdMEERASHENERANtGRtIogFderEREYEehbY HaR fPeEi¥ST™bn code) to
As shown in Fig. 16, the integrity of the data can be checked by

Dm0

comparing two message authentication codes at the receiver side.
10 ' In the following, the operation will be explained.

To performn ciphered communication between the terminal and the
network within the radio network, authentication process is required, in
which one partner confirms the other is a proper partner, or both partners
mutually confirm the other is proper before sending/receiving data between

15  the two partners.

As shown in Fig. 14, during a series of authentication processes,
both the terminal and the network use five functions named functions {1
through 5. In parallel with the authentication process, the function
generates a cipher key (CK) of 128 bits and a message authentication key

20 (integrity key, IK) at both the terminal and the network.

The two keys can be shared exclusively by the terminal and the
network which have been mutually authenticated, and the two keys are used
within the two functions {8 and f9 described below. The two keys vary for
each communication session, and further, there are no patterns among keys

25 generated. Then, the keys are discarded when the communication is over.



the signal information on the radio communication Iine. This i&Juesa®0¢al | ed
nmessage aut hentication technique. To inplenent this data integrity 25
technique, a function for data integri2iy (hereinafter, referred to as f9)
is used. 8 June 2004 23 The same encryption algorithmas f8 is enployed in
the core part of f9. First, on authentication, the nessage authentication
key (1K) is derived fromthe function f4 for generating the nessage

aut henti cati on key, and the nmessage authentication key is transferred to
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the retransm ssion of the data and check if the received nessage
radio network, and for preventing wiretapping. To implement this data

confidentiality processing, a function called data confidentiality function
10  (hereinafter, referred to as f8) is employed.

In the case of communicating data which has undergone
confidentiality processing as shown in Fig. 15, the sender uses the
encryption key (CK) generated at authentication process. Further, a random
number sequence is generated by inputting a bit length (LENGTH) of the

15 target data for encryption/decryption, an up/down link (DIRECTION), a
counter (COUNT-C), a logic channel identifier (BEARER) to 8.

Here, the up/down link means those distinguishing bits which
indicates the transmission direction of ciphertext data between a terminal
and a base station. Further, the counter is data showing the number of

20  accumulated times of sending/receiving data. At each sending/receiving the

~ data, a fixed value is added to the counter. The counter is used for

preventing an attack which tries to send the ciphertext data that has been

sent previously. Yet further, the logic channel identifier means a bit for
identifying a logical channel performing encryption.

25 Ciphertext data is generated by XORing the random number



aut hentication code is proper or not. (2) Di sconnect the conn@chine200# case
of consecutive tanper detection. According to 3GPP specification (for nore
i nformation, access 25 http://ww. 3gpp. or g/ About - 3GPP/ 3gpp. ht ), the
encryption/ decryption 8 June 2004 24 nodul e has the function to encrypt
the input plaintext data (data to be encrypted) into the ciphertext data
(encrypted data) and output the ciph8Rtext data, and the function to
decrypt the ciphertext data into the plain text data and output the

pl ai nt exts Ak A6HB8 d55% D¢ ' %%é%ﬁw h c";?g
specificasteiglon,c??g lg’tlllrngove CCfJNT B@Rﬂ%%%ftﬁ? rﬁtt %%r gé;glond to
the contr ' 4 in Fig. 3 as concrete exanples. Further, as
for concr%desiré(tg%gt:hgg%g 1Qt8’|\f,§2 data 92 and 93 shown in Fig. 3, for exanple,
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opt not to rform
P nurgger sequence required to decrypt the ciphertext data cannot be

generated as long as CK remains secret.

10 At the receiver side, the random number sequence is generated
using the received parameters and CK which has been already obtained, the
random number sequence is XORed with the ciphertext data received to
decrypt into the original message.

This method is a variation of OFB (output feedback) mode, which is

15 one of the modes utilizing the block cipher defined by ISO/IEC10116. In
OFB mode, even if bit errors occur due to the noise generated on the
transmission paths, the decode processing can prevent the bit errors from
increasing. For this reason, this mode is often adopted for radio voice
communication.

20 The second technique for keeping the security of data is data
integrity technique, which detects tampering in the signal information by
appending a message authentication code (message authentication code) to
the signal information on the radio communication line. This is also called
message authentication technique. To implement this data integrity

25  techmnique, a function for data integrity (hereinafter, referred to as 9) is used.



confidentiality/integrity processing on the 1-Cct or 2-Cct patdungl@0g4is in
order to reduce the |l oad of the radi o conmuni cation control unit 20 wherein
the load is generated by shifting 1 O28 or 2 Cct for renoving the excluded
part of 1 Oct or 2 Oct fromthe all data unit (RLCPDU). 25 Fig. 5 shows
anot her exanple of the confidentiality/ integrity processing unit 40. 8
June 2004 25 As featured in Fig. 5 a confidentiality processing unit 420
and an integrity processing unit 430 are provided separately. Inside the

conf i dentyad bi%heRIREFSEINd1ddRithnt 20 £ @eﬁ@%ﬁ?étﬂt%n%(edc%qé ss'aﬁfg!“it 421 is

provided. Inside the"integrity processing-u age

aut henti cat i on grgodg, RALRALLAT /L] Iﬁéﬁ%& fdx&ﬂ%ialﬁeaﬂ&tkéﬁmn?h 8

provi ded. The enrypting ecryptln uni t hows case

encrypti o& E)Hle{}%ﬁﬁ{r}/&{ OR Al r%e%%%&[lg%gg#ﬁ%é& & tg%nbcggonri% ule. The

message entlca n'code appe I"Cation unit’431
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Funct | on REaREaE S° (Foh MESSAEY T 15/ dBug bk PRk EcRRobP e waisar e
chove andERBTNER iﬁ%?%éfqm” fteT UORErt) EepPraeddrn £9ct etk e quuga%n. a0.
As feat urtle.lt(tl3 1&1233'2 aumehggéggni(h; confidentiality processing unit 420,
These parameters are also sent to the receiver by using an area of
10  data format which is not encrypted by the sender. Even if the parameters
are obtained by the third party, the confidentiality of the data can be kept as
long as the message authentication key (IK) is kept secret, which is the same
as the case of data confidentiality.
The sender sends the data with appending this message
15 authentication code (MAC-I} appended to the receiver. The receiver,
similarly, computes the message authentication code (XMAC-I) by using 0.
It can be confirmed there is no tampering by comparing MAC-I and XMAC-I
to find them identical.
Here, the following shows some examples of subsequent process in
20 case of tamper detection:
(1) Request the retransmission of the data and check if the received message
authentication code is proper or not.
(2) Disconnect the connection in case of consecutive tamper detection.

According to 3GPP specification (for more information, access

25  http://www.3gpp.org/About_3GPP/3gpp.htm), the encryption/decryption



an encrypting unit 422 and a decrypting unit 423 are provi ded &hkpar2gngl vy.
20 Further, inside the integrity processing unit 430, a nessage

aut henti cati on code appending unit 4324and an integrity verification unit
433 are provided separately. A case shown in Fig. 6 is a configuration in
whi ch the encryption and the decryption are perfornmed by different
functions or appending the nessage authentication code and verifying the
integrity are perforned by 25 different functions. It is possible to
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10 shown in Fig. 21. Here, “RLCSDU (datapart)” is a part of RLCPDU, from

which the upper 1 Oct or 2 Octs (1 byte or 2 bytes) is deleted (the part of
“DATA FOR CIPHERING” shown in Fig. 21). “MACSDU” or “RLCPDU
(datapart)’ is an example of MESSAGE shown in Fig. 15. Yet further,
MACSDU denotes Media Access Control Service Data Unit. RLCPDU
15 denotes Radio Link Control Protocol Data Unit. Each message within the
message flow is structured from RLCPDU at the layer 3 after deleting RLC
header.
Although RLCPDU has 1-Oct or 2-Oct part which is not subjected to
confidentiality processing, all of the RLCPDU is input to the
20 confidentiality/integrity processing unit 40 and the unit opt not to perform
confidentiality /integrity processing on the 1-Oct or 2-Oct part. This is in
order to reduce the load of the radio communication control unit 20 wherein
the load is generated by shifting 1 Oct or 2 Oct for removing the excluded
part of 1 Oct or 2 Oct from the all data unit (RLCPDU).
25 Fig. 5 shows another example of the confidentiality/integrity

processing unit 40.



in case of Fig. 7) of the encrypting units 422, the decryptind {umet200423,
the nessage authentication code appending units 432, and the integrity 20
verification units 433. The nunber of 2gach units can be determ ned
according to the nunber of channels to be processed simultaneously by the
nobile station (M5S) 100. In another way, the above units do not correspond
to each channel, but when a certain channel needs to process a |arge anount
of data at a high speed, it is possible to nake two encrypting units

pocess 25,10e A2 sgi ARl o0al Byl 0ty okIRy AP o B e
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I's provided w.th |tiple encrypting/ decrypting uynits 421. Further, as
shown | n GHEPHRE(decrypHag; WREgTT1 hapsca g mtcl she| idsyptoncndu « 1
mul tiple ssage aut hentication code appending/ integrity verification
units 43@3 %scwﬂppg?r%,pqrmwwm identicad magtulei t The1masgaghe
nmessage authentication code %{gpen_di ng/i nt %%Lri ty verification unit 431
shown i n aYjtgentication code appending/integrity verification unit 431 shows a case

in which appending the message authentication code and verifying the
10  integrity are performed using an identical module. A case shown in Fig. 5 is
a configuration in which the encryption and the decryption are performed by
the same function or appending the message authentication code and
verifying the integrity are performed by the same function. Compared with
Fig. 6, it is possible to reduce the hardware resource and the software
15 resource within the case of Fig. 5.
Fig. 6 shows another example of the confidentiality/integrity
processing unit 40.
As featured in Fig. 6, inside the confidentiality processing unit 420,
an encrypting unit 422 and a decrypting unit 423 are provided separately.
20  Further, inside the integrity processing unit 430, a message authentication
code appending unit 432 and an integrity verification unit 433 are provided
separately. A case shown in Fig. 6 is a configuration in which the encryption
and the decryption are performed by different functions or appending the
message authentication code and verifying the integrity are performed by

25 different functions. It is possible to respectively perform encrypting,



5 are respectively made nmultiple. In case of Fig. 8, when the 8&hmeygddion
and the decryption are perfornmed using the sane function, nmultiple
encrypting/ decrypting units 421 are pgovi ded corresponding to nultiple 20
channels. Simlarly, when the nessage authentication code appendi ng and

the integrity verification are perforned using the sane function, nmultiple
nmessage aut hentication code appending/ integrity verification units 431 are
provi ded corresponding to multiple channels. Conpared with the case shown

in Fig. 7 .conf ' f Fi [ h r 25 resource
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conf i gur dRPYIPIGrderypting unitsei43 age pygyidedsin %{%p‘c‘ﬂ ALY QRS iRHe
termnal IF unit 10 and the confidentiality/ integrity processing unit 40.
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unit 30 and the . . . ) ) )
code appending units 432 and multiple integrity verification units 433 are

provided in the integrity processing unit 430. While the mobile station
10 (MS) 100 is operating, there may be a case in which data in multiple
channels should be processed at the same time. For example, when two
kinds of data such as speech data and facsimile data are simultaneously
transferred, data of at least two channels should be simultaneously
processed. In such a case, the speech data can be encrypted by the
15 encrypting unit 1, and the facsimile data can be encrypted by the encrypting
unit 2. Further, in case of decryption, data on multiple channels can be
decrypted simultaneously. It is not necessary to have the same number (n
in case of Fig. 7) of the encrypting units 422, the decrypting units 423, the
message authentication code appending units 432, and the integrity
20  verification units 433. The number of each units can be determined
according to the number of channels to be processed simultaneously by the
mobile station (MS) 100. In another way, the above units do not correspond
to each channel, but when a certain channel needs to process a large amount
of data at a high speed, it is possible to make two encrypting units process

25 the large amount of data assigned to the channel. Namely, the number of



confidentiality/ integrity processing unit 40. In Fig. 9, non&dJuansfé4ent
data 97 is non-transparent data such as packet data. Further, transparent
data 95, 96 are transparent data such7as speech data, unrestricted digital
data. Transparent data neans the data is not changed throughout input to
output 20 in any |layers or sub-layers of the OSI reference | ayers. \Wereas,
the non- transparent data neans the data requires sone data processing such
as data format conversion through input to output in sone |ayers or

sub- | ayer f I a ( i 0 Link
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sub- | ayer t b dat is,tr ar.ent J case
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the data ©f ‘?R’éoq€3§/eecf31fn‘(l%lﬁ%?9 6{?{1/89&%10[ c?f\gj@i " conmuni cation unit 30.
On the other h th non tran aret ais, faor exappl acket data
whi chSr equi  es 188 o%a*%leoﬁrnqrap@?gm&pﬁﬁ?% & he

radi o communj cation gg c@s mentl ongd ?%O\le concrete exanpl es of

t r anspar eNEXHATE 93 CRRINEUBite 4 e“é’éhbﬁ gergﬁ unrestricted
digital data, each divi ded 10 by transport bl ock unit defined between
layer 1 and | ayi#rtber, fhes %H%&Werd%ft thegmpsgaer By theniication €odg ock
unit equal to MACPDUY (and and therefore each data of _the
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As data kinds such as speech data are circuit-sw tched data which
units 433 can be different.

10 Fig. 8 shows the case in which the confidentiality processing unit
420 is provided with multiple encrypting/decrypting units 421. Further, as
shown in the figure, the integrity processing unit 430 is provided with
multiple message authentication code appending/integrity verification units
431.

15 fn Fig. 8, the encrypting/decrypting unit 421 and the message
authentication code appending/integrity verification unit 431 shown in Fig,
S are respectively made multiple. In case of Fig. 8, when the encryption and
the decryption are performed using the same function, multiple
encrypting/decrypting units 421 are provided corresponding to multiple

20 channels. Similarly, when the message authentication code appending and
the integrity verification are performed using the same function, multiple
message authentication code appending/integrity verification units 431 are
provided corresponding to multiple channels. Compared with the case
shown in Fig. 7, the configuration of Fig. 8 can reduce the hardware

25 resource and the software resource.



15 remains transparent in the RLC sub-layers, by inplenenting 8ARInB 206#i ned
MI (Mobile Termnal) - TA (Term nal Adaptor) I/F (Figs. 22, 23) as the
serial interface for this transport mgdel, it beconmes possible to perform
confidentiality processing on the MA-TA I/F serial formats w thout any
conversion. 20 Further, a concrete exanple of the non-transparent data 97
I's, as described above, packet data or data for signaling, however, each
data is divided into units (Transport Bl ock) defined between the layers 1
and 2. The confy.d | ald | nt I 5 Ve lr un| 0..sh in Fig. 9
AR olabip, D PO 4 EOBEE 8, e (Rl R ke

| gﬁsgi
perfornms the con processi ng a he T ntegri 8 June
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5the termnal .]F unit 10 and t he r.adio nmuni cation.unit 30.. The ,
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integrity rocessi on.the transparent data. ., If the transparent data

i ncl udfes %I%é)a i cHGoe NS e qETPECTSHRS coHPi‘tden%“?’%l ity B%B%ssiﬂh%, t he
radio co j cati.on,.contyol unit 20 nakes the transparent data which does
not 10 re%ﬂ"&‘rryf? Oy RtGEgtR i IOCESSIBE o B P ndpciudsst sithemeof the
confidentialjty/integrity processing unit 40, but input to the radio
comuni caRAEKleBGR{E, Prosissing) undg 4@% pad pihes ndegrito Pregassing unitAsSPar ent

data which does not require the confidentiality processing input to the
conf i dentthg Pregesat dgthe wihen cags pagpemprmead, by ihe neadip eedramnripation

control unit 20.
l10 Embodiment 2.
Fig. 9 shows another configuration of the mobile station (MS} 100.
Different from the configuration of Fig. 3, in Fig. 9, data is
input/output between the terminal IF wunit 10 and the
confidentiality /integrity processing unit 40. And further, data is also
15 input/output between the radic communication unit 30 and the
confidentiality /integrity processing unit 40. In Fig. 9, non-transparent data
97 is non-transparent data such as packet data. Further, transparent data
95, 96 are transparent data such as speech data, unrestricted digital data.
Transparent data means the data is not changed throughout input to output
20 in any layers or sub-layers of the OSI reference layers. Whereas, the non-
transparent data means the data requires some data processing such as data
format conversion through input to output in some layers or sub-layers of
the OSI reference layers. For example, at an RLC (Radio Link Control) sub-
layer of the layer 2, when SDU (Service Data Unit) and PDU (Protocol Data

25  Unit) of data are different, the data is non-transparent data. When SDU



15 confidentiality processing on the transparent data using tBeluerilosl
signal fromthe radi o communi cation control unit 20. Fig. 10 shows a
configuration of the confidentiality/ipgtegrity processing unit 40.
Different fromthe configuration shown in Fig. 5 Fig. 10 newwy 20

I ncludes a confidentiality processing unit 460. The confidentiality
processing unit 460 includes an encrypting unit 462 and a decrypting unit
463. The encrypting unit 462 inputs the transparent data 95 fromthe
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perfornms the gconfidentjality. processing based on_the control signal

i ssued f rifTeRde commBUNGELonRE 3G N Qb Hes sthempandothe popityansparenhe dat a

92 is input/output wusing the parallel interface through bus. On the other
hand, thelatarigndomceampie: Radsetadataowhisle TEABIES WERG PTOGFTSIREN0Fh ghe
confidentiality 10 processing unit 460 through the serial interface. As
expl ai nedlaiB&¥dayeri goutm@t e Brearache sommupiceliopiwnis p& ens of i nput/ out put
interface, that is, the parallel interface and the serial interface are
provi ded i n theis sumttianedt fbove, the manpreteyeproplessifnganspareny data 95
and 96 in Fig. 9 are speech data and unrestricted digital data, each divided
10 by transport block unit defined between layer 1 and layer 2. These
transparent data divided by transports block unit equal to MACPDU {and
MACSDU), and therefore each data of the transport block unit corresponds
to the confidentiality processing unit.
As data kinds such as speech data are circuit-switched data which
15 remains transparent in the RLC sub-layers, by implementing ARIB defined
MT (Mobile Terminal) — TA (Terminal Adaptor) I/F (Figs. 22, 23} as the serial
interface for this transport model, it becomes possible to perform
confidentiality processing on the MA-TA I/F serial formats without any
conversion,
20 Further, a concrete example of the non-transparent data 97 is, as
described above, packet data or data for signaling, however, each data is
divided into units (Transport Block) defined between the layers 1 and 2.

The confidentiality/integrity processing unit 40 shown in Fig. 9

performs the confidentiality processing and the integrity processing



Fig. 11 shows a configuration in which the confidentiality prdchssi2®g4 15
unit 460 is added to the confidentiality/ integrity processing unit 40
shown in Fig. 7. It is effective to Bave the configuration shown in Fig.
11 when the encrypting unit or the decrypting unit generates key streans
to be XCRed wth the serial data as shown in Fig. 12. As shown in Fig. 11,
the transparent data 95 and 96 are input/output 20 fromto the
confidentiality processing unit 460 through the serial interface, and
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performns the ,abaove operatjons based on, the control signal nanel y, the
control €9 nyality ppieeEly MraRsIHee Ak 40 é@ﬁﬁtﬁﬁtca?ﬁ'f‘éﬁnc@i’t m¥es ¢ 20.
By using the configuration of Fig. 11, the delay of the serial data is

caused oMIPCEISREETOHG HEnsRABMY %‘caxoﬁ e tapspansy, deia dsledrmiata t he

hi gh speed proceSS|ng 10 Fig. 13 shows_anot her configuration in which the
conf i dentWhicht ydogsy 086§ siteguirgi t thepocap@dentialitynf prosassingi t yher gedisi ng

unit 460 of Fig. 10 are conbined into one confidentialit Etoce33|ng uni t
470. commurnication control unit 20 makes the transparent data which does not

10 require the confidentiality = processing not input to the
confidentiality /integrity processing wunit 40, but input to the radio
communication control unit 20. Or it is possible to make the transparent
data which does not require the confidentiality processing input to the
confidentiality /integrity processing unit 40, but not perform the

15 confidentiality processing on the transparent data using the control signal
from the radio communication control unit 20.

Fig. 10 shows a configuration of the confidentiality/integrity
processing unit 40.
Different from the configuration shown in Fig. 5, Fig. 10 newly

20 includes a confidentiality processing unit 460. The confidentiality
processing unit 460 includes an encrypting unit 462 and a decrypting unit
463. The encrypting unit 462 inputs the transparent data 95 from the
terminal IF unit 10, encrypts the input data to output to the radio
communication unit 30 as the transparent data 96. On the other hand, the

25 decrypting unit 463 inputs the transparent data 96 from the radio



The confidentiality processing unit 470 processes both of the &dire ZW4

I nput/out put through the parallel interface and the data 95, 96 15

i nput / out put through the serial interflace. The confidentiality processing
unit 420 and the confidentiality processing unit 460 are united into the
confidentiality processing unit 470, so that the hardware resource can be
reduced. The confidentiality processing unit 470 switches the process for
the transparent data and the process for the non-transparent data based on
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configuratioon of the encryption nopdule 51 (or
using the parallel interface through bus. On the other hand, the

transparent data 95 and 96 are input/output to/from the confidentiality
10 processing unit 460 through the serial interface. As explained above, Fig.
10 shows a case in which two systems of input/output interface, that is, the
parallel interface and the serial interface are provided in the
confidentiality/integrity processing unit 40.
Fig. 11 shows a configuration in which the confidentiality processing
15 unit 460 is added to the confidentiality/integrity processing unit 40 shown
in Fig. 7. It is effective to have the configuration shown in Fig. 11 when the
encrypting unit or the decrypting unit generates key streams to be XORed
with the serial data as shown in Fig. 12.
As shown in Fig. 11, the transparent data 95 and 96 are input/output
20 from/to the confidentiality processing unit 460 through the serial interface,
and further, the serial data which is input/output through the serial
interface includes multiplexed data of multiple channels. For example,
when data of channel 2 is input as serial data after data of channel 1 is input,
the encrypting unit 1 corresponding to the channel 1 generates a key stream

25 to output to a multiplexer 481, the encrypting unit 2 corresponding to the



decryption nodule 71) used for the encryption/ decrypting uni t8 Jiie.200he
encryption nodule 51 includes a key scheduler 511 and a data random zi ng
unit 512. The key schedul er 511 inputg2one key K and 15 generates n

ext ended keys Ext Kl through ExtKn. The data random zing unit 512 generates
a random nunber using a function F and an XOR circuit. The function F

I nputs the extended key and perforns non-linear data transformation. In
the encryption nodul e 51, various block cipher algorithmcan be 20
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FPGA, 1C or LSI. Nanely, the . . . .
communication control unit 20. By using the configuration of Fig. 11, the

delay of the serial data is caused only by the operation of the XOR circuit
483, which enables the high speed processing.
10 Fig. 13 shows another configuration in which the confidentiality
processing unit 420 and the confidentiality processing unit 460 of Fig. 10
are combined into one confidentiality processing unit 470,
The confidentiality processing unit 470 processes both of the data 92
input/output through the parallel interface and the data 95, 96
15 input/output through the serial interface. The confidentiality processing
unit 420 and the confidentiality processing unit 460 are united into the
confidentiality processing unit 470, so that the hardware resource can be
reduced. The confidentiality processing unit 470 switches the process for
the transparent data and the process for the non-transparent data based on
20 the control signal 99, namely, the control signal 99 output from the radio
communication control unit 20.
The above confidentiality/integrity processing unit 40 can be
configured by the hardware. For example, the configuration can be
implemented by FPGA or custom LSI. Further, the confidentiality/integrity

25 processing unit 40 can be implemented by the software program. In case



confidentiality/integrity processing unit 40 can be inpl enent édlung 2006
hardware. Further, the confidentiality/ integrity processing unit 40 can be
al so inplenmented by a print circuit b&8drd, which is not shown in the
figure. Fig. 19 shows a case in which the confidentiality/integrity 15
processing unit 40 is inplenented by the software. The
confidentiality/integrity processing unit 40 can be inplenented by a

ci pher program 47. The ci pher program 47 is stored in a ROM (Read Only
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Hereinafter, a concrete example will be explained with reference to
10  Figs. 17 through 20.
Fig. 17 shows a configuration of the encryption module 51 (or
decryption module 71) used for the encryption/decrypting unit 421.
The encryption module 51 includes a key scheduler 511 and a data
randomizing unit 512. The key scheduler 511 inputs one key K and
15 generates n extended keys ExtK1l through ExtKn. The data randomizing
unit 512 generates a random number using a function F and an XOR
circuit. The function F inputs the extended key and performs non-linear
data transformation.
In the encryption module 51, various block cipher algorithm can be
20 employed such as:
(1) DES (Data Encryption Standard);
(2) MISTY, which is the block cipher algorithm disclosed in the International
Publication No. WO97 /9705 (US Serial No. 08/83640);
(3) KASUMI, which is the 64-bit block cipher technique based on the above

25 block cipher algorithm MISTY and is determined to be employed as



10 program 47 and the decryption program are the sanme, the ci ghémeB08dr am
47 is called using paraneters of the key K, the initial value IV, the
ci phertext data C, and the plaintext 3data M Further, the cipher program
47 can be inplenented by a digital signal processor and a programread and
executed by the digital signal 15 processor, though which is not shown in
the figure. Nanely, the cipher program 47 can be inplenmented by conbi nation
of the hardware and the software. The above explanation referring to Figs.
18, 19, apferthtRPRl i®Sndsrd BiPhef TS’ MRk %éhex%ﬁ\éﬁvc?éuulé}‘n?hgﬁé T 0G0 an be
I npl emented 1 n the same way. - 20 The encryption systentor the decryption
system cajdpe installed to an electronic devices. The system can be
installed 1n all kinds of electronic devices, for exanple, a personal
conmput er, L ksl e I: i : r Lgital

4 Reghalibe WHG S HIGAL bitht 1Ay AsHodeP i AHIE ol

canera, O aher a. articu ure o I'mMent can

Do oo comRhAshPSoBiEaSLY YEL pobnSend 1P Rk Bohok0T, BUbB Pl e chamnels T
can 0%, eThgbh!Sride 38, MALE BalAnAsTSRH AT DR IAMITRATA I e
the. above  BHSIH FERPECHPBEE IR PR B BRR B PYE hen [ he nurber of
appar atuses for_.encrypiion/_ decrypiion isP%nall .conpared with the nunber

of data kinds tdSbe rypts¥itiec rPht edMBEMEHREAR) o, [9He enth ypithon/
decryption t he_.abave enbodinment is highly effective when applied to a
server co%ﬁjﬁépqﬁhs%ﬁﬂ%twr%ﬁ‘p*ﬁm& uﬁ‘ﬁ%‘ap'

Fig. 18 shows a case in which the confidentiality/integrity

10 processing unit 40 is implemented inside FPGA, IC or LSI. Namely, the
confidentiality /integrity processing unit 40 can be implemented by the
hardware. Further, the confidentiality/integrity processing unit 40 can be
also implemented by a print circuit board, which is not shown in the figure.

Fig. 19 shows a case in which the confidentiality/integrity

15  processing unit 40 is implemented by the software.

The confidentiality /integrity processing unit 40 can be implemented
by a cipher program 47. The cipher program 47 is stored in a ROM {Read
Only Memory) 42 (an example of storage). The cipher program 47 can be
stored in a RAM (Random Access Memory) or another storage such as a

20 flexible disk or a fixed disk. Further, the cipher program 47 can be
downloaded from a server computer. The cipher program 47 is functioned
as a subroutine. The cipher program 47 is called for subroutine execution
from an application program 46 stored in the RAM 45 as a subroutine call.
In another way, the cipher program 47 can be activated by generation of an

25 interrupt received at an interrupt control unit 43. A memory 55 can be a



client conputers or a base station or a line control unit whi &huna2004
collect 10 and distribute data fromto many cellul ar phones. In the above
exanpl e, the radi o communication contggl unit 20 and the
confidentiality/integrity processing unit 40 are connected with the
parallel interface through the bus, however, the serial interface can be
used for connecting the radi o communication control unit 20 and the 15
confidentiality/ integrity processing unit 40. Further, in the above

o boosel ronttst £rg 5P EhS clibibaddn BROgT 4EPMA PP Hicr ekl L
unit 40 ﬁfeg)ar%gg%ﬁgte% Cl}(\ﬂg%l%a}rﬁ% &8t @i_ I nterface, however, the parallel

i nterface use ocesSsi'ngat a higher speed instead of the

serial interfagg, ILn case of Figs. 9 and 10, the confidenlal

processi ng uni tcﬁgﬁggissho“ﬁsr GG sﬁoﬁeca?lﬁﬁg ?B%F}F%éeﬁtﬁ’%g??@/ %Jﬁtat%W‘? y
processin nit. 40, _howeve the. confidentiali pracessing unit.460 can
be provi o"g@ﬁ“icﬁﬁil&ﬁ‘eﬁa%ﬂfﬁw 4? o‘?zrg'}cﬂ?e 18 cotﬂﬁ?@élnppalhi){? yr/a%f%t@é‘rr“?‘wuﬁtbq,rbssi ng
uni t 40, anqrﬁhe.ﬁﬁﬂfidentiality processing unit 460 can be pl aced between
the t&r miFCATHAHhAt- 10 and the 25 radio comunication unit 30. 8 June

2004 37 Industrjal Appligability As ntioned ahoye, this inplenentation
embodi ment enat;lll}bf's a@ﬁﬁ?ﬁ%n??‘%ﬂw/‘{grﬁ%r ths ‘E}Pg‘ﬁ’és@ioﬂ'@mpn Hapsing or
upper layers so that 5 confidentiality processing is not performed in

| ayer 1, RFEMEEIeonakisgki anpassloralue dVe @laiptssiclatadMny apgsephgrigkt

confidentiality/integrity processing based on data kinds. For_exanpl e,'

only confdaiari alhe ¢ipfiesceegrag 45 ipentothedesrit e initial value IV, an
 the plaintext data M and returns the ciphertext data C. If the cipher

10  program 47 and the decryption program are the same, the cipher program
47 is called using parameters of the key K, the initial value IV, the ciphertext
data C, and the plaintext data M.
Further, the cipher program 47 can be implemented by a digital
signal processor and a program read and executed by the digital signal
15 processor, though which is not shown in the figure. Namely, the cipher
program 47 can be implemented by combination of the hardware and the
software.
The above explanation referring to Figs. 18, 19, and 20 applies to the
encryption, however, the decryption can be implemented in the same way.
20 The encryption system or the decryption system can be installed to
an electronic devices. The system can be installed in all kinds of electronic
devices, for example, a personal computer, facsimile machine, a cellular
phone, a video camera, a digital camera, or a TV camera. In particular, the
feature of the embodiment can be accomplished effectively when the data

25 from multiple channels is encrypted/decrypted. Or the implementation of



transparent data, and both the confidentiality processing and & heeiadi0dgrity
10 processing are perforned on the non-transparent data. In another way, it
beconmes possible to select to perform3ér not the confidentiality processing
and the integrity processing in case of processing the non-transparent

data. Further, according to the above enbodi nent, nultiple confidentiality
processing units and multiple integrity processing units are provi ded

inside 15 the confidentiality/ integrity processing unit according to the

number oftheCOaBRRIMeR! c%ﬂ%@gﬁéwve% Page G2l £RANSIHE0EG SheREat 2

processi ng by e sinu aneous para processi ng. d ai ns

For' | nput e g a ieerS RN SR 100 riﬁ‘ﬁ%rnﬁ%qum %?%pu SE
dat a mp%ln andat'rme H‘%}{QC@@E E‘S&{@%&i urﬂlt,r cesslNg?n ﬁ tgﬁléa based

on protoco out pu conf i entlaglty/
Communt c At bRP g desYRHb ke oré‘m‘}eﬁéﬁbﬁ"ﬁ e38n é’a%ffgmeﬁﬁpeﬁ%ﬁ%%? Che
gﬁtﬁe f,goﬁééﬂ %hghhg%”dg ggﬁﬁ g%%e&@d ﬁgﬁé’ /aeﬁpgaFﬂfjggrgﬁ%%5|ng on
E:g(ramgﬁ}[ 2;%&8&?7} Uttllg d® ggﬁg?dﬁ%“‘g% ; Ssglg‘fr%%ﬁe‘y]ﬁfetc%dtrear npAfti ng,
Cont ol (AFSPIES ficPBFYRLIAG SERPIERBR 12 145 AEORE cBRPPR APk o8 RN 1
| nput s th%f ctive when applied to a server computer which has to support many

client computers or a base station or a line control unit which has to collect

10  and distribute data from/to many cellular phones.

In the above example, the radio communication control unit 20 and
the confidentiality/integrity processing unit 40 are connected with the
parallel interface f.hrough the bus, however, the serial interface can be used
for connecting the radio communication control unit 20 and the

15 confidentiality/integrity processing unit 40. Further, in the above
explanation, the terminal IF unit 10 and the confidentiality/integrity
processing unit 40, the 30 and the confidentiality/integrity processing unit
40 are connected with the serial interface, however, tile parallel interface
can be used for processing at a higher speed instead of the serial interface.

20 In case of Figs. 9 and 10, the confidentiality processing unit 460 is
provided inside the confidentiality /integrity processing unit 40, however, the
confidentiality processing unit 460 can be provided independently from the
cénﬁdentiality/ integrity processing unit 40, and the confidentiality

processing unit 460 can be placed between the terminal IF unit 10 and the

25 radio communication unit 30.



control signal fromthe radio comunication control unit and $eluetd0dél y
inputs the data fromthe termnal interface unit based on the control

signal input, wherein the confidenti&Fity/integrity processing unit
perfornms 20 confidentiality processing on the data input and outputs the
data whi ch has been perfornmed confidentiality processing to the radio
comuni cation unit, wherein the termnal interface unit outputs
transparent data and non-transparent data, wherein the radi o comunication
control unit inputs the non- 25 transparent data fromthe term na

interface unit, nakes the 8 June 2004 39 confidentiality/integrity

pr ocessi i atdde non-transparent data based on protocol,
MBI AaRld

wherein e radi o ‘comruni tation control unit controls the transparent data

to be transferred LEOMANE LEOVE "B %ﬁl@@gﬁ%ﬁ@& éxﬂphﬁﬁneétf *i epable

confidentiality/integrity processing uni pertormthe con |Sé1Iity

. oin i £ falitv/ . . Tt
Connect e PoteFHER e rEr bRk b IBFET2 b, TRBER AP 1% e er  ace.
to | . . th -t dat a, d.10 wherein th

50 75 R R, BHSULNS, RO RRSRA B0A R, (ANEAQ MsAEL D N
from t ho ROSFIHRAP HAEEFYEE dPEnFeoaiy CbAnBbReRR R HeSerbaREoRomith cat| on
unitvﬁt%erial interface so as to output the transparent data to the

radi o comfthfl @k s KiRds:

For example, only confidentiality processing is performed on the
transparent data, and both the confidentiality processing and the integrity
10  processing are performed on the non-transparent data. In another way, it
becomes possible to select to perform or not the confidentiality processing

and the integrity processing in case of processing the non-transparent data.
Further, according to the above embodiment, multiple confidentiality
processing units and multiple integrity processing units are provided inside
15 the confidentiality/integrity processing unit according to the number of
channels or the amount of the data, enabling high speed data processing by

the simultaneous parallel processing.



15 2. The radi o comruni cation apparatus of claim1, wherein th&June2004
confidentiality/ integrity processing unit further includes: a
confidentiality processing unit including an encrypting unit for

encrypting the data input; and 20 an i,gtegrity processing unit having a
message aut hentication code appending unit for appending a nessage

aut hentication code to the data input. 3. The radi o comuni cation
apparatus of claim2, wherein the 25 confidentiality/ integrity processing
unit includes nultiple encrypting units. 8 June 2004 40 4. The radio
communi caClagmsappar atus of claim 2, wherein the confidentiality/ integrity
processing unit includes nultiple nessage authentication code appendi ng
units. 5 hH. The radibcobemumidatiin apparpas abitfporifing! ai m 2, wherein the
confidentiality processing unit and the integrity processing unit formone
nodul e whi ch i rptérmihhkinterfacotindti fgnahpaitthg detagdat a from t he radi o

communi cation control unit, and the nodule perforns at | east one of the 10
confidenti al i tya padicessiimyureaoatiom eohirtodgiriit Yorpimmatiagniheodatshinpelet lay i nput
based on the control signal input. 6. A radio comunicati on appar at us

conpr Psi rifye ermaniloinderface uedt, ifon processing the deita ibeged neh geotdol, aandig dat a;
15 a radi o comuni cation control unit for inputting data denodul ated by

t he radi CulpHkiAg Eae detasunit, processing the data based on protocol,

a confidentiality/integrity processing unit for inputting a control
signal and data from the radio communication control unit, performing at
least one of encryption of the data as confidentiality processing and

10  generation of a message authentication code for detecting tampered data as
integrify processing on the data input, and outputting the data processed to
the radio communication control unit; and

a radio communication unit for inputting, modulating, and sending
the data output from the radio communication control unit,

15 wherein the confidentiality/integrity processing unit inputs the
control signal from the radio communication control unit and selectively
inputs the data from the terminal interface unit based on the control signal
input,

wherein the confidentiality/integrity processing unit performs

20 confidentiality processing on the data input and outputs the data which has
been performed confidentiality proceésing to the radio communication unit,

wherein the terminal interface unit outputs transparent data and
non-transparent data,

wherein the radio communication control unit inputs the non-

25 transparent data from the terminal interface unit, makes the



and outputting the data processed; a confidentiality/ integrit&§Jyrof¥dsing
unit for inputting a control signal and the data fromthe radio

comuni cation control unit, based on the 20 control signal input
per-form ng at |east one of confidenti@lity processing of decryping the
data and integrity processing of detecting tanpered data, and outputting
the data processed to the radi o communi cation control unit; a term nal
interface unit for inputting the data processed fromthe radio

comuni cation control unit and outputting the data, 8 June 2004 41 wherein
the conficrridenitialiyy /intepgityt yroeessiagsung pricess nhet Sohfeansrtndldash gnal
fromthe radio conmunication control unit and selectively inputs the data
from t he bastidoore pastvnolat i on unit based on the control signal input, 5
wherein the confidentiality/integrity processing unit perforns the
confidenti al i t ywhereatedbe ngadiv t bemdatmicetipnt amdrautymits dobérodat ahe
processed to the termnal interface unit, wherein the radi o communi cation
unit out puasspacenst platertc Yattaamsfdrredofrotr dns garmeirtal daterfadkOunfieteithe t he
data communi cation control unit inputs the non- transparent data fromthe
r adi o Sconeapiidsatieby lintagritynd pregessingheundortbi dqemforal i the  confetpnitiality
processing unit process the non-transparent data based on protocol,
wher ei n tPRECEHHNS, comruni cation control unit controls the 15 transparent
data to be transferred fromthe radi o conmunication unit to the

confi denti al i t yPiefedythe ropfidentislityg interrity proeassirminteiscommagéed ital i ty
the radio communication control unit with parallel interface, so as to input
and output the non-transparent data, and
10 wherein the confidentiality/integrity processing unit is connected to
the terminal interface unit with serial interface so as to input the
transparent data from the terminal interface unit, and connected to the
radio communication unit with serial interface so as to output the

transparent data to the radio communication unit.

15
2. The radio communication apparatus of claim 1, wherein the
confidentiality /integrity processing unit further includes:
a confidentiality processing unit including an encrypting unit for
encrypting the data input; and
20 an integrity processing unit having a message authentication code

appending unit for appending a message authentication code to the data

input.

3. The radio communication apparatus of claim 2, wherein the

25 confidentiality/integrity processing unit includes multiple encrypting units.



processi ng, wherein the confidentiality/ integrity processing &hinge 2084
connected to the radi o communication control unit wth a parallel
interface so as to input 20 and output the non-transparent data, and
wherein the confidentiality/ integritygprocessing unit is connected to the
termnal interface unit with a serial interface so as to output the
transparent data to the termnal interface unit, and connected to the radio
comuni cation unit with a serial interface so as to input the transparent
25 data fromthe radi o communication unit. 8 June 2004 42 7. The radio
communi cati on apparatus of claim®6, wherein the confidentiality/integrity
processing unit includes: a confidentiality processing unit having a
decrypti g uni tTHeorradio deemppaipicgtiohe appasatuspuf; ckith a2, iwlhergin t the
processing unit having an integrity verification: unit for verifying an

i nt egri t ycosfidendialitt/Antegpily uRiosgssingesvtie inalhdes i caultiplecotessaghpended
to the data_input. 10 8 The radi o communi cation apparatus of claim7,
wherein ﬁﬂéhﬁégﬁﬁﬂﬁ@ﬁ@ﬁaﬁpp?néﬁﬁt@ggﬁng unit includes nultiple decrypting
units. 9. The radi o communi cation apparatus of claim7, wherein the
integPity processing unit includes nmultiple integrity verification units.

15 10. T radi_g co ni cati on apparatus of claim 7, wherein the
conf i dent?-al i tﬁﬁrorggg%iﬁ‘&nmlﬁméﬁﬂnt REPRFASr iAfy CHHBL e4si HCLSHE t thor m one

modul e thioC 1&6?}%‘5}1%7 tp?gcecs%lq{gg %Imts Lagga‘lrlqearﬁgtetgrr'}%y %?‘E)gesrsrigg li[nqi? f(grargi c())ne
module which inputs the control signal and the data from the radio
commurnication control unit, and the module performs at least one of the

10 confidentiality processing and the integrity processing on the data input

based on the control signal input.

6. A radio communication apparatus comprising:
a radio communication unit for receiving and demodulating data;

15 a radio communication control unit for inputting data demodulated
by the radio communication unit, processing the data based on protocol,
and outputting the data processed;

a confidentiality/integrity processing unit for inputting a control
signal and the data from the radio communication control unit, based on the

20  control signal input performing at least one of confidentiality processing of
decryping the data and integrity processing of detecting tampered data, and
outputting the data processed to the radio communication control unit;

a terminal interface unit for inputting the data processed from the

radio communication control wunit and outputting the data,



communi cation control unit, and wherein the nodul e, based on théuned®dol 20
signal input, perforns at |east one of processes of the confidentiality
processing unit and the integrity processing unit on the data input. 11.
The radi o communi cati on appar at us of aim2, wherein the confidentiality
processing unit and the integrity processing unit enploy the 25 sane
encryption algorithm 8 June 2004 43 12. The radi o communi cati on appar at us
of claim?7, wherein the confidentiality processing unit and the integrity
processing unit enploy the sanme encryption algorithm 5 13. The radio

communi cati on appaesi Utheofcoplideftidlityietegtity t PRoceSREL IRt inpitaPPae at us is
a cellular phone. 14. The radi o communi cati on apparatus of claim6, wherein
t he radi contmwinsighahtionn thepeadid usorhfmmicalidnl ntpdlongit 40d 1selediiely adi o

comuni cati on apparatus of claim 1, wherein the radio comunication
appar at usnpata thadladasframmi tre fradics ecdinmghicationviiniy bkadeal ohotHe eonm&ohobi | e
station. 15 16. The radi o communication apparatus of claim®6, wherein the
radi o congnaliipatit,on apparatus is a radio station for sending/ receiving
data to/froma nobile station. 17. The radi o comunication apparatus of
cl ai P15, wher evherehe thadeenfiiendiadity Gntégrityi premessihgaubils petfoamsc ey er
station and a radio network controller. 18. The radi o communi cation
appar at usosfidentipiiyiprooghsing on. tire datalinpwh and ewtpetsethendataopracebseck
transceiver_station and a radio network controller.

to the terminal interface unit,

wherein the radio communication unit outputs transparent data and

non-transparent data, -

10 ' wherein the data communication control unit inputs the non-
transparent data from the radio communication unit and makes the
confidentiality /integrity processing unit process the non-transparent data
based on protocol,

wherein the radio communication control unit controls the

15 transparent data to be transferred from the radio communication unit to the
confidentiality /integrity processing unit to perform the confidentiality
processing,

wherein the confidentiality/integrity processing unit is connected to
the radio communication control unit with a parallel interface so as to input

20  and output the non-transparent data, and

wherein the confidentiality/integrity processing unit is connected to
the terminal interface unit with a serial interface so as to output the
transparent data to the terminal interface unit, and connected to the radio

communication unit with a serial interface so as to input the transparent

25 data from the radio communication unit.



Abstract The present invention ains to provide a nobile statiQﬁPWﬁ@§P4100
whi ch can performconfidentiality processing and integrity processing on
data | ayer 2 or upper. A confidentialLﬁyllntegrlty processing unit 40 is
provi ded anmong a termnal |IF unit 10 radi o comuni cation control unit
20, and a radi o conmunication unit 30. The confidentiality/integrity
processing unit 40 perforns only the confidentiality processing on
transparent data such as speech data transferred between the termnal IF
unit 10 and the radio communication unit 30. The confidentiality/integrity
processing unit 40 performs the confidentiality processing or/and t he

t t r ans e t radi o
comont caf} on_ oot 18 ﬂﬁ&?%@%@%ﬁ%%%%ﬁ?ﬁ o6 | Phetelr ‘g
sel ect | vebon R QI hiGri9irbleihR Lik¥iRhag&es ng or the Integrity

processing on th ata of " l"ayer 2 upper output fromthe radio

conmuni cati on ugi Eonﬁ@erﬁ:i’eﬁﬁ? PRoddigidat @nki Bgvmg a decrypting unit for

5 decrypting the data input; and
an integrity processing unit having an integrity verification unit for
verifying an integrity of the data input using a message authentication code

appended to the data input.

i0 8. The radio communication apparatus of claim 7, wherein the

confidentiality processing unit includes multiple decrypting units.

9. The radio communication apparatus of claim 7, wherein the integrity
processing unit includes multiple integrity verification units.
15
10. The radio communication apparatus of claim 7, wherein the
confidentiality processing unit and the integrity processing unit form one
module which inputs the control signal and the data from the radio
communication control unit, and wherein the module, based on the control
20 signal input, performs at least one of précesses of the confidentiality

processing unit and the integrity processing unit on the data input.

11. The radio communication apparatus of claim 2, wherein the
confidentiality processing unit and the integrity processing unit employ the

25 same encryption algorithm.
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12. The radio communication apparatus of claim 7, wherein the
confidentiality processing unit and the integrity processing unit employ the

same encryption algorithm.

13. The radio communication apparatus of claim 1, wherein the

communication apparatus is a cellular phone.

14. The radio communication apparatus of claim 6, wherein the radio

communication apparatus is a cellular phone.

15. The radio communication apparatus of claim 1, wherein the radio
communication apparatus is a radio station for sending/receiving data

to/from a mobile station.

16. The radio communication apparatus of claim 6, wherein the radio
communication apparatus is a radio station for sending/receiving data

to/from a mobile station,

17. The radio communication apparatus of claim 15, wherein the radio

station is either of a base transceiver station and a radio network controller.

18. The radio communication apparatus of claim 16, wherein the radio

station is either of a base transceiver station and a radio network controlier.





