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SYSTEM AND METHOD FOR DETECTING DATA ANOMALIES BY ANALYSING 

MORPHOLOGIES OF KNOWN AND/OR UNKNOWN CYBERSECURITY THREATS 

Abstract  

This document describes a system and method for detecting anomalous data files and 

preventing detected anomalous data files from being stored in a data storage.  In particular, 

the system and method detects anomalous data files by dividing each data file into blocks of 

data whereby entropy values are obtained for each block of data and this information is collated 

and subsequently used in a machine learning model to ascertain the security level of the data 

file. 
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