PROBABILISTIC ENCRYPTION METHOD FOR QUERYING DATABASE FIELD OF THE INVENTION
[0001]The present invention relates to a new probabilistic encryption method, particularly used in querying
a database. BACKGROUND [0002]Information Technology (IT) outsourcing, including cloud computing
and database as-apgenies 10ffSta MaRCRIMANIBAEMIka-RIDFNSRARR /YRRy sghildy to provision
resources accordingly to usage demand, and economies of scale. Nevertheless, adoption has been
slowed by persistent concerns over control and protection of data, as well as conflicting legislative
frameworks (e=¢£ LDSOPatHa: IWVEZESISUISNEU Data Protection Art). [0003]A method of preserving data
privacy is by applying a deterministic encryption scheme to the data record values (or keys) before storing
them in the un-trusted or "outsourced" servers, and applying the same deterministic encryption scheme to
the query valu€8Méfore sehingriieth fronntie akétesmiachinesytorthbabiithgsiagsenpargndthedefore the
un-trusted serygfR QMK SR&IthERAGHPIeG datrdecord values and encrypted query values and never see
the actual data record values or actual query values. Since any query value always produces the same
encrypted query value, the server can determine whether a query value matches a data record value from
their encrypteg AgiKeR GlowBver, this method of preserving data privacy is not secure. For example, it
allows other parties to deduce whether two query values are the same, and whether two data record
values are the same. [0004]Concerns over data control and protection may be mitigated if a probabilistic
encryption scheé®fzlis appliedoranttion diechaotagy vallieDeineltpiegy raludndefions tiseypative th client's

'machi.nes', so mukinle @&Wi@&sﬁ&B%ﬁﬂW%&éﬂt%@l}'&% @Hﬁ'ifc@ﬁ Eifkhy %ﬁa\sﬁtwesaﬁh@ q[gject of the
invention is thus to provide a solution that overcomes the above disadvantages or at ieast provide a new

method for qUERNITPA SEseRSeASLE 8l (PobsastidrmBRnARToFccseMR AR Ye8lE INGERIFleSN
[0005]Accordingppeidn fiestiaspetivaldbe ponaintiaroacsiathod famgoenyinpradatabetetq fetuen & data

record based on, g qhiery.Is. igscribedwiere e query 3 &.queny. yalus and e data oord has  data
record value. The method comprises the's p'§'o ‘cOMpOosing a compaosite group(havmg a first subgroup, a
second subgroup and a third subgroup, each subgroup having a plurality of elements, and generating a

public key. Thegngthod furleraRMBHSRS HRESIARS BHPACHNUC%ARRREY Bled HRITEGRIG MRlHe DY

mapping the data record value to a first element of the first subgroup and mapping a first random factor to
an element ofthE8econdhsutiffotiis optotiltfig (Gh KResypelareuetyiNal s By thdpping tHEEh e value to a
second elemenrfugbtiiectirsisubgrodp asdyngppinsmscanshirasndomdapiamteaseiement qhéhe third

subgroup a“%ﬁréé’%@é}% a.matehing aperation on (e ¢ Qﬁ%%et‘l}ed%ﬁ%% rdyalue fﬁ‘e‘%' ihe epcrypted
guery value. The matching oper%tlon comprises the S eps of performing a mathemniatica operaﬁon on the
encrypted datanreoetd vatueaadthecethergpiontqldrjavaived reinoving therlgpdemcof thduseennd

subgroup from e enciypied daiaiecald alies FLRAING IS elamerinlhaiiid-suheromR {iam the

encrypted query value to obtain a function which contains a random multiple of the difference between the
data record vaRREUERY e QUEr§IFRYRE dUIRE thelfu e RaySiotie At WRE NV IE gLt TEEs ik aue is equal
to the query valuehiss theatunetinn vand i meg herdata ko However, this method of preserving

data privacy is not secure. For example, it allows other parties to deduce whether two query

values are the same, and whether two data record values are the same.

[0004] Concerns over data control and protection may be mitigated if a probabilistic
encryption scheme is applied to the data record values and query values before they leave the
client’s machines, so multiple encryptions of one value can produce different encrypted values.
The object of the invention is thus to provide a solution that overcomes the above
disadvantages or at least provide a new method for querying a database based on probabilistic

encryption.



[0006]In another embodiment, the step of composing a composite group having a first subgroup, a
second subgroup and a third subgroup further comprises composing a bilinear mapping on the composite
group and the step of performing a mathematical operation on the encrypted data record value and the
encrypted queiy vAUSoR DR ISeIENPPIYIRG bilinear mapping on the encrypted data record value and the
encrypted query value. [0007]In another embodiment, the step of producing an encrypted data record
value by mapping the data record value to a first element of the first subgroup and mapping a first random
factor to an elgo@tit of the Secodicsubgfostpgem pfigesithenstepa okeodriptingihegdadataboerd value as
an exponent in.iic firgt elementof he first subgroup, snarypting fhe, first random factar s gnyexponent in
the element of the secon su{)group, andcinulbfipﬁylng the first element of the Tirst ajbgroup and the
element of theldfecerdsifsgrdup terpibeite the ardhypundasasrdestary Ao MBO0R] Fcanptée
embodiment, hg.pteR AfePl PHUGRNG AR S ATMRARAS YaliieaRYi PRI H el @ﬁ)ffg\féﬁ;&%!\%ﬁgseco”d

element of the first subgroup and mapping a second random factor to an element of the third subgroup
comprises the* S8t il sty e S5UERIDaR BURE G ex PR e e OmPErstBRESPIOE first
subgroup, engriydiitigghe seagpadalndortdatiamhasbameypogaht it the:etemmenicobthdithikdeswdagroup, and
multiplying the,sgeqnd, element f.dhe, sk sugtoun and fhe.element.ale iirc. suboraup fo,produce the
encrypted query value. TB STRccorglerd) {o°a secon aspect of the invention, a method I%rgqu rying a
database to retgycinigesninteryalcdasisdyor B be pappiestribeswhetectreaisspphalsmaguefythalue and
the key 'nterV%kﬁ%%@g?cﬁBCJ?ﬁrrﬁ@f%ﬁﬁst@c&ﬁy ﬂeﬁ{@&}@lﬂ%g%-éﬁ@eﬂl@ﬁh@ﬁtﬁ@%ﬂﬂ%@ﬁéﬂﬁlﬁfﬁ% of

urali

partitioning the database into a p y of key intervals and composing a composite group having a first
subgroup, a sBEHA Sy BURP4HACATRI A S IO OB ERIEH SHBGRERHT HaVMErd PIEIARY RIFS@tants. The
method furthevatamprisesidiengteps Diogenaipting Adpitbhic gy aneh producinganiencsyatedkey interval
value for eachof the.pluralty of key niervals, by manbing,the.anchor valus. 1o a fiselement gt the firs
subgroup and mappi % a first random actorc%o &n eleent of the second Su éroup. The method further
comprises thesstepd sybgerverdtimg hokreaiicof ddditionsd qakiy vahwembabediomehe efudeythatlie and a
query counterﬁt@&%%ﬁ%@@&@gﬂ@@aaaé)_d@m@@otwsﬁy intervablengtin andmirducingan encrypted

guery value for the query value and each additional que(rg value by mapping the query value and the
query counter'ty!HreeHH diEiTertcddre s dbsgrsty hreithaphitg aeecbcrantsmifaitblito an
element of theéhird stdagroumangyestorrmiog adnatehingopserakioquey eachk endiymeditkey iterval value
and on each encrlyl?te%lglder vaIu(F. The matching operation comprises the steps of performing a

. retu atg record. . .
mathematical operaIben o the encrypted key interval value and the encrypted query value, removing the
element of the second subgroup from the encrypted key interval value, removing the element of the third
subgroup fromeifg EnCrypted.auRRy valiRHARRR fHoIctiR dhich ORIz LR RIIRBUtRLe of the

difference between the query value, the query counter and the anchor value, using the public key to
identify when tHRSE N Gr SPSRTY iBEIRAPIaNthe dhffdreREBRIBEITHSERRIESS AMROSHE thEIEIRY counter

in the functionmagidnietimegdhpdkey ntanyahd QRLOHN smeitehenbotimeiaibs siRpabecomprsing a
composite group ha,[\éw% first s%bgg?uup, a.second suBl%eq c()ﬁtlJ‘tPﬁand third subgrou {u.rth r. omlprises
an

composing a Bilmear ma%%iﬁ%c%rn the ceor%ngosiee %%réf Igs‘fgpl)l of Brenll?g?rﬁina BMathematical

operation on thmeppimg ypttd keyniptehdalanzheedandithameé foryptedgdapevalaecomprises applying bilinear
mapping on the encrypted key interval value and the encrypted query value. [0011]In another

embodiment, the key interval further comprises a lower value and an
[0007] In another embodiment, the step of producing an encrypted data record value

by mapping the data record value to a first element of the first subgroup and mapping a first
random factor to an element of the second subgroup comprises the steps of encrypting the data
record value as an exponent in the first element of the first subgroup, encrypting the first
random factor as an exponent in the element of the second subgroup, and multiplying the first
element of the first subgroup and the element of the second subgroup to produce the encrypted

data record value.



upper value. [0012]In another embodiment, the anchor value is the lower value and the step of generating
a plurality of additional query values based on the query value and a query counter comprises the step of
generating a plurality of additional query values by subtracting the query counter from the query value.
[0013]In anothgs@nbodiment fhganchaidvalie isthadppepnatienans the-sisRPEaaneratigg plurality of
additional query values based on the query value and a query counter comprises the step of generating a
plurality of ad§iiBNEE e FRIUEL Sy AadHY e TR 8%&’?1‘?&[”1% PHBG IR VA BAPRI ATRER ding to a
third aspect ofdhdinention, a system iligudiyingtadaiabase ey didkepsddtancegoitkhhsqdeon a query is
described wherg, (ne ey A%, Guspy valusAnd et ecad igs adata (eegivalue. I system
comprises a client machine for generating a public key and composing a dompgglte group, the composite
group having efidemsigbgragpnaseasntisdisgrsuszrmd Galivedsubgioup 2edonkmbgreuperiacimg a plurality
of elements, andRaeVelfardpousing ha dataRast.dher dalahas e o siorodAldRashORGEAsMPted data
record value and the public key, the at least one encrypted data record value produced by mapping the
data record valtf@XdH"first element of the first subgroup and mapping a first random factor to an element
of the second subgroup. Where the client machine produces an encrypted query value by mapping the
guery value tob(ﬁ) %cond elg\r&%n&iof tpoe girgé sotgc‘iggarl(s)u 0 and map \i/g ignseé:ongt ra C%grm 1;§;1()Jctclarr1 fo,an element
of the third subgroup, and sends the encryp(fe qué’ry value to the server. And where the Server performs
a matching opkitabisa tnretieat (sesteierad epgpter adatasesotesvahgd wharehbeatmphes yaeeyvalue by

performing a %'3?59@“@1@' RRE ratiom PR ibe AtiRast ARGENGTY Q%QQ@:@QPE%@JU TR the.gncrypted
guery value, removing the element of the second Slrj(g%roup from the at least one encrypted data record

value, removifgtREsEte e ntiershef tRAGIMBRoils nEiRAHS dRyhiBlgliBryfalkss Ehialh &linction
which containsomparidg i danifiiple gt dbe idifiesentshabyren, theetaia saaaodyadde anid dhiexauery value,

using the public key to identify when the data record value is equal to the query value in the function, and
roturming the A6 FEEBH T e it NN OO TEI e G YR o 8RS Shoup has a
bilinear mappigsgnichthepvidih spvatidairogeraton mbiipfedkenapiomg. Yoot dpreasiothérearhibddiment, for

the at least ong gperyRiRdIdalR Feqrdyaluemine dalrLasordalup is.mannae 1adhe.fitsh glement of the

first subgroup by encrypting the data record value as an exponent in the first element of the first
subgroup, andnﬁi’@lﬂﬁstargrgdﬁﬁ“f%'&kcfﬁ‘iéofn@pﬁéalf@ﬁﬁ Sletertathe beesmy Supgretis by Ehetypting the
first random faciaprasamexppremtdamthitistempintofiyher saanivdsuhgroupn/@08aHa andibefembodiment,
for the encryp;[fgﬂlglaj&{%\a%lelﬁ ’ct(buentgﬂet‘ﬁé \cig'le%? cigunter being dependent on the key interval length, and

producing an encrypted query value for the query value and each additional query value by

mapping the query value and the query counter to a second element of the first subgroup and

mapping a second random factor to an element of the third subgroup, and performing a

matching operation on each encrypted key interval value and on each encrypted query value.

The matching operation comprises the steps of performing a mathematical operation on the

encrypted key interval value and the encrypted query value, removing the element of the

second subgroup from the encrypted key interval value, removing the element of the third

subgroup from the encrypted query value to obtain a function which contains a random

multiple of the difference between the query value, the query counter and the anchor value,

using the public key to identify when the anchor value is equal to the difference between the

query value and the query counter in the function, and returning the key interval.

[0010] In another embodiment, the step of composing a composite group having a first
subgroup, a second subgroup and a third subgroup further comprises composing a bilinear

mapping on the composite group and the step of performing a mathematical operation on the

3



mapped to the second element of the first subgroup by encrypting the query value as an exponent in the
second element of the first subgroup, and the second random factor is mapped to an element of the third
subgroup by encrypting the second random factor as an exponent in the element of the third subgroup.
[0018]Accordigg tahadowth arpeat efithe inyantiQica Siatefor GURNIDS R icRtabaRgo FatHER-a key
interval based on a query is described where the query has a query value and the key interval has an
anchor value R8PA"REY iﬁ‘f‘eﬂ}‘&iy@ﬁ‘éﬁf’?’ Tﬂté@%Yépﬁe@Bﬂﬁyﬁ§8§r§p§éﬂ‘t‘9ﬁ’a¥ﬂm‘?e for generating a public
key and composing a composite group, the composite group having a first subgroup, a second subgroup
and a third su p, each subgraoup havin urality. of elements, and a server for housing the
Gatabase, the Molbbase for SN E SR R RS TR, SRR A e o
least one encHgEdXeg- interval value produced by mapping the anchor value to a first element of the first
subgroup and mapping a first random factor to an element of the second subgroup. Where the client
machine generates a plurality of additional query values based on the query value and aé:!uery counter,

the query coult&eing deBeHdift SN R intRr AR oAU Y Brolitesvali e ARty Pre s ey value for
the query valyemangtiegalp aeditionbd diliesyaV gleyby natpied telguantyatiecand ihpgyenueetnter to a

second element of the first subaroup and m ing a ond random factor to an element of the third
oboreun, anSbAle ek SRR AN TRRRING, B PRI ARCLIR AR EMAN: 2uike |

matching operatioisrdrethéhataesastvelie. encrypted key interval value and each encrypted query value by
performing a mathematical operation on the at least one encrypted key interval value and the encrypted
guery value, removing the element of the second subgroup from the at least one encrypted key interval
value, removikPiré elemeht BRefETSIRY LB RSuFr8RaETe BREHIBE tRRS \iiG e td gﬂﬁeﬁﬁpa"f)f’mction
which containgeadiatfempntitipleidiie diffefence hetwesnde teefyemaluticbedquanreouinias and the

anchor value,c%%iln%Stk%eﬂpeusbtlei:c% yéoeir%grqtifx Qr%gtthgf% i?rn\a{f‘luu% is\(;:- Héasl Bo tglc? diff rence between
the query value ahd the query Sodterin the funct n, and re urniﬂg the ?<ey in ervglu%% e thieht machine.

[0019]In anotlvenmpmbothermistytidusomposite group has a bilinear mapping and the mathematical

operation is bilinear mapping. [0020]Iin another embodiment, the key interval further comprises a lower

value and an upper value. [0021]In another embodiment, the anchor value is the lower value and the
B

client machiné%éfkrates t a5t BRIEHRTBERIG RPVEIIER: By STt A S TSR €4 %56 e from the
query value. [@923]incanothes & pbatlinaniuéheiadehsibvaiibes the yppehvaluguandvihe: clifnthenachine

generates the al“rrae'é%’ﬁf addinona) %‘%&Q’al‘ﬁ%!?ﬁ?e %\/’s?é’dié‘ thr‘?sé’s“ae%&%“nqt%@t%t 2 ey valye.

[0023]Accord|ngato a fitth aspec of the invention, & method for querying a tabase
public key and composing a composite group, the composite group having a first subgroup, a
second subgroup and a third subgroup, each subgroup having a plurality of elements, and a
server for housing the database, the database for storing at least one encrypted data record
value and the public key, the at least one encrypted data record value produced by mapping the
data record value to a first element of the first subgroup and mapping a first random factor to
an element of the second subgroup. Where the client machine produces an encrypted query
value by mapping the query value to a second element of the first subgroup and mapping a
second random factor to an element of the third subgroup, and sends the encrypted query value
to the server. And where the server performs a matching operation on the at least one
encrypted data record value and the encrypted query value by performing a mathematical
operation on the at least one encrypted data record value and the encrypted query value,
removing the element of the second subgroup from the at least one encrypted data record value,
removing the element of the third subgroup from the encrypted query value to obtain a

function which contains a random multiple of the difference between the data record value and



to return a bottom tier key interval based on a query is described where the query has a top query value
and a bottom query value. The method comprises the steps of partitioning the database into a plurality of
top tier key intervals, each top tier key interval having a top anchor value and a top key interval length,
and partitioning.eqaehioRItier e intenyalinteed RURNMPIICHIR ek keYHUSHAlSs el kot tier key
interval having a bottom anchor value and a baottom key interval length. The method further comprises the
steps of compB&EiRg Aotk Bt A5 a5 diiBgrenrd, e BecURY Sshsup and a third subgroup,
each subgroup having a plurality of elements, and generating a public key. The method further comprises
the steps of p ing an encrypted top tier key jnterval value far each of the plurality of top tier key
intervate by mMaSUAlg the (oD TR e e RS BT WO L 100 W
random factormetkefaiicelaprptiof theilsesgonerribgroup, and producing an encrypted bottom tier key
interval value for each of the plurality of bottom tier key intervals by mapping the bottom anchor value to a
second element of the first subgroup and mappi;lﬁc{; a second random factor to a second element of the

second subgrBifi SThe metidiethth&rosdipiebdthdhsiabledt ganenamysd shiratrsret Xadridhal top query
values based @nathedap glierysvalippadnd ehtofirqudsnaauitars thettam grdaepybgasintepneingedeendent on
the top key infera) lengthy andgsneratinaa iuraliy, of addifional.potiom guenvaluss based.on the
bottom query value an ad[%ottompquery counter, the bottom query coufiter eing dependent on the bottom
key interval lefigtpr iF meapnedrodifgtenent ohtivrissssnih subrspepdfypradiping e Errcnpptechtiasteesry value for
the top query yalus g ¢agh eddiional iR Qs YRR RY Mapping the top query value and the top
guery counter to a third element of the first subgroup and mapping a third random factor to a first element
of the third subgroup, and producing an encrypted bottom query value for the bottom query value and
each additiongbdattom query aritherbynhibagipiag, ther battamcapwesy vatue agsdahedaofion gui@eyisounter to a
fourtn elemeny of (b firsf,subgroun and maping:a.fouth randomfacigr o @ sesond element of the third
subgroup. The M&tfod further comprises performing a irst tha ghlngryd)pe tion b1 gach encryﬁted top tier
key interval vakmezad ioribeachoed clyptad @b the GestysvedueupT hedfihst sevatchinedopefrationsooapprides the
steps of perfopming 2 RAtiematina CRIRUBH Pels RREMRIGH IAR HaakE RS YahyalR andithe
encrypted top query value, and removing the first element of the second subgroup from the encrypted top
tier key intervatS/afieent REthedhktdrsFRY ®peration further comprises removing the first element of the
third subgroup from the encrypted top query value to obtain a first function which contains a random
multiple of the difference between the to ery value, the top query counter and the to chor value,
and 15ing e LT Key At o BT L EB e A T o S SIS el to
the differencetbetivern kiog tojorgridrysvdiueamethes tdpaived vdountbe igntne st faretion!ukrmdnethod
further compriges. e Lem PhRSHOIPIAG S ARSHIC AR AREIAOMRNAIGH ENRRYRISY bptigm tier key

interval value in the matched top tier key interval and on each encrypted bottom query value. The second
matching opefat3inEdhs HTaeing %t@ﬁg{%f‘@éﬁb@r?ﬁﬁ@’%%ﬂw%’@ﬁéﬁ? SFRIALIBR GRS IENEHRed bottom
tier key intervahvialge @ns HieLoeyptectbaltomgog ava uehisnduamayingthessegons Rliement of the
second subgroHlEg {rtom fIhle enc%rygtﬁd botto ti?{ key i tter a%l t\)/aluc%h Tg% %ecopd rpaichitﬂcg ou% ration
further compri‘%esar1 OO\ﬁr?én &'second element o ird %uaga*roﬁ’p rom the resn(tj:rrlf/lﬁte Bottom query
value to obtaikey se¢enhtdtimuomaithl ontainyd rahdothernulitileond thergiffaracazetaleahithe bottom
query value, te, ARUQTR, AHEN RO WESHaY IR ORIEMANFINLY B Feand usm e RURlGfRY 1p identiy

when the bottom anchor value Is equal to the difference between the bottom query value and the bottom
query counterfiFrtFRIYBGALFD Hfd AleaTat Rt thhtgapb HBEOHP 1 BRES eteligal moeiagscesititg to a sixth
aspect of the inyrRAIAN o2 SUEIRMLIQLEHYENING BasididnakEe Jacietuiahatioicieckayrdnide/gldased on a
query is describedt WEere tJ1e quer ha&E akt(a)‘(p que%lvall%ﬁ:- and a hottom uer%\t/ ue. Thels%Iem
comprises a crient machmetst geenné)fla irelg % bIbBWc §§%mf %o%%ouéﬁ?ﬁ% ¢ot Boesn%u %%ﬁap? hgrcomposite
group having tfirgtesybghoupnd sebondisuing roupyarad e thircaiggchp qgeachvsiisgrodiphhamiery a plurality
of elements. TheRusig JUSREL KA ISER A RS VRE AR HOHS TG R fatahBRe e driaRAs R DEIng

partitioned into a pIuraIit?; of top tier key intervals, each top tier key interval having a top anchor value and
1

a top key inte RIgiNRah GlHISBITa AR PEMARhEaIn 3D SREFARIGIASHHERTEE? Kisyshtsivard wher bottom tier

key interval hayingracbptigpmans handralse, padiRboktanm keyditervanengis Ihedatahasa staies the
public key and at least one encr ptef top tier %e interval vglue an? at least one encrypted bottom tier key

interval value SHefATHBIET I9MEY oHE Encry PTEA B Fidh REPTRERGA] VRUTBUL pPBalicedt B aBSing the top
anchor value to a first element of the first subgroup and mapping a first random factor to a first element of
the second subgroup, and the at least one encryptedEbottom tier key interval value is produced by
mapping the bottom anchor value to a second element of the first subgroup and mapping a second
random factor to a second element of the second subgroup. Where the client machine generates a
plurality of additional top query values based on the top query value and a top query counter, and a



[0027]Figure 1 is a flow chart illustrating an exemplary method for querying a database with probabilistic
encryption. [0028]Figure 2 is a flow chart illustrating an exemplary query method for querying a database
with probabilistic encryption, and where the database being queried has a key interval indexing structure.

[0029]Exemplaysypra-lkytingambediments Bt the Rise fueRPIsRIORMl RMRe dareribed math
references to the above-mentioned figures. DETAILED DESCRIPTION [0030]In the specification herein,

a query is an TSBRIEHRAFSERIER DS AT 7S Q2G5S A ety SR DS BRaniPIRe hetietertdd

data

records of all emplitdeesbpoapeatimatharncapadlanyeofl SS8RO000R1AIA 0 ierytibassigheyhuatdeaand in this
illustration, the guery value is 200, . A data record is data that is,stored in a database. In this
ragHOIerﬁalél ele Oﬁgle 91 erenceabetwegn Qle qélery Vﬁrl]l?:ﬁsl‘ﬁe(}”’e% counte an(? ?‘le ancho

illustration, a data record can have the employee’s name: “Jo e num

er of ye

ars the

employee hasvbenusins the cohlisaksy teoremdithehemtheyeskoanilig sakayel"S$EgoddboenThe data
record has a qRig dacad jRve hkerdand JRethisdibstration, fhe e HRcREGYRakIgiSIR0 P800
[0031]Figure 1 shows a method for querying a database with probabilistic encryption, in accordance with
a preferred erfbBaifieN: BB nvention. [0032]Referring to step 101 in figure 1, a composite group G
with bilinear mapping e: G x G -> GT is composed. The composite group G consists of a first subgroup

G1 with order@i}g@ secon(il sub rgycggﬁgd\{vniltgnprgl%rc%gﬂgg)ggenagyéi%i ﬁa%bg%qﬂgeg%Bm\gith ordg(r1 ngé .e.G=G]

XG2XG3.G a genePa?gr gal, as a geherator has a generato

3. Th

e key domain of

the data recorasthsiflatispl prcradm isdibanbaprinig. numbers where This larger than U - L. Under the
group law of G, any two elements a and b of G can be combined to form another element wb in G.

[0020] In another embodiment, the key interval further comprises a lower value and an

upper value.

[0021] In another embodiment, the anchor value is the lower value and the client

machine generates the plurality of additional query values by subtracting the query counter

from the query value.

[0022] In another embodiment, the anchor value is the upper value and the client

machine generates the plurality of additional query values by adding the query counter to the

query value.

[0023] According to a fifth aspect of the invention, a method for querying a database

to return a bottom tier key interval based on a query is described where the query has a top

query value and a bottom query value. The method comprises the steps of partitioning the

database into a plurality of top tier key intervals, each top tier key interval having a top anchor

value and a top key interval length, and partitioning each top tier key interval into a plurality

of bottom tier key intervals, each bottom tier key interval having a bottom anchor value and a

bottom key interval length. The method further comprises the steps of composing a composite

group having a first subgroup, a second subgroup and a third subgroup, each subgroup having

a plurality of elements, and generating a public key. The method further comprises the steps of

producing an encrypted top tier key interval value for each of the plurality of top tier key

intervals by mapping the top anchor value to a first element of the first subgroup and mapping

a first random factor to a first element of the second subgroup, and producing an encrypted

6



[0033]The first subgroup G1 has a plurality of elements and gi is the generator i.e. G] =g12, g13, ..., el}
and el = 1. The second subgroup G2 has a plurality of elements and g2 is the generator i.e. G2 = {g2,
022, g23,92p2} and g?2 = 1. The third subgroup G3 has a plurality of elements and g3 is the generator

i.e. G3 = {93, g% 933 %3P Fhane gélﬁéfﬁrﬂeam@légﬁﬁm g oﬁlqmq%ﬂhféw%@wnﬂa?mal number
x andy, e(gix, gig) = e(qi, gtll)0 e(%%x 029) = e(g2, g2)xg, e ng,ﬁgB ) = e(g3, g3)xg, and e(gix, g2g) = 1,
e(gix, g3g) = i}}eegEd%?nbéﬁﬁ 011 VitI§ 3] h SEFL S5 MM RN RRFERGT A BIPRIDRiAITRTE S 92,92)
and e(g3,03) PixlefgRga)e¢gd3sgdndeibiekey Rdsdhanl stogaoun e wreitrod@edise manpfdes8|n step 103,
for a data recqrd with a data record value,/ e ted data C and C' (which under the groyp law of G
ave elements o B L R A A R LR e
any random irftéQrequaryneouaisgeld tqp1guend degnior heiaggapanderhantbg eonirkerantagelfrgihintthen

compute C Where Gtime %%ﬁiiWﬁi@&i&be@l%‘%{ﬁ%ﬂf {ar drshubgr el Gbnduds,anglemment of the
second subgroup G2, g, Is an element of the third subgroup G3. As can be seen in the first encryption

data C, the data 1 URSHFDaREMCTs RaPPEIGURR SRIMERPY S AR ARdAAP I I endB ey data

record value ldscandryptectias thelexponphkes tit-tcpheirprdocihfaiahe? iscthappgdioviiecal@ament g 22 .

More specifically in this case, the rando ctor,c2 is encrypted as the exppnent in g.' . One skilled in the
R R R G R IR EEIRGER fy E

art can appreciate are other ways t a rd value ando can
encrypted in dheeleimeusry[Q0B8ET Hen dondptleanhivietie Oxsy sabaionpens giappiag eldmémnsiothe 1 First

subgroup Gl, g2t kds:an-elament of m@tﬁﬁggﬁggm%H%I@&J&é%@@n%@m&wg%uery value

for the bottom query value and each additional bottom query value by mapping the bottom
query value and the bottom query counter to a fourth element of the first subgroup and
mapping a fourth random factor to a second element of the third subgroup. The method further
comprises performing a first matching operation on each encrypted top tier key interval value
and on each encrypted top query value. The first matching operation comprises the steps of
performing a mathematical operation on the encrypted top tier key interval value and the
encrypted top query value, and removing the first element of the second subgroup from the
encrypted top tier key interval value. The first matching operation further comprises removing
the first element of the third subgroup from the encrypted top query value to obtain a first
function which contains a random multiple of the difference between the top query value, the
top query counter and the top anchor value, and using the public key to identify a matched top
tier key interval when the top anchor value is equal to the difference between the top query
value and the top query counter in the first function. The method further comprises the step of
performing a second matching operation on each encrypted bottom tier key interval value in
the matched top tier key interval and on each encrypted bottom query value. The second
matching operation comprises the steps of performing a mathematical operation on the
encrypted bottom tier key interval value and the encrypted bottom query value, and removing
the second element of the second subgroup from the encrypted bottom tier key interval value.
The second matching operation further comprises removing the second element of the third
subgroup from the encrypted bottom query value to obtain a second function which contains a
random multiple of the difference between the bottom query value, the bottom query counter

and the bottom anchor value, and using the public key to identify when the bottom anchor



third subgroup G3. As can be seen in the second encryption data C', the random factor c] is mapped to
the element gl™' More specifically in this case the random factor c] is encrypted as the exponent in g, C1
The random factor c2 is mapped to the element e2+1) More specifically in this case the random factor c2

is encrypted ag thieiexpenentin gacehrQneskiicthinthieartsa) appresipirtbakiheiadreqther ways the

random factor, Gl and random factor c2 can be encrypted in an element. [0037]The two encrypted data C
and C' are thef B5arRead Bockion e st g s COSRPVEILESUBIEE, C'>. The encrypted data record

value tuple <C, C'> is then deposited along with the encrypted data record in a database in the un-trusted

server. [0038] p 104, yser enters a guery having a query value q into @e client machinge. Two
encrypied dato 5 and o (AREHELS, s B R AT € SIS P QP ARl s
Firstly, randori® feggtors: (ot iRrarey gaiveyakdasdderru} lsecanysraerdohednidge ihethecrshge 41topi] and let

u2be any fa”@fﬁ@?yi Rigaesdn &%&@ﬁ%&%-pﬁhe?ﬂﬁ‘@s &@?9%%191!\43%@19& ﬁl@ﬁ%grf&”ééﬂ%%ﬁ?g%' is an
element of the first subgroup Gl, g2 is an element of the second ,subgroug G2, g7.is an element of the
third Subgrouﬁ’@g? Agycaéw GRS SRt Fmposite group, the composite group having a first subgroup, a

second subgroup and a third subgroup, each subgroup having a plurality of elements. The
system further comprises a server for housing the database, the database being partitioned into
a plurality of top tier key intervals, each top tier key interval having a top anchor value and a
top key interval length and further partitioned into a plurality of bottom tier key intervals, each
bottom tier key interval having a bottom anchor value and a bottom key interval length. The
database stores the public key and at least one encrypted top tier key interval value and at least
one encrypted bottom tier key interval value, where the at least one encrypted top tier key
interval value is produced by mapping the top anchor value to a first element of the first
subgroup and mapping a first random factor to a first element of the second subgroup, and the
at least one encrypted bottom tier key interval value is produced by mapping the bottom
anchor value to a second element of the first subgroup and mapping a second random factor to
a second element of the second subgroup. Where the client machine generates a plurality of
additional top query values based on the top query value and a top query counter, and a
plurality of additional bottom query values based on the bottom query value and a bottom
query counter, the top query counter being dependent on the top key interval length and the
bottom query counter being dependent on the bottom key interval length. And where the client
machine produces an encrypted top query value for the top query value and each additional top
query value by mapping the top query value and the top query counter to a third element of the
first subgroup and mapping a third random factor to a first element of the third subgroup, and
produces an encrypted bottom query value for the bottom query value and each additional
bottom query value by mapping the bottom query value and the bottom query counter to a
fourth element of the first subgroup and mapping a fourth random factor to a second element
of the third subgroup. Where the server performs a first matching operation on each encrypted
top tier key interval value and on each encrypted top query value by performing a
mathematical operation on the encrypted top tier key interval value and the encrypted top
query value, removing the first element of the second subgroup from the encrypted top tier key

interval value, removing the first element of the third subgroup from the encrypted top query

8



first encrypted data Q, the query value g is mapped to the element gig . More specifically in this case the
guery value q is encrypted as the exponent in g: . The random factor u2 is mapped to the element . More
specifically in this case the random factor u2 is encrypted as the exponent in g3112 . One skilled in the art

can appreciateiakshpigireisihRnRYSHheIUsiNaLe AR drande T iRe @R R BG ehciypted in an
element. [0039]Then compute Q where Q_ 2 3'2+1L}:BQG% gand where g1111 is an element of the first

subgroup G1,'8P SN &Rise Mol ihd S s TEhard P §2bpri e biient s R ¥ §sifbgroup G3
As can be seadkintifhe seacid escrigptiee) data@!, whenr anrdom dadior wlis majgpaddatibdiélanment g1111

More specifically in this case the random factor u] is encrypted as the nent in 11}1 The random
factor 02 & maRSuH 4 h IEn A AL L ot e RO S b3

) | case the (andom actor uZ Is
encrypted as #eevenifiensin yeond Outckikigledarntine erceelh appiredettprttibidieyarscotileralvays the

random factor;u}iangd.fandon) fastestR €ARIRG EHSPLES iR AR ERIEALIA94RIT s posRsRPLed data Q

and Q' are then arranged as an encrypted query value tuple <Q, Q>. The encrypted query value tuple
<Q, Q"> is theMABHPIH R8O BTV it NAHER o5 YR e AT UelEa SahvEF tAPE orms the
matching opetatiom e, VL, removiagligiesaeiiel wbedie btheegdesydalugreppitch s thegatedrecord
value L If e(QE,QC ) 4y lhen e, s valus, g matehes of iseauplio e defa iesord yalue  (0042IThe
matching operation involves apf)‘iylng llinear magpplng to com%mapons of the enclgyp]flg query value tuple
<Q, Q"> with thiecrntay brs@ i anere told \ahhtatnplecea@d Ginctzavavnthich ehividirrpbyndeenpoblivkesf P: >
e(QC,Q1C) = §ogisBREIGRLen the bottom query value, the bottom query counter and the bottom

anchor value, using the public key to identify when the bottom anchor value is equal to the

difference between the bottom query value and the bottom query counter in the second

function, and returning the bottom tier key interval.

[0025] The invention will now be described in detail with reference to the

accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[0026] The accompanying figures illustrate disclosed embodiment(s) and serve to
explain principles of the disclosed embodiment(s). It is to be understood, however, that these
drawings are presented for purposes of illustration only, and not for defining limits of the

application.

[0027] Figure 1 is a flow chart illustrating an exemplary method for querying a

database with probabilistic encryption.

[0028] Figure 2 is a flow chart illustrating an exemplary query method for querying a
database with probabilistic encryption, and where the database being queried has a key interval

indexing structure.

[0029] Exemplary, non-limiting embodiments of the present application will now be

described with references to the above-mentioned figures.



11 1+411+1 ->e( g-lu2+1ul +cl(c2+1)(U2+1) g1 g2 g3g2g3 e(g 2, g2)e(g3, g3)
I+c,u2.+1ui+c,(c2+1)(u2+1) >e(gl g2 g3g293) e(g 2, g 2)e(g3,g9 3) e(g 2, g2)e(g3, g3) >

DETAILED DESCRIPTION

[0030] In the specification herein, a query is an instruction sent by a user to a database.
A query can be for example “retrieve the data records of all employees who earn an annual
salary of S$200,000”. A query has a query value and in this illustration, the query value is
200,000. A data record is data that is stored in a database. In this illustration, a data record can
have the employee’s name: “John Fisher”, the number of years the employee has been with the
company: “10” and the employee’s annual salary: “S$200,000”. The data record has a data

record value or key, and in this illustration, the data record value is 200,000.

[0031] Figure 1 shows a method for querying a database with probabilistic encryption,

in accordance with a preferred embodiment of the invention.

[0032] Referring to step 101 in figure 1, a composite group G with bilinear mapping e:
G x G — Gr is composed. The composite group G consists of a first subgroup G; with order
p1, a second subgroup G, with order p,, and a third subgroup G with order ps, i.e. G=G; x G,
x G3. G has a generator g;, G, has a generator g, and G; has a generator g;. The key domain
of the data records is [L,U). pi, p2, p3 can be prime numbers where p;is larger than U — L.
Under the group law of G, any two elements a and b of G can be combined to form another

element a'b in G.

[0033] The first subgroup G; has a plurality of elements and g; is the generator i.e.
G, = {g1, g% g, ..., g"'} and g,"" = 1. The second subgroup G, has a plurality of elements
and g, is the generator i.e. G, = {gp, g22, g23, ey g2p2} and g2p2 = 1. The third subgroup Gs has
a plurality of elements and g; is the generator i.e. G3 = {gs, g3°, g3, ..., 23"} and gi” = 1,
where 1 is the identity element of G. For any natural number x and y, e(g:", g/°) = e(g1, 1),
e(g2', 82°) = e(g2, 22)7, gy, &”) = e(gs, @), and e(g)’, &) = 1, e@’, &”) = 1, e(g2", g5°) =
1.

[0034] In step 102, a public key P is generated by multiplying e(g»,g2) and e(g3,g3) i.e.
P = e(g,g2)e(gs,23). Public key P is then stored in the un-trusted server.

[0035] In step 103, for a data record with a data record value I, two encrypted data C

and C’ (which under the group law of G are elements of G) are generated as follows. Firstly,

10



e(gp g1 )0-0("I'D e(g 2,9 2)e(g 3, 93) _ e(g 2, g2)e(g3, g3) => e(g go(g-ix.,-Fe,) [0043]When query value
g is equal to data record value /, Thene(g"gl)(1-Ix'+™") _>=>e(g " g =>1 and therefore the query value q
matches the data record value / and the encrypted data record is then returned to the client machine.

[0044]This engrymiipristhedasiadvantadeaus as.d i§ psahabiligtim Tﬂﬁi%' hasavse:f and udgare random

values that are generated each time a query value ¢ is encrypted, therefore for the same query value q,

queried at diffffer®tif®s e SANYPtediEEy VAU SugREQ, b Rluill B ikt BRE S hs, HESn-trusted

server will Seedilf@faj}tzggl%}{at@glql@%Vé}Eﬂﬁeﬁ‘t'FH?%héj%%B"ﬁlEEﬁ){écbﬂb e sameAldeNLYalde g was
gueried twice in succession. The un-trusted server will therefore be unable to deduce the pattern and
logic of the ereogpiiontzgrduh&@aduad valakeéthelgbethivdlvdgrwil Ge Wsden Hroseetha uhetfusted server.
The problem solved by this invention is thus that the enc%(q[lsftion is probabilistic and non-deterministic as
the same queBSRitRA&HifferbaraicAoEd ursi dhararrsdrér dhi alsiaant@ossibes srecthiebycithat the
same query value Witl]!]epgve diffeaent enﬂyg}l%d v eﬁsgcs)rg% at differznt imeslr the n}%tct}léngoogelrsgtion e(QC

) | e
,Q'C") is able {0 determine ?ft%lraﬂoéryv\e}a lie q matches a data record value-/. This is due fo thd specific

structure of the gtshing, OBRIAIRY. enSRAISAAIRIRAATXAE ple.sGo, iz SIEIRLER, gy value

tuple <Q, Q"> which removes the éfement with the random factor c2 and removes the element with the
as the exponent ing,” . One skilled in the art can appreciate that there are other ways the data

record value | and random factor ¢, can be encrypted in an element.

1
5 f -1
[0036] Then compute C where C' =g,%g{*" g, and where g, is an element of the

! -1
(c+D)

first subgroup Gy, g,

is an element of the second subgroup G,, g, is an element of the
third subgroup Gs. As can be seen in the second encryption data C’, the random factor c; is

mapped to the element g, More specifically in this case the random factor ¢; is encrypted as

1

-1
the exponent ing,” The random factor c, is mapped to the element g{>*" . More specifically

1

-1
in this case the random factor c; is encrypted as the exponent in g\*""  One skilled in the art

can appreciate that there are other ways the random factor ¢; and random factor c, can be

encrypted in an element.

[0037] The two encrypted data C and C' are then arranged as an encrypted data record
value tuple <C, C>. The encrypted data record value tuple <C, C"> is then deposited along

with the encrypted data record in a database in the un-trusted server.

[0038] In step 104, user enters a query having a query value q into the client machine.
Two encrypted data Q and Q' (which under the group law of G are elements of G) are
generated as follows. Firstly, random factors u; and u, are generated. Let u; be any random

integer in the range [1..p;] and let u, be any random integer in the range [1..p3]. Then compute
Q whereQ = g,°9,0;> and where g,"is an element of the first subgroup G, g, is an element

of the second subgroup G», g, is an element of the third subgroup Gs. As can be seen in the
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random factor uz, and using the public key P to result in a "match” ( e(QC') 1) when the query value q is
equal to the data record value 1. [0046]The above method for querying a database with probabilistic
encryption can be applied to an un-trusted server with a database with a multiple key interval indexing

structure. In Itip! nsal indexi cture ta recqr paytit| : t groups of
data records?gﬁ?nétlgc%' j%élfn%geé? ntthgrﬁé?lésl,l} tggl%s%% itr{i\st g%% g??ré%o%ﬁ%%%gbf%%g& r?grct?g(t:cgl ?e%rver thus
has to determinig ERcuRNMaedalisimishinoa/key indenabosarnnianyal ofidaiammeordaaluesis!f it is
determined that a query value falls within a specific key interval, the data records whose data record
values fall witHiaPRest tReeistemeat dre Mrieridgcidanby didhiserseilive BaofepeUses. TP Bittetskey

intervals and Elﬂeir correspondzin%dat .ﬁegordt th?{ein, can be Jgnored. This c%pstitutesﬂ? one-tier
indexing schemee.e’fB Ato-tier i éxeinénsc feéme CaiPbe formu atec‘frﬁya?ﬁr(f &r ngﬁ?tioﬁiﬂ‘éeme key
interval into smadleq kay intesyialscis fommadepdigpiédan i) arehbattom tier (tier 2) structure. At runtime, the
user supplies two encrypted representations of the query value, one on its leading bits(i.e. First query
value), the second on the entire query value (i.e. second query value). At the un-trusted server, the
protocol is executed on the encrypted representation of the First query value to identify the matching key
interval in the {§ptler, and WighisqtpHE é%&pﬁﬁ%@répseébr%ﬂomw fﬁﬁ%@mh@ gustsentelidased to
identify the matching key interval in the bottom tier. The data records whose data record values fall within

the matching gy WHGRAITLING PRAMARTAISNAE IEHRSEkiA R yseg:1004810ng skilled dmthe art can
a

appreciate how the above extension can be applied repeatedly, leading to a multi-tiered index tree.
Through it, théhind-sristiedsenvekscean performinedore:rendesrat withl aldo il ehdtyathianisiioanithmic to the
size of the key range. [0049]Figure 2 shows how the method for querying a database with probabilistic
encryption cambiepiddorfherelrsekin G syternstivaiffralyain tnisteastélr serdemviittion datatrasetihthas a
multiple key-interval indexing structure. Referring to step 201 in figure 2, a composite group G with
bilinear mapping ; G X G. -> GT.i The c ite gro nsists first ¢ roup G1
with order ph gﬂ%g’é%%ng %%ggfokﬁ%%%v@fﬁﬁ?ﬁg liébs,%rﬁg)%ﬁt 8ir%\esu 91911%13%363 W%O%ergécﬁpﬁ%y. G=G]x
G2 X G3. G1 has a generator gi, G2 has a generator g2, and G3 has agenerator g3. The key domain of
the data recorushs [tadd)thplrabyRnp SigantesprinTgptadnbérs evperenning fAtger@hankiled inindat the group

law of G, any two elementsfga dbof G %an be co bi?rn%j tor{orm another element wb in G. [0050]The
first subgroup @& WRES BuFKH iy SFefbmeAtl JR g s T YRriarior 8 GLg #5958 BRdPgiPI = 1.
The second subgypup G2ihelsmaepturality of elements

[0040] The two encrypted data Q and Q' are then arranged as an encrypted query value
tuple <Q, Q">. The encrypted query value tuple <Q, Q"> is then sent to the un-trusted server.

[0041] In step 105, the un-trusted server then performs the matching operation

e(QC,Q'CH
P

to determine whether the query value q matches the data record value I. If

= 1, then the query value q matches or is equal to the data record value I.

e(QC,Q'CH
P

[0042] The matching operation involves applying bilinear mapping to combinations of
the encrypted query value tuple <Q, Q"> with the encrypted data record value tuple <C, C">,
and then dividing by the public key P:

. &QC,QT)
e(9,.0,)8(95.9:)
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and g2 is the generator i.e. G2 = {g2, g22, g23,9?2} and g2P2 = 1. The third subgroup G3 has a plurality
of elements and g3 is the generator i.e. G3 = {g3, 932, g33,g3P3} and g3P3 = 1, where 1 is the identity
element of G. For any natural number x and y, e(gix, giy) = e(gi, gi)xY, e(g2x, g2y) = e(g2, g2)xY, e(g3x,
g3y) = e(g3, g3)xY, and e(gix, g2Y) =1, e(gix,.g3Y) = 1, e(92x, g3y) = 1. [0051]In step 202, a public key P
is generated by rgltipdying:e(gg,g2pafid 'e(g3;g3) i.e. P = e(92,92)e(g3,93). Public key P is then stored in
the un-trusted server. [0052}5 sfep(803, for each key interval L, where L = [1" 0, two encrypted data C,
and C,' (which under the group law of G are, elements of G) are generated. Each key interval |, has a
lower value L, and an uppex, Maldeprf];(;d ’[§‘ﬂ t part of the key interval). The length of a key interval is d.
Another way i m number of distinct data record values in a key interval.
Therefore, d = u - h. All K 9 rr%’t@?&%?sq the same database have the same key interval length d. C, and
C,' are generated as follows. Flrstly, om factars c]] an’dh@&@erawehgemated 1t ci,1 be any random

integer within thexggtd ) 'pe] aedle, e(gg]jg m integetwithin the Set [1..p2]. In this preferred
embodiment, lower value Lé@U%e anchor vaIue i.e. the value of the key interval |, that is to be

encrypted. Alternatively, upper va ue ur can be used as the anchor value. [0053]Then compute C,
where C, = glg;ﬁ@:%ga)ﬁ‘d Wriceeyg, o, is(an @ement of the first subgroup G1, g 26' is an element of the
second subgroup G2, ge(igzmek@ 1gnt of the third subgroup G3 As can be seen in the first encrypted data
Ci, the anchor value (WhICh |s L in this - embodiment) is mapped to the element g, . More specifically in
this case the archvaINE 1S encrypted as the exponentin g, ' . The random factor c]2 is mapped to the
element g:'2 .

[0043] When query value q is equal to data record value |,
Thene(g,, g

=> e(gl’gl)(ﬂ)(uﬁcu)
=> ¢(g,,d,)"=>1 and therefore the query value q matches the data record value | and the

encrypted data record is then returned to the client machine.

[0044] This encryption method is advantageous as it is probabilistic. This is because u;
and u, are random values that are generated each time a query value q is encrypted, therefore
for the same query value q, queried at different times, the encrypted query value tuple <Q, Q">
will be different. Thus, the un-trusted server will see different encrypted query value tuples,
despite the fact that the same query value q was queried twice in succession. The un-trusted
server will therefore be unable to deduce the pattern and logic of the encryption and the actual
value of the query value q will be hidden from the un-trusted server. The problem solved by
this invention is thus that the encryption is probabilistic and non-deterministic as the same

query will have different encrypted versions at different times.

[0045] Despite the fact that the same query value q will have different encrypted
e(QC,QCH.
P

versions at different times, the matching operation is able to determine if a query

value q matches a data record value |. This is due to the specific structure of the matching
operation, encrypted data record value tuple <C, C">, encrypted query value tuple <Q, Q">

which removes the element with the random factor ¢, and removes the element with the
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More specifically in this case the random factor C42 is encrypted as the exponent in g2'2 One skilled in
the art can appreciate that there are other ways the anchor value and random factor C1,2 can be
encrypted in an element. [0054]Then compute C, where Cand where g," is an element of 1 the first
subgroup G1, g2(' 1) is an element of the second subgroup G2, g, is an QJ@@QQ&@ the third subgroup G3
As can be sedAiPthESOESndRhBISERF dabCeytRe 58BN factitd 1 folfreheteftfent g1 C1
More specifically in this case the random factor c,1 is encrypted as the exponentin g1 C1. The random
factor c,2 IS ndapipedis this eqemhénthgalata peped sgbeifically in this case the random factor c]2 is encrypted
as the exponent in g]. One skilled in the art can appreciate that there are other ways random factor c,,1

and random f (irej,z can be encrypted in an element. [00 %The two e Ciy ted data C, and Cl are then
arranged a6 Al Elirypted A5 THESH A UBTE M B AR S SO Rt R vl
tuplesC,' >", arpplivenshufflechtoed server with a database with a multiple key interval indexing structure.

In a multiple key interval indexing structure, the data records are partitioned such that groups

of data records fall into disjoint key intervals based on their data record values. The un-trusted

server thus has to determine if a query value falls within a key interval or an interval of data

record values. If it is determined that a query value falls within a specific key interval, the data

records whose data record values fall within that key interval are returned to the client

machine and to the user. The other key intervals and their corresponding data records therein,

can be ignored. This constitutes a one-tier indexing scheme.

[0047] A two-tier indexing scheme can be formulated by further partitioning the key
interval into smaller key intervals, to form a top tier (tier 1) and bottom tier (tier 2) structure.
At runtime, the user supplies two encrypted representations of the query value, one on its
leading bits(i.e. first query value), the second on the entire query value (i.e. second query
value). At the un-trusted server, the protocol is executed on the encrypted representation of the
first query value to identify the matching key interval in the top tier, and within it, the
encrypted representation of the second query value is used to identify the matching key
interval in the bottom tier. The data records whose data record values fall within the matching

key interval in the bottom tier are then returned to the user.

[0048] One skilled in the art can appreciate how the above extension can be applied
repeatedly, leading to a multi-tiered index tree. Through it, the un-trusted server can perform

record retrieval with a complexity that is logarithmic to the size of the key range.

[0049] Figure 2 shows how the method for querying a database with probabilistic
encryption can be incorporated in a system that has an un-trusted server with a database that
has a multiple key-interval indexing structure. Referring to step 201 in figure 2, a composite
group G with bilinear mapping e: G x G — Gr is composed. The composite group G consists
of a first subgroup G; with order p;, a second subgroup G, with order p,, and a third subgroup
Gj; with order ps3, i.e. G = G| X Gz X G3. Gy has a generator g1, G, has a generator g, and G; has
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conceal their relative order. In other words, the arrangement of the tuples is re-ordered such that tuples of
consecutive key intervals I, are no longer in sequence. The shuffled encrypted key interval tuples <C,’
>then deposited in a database in the un-trusted server. This step of shuffling is advantageous as it

preserves theaoéiéfié%&f%b ertidnles dRRL 1t SleRZORCHRRIENLETS.  Yery,With SUsfim¥alugKtinto the

client machine and the client machine generates d-1 additignal query values with the values g-1, g-2.
....... g-d+1. Fot BXamiptd2iequb Varde Y 1a08%H0u8 2% dhe it Rt gRss 4 p 84Gitf8REF query
values 99, 98 c8mp6d [BUbBILeiotiepseaent atredber of a query value set containing query value g and
the additional query values. For example, j=0 refers to query value g. If j > 0, this means that it is one of
the additional query values. Therefore, for j=0 to (d-1), each member j of the query value set will have a

value of g-j. IM&&Y 206, foFleabishiehsibemn) (m thes gueliyalidiuel stemens antegyprethdara@iand @1 (which

under the grogp law,pfsG3 are elerpents qf G)'arq gpnetatsthasdolRpy s Rty praaggnedaciaay]. 1 and
11],2 are generated. Let u],1 be any random integey in the yange [1,.p1] and let u],2 be any random

integer in the fafige TP EEIPHEY EBriBUte © fiete O =% -1 Y anb Wit S SHReoumEnD 3t the first
subgroup G1,gRlisatty elfehentnd the gecord sebgroep &5 92432 is:anlement bf the ghittd-subgroup
G3. As can be seen in the first encrypte a Q. the value of each member j of the guery valye set (i.e.
0 1o mappech i B e e et o A R TR s 807 o PR L vatue wet
is encrypted a¥gheeXpoent $n ¢1¢(Fheramidm.faoioranfl 2(s mapped toghe Biémént@x32°) More
specifically in this case the random factor u],2 is encrypted as the exponent in g3u32 One skilled in the art
can appreciate that there are other ways the value of each member j of the query value set and random
factor u],2 can be encrypted in an element.

[0051] In step 202, a public key P is generated by multiplying e(g,,g,) and e(g3,g3) i.e.

P = e(g2,22)e(g3,23). Public key P is then stored in the un-trusted server.

[0052] In step 203, for each key interval I;, where I; = [1;, u;), two encrypted data C; and
Ci’ (which under the group law of G are elements of G) are generated. Each key interval I; has
a lower value 1;, and an upper value u;-1 (u; is not part of the key interval). The length of a key
interval is d. Another way of putting it is that d is the maximum number of distinct data record
values in a key interval. Therefore, d = u; — I;. All key intervals in the same database have the
same key interval length d. C; and C;’ are generated as follows. Firstly, random factors c;; and
cip are generated. Let c;; be any random integer within the set [1..p;] and let cj,be any
random integer within the set [1..p;]. In this preferred embodiment, lower value |; is used as
the anchor value i.e. the value of the key interval I that is to be encrypted. Alternatively, upper

value u;-1 can be used as the anchor value.

[0053] Then compute C; where C, = gf"gzc"zg3 and where gl_Ii is an element of the
first subgroup Gy, g,™* is an element of the second subgroup G», g, is an element of the third
subgroup G3' As can be seen in the first encrypted data C;, the anchor value (which is 1; in this
embodiment) is mapped to the element gl_" . More specifically in this case the anchor value is
encrypted as the exponent in gl_Ii . The random factor c;, is mapped to the element g, .

More specifically in this case the random factor c;, is encrypted as the exponent in g,“* .One
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[0059]Then compute Q' where Q] =g 2g 2+1 and where g1" is an element of the first subgroup G1, g2 is
an element of the second subgroup G2, g321 is an element of the third subgroup G3 As can be seen in
the second encrypted data Qf, the random factor u] mapped to the element g]:" More specifically in this
case the randgmacipre. his @AGHRiRhE antherRpeReNtin s dbedandonuiastiardbis Mapped to the
element g332 _ . More specifically in this case the random factor
u],2 is encrypfed 48 PREWHIRLH 3 G999 One skilled in the art can appreciate that there are other ways
random factor u,i and random factor u],2 can be encrypted in an element. [0060]The two encrypted data
Q and Q are then arranged as an encrypted query value tuple <Q, [0061]In step 207, the encrypted query
value tuples <§gkifo are slirﬁgﬂegﬁgpggn@ieq,l,ﬂ@grdiel_aéilvedgﬁgﬁ N APeHBMergs. heARRgEMaNt of the
tuples is re-ordered such that tuples of consecutive query values are no longer in sequence. The shuffled
encrypted query tuples < Q],Q; >it,are-then sent to the m-trusted server. This step of shuffling is

C, ,+l)

advantageoushgsfitspraberves the privacyoftienpies! [hoseimérbeon (e h-tustelssnial performs
the matching the third subgroup Gs As can be seen in the second encrypted data C; , the random factor c;  is

mapped to the element g,“' More specifically in this case the random factor ¢;; is encrypted

1

-1
as the exponent in g,”' . The random factor ¢;, is mapped to the element gz(c‘"”l) . More

1

-1
specifically in this case the random factor ci, is encrypted as the exponent in g;ci’”l) . One

skilled in the art can appreciate that there are other ways random factor c;; and random factor

ci2 can be encrypted in an element.

[0055] The two encrypted data C; and C; are then arranged as an encrypted key
interval tuple <C;, C;">.

[0056] In step 204, the encrypted key interval tuples < Ci,Ci' >, are then shuffled to

conceal their relative order. In other words, the arrangement of the tuples is re-ordered such

that tuples of consecutive key intervals I; are no longer in sequence. The shuffled encrypted
key interval tuples<C,,C, >, are then deposited in a database in the un-trusted server. This

step of shuffling is advantageous as it preserves the privacy of the tuples.

[0057] In step 205, user enters a query with query value q into the client machine and
the client machine generates d-1 additional query values with the values g-1, -2, .., ..., g-d+1.
For example, if query value q = 100 and d = 5, the client will generates 4 additional query
values 99, 98, 97, 96.

[0058] Let j represent a member of a query value set containing query value q and the
additional query values. For example, j=0 refers to query value q. If j > 0, this means that it is
one of the additional query values. Therefore, for j=0 to (d-1), each member j of the query

value set will have a value of g-j. In step 206, for each member j in the query value set, two
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e(Q C ) operation "for each member j in the query set and each key interval L. The matching operation
determines whether the value of a member j in the query set (g-)) is equal C,Q; query set is equal to the
anchor value of key interval L. [0063]The matching operation involves applying bilinear mapping to

combinations afcﬂg»stsm@aw@qrﬂt@vxmul@ummfe%ln%awm therepehypiachkey intesvaltwlgs<C" C,">,

and then dividing by the ublic key P:e(QCQ' C")e(g2, gzzeégﬁ g3) 1+ 1 1+1 I+co. 322+1)(U3 2+1)) >
e(g1g9293glg2 0&/@ éSZP factors u;; and u;; are’gencrated.”Let U;; be any random integer 1n the

range [1..p1] and let uj» be any random integer in the range [1..p3]. Then compute Q; where

Q=9 _’gzg3‘*2 and where glq_J is an element of the first subgroup Gy, g, is an element of

the second subgroup G, g,"* is an element of the third subgroup Gs. As can be seen in the
first encrypted data Q;, the value of each member j of the query value set (i.e. q-j) is mapped to
element glq_j . More specifically in this case the value of each member j of the query value set

is encrypted as the exponent in glq_j . The random factor u;, is mapped to the element g; 2

More specifically in this case the random factor u; is encrypted as the exponent in g; "> .One

skilled in the art can appreciate that there are other ways the value of each member j of the
query value set and random factor u;» can be encrypted in an element.

L

[0059] Then compute Q; whereQ; = g,"'9,9, Uit and where g,"'is an element of

L

the first subgroup G, g, is an element of the second subgroup G, g;“” is an element of the

third subgroup G3 As can be seen in the second encrypted data Qj’, the random factor u;; is

mapped to the element g,""" More specifically in this case the random factor u;; is encrypted

1

as the exponent in gluJI The random factor u;, is mapped to the element g3JZ+ . More

specifically in this case the random factor u;, is encrypted as the exponent in g;“” . One

skilled in the art can appreciate that there are other ways random factor u;; and random factor

u;» can be encrypted in an element.

[0060] The two encrypted data Q; and Qi’ are then arranged as an encrypted query

value tuple <Q;, Q;>.

1

[0061] In step 207, the encrypted query value tuples <Qj,QJ—' >(,to are shuffled to

conceal their relative order. In other words, the arrangement of the tuples is re-ordered such

that tuples of consecutive query values are no longer in sequence. The shuffled encrypted
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g- 1-z,1+3,v, 2 +1al+ +3,((,+1) ) 9lg23 e(g2,92)e(g3,93) e(ge(g 2, g2)e(g3, g3) -> e(g92,92)e(g3,0 )(g-j-0
1+cl) > (g2,92)e(g3'g3)

query tuples <Qj,Qj' >‘Jt(1) are then sent to the un-trusted server. This step of shuffling is

advantageous as it preserves the privacy of the tuples.

[0062] In step 208, the wun-trusted server performs the matching
e(Q,C..Q,C)
p

operation for each member j in the query set and each key interval I. The

matching operation determines whether the value of a member j in the query set (q-j) is equal

eQCi.Q,C) _
P

to the anchor value of key interval [;. If 1, then the value of a member j in the

query set is equal to the anchor value of key interval [;.
[0063] The matching operation involves applying bilinear mapping to combinations of

the encrypted query value tuple <Qj;, Q;”> with the encrypted key interval tuple <C;, C;">, and
then dividing by the public key P:

__ eQC.Q/C)
9(g2,gz)9(g3,g3)

1+ ! -1 ;—Hl

_>e(gq j-l 1+c, g: +1’gljl+c g (Cjo+1) g3(uj‘2+1) )

e(92’ gz)e(ga’ 93)

1 1

_>e(gq j-l 1+c 93””,9;1“” gz(c +1)g3(u12+1))
e(92’ gZ)e(g37 g})
[HC'Z] [ ‘ZHJ he el ith the random factor ci,2 and

—i-1)(u; +e o+ m *T eeementyvlt the random actor.m, an

— e(gl,gl)(q ;. )E(gz,g )C ! e(g3’g3) :}:nzl‘?:lentW1ththerandomfactoruj,2 are
e(9,,9,)e(9;,9;)

__8(9,,9) " e(g,,9,)(95,9,)

e(gZ’gZ)e(g3’g3)
=> e(gngz)(qijili)(uJﬁCi’l)
[0064] When the value of a member j in the query set(q-j) is equal to the anchor value

of key interval [,

(li=1)(uj, + )

=> €(9,,9,)

(0)(uj +¢i )

= e(9,,9))
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-e(g,g2)e(g 3,g93)=>e(g g 2)(g-j-O(ui j-frc,j) *The element with the random factor ci,2 and the element
with the random factor uj,2 are removed [0064]When the value of a member j in the query set(qg-j) is
equal to the anchor value of key interval I" -> e(g1,92)(ICIYuji+c,i) => e(g1,91)("uj1*C1)

=> ¢(g,,9,)"=>1 and therefore the value of one of the members j is equal to the anchor value
of key interval I;. In other words, the query value q falls within the key interval I;. The data

records in key interval I; are then returned to the client machine.

[0065] This querying method is advantageous as the matching involves only the
encrypted anchor value of the key intervals, and the encrypted query values of the members in
the query set (i.e. encrypted query value q and the encrypted additional query values). As the
client machine sends encrypted query value q, along with the encrypted additional query
values to the un-trusted server, the un-trusted server does not know which the “real” encrypted
query value is, and therefore the “real” encrypted query is “masked” from the un-trusted server.
All the un-trusted server knows is that there are multiple encrypted query values, and there is,

or there isn’t a match with the encrypted anchor value of the key intervals.

[0066] Alternatively, in another embodiment, the upper value u;-1(instead of the lower
value ;) of key interval I; is used as the anchor value. In this embodiment, the additional query
values generated from query value q will then have the following values: g+1, q+2, ., .., q+d-1.
For example, if query value q = 100 and d= 5, the client will generate 4 additional query
values 101, 102, 103, 104. Let j represent a member of a query value set containing query
value q and the additional query values. Then j=0 refers to query value q. If j > 0, this means
that it is one of the additional query values. Therefore, for j=0 to (d-1), each member j of the
query value set will have a value of g+j. One skilled in the art would appreciate that this

embodiment will work in a similar manner to the preferred embodiment described herein.

[0067] It will be apparent that various other modifications and adaptations of the
application will be apparent to the person skilled in the art after reading the foregoing
disclosure without departing from the spirit and scope of the application and it is intended that

all such modifications and adaptations come within the scope of the appended claims.

[0068] In the application, unless specified otherwise, the terms "comprising",
"comprise", and grammatical variants thereof, are intended to represent "open" or "inclusive"
language such that they include recited elements but also permit inclusion of additional, non-

explicitly recited elements.
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=>e(g " gl) =>1 and therefore the value of one of the members j is equal to the anchor value of key
interval L. In other words, the query value g falls within the key interval L. The data records in key interval
L are then returned to the client machine. [0065]This querying method is advantageous as the matching
involves only e fmaeypted anchor value of the key intervals, and the encrypted query values of the
members in the query set (i.e. encrypted query value g and the encrypted additional query values). As the
client machine sends encrypted query value q, along with the encrypted additional query values to the
un-trusted server, tha uritiebted aefyaredoesdbatknowtuwhichliheréceal basnal yate dauersheajuays, and
therefore the yreal encrvpiediquary is, masked, from the unclrusted server, A e Mnrusted,server
knows is that 1theregaré1 multiple éncrypted query valfées, and there IS, Or there isn't a Match with the
encrypted anctisvélue of the key intervals. [0066]Alternatively, in another embodiment, the upper value
url(instead of the lowgFyalie: h) QuR)itetery@ kivinisedias sthl?%]ﬁﬁ‘fybgrsyé%@sﬂ%ém%%ﬂ@%d&m@nt, the

n

additional query values generated from que@/ value g will then have the following values: g+1, q+2, g+d-1.
For example, PREGRP VTSR B AN Y2 BURINCREREWANSenerate 4 additional query values 101, 102,

103, 104. Let j repregartaingepbeliota query value set containing query value q and the additional query
values. Then j=0 refers to 1%uear valuetgd I(u Q gp s means that it is 89%385 triggogggltfongl query values.

>
Therefore, for j=0 top(ré)-%(f &h mer er | o%atﬁ%é quevre)l/h{fa Ue Setwit have a value of alij.o(fné skilled in the

art would appréuizaet tHahehissé mibetiinpeandwiliopork infussirmidanmiasioe tagnhdeprafepieticesatsadiment
described herg&gg >7]It will be apparent that various other modifications and adaptations of the
application will be apparent to the person skilled in the art after reading the foregoing disclosure without

departing from the sPRTE SCOPEBPHFE BISHIi At P4 R RAE i aletvat S (3 d K HLRiEEE s and
adaptations comaeWitkisuthecspapd afjpingppeadect-alaomstai08a8]in thenapplicaiianirdsidgsospecified
otherwise, the t(arms "comprising”, "comprise”, and grammatical variants thereof, are intended to

an . . . . . .
represent "open" or "inclusive" language such that they include recited elements but also permit inclusion
of additional, non-expliihnieciteth longemteratOLAIMES cherypirstded foragdenjingad databesettd return a

data record b@hﬁgﬁ, oL QURINYTRE %@ng?yﬁ@gl@ogtégfgpygggqhgtg%&agg_record having a data record
value, the metho comrgrising the steps of:i- = composing a composite group having a first subgroup, a

second subgroup arfRFAHAS AEREIEEEh RBEEUPRAVHGEIRIFAIASf Bxeattenfdue and the
encrypted query value;

removing the element of the second subgroup from the encrypted data record value;

removing the element of the third subgroup from the encrypted query value to obtain a
function which contains a random multiple of the difference between the data record value and
the query value;

using the public key to identify when the data record value is equal to the query value
in the function; and

returning the data record.

2. The method of claim 1 wherein the step of composing a composite group having a first
subgroup, a second subgroup and a third subgroup further comprises composing a bilinear
mapping on the composite group and wherein the step of performing a mathematical operation
on the encrypted data record value and the encrypted query value comprises applying bilinear

mapping on the encrypted data record value and the encrypted query value.
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generating a public key;  producing an encrypted data record value by mapping the data record value
to a first element of the first subgroup and mapping a first random factor to an element of the second
subgroup;  producing an encrypted query value by mapping the query value to a second element of the

first subgroup;nd maRPiRgIAEeEeRhiandem (aciriiaRNR|SoIeRbAIdRE Mkt SYPROYR 88%rd
performing a matching operation on the encrypted data record value and the encrypted query value

P
wherein the mAtERiRY BpErRgdheGiAgRSYY WML eiass Rt clemsatal ifbrs fHBERRM AR YIRS fon on the
encrypted datérseeoidbirafaeoandahel @nanyplac gemend vahgeyue nomprigetitealepsert of the second

subgroup from the encr, %ed d[ﬁta §cord V%Iue' removing the elerrillen{, o{t e third Qgrqu from the

: t t.
encrypted query valie to'obtain a #&r?ctﬁ%cr? rvthghu%oaﬁt%se )g%gﬁrgo}% mﬁltlgfe o {Heendégrencér%etween the
data record valhem@hp the query value;  using the public key to identify when the data record value is

equal to the query vallgyinitihedlnation.anshiestingdthe datafecoid. 1k Thenmetbpanef (aimy! wherein
the step of composing a composite group having a first subgroup, a second subgroup and a third
subgroup furtfi&?&8Wprises composing a bilinear mapping on the composite group and wherein the step

of performing a mathematigakoperdiianctsmthe enciyplied dataroapoiddvaivecradihe foeryyptedduery

value comprises applying bilinear mappi the encrypted data record value and the encrypted query
value. 3. Thesur?%%%%ﬁt%%c é‘ffr?s%le 8?%9&1%%%%3{%0& é%%?’producing an encrypted data record value by

mapping the data record value to a first element of the first subgroup and mapping a first random factor to

an element Ofi.h‘? Seﬁﬁ’é‘%étﬂl?)@r&uﬁ&&@Wﬁi@ﬁﬁﬁel%gsvﬁérqin%@@f?ﬁi%g H’&i@&ﬁ% rﬁFQﬁerﬁt%e asan
exponent in the first element of the first subgroup;  encrypting the first random factor as an exponent in

the element of'YR&/ S\?&Bﬁ(ﬁ’%dﬁ@@ﬂﬁ' the query value to a second element of the first subgroup and
mapping a second random factor to an element of the third subgroup comprises the steps of’-

encrypting the query value as an exponent in the second element of the first subgroup;

encrypting the second random factor as an exponent in the element of the third
subgroup;

multiplying the second element of the first subgroup and the element of the third

subgroup to produce the encrypted query value.

5. A method for querying a database to return a key interval based on a query, the query
having a query value, the key interval having an anchor value and a key interval length, the
method comprising the steps of:-

partitioning the database into a plurality of key intervals;

composing a composite group having a first subgroup, a second subgroup and a third
subgroup, each subgroup having a plurality of elements;

generating a public key;

producing an encrypted key interval value for each of the plurality of key intervals by
mapping the anchor value to a first element of the first subgroup and mapping a first random
factor to an element of the second subgroup;

generating a plurality of additional query values based on the query value and a query
counter, the query counter being dependent on the key interval length;

producing an encrypted query value for the query value and each additional query
value by mapping the query value and the query counter to a second element of the first

subgroup and mapping a second random factor to an element of the third subgroup;
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multiplying the first element of the first subgroup and the element of the second subgroup to produce the
encrypted data record value. 4. The method of anyone of claims 1 to 3 wherein the step of producing an
encrypted query value by mapping the query value to a second element of the first subgroup and
mapping a seggd random factor to an element of the third subgroup comprises the steps of:- encrypting
the query value as an exponent in the second element of the first subgroup; = encrypting the second

random factor as anPSXSGRES: in A LR RESTAGPth e SREPSTISGIBISE: KoY ARBEN A e dedbidrRlement of
the first subgreupyand tereleihentiodfrthetbeinthahigy opgrdtopraduaesthehenengiéd query value. 5. A

method for querying a database to return.a key interval based on a ry, the gquery havin uery value,
the ke interval e P o B B e e o
partitioning thendateiea sedmasadupiurality of key intervals;  composing a composite group having a first

subgroup, a second gHpRLIhaRL AHIEH SHRAFOHPs BREN S URA AP RAYING A UL, P{ glRments;
generating a public key; . producing an enc&prgtled key interval value for each of the plurality of key

intervals by mappindtH8 A Atsrlansatief s i sher s iR fPscaan et fahavHEp G A%t random
factor to an elemeafihof/thehsecodidssubgidup; mulgaemdtirgdafolanalitpaivacditionaleay eauealihes based on

the query value and a query counte the fuery counter being dependent on the key interval length;

producing an %lﬁecr?/y% ed query value for'the guery value and each additional query value by mapping the
query value and the &irentionmbie thea $eddertiblewlent bf thechipst Wl i g darthpplitemmscond

random factor,{g\an eigmgekofdhe fhirthsYRGPHRIn@PH the function; and

returning the key interval.

6. The method of claim 5 wherein the step of composing a composite group having a first
subgroup, a second subgroup and a third subgroup further comprises composing a bilinear
mapping on the composite group and wherein the step of performing a mathematical operation
on the encrypted key interval value and the encrypted query value comprises applying bilinear

mapping on the encrypted key interval value and the encrypted query value.

7. The method of claims 5 or 6 wherein the key interval further comprises a lower value

and an upper value.

8. The method of claim 7 wherein the anchor value is the lower value and wherein the
step of generating a plurality of additional query values based on the query value and a query
counter comprises the step of generating a plurality of additional query values by subtracting

the query counter from the query value.

9. The method of claim 7 wherein the anchor value is the upper value and wherein the
step of generating a plurality of additional query values based on the query value and a query
counter comprises the step of generating a plurality of additional query values by adding the

query counter to the query value.

10. A system for querying a database to return a data record based on a query, the query

having a query value, the data record having a data record value, the system comprising :-
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performing a matching operation on each encrypted key interval value and on each encrypted query value
wherein the matching operation comprises the steps of:-  performing a mathematical operation on the
encrypted key interval value and the encrypted query value; removing the element of the second

subgroup from the epenmieskaninteravaitigs epsuingdhaRiemsmiafdhetbirshsubgroyp frem the

encrypted query value to obtain a function which contains a random mult query counter and the anchor
value;  usifi§"IRESPEHE e P18 Tdehtiy T HIE-afh HEP VR BEIR RN thd"ddetyRFEIUR: & the query
counter in thesiitpetignhancerepliniliy dfekeinterval. 6. The method of claim 5 wherein the step of

composing a compogite gropp Hc%’siﬁ%ﬁlfeir&'&taﬂabsgr%‘éoda%%%s%o g §t%9§r°‘%3e%£¥doae”e‘l{% SRgIRYp further
comprises composing a bilinear mapping on the ¢omposite group an Swherein the step o performing a

mathematical 'spechtiaioanthéhe el sted ketpdrae Feet vale e tek daticrgpeed Ylerypvedueeddmprises
applying bilinegs mapRriradan thecacRted ke lterval valterrRngiheus BRYPIGH q\k‘ﬁiﬁiﬁ@w%rs? . The
n

method of claims 5 or 6 wherein the key interval further comprises a lower value and an upper value. 8.

The method oPEEAM UMM IEH ARSI IRE WRier value and wherein the step of generating a
plurality of additionalteeiy valutisdvasedion phalaisenhvaltgmat ey enheobnteippomgphiseadie step of

generating a pILirae_Ii%X %)fsacdocliliéi_oerl'nal a %%%Q'H%? Sb%%l;cl)glt}ir‘%%ﬁnlg Jhem%;%%cco%inr%er fr m the uery value. 9.

0
a Jil ndom factor a .
The method 0¥ claim 7 wherein the anchor value Is pper vaiue w%ereln(%ﬂe s%ep of generating a

plurality of addltimaal ¢fubeyhvedisebebeednsrsehds dureeyoveiad anehavglyerip douseaezomprises the step of

generating a p'”fa”tMIfEif aeditianal QerRf Ya%{?&ﬁq?)é %@Q@ﬂﬁléh BLAGEN RUMER IR cﬂiéeéﬁ{c}’ﬂ%é%- 10. A
system for querying a database to return a data record based on a query, the query having a query value,

the data recortfRaiRa'ada b Hit SvBithe \Shs el e Binpridikging a mathematical operation on

the at least one encrypted data record value and the encrypted query value, removing the
element of the second subgroup from the at least one encrypted data record value, removing
the element of the third subgroup from the encrypted query value to obtain a function which
contains a random multiple of the difference between the data record value and the query
value, using the public key to identify when the data record value is equal to the query value in

the function, and returning the data record to the client machine.

11. The system of claim 10 wherein the composite group has a bilinear mapping and

wherein the mathematical operation is bilinear mapping.

12. The system of claims 10 or 11 wherein for the at least one encrypted data record value,
the data record value is mapped to the first element of the first subgroup by encrypting the data
record value as an exponent in the first element of the first subgroup, and the first random
factor is mapped to an element of the second subgroup by encrypting the first random factor as

an exponent in the element of the second subgroup.

13.  The system of anyone of claims 10 to 12 wherein for the encrypted query value, the
query value is mapped to the second element of the first subgroup by encrypting the query
value as an exponent in the second element of the first subgroup, and the second random factor
is mapped to an element of the third subgroup by encrypting the second random factor as an

exponent in the element of the third subgroup.
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a client machine for generating a public key and composing a composite group, the composite group
having a first subgroup, a second subgroup and a third subgroup, each subgroup having a plurality of
elements;  a server for housing the database, the database for storing at least one encrypted data

record value and thwg@lwﬁx,gh@ﬁﬁée@am@g@wmm dalaikrReRIdvald RGeS diRy (napping the
data record value to a first element of the first subgroup and mapping a first random factor to an element
of the second BB EUBe™y \AlErdhs 15 SHEREMEEISS B roEhRE L SRS SdYGRA) 1l i) mapping
the query valugdiera gesaiikdnglement of the first subgroup and mapping a second random factor to an
element of the third subgroup, and sends the.encr d query value to the server; .. and wherein the
corver performs a s B aE e e B ey
query value bygpedsiimigige rhathentaticsl speratipnopethadasibastuonandneippyiédubstaurcorehvalue and
the encrypted gyginyakignSGPRYING herigEaNt of the second subgroup from the at least one encrypted
data record value, removing the element of the third subgroup from the encrypted query value to obtain a
function which contaﬁﬁrﬁefaﬁﬂ&Wﬂﬂ%ﬁb‘?edﬁ'iﬂﬁﬁ‘éedm%%%@ﬁ%é&ﬁlﬂgeﬂﬁf‘a@ e&Fy oA S3dt the query
value, using thedetatigheay koyideniiy wiiea the staliadecos divalpects leguiatdo iheauepyodatise bythe
function, and returning,the data record to the client ine..11. The system of claim 10 wherein the
composite oroL He & LA Nieee, e e M SR RIS TS 1o
The system ofasiints anelsmentwhidreipcfod thidgrolwast one encrypted data record value, the data record

value is m.apped to thedicat ﬁl@@%ﬁ%ﬂﬁnﬁ@&&%ﬁ’%% 1@41%9(2519’ Rifgdha G{é&?yr@ﬁ%g ¥alke @s an
exponent in the first element of the first sub%;roup, and the first random factor is mapr;l%ed to an element of

the second suBg BT bYFRRAHANY e HATFENEE MUER 6P W AP SRR IR ekttt second
subgroup. 13lehfid, systemdicanyopacofpttdingdOvtoud Zovkerqirdprine andrygpteadqlipnavales; the query
value is mapped to the second glement of the first. subgroup by encrypting the guery valye n
xponent i (o0 LB O P T PR e S e e e e e Bl o an
element of thesubgduuivgt opbycensryptingthenséstmdaan dbmdaicod thestiandexperent indliendiement of

the third subgrguPen i RIS TR QUEDENY L database to return a key interval based on a query, the
guery having a query value, the key interval having an anchor value and a key interval length, the system
comprising ;- a cRBAMYRSEMARRFGEREFAIAY & BHER&OPEHIPR SMINESHEA! CORPGERISYETD, the
composite graupiaviagadiststbgiaypicd Gesonadisebgresaniadadhisehshagealiheathh subgeoup having
a plurality of eallﬂyaesn%s en S Seryer folr ggvu?naq thgn %%t%%ge t[gg databa&e f(r)er H&;,togin ﬁQ%IQUerlitC key and
at least one encryp{eg ?<ey ntervaiValué, the atiéast one elﬁ)grypt%utf Ii¥e‘§/ interval varae prodﬁced by
mapping the arichorseatnd totefing dtemehe of tieesfirstesagrotgy dissl megppihgdufirsteramdognthiactor to an
element of the seeond SHROAAHP sube YRS RIMMECURI, MAChing oeneratesRiusiabadaitignal query

values based on the query value and a query counter, the query counter being dependent on the key
interval length RS b ERICaE JRUEHRIFY AR GiideiFDe e thoreh e quFp Ve dh BISEh QuBitiord query
value by mapgischdBoguelyeyalsigand thebGeeey couiatekity avsaceond slemwertbthediis ssbgeoup and

mapping a seﬁﬁrfleqe%%gqjom 6f:félct%r to an elelrlpeeglr}doz the third subgrou ends each enc EltGed query

r apd s r
value to the server; and W etrgiﬂ%ﬁ%/ Séivef per orihis'a ma ¢ iﬁlé %iﬁeﬂla ?(t)lﬂnoﬁrf éegflfélgé one
encrypted keykinterigalaldbudaridsactckinerypted query value by performing a mathematical operation on
the at least one encrypted key interval value and the encrypted query value, removing the element of the
second subgroup from the at least one encrypted key interval value, removing the element of the third
subgroup fronl the ehbsyptEenyQérgViuk e’ BEEA Ber BRI R HEN R ditath S HTEH JOARRIGItARE of the
difference betwrasithBequanevalial speratiinrs eauniemapgditpe anchor value, using the public key to
identify when the anchor value is equal to the difference between the query value and the query counter
in the function, and returning the key interval to the client machine. 15. The system of claim 14 wherein
the compositel grouplhasyatbilié alamapging landheraerdie ke interthé foeticat @perationlisvbilivdar mapping.

and an upper value.
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16. The system of claims 14 or 15 wherein the key interval further comprises a lower value and an upper
value. 17. The system of claim 16 wherein the anchor value is the lower value and wherein the client
machine generates the plurality of additional query values by subtracting the query counter from the query

value. 18. Thezsystemm.af slaimEeiversinitheianchandacaiadhe MPRSk MR ARsHWIRESIR the client
machine generates the plurality of additional cwer values by adding the query counter to the query value.

19. A method FOFYUBASIHE 2aRtbss R SoPIBEIR bR IRY REPnTRRES| BaSERIGHIRS RIHE query
having a top quenyeyélo ardjabottdm. query value, the method comprising the steps of:-  partitioning
the database into a plurality of top tier key intervals, each top tier key interval having a top anchor value
and a top key interval length; partitioning each top tier key interval into a plurality of bottom tier key

intervals, eacH bottotieyskey pitelaial havihgreibdeomchoichdpneaibeape bonennieyhipieandklength;

composing a cARPARILRIF YdRRAVINGAL (ISt BV BIAHRI A RAASURIOH RN third SURGHaMP, each
subgroup having a plurality of elements; generating a public key;  producing an encrypted top tier key
interval value fOPE&ERT8FtHeplurality of top tier key intervals by mapping the top anchor value to a first
element of the first subgroup and mapping a first random factor to a first element of the second subgroup;

producing an epcrypfed bottom tier key interval value for each of the pluraljty of bottom tier key intervals
by mapping e Dot ST AT T S e R L R T Y e
random factorthe aisecendnele e auofthelweovhed alograupry valgeribeatipigad phuratismefthesiitisnal top
query values Qased on the top query value and a top query counter, the top query counter being

dependent on the top key interval Iengéh; . generatin&flﬂg_)lurality of additional bottom quer%values
based on the bottonPYHERP IR i B oY G ES & tHE (56t dRiCEIETy oteer E&ifi§Ydependent
on the bottomikew intervaklengthnchopraduainpaatparsrimpieditopgtery value for the top query value and

each addiional top auery; Yalle by IARAINGNE Lob, Auety, Valus,And e Sop Quety counter 0,8 third
element of the first s %group an maﬁ’plng Athird random factor 1o a first element of the third Subgroup;

bottom tier key interval having a bottom anchor value and a bottom key interval length;

composing a composite group having a first subgroup, a second subgroup and a third
subgroup, each subgroup having a plurality of elements;

generating a public key;

producing an encrypted top tier key interval value for each of the plurality of top tier
key intervals by mapping the top anchor value to a first element of the first subgroup and
mapping a first random factor to a first element of the second subgroup;

producing an encrypted bottom tier key interval value for each of the plurality of
bottom tier key intervals by mapping the bottom anchor value to a second element of the first
subgroup and mapping a second random factor to a second element of the second subgroup;

generating a plurality of additional top query values based on the top query value and a
top query counter, the top query counter being dependent on the top key interval length;

generating a plurality of additional bottom query values based on the bottom query
value and a bottom query counter, the bottom query counter being dependent on the bottom
key interval length;

producing an encrypted top query value for the top query value and each additional top
query value by mapping the top query value and the top query counter to a third element of the
first subgroup and mapping a third random factor to a first element of the third subgroup;

producing an encrypted bottom query value for the bottom query value and each

additional bottom query value by mapping the bottom query value and the bottom query
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producing an encrypted bottom query value for the bottom query value and each additional bottom query
value by mapping the bottom query value and the bottom query counter to a fourth element of the first
subgroup and mapping a fourth random factor to a second element of the third subgroup; performing a

first matching Qpgratienon Gackiensry e thiop-diefukepipenehyaibsandRreagtancadiedsap query
value wherein the matching| operation comprises the steps of:-performing a mathematical operation on

the encrypte . ne encrypted top query value;  removing the first element
h dSS8 e RBeTRE A RIEd SLbgHY P d | he first el

of the second subgreuidiiaimgthdienamtiphat: toptieibkey midreativalae rop tikekovingrihé filst alement of the
third subgroup, froralthe engeré/pted tolg 951%3@{1%%% t(geobt?gﬂig first f%%t!:%rrln V‘fpsiecsh }g:o%aisns a random

multiple of the difference between th top query value,n% & 10p g eerzrly counter and the t%poa'ﬁchor value;

using the public key Rericienitty amatitenaiictbpnistticayontidevenased tive top keichsevalueliss agdal to the
difference between g daRgURELVAIHE;and the top query counter in the first function;  performing a
second matching operation on each encrypted bottom tier key interval value in the matched top tier key

interval and on each &ARKtBHBEL RN ditfe SHA08Fe I REL Hh HORNG O pRraREH (8 PFskS/the steps

of:-  performirgval maileematical operation on the encrypted bottom tier key interval value and the

encrypted bottom query value: . removin second element of the secon% ubgroup from the
encrypted bottom He B8 adis A e B e e R S o e
encrypted bottbtaiguelysvdinetionotstach aosetond fandeivrnwhicle cdritwinkiteiensd hetwaeitijie ©bthe

difference betyRanH1g.balam E}ﬁ'&%}ééf{ﬂ&’aﬁlilﬁtf?@{&%%%ryaﬁ%ﬂnter and the bottom anchor value;
using the public key to identify when the bottom anchor value is equal to the difference between the

bottom query value 4H8&HReHIRIMGUER/ EERTHer malsBedeoBirtdirtidier s AR Hiom tier key

interval. value is equal to the difference between the top query value and the top query counter in the

first function;

performing a second matching operation on each encrypted bottom tier key interval
value in the matched top tier key interval and on each encrypted bottom query value wherein
the matching operation comprises the steps of:-

performing a mathematical operation on the encrypted bottom tier key interval value
and the encrypted bottom query value;

removing the second element of the second subgroup from the encrypted bottom tier
key interval value;

removing the second element of the third subgroup from the encrypted bottom query
value to obtain a second function which contains a random multiple of the difference between
the bottom query value, the bottom query counter and the bottom anchor value;

using the public key to identify when the bottom anchor value is equal to the difference
between the bottom query value and the bottom query counter in the second function; and

returning the bottom tier key interval.

20. A system for querying a database to return a bottom tier key interval based on a query,
the query having a top query value and a bottom query value, the system comprising :-

a client machine for generating a public key and composing a composite group, the
composite group having a first subgroup, a second subgroup and a third subgroup, each

subgroup having a plurality of elements;
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20.A system for querying a database to return a bottom tier key interval based on a query, the query
having a top query value and a bottom query value, the system comprising :-  a client machine for
generating a public key and composing a composite group, the composite group having a first subgroup,

a second subgroup aa%%ﬂmb&gmm@as%ymr@mmvm% Hiabtx Ofelem@ntsity of &perver for
housing the database, the database ein% partitioned into a plura %of top tier kea{ intervals, each top tier

key interval ha¥igFa B EHEHS b ARRE SRECY 1BIS KBV REI Al h e R drURARY AdPRIERE S a plurality
of bottom tier kaytiniedvalshegehtitottairdie b kdydiite nfd di@ving:ake g tiahvanchahvaluenatiek &dyottom key
interval lenghy e dataRase fgr eiaring e public kv andaisast ane.enenvBieqion isr kv prerval
value and at least one encgrypteé bottom tier fq(ey interval value, Where the at Teast one encrypted top tier
key interval valQeng hrooudeulsy adpiifrgsthencopneimersdrtonltier tees firstelerabist widtae lfizst eubgroup and
mapping a firstapdemieiarda adrsielement.of iersarond QUPSHOUR. PR L6 alcleast ppgvancrypted

bottom tier key interval value is produced by mapping the bottom anchor value to a second element of the
first subgroup ‘AMH ARG 4 RerBRE A MRfoltPaMBI selre deaAlsE Rrment of thefatahgretngrdup:
wherein the cliemppmachifie gerderatister plusaliiyt efeadditiondktep didesybyalupsabaske anethedap query
value and a top guery, counter, and a plurality of additional bottom query values based on the bottom
auery value 2t D R B B B B S T B e
length and thedsottdriconsarptharitest baigydepehaerniog aiiechodttardreyfiateriak segtid, demerte client
machine prodyegs %my@ﬁgﬁpp guery value for the top query value and each additional top query
value by mapping the top query value and the top query counter to a third element of the first subgroup

and mapping a third YRAG8hiIa et tdraTiver aietiat o Be iy PE a0 img! MRaIpreatites i &iderypted
bottom query valtie top thehottane ghery tsplyacandrach, acditiofaldoitomqdieonMaleady guapping the
bottom query value and the hottom query counter to a fourth element of the first subgroup and mapping a
fourth randon! EA oI5 SE b Bl hGE Y TR B OIS et Qhe e o HiHorme a frot
matching opekatitndopcadatt emdry e deppotiar Keyngiie rdl thalbestamdiveneeamenbeypalinopiepiery value

by performing 3 MathamALce) FREFAABM R LR RLEE FRRIHRE KRIENR! yRIyB:anthihg.encrypted top

guery value, removing the first element of the second subgroup from the encrypted top tier key interval
value, removitgRdFirdtecifeiior the tifeeacihatelio bRy Eh /Bty tBlI R hGaltR 48°Bbtain a first
function which gloataiasia rapdasrynoulingde 1of theidieianacbetwaan dhsstopptiannyalie, dhaitap query

counter and the t chor valug, usjng the lic.key tqg identify a,matched top tier key. interval when the
top anchor val e SO e e T E e T (o e SR ) e et e
first function, anetthelserierthe Hotoms ausecordenaadctrnly aidaranidrboltoengheaneaystda betpmetier key

interval value i, themalaRed ORLIGIKEY BYRHA,AR] Qaach SNGHYNeR RO AYER Rl RY

performing a mathematical operation on the encrypted bottom tier key interval value and the encrypted
bottom query 2P4IHaPPEIA SR HEdeEb RgteTdpfeireard it eisebltha Bgrb $8R:the encrypted bottom tier

key interval value, rempwingdinaizesond plefsent ofikedhtedisphgepatpirometie enchypiedobattem query
value to obtair% a slgconc[i fu?ctiorrll dwhrich cl(l)ntairnsta dratmdom multiple t?f ther' iff%rlenc?n b&twe N he bottom
query value, t @]boﬁ%‘r’ﬁ q‘ﬁaelrlf/ dounterand the Hottonanthar vaflie, ﬁs‘?ﬁg({ﬁré p%l%lic ?<eye/ni18 |8|aentify when
the bottom anehwatiaiuenishequalypttdetaifferekce etweemalhe botttm queypted e andithedbattom query
counter in ther@ﬁ%@ﬂ% f{«}{@%&gp eéﬂ%ﬂ?ﬂ#{}f@g%@%ﬁ%}bﬁﬁ%ﬁ}’ ﬂﬁ‘ée@(&&fpted top tier key interval

value, removing the first element of the third subgroup from the encrypted top query value to
obtain a first function which contains a random multiple of the difference between the top
query value, the top query counter and the top anchor value, using the public key to identify a
matched top tier key interval when the top anchor value is equal to the difference between the
top query value and the top query counter in the first function, and the server performs a
second matching operation on each encrypted bottom tier key interval value in the matched
top tier key interval and on each encrypted bottom query value by performing a mathematical

operation on the encrypted bottom tier key interval value and the encrypted bottom query
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value, removing the second element of the second subgroup from the encrypted bottom tier
key interval value, removing the second element of the third subgroup from the encrypted
bottom query value to obtain a second function which contains a random multiple of the
difference between the bottom query value, the bottom query counter and the bottom anchor
value, using the public key to identify when the bottom anchor value is equal to the difference
between the bottom query value and the bottom query counter in the second function, and

returning the bottom tier key interval.
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