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KEY INFORMATION MANAGEMENT DEVICE, KEY INFORMATION
MANAGEMENT METHOD, AND NON-TRANSITORY COMPUTER-READABLE
RECORDING MEDIUM

BACKGROUND OF THE INVENTION

1 Field of the Invention
[0001] The nvention relates to a key information management device, a key
information management method, and a non-transitory computer-readable recording

medium on which a key information management program 1s recorded.

2. Description of Related Art

[0002] For example, a key information management system 1s disclosed (see, for’
example, Japanese Unexamined Patent Application Publication No. 2006-118122 (JP
2006-118122 A). In the key information management system, a mobile terminal receives
key information that 1s transmitted from a server, and then the mobile terminal 1s usable as

an electronic key.

SUMMARY OF THE INVENTION

[0003] When key information that allows a vehicle to be unlocked for a limited
time 1s delivered to a mobile terminal of a person other than a regular user of the vehicle, it
is concervable that various services can be provided to the regular user of the vehicle. For
example, there is a car sharing service that assists 1n renting a vehicle between individuals
(consumer to consumer (C2C)) (heremafter, referred to as C2C car sharing service) - The
C2C car sharing service 1s provided in the following way. In a time period during which
a regular user does not use the vehicle, key information that allows a vehicle to be
unlocked and started for a limited time is delivered to a mobile terminal of a person who
wants to temporarily rent the vehicle  There 1s also, for exampie, a delivery service that

allows the trunk of a vehicle to be designated as a delivery address for a package
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(hereinafter, referred to as trunk delivery service) The trunk delivery service 1s provided
in the following way Key information that allows the trunk of a vehicle to be unlocked
for a limited time 1s delivered to a mobile terminal of a delivery person of a delivery
company

[0004] However, for example, if various services become available only by
registering information for identifying a vehicle, such as a vehicle index number (VIN),
with service providers, a third party, that 1s, a service provider, could learn registered
information for identifying a— vehicle when a regular user of the vehicle uses a service
For this reason, information for identifying a vehicle is possibly abused by a third party in
bad faith, and another service 1s registered by ‘the third party in bad faith without
permission or a vehicle 1s used by the third party in bad faith without permission through a
service registered without permission.

[0005] The invention provides a key information management dévice, a key
information management method, and a non-transitory computer-readable recording
medium on which a key information management program is recorded, which are able to
prevent registration with a service using a vehicle by a third party in bad faith without

permission and usage of a vehicle by a third party in bad farth without permission through

a service registered without permission.

[0006] A first aspect of the invention provides a key information management
device The key information management device includes an information processing
device The information processing device is configured to deliver key information to a
mobile terminal as the mobile terminal transmits a predetermined transmission signal
toward a vehicle The key information 1s information for unlocking the vehicle, starting
the vehicle, or unlocking and starting the vehicle The imnformation processing device 1s
configured to register permussion for a user of the vehicle to use a predetermined service
using the vehicle. The permission 1s permission to cause the information processing
device to deliver the key information to a mobile terminal of a third party concerned with
the predetermined service, other than the user of the vehicle, as an external device

concerned with the predetermined service transmits a predetermined request signal.
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[0007] According to the above aspect, the key information management device by
itself is able to manage permission to cause an external device concerned with a service,
such as a C2C car sharing service and a trunk delivery service, to deliver key information
to a mobile terminal of a third party concerned with the service, such as a renter of a
vehicle and a delivery person For this reason, for example, even when authentication
mnformation, such as ID and password, that an external device causes the information
processing device to deliver key information has leaked, since the ID and password 1s
unique to a service, 1t 1s not possible to perform registration with a new service by using
the authentication information. In addition, the key information management device
normally often restricts access from a person other than a user of a vehicle, and 1t 1s
originally difficult for a third party in bad faith to perform registration with a service with
the use of the key information management device. Therefore, the key information
management device is able to reduce registration with a service using a vehicle by a third
party in bad faith without permission and usage of a vehicle by a third party 1n bad faith
without permission through a service registered without permission

[0008] In the above-described aspect, the information processing device may be
configured to register the permission further in association with unique information
corresponding to an owner user of the vehicle

[0009]  According to this aspect, the key information management device 1s able
to manage permission to cause an external device to deliver key information to a mobile
terminal of a third party concerned with a service, other than a user of a vehicle, further in
association with unique information that corresponds to an owner user and that is normally
only available to the owner user Therefore, since unique information corresponding to
an owner user 1s required at the time of registration with a service, the key information
management device is able to reduce, for example, registration with a service using a
vehicle by a user of the vehicle, other than an owner user, (for example, a member of a
family of an owner user, a close friend of an owner user, or the like) without permission

[0010] In the above-described aspect, the information processing device may be

configured to transmit information related to the predetermined service to the mobile
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terminal having the unique information corresponding to the owner user in response to a
request from the mobile terminal, and the predetermined service may correspond to the
permuission associated with the unique information corresponding to the owner user

[0011] According to this aspect, the key information management device 1s able
to transmit mnformation related to a registered service to a terminal of an owner user 1n
response to a request from the terminal having unique information corresponding to the
owner user, that 1s, a request from the terminal of the owner user. For this reason, an
owner user 1s allowed to see mformation related to registered services (for example, a list
of registered services, a use schedule of a vehicle that 1s used by the services, and the like)
that are displayed on a display, or the like, of a terminal ~ Therefore, the key information
management device 1s able to cause an owner user to monistically see information related
to registered services

[0012] In the above-described aspect, the information processing device may be
configured to store the permission for each user of the vehicle in association with the
unique mformation corresponding to the owner user, the information processing device
may be configured to transmit information related to a user of the vehicle, other than the
owner user, to the mobile termunal having the unique information corresponding to the
owner user 1n response to a request from the mobile terminal, and the user of the vehicle,
other than the owner user, may correspond to the permission associated with the unique
information corresponding to the owner user

[0013] According to this aspect, the key information management device 1s able
to transmit information related to a user of a vehicle, other than an owner user, who uses a
registered service to a terminal of the owner user 1n response to a request from the terminal
of the owner user  For this reason, an owner user 1s allowed to see information related to
users of a vehicle, other than the owner user, who use registered services (for example, a
list of users of various services, a use schedule of a vehicle over all the users, and the like)
that are displayed on a display, or the like, of a termunal ~ Therefore, the key information
management device 1s able to cause an owner user to monistically see information related

to users of registered services (users of a vehicle, other than the owner user)
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[0014] A second aspect of the invention may be implemented by a key
information management method that is executed by a key information management
device. The key information management method includes delivering key information to
a mobile termunal as the mobile terminal transmits a predetermined transmission signal
toward a vehicle, the key information being information for unlocking the vehicle, starting
the vehicle, or unlocking and starting the vehicle; and registering permission for a user of
the vehicle to use a predetermined service using the vehicle, the permission being
permission to deliver the key information to a mobile terminal of a third party concerned
with the predetermined service, other than the user of the vehicle, as an external device
concerned with the predetermined service transmits a predetermmed request signal

[0015] A third aspect of the invention may be implemented by a non-transitory
computer-readable recording medium on which a key information management program 1s
recorded The key information management program causes an information processing
device to execute instructions for: delivering key information to a mobile terminal as the
mobile terminal transmits a predetermined transmission signal toward a vehicle, the key
information being information for unlocking the vehicle, starting the vehicle, or unlocking
and starting the vehicle, and registering permission for a user of the vehicle to use a
predetermined service using the vehicle, the permission being permission to deliver the key
information to a mobile terminal of a third party concerned with the predetermined service,
other than the user of the vehicle, as an external device concerned with the predetermined
service transmits a predetermined request signal

[0016] According to the above-described aspects, 1t is possible to provide a key
information management device, a key information management method, and a
non-transitory computer-readable recording medwum on which a key information
management program 1s recorded, which are able to prevent registration with a service
using a vehicle by a third party in bad faith without permission and usage of a vehicle by a

third party n bad faith without permission through a service registered without permission.

BRIEF DESCRIPTION OF THE DRAWINGS
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[0017] Features, advantages, and techmcal and industrial significance of
exemplary embodiments of the invention will be described below with referénce to the
accompanying drawings, in which like numerals denote like elements, and wherein

FIG. 1 is a diagram that shows an example of the overall configuration of an
authentication key management system;

FIG 2 1s a block diagram that mainly shows an example of components related to
locking and unlocking of a vehicle in the authentication key management system,

FIG. 3 1s a block diagram that mainly shows an example of components related to a
key sharing service 1n the authentication key management system,

FIG. 4 is a block diagram that mainly shows an example of components related to a
trunk delivery service in the authentication key managemen£ system,

FIG 5 1s a block diagram that maimly shows an example of components related to a
C2C car sharing serv1c\e in the authentication key management system;

FIG. 6 is a block diagram that mainly shows an example of components related to a
B2C car sharing service in the authentication key management system,

FIG 7 1s a flowchart that schematically shows an example of a service registration
process that 1s executed by a center server,

FIG 8 is a view that schematically shows an example of a user and service
registration information DB,

FIG 9 1s a flowchart that schematically shows an example of a service use status
information providing process that 1s executed by the center server; and

FIG. 10 1s a view that shows specific examples of service use status images that are

displayed on a display of a mobile terminal of an owner user

DETAILED DESCRIPTION OF EMBODIMENTS
[0018] Hereinafter, an embodiment of the invention will be described with
reference to the accompanying drawings.
Overall Configuration of Authentication Key Management System

[0019] FIG 1 1s a diagram that shows an example of the overall configuration of
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an authentication key management system according to the present embodiment.

[0020]  The authentication key management system 1 includes vehicles 10, mobile
terminals 20, a center server 30, and service management servers 40.

[0021] Each vehicle 10 1s able to carry out wireless communication within a
relatively close range (a range to such an extent that communication 1s available between
the nside of a vehicle cabin and the outside of the vehicle cabin) to the mobile terminals
20 (herewmafter, referred to as near-field communication) in conformity with predetermined
communication standards Each vehicle 10 1s an object of which doors are locked or
unlocked and that 1s started (ignition 1s turned on) based on a transmission signal (an
authentication request, a lock request, or an unlock request, which will be described later)
from one of the mobile terminals 20. The doors of each vehicle 10 may mclude not only
passenger doors but also a luggage compartment door (for example, a trunk lid, a back
door, or the like) for accessing a trunk (luggage compartment) Turning on the 1gnition
(IG-ON) of each vehicle 10 may include not only startup of an engine 1n the vehicle 10 that
uses the engine as a main power source but also power on of an electric motor 1n the
vehicle 10 that uses an electric motor as a main power source  Hereinafter, in the present
embodiment, description will be made on the assumption that each vehicle 10 uses an
engine 117 (described later) as a main power source, a start (IG-ON) of each vehicle 10
corresponds to a startup of the engme 117 and a stop (IG-OFF) of each vehicle 10
corresponds to a stop of the engine 117

[0022] The vehicles 10 are communicably connected to the center server 30 °
through a predetermmned communication network (for example, a mobile telephone
network having a large number of base stations as terminals, the Internet, or the like)
Each vehicle 10 transmits location information to the center server 30, as will be described
later

[0023]  The vehicles 10 include a privately-owned vehicle 10A and a vehicle 10B
owned by a B2C car sharing service provider.

[0024] The mobile terminals 20 are communicably connected to the center server

30 through a predetermined communication network (for example, a mobile telephone
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network having a large number of base stations as terminals, the Internet, or the like)
Each mobile termunal 20 is able to unlock or lock the intended vehicle 10 by acquiring
authentication key information (an example of key mformation, hereinafter, referred to as
authentication key) that 1s delivered from the center server 30 and transmitting the acquired
authentication key by relatively close-range wireless communication in response to a
predetermined operation of a user Each mobile termmal 20 may be, for example, a
general cellular phone, a smartphone, or a tablet terminal  Each mobile terminal 20 may
implement the above-described function by launching a predetermined application
program (hereinafter, referred to as key application) that 1s installed onto a built-in
processing device 23, as will be described later Each mobile terminal 20 may be a
portable special-purpose terminal specialized to acquire an authentication key from the
center server 30, and to unlock the doors of the intended vehicle 10 and start the intended
vehicle 10 with the use of the acquired authentication key The mobile terminals 20
include mobile terminals 20Aa, 20Ab, 20Ac, 20Ad corresponding to the vehicle 10A, and
a mobile terminal 20B corresponding to the vehicle 10B

[0025] The mobile termimal 20Aa 1s a mobile terminal owned by an owner (owner
user) among regular users of the vehicle 10A  The mobile terminal 20Aa may be
bidirectionally communicable with the mobile termmal 20Ab by relatively close-range
wireless communication

[0026] The mobile termmnal 20Ab 1s a mobile termial owned by each of the
regular users other than the owner user of the vehicle 10A (for example, including a
member of a family of the owner user, a close friend of the owner user, and the like,
hereinafter, referred to as child users)

[0027] The child users may mnclude a user who does not drive the vehicle 10A and
a user who 1s not permitted to drive the vehicle 10A (for example, a child under 18 years of
age of the owner user, or the like) For example, when only a trunk delivery service
(described later) 1s used, the regular users do not need to drive the vehicle 10A

[0028] The mobile terminal 20Ac 1s owned by a delivery person of a business

operator that provides a trunk delivery service (described later) (hereinafter, simply
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referred to as delivery service provider) The mobile termunal 20Ac 1s commumcably
connected to the center server 30 and a delivery management server 50 (described later)
through a predetermined communication network (for example, a mobile telephone
network having a large number of base stations as terminals, the Internet, or the like).

[0029] The mobile terminal 20Ad is a mobile terminal owned by a renter of the
vehicle 10A 1n a C2C car sharing service (described later) The mobile terminal 20Ad 1s
communicably connected to the center server 30 and a C2C car sharing management server
70 (described later) through a predetermined network (for example, a mobile telephone
network having a large number of base stations as termunals, the Internet, or the like)

[0030] The mobile terminal 20B 1s a mobile terminal owned by a renter of the
vehicle 10B in a B2C car sharing service (described later) The mobile terminal 20B 1s
communicably connected to the center server 30 and a B2C car sharing management server
80) through a predetermined communication network (for example, a mobile telephone
network having a large number of base stations as terminals, the Internet, or the like)

[0031] The center server 30 1s communicably connected to the vehicles 10, the
mobile terminals 20, and the service management servers 40

[0032] The center server 30 (an example of a key information management
device) manages 1ssuance of an authentication key of each vehicle 10. For example, the
center server 30 1ssues an authentication key and delivers the authentication key to the
intended mobile terminal 20 1n response to a predetermined condition

[0033] The center server 30 also acquires location mformation of each vehicle 10
from the vehicle 10  Thus, the center server 30 1s able to get the location of each vehicle
10

[0034] The center server 30 also operates a car sharing service for sharing the
vehicle 10A among the plurality of regular users including the owner user of the vehicle
10A  Specifically, the center server 30 operates an authentication key sharing service
(key sharmg service) that each of the registered regular users, including the owner user, 1s
allowed to acquire the authentication key of the vehicle 10A into his or her own mobile

terminal 20 (the mobile terminal 20Aa or the mobile terminal 20Ab)
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[0035] The center server 30 also executes a registration process for the regular
users of the vehicle 10A to use a service using the vehicle 10A (the key sharing service, the
trunk delivery service, the C2C car sharing service, or the like). Specifically, the center
server 30 registers permission for the regular users of the vehicle 10A to use a service
using the vehicle 10A. The permission is permission to deliver an authen‘tication keyto a
predetermined mobile terminal 20 (hereinafter, referred to as authentication key
arrangement permission) as one of a key sharing management unit 327 (described later)
and the service management servers 40 transmits an authentication key arrangement
requeét (described later) to the center server 30.

- [0036] The center server 30 also manages the use of the vehicle 10A among a
plurality of services (that is, a plurality of business operators), such as the trimk delivery
service (described later) and t‘he C2C car sharing service (described later).

[0037] The service management servers 40 manage operations of various services
that are provided by using the vehicles 10. The service management servers 40 include
the delivery management server 50 and an electronic commerce (EC) server 60 that
correspond to the trunk delivery service, the C2C car sharing management server 70 that
corresponds to the C2C car sharing service, and the B2C car sharing management server
80 that corresponds to the B2C car sharing service.

[0038] The trunk delivery service may include a delivery service for dealing with
products ordered on an EC site (described later) as delivery items and a delivery service for
dealing with items other than the products ordered on the EC site as delivery items The
latter trunk delivery service is, for example, a service that allows the regular users of the
vehicle 10A to change the delivery address to the trunk of the vehicle 10A when a
notification that a package addressed to home 1s scheduled to be delivered has been
provided from the delivery management server 50 to the regular user through an electric
mail, an account of a social networking service (SNS), or a specific application program
that 1s launched on the mobile terminal 20Aa or the mobile terminal 20Ab  Hereinafter,
in the present embodiment, the former trunk delivery service will be mainly described

The operations of components related to the trunk delivery service (described later) are




10

15

20

25

11
also applicable to the operations of components related to the latter trunk delivery service
where appropriate.
[0039] The delivery management server 50 15 commpnicably connected to the
mobile terminal 20Ac and the center server 30 through a predetermined communication

network. The delivery management server 50 manages operations of a logistics system

“associated with the trunk delivery service from receipt of a package to delivery of the

package to the trunk of the vehicle 10A

[0040] The delivery service provider that operates the delivery management
server 50 may provide the regular users of the vehicle 10A with not only the trunk delivery
service but also a pickup service that allows the trunk to be designated as a pickup address
for a package (heremnafter, referred to as trunk pickup service) That is, the delivery
management server 50 may manage operations of the trunk pickup service instead of or in
addition to the trunk delivery service  In this case, a package that is a pickup item may be
a product that is returned to an operator of the EC site (or a shop opened on the EC site)
corresponding to the EC server 60 (that 1s, a product purchased on the EC site) or may be a
package for delivery wrrelevant to the EC site  The trunk pickup service may be realized
as a pickup service at the time when a business operator that provides a service for
temporarily keeping an article from a customer (for example, a business operator, such as a
commercial laundry) picks up a package from tile regular user of the vehicle 10A. In this
case, a pickup management server that manages operations of the trunk pickup service,
which may be included in the service management servers 40, as well as the delivery
management server 50, may be provided by a commercial laundry provider. That 1s, the

pickup management server may be provided instead of or in addition to the delivery

management server 50 A business operator that provides a service for collecting a

predetermined article (an article, such as junk and a second-hand book that a customer
desires to sell) from a customer (for example, a recycle service provider, an antique buyer,
or the like) provides the regular users of the vehicle 10A with a collection service that
allows the trunk to be designated as a collection address of an article that is a collection

item (heremnafter, referred to as trunk collection service). In this case, a collection
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management server that manages operations of the trunk collection service, which may be

included in the service management servers 40, as well as the delivery management server

50, may be provided by a recycle service provider, or the hike. That 1s, the collection

management server may be provided mnstead of or in addition to the delivery management
server 50

[0041] The EC server 60 1s communicably connected to the center server 30 and
the delivery management server 50 through a predetermined communication network, and
operates a predetermined website (EC site) that sells products or services. Specifically,
the EC server 60 displays the trunk of the vehicle 10A as a choice for delivery address on
an order page of the EC site for the pre-registered regular users of the vehicle 10A and the
delivery service provider (the delivery service provider correspgnd1ng to the delivery
management server 50). Thus, the regular users of the vehicle 10A are allowed to get
delivery of purchased products to the trunk of the vehicle 10A even when the regular users
are not at home.

[0042] The C2C car sharing management server 70 is communicably connected
to the mobile terminal 20Ad and the center server 30 The C2C car sharing management
server 70 manages operations of the C2C car sharing service, such as receiving registration
of a rentable date and time of the vehicle 10A from the owner user, receiving a reservation
for use from a person who wants to rent the vehicle 10A, and arrangements for the
authentication key of the vehicle 10A  The C2C car sharing management server 70 may
manage operations of a C2C trunk sharing service for renting :the cabin or trunk of the
privately-owned vehicle 10A as a temporary luggage storage, a delivery address for a
package, or the like ’

[0043] The B2C car sharing management server 80 is communicably connected
to the mobile terminal 20B and the center server 30. The B2C car sharing management
server 80 manages operations of the B2C car sharing service, such as receiving a
reservation for use of the vehicle 10B and making arrangements for a parking location of
the ’vehicle 10B and the authentication key of the vehicle 10B  The B2C car sharing

management server 80 may manage operations of a B2C trunk sharing service for renting
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the cabin or trunk of the vehicle 10B as a temporary luggage storage or a delivery address
for a package.

[0044] The service management servers 40 may include a company car
management server that operates a car sharing service (company car management service) -
that the vehicle 10 that is a company car of a company 1s intended for a reservation for use
and an employee of the company 1s a borrower, instead of or in add1t1lon to the B2C car
sharing management server 80 At this tume, when there is an 1dle time period of the
vehicle 10 that 1s a company car, the company car management server may operate a C2C
car sharing service that the vehicle 10 that is a company car 1s intended for rent. The
delivery management server 50 and the EC server 60 may operate a trunk delivery service
that allows the trunk of the vehicle 10 that 1s a company car of a company to be designated
as a delivery address for a package that 1s delivered to the company
Detailed Components Related to Locking and Unlocking of Vehicle and Starting of Vehicle

[0045]  Next, components related to lock1ﬁg and unlocking of each vehicle 10 and
starting of each vehicle 10 in the authentication key management system 1 will be
described with reference to FIG. 2.

[0046] FIG. 2 1s a block diagram that mainly shows an example of components
related to locking and unlocking of each vehicle 10 and starting of each vehicle 10 in the
authentication key management system 1 Each vehicle 10 includes a lock/unlock and
start device 11, a key unit 12, a GPS module 13, and a data communication module (DCM)
14

[0047] The lock/unlock and start device 11 1s mstalled on the vehicle 10, and
locks or unlocks the doors of the vehicle 10 1n response to a lock signal or unlock signal
that 1s transmitted from the key unit 12 as radio waves ofa radio-frequency (RF) band (for
example, 300 MHz to 3 GHz) (heremafter, referred to as RF radio waves). The
lock/unlock and start device 11 starts the vehicle 10 in response to an exchange of radio
waves of a low-frequency (LF) band \(for example, 30 Hz to 300 kHz) (hereinafter, referred
to as LF radio waves) and RF radio waves with the key unit 12 with a trigger set to a

depressing operation of a start switch (not shown) provided in the cabim of the vehicle 10

kN
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The lock/unlock and start device 11 includes an LF radio wave transmaitter 111, an RF radio
wave receiver 112, a collation electronic control unit (ECU) 113, a body ECU 114, door
lock motors 115, an engine ECU 116, and the engine 117 that is a driving force source of
the vehicle 10.

[0048] The lock/unlock and start device 11 is activated by electric power that is
supplied from an auxiliary battery (not shown) mounted on the vehicle 10

[0049] The LF radio wave transmitter 111 1s mcorporated in, for example, a
center console or a door handle in the cabin, and transmits LF radio waves under control of
the collation ECU 113

[0050] The RF radio wave receiver 112 is prov1ded’in, for example, a trim 1n the
trunk of the vehicle 10, 'and recetves RF radio waves under control of the collation ECU
113

[0051] The collation ECU 113 is an electromic control unit that controls locking
and unlocking of the doors of the vehicle 10 and starting of the vehicle 10 based on an
exchange of signals with the key unit 12 The collation ECU 113 1s implemented by
hardware, software, or a combination of hardware and software. For \example, the
collation ECU 113 1s mamly formed of a microcomputer including a central processing
unit (CPU), a random access memory (RAM), a read only memory (ROM), an auxiliary
storage device, a real time clock (RTC), and a communication interface  The collation
ECU 113 mmplements various control processes by executing various programs stored in
the ROM or the auxiliary storage device on the CPU. Hereinafter, the same apples to a
key ECU 124 (described later) °

[0052] The collation ECU 113 recerves an unlock signal and a lock signal that are
transmittqd from the key unit 12 as RF radio waves with the use of the RF radio wave
receiver 112. _

[0053] When the collation ECU 113 has received the unlock signal or the lock
signal, the collation ECU 113 authenticates the source (key unit 12) of the unlock signal or
lock signal based on key information (herematter, referred to as internal key information)

mncluded 1n the unlock signal or the lock signal For example, when internal key
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mnformation that is registered in advance in an internal memory, such as the auxiliary
storage device, matches the internal key information included 1n the unlock signal or the
lock signal, the collation ECU 113 determines that authentication 1s successful On the
other hand, when those pieces of internal key information do not match each other, the
collation ECU 113 determines that authentication has failed.

[0054] For example, the collation ECU 113 may transmut LF radio waves,
mcluding "challenge" generated by a predetermined method by utilizing the internal key
information of the internal memory, from the LF radio wave transmuitter 111 toward the key
unit 12, and may perform challenge-response authentication based on "response" that has
been returned from the key unit 12 and that 1s received by the RF radio wave receiver 112

[0055]  When authentication is successful, the collation ECU 113 transmits an
unlock 1nstruction (upon reception of the unlock signal) or a lock instruction (upon
reception of the lock signal) to the body ECU 114 through an in-vehicle network, such as a
controller area network (CAN).

[0056] As will be described later, in the unlock signal, only part of the doors of
the vehicle 10 may be designated as a door to be unlocked In this case, the collation
ECU 113 designates the door(s) to be unlocked with the unlock instruction. Thus, the
body ECU 114 is able to unlock part of the doors by activating only the door lock motor(s)
115 corresponding to the designated part of the doors

[0057] When the start switch has been depressed, the collation ECU 113
authenticates the key unit 12 by exchanging signals with the key unit 12 with the use of the
LF radio wave transmitter 111 and the RF radio wave receiver 112.

[0058] For example, the collation ECU 113 transmits an LF-band request signal
for requesting a reply of the internal key information from the LF radio wave transmitter
111 toward the key umit 12. When the response signal including the internal key
information has been received from the key unit 12 by the RF radio wave recerver 112, the
collation ECU 113 determines whether authentication is successful or authentication has
falled based on matching between the internal key information registered 1n the internal

memory 1n advance and the internal key information included 1n the response signal, as 1n
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+ the case of locking or unlocking of the doors

[0059] For example, the collation ECU 113 may perform challenge-response
authentication, as 1n the case of locking or unlocking of the doors.

[0060] =~ When authentication 1slsuccessfu1, the collation ECU 113 transmits an
instruction to start the engine 117 to the engine ECU 116 through the in-vehicle network,
such as the CAN.

[0061] The body ECU 114 1s an electronic control unit that controls actuation of
each of the door lock motors 115 that are communicably ;:onnected to the body ECU 114
via one-to-one communication lines, or the like The body ECU 114 outputs a control
mnstruction to cause the door lock motors 115 to perform unlocking action 1n response to
the unlock instruction from the collation ECU 113  The body ECU 114 also outputs a
control instruction to cause the door lock motors 115 to perform locking action in response
to the lock mstruction from the collation ECU 113.

[0062] Each of the door lock motors 115 1s a known electric actuator that unlocks
or locks a corresponding one of the doors of the vehicle 10 in response to a control
mnstruction from the body ECU 114.

[0063] The engine ECU 116 1s an electronic control unit that controls the drive of
the engine 117. Specifically, the engine ECU 116 controls the drive of various actuators,
such as a starter and an 1njector, mounted on the engfne 117 When a start instruction has
been input from the collation ECU 113, the engine ECU 116 causes the engine 117 to start
by outputting a control nstruction to the various actuators, such as the starter and injector
of the engine 117.

[0064] ‘ The key unit 12 is disposed ’in the cabin of the vehicle 10. The key unit
12 transmits any one of the unlock signal and the lock signal as RF radio waves to the
lock/unlock and start device 11 1n response to a corresponding one of the unlock request
and the lock request, which 1s transmtted from the mobule terminal 20. In addition, at the
time when the start switch provided in the cabin of the vehicle 10 has been depressed, the
key unit 12 exchanges signals with the lock/unlock and start device 11 in response to an

LF-band signal that is transmitted from the lock/unlock and start device 11. The key unit
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12 includes an LF radio wave recerver 121, an RF radio wave transmitter 122, a
communication device 123, and the key ECU 124.

[0065] The key unit 12 may be disposed at a location at which the key unit 12 is
difficult to be visually recognized from users seated on respective seats of the vehicle 10
(for example, mnside a glove box or center console box, or the like) The key unit 12 may
be fixed to the vehicle 10 or may be not fixed The key umit 12 may be actuated by a
built-in button battery, or the like, or may be actuated by electric power that 1s supplied
from an auxihary battery mounted on the vehicle 10.

[0066] The LF radio wave receiver 121 receives LF radio waves under control of
the key ECU 124

[0067] The RF radio wave transmitter 122 transmits RF radio waves under
control of the key ECU 124

[0068] The commumcation device 123 1s any device that carries out near-field
communication with the mobile terminals 20 under control of the key ECU 124. The
communication device 123 may be, for example, a BLE communication module that
carries out communication with the mobile terminals 20 in conformity with the BLE
commumcation standards The BLE 1s an abbrewviation of Bluetooth low energy.
Bluetooth is a registered trademark  Hereinafter, description will be made on the
assumption that the communication standards employed in the communication device 123
adhere to BLE communication

[0069] The communication device 123 may be a communication device that
adheres to close-range communication standards for a sigmificantly short communicable
range, such as near-field communication (NFC) standards. In this case, the
communication device 123 may be incorporated at a location close to a body surface
outside the cabin of the vehicle 10 (that 1s, for example, a location inside a door handle).
Thus, even when a communicable range of the communication device 123 is significantly
short, the key umit 12 (key ECU 124) 1s able to carry out communication with the mobile
termunals 20 outside the cabin.

[0070] The key ECU 124 1s an electronic control umt that executes a control
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process of transmitting any one of the lock signal and the unlock signal to the lock/unlock
and start device 11 1n response to a coﬁesponding one of the lock request and the unlock
request, which is received from the mobile terminal 20.

[0071] T'he. key ECU 124 receives an authenticatton request including an
authentication key associated with the key unit 12 from the mobile terminal 20 through the
communication device 123

[0072] When an authentication request including the authentication key
associated with the key unit 12 has been received from the mobile terminal 20, the key
ECU 124 authenticates the mobile terminal 20 based on the authentication key =~ When the
authentication 1s successful, the key ECU 124 reconstitutes the internal key information
stored in the internal memory, such as the auxiliary storage device, into a usable state
The internal key information 1s stored in a stéte where the internal key information is not
usable as a use for authentication in the lock/unlock and start device 11, such as an
naccessible state and an encrypted state For this reason, when authentication of the
mobile terminal 20 is successful, the key ECU 124, for example, changes access
permission to the internal memory for changing the key information into an accessible
state or decodes the encrypted internal key information based on the authentication key
Thus, the key ECU 124\1 1s able to transmit an unlock signal or lock signal, including the
mternal key information, to the lock/unlock and start device 11 by accessing the normally
inaccessible internal key information, or transmit an unlock signal or lock signal, including
the decoded mternal key information, to the lock/unlock and start device 11  For this
reason, the lock/unlock and start device 11 1s able to perform appropriate authentication
based on the internal key information included in the unlock signal or the lock signal.
Even 1if there occurs a sttuation in which a third party in bad faith 1llegally gets hold of the
key umt 12, since the internal key information in the key unit 12 1s, for example,
inaccessible or encrypted, 1t 1s possible to reduce occurrence of a theft of the vehicle 10

[0073] The key ECU 124 also receives an unlock request and a lock request from
the mobile terminal 20 through the communication device 123. When authentication of

the mobile terminal 20 1s successful (specifically, after authentication of the mobile




10

15

20

25

19

termnal 20 1s successful, BLE communication 1s continuously established) and the key
ECU 124 has received an unlock request or a lock request from the mobile terminal 20, the
key ECU 124 transmits an unlock signal or lock signal, including lock/unlock key
information, to the lock/unlock and start device 11 through the RF radio wave transmitter
122.

[0074] Thus, after an authentication process 1n the lock/unlock and start device 11,
the doors of the vehicle 10 are unlocked or locked

[0075] As described above, at the time when the start switch provided in the cabin
of the vehicle 10 has been depressed, the key ECU 124 exchanges signals with the
lock/unlock and start device 11 1n response to an LF-band signal that is transmitted from
the lock/unlock and start device 11

[0076] For example, when the request signal has been received from the
lock/unlock and start device 11 by the LF radio wave receiver 121, the key ECU 124
transmits a response signal including the internal key information stored in the nternal
memory, or the like, toward the lock/unlock and start device 11 through the RF radio wave
transmitter 122

[0077] For example, when LF radio waves imcluding "challenge" have been
recerved from the lock/unlock and start device 11 by the LF radio wave receiver 121, the
key ECU 124 generates "response" based on the internal key information, and transmuts the
"response” to the lock/unlock and start device 11 through the RF radio wave transmutter
122

[0078] Thus, after the authentication process in the lock/unlock and start device
11, the engine 117 1s started.

| [0079] Permission related to the function of locking or unlocking the vehicle 10

or starting the vehicle 10 may be defined in the authentication key The permission is
assigned by the center server 30.

[0080] For example, when the authentication key has the permission to unlock
only part of the doors of the vehicle 10, the key ECU 124 transmits an unlock signal,

including information that designates the door(s) to be unlocked, to the key unit 12 through
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the RF radio wave transmitter 122  Thus, as described above, only part of the doors of
the vehicle 10 may be unlocked

[0081] For example, when the authentication key has no permission to start the
engine 117, the key ECU 124 just needs to be configured not to exchange signals with the
lock/unlock and start device 11 even when an LF-band signal from the lock/unlock and
start device 11 based on a depressing operation of the start switch has been received by the
LF radio wave receiver 121  Thus, it is possible to prohibit start of the engine 117 in
accordance with the permission of the authentication key

[0082] The GPS module 13 receives GPS signals that are transmitted from three
or more, desirably four or more satellites above the vehicle 10, and measures the location
of the vehicle 10  The GPS module 13 is communicably connected to the DCM 14, or the
like, through the in-vehicle network, such as a one-to-one communication line and the
CAN The measured location information of the vehicle 10 1s input to the DCM 14, or
the like

[0083] The DCM 14 1s a communication device that bidirectionally carries out
communication with the center server 30 through a predetermined communication network
The DCM 14 transmuts the current location information of the vehicle 10, which is input
from the GPS module 13, to the center server 30 at prescribed timing or 1n response to a
request, or the like, from the center server 30 The DCM 14 transmits various pieces of
vehicle information to the center server 30 Examples of the various pieces of vehicle
information include information that the doors of the vehicle 10 have been unlocked based
on the authentication key or the vehicle 10 has been started based on the authentication key.
The various pieces of vehicle information are acquired through the in-vehicle network,
such as the CAN, at prescribed timing or in response to a request, or the like, from the
center server 30

[0084] Each mobile termmal 20 includes a communication device 21, a
communication device 22, a processing device 23, and a touch panel display (heremafter,
simply referred to as display) 24

[0085] The communication device 21 is any device that carries out near-field
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communication with the vehicle 10 in accordance with the same communication standards
as the communication device 123  As described above, the communication device 21 is,
for example, a BLE communication module in the case of the present embodiment.

[0086] The communication device 22 is any device that. carries out
communication with the center server 30, the service management servers 40, and the like,
through a predetermined communication network. The communication device 22 1s, for
example, a mobile communication module that conforms to communication standards,
such as long term evolution (LTE), 4th generation (4G) and 5th generation (5G)

[0087] The processing device 23 executes various control processes in the mobile
termmal 20  The functions of the processing device 23 may be implemented by hardware,
software, or a combination of hardware and software. The processing device 23 includes,
for example, a CPU, a RAM, a ROM, an auxiliary storage device, an RTC, various
interfaces for communication, and the like The processing device 23 includes, for
example, a communication processing unit 231, a communication processing unit 232, an
authentication key acquisition umit 233, an authentication requesting umit 234, and a
lock/unlock requesting unit 235, as functional units that are implemented by executing one
or more programs sto;ed in the ROM or the auxihary storage device on the CPU  The
processing device 23 also mcludes, for example, a storage unit 230 that 1s implemented as
a storage area 1n the auxiliary storage device A process of saving (storing) various data
n the storage unit 230 1s implemented by a predetermined program stored in the ROM or
the auxiliary storage device. |

[0088] The communication processing unit 231 bidirectionally carries out
near-field communication with the key unit 12 with the use of the communication device
21, and transmuits or receives various signals.

[0089] The communication processing unit 232 establishes connection with a
predetermined communication network with the use of the communication device 22, and
transmits or receives various signals, such as data signals and control signals, with the
center server 30, the service management servers 40, and the like

[0090] The authentication key acquisition unit 233, for example, acquires an
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authentication key from the center server 30 and saves the acquired authentication key n
the storage umit 230 in response to a predetermined operation of the user to a
predetermined graphical user mterface (GUI) that 1s displayed on the display 24.
Heremnafter, description will be made on the assumption that various operations to the
mobile terminal 20 are made by operations to GUI that 1s displayed on the display 24 n
synchronization with the operation of the key application

[0001] For example, the authentication key acquisition unit 233 of the mobile
terminal 20Aa transmits an authentication key acquisition request to the center server 30
via the communication processing unit 232  Thus, the center server 30 receives the
authentication key acquisition request, and, when the center server 30 determines that the
authentication key acquisition request 1s a regular authentication key acquisition request,
1ssues an authentication key The authentication key acquisition unit 233 acquires the
authentication key that 1s delivered from the center server 30 via the communication
processing unit 232

[0092] For example, the authentication key acquisition unit 233 of the mobile
terminal 20Ab acquires an authentication key that 1s delivered from the center server 30 to
the mobile terminal 20Ab via the communication processing unit 232 in response to a key
sharing request (described later) that 1s transmitted from the mobile terminal 20Aa to the
center server 30

[0093] The authentication key acquisition umit 233 of the mobile terminal 20Ab
by 1itself may transmit an authentication key acquisition request to the center server 30 via
the communication processing unit 232 In this case, when the center server 30 has
recerved the authentication key acquisition request from the mobile terminal 20Ab, the
center server 30 just needs to make an inquiry to the mobile terminal 20Aa of the owner
user about whether to allow delivery of the authentication key.

[0094] For example, the authentication key acquisition unit 233 of the mobile
terminal 20Ac transmits an authentication key acquisition request to acquire an
authentication key to the delivery management server 50. For example, the authentication

key acqusition unit 233 of the mobile terminal 20Ad transmits an authentication key
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acquisition request to acquire an authentication key to the C2C car sharing management
server 70. For example, the authentication key acquisition unit 233 of the mobile
terminal 20B transmits an authentication key acquisition request to acquire an
authentication key to the B2C car sharing management server 80 Thus, each of the
delivery management server 50, the C2C car sharing management server 70, and the B2C
car sharing management server 80 transmits an authentication key arrangement request to
the center server 30 in response to reception of an authentication key acquisition request,
and the center server 30 1ssues an authentication key in response to reception of the
authentication key arrangément request. The authentication key acquisition unit 233
acquires the authentication key that is delivered from the center server 30 wvia the
communication processing unit 232

[0095] The authentication key acquisition umt 233 of each of the mobile
terminals 20Ac, 20Ad, 20B may transmit an authentication key acquisition request to the
center server 30 through the communication prc;cessing unit 232. In this case, the center
server 30 may determine whether the authentication key acquisition request is a regular
éuthenticatmn key acquisition request by making an inquiry to a corresponding one of the
delivery management server 50, the C2C car sharing management server 70, and the B2C
car sharing management server 80

[0096] The authentication requesting unit 234 transmits an authentication request
to authenticate the mobile terminal 20 to the key unit 12 of the vehicle 10 via the
communication processing unit 231  The mobile termunal 20 serves as a remote operating
unit for locking or unlocking the doors of the vehicle 10. For example, when the
authentication requesting unit 234 has found a key unit corresponding to an authentication
key, specifically, when an advertising packet corresponding to the key unit 12 has been
received by the communication processing unit 231, the authentication requesting unit 234
may transmit an authentication request to the key umit 12. For example, the
authentication requesting unit 234 may transmit an authentication request to the key unit
12 1n response to a predetermined operation of the user.

[0097]  The lock/unlock requesting unit 235 transmits an unlock request including




10

15

20

25

24

an authentication key or a lock request including an authentication key to the key unit 12
via the communication processing unit 231 in response to a predetermined operation of the
user Thus, even when an unlock request or a lock request has been transmitted to the key
unit 12 before an authentication request is transmitted by the authentication requesting unit
234, the doors of the vehicle 10 may be locked or unlocked based on the authentication
process in the key unit 12. For example, the GUI that 1s an operation screen of the
display 24 may contamn an unlock button for issuing a request to unlock the vehicle 10 and
a lock button for issuing a request to lock the vehicle 10, a lock request may be transmitted
with the touch of the lock button, and an unlock request may be transmitted with the touch
of the unlock button A lock request and an unlock request may be transmuitted as a result
of an operation to a predetermined hardware operating unit provided in the mobile terminal
20.

[0098] For example, the functions of the authentication key acquisition unit 233,
authentication requesting unit 234, and lock/unlock requesting unit 235 may be configured
to be available to the user by launching a predetermined application program that 1s
installed on the ROM, auxiliary storage device, or the like, of the processing device 23
Hereinafter, description will be made on the assumption that the functions of the
authentication key acquisition unit 233, authentication requesting unit 234, and lock/unlock
requesting unit 235 of the processing device 23 become available to the user by launching
the key application installed on the processing device 23 (the auxiliary storage device or
the ROM)

[0099] The center server 30 includes a communication device 31 and a processing
device 32

[0100] The functions of the center server 30 may be implemented by a plurality
of servers in a distributed manner. Hereinafter, this also applies to the delivery
management server 50, the EC server 60, the C2C car sharing management server 70, and
the B2C car sharing management server 80.

[0101] The communication device 31 1s any device that bidirectionally carries out

communication with each of the vehicles 10, the mobile terminals 20, and the service
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[0102] The processing device 32 executes various control processes in the center
server 30  The functions of the processing device 32 may be implemented by hardware,
software, or a combination of hardware and software. The processing device 32 1s mainly
formed of one or plurality of server computers each including, for example, a CPU, a RAM,
a ROM, an auxiliary storage device, an RTC, a predetermined communication interface,
and the ike  Heremafter, this also applies to a processing device 52 (described later) of
the delivery management server 50, a processing device 62 (descrlbed later) of the EC
server 60, a processing device 72 (described later) of the C2C car sharing management
server 70, and a processing device 82 (described later) of the B2C car sharing management
server 80  The processing device 32 includes, for example, a communication processing
unit 321, a condition determination unit 322, and an authentication key 1ssuance unit 323
as functional units that are implemented by executing one or more programs saved in the
ROM or the auxilary storage device on the CPU  The processing device 32 also includes,
for example, a storage unit 320 that 1s implemented as a storage area defined in the
auxihiary storage device of the corresponding server computer, an external storage device
that 1s connected to the corresponding server computer, or other storage devices A"
process of saving (storing) various data in the storage umit 320 is implemented by a
program stored in the ROM or the auxihary storage device  Hereinafter, this also applies
to storage units 520, 620, 720, 820 (described later)

[0103] The communication processing unit 321 controls the communication
device 31, and exchanges various signals, such as control signals and information signals,
with each of the vehicles 10, the mobile terminals 20, and the service management servers
40

[0104] The condition determination umt 322 determines whether an
authentication key acquisition request is a regular authentication key acquisition request in
response to reception of the authentication key acquisition request, received by the
communication processing unit 321, from the mobile termmmal 20  The condition

determination unit 322 also determines whether an authentication key arrangement request
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is a regular authentication key arrangement request in response to reception of the
authentication key arrangement request from any one of the service management servers
40

[0105] When the condition determination unit 322 determines that the
authentication key acqulslfion request 1s a regular authentication key acquisition request or
determines that the authentication key arrangement request is a regular authentication key
arrangement request, the aut’hentication key 1ssuance unit 323 (an example of a key
information delivery unit) identifies the specifications of an authentication key to be 1ssued,
and 1ssues an authentication key corresponding to the identified specifications. For
example, the authentication kéy 1ssuance unit 323 1dentifies the vehicle 10 mntended to be
locked or unlocked with an authentication key or identifies the key umit 12, or the like,
corresponding to the intended vehicle 10. For example, the authentication key 1ssuance
umt 323 also 1dentifies the permission of the authentication key on an effective (available)
period of the authentication key and the number of times the authentication key is available
For example, the authentication key issuance unit 323 also 1dentifies the permuission of the
authentication key for unlocking the vehicle 10 or starting the vehicle 10, such as which
door 1s allowed to be locked or unlocked and whether the vehicle 10 is allowed to be
started For example, the authentication key issuance unit 323 also 1dentifies the
permission of the authentication key on temporary key sharing, such as whether the
authentication key 1s allowed to be shared with another one of the mobile terminals 20
through temporary key sharing (described later), a period during which the authentication
key 1s allowed to be shared with another one of the mobile terminals 20, and the number of
times the authentication key 1s allowed to be shared with another one of the mobile
terminals 20. Hereinafter, the permission of the authentication key on an available period,
the available number of times, and the like, the permission of the authentication key for
unlocking the vehicle 10 or starting the vehicle 10, and the permission of the authentication
key on temporary key sharing are collectively simply referred to as various types of
permission of the authentication key. The authentication key issuance untt 323 delivers

the authentication key issued for the intended mobile terminal 20 via the communication
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Details of Components Related to Key Sharing Service

[0106] Next, components related to the key sharing service in the authentication
key management system 1 will be described with reference to FIG. 3

[0107] FIG 3 is a block diagram that mainly shows an example of components
related to the key sharing service in the authentication key management system 1
Hereinafter, for FIG 3, components related to the key sharing service in the authentication
key management system 1 will be mainly described, and the overlap description of
components that overlap with the above-described components related to locking and
unlocking of the vehicle 10 and starting of the vehicle 10 1s omitted as much as possible
Hereinafter, the same applies to the description of FIG. 4 to FIG. 6

[0108] As described above, the processing device 23 of the mobile terminal 20Aa
owned by the owner user of the Velﬁcle 10A mcludes the communication processing unit
231, the communication processing unit 232, the authentication key acquisition unit 233,
the authentication requesting unit 234, and the lock/unlock requesting unit 235. The
processing device 23 of the mobile terminal 20Aa further includes a user reglstfation
requesting unit 236, a service registration requesting umit 237, a service use status
requesting unit 238, and a key sharing requesting unit 239.

[0109] In the present embodiment, description will be made on the assumption
that the functions of the user registration requesting unit 236, service registration
requesting unit 237, service use status requesting unit 238 and key sharing requesting unit
239 of the mobile terminal 20Aa become available to the owner user when the key
application 1s launched and user authentication based on bidirectional communication with
the center server 30 1s successful Description will be made on the assumption that the
user authentication is performed on the center server 30 based on an ID prescribed for the
owner user (heremafter, referred to as owner user ID) and a password corresponding to the
owner user ID

[0110] The user registration requesting unit 236 requests registration of a regular

user of the vehicle 10A, who uses various services using the vehicle 10A (the key sharing
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service, the trunk delivery service, and the C2C car sharing service), to the center server 30
1n response to a predetermined operation of the owner user. For example, the user
registration requesting unit 236 transmits a user registration request including the owner
user ID, the password, and attribute information that identifies a child user to be registered
(for example, a name, an age, a relation with the owner user, and the like) to the center
server 30 via the communication processing unit 232

[0111] When a notification that registration of the child user has completed (user
registration completion notification) has been received from the center server 30 by the
communication processing unit 232, the user registration requesting unit 236 saves an ID
of the child user (hereinafter, referred to as child user ID) and a password, included 1n the
user registration completion notification, in the storage unit 230 At this tume, the user
registration requesting unit 236 may transmit the child user ID and the password to the
mobile terminal 20Ab owned by the registered child user via the communication
processing unit 231 1n response to a predetermined operation of the owner user

[0112] The service registration requesting unit 237 requests registration of the
regular users of the vehicle 10A with various services using the vehicle 10A to the center
server 30 1n response to a predetermined operation of the owner user. That 1s, as
described above, the service registration requesting unit 237 requests registration of
authentication key arrangement permission of the key sharing management unit 327 and
service mc;magement servers 40 corresponding to various services, for the regular users of
the vehicle 10A to use the various services For example, the service registration
requesting unit 237 transmits the owner user ID, the password, information that 1dentifies
the vehicle 10A that 1s used in various services, information that identifies an intended
service, and a service registration request including the ID of the regular user who uses the
intended service (the owner user ID or the child user ID) to the center server 30 via the
communication processing unit 232 Hereinafter, the owner user ID and the child ﬁser D
may be collectively referred to as regular user IDs  Thus, the service registration
requesting unit 237 1s able to register a child user who uses the key sharing service 1n the

center server 30.
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[0113] The service registration requesting unit 237 receives a notification that
registration with a service based on the service registration request has completed from at
least one of the center server 30 and the service management servers 40 with the use of the
communication processing unit 232. The service registration requesting unit 237 causes
the display 24 to display the fact that registration of the regular user of the vehicle 10A
with a specific service based on a predetermined operation of the owner user has
completed. Thus, the owner user 1s informed of the fact that registration of the regular
user with the specific service has completed.

[01i4] The service use status requesting unit 238 requests information related to
the use statuses of various services, including the key sharing service, with which the
regular user of the vehicle 10A has registered m association with the owner user ID
(service use status information), to the center server 30 in response to a predetermined
operation of the owner user For example, the service use status requesting unit 238
transmits a service use status request mmcluding the owner user ID and the password to the
center server 30 via the communication processing unit 232 When the service use status
information has been received from the center server 30 by the communication processing
unit 232, the service use status requesting unit 238 displays the service use status
information on the display 24. Thus, the owner user 1s able to momistically see
information related to the use statuses of various services with which the regular users
register in the center server 30 1n association with the owner user ID.

[0115] The key sharing requesting unit 239 requests delivery of an authentication
key for locking or unlocking the vehicle 10A or starting the vehicle 10A to the child user
registered with the key sharing service, to the center server 30 in response to a
predetermined operation of the owner user. For example, the key sharing requesting unit
239 transmits a key sharing request to the center server 30 via the communication
processing unit 232  The key sharing request includes the owner user ID, the password,
information related to the vehicle 10A to be locked or unlocked with the use of the
authentication key, information related to the intended child user to deliver (share) the

authentication key to (for example, the child user ID). At this time, the key sharing
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request may include use period mformation related to an available period of the
authentication key to be delivered (for example, a use start date and time, a use end date
and time, or the like), which 1s set by a predeterminéd operation of the owner user The
key sharing request may also include permission information related to various types of
permission of authenticatton keys, which may be designated in response to a
predetermined operation of the owner user The various types of permission of the
authentication keys include the permission of an authentication key on an available period,
the available number of times, or the like, the permission of an authenti‘canoﬂ key for
unlocking the vehicle or starting the vehicle, the permission of an authentication key on
temporary key sharing (described later), and the like. Thus, as will be described later,
when the owner user sets appropriate permission information in the case where an
authentication key available at the same time is shared between the plurality of mobile
terminals 20, usage of the vehicle 10A by a user other than the owner user is able to be
limited  For this reason, it 1s possible to improve the security of the vehicle 10A

[0116] The key sharing requesting unit 239 may request delivery of
authentication keys of which available periods conflict with each other to the center server
30 in response to a predetermined operation of the owner user while the mobile terminals
20 (that 1s, each of which 1s at least one of the mobile termials 20Aa, 20Ab) of the
plurality of regular users of the vehicle 10A are set for delivery destinations That 1s, 1n
the key sharing request, a plurality of regular users to which authentication keys are
delivered may be designated, and the plurality of regular users may include the owner user.
In the key sharing request, available periods of authentication keys for a plurality of

regular users to be designated may conflict with each other Thus, an authentication key

of the vehicle 10A available at the same time may be shared between the plurality of

regular users. For this reason, for example, when two or more persons get on the vehicle
10A and go on a trip or go camping, each of the passengers is allowed to, for example, lock
or unlock the vehicle 10A without lending or borrowing the mobile terminal 20 1n which
the authentication key 1s saved, so it is possible to improve convenience of the users

[0117] The key sharing requesting unit 239 may share the already delivered
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authentication key with another one of the mobile terminals 20 (that 1s, the mobile terminal
20 onto which the key application is installed) 1n response to a predetermined operation of
the owner user (hereinafter, a manner of sharing the authentication key 1s referred to as
temporary key sharing) At this time, another one of the mobile terminals 20 may be the
mobile terminal 20Ab of the child user or may be the mobile terminal 20 of a user other
than the child user, that is, a user who temporarily uses the vehicle 10A.

[0118] For example, the key sharing requesting unit 239 transmits the
authentication key (specifically, a copy of the authentication key) to another one of the
mobile terminals 20 through the communication processing unit 231  Thus, even when
two or more persons suddenly decide to get on the vehicle 10A to go on a trip, or the like,
the owner user of the vehicle 10A 1s allowed to share the authentication key with another
user In addition, the mobile terminal 20Aa 1s directly able to share the authentication key
available to another one of the mobile terminals 20 at the same time  For this reason, for
example, even when the mobile terminal 20Aa 1s located n a place of a poor
communication condition in a wireless mobile communication network or outside a
communication range, the owner user of the vehicle 10A 1s allowed to share the
authentication key with another user

[0119] At this time, the key sharing requesting unit 239 may transmit an
authentication key to another one of the mobile terminals 20 through the communication
processing umit 231, and the authentication key has limited permission of the
authentication key on an available period or the available number of times or limited
permission for unlocking the vehicle 10A or starting the vehicle 10A  Each time of
permission 1s set based on a predetermined operation of the owner user or defined n
advance Specifically, for example, an authentication key with permission that limits an
available period to 30 minutes, or the like, or that limits the available number of times to
once, or the like, or an authentication key with permission that limits doors to be locked or
unlocked to doors for getting on or off the vehicle 10A only or that prohibits the vehicle
10A from starting may be transmitted to another one of the mobile terminals 20

Hereinafter, this also applies to the case of temporary key sharing that is performed via the
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center server 30 Thus, 1t is possible to improve the security of the vehicle 10A 1n
temporary key sharing

[0120] When temporary key sharing 1s performed, the key sharing requesting unit
239 may cause the center server 30 to deliver an authentication key to another one of the
mobile terminals 20 as 1n the case of normal key sharing At this time, the key sharing
requesting unit 239 may cause the center server 30 to deliver the authentication key of the
vehicle 10A to another one of the mobile terminals 20 by transmutting a temporary key
sharing request, including information that 1dentifies the delivered authentication key (for
example, an issued ID embedded in the authentication key, or the hke) and information that
designates another one of the mobile terminals 20 as a delivery destination, to the center
server 30 through the communication processing unit 232

[0121] For example, when another one of the mobile terminals 20 is the mobile
terminal 20Ab of the child user, the key sharing requesting unit 239 may transmit a
temporary key sharing request including the child user ID to the center server 30 through
the communication processing unit 232,

[0122] For example, the key sharing requesting umit 239 also acquires
predetermined 1dentification information (for example, a QR code (registered trademark)
corresponding to the user of another one of the mobile terminals 20, who is registered 1n
the center server 30 as an nstalled user of the key application) from the another one of the
mobile terminals 20 through the communication processing unit 231, or the like. The key
sharing requesting unit 239 may transmit a temporary key sharing request that designates
another one of the mobile terminals 20, which 1s 1dentified based on the identification
information, as a delivery destination to the center server 30.

[0123]  The mobile terminal 20Aa may acquire the 1dentification information with
another method For example, the mobile terminal 20Aa may acquire identification
mformation corresponding to the user of another one of the mobile terminals 20 by
recognizing 1dentification information that 1s displayed on the display 24 of the another
one of the mobile terminals 20 with the use of an onboard camera function For example,

the mobile terminal 20Aa may also acquire identification information transmitted from the
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user of another one of the mobile terminals 20 to a mail address or SNS account of the
Oowner user.

[0124] For example, the key sharing requesting unit 239 also transmits a
candidate terminal information request to the center server 30 through the communication
processing unit 232 m response to a predetermined operation of the owner user. The
candidate terminal information request 1s to request candidate terminal information related
to a candidate terminal that is a candidate of another one of the mobile terminals 20 and
that 1s located around a current location of the mobile terminal 20Aa  When the candidate
terminal information has been received from the center server 30 by the communication
processing unit 232, the key sharing requesting unit 239 also causes the display 24 to
display the candidate terminal information At this time, the candidate terminal
information that 1s returned from the center server 30 may include information that
identifies a candidate termmal on which a specific operation or action is being performed
among the candidate terminals Thus, tﬁe owner user of the vehicle 10A 1s allowed to
1dentify another one of the mobile terminals 20, intended for key sharing, from among the
candidate terminals that are displayed on the display 24 of the mobile terminal 20Aa as the
user of the another one of the mobile terminals 20 performs a specific operation or action
on the another one of the mobile terminals 20  The key sharing requesting unit 239 may
transmit a temporary key sharing request that designates the another one of the mobile
terminals 20, identified from among the candidate terminals, as a delivery destination to
the center server 30 1n response to a predetermined operation of the owner user.

[0125] | The key sharing requesting unit 239 may also transmit link information
based on a uniform resource locator (URL) scheme for launching the key application and
causing another one of the mobile terminals 20 to acquire an authentication key from the
center server 30 (hereinafter, simply referred to as link informatioﬁ) to a mail address or
SNS account of the user of the another one of the mobile terminals 20 through the
communication processing unit 232 1n response to a predetermined operation of the owner
user At this time, the key sharing requesting unit 239 transmits a temporary key sharing

request that designates the acquired authentication key to the center server 30 through the
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communication processing unit 232 1n response to a predetermined operation of the owner
user, and acquires link information that is returned from the center server 30 m response to
the temporary key sharing request. Thus, the key sharing requesting unit 239 is able to
deliver an authentication key from the center server 30 to another one of the mobile
terminals 20.

[0126] Temporary key sharing may be configured to be executable from the
mobile terminal 20Ab of the child user, to which the authentication key has been already
delivered. _That is, the functions of the key sharing requesting unit 239, related to
temporary key sharing, may be included in the functions of the key application that 1s
mnstalled onto the processing device 23 of the mobile terminal 20Ab of the child user.
Thus, even 1n the case where two or more persons except the owner user get on the vehicle
10A, 1t 1s not necessary to lend or borrow the mobile terminal 20Ab of the child user who
has already acquired the authentication key among the two or more persons, so it 1S
possible to further improve the convenience of the child user of the vehicle 10A.
Hereinafter, description will be made on the assumption that temporary key sharing is
available from the mobile terminal 20Ab of the child user.

[0127]  As described above, the processing device 32 of the center server 30
includes the communication processing unit 321, the condition determination unit 322, the
authentication key 1ssuance unit 323, and the storage umt 320. The processing device 32
(an example of an information processing device) of the center server 30 includes, for
example, a location information management unit 324, a schedule management umt 325, a
registration management unit 326, and the key sharing management unit 327 as functional
units that are implemented by executing one or more programs stored in the ROM or the
auxiliary storage device on the CPU. |

[0128] When the communication processing unit 321 has received an
authentication key acquisition request from any one of the mobile terminals 20Aa, 20Ab,
the condition determination unit 322 performs authentication based on the regular user ID
and the password, included in the authentication key acquisition request For example,

the condition determination unit 322 compares the regular user ID and password registered
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in the storage unit 320 with the regular user ID and password included in the authentication
key acquisition request. When the registered regular user ID and password match the
regular user ID and password included in the authentication key acquisition request, the
condition determination unit 322 determines that authentication 1s successful, that is, the
authentication key acquisition request is a regular authentication key acquisition request.

[0129] The condition determination unit 322 also determines whether an
authentication key arrangement request that is transferred from the key sharing
management unit 327 (described later) is a regular authentication key arrangement request.
For example, when authentication is successful based on authentication imformation (for
example, the ID and the password) included in the authentication key arrangement request
from the key sharing management unit 327, the condition determination unit 322 may
determine that the authentication key arrangement request 1s a regular authentication key
arrangement request.

[0130] When the condition determination unllt 322 determines that the
authentication key acquisition request 1s a regular authentication key acquisition request or
the authentication key arrangement request 1s a fegular authentication key arrangement
request, the authentication key issuance unit 323 1ssues an authentication key,‘and delivers
the authentication key to the intended mobile terminal 20 through the communication
processing unit 321

[0131] The location information management unit 324 acquires location .
information from the vehicle 10A via the communication processing unit 321, and keeps
track of a travel status of the vehicle 10A by monitoring the location information of the
vehicle 10A in real ttme  Thus, for example, the location information management unit
324 is able to inform the owner user of the location information of the vehicle 10A lent to
the child user via the commumnication processing unit 321 For example, the location
information management unit 324 1s able to inform the mobile terminal 20Ab of the child
user of information, such as whether the vehicle 10A scheduled to be lent to the child user
1s heading toward a designated location (home, or the like) and how long does it take to get

to the designated location, via the communication processing unit 321
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[0132] The schedule management unit 325 manages the use of the vehicle 10A in
various services. For example, the schedule management unit 325 periodically acquires a
use schedule of the vehicle 10A m the key sharing service, specifically, information related
to an available date and time of the authentication key that is delivered by the key sharing
service, from the key sharing management unit 327. The schedule management unit 325
also acquires a use schedule of the vehicle 10A in each of the trunk delivery service and
the C2C car sharing service from the delivery management server 50 and the CéC car
sharing management server 70 via the communication processing unit 321  The schedule
management unit 325 generates information related to a use schedule of the vehicle 10A
over a plurality of services (vehicle use schedule information) based on the acquired use
schedule of the vehicle 10A 1n the various services, and updates old vehicle use schedule
information saved in the storage unit 320.

[0133] The registration management umit 326 registers the regular user (child
user) who uses various services 1n response to a user registration request that is received
from the mobile terminal 20Aa of the owner user by the communication processing unit
321 For example, the registration management unit 326 compares the owner user ID and
password included in the user registration request from the mobile terminal 20Aa with the
owner user ID and password saved in the storage unit 320 When the owner user ID and
password included in the user registration request match the saved owner user ID and
password, the registration management unit 326 determines that the user registration
request 1s a regular user registration request, that is, authentication 1s successful. The
registration management unit 326 registers the child user ID included in the regular user
registration request 1 a user and service registration information database (DB) in the
storage unit 320 as a regular user who 1s allowed to use various services.

[0134] The registration management unit 326 (an example of a registration unit)
registers the regular user of the vehicle 10A with various services 1n response to a service
registration request that is received from the mobile terminal 20Aa of the-owner user by
the communication processing unit 321  That 1s, the registration management unit 326

registers authentication key arrangement permission of the key sharing management unit
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327 and service management servers 40 corresponding to various services in response to
the service registration request The authentication key arrangement permission is
pernussion for the user of the vehicle 10A to use the various services For example, the
registration management unit 326 determines whether the service registration request 1s a
regular service registration request by executing an authentication process similar to the
above-described process based on the owner user ID and password ncluded 1n the service
registration request from the mobile terminal 20Aa  When the service registration request
1S a regular service registration request, the registration management unit 326 also
determines whether the regular user ID mncluded 1n the service registration request has been
already registered 1n the user and service registration information DB~ When the regular
user ID included 1n the service registration request has been already registered in the user
and service registration information DB, the registration management unit 326 registers an
intended service, which 1s 1dentified by the service registration request, in the user and
service registration information DB 1n the storage unit 320 as a service available to the
regular user corresponding to the regular user ID

[0135] Specifically, the registration management unit 326 constructs the user and
service registration mformation DB that associates service unique information, vehicle
unique information, the regular user ID, and service link information with the owner user
ID The service unique information identifies an intended service. The vehicle unique
information identifies the vehicle 10A  The regular user ID identifies the regular user
who uses a service  The service link information associates the vehicle unique
information and the regular user ID, corresponding to the vehicle 10A, with the intended
service

[0136] The service umique mformation 1s, for example, a service ID that 1s
defined for each service  Specifically, for example, when there 1s a plurality of business
operators that provide the C2C car sharing service, a service ID unique to each of the
business providers is defined For example, when the same business operator provides a
plurality of C2C car sharing services, an ID unique to each of the services that the same

business operator provides is defined When the trunk delivery service 1s provided by a




10

15

20

25

38

combination between a plurality of delivery service providers and a plurality of EC
business operators, a unique service ID may be defined for each combination of a delivery
service provider and an EC business operator, or an intended service may be 1dentified by a
combination of a unique service ID that 1s defined for each of a plurality of delivery
service providers and a unique service ID that 1s defined for each of the plurality of EC
business operators

[0137]  The vehicle unique information may be any information as long as the
vehicle unique mnformation is able to identify the vehicle 10A to be locked or unlocked or
to be started with an authentication key The vehicle unique information may be, for
example, 1dentification information, such as a vehicle ID and a VIN, that 1s defined for
each vehicle 10A  The vehicle umque information may be, for example, 1dentification
information, such as a key unit ID, that 1s defined for each in-vehicle device, such as the
key unit 12, that 1s related to locking or unlocking of doors or starting of the vehicle 10A
based on an authentication key and that 1s mounted on the vehicle 10A. Heremnafter,
description will be made on the assumption that the vehicle unique information 1s a key
unit ID

[0138] The service link information 1s information that is required to cause the
authentication key issuance umit 323 to issue an authentication key and deliver the
authentication key to the intended mobile terminal 20 as any one of the key sharing
management unit 327, the delivery management server 50 and EC server 60, and the C2C
car sharing management server 70 that respectively manage various services transmits an
authentication key arrangement request  That 1s, the authentication key 1ssuance unit 323
1s able to 1dentify the vehicle 10A to be locked or unlocked or to be started with an
authentication key and 1ssue an appropriate authentication key by receiving an
aluthenticatlon key arrangement request including service link information from any one of
the key sharing management unit 327, the delivery management server 50 and EC server
60, and the C2C car sharing management server 70

[0139]  The service link information may be any information as long as the service

link mformation 1s able to associate an intended service with the vehicle 10A and a user
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who uses the service 1n the center server 30. Examples of the service link information
may include a login ID of a regular user on each of user-oriented websites for vartous
services corresponding to the key sharing management unit 327, the delivery management
server 50, the EC server 60, and the C2C car sharing management server 70 (hereinafter,
referred to as service login ID for the sake of convenience) In this case, the service
registration requesting unit 237 of the mobile terminal 20Aa transmuits a service registration
request including the service login IDs of a regular user to be registered, corresponding to
various services, to the center server 30 via the communication processing unit 232
When a regular user to be registered has not acquired service login IDs corresponding to
various services yet, the processing device 23 of the mobile terminal 20Aa may launch a
predetermined browser and cause the regular user to acquire service login IDs of the
websites for the various services Thus, when a user (a regular user of the vehicle 10A)
logs onto a website at the time of requesting an intended service, the delivery management
server 50 or the C2C car sharing management server 70 1s able to find a service login ID
corresponding to service link information and easily arrange for an authentication key
related to provision of the service  Hereinafter, description will be made on the
assumption that the service link information related to the trunk delivery service and the
C2C car sharing service 1s the above-described service login ID

[0140] In the case of a regular user who regularly uses the plurality of vehicles
10A, the center server 30 1s able to 1dentify the regular user but 1s not able to 1dentify the
vehicle 10A with only the service login ID  For this reason, the service link mnformation
includes not only a service login ID but also information for indirectly 1dentifying the
vehicle 10A (for example, information obtained by encrypting vehicle unique information
1n a predetermined manner, or the like)

[0141] When the registration management unit 326 has completed registration
with various services, the registration management unit 326 provides a notification of the
completion to the mobile terminal 20Aa or the mobile terminal 20Ab, corresponding to a
regular user to be registered, via the communication processing unit 321  When the

registration management unit 326 has completed registration with various services, the
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registration management umt 326 also provides a service registration completion
notification mcluding service link information to any one of the key sharing management
umt 327 and the service management servers 40, which manages operations of the
registered service

[0142] A notification of completion of registration with various services to the
mobile terminal 20Aa or the mobile terminal 20Ab may be transmitted from any one of the
service management servers 40, which has received a service registration completion
notification

[0143] When the communication processing unit 321 has received a service use
status request from the mobile terminal 20Aa, the registration management unit 326
generates service use status information based on the user and service registration
information DB of the storage unit 320, the vehicle use schedule information that 1s
managed by the schedule management unit 325, and the like, and delivers the service use
status information to the mobile terminal 20Aa via the communication processing unit 321

[0144] The key sharing management unit 327 manages operations of the key
sharing service

[0145] For example, the key sharing management unit 327 arranges for an
authentication key to the mobile terminal 20Aa or mobile terminal 20Ab corresponding to
a regular user ID that 1s designated by a key sharing request 1n response to the key sharing
request that is received from the mobile terminal 20Aa of the owner user by the
communication processing unit 321 Specifically, the key sharing management unit 327
compares the owner user ID and password included in the key sharing request with the
owner user ID and password saved m the storage unit 320  When the owner user ID and
password included 1n the key sharing request match the saved owner user ID and password,
the key sharing management unit 327 determines that the key sharing request 1s a regular
key sharing request The key sharing management unit 327 also makes an inquiry to the
schedule management unit 325, and determines whether there 1s inconsistency between use
period information mcluded n the key sharing request and the latest vehicle use schedule

information, that 1s, whether there 1s a date and time conflict 1n relation to usage of the
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vehicle 10A among a plurality of services, and a plurality of regular users ~ When there is
no date and time conflict, the key sharing management unit 327 transfers an authentication
key arrangement request to the authentication key 1ssuance unit 323  The authentication
key arrangement request includes information related to a regular user and the vehicle 10A,
and permission information, which are identified from mformation included in the key
shaﬁng request The regular user corresponds to the mobile terminal 20Aa or the mobile
terminal 20Ab, which is a delivery destination of an authentication key ~ The vehicle 10A
1s to be locked or unlocked or to be started with the authentication key The permission
information includes information about an available period of the mntended mobile terminal
20Aa or mobile terminal 20Ab, the number of times the intended mobile terminal 20Aa or
mobile terminal 20Ab 1s available, unlockable doors of the intended mobile terminal 20Aa
or mobile terminal 20Ab, whether the mtended mobile terminal 20Aa or mobile jcérmmal
20Ab 15 allowed to start the vehicle 10A, and the Iike Thus, the authentication key
1ssuance unit 323 1s able to identify the regular user ID corresponding to the ‘mobile
termmal 20Aa or mobile terminal 20Ab, which 1s a delivery destination of an
authentication key, and the vehicle 10A to be locked or unlocked or to be started with an
authentication key, and 1ssue an appropriate authentication key.

[0146] The key sharing management unit 327 also checks, for example, attribute
information (for example, an ag’e, whether the user has a driver's license, and the like) of
the user of the mobile terminal 20Aa or mobile terminal 20Ab, which 1s a delivery
destination of an authentication key and which 1s designated by the key sharing request.
The attribute information 1s stored in the storage unit 320 When the user of the mobile
terminal 20Aa or mobile terminal 20Ab, which 1s a delivery destination of an
authentication key (the regular user of the vehicle 10A), 1s a user that is determined not to
be able to drive the vehicle 10A, the key sharing management umt 327 1ssues an
authentication key, with permission not allowing the user to start the vehicle 10A, to the
mobile terminal 26 of the user Examples of the user who is not allowed to drive the
vehicle 10A nclude a user who has not reached a muimum driving age for a driver's

license, and a user who has no driver's license  Specifically, the key sharing
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management unit 327 transfers an authentication key arrangement request to the
authentication key issuance unit 323, and the authentication key arrangement request
includes permission information that corresponds to the mobile terminal 20Aa or mobile
terminal 20Ab, corresponding to the user who is determined to be not allowed to drive the
vehicle 10A, and that includes an instruction to prohibit the vehicle 10A from starting
Thus, since the authentication key issuance unit 323 1s able to deliver an authentication key
with permission to prohibit the vehicle 10A from starting, to the mobile terminal 20Aa or
mobile terminal 20Ab of the user who is not allowed to drive the vehicle 10A, 1t 1s possible
to improve the security of the vehicle 10A 1n the key sharing service.

[0147] For example, the key sharing management unit 327 delivers the
authentication key of the vehicle 10A to another one of the m(;blle termunals 20, designated
by the temporary key sharing request, based on the temporary key sharing request that 1s
recetved from the mobile terminal 20Aa of the owner user by the communication
processing unit 321  Specifically, the key sharing management unit 327 identifies an ID
of an installed user (hereinafter, referred to as installed user ID) corresponding to another
one of the mobile terminals 20, which 1s a delivery destination, based on an installed user
information DB of the key application, stored m the storage umit 320  The key sharing
management unit 327 transfers the authentication key arrangement request including the
identified nstalled us;:r ID and information corresponding to the authentication key
designated by the temporary key sharing request (for example, an 1ssued ID of the
authentication key included in the temporary key sharing request, or the like) to the
authentication key issuance unit 323. Thus, the authentication key 1ssuance unit 323 1s
able to 1dentify another one of the mobile terminals 20, which 1s a delivery destination,
based on the installed user ID, the issued ID of the authentication key, and the like, and
deliver the authentication key to the another one of the mobile terminals 20 via the
communication processing unit 321

[0148]  The functions of the key sharing management unit 327 may be transferred
to a server outside the center server 30 (key sharing management server), as well as the

other services using the vehicle 10A The key sharing management server may be




10

15

20

25

43
included 1n the service management servers 40

[0149]  As described above, the mobile terminal 20Ab owned by the child user
includes the communication processing unit 231, the communication processing unit 232,
the ‘authentication key acquisition unit 233, the authentication requesting unit 234, the
lock/unlock requesting unit 235, and the storage unt 230.

[0150] In the present embodiment, description will be made on the assumption
that the function of the authentication key acquisition unit 233 of the mobile terminal 20Ab
becomes available to the child user as the key application 1s launched and user
authentication based on bidirectional communication with the center server 30 is
successful. Description will be made on the assumption that the user authentication is
performed on the center 'server 30 based on the child user ID and the password.
Description will be made on the assumption that the functions of the authentication
requesting unit 234, lock/unlock requesting unit 235, and the like, of the mobile terminal
20Ab become available to the child user as the key application 1s launched

[0151] As described above, the authentication key acquisition unit 233 acquires
an authentication key that is delivered from the center server 30 in response to a key
sharing request that 1s transmitted from the mobile terminal 20Aa to the center server 30
via the communication processing unit 232. Thus, the mobile terminal 20Ab 1s able to
lock or unlock the doors of the vehicle 10A and start the vehicle 10A based on the
functions of the communication processing unit 231, authentication reciuestmg unit 234
and lock/unlock requesting unit 235  That is, with the key sharing service, the child user
who owns the mobile termunal 20Ab is allowed to directly use the vehicle 10A, for
example, lock or unlock the vehicle 10A or drive the vehicle 10, with the use of the mobile
terminal 20Ab without handing over a key to or from the owner user Similarly, the
owner user is allowed to lend the vehicle 10A to the child user without handing over a key
to or from the child user. For this reason, 1t 1s possible to improve convenience 1n lending
or borrowing the vehicle 10A between the owner user and child user of the vehicle 10A
with the key sharing service in the authentication key management system 1.

[6152] As described above, the authentication key acquisition unit 233 acquires
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an authentication key that is delivered from the center server 30 in response to a temporary
key sharing request that 1s transmitted from the mobile términal 20Aa to the center server
30 via the communication processing unit 232  This also applies to the case where an
authentication key 1s delivered to the mobile termimal 20 other than the mobile terminal
20ADb of the child user m response to a temporary key sharing request. Thus, the other
mobile terminals 20 including the mobile terminal 20Ab are able to lock or unlock the
doors of the vehicle 10A or start the vehicle 10A based on the functions of the
communication processing unit 231, authentication requesting unit 234 and lock/unlock
requesting unit 235  That is, for example, when two or more persons including another
regular user get on the vehicle 10A and go out, and even when the child user who owns the
mobile terminal 20Ab has not acquired an authentication key in advance, the child user is
not required to borrow the mobile terminal 20Aa or mobile terminal 20Ab to which the
authentication key has been delivered, and is allowed to directly use the vehicle 10A, for
example, lock or unlock the vehicle 10A or drive the vehicle 10A, with the use of the
mobile terminal 20Ab  Similarly, even when the owner user has not made the mobile
terminal 20Ab of the child user acquire an authentication key in advance, the owner user
does not need to lend the own mobile terminal 20Aa to the child user. For this reason, 1t
1s possible to improve the convenience of users in the case where two or more persons
including a regular user of the vehicle 10A get on the vehicle 10A and use the vehicle 10A
with temporary key sharing in the authentication key management system 1.

Details of Components Related to Trunk Delivery Service

[0153] Next, components related to the trunk delivery service 1 the
authentication key management system 1 will be described with reference to FIG. 4.

[0154] FIG 4 is a block diagram that mainly shows an example of components
related to the trunk delivery service in the authentication key management system 1
Hereinafter, for FIG 4, components related to the trunk delivery service in the
authentication key management system 1 will be mainly described, and the overlap
description of components that overlap with the components related to the above-described

key sharing service 1s omitted as much as possible.
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[0155]  As described above, the processing device 23 of the mobile terminal 20Aa
owned by the owner user of the vehicle 10A includes the communication processing unit
232, the user registration requesting unit 236, the service registration requesting unit 237,
and the service use status requesting unit 238.

[0156] As described above, the user registration requesting unit 236 requests
registration of the regular user (child user) of the vehicle 10A, who uses various services
including the trunk delivery service, to the center server 30 in response to a predetermined
operation of the owner user

[0157] As described above, the service registration requesting unit 237 requests
registration of each registered regular user (the owner user or the child user) with various
services 1ncluding the trunk delivery service to the center server 30 in response to a
predetermined operation of the owner user

[0158] For example, the service registration requesting unit 237 transmits a
service registration request for using the trunk delivery service to the center server 30
The service registration request includes a service login ID of a website for users who use
the service of the delivery management server 50 (hereinafter, referred to as delivery site)
and a service login ID of an EC site as service link information. The service login IDs
correspond to the regular user of the vehicle 10A, who 1s to be registered.

[0159] As described above, the service use status requesting unit 238 requests
information related to the use statuses of various services, mcluding the trunk delivery
service, by the regular useis of the vehicle 10A, ‘who have been registered in association
with the owner user ID (service use status mf(‘)rmation), to the center server 30 in response
toa predeterminqd operation of the owner user

[0160] The delivery management server 50 includes a communication device 51
and the processing device 52

[0161] The communication device 51 is any device that bidirectionally carries out
communication with each of the mobile terminals 20, the center server 30, and the EC
server 60 through a predetermined communication network

[0162] The processing device 52 includes, for example, a communication
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processing unit 521, a service cooperation registration unit 522, a delivery accepting unit
523, and a delivery management unit 524 as functional units that are implemented by
executing one or more programs stored 1n the ROM or the auxiliary storage device on the
CPU  The processing device 52 also includes the storage unit 520 that is implemented as
a storage area, such as the auxiliary storage device of the server computer

[0163] The communication processing unit 521 controls the communication
device 51, and exchanges various signals, such as control signals and information signals,
with each of the mobile terminals 20, the center server 30, and the EC server 60.

[0164] The service cooperation registration unit 522 registers information for
cooperation between the center server 30 and the delivery management server 50, related
to usage of the trunk delivery service by the regular users of the vehicle 10A, 1n response
to a service registration completion notification that 1s received from the center server 30
by the communication processing unit 521

[0165] For example, the service cooperation registration unit 522 adds a flag to a
service logm ID (service link information) included in a service registration completion
notification 1n a user management DB for managing users on the delivery site constructed
in the storage unit 520  The flag indicates that the user corresponding to the service login
ID 1s a user of the trunk delivery service. At the same tune, the service cooperation
registration unit 522 registers the service login ID included in the service registration
completion notification 1n the user management DB of the storage unit 520 m association
with a service login ID of the website corresponding to the EC server 60 (that 1s, EC site)
The service login ID of the EC site is included mn the.‘ service registration completion
notification. Thus, when an order including a service login ID has been received from the
EC server 60 by the communication processing unit 521, the delivery management server
50 1s able to 1dentify the corresponding service login ID of the delivery site. The delivery
management server 50 1s able to cause the center server 30 to delver an authentication key
to the mobile terminal 20Ac of a delivery person, as will be described later, by transmitting
an authentication key arrangement request includmg the identified service login ID to the

center server 30.
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[0166] The delivery accepting unit 523 receives information related to a request
to deliver a package (delivery request information), mncluding the service login ID of the
EC site, from the EC server 60 via the communication processing unit 521. The service
login ID corresponds to an orderer of a product on the EC site. The delivery request
information that is recerved from the EC server 60 includes not only basic information,
such as a name, address and telephone number of an orderer of a delivery address but also
information related to a designated delivery address (delivery address information),
information related to a designated delivery date and time (delivery date and time
information), and the like

[0167] The delivery management unit 524 manages of)eratlons of processes from
receipt to delivery related to a delivery request received by the delivery accepting unit 523

[0168] For example, as the delivery management unit 524 receives a notification

that a package has arrived at a sales office that is in charge of a parking location of the

.vehicle 10A designated by the delivery address information of a delivery request, the

delivery management unit 524 determines a date and time of departure for delivery of the
package, a delivery person in charge, and the like, in accordance with the designated
delivery time period \

[0169] Subsequently, the delivery management unit 524 makes an inquiry about
the location information of the vehicle 10A to the center server 30 via the communication
processing unit 521 before departure of the package (for example, 10 minutes before
scheduled departure time) At this time, the inquiry includes a service login ID (that is,
service link information) of the regular user of the vehicle 10A on the delivery site  The
regular user of the vehicle 10A 1s a user of the trunk delivery service  This also applies to
an mquiry about location information (described later). The delivery management unit
524 acquires the current location information of the vehicle 10A from the center server 30
via the communication processing unit 521, and determines whether delivery is possible
based on matching with the designated parking location, a relationship with an area 1n

charge, and the like.

[0170] Subsequently, when the delivery management unit'524 determines that the
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package is deliverable, the delivery management unit 524 transmits a notification that the
package 1s deliverable to the trunk of the vehicle 10A (deliverable notification), to the
mobile terminal 20Ac of a déhvery person via thé communication processing unit 521

[0171] Subsequently, as the communication processing unit 521 receives an
authentication key acquisition request from the mobile terminal 20Ac that has received the
deliverable notification, the delivery management umit 524 determines whether the
authentication key acquisition request is a regular authentication key acquisition request.
Specifically, the delivery management unit 524 may carry out the determination by
comparing information related to a package to be delivered (hereinafter, delivery item
information for the sake of convenience) with various pieces of information related to the
package, registered in the storage unit 520. The delivery item information includes, for
example, a delivery person, a delivery address (for example, a name or legal name of a
recipient, or the like), the type of the package, a delivery time period, and a delivery place,
which may be included in the authentication key acquisition request, As the delivery
management unit 524 determines that the authentication key acquisition request is a regular
authentication key acquisition request, the delivery maragement unit 524 transmits an
authentication key arrangement request to the center server 30 via the communication
processing umit 521 At this time, the authentication key arrangement request includes
information for identifying the mobile terminal 20Ac of the delivery person. The
information for 1dentifying a delivery person may be, for example, an authentication ID for
a delivery person to get user authentication in the center server 30 1n order to use the
functions of the key application, corresponding to the authentication key acquisition unit
233, and the like, of the mobile terminal 20Ac (hereinafter, referred to as delivery person
ID for the sake of convenience). Thus, the mobile terminal 20Ac of the delivery person 1s
able to acquire an authentication key from the center server 30

[0172] Subsequently, as the delivery management unit 524 receives an inquiry
about the current location information of the vehicle 10A from the mobile terminal 20Ac of
the delivery person who has left for delivery from a sales office via the communication

processing unit 521, the delivery management unit 524 makes an nquiry about the current




10

15

20

25

49

location information of the vehicle 10A to the center server 30. The delivery
management unit 524 acquires the current location information of the vehicle 10A from the
center server 30 via the communication processing unit 521, and transmits (forwards) the
current location information of the vehicle 10A to the mobile terminal 20Ac of the delivery
person  Thus, the on-the-road delivery person is allowed to compare the current location
information of the vehicle 10A with the information related to the parking location of the
vehicle 10A, designated by the delivery address 1nfoﬁnation, and determine whether to
deliver the package or bring back the package

[0173] Lastly, as the delivery management unit 524 receives a delivery end
notification that is recerved from the mobile terminal 20Ac of the delivery person who has
finished delivery of the package via the communication processing unit 521, the delivery
management unit 524 basically ends management of operations related to the trunk
delivery service for the package At this time, the delivery management unit 524 may
provide a notification of end of deh;/ery to the regular user of the vehicle 10A, who 1s a
client (a purchaser of a product on the EC sité) through an electric mail or a predetermined
application that runs in cooperation with the delivery site and that is imstalled onto the
mobile terminal 20Aa or the mobile terminal 20Ab

[0174] As described above, when a door (trunk hid, or the like) for accessing the
trunk of the velucle 10A is unlocked and then locked, the DCM 14 of the vehicle 10A may
determine that the delivery person has finished delivery, and may provide a notification of
end of delivery to the center server 30 Thus, when the center server 30 has recerved the
notification, the center server 30 is allowed to transmut a delivery end notification to the
delivery management server 50  That 1s, the delivery end notification may be transmitted
from the center server 30 to the delivery management server 50.

[0175] - The EC server 60 includes a communication device 61 and the processing
device 62

[0176] The communication device 61 1s any device that bidirectionally carries out
communication with each of the mobile terminals 20, the center server 30, and the delivery

management server 50 through a predetermined communication network
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[0177] The processing device 62 includes, for example, a communication
processing umit 621, a web resource transmission unit 622, a service cooperation
registration unit 623, and an order receipt processing unit 624 as functional units that are
implemented by executing one or more programs stored in the ROM or the auxiliary
storage device on the CPU  The processing device 62 also, includes the storage unit 620
that 1s implemented as a storage area, such as the auxiliary storage device of the server
computer

[0178] The communication processing umit 621 controls the communication
device 61, and exchanges various signals, such as control signals and information signals,
with each of the mobile termunals 20, the center server 30, and the delivery management
server 50

[0179] The web resource transmission unit 622 transmits resources to a browser
of any one of terminals 1n a predetermmed manner based on various pieces of information.
The resources correspond to webpages to be displayed on a browser of the any one of the
terminals of users who browse the EC site The various pieces of information are
resources of the EC site, and are saved in the storage unit 620  The terminals of the users
include the mobile terminals 20Aa, 20Ab. The webpages that may be displayed on the
EC site include a top page of the EC site, webpages corresponding to individual products
that are carried on the EC site, an order input page!that a user mputs various pieces of
information at the time of ordering individual products, and the like For example, the
web resource transmission unit 622 transmits hypertext markup language (HTML)
documents corresponding to the webpages and information under the HTML documents,
such as images and moving images, to be displayed on the webpages, 1n parallel with each
other

[0180] The service cooperation registration unit 623 registers mformation for
cooperation between the center server 30 and the EC server 60, related to usage of the
trunk delivery service by the regular users of the vehicle 10A, i response to a service
registration completion notification that 1s received from the center server 30 by the

communication processing unit 621 For example, the service cooperation registration
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unit 623 adds a flag to a service login ID included 1n the service registration completion
notification in the user management DB for managing users on the EC site constructed n
the storage umit 620. The flag indicates that the user corresponding to the service login
ID 1s a user of the trunk delivery service. At the same time, the service cooperation
registration umt 623 registers the service login ID wmncluded in the service registration
completion notification in the user management DB in association with a service login ID
of the website (that 1s, delivery site) corresponding to the delivery management server 50.
The service login ID of the delivery site 1s included in the service registration completion
notification. Thus, for example, when the communication processing unit 621 has
recerved an inquiry, or the like, about an ordered product, including the service login ID of
the. delivery site, from the delivery management server 50, the EC server 60 1s able to
ident1fy the corresponding service login ID of the EC site.

[0181]  The order receipt processing unit 624 receives an order of a product from
a user based on various input operations corresponding to the order of the product from the
user on the EC site At this time, when the trunk of the vehicle 10A has been sc;lected asa
delivery address on an order input page on the EC site, the order receipt proc;:ssing unit
624 makes an imquiry about vehicle use schedule information to the center server 30 via
the communication processing unit 621. Thus, the order receipt processing unit 624 1s
able to acquire the latest vehicle use schedule information via the communication
processing unit 621, so, for example, when a designated delivery date and time alread§;
conflicts with another schedule, the order receipt processing unit 624 1s able to take action,
such as requesting a change of a delivery date and time.

[0182]  As described abovel, a trunk delivery service intended for items other than
products ordered on the EC site is also conceivable. In this case, similarly, the delivery
management server 50 just needs to acquire the latest vehicle use schedule information
from the center server 30. Thus, when a delivery date and time of a package to the trunk
of the vehicle 10A designated by a regular user of the vehicle 10A conflicts with another

schedule, the delivery management server 50 1s able to take action, such as reéluestmg a

change of the delivery date and time.
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[0183] As described above, the processing device 32 of the center server 30
includes the communication processing umt 321, the condition determination unit 322, the
authentication key issuance unit 323, the location information management unit 324, the
schedule management unit 325, the registration management unit 326, and the storage unit
320

[0184] When the condition determination unit 322 has received an authentication
key arrangement request from the delivery management server 50 via the communication
processing umit 321, the condition determmation umt 322 determines whether the
authentication key arrangement request 1s a regular authentication key arrangement request
For example, the condition determination unit 322 determines whether the authentication
key arrangement request 1s a regular authentication key arrangement request based on the
service login ID of the delivery site, included in the authentication key arrangement request,
and predetermined authentication information (for example, an ID and a password, or the
like) corresponding to the delivery management server 50.

[0185] When the condition determination unmit 322 determines that the
authentication key arrangement request is a regular authentication key arrangement request,
the authentication key issuance unit 323 identifies the vehicle 10A corresponding to the
authentication key arrangement request based on the user and service registration
information DB of the storage umt 320. The authentication key issuance unit 323 issues
an authentication key with limited permission that limits the number of times the
authentication key is available (for example, the number of times the authentication key 1s
available is one) and that only allows the trunk lid to be locked or unlocked for a limited
time (for example, usable within only a time length of several minutes to several tens of
minutes from delivery of the authentication key) Thus, it 1s possible to prevent a
delivery person from using the vehicle 10A without permission and improve security
The authentication key issuance unit 323 delivers an authentication key to the mobile
terminal 20Ac of a delivery person via the communication processing umt 321 The
delivery person is identified by the authentication key arrangement request.

[0186] For example, any method, such as a known mathematical method and a




10

15

20

25

53

method using bidirectional communication between the center server 30 and the vehicle 10,
may be employed as a method of limiting the available period of an authentication key, the
number of times an authentication key 1s available, or the like

[0187] The location information management unit 324 transmits a location
information request to the vehicle 10A via the communication processing unit 321 m
response to an inquiry about the current location of the vehicle 10A from the delivery
management server 50  The inquiry is received by the communication processing unit
321 Thus, the DCM 14 of the vehicle 10A returns the location information of the vehicle
10A, which 1s input from the GPS module 13, to the center server 30 1n response to the
location information request from the center server 30  The location mformation
management unit 324 1s able to acquire the current location information of the vehicle 10A
via the communication processing unit 321  The location information management unit
324 returns the current location information acquired from the vehicle 10A to the delivery
management server 50 via the communication processing unit 321

[0188] The schedule management unit 325 returns the latest vehicle use schedule
information saved 1n the storage unit 320 to the EC server 60 via the communication
processing unit 321 1 response to an mquiry from the EC server 60 The mquiry 1s
recerved by the communication processing unit 321

[0189] As described above, the registration management unit 326 registers a
regular user (child user) who uses various services including the trunk delivery service 1n
response to a user registration request that 1s received from the mobile terminal 20Aa of
the owner user by the communication processing unit 321  As described above, the
registration management unit 326 also registers the regular user of the vehicle 10A with the
trunk delivery service mn response to a service registration request that 1s received from the
mobile terminal 20Aa of the owner user by the communication processing unit 321  As
described above, when the registration management unit 326 has completed registration
with various services including the trunk delivery service, the registration management unit
326 also provides a notification of completion of registration to the mobile terminal 20Aa

or the mobile terminal 20Ab, corresponding to the regular user to be registered, via the
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communication processing umt 321. When the registration management unit 326 has
completed registration with the trunk delivery service, the registration management unit
326 transmits a service registration completion notification including service link
mformation to the delivery management server 50 and the EC server 60 that manage
operations of the service intended for registration via the communication processing unit
321.

[0190] As described above, the processing device 23 of the mobile terminal 20Ac
of a delivery person mcludes the communication processing unit 231, the communication
processing unit 232, the authentication key acquusition unit 233, the authentication
requesting unit 234, and the lock/unlock requesting unit 235

[0191] In the present embodiment, description will be made on the assumption -
that the functions of the authentication key acquisition unit 233, authentication requesting
unit 234, and lock/unlock requesting unit 235 of the mobile terminal 20Ac become
available to the delivery person when the key application 1s launched

[0192] The authentication key acquisition umt 233 transmits an authentication
key acquisition request to the delivery management server 50 via the communication
processing unit 232 1n response to a predetermined operation of the delivery person. At
this time, the authentication key acquisition request includes the above-described delivery
item information saved in the storage umit 230 m advance  Thus, the delivery
management server 50 transmits an authentication key arrangement request to the center
server 30 in response to the authentication key acquisition request, and the center server 30
delivers an authentication -key to the mobile terminal 20Ac in response to the
authentication key arrangement request, with the result that the mobile terminal 20Ac
acquires the authentication key. Thus, since the mobile terminal 20Ac is able to lock or
unlock the trunk hid of the vehicle 10A based on the functions of the communication
processing unit 231, authentication requesting unit 234 and lock/unlock requesting unit 233,
the delivery person 1s allowed to deliver a requested item to the trunk of the vehicle 10A,
lock the trunk of the vehicle 10A as 1t was, and leave.

Details of Components Related to C2C Car Sharing Service
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[0193] Next, components related to the C2C car sharing service in the
authentication key management system 1 will be described with reference to FIG. 5

[0194] FIG 5 is a block diagram that mainly shows an example of components
related to the C2C car sharing service in the authentication key management system 1.
Heremafter, for FIG 5, components related to-the C2C car sharing service in the
authentication key management system 1 will be mainly described, and the overlap
description of components that overlap with the components related to the above-described
key sharing service, and the like, 1s omitted as much as possible

[0195] As described above, the processiﬁg device 23 of the mobile terminal 20Aa
owned by the owner user of the vehicle 10A includes the communication processing unit
232, the user reg;stratlon requesting unit 236, the service registration requesting unit 237,
and the service use status requesting unit 238

[0196]  As described above, the user registration requesting unit 236 requests
registration of the regular user (child user) of the vehicle 10A, who uses various services -
including the C2C car sharing service, to the center server 30 in response to a
predetermined operation of the owner user

[0197] As described above, the service registration requesting unit 237 requests
registration of each registered regular user (the owner user or the child user) with various
services including the C2C car sharing service to the center server 30 in response to a
predetermined operation of the owner user

[0198] For example, the service registration requesting unit 237 transmits a
service registration request for using the C2C car sharing service to the center server 30
The service registration request includes a service login ID of a website for users who use
the C2C éar sharing service corresponding to the C2C car sharing management server 70
(heremnafter, referred to as C2C car sharing site) as service link information. The service
login ID corresponds to the regular user of the vehicle 10A, who 1s to be registered.

[0199]  As described above, the service use status requesting unit 238 requests
information related to the use statuses of various services, including the C2C car sharing

service, by the regular user of the vehicle 10A (service use status information) to the center
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slerver 30 1n response to a predetermined operation of the owner user. The regular user of
the vehicle 10A has been registered in association with the owner user ID.

[0200] The C2C car sharing management server 70 includes a communication
device 71 and the processing device 72.

[0201] The communication device 71 1s any device that bidirectionally carries out
communication with each of the mobile terminals 20 and the center server 30 through a
predetermined communication network.

[0202] The processing device 72 includes, for example, a communication
processing unit 721, a service cooperation registration unit 722, a reservation management
unit 723, and a vehicle management unit 724 as functional units that are implemented by
executing one or more programs stored in the ROM or the auxiliary storage device on the
CPU The processing device 72 also includes the storage unit 720 that is implemented as
a storage area, such as the auxiliary storage device of the server computer.

[0203] Description will be made on the assumption that information that
identifies the vehicle 10A for rent has been already registered (saved) in the storage umit
720 through the C2C car sharing site by the regular user (owner user) of the ve}}icle 10Am
association with a service login ID.

[0204] The communication processing unit 721 controls the communication
device 71, and exchanges various signals, such as control signals and information signals,
with each of the mobile terminals 20 and the center server 30

[0205] The service cooperation registration unit 722 registers information for
cooperation between the center server 30 and the C2C car sharing management server 70,
related to usage of the C2C car sharing service by the regular user of the vehicle 10A, in
response to a service registration completion notification that 1s received from the center
server 30 by the communication processing unit 721

[0206] For example, the service cooperation registration unit 722 adds a flag to a
service login ID mcluded in a service registration completion notification in the user
management DB for managing users on the C2C car sharing site constructed in the storage

unit 720  The flag indicates that the user corresponding to the service login ID is a letter
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of the vehicle 10A m the C2C car sharing service  Thus, the C2C car sharing
management server 70 1s able to cause the center server 30 to deliver an authentication key
to the mobile terminal 20Ad of a renter, as will be described later, by transmitting an
authentication key arrangement request including a service login ID corresponding to the
regular user of the vehicle 10A, who 1s a letter, to the center server 30

[0207] The reservation management unit 723 manages reservations for the use of
the vehicle 10A  The reservations are made through the C2C car sharing site, or the like

[0208] For example, the reservation management unit 723 receives registration of
a rentable date and time of the vehicle 10A from the regular user of the vehicle 10A
through the C2C car sharing site, or the like, and registers (saves) the received rentable
date and time 1n the storage unit 720 At this time, the reservation management umt 723
makes an quiry about vehicle use schedule information to the center server 30 via the
communication processing unit 721 Thus, the reservation management unit 723 1s able
to acquire the latest vehicle use schedule information via the communication processing
unit 721.  For this reason, for example, when the rentable date and time received from the
regular user of the vehicle 10A already conflicts with another schedule, the C2C car
sharing management server 70 1s able to take action, such as requesting a change of the
rentable date and time and registering the date and tuime obtammed by excluding the
conflicting time from the received rentable date and time as a rentable date and time

[0209] For example, the reserva‘tlon management umit 723 also receives a
reservation for the use of the vehicle 10A within the rentable date and time of the vehicle
10A  The rentable date and time of the vehicle 10A 1s saved 1n the storage umit 720  As
the reservation management unit 723 recetves a reservation for the use of the vehicle 10A
from a user who 1s a renter through the C2C car sharing site, the reservation management
unit 723 updates information pertaining to a rental schedule of the vehicle 10A (rental
schedule information)  The rental schedule information 1s saved 1n the storage unit 720

[0210] For example, when the communication processing unit 721 has received
an authentication key acquisition request from the mobile terminal 20Ad of the renter of

the velicle 10A, the reservation management umt 723 determines whether the
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authentication key acquisition request 1s a regular authentication key acquisition request
Specifically, the reservation management unit 723 may carry out the determination based
on the service logm ID and password of the C2C car sharing site, mcluded n the
authentication key acquisition request, and a relation with a reservation date and time (for
example, whether the date and time of receipt of the authentication key acquisition request
falls within the reservation date and time, whether a period of time from the date and time
of receipt of the authentication key acquisition request to a start date and time 1s shorter
than a predetermined time, or the like). When the authentication key acquisition request
1s a regular authentication key acquisition request, the reservation management umt 723
transmits an authentication key arrangement request to the center server 30 via the
communication processing unit 721 At this time, the authentication key arrangement
request includes information for 1dentifying the mobile terminal 20Ad of the renter of the
vehicle 10A  The information for 1dentifying the renter of the vehicle 10A may be, for
example, an authentication ID to get user authentication (hereinafter, referred to as renter
ID for the sake of convenience) in the center server 30 in order for the renter of the vehicle
10A to use the function of the authentication key acquisition unit 233 of the mobile
terminal 20Ad  Thus, the mobile terminal 20Ad of the renter of the vehicle 10A 1s able to
acquire an authentication key from the center server 30.

[0211] The vehicle management unit 724 manages the vehicle 10A for rent

[0212] For example, the vehicle management unit 724 makes an iquiry about the
current location information of the vehicle 10A to the center server 30 wvia the
communication processing unit 721 before a reservation date and time of the vehicle 10A
(for example, a period from several tens of minutes before to just before) The vehicle
management unit 724 acquures the current location information of the vehicle 10A via the
communication processing umit 721  The current location information 1s returned from
the center server 30 1n response to the mmquiry  Thus, before a scheduled rental date and
time (reservation date and time) of the vehicle 10A, 1t 1s possible to determine, for example,
whether the vehicle 10A has returned to a designated place. For this reason, when the

vehicle 10A has not returned to a designated place, the C2C car sharing management
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server 70 1s able to take action, such as issuing an alarm to the regular user who is the letter
of the vehicle 10A to return to the designated place through an electric mail or a
predetermined application that cooperates with the C2C car sharing site and that is
installed onto the mobile terminal 20Aa or the mobile terminal 20Ab.

[0213]  As described above, the processing device 32 of the center server 30
mncludes the communication processing unit 321, the condition determination unit 322, the
authentication key issuance unit 323, the location information management unit 324, the
schedule management umt 325, the registration management unit 326, and the storage unit
320.

[0214] When the communication processing unit 321 has received an
authentication key arrangement request from the C2C car sharing management server 70,
the condition determination unit 322 determines whether the authentication key
arrangement request is a regular authentication key arrangement request For example,
the conditton determination umit 322 determines whether the authentication key
arrangement request is a regular authentication key arrangement request based on service
link information (a service login ID of the C2C car sharing site, or the like) included in the
authentication key arrangement request or prédetermined authentication information (for
example, an ID and a password, or the like) corresponding to the C2C car sharing
management server 70

[0215] When the condition determination unit . 322 determines that the
authentication key arrangement request is a regular authentication key arrangement request,
the authentication key 1ssuance unit 323 identifies the vehicle 10A corresponding to the
authentication key arrangement request based on the user and service registration
information DB of the storage unit 320. The authentication key i1ssuance unit 323 1ssues
an authentication key for a limited time (for example, an authentication key available only
within a reservation date and time of the vehicle 10A, included in the authentication key
arrangement request, and buffer periods before and after the reservation date and time).
The authentication key 1ssuance unit 323 delivers the authentication key to the mobile

terminal 20Ad of the renter of the vehicle 10A via the communication processing unit 321.
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The renter of the vehicle 10A 1s identified by the authentication key arrangement request

[0216] The C2C car sharing service may include, for example, a service for
renting only the trunk of the vehicle 10A (C2C trunk sharing service). In the case of a
vehicle trunk rental service, the authentication key issuance unit 323 just needs to 1ssue an
authentication key with limited permission that only allows the trunk lid to be locked or
unlocked. Thus, 1t is possible to limit an object for rent in C2C car sharing to the trunk
only. Thus, for example, a trunk delivery service for allowing a person to rent the trunk
of the vehicle 10A for rent during a trip and get delivery of purchased products for use
during the trip to the rented trunk may be realized.

[0217] The location mformation management unit 324 transmits a location
information request to the vehicle 10A via the communication processing unit 321 in
response to an inquiry about the current location of the vehicle 10A. The mquiry 1s
recertved from the C2C car sharing management server 70 by the communication
processing unit 321. Thus, the location information management unit 324 1s able to
acquire the current location information from the vehicle 10A via the communication
processing ®1t 321 The location information management unit 324 returns the current
location mformation acquired from the vehicle 10A to the C2C car sharing management
server 70 via the communication processing unit 321

[0218] The schedule management unit 325 transmits the latest vehicle use
schedule information to the vehicle 10A via the communication processing unit 321 in
response to the mquiry about the current location of the vehicle 10A  The mquiry 1s
received from the C2C car sharing management server 70 by the communication
processing umt 321

[0219]  As described above, the registration ‘management unit 326 registers a
regﬁlar user (child user) who uses various services including the C2C car sharing service 1n
response to a user registration request that 1s received from the mobile terminal 20Aa of
the owner user by the communication processing unit 321  As described above, the
registration management unit 326 also registers the regular user of the vehicle 10A with the

C2C car sharing service 1n response to a service registration request that is recerved from
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the mobile terminal ’20Aa of the owner user by the communication processing unit 321.
As described above, when the registration management unit 326 has completed registration
with various services including the C2C car sharing service, the registration management
unit 326 also ﬁrov1des a notification of completion of registration to the mobile terminal
20Aa or the mobile terminal 20Ab, corresponding to the regular user to be registered, via
the communication processing unit 321. When the registration management unit 326 has
completed registration with the C2C car sharing service, the registration management unit
326 transmits a service registration completion notification ncluding service link
mformation to the C2C car sharing management server 70 that manages operations of the
service intended for registration.

[0220] As described above, the processing device 23 of the mobule terminal 20Ad
of the renter of the vehicle 10A ncludes the commumcation processing umt 231, the
communication processing umt 232, the authentication key acquisition unit 233, the
authentication requesting unit 234, the lock/unlock requesting unit 235, and the storage
unit 230.

[0221] The authentication key acquisition unit 233 transmits an authentication
key acquisition request to the C2C car sharing management server 70 via the
communication processing unit 232 1n response to a pret.ietermmed operation of the renter
of the vehicle 10A At this time, the authentication key acquisition request includes a
service login ID of the C2C car sharing site. The service login ID corresponds to the
renter of the vehicle 10A  Thus, the C2C car sharing management server 70 tranémlts an
authentication key arrangement request to the center server 30 1n response to the
authentication key acquisition request, and the center server 30 delivers an authentication
key to the mobile terminal 20Ad 1n response to the authentication key arrangement request,
with the result that the mobile terminal 20Ad acquires the authentication key Thus, the
mobile terminal 20Ad 1s able to lock or unlock the doors of the vehicle 10A based on the
functions of the communication processing unit 231, authentication requesting unit 234
and lock/unlock requesting unit 235  That 1s, with the C2C car sﬁarmg service, the renter

of the vehicle 10A, who owns the mobile termimal 20Ad, 1s allowed to directly use the
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vehicle 10A, for example, lock or unlock the vehicle 10A or drive the vehicle 10A, with
the use of the mobile terminal 20Ad without handing over a key to or from the regular
users of the vehicle 10A. Simularly, each regular user of the vehicle 10A 1s allowed to
rent the vehicle 10A to a person other than the regular users without handing over a key.
For this reason, it is possible to improve conventence 1n renting the vehicle 10A between
each regular user of the vehicle 10A and a person other than the regular users with the C2C
car sharing service in the authentication key management system 1

Details of Components Related to B2C Car Sharing Service

[0222]  Next, components related to the B2C car sharing service in the
authentication key management system 1 will be described with reference to FIG. 6.

[0223] FIG. 6 1s a block diagram that mainly shows an example of components
related to the B2C car sharing service in the authentication key management system 1.
Hereinafter, for FIG. 6, components related to the B2C car sharing service in the
authentication key management system 1 will be mainly described; and the overlap
description of components that overlap with the components related to the above-described
key sharing service, and the like, 1s omitted as much ais possible.

[0224] The B2C car sharing management server 80 includes a communication
device 81 and the processing deﬁce 82

[0225] The communication devic;e 81 1s any device Ithat bidirectionally carries out
communication with each of the mobile térmmal 20B and the center server 30 through a
predetermined communication network

[0226] The processing device 82 includes, for example, a communication
processing unit 821, a reservation management unit 822, and a vehicle management unit
823 as functional units that are implemented by executing one or more programs stored in

the ROM or the auxiliary storage device on the CPU The processing device 82 also

mncludes the storage umt 820 that 1s implemented as a storage area, such as the auxiliary

storage device of the server computer
[0227] The communication processing unit 821 controls the communication

device 81, and exchanges various signals, such as control signals and information signals,
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with each of the mobile terminal 20B and the center server 30

[0228] The reservation management unit 822 manages reservations for the use of
the vehicle 10B  The reservations are made through the B2C car sharing site, or the like

[0229] For example, the reservation management unit 822 receives a reservation
for the use of the vehicle 10B from a user who wants to rent the vehicle 10B (hereinafter,
referred to as rent user) through a website that 1s operated by a business operator of the
B2C car sharing management server 80, or the like (hereinafter, referred to as B2C car
sharing site for the sake of convenience) The reservation management unit 822 saves
information related to the received reservation for the use of the vehicle 10B (use
reservation information) mm the storage unit 820 At this time, the use reservation
mformation includes, for example, information that 1dentifies the intended vehicle 10B,
information related to a use reservation date and time (a start date and time and an end date
and time), a service login ID of the rent user on the B2C car sharing site, and the like

[0230] For example, each time the reservation management unit 822 receives a
reservation for the use of the vehicle 10B, the reservation management unit 822 updates
mformation related to a use schedule of the vehicle 10B (vehicle use schedule information),
saved 1n the storage unit 820 Thus, the B2C car sharing management server 80 1s able to
show available dates and times for reservation to the rent user by causing the B2C car
sharing site to display the use schedule of the vehicle 10B

[0231] For example, w%en the communication processing unit 821 has received
an authentication key acquisition request from the mobile terminal 20B, the reservation
management unit 822 determines whether the authentication key acquisition request 1s a
regular authentication key acquisition request  Specifically, the reservation management
unit 822 may carry out the determination based on the service login ID and password of the
B2C car sharing site, corresponding to the rent user and included 1n the authentication key
acquisition request, and a relation with a reservation date and time (for example, whether
the date and time of receipt of the authentication key acqusition request falls within the
reservation date and time, whether a period of time from the date and time of receipt of the

authentication key acquisition request to a start date and time is shorter than a
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predetermined time, or the like). When the authentication key acquisition request is a
regular authentication key acquisition request, the reservation management unit 822
transmits an authentication key arrangement request to the center server 30 via the
communication processing unit 821 At this time, the authentication key arrangement
request includes information for 1dentifying the mobile terminal 20B of the rent user who
rents the vehicle 10B. The information for identifying the rent user who rents the vehicle
10B may be, for example, an authentication ID to get user authentication (hereinafter,
referred to as rent user ID for the sake of convenience) in the center server 30 in order for
the rent user who rents the vehicle 10B to use the functions of the key application,
corresponding to the authentication key acquisition unit 233, and the like, of the mobile
termmal 20B  Thus, the mobile terminal 20B of the rent user who rents the vehicle 10B
1s able to acquire an authentication key from the center server 30 r

[0232] The vehicle management unit 823 manages the vehicle 10B for rent.

[0233]  For example, the vehicle management unit 823 makes an inquiry about the
vehicle 10B parked arpund (for example, within several hundreds of meters, or the like,
from) a place designated in a reservation to the center server 30 via the communication
processing unit 821 before a reservation date and time of the vehicle 10B for a rent user
(for example, several tens of minutes before). The vehicle management unit 823 acquires
the location information of the vehicle 10B parked around the designated place via the
communication processing unit 821. The location information 1s returned from the center
server 30 1n response to the inquiry Thus, before the date and time at which the renter
starts using the vehicle 10B, the vehicle management unit 823 1s able to identify one or
plurality of vehicles 10B parked around the designated place, and determine, for example,
which vehicle 10B to rent.

[0234] For exémple, the vehicle management unit 823 makes an inquiry about the
location information of the vehicle 10B 1n a designated area to the center server 30 via the
communication processing unit 821 i response to a request to search for a vehicle 10B
the designated area from the rent user on the B2C car sharing site. The vehicle

management unit 823 acquires the location information of the vehicle 10B 1n the
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designated area via the communication processing unit 821. The location mnformation 1s
returned from the center server 30 in response to the inquiry Thus, the vehicle
management unit 823 1s, for example, able to show the location information of the intended
vehicle 10B to the rent user who wants to immediately rent the vehicle 10B n the
designated area on the B2C car sharing site

[0235] As described above, the processing device 32 of the center server 30
includes the communication processing unit 321, the condition determination unit 322, the
authentication key 1ssuance unit 323, and the storage unit 320.

[0236] When the commumcation processing umt 321 has received an
authentication key arrangement request from the B2C car sharing management server 80,
the condition determination umit 322 determines whether the authentication key
arrangement request 1s a regular authentication key arrangement request For example,
the condition determination unmit 322 determines whether the authentication key
arrangement request 1s a regular authentication key arrangement request based on whether
the rent user ID included in the authentication key arrangement request 1s the

authentication ID registered i the storage unit 320 or predetermined authentication

‘information (for example, an ID and a password, or the like) corresponding to the B2C car

sharing management server 80

[0237] When the condition determination umt 322 determines that the
authentication key arrangement request 1s a regular authentication key arrangement request,
the authentication key 1ssuance unit 323 1ssues an authentication key for a limited time (for
example, an authentication key available only within a reservation date and time of the
vehicle 10B, included 1n the authentication key arrangement request, and buffer periods
before and after the reservation date and time) The authentication key 1ssuance unit 323
delivers the authentication key to the mobile terminal 20B of the rent user who rents the
vehicle 10B via the communication processing unit 321 The rent user 1s identified by the
authentication key arrangement request

[0238]  As described above, the processing device 23 of the mobile terminal 20B

of the rent user who rents the vehicle 10B includes the communication processing unit 231,
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the communication processing unit 232, the authentication key acquisition unit 233, the
authentication requesting umt 234, the lock/unlock requesting unit 235, and the storage
unit 230

[0239] The authentication key acquisttion unit 233 transmuts an authentication
key acqusition request to the B2C car sharing management server 80 wvia the
communication processing unit 232 in response to a predetermined operation of the rent
user who rents the vehicle 10B. At this time, the authentication key acquisition request
includes a service login ID of the B2C car sharing site, or the ike  The service login ID
corresponds to the rent user who rents the vehicle 10B  Thus, the B2C car sharing
management server 80 transmits an authentication key arrangement request to the center
server 30 1n response to the authentication key acquisition request, and the center server 30
delivers an authentication key to the mobile terminal 20B n response to the authentication
key arrangement request, with the result that the mobile terminal 20B acquires the
authentication key  Thus, the mobile terminal 20B 1s able to lock or unlock the doors of
the vehicle 10B based on the functions of the communication processing unit 231,
authentication requesting unit 234 and lock/unlock requesting unit 235  That 1s, with the
B2C car sharing service, the rent user who rents the vehicle 10B and owns the mobile
terminal 20B 1s allowed to directly use the vehicle 10B, for example, lock or unlock the
vehicle 10B or drive the vehicle 10B, with the use of the mobile terminal 20B without
handing over a key to or from the business operator, or the like, of the vehicle 10B  For
this reason, 1t 1s possible to mmprove convenience of the rent user who rents the vehicle
10B with the B2C car sharing service in the authentication key management system 1
Details of Characteristic Operations of Center Server

[0240]  Next, the characteristic process flow of the center server 30 will be
described with reference to FIG 7 and FIG 9

[0241] FIG. 7 1s a flowchart that schematically shows an example of a registration
process for a regular user of the vehicle 10A to use the above-described various services
(service registration process), which 1s executed by the center server 30 according to the

present embodiment A process according to this flowchart is repeatedly executed at
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predetermined processing intervals  Hereinafter, this also applies to the flowchart of FIG.
0.

[0242] In step S702, the registration management unit 326 determines whether
the communication processing unit 321 has received a service registration request. When
a service registration request has been received, the registration management unit 326
proceeds to step S704; otherwise, the registration management unit 326 ends the current
process

[0243] In step S704, the registration management unit 326 executes an
authentication process using an owner user ID and password mcluded in the service
registration request received by the communication processing unit 321

[0244] In step S706, the registration management unit 326 determines whether
authentication 1s successful, that 1s, whether the service registration request 1s a regular
service registration request When the service registration request is a regular service
registration request, the registration management unit 326 proceeds to step S708, otherwise,
the registration management unit 326 proceeds to step S712

[0245] In step S708, the registration management unit 326 registers (saves)
service unique mformation (service ID) corresponding to an intended service, vehicle
unique information (key unit ID) corresponding to a vehicle 10A, and a regular user ID (an
owner user ID or a child user ID) corresponding to a regular user who uses the service 1n
the user and service registration information DB of the storage unit 320 1n association with
the owner user ID included in the service registration request

[0246] In step S710, the registration management unit 326 transmits a notification
that registration with the intended service has completed (service registration completion
notification) to the key sharing management unit 327 or any one of the service
management servers 40, corresponding to the intended service. Similarly, the registration
management unit 326 provides a notification that registration with the intended service has
completed to the mobile terminal 20Aa of the owner user and the mobile terminal 20Ab of
the regular user (child user) to be registered  The registration management unit 326 ends

the current process.
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[0247] On the other hand, in step S712, the registration management unit 326
provides a notification that registration with the intended service is not allowed (that 1s,
user authentication has failed) to the mobile terminal 20Aa of the owner user, and ends the
current process.

[0248]  For example, FIG 8 1s a view that schematically shows an example of the
user and service registration information DB constructed in the storage unit 520 with the
process of FIG. 7. Specifically, FIG 8 is a view that shows a correspondence relation
between an owner user ID and key unit IDs, regular user IDs, service IDs and pieces of
service Iink mformation, associated with the owner user ID, which are registered in the
user and service registration information DB of the storage unit 520 ,

[0249] In this example, the owner user owns two vehicles 10A, and one child user
who is a member of the famuily, or the like, of the owner user 1s registered as \a regular user
who is allowed to use various services. Services that the owner user 1s allowed to use
with the first vehicle 10A include a i(ey sharing service, a trunk delivery service, and a
C2C car sharing service, and services that the child user 1s allowed to use with the first
vehicle 10A include the key sharing service and the trunk delivery service. Services that
the owner user is allowed to use with the second vehicle 10A mclude the key sharing
service and the trunk delivery service, and services that the child user 1s allowed to use
with the second vehicle 10A include only the key sharing service

[0250] In this way, the registration management unit 326 registers permission for
each regular user of the vehicle 10A to uge a predetermuned service using the vehicle 10A
in the user and service registration information DB. The permission 1s permission to
cause the authentication key 1ssuance unit 323 to deliver key information (authentication
key) to the mobile terminal 20Ac or the mobile terminal 20Ad, owned by a third party
concerned with the service, other than each regular user of the vehicle 10A (authentication
key arrangement permission) as an external device (any one of the service management
servers 40, or the like) concerned with the service transmits a predetermined request signal
(authentication key arrangement request).

[0251]  Thus, the center server 30 by itself is able to manage permission to cause
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any one of the service management servers 40, concerned with the service, such as the
C2C car sharing service and the trunk delivery service, to deliver an authentication key to
the mobile terminal 20Ac or mobile terminal 20Ad of the third party concerned with the
service, such as a renter of the vehicle 10A and a deilvery person  For this reason, for
example, even when authentication information, such as an ID and a password, or the like,
for causing any one of the service management servers 40 to deliver an authentication key
has leaked, since the ID and the password are unique to the corresponding service, it is not
possible to perform registration with a new service with the use of the authentication
information  In addition, the center server 30 normally often restricts access from a user
other than the regular users of the vehicle 10A, and it is origmally difficult for a third party
in bad faith to perform registration with a service in the center server 30. Therefore, the
center server 30 1s able to reduce registration with a service using the vehicle 10A by a
third party in bad faith without permission and usage of the vehicle 10A by a third party in
bad faith without permission through a service registered without permission.

[0252] As shown 1 FIG 8, the registration management unit 326 saves an
intended vehicle 10A (key umt ID) that is used in a service, a regular user (regular user ID)
of the vehicle 10A, who uses the service, the intended service (service ID), and service link
information in the storage unit 520 in association with an owner user ID. The service link
information associates the intended service with the vehicle 10A and the regular user
That 1s, the registration management unit 326 registers authentication key arrangement
permission of each of the key sharing management unit 327 and the service management
servers 40 for the regular user of the vehicle 10A to use a service using the vehicle 10A m
association with an owner user [D

[0253] Thus, the center server 30 1s able to momistically manage information
related to a service to be registered with an owner user ID as a source  The center server
30 1s also able to manage authentication key arrangement permission in association with
unique nformation (owner user ID) that corresponds to an owner user and that 1s
commonly only available to the owner user. Therefore, since unique information

corresponding to an owner user 1s required at the time of registration with a service, the
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center server 30 is able to reduce, for example, registration with a service using a vehicle
10A by a regular user of the vehicle 10A other than the owner user (for example, a member
of a family of the owner user, a close friend of the owner user, or the like) without
permission.

[0254] As shown m FIG. 8, the registration management unit 326 saves service
link information for delivering an authentication key to the mobile termial 20Ac or
mobile terminal 20Ad of a third party (for example, a delivery person of the trunk delivery
service or a renter of the C2C car sharing service) other than a regular user of a vehicle
10A, concerned with any one of various services, and information that identifies the
vehicle 10A (key unit ID), different from the service link information, 1n the storage unit
520, 1n association with each other Thus, the center server 30 by itself is able to manage
servicé link mformation that 1s required for the mobile terminal 20Ac or mobile terminal
20Ad of a third party concerned with a service, such as a delivery person of the trunk
delivery service and a renter of the C2C car sharing service, to acquireé an authentication
key. Specifically, the center server 30 is able to manage service link information m
association with information unique to a vehicle 10A (vehicle unique information). For
this reason, without providing a service provider with vehicle umque information for
identifying a vehicle 10A, 1t is possible to identify the vehicle 10A to be locked or
unlocked with an authentication key from service link information included in a request to
deliver an authentication key (authentication key arrangement request), which 1s received
from an external device concerned with the service (any one of the service management
servers 40), a mobile terminal 20, or the like That is, even 1f a third party in bad faith
attempts to register a service wn the center server 30 without permission, not only service
link mformation but also vehicle unique information that 1s commonly available to only a
regular user, or the like, such as an owner user of a vehicle 104, is required. Therefore,
the center server 30 is able to reduce registration with a service using the vehicle 10A by a
third party in bad faith without permission and usage of the vehicle 10A by a third party in
bad faith without permission through a service registered without permission.

[0255]  In this example, the vehicle unique information is a key unit ID unique to
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the key umt 12 mounted on each vehicle 10A. Thus, the center server 30 is able to
manage service link information mn association with unique information (key umt ID) of an
in-vehicle device (key unit 12) concerned with the function of unlocking or starting the
vehicle 10A upon reception of a signal transmitted from the mobile terminal 20, not m
association with general information unique to the véhicle 10A, such as VIN  Therefore,
since unique 1nformati;)n of an in-vehicle device, which there is a limited opportunity for a
third party to see, 1s employed, the center server 30 1s able to further reduce registration
with a service using the vehicle 10A without permission and usage of the vehicle 10A
without permission through a service registered without permission

[0256] Subsequently, FIG. 9 1s a flowchart that schematically shows an example
of a service use status information providing process that is executed by the center server
30.

[0257] In step S902, the registration mainagement unit 326 determines whether
the communication processing unit 321 has received a service use status request When
the communication processing unit 321 has received a service use status request, the
registration management umt 326 proceeds to step S904; otherwise, the registration
management unit 326 ends the current process.

[0258] In step S904, the registration management unit 326 generates service use
status information of a type designated by the service use status request.

[0259] In step S906, the registration management unit 326 delivers the service use
status information to the mobile terminal 20Aa via the communication processing unit 321,
and ends the current process. Thus, an 1mage corresponding to the service use status
information (service use status image) delivered from the center server 30 is displayed on
the display 24 of the mobile terminal 20Aa. For this reason, the owner user 1s allowed to
monistically see the use of each service using the vehicle 10A over a plurality of regular
users and a plurality of services, which are registered in the storage umt 320 (user and
service registration information DB) of the center server 30.

[0260]  For example, FIG. 10 1s a view that shows spec1ﬁc examples of service use

status 1mages that are displayed on the display 24 of the mobile terminal 20Aa of the
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owner user. Specifically, FIG 10 shows specific examples, that 1s, five types of service
use status images 1001, 1002, 1003, 1004, 1005 that are displayed on the display 24 of the
mobile terminal 20Aa.

[0261] The service use status mmage 1001 shows a list of vehicles 10A to be used
in various services. The vehicles 10A have been registered 1n the storage unit 520 (user
and service registration information DB) of the center server 30 in association with the
owner user ID. In this example, vehicle images that schematically show two vehicles -
10A registered by the owner user are tiled vertically in the service use status image 1001

[0262] The service use status image 1002 shows a list of services that have been
registered 1n association with the owner user ID In this example, business operator
names that provide registered services are shown 1n the service use status image 1002, and,
specifically, the service use status image 1002 shows that "XX Transport" that provides a
trunk delivery service and "Y'Y Car Sharing" that provides a C2C car sharing service have
been registered.

[0263] The service use status image 1003 shows a list of regular users registered
1n association with the owner user ID  In this example, human images that schematically
show two regular users (the owner user and a child user) who use various services are tiled
vertically 1in the service use status image 1003. In addition, a vehicle image that
schematically shows a vehicle 10A that 1s used n various services that each regular user
uses is shown to the right side of the human image of a corresponding one of the regular
users in the service use status image 1003, and, specifically, the service use status image
1003 shows that one regular user uses various services with the use of a vehicle 10A and
the other user uses various services with the use of two vehicles 10A

[0264] The service use status image 1004 shows a use schedule of a vehicle 10A
over all the regular users and all the services All the regular users and all the services
have been registered 1n association with the owner user ID In this example, a use
schedule corresponding to various services of a vehicle 10A for two regular users 1s shown
1n the service use status image 1004

[0265] The service use status image 1005 shows a list of history records of
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locking or unlocking of a vehicle 10A with an authentication key ~ The history records are
registered 1n association with the owner user ID In this example, dates and times at
which the vehicle 10A was locked or unlocked with an authentication key and delivery
destinations (persons who locked or unlocked the vehicle 10A) of the authentication key
used are shown 1n the service use status image 1005

[0266] In this way, the registration management unit 326 transmits information
related to a service (service use status information) to the mobile termimnal 20Aa m
response to a request from the mobile terminal 20Aa having the owner user ID via the
communication processing unit 321  The service corresponds to authentication key
arrangement permission associated with the owner user ID  Thus, the center server 30 1s
able to transmit information related to a registered service to a terminal (mobile terminal
20Aa) of the owner user in response to a request from the terminal having unique
information corresponding to the owner user (owner user ID), that 1s, a request from the
terminal of the owner user For this reason, the owner user 1s allowed to see information
related to registered services (for example, a list of registered services, a use schedule of
vehicles that are used 1n all the services, and the like), which 1s displayed on a display, or
the like, of the terminal  Therefore, the center server 30 1s able to cause the owner user to
monistically see information related to the registered services

[0267] The reglst;atl'on management unit 326 transmits service use status
information to the mobile terminal 20Aa 1n response to a request from the mobile terminal
20Aa having the owner user ID via the communication processing unit 321. The service
use status information includes information related to a regular user of the vehicle 10A,
other than the owner user The regular user of the vehicle 10A corresponds to
authentication key arrangement permission associated with the owner user ID  Thus, the
center server 30 is able to transmit information related to the regular user of the vehicle
10A, other than the owner user, who uses registered services to a terminal of the owner
user 1n response to a request from the terminal (mobile terminal 20Aa) of the owner user
For this reason, the owner user 1s allowed to see information related to the regular user of

the vehicle 10A, other than the owner user, who uses registered services that are displayed




10

15

20

25

74
on a display, or the like, of the terminal (for example, a list of users of various services, a
use schedule of a vehicle over all the users, and the ike) Therefore, the center server 30
is able to cause the owner user to monistically see information related to users of registered
services (regular users of a vehicle, other than the owner user). I

[0268] The embodiment of the invention 1s described 1n detail above, however,
the invention 1s not limited to the specific embodiment. Various modifications or changes
are applicable within the scope of the invention recited in the appended claims

[0269] For example, mn the above-described embodiment, the mobile terminal 20
transmits an authentication request including an authentication key to the key unit 12, the
key unit 12 exchanges signals with the lock/unlock and start device 11 1n response to an
authentication result based on the authentication key, and locking or unlocking of the doors
of the vehicle 10A or starting of the vehicle 10A 1s realized by the lock/unlock and start
device 11, however, the mnvention 1s not limited to this mode

[0270] Specifically, the function of the key unit 12 may be transferred to the
mobile terminal 20, and locking or unlocking of the doors of the vehicle 10A or starting of
the vehicle 10A may be realized by the lock/unlock and start device 11 as the mobile
terminal 20 exchanges signals based on the above-described key information (internal key
information) with a vehicle 10 (lock/unlock and start device 11) by LF radio waves and RF
radio waves In this case, the authentication key in the above-described embodiment Just
needs to be read as key mnformation. That is, the center server 30 may issue key
information nstead of an authentication key and deliver the key information to the mobile
termmal 20 with a similar method to the authentication key in the above-described
embodiment  Thus, similar operation and advantageous effects to those of the
above-described embodiment are obtained.

[027 1] The function of the key unit 12 may be integrated into the lock/unlock and
start device 11, and components related to communication between the lock/unlock and
start device 11 and the key unit 12 and authentication related to the communication (the LF
radio wave transmitter 111, the RF radio wave receiver 112, the collation ECU 113, the LF

radio wave receiver 121, and the RF radio wave transmitter 122) may be omitted. In this
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case, when authentication of the mobile terminal 20 1s successful based on an
authentication key, the key ECU 124 may directly output an unlock or lock instruction to
the body ECU 114 or a start wnstruction to the engine ECU 116, instead of the collation
ECU 113, and cause the body ECU 114 to lock or unlock the doors of the vehicle 10 and
cause the engine ECU 116 to start the vehicle 10. Thus, similar operation and

advantageous effects to those of the above-described embodiment are obtained
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CLAIMS.

1 A key information management device (30) characterized by comprising
an information processing device (32) configured to
1) deliver key information to a mobile terminal (20, 20Aa, 20Ab, 20Ac, 20Ad,
20B) as the mobile terminal transmaits a predetermined transmission signal toward a vehicle
(10, 10A, 10B), the key information being imformation for unlocking the vehicle, starting
the vehicle, or unlocking and starting the vehicle, and
11) register permission for a user of the vehicle to use a predetermined service
using the vehicle, the permission being permission to cause the information processing
device to deliver the key mformation to a mobile terminal (20Ac, 20Ad, 20B) of a third
party concerned with the predetermined service, other than the user of the vehicle, as an
external device (40) concerned with the predetermined service transmits a predetermined

request signal

2 The key information management device according to claim 1, wherein the
information processing device 1s configured to register the permussion further

association with unique information corresponding to an owner user of the vehicle.

3 The key information management device according to claim 2, wherein

the information processing device is configured to transmit information related to the
predetermined service to the mobile termunal (20Aa) having the unique information
corresponding to the owner user 1n response to a request from the mobile terminal having
the unique information corresponding to the owner user; and

the predetermined service corresponds to the permission associated with the unique

information corresponding to the owner user

4 The key information management device according to claim 3, wheremn

the information processing device 1s configured to store the permission for each user
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of the vehicle in association with the unique information corresponding to the owner user;
the information processing device is configured to transmit information related to a
user of the vehicle, other than the owner user, to the mobile terminal having the unique
information corresponding to the owner user in response to a request from the mobile
terminal having the unique information corresponding to the owner user; and
the user of the vehicle, other than the owner user, corresponds to the permission

associated with the unique information corresponding to the owner user

5 The key information management device according to any one of claims 1 to 4,
further comprising a communication device (31) configured to bidirectionally carry out
communication with each of the vehicle, the mobile terminal, and the external device

through a predetermimed communication network!

6. The key information management device according to any one of claims 1 to 5,

wherein the key information further includes information for locking the vehicle.

7. A key information management method that 1s executed by a key information
management device (30), the key information management method characterized by
comprising.

delivering key information to a mobile terminal (20, 20Aa; 20Ab, 20Ac, 20Ad, 20B)
as the mobile terminal transmits a predetermined transmission signal toward a vehicle (10,
10A; 10B), the key information being information for unlocking the vehicle, startiné the
vehicle, or unlocking and staﬁing the vehicle, and

registqrmg pernmusston for a user of the vehicle to use a predetermined service using
the vehicle, the permission being permission to deliver the key information to a mobile
terminal (20Ac, 20Ad, 20B) of a third party concerned with the predetermined service,
other than the user of the vehicle, as an external device (40) concerned with the

predetermined service transmits a predetermined request signal.
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8 A non-transitory computer-readable recording medium characterized by
comprising a key information management program recorded on the recording medium,
the key information management program causing an information processing device (32)
to execute nstructions for

delivering key information to a mobile terminal (20, 20Aa, 20Ab, 20Ac; 20Ad, 20B)
as the mobile terminal transmits a predetermined transmission signal toward a vehicle (10,
10A, 10B), the key information being mformation for unlocking the vehicle, starting the
vehicle, or unlocking and starting the vehicle, and

registering permission for a user of the vehicle to use a predetermined service using
the vehicle, the permission being permission to deliver the key information to a mobile
termmal (20Ac, 20Ad, 20B) of a third party concerned with the predetermined service,
other than the user of the vehicle, as an external device (40) concerned with the

predetermined service transmits a predetermined request signal




