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ATTESTATI ON OF A PLATFORM BACKGROUND 1. Field This invention relates to the
field of platformsecurity. 2. Background Advances in m croprocessor and
comuni c‘ﬁgi‘)Hﬁ:’:’Péchnol ogies with a platform have opened 08891
opportunities for applications that go beyond the traditional ways of

doi ng busi ness. Electronic comerce (e-comerce) and busi ness-to-busi ness

(B2B) t ransacp%%{_\gthﬁ,Im%ﬁgﬁ@ﬁ %Lﬁmofﬁ%cﬁﬁg—r%qqgk obal narkets

at a fast rate. ; nol ogy
‘provi des users w th conveni ent m&ﬂ%&mt hods of doi ng busi ness,
communi cating and transacting, t fails to support renote
attestation. Renpte attestation is a technique for ascertaining the
operating state of a renotely located platformin a generally secure

manner. By ascertaining the Operg@m the platformprior to
conducting e-commerce or B2B t } ith that platform the user is
inparted with greater confidence in the security of the transaction. BRI EF

DESCRI PTI ON OF THE_DRAW NGS The features and advant ages of the present
i nvention wi | k- becé¥ddapparent from the followi ng detailed description of

the present i Q}{ﬁgw%&r}?m@gQ@t'heﬁjegyg;@rl%ﬁﬁse@ug%agram illustrating an

enbodi nent of ogi cal operating tecturé for the IsoX-rm
architecture of the platform Figure 1B is an illustrative diagram show ng
t he accessi bi Rity ®ackmpumlis el ements in the operating systemand the
processor accqrding to one enbogriarrrl%nt of the inv%gglioon. 1. 30 P 2004 WO

01/ 75564 PCT/ DE¥Iqss gypicroprocess communication tec gies with a platform
have opened up many opportunities for applications that go beyond the traditional ways

of doing business. Eléctronic commerce (e-commerce) and business-to-business (B2B)
transactions are now becoming popular, reaching the global markets at a fast rate.
Unfortunately, while modem microprocessor technology provides users with convenient
and efficient methods of doing business, communicating and transacting, this technology
fails to support remote attestation. Remote attestation is a technique for ascertaining the
operating state of a remotely located platform in a generally secure manner. By
ascertaining the operating state of the platform prior to conducting e-commerce or B2B
transactions with that platform, the user is imparted with greater confidence in the

security of the transaction.
BRIEF DESCRIPTION OF THE DRAWINGS

The features and advantages of the present invention will become apparent from

the following detailed description of the present invention in which:

Figure 1A is a diagram illustrating an embodiment of the logical operating

architecture for the IsoX™ architecture of the platform.

Figure 1B is an illustrative diagram showing the accessibility of various elements

in the operating system and the processor according to one embodiment of the mvention.



Figure | Cis a first block diagramof an illustrative enbodi nent 8f) &EP 2004
platform utilizing the present invention. Figure 2 is a flowhart of the

illustr -opnerations of the platformto generate an JeletH 5, of the
pr ot ect?éjdgﬁ’dicg log. Figure 3 is a block diagram of an iFFﬁstrgﬁgvle

enbodi mrent of a renpte attestation unit enployed in the processor of
Figure | C tcorigiteaiqisa fisobleek edorepyf of illubatddntbddagent Hfgpiffotm s a bl ock
diagramof an rllustrative enbodinent of a renpte attestation wunit

enpl oyedtiligingibe praspridnvemtioni gure | C to obtain a protected copy of the
audit log external to the chipset. Figure 5 is a block diagramof an
illustrative J I : L: I J e
chi pset of Filgg:?%% H‘érﬂoa\? a(‘) éﬁfﬁ%‘t”g‘?%ﬁ‘té’gft’ @g&@gﬁsy"féﬁ E%ﬁgﬁa«g{hggggﬁéﬁe%ﬁnternal
to the cmbpahentif @ grofectedl aadhllogk di agram of an illustrative enbodi ment

of arenote attestation wunit enployed in the fixed token of Figure |l Cto
obtain a protected copy of the audit log. Figure 7 is_a block diagramof an
i |l ustrative Taapsd gamlodtdagammitas 1Hes@svaembadimeaf of &regrass adestationne

removabl e.t ok f. H t,ad udit | og.
escrt gD inBEHEeole BRI B Sl ARl OBl MF 08T or
renote attestation of a platform Renote attestati on may be conducted when
t he pl at f or mHigureple atblsuk disgram «fedliadtranveembbdiapat af 4 mmotdattaskaiopl e of
this special node includes a_processor isolated execution "lsoX' node as
descri belisarRigredvatls %fﬁ@%ﬁ‘f’fg'él“r%/} P Wté@@sﬁechtCQ%@Eﬂ9§L ﬁ’ﬁ apditfagy X ode

utili Ze%xf@ﬁﬁﬁ@ﬂ%‘&ﬁ%{:?m ed keying material that is cryptographically

uni que to produce a digital signature that includes information concerning
t he operating environnment of the platform The hardware that provides

prot ecti on ofFigire Skieyibbgrkndsgrinadf,annbistnatied embodiercal of aemte attastition

attest atLll.rStncn%Jp%;fed i.gllﬁ%)gﬁipszct gf IQ igﬁEEFC %000 L%ai\r/l\g g’ot]é];g: c%y Etct]:l/e Lgr.slgi:t%oogssgl

internal to the chipset.

Figure 6 1s 2 block diagram of an illustrative embodiment of a remote attestation

unit employed in the fixed token of Figure 1C to obtain a protected copy of the audit log.

Figure 7 is a block diagram of an illustrative embodiment of a remote attestation
unit employed in the removable token of Figure 1C to obtain 2 protected copy of the

audit log.
-DESCRIPTION

The present invention relates to a platform and method for remote attestation of a
platform. Remote attestation may be conducted when the platform is operating in a
special mode of operation. An example of this special mode includes a processor
isolated execution “IsoX" mode as described below. More specifically, a processor
executing in IsoX mode utilizes hardware-protected keying material that is
cryptographically unique to produce a digital signature that includes information
concerning the operating environment of the platform. The hardware that provides

protection of the keying matenal, referred to herein as a “remote attestation unit”’ (RAU),

T



may be integrated in a core logic device (e.g., a processor or a chi
conponent) or a non-core logic device (e.g., token). In the foll O\Mljﬂg%tEP 2004

descri de)ﬁ’nsQ&rtai n termnology is used to discuss featpregsefusséie
present ‘inveniion. For exanple, a "platfornt includes conponents that

performdifferent functions on stored information- Exanples of a platform
i ncl ude, mbyibe RGO id A Bbieddgierdevice$d.¢ | € padedsor ar cainpast esmpanegt),ordeskt op, a
| apt op, a hand-held, a server, a workstation, etc.), desktop office

‘equi pmentoneerglogipdevigeie. . s'lekfier, a facsimle nachine, etc.), a wreless

"tel ephone handset, a television set-top box, and the |like. Exanples of a

" conponent ” iﬂ%ygcﬁ[ogﬁflg\é}-@ﬁc 'p&igré ; crtaf?lrferirﬂgcﬁlg%ffs.qge@w &i¥ulss fahed o€/ Or one

or nore softwaré no war e nodu is code that, when executed,
per f or mepraseqeirivaition. f Eoraixeaiple, Ehphutfoantinthyles corhpotentthaperfatm diffgyst em  an
application, an applet or even a nub being_a s‘erigs of code,.instructions,
possi bl yfuactsmssatstered sdgrntiom Brrmples o @ platform ipglpde, bat gre pOIRAEROf ned as

B SeIStSF SN S Yo | EPGRHIFRC ned at
Fiber. canelclyga SBipilFEE Meildol Bt TE lfpdncl PLPEVE. ERlongidch, opt! o2

technol ogy), detiop oY doaitpraert ¢agy pinat, iscmnpa b Hu@jmildmashipatebayp i s deemed
"protected” when it is wvirtually inpossjble %ﬁ’l rm%if i nfornmation routed
over t hewiselesaiglrpbpnaingdseled BT HAD STACRIRRY ARG HE 'tiFe % Phformation" is
defined one. of . nNor ' f..data. + ARV QH/RQRt bPogdd a
"segrrent‘%%fng ngfhlnceE clﬁ%?%'%r@r%‘g%%s(&ﬁf’E?ﬁ?tgﬁgntg??gﬁl ’A&Eyrressage" [ soa groupi ng
of i nf or sofiiia@mopORSsi Bl ‘sofaakeibaded” ismbde that, mdren eké@yddn geriertrera edrtati ncl udes

any information _needed for a specific cr%';t)t ogra hl.c al gorithrp such as a
iR

Di gi tal Sngi: ukds codegBry ede R psRlRE §Y SR CqUOna T R OpVEn 4

mat hemat h.fo%' Y2 ggéﬁgroﬁcé& i_x%&ﬁ'étio%g,%gi%@a§uB§e@BF@$dc%rﬁ%ﬁ'§b[ﬂet. A

vari abl e-1eng xed-length (referred to as a "hash val ue" or

" di gest "9linkThebioedindefined magrie omderadnfesnatiatcanygreanebioms (og., eleadichly exi st
an inverse function to recover. any djscernihle.portiaon of e original
0 or it 165 G 1078, K B o iR Eveiagen i v pEBalle SRS unct i on
i ncl ude %ﬁ'%@t iS4 i BS54 Pathday SEaMHhthwagts Redwacdrdtbdsd” wdadd it & ni a, or
Secur e sha%gghorlt m (SHA- 1) as a}sfpeci fpi ed ?n a 199? publ i cation Secure

Hash St avidaalty FifRSsib80te medify nfathatibe tutted oventhsrpstity ayvitmug detssk gy
St andards Publication” (April 17, 1995). 3

In addition, the term “information” is defined as one or more bits of data, address,

and/or control and a “segment” is one or more .bytcs of information. A “message’’ 1s a
grouping of information, possibly packetized information. “Keying material” includes
any informmation needed for a specific éryptographic algorithm such as a Digital Signature
Algorithm. A “one-way function” is a function, mathematical or otherwise, that converts
information from a variable-length to a fixed-length (referred to as a “hash value” or

- “digest”). The term “one-way’’ indicates that there does not readily exist an inverse
function to recover any discernible portion of the original information from the fixed-
length hash value. Examples of a hash function include MD5 provided by RSA Data
Security of Redwood City, California, or Secure Hash Algonithm (SHA-1) as specified In
a 1995 publication Secure Hash Standard FIPS 180-1 entitled “Federal Information
Processing Standards Publication” (Apnil 17, 1995).
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enbodi nent, a platformutilizing the present invention may be configured

with an isol ated execution (l1soX ) architecture. The |s@¥{8pakeNi tecture

i ncl ude¥%gi"¢aI  and physical definitions of hardware and software

conmponents that interact directly or indirectly with an operating system

of the platfgorm Hetgidbmdk®epperati ng systemand a processor of the

pl atform nmay have several Tevels of hierarchy, referred to as rings, which

correspond to various operational nodes. A "ring" is a |ogical .division of
“baé’rl?

har dwar e and In sué embedimeshpdiatiors ¥ HENShE PERESHGREIC P c at ed
tasks within the platform & di Vi Si ' G . degr ee
or |evel%? “‘p’?‘i%ﬁeﬁe@ég?u W&&ﬁoﬁt P‘lzelﬂcg t%k??’ytﬁ%f%%kg}é(%{g%g&f %Bﬁl%%lpl gt form
For exaqgh?hyﬁcal[ 1088 ohSof MedivARehTRStwirk Rgmpbetmgthat intdrect duegiest | evel of”
the hierarchy. R ng-0 enconpasses the nost critical, privileged
conponerindirecky mith3ni aperdtimgsisienmsshe platierm. tewE e IRENSREEBIA of the
hi erarchy. R ng-3 i cally,enco o | .CAHARE Sy ich are
nor mal | )pr@qe%)ﬁo? the Ht'%lﬁﬁmmaf’&%‘éﬁ Seg? r%f)lr%?%? ﬁgglgfarﬁﬂﬁg?f%ﬁaﬁiérﬁgi Zm%pr esent
the i nt epRedical, LASKS ofeldtoflechansi G rirse el gl piisied efjsvaemund | A i s
a diagramillustrating an enbodi ment of a | ogi cal (])(per.gl}l%ﬂw% a¥.chi tecture
50 of t kefivamXompoarttithatetaxtasisntheo pesigragicdepier d15<n g PlHYUMe 50 is an

abstractjon. af. the conponents he_ o [ EM AN gr. The

| ogi cal ﬁb’rﬁjéY‘éLPPhbwﬁpgﬁygé%ﬁdfpgkggegfr%ec&ﬁég% OEP‘P\S‘Y%%, r?§§§ﬁ§ . ring-2
30, ringaeABanRB% the REGHAE SR dRufplzpadrE-052 thekacdmosigng, etnget tegi cal
operating architecture 50 can operate in ejther (i? E\ nor.mal, execution
mode or Highest laveliof ebe histhechyTHingr0sseaspasses e Moaaticsh Priillessd i nstance of a
processor executiye (PE),. handl I ng- | t PRkl @RS: a nor mal
execut i FPTRATD %‘Tgéﬁbs) A 0?‘%55 é té—l? g’n%x %t'? ?%%wﬁlgﬁl-%%l dﬁ’h ls_lihEe ﬁgr mal

execut i qinRisNgoilally edcdrlpdsies useiitwanmlimiiseehichate namallygivendht lovest t he
operating system ‘usually referred to as the "kernel". Tﬂg(?e sof t war e

modul es levediofipavitegsr Rang-y 25g&mgt3 rwgressi thenpieamedaly Mg P HYST 506t war e
drivers 13, and. .Fag_dware drivers 14. The isol ated execution Ring -O 15

i ncl udeslc‘éﬂsg i egn‘g system

Figure 1A is a diagram illustrating an embodiment of a logical operating

architecture 30 of the IsoX™ architecture. Thé logical operating architecture 50 is an
abstraction of the components of the operating systermn and processor. The logical
operating architecture 50 includes ring-0 10, ring-1 20, ring-2 30, ring-3 40, and a
processor nub loader 52. Each ring in the logical operating architecture 50 can operate in
either (i) a normal execution mode or (ii) an IsoX mode. The processor nub loader 52 is

an instance of a processor executive (PE) handler.

Ring-0 10 includes two portions: a normal execqtion Ring-0 11 and an isolated
execution Ring-0 15. The normal execution Ring-0 11 includes software modules that -
are critical for the operating system, usually referred to as the *kemel”. These software

| modules include a primary operating system 12 (e.g., kernel), software drivers 13, and
hardware drivers 14. The isolated execution Ring-0 15 includes an operating system
(OS) nub 16 and a processor nub 18 as described below. The OS nub 16 and the
processor nub 18 are instances of an O3 executive (OSE) and processor executive (PE),

respectively. The OSE and the PE are part of executive entities that operate in a



(OGS) nub 16 and a processor nub 1 S as described bel ow. The OS nub 1@3@"0' 7004
the processor nub 18 are instances of an OS executive (OSE) and plao essor

execut i respectively. The OSE and the PE are papky tive
entitie\s('??&g%%per ate ina 4 30 SEP 2094 WO 01/ 75564 P&%U@&%@ggl
protected environnent associated with the isolated area 70 and the IsoX

nmode. Thgrotdefed @aSEOimatsiRatal whi tieSsalatdates 70and tivaleX mede Thewat is
responsi bl e for | oadi ng the processor nub 18 fromthe fproce,ssor or chi pset
into an Peetsseratibdpaderad ing peotpiEapiepdesicadsithal g Fesponstpleifprlopding theg- 1 20,

i ng- 3 arocig 0fS g BREHNG SRy YERNL AR R b be axplffirl

respectipeky. In particular, normal execution ring-3 includes N
applications 421-42N and isol ated execution ring-3 includes M applets

461- 46M (where "N' and "M are positive _whole nunbers). One Qonc%pt of the
| SoXT t ar chi $igdlanlyering | 2Reripg-d 30 ot B1g-AA0 chrdgnogmabe ssHIehnRgd Zlsyst em

menory, | [ te {5 10§ t.he m, (4., the

or oceesaitl & Ty e B R s, ERE R R g i 12 an

"i sol at egspdcaitely. Irpyartitsiar, Bormdl exeacbe riagunyutdsay apsliqationed? et unda

transl atjon | ook aside (:I'_LB? access check. Access__to this isolated area is
per mi t t eigoBisHyxequienanEr bincludrs anpdety Hamovdfvicre Tr tRb doare RRSIHE  speci al
bus cycl‘gﬁolgrn%g{xrsﬁd to as "isolated read and wite cycles") issued by the
processor executifng in IsoX node. It is contenplated that |inks dedicated
to solely support special cycles during renote attestation (referred to as
"attestation Oyctarept sfake BeXEprobjtedunsiit thienrdatien ofhmisblated reglvase the
attestation cycles nmay be based, on the isol ?t ed r?ad nd ite csycl es or
may be | HACPEREBALY: M i REPPLeA B RIPRATSES Qh Rt %@é-e °P[%7°¥PBu of

dedi cat eg 4 éhﬁ}%?t&_t :{I’g%qgcﬂgteb 'ré‘glf&E}, gﬁ%rp@to%iﬁ))(@& Wid1BieR afdie’ RhphkQbHEA O

support renote tation. es of these shared |inks include a
Per i pher@dchCmaponethiat isnfratectod hp e trap$8idn Ibols asideafl Id)csteas gheak. ghempds cs port

(AGP) but%’ﬂﬁgri]sohart]g&j grtezri ¥s psetrr%Pt(tje ro%l)f\ frgrrrlllat gggt lé'fd% b(.lls %B)bo"]fsthe grocessor, using
special bus cycles (referred to as “isolated read and write cycles™) issued by the processor

executing in IsoX mode.

It is contemplated that links dedicated to solely support special cycles during
remote attestation (referred to as “attestation cycles”) may be employed within the
platform. These attestation cycles may be.based on the 1solated read and yvrite cycles or
may be independent from the isolated read and write cycles. In lieu of dedicated links,
shared links may be employed within the platform tl;.t support remote attestation.
Examples of these shared links include a Peripheral Component Interconnect (PCI) bus,
an accelerated graphics port (AGP) bus, an Industry Standard Architecture (ISA) bus, a
Universal Serial Bus (USB) bus and the like. The attestation cycles are issued to prove
locality, namely that a device with the keying material and a signing engine is accessing
information (e.g., an audit log) stored in protected memory within the platform. This

mitigates the threat of software simulating the retrieval of the audit log for example.

The IsoX mode is initialized using a privileged instruction in the processor,

combined with the processor nub loader 52. The processor nub loader 52 verifies and



Uni versal Serial Bus (USB) bus and the like. The attestation cycles al g ol
i ssued to prove locality, nanely that a device with the keying rm?tgrwla? 2084

and a sj g{lﬂié@gwgngi ne is accessing information (e.g., anpﬁ@gﬁwégg% stored

in prot‘g nmory within the platform This mtigates reat of
software sinulating the retrieval of the audit |log for exanple. The |IsoX

node i s 144k hirRblE/th st @adarui;é/q'el g@%ﬂgcésﬁtﬁ{r’ﬁi&q@) Qo it kblgrearagse R
conbi ned with t'he processor nub 1oa er 52. The processor nub | oader 52
verifi esecmty purp0.1h? P5eesRCTERHE08B 6t ndnoagdifidble; wgwer-mMstadrpdar e

pdul e P b, 1 [ t he_ i sol at -84, arit
pur posetorthis BSEES IEpr ot insel iR R e R A Y o

and  NORezIURSS inktHoRp n one enbodi ment, the processor nub | oader 52 is

i npl enented i'n read@w menory (ROM. One task of the processor nub IS is
to verify and load the rinb O OS nub 16 into the isolated area.. The OS nub
16 provi des Qngkeskf thepracesser pb Lhes torviersr 3ndolgad teiring-0 Spubnhoptqe. g. |

th t.ect t f j t , i
mnagendih SORER R e L b o8 PR RS SO LB e A RRRE | i g
ring-3 spdthi1e@ bOmdmpbiested Begrhdiftd ofihe @pafrhe bistedh), ptovidksagd nt o

protected pages allocated in the isolated ar ea.. . The OS nub, 16 may al so
suppor t MpaagaEnsivithin thepsalaisd araanand Ras|the egponsiiBtvAREl8AMR Mg (e g.

non-isol ated). menory. ,f.spo ,.then ub. ' ishl e for
the int éﬁ?lfﬁag)o%ﬂﬁ%éﬁc{?ﬁﬁd‘é%&dé’fq %epﬁiéc%%] N ‘%%g«orf%?g%ﬁ%?%di&&a%%i& Gt
evi Cti Nehe ikhlet=pags. tThet®® nob dE Madyyal Pyt pagidg bodata bemkeen ghd ihelapeige

contents upon restoration of the page. Referring now to Figure 1B, a
di agr amaese 2pferdingyde-BanpurasairedeREBoEs 4669, dhanthiiQonnuty Hb'sag*@r ating system

10 and the PEACISSAL iz{tg%ﬁt'?%d%gp@@énﬁgi $Hind Eglaacgva?ég 2Bs hfoMing FOr.

il lustratron purposes, onty elenents of ring- and ring-3 40 ar € shown.
The var ilpisage ke trnirdinary m@ohoghd fr chpadag ihegage chittres tporereSOrdoneds an
accessi bl e physical nenory 60 according to their ring hierarchy and the
execut i 8 BAS8e. The accessible physi cal nmenory 60 includes an isol ated area
70 and a non- isolated area 80. The isolated area 70 includes appl et pages

72 and nub PRYESriAf nod 6 Figure 1B, a diagram of the illustrative elements associated with
the operating system 10 and the processor for one embodiment of the invention is shown.
For illustration purposes, only elements of ring-0 10 and ring-3 40 are shown. The
varjous elements in the logical operating architecture 50 access an accessible physical

memory 60 according to their ring hierarchy and the execution mode.

The accessible physical memory 60 includes an isolated area 70 and a non-
isolated area 80. The isolated area 70 includes applet pages 72 and nub pages 74. The
noa-isolated area 80 includes application pages 82 and operating system pages 84. The
isolated area 70 is accessible only to components of the operating system and processor
operating in the IsoX mode. The non-isolated area 80 is accessible to all elements of the

ring-0 operating system and processor.

The normal execution ring-0 11 including the primary OS 12, the software drivers
13, and the hardware drivers 14, can access both the OS pages 84 and the application .

pages 82. The nommal execution ring-3, including applications 42, to 42y, can access



non-i sol ated area 80 includes application pages 82 and operating sysbegr,lD s
pages 84. The isolated area 70 is accessible only to conponents of3 P 7004

operatiwr‘}go fés_; em and processor operating in the |soX nmoderydfifsso
non-i sol5t’¢d°%¥?ea 80 is accessible to all elements of the ri ng-0 operating

system and processor. The normal execution ring-0 11 including the primry
Gs 12, tolagstéqﬁé WG RaG6h ¥&es 821 Bottatnd nbiealechwmneained Vensd fidg-30Hn access
both the pages 84 and the application pages 82. The nornmal execution
ri ng- 3, howsverdranpoapisescihe iiedarea¥® 42N, can access 5 30 SEP 2004 WO
01/ 75-564 PCT/ US01/08891 only to the application pages 82. Both the nornal

O e Wieshed el mRe bl s, iMANENE e SERRDES B6F ERDBEdraba! €

area 70. The ed execution i , Including the OS nub 16 and the
processarg, fuiaccdsd to 6ath Gaheisslated det 10, ddclodieg iteaipatee dagasda and the mdd udi ng

the appl et pages 72 and the nub _pages, 74, and.the non-isol ated_.area 80,
i ncl udi mgeeshi, aph Hieawnriselaisd gese 7 naging e @ap l%&gaga%%.gs-"ﬂﬂ‘g "F%QSat ed
execution rigg-3 4 ' " 1 to the
2ol 1 cattBh Bagne yete xR SRR A4 S i o B YN e e
in the thgeabacatitngagids? Ref ke eppigt papesTYuThe kpleta 4b] wolbudicaige amthsf  an
illustrative enbodinent of a platformutilizing the present invention is
shown. lisplated 8teefBodi ment, pl atform 100 conprises a processor 110, a

chi pset 120, a system nenory 140 and peri pheral conponents (e.g., tokens

180/ 182 couplied. 1908, ?ﬁé@{‘}gmﬁ%@?gw Of arPil LR N eRARAImIRAOF a i N

communi cati on vmr%ﬁ eac further contenplated that the platform
100 may ple@rinaitiliziny the padsemanpomentsshonah Iashia embpdmsinatplatéormelry (e. g.,

(13T 120,204 200l 00 DEELENSEAL CAIRRNENL AT et oo
(L Bl BT LSS 0 e oot (110
conponerit sofinugicatiPCvithimeh AGEr. bl ss, furtSzy dentsmnbsed Bias thaplatéeras §00 may
transmi e e P rome iRl 18 Qa0 Statile Hrén8l9'e. 8 2Eh) 160 and

additional peripheral components. Examples of these additional peripheral components

include, but are not limited or restricted to a mass storage device 170 and one or more

input/output (VO) devices 175. For clarity, the specific links for these peripheral

- componeats (e.g., PCI bus, AGP bus, ISA bus, USB bus, wireless transmitter/receiver

combinations, etc.) are not shown.

In general, the processor 110 represents a central processing unit of any type of
architecture, such as complex instruction set computers (CISC), reduced instruction set
computers (RISC), very long instruction word (VLIW), or hybrid architecture. In one
embodiment, the processor 110 includes multiple logical processors. A “logical
processor,” sometimes referred to as a thread, is a functional unit within a physical
processor having an architectural state and physical resources allocated according to a
specific partitioning functionality. Thus, a multi-threaded processor includes multiple
logical processors. The processor 110 is compatible with the Intel Architecture (1A)
processor, such as a PENTIUM® series, the [A-32™ and JA-64™ . It will be
appreciated by those skilled in the art that the basic description and operation of the

processor 110 applies to either a single processor platform or a multi-processor platform.



I h general, the processor 110 represents a central processing unit3df Safy 2004
type of architecture, such as conplex instruction set conputers (Cl SC),

reduced justruction set conputers (RISC), very |ong i nstytd;Opsgdpr d
(vLrw, w&%{fb&l d architecture. In one enbodinment, the pr oceslgs!oréeﬁlo

I ncludes nultiple |ogical processors. A "logical processor,"” sonetines

referred to asha@pidaefadl10 mag oberaed indN@rmanetecuiiddindd@opdiysoXatodepincessor
having an architectural state and _Fhi/_si cal resources allocated according to
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address range. The isolated access link node is also L

asserted on instruction pre-fetch and cache write-back cycles if the address is within the

isolated area address range. The processor 110 responds to snoop cycles to a cached

address within the isolated area address range if the isolated access bus cycle is asserted.

Herein, the chipset 120 includes a memory control hub (MCH) 130 and an
input/output control hub (ICH) 150 described below. The MCH 130 and the ICH 150
may be integrated into the same chip or placed in separate chips operating together. In
another embodiment, as shown in Figure 4, the RAU may be implemented as part of the

chipset 120.

With respect to the chipset 120, a MCH 130 provides control and configuration of
memory and input/output devices such as the system memory 140 and the ICH 150. The
MCH 130 provides interface circuits to recognize and service attestation cycles and/or
isolated memory read and write cycles. In addition, the MCH 130 has memory range
registers (e.g., base and length registers) to represent the isolated area in the system
memory 140. Once configured, the MCH 130 aborts any access to the isolated area when

the isolated access link mode is not asserted.



asserted on instruction pre-fetch and cache wite-back cycles if the() S72 7004

address is within the 1isolated area address range. The processor 110 i

respond%éﬁéégﬁ)p cycles to a cached address within theg'g.%%ls@f,@ég()pr ea

addr ess the isolated access bus cycle is assert Herein, the
chi pset 120 includes a nenory control hub (MCH) 130 and an i nput/out put

control hub (TgdDyslkad i1 @ 6tobsl Uk add@atd/Crhe SRteam thetdey 140Hs150 maybe
integrated into the same chip or placed in separate chips operating

t oget her typically anplemented Mt yramic rapsomasanss meomry (PBAM) etiRANGEY be

‘I mpl enent ed as_part..gof chi pset 12 yth r :hiipset 120, a
VO 130 TS5 ERRoR ROl R SRT erety LY P aEeAgatoddula B tMIOTE

devi ces $dfbrnAs0 (shewa s FRIrEEBRI Yhd 4Qeqiitte bRidaCirlediddy 60TneludbiiiHe130
provides interface circuits to recognize and service _attestation cycles

and/ or  iseleledtaseh Theansk the peardsclziad afep B8 28 srqvasin Figurgdd: tThsrisolitad 2520130 bas

i st . ' t th
"ot edfememat HEEUR dhneg BTG Ass D ARRRSERGIn bR LRPLRRET 1 N°
aborts apgyc.a£@ass idoktédgreh 70l afecthctddead Waiforckd @y tiodratRsbrad0@ad/ok i Nk node

Is not asserted. 3 30 SEP 2004 WO 01/ 7-5564 PCT/ USQ1/ 08891 The system
menory 1%he ckipertd20dhridntsgtasdhaisolptrs agachupionahbr yIieaeniigolateq grea 0| v

i mpl ement ed Wi t m_c,. e b random
access: ninsry 1 Qe PR LORRE REEE oA TR OR PRk orfiRb e B

physi cal opeRigrsysté@ thadiowpitalyfogledarchB)he rlite saeaesiziit @ 7P hiasooml bawerory 60
I ncludes the isolated area 70 and the non-i sol %{é\?d Srea 80 _as shown in
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read onl yr PRI LR 52 EndRH S8 gudeN@) Sy Rir8Rure-protected memory 152, an
isolated execution logical processing manager 154, and a token link interface 158. For
clarity, only one ICH 150 is shown although platform 100 may be implemented with
multiple ICHs. When there are multiple ICHs, a designated ICH is selected to control the
isolated area configuration and status. This selection may be performed by an external
strapping pin. As is known by one skilled in the art, other methods of selecting can be

used.

The processor nub loader 52, as shown in Figures 1A and [C, includes a
processor nub loader code and its hash value (or digest). After being invoked by
execution of an appropriated isolated instruction (e.g., ISO_INIT) by the processor 110,
the processor nub Joader 52 is transferred to the isolated area 70. Thereafter, the
processor nub loader 52 copies the processor nub 18 from the non-volatile memory 160
into the isolated area 70, verifies and places a representation of the processor nub 18
(¢.g., 2 hash value) into the protected memory 152. Herein, the protected memory 152 is
implemented as a memory array with single write, multiple read capability. This non-

modifiable capability is controlled by logic or is part of the inherent nature of the



menory 140 nay al so include other prograns or data which are not shp@gnScAs7(04
shown in Figure | C, the ICH 150 supports isolated execution in addition to

traditignal J./O functions. In this enbodinent, the ICH 1 i.ses at
| east tﬁpé)amfﬁr’i‘)ﬁéessor nub | oader 52 (shown in Figure 1A),ﬁé‘){r}cﬂgBrp(yf’]8§1e

har dwar e- protected nenory 152, an isolated execution |ogical processing

manager dhodorandira Fhpkednglb s shoha! faeeutdad mEf-?l'b? £ Bk} Yncl@ilay one | CH 150
is shown al though platform 100 nay be inplenmented with nultiple | CHs. Wen

t her e argumlitytdfpingle @Fide, multiplsireatbtegdterCH i s sel ected to control the
“isolated area configuration and status. This selection may be perforned by

an external t r,appi Ng-.pi n. LS, L. by .o [ i rt, other
net hods of sé‘?%%htollaﬁ)gmg:éh f1 3388.3’ %@\Q%FB%QE%%}D%&? Fsgce? ef‘&%g,tgas shown in
Fi gures éu?s:\@fﬂg’l At logdlsedes GudRNeLeEHAE idfukndtRadencaaae thadbdrittngdrash val ue

(or digest). After bei n% I nvoked by execution of an appropriated isol ated
i nst r uctdnymogmens.of thegmatfoanT ) OBynamedy. prlistiag 6bdata twt rapresentsdddssor nub | oader

52 is trapsferred to the isolated are wrher I, C r nub
EIRONE s Bt L A A R R AT A e

i nto thepkpat@ERA06! Bar Hhmplerthé teptesemdti P daLmad be @pseaRndsaifieach of the
processor nhub 18 e a hash value) into the protected nenory 152.

0.,
Her ei n, soffevapr modwe derdad insp yhe Hatemsmemepy Bk nthege seftaradpasiulesandyay wit h
single wit multipler a Ll ty. LS. non- I.f Ity is
control I‘é’ﬁlug‘i/thfa&fﬁcccg%orr nﬁgqgaﬁew“%giaﬁ%ﬁ énn)f Qﬂﬂ%rt%ﬁfeéag%&%%c &E)ggicyéEP 2004
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(e.g., a memory array in the non-isolated area 80 of the system memory 140 of Figure
1C) may collectively provide a protected audit log 156. The audit log 156 is stored in the
memory array while information concerning the state of the audit log 156 (e.g., a total
lhash value for the representative data within the audit log 156) is stored in the protected

memory 152.

Referring still to Figure 1C, the non-volatile memory 160 stores non-volatile
information. Typically, the non-volatile memory 160 is implemented in flash memory.
The non-volatile memory 160 includes the processor nub 18 as described above,
Additionally, the processor nub 18 may also provide application programming interface
(API) abstractions to low-level security services provided by other hardware and may be
distributed by the original equipment manufacturer (OEM) or operating system vendor
(OSV) via a boot disk.

The mass storage device 170 stores archive information such as code (e.g.,
processor nub 18), programs, files, data, applications (e.g., applications 42,-42y), applets

(e.g., applets 46, to 46y) and operating systems. The mass storage device 170 may
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/O devices 175 enable remote attestation of the platform 100 as described below.

The token link 185 provides an interface between the ICH 150 and a fixed token
180 (e.g., a motherboard token) and/or a token reader 190 in communication with a
removable token 182 having characteristics similar to a smart card. In general, both
types of tokens are devices that perform dedicated /O functions. For embodiments
shown in Figures 6 and 7, tokens 180 and/or 182 include keying material (e.g., unique
cryptographic identifier such as a public/private key pair) and functionality to digitally
sign the audit log (or a representation thereof) with the private key of the key pair. The
token link interface 158 in the ICH 150 provides a logical coupling between the token
link 185 and the ICH 150 and supports remote attestation for recovery of the contents of
the audit log 156.

O.  Generatine and Utilizing a Protected Audit Log

Referring now to Figure 2, a flowchart of the illustrative opcratior_ts of the
platform to generate an embodiment of the protected audit log is shown. After power-on

of the platform, segments of information are loaded into the system memory for

11
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token link interface 158 in the ICH 150 provides a |ogical coupling between
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recovery of the contents of the audit log 156. Il. Cenerating and
Utilizing a Rroteghisd siddiatiohog Referring now to Figure 2, a flowchart of
the illustrative operations of the platformto generate an enbodi nent of

the protected audit log is showmn. After power-on of the platform segnents
of information areAl oadéenineneemdnt o§ Remetn Masatatypnf or 11 WO 01/ 7556- 4
PCT/ USO01/ 08891 processing by a processor (block 200). Exanples of these

scarent s of LoLS% B8l 1ELUAS et BEERSE AR AR s SR
request. The attestation request can originate from a remote source or from an agent,
local to the platform, which may or may not be acting as a proxy for the remote source.
Normally, the attestation request comprises a primary query and/or one or more optional
secondary queries. Each query causes the issuance of the attestation cycles, which are
designed to retrieve contents of the audit log. At a minimum, the contents of the audit
log may be used to verify the integrity of IsoX™ processor and the OS nub of the
platform. The secondary query retrieves, in addition to the audit log, a hash value of a

- selected IsoX applet loaded by the platform in order to verify the integrity of the applet.

The hash value of the applet is generated on the fly by the OS nub. This avoids the need
to store each and every loaded applet in the audit log. For primary queries, the RAU

creates a message that may include the audit log, a digital signature covering the audit

log, and one or more digital certificates for the RAU keying material and returns the
message to the requestor. For secondary queries, the RAU creates a message that may
include the applet hash, the audit log, a digital signature covering the applet hash and
audit log, and one or more digital certificates for the RAU keying material and returns the

message to the requestor to retrieve different information cited above.
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Upon receiving the audit log 156, the RAU 300 in the processor 110 produces a
digital signature 330 by digitally signing the audit log 156 with the keying material 340
(e.g., a pre-stored private key). The audit log 156, digital signature 330, aod possibly
digital certificates from the RAU keying material and packetized and sent as a message
by the RAU 300 to the requestor or to an area 350 accessible to the local code.

Of course, it is contemplated that if the audit log 156 is stored in unprotected
memory, the ICH 150 may include 2 component (not shown) to venfy that the contents of
the audit log 156 have not been modified before releasing the audit log 156 to the
processor 110. This may be accomplished by the comisoncnt 310 generating a hash value
of the audit log 156 recovered from unprotected memory and comparing the bash value

to the total hash value stored in protected memory.

As an optional embodiment, the user may want to control when the keying
material 340 is used. For example, the platform may issue a request message viaa

communications device 360 to a user opt-in device 380 over a protected communication

13
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Referring nowto Figure 3, the RAU 300 is integrated into the processor
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%g;efhgd ”Eq yfor the m%%ng%zltcnaqbag&jppgem&nt ?neuasrgar 39P% 48 btle tto thcont rol

local code if use of the keying material 340 is authorized by the user.
C. Chipset Integrated RAU

Referring now to Figure 4, the RAU 300 is integrated into a core logic device
400. As shown, the processor 110 is executing local code. Upon detection of an
attestation request, the core logic device 400 establishes a communication pathway with a
component 420 responsible for storing the audit log 156. More specifically, in one
embodiment, the local code sends a message to core logic device 400 based on an
attestation request. The message causes the core logic device 400 to issue attestation

cycles for reading contents of the audit log 156.

For example, in response to the attestation request, the core logic device 400
routes the attestation cycles to the component 420 via link 430 to allow contents of the
stored audit log 156 to be tead. Link 430 may be dedicated to support remote attestation
or support multiple functions inclusive of attestation cycles generated by the core logic

" device 400. Upon receiving the contents of the stored audit log 156, the core logic
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material 340 is used- For exanple, the platformnay issue a request3&b§§39@ﬁﬁ
via a comrunications device 360 to a user opt-in device 380 over

pr ot ect Ini cation 13 3 0 SEP 2004 WO 01/ 75564 PCT/ path. In
one enbo ﬁgﬁ?y t he conmuni cati ons device 360 is coupledy?g&@ﬁgaﬁéken bus

185 and is enployed with a wreless recelver 365 and a wireless transmtter

370 (coli¢wationahst doafagis tad RAU BT ebderAss Adighhl RERSse B50RSG8E ¥&dif Jog The
wirel ess receiver and transmitter 365 and 370 are used to establ i sh and

mai nt ai nl1fi @& descabethehfiveherdnaissithhdisiipls gnagire 3p0 Uitp ag @Erdecsdsidle 1of cour se,

"t he user, opt 1 TﬁeVICe 380 may be coupled to conmunications device 360 via
. ca . . .

any IlnkI&ype pon recei pt of the request nessage, the communi cations

device 360 issues a nessage to the user opt-in device 380 which enabl es

the user to aHBWEWHrJ’Hs&;h@WnHﬂFudEéBI@ te@ord RlsRAfAideOOlty ddgtaitaigei al 340
for generatlon of the digital signature 330. Based on an input by the user
or | ack ¥Werlegfsq dotgmal gapale 439 yithys thack@)}0§§§i§&°§ﬁ8@awlisﬁd t&@l#ovoﬁte- in

° d
the * cotn I5EaR: B AR W FSq, Reolupol L BRRE SRR AT Al Tl o

nmessage 1%, tHeR ABAQJOIFChosr e l@mum@moe%ﬁm nhedigitonsigatlie 38Pontheecei pt
of the respaonse nessa? t he RAU_3OOI£roceeds Wi th_the generation of the
di gi tal ¥d4rag ererarsblarry o meregligita! corigrates fas dheBAlbrevingmpianel@gt ng

mat eri al 43 c A IO Tot ol CIXST N o TN | de if use
of the kseyl%ll J?r%t gﬁgﬁatgﬁb&rﬁgoau c?%l zeesg 3%?1 eger(?rt%%ﬁ%gg&&?nt egrat ed
RAU Ref esred agegsdile teothEilgiat eodk, t he RAU 300 is integrated into a core logic
device 400. As shown, the processor 110 is executing |local code. Upon

detection of n attes a equest, the core | ogi eV|c 400 establi shes
a conmmuni cat i W*?ﬂmﬁ Sh@ﬁY“ﬁﬁbmﬁ@§%8ﬁgﬁH}@ﬁ 68t oring t he

audi t | ogabag. 34M?§ 85D ¥k bk &aplk Yine! 'pnnt%ﬂﬁ mANEREI efMest BSabOGRD viaqde sends
a nessage to core |logic device 400 based on an attestation request. The

message @ayswycatioes doviee H@@tcx:a dhev ppleindiggice 499 overa mtee@da:pmmwl@hes f or
readi ng C%tl%notn% cPJboEang"cn & comm%m gons device 460 is coupled to the token bus

185 and is employed with a wireless transceiver 465 in order to establish and maintain

direct communications with the user opt-in device 490.

In response to receiving the request message 470, the communications device 460
- issues a message to the user opt-in device 490, which solicits the user to affirm bis or her
destre to release the keying material 340 for generation of the digital signature 330.
Based on an input by the user or lack thereof (e.g., depression of a key associated with
the user opt-in device 490, inaction by the user, etc.), a response message 480 is returned
to the communications device 460, which routes the contents of the response message
480 to the RAU 300 of the core logic device 400 over a protected communication path.
Upon receipt of the response message 480, the RAU 300 proceeds with the generation of
the digital signature 330 and possibly digital certificates as described above and
placement in the area accessible to the local code if use of the keying matenal 340 is

authorized by the user.
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For exanple, in response to the attestation request, the core |ogi § BI&HXE(,
400 routes the attestation cycles to the conponent 420 via link 430 to

all ow c s _of the stored audit log 156 to be read. Lj 4 y be
dedi cat%&g} (U‘pport renote attestation or support wlt:"gﬁéjs{gﬁﬁsgﬁons
inclusive of attestation cycles generated by the core logic device 400.

Upon recei ving thepcont gRt& Teked Reesied @hTaudit | og 156, the core logic 14
30 SEP 2004 WD 01175564 PCT/ US01/08891 device 400 that contains the RAU

300 generates a digital signature 330 for the audit |og_ 156 (as_descri bed
“above) and wRefemingmeowiodiigar 651@1@3@1{733@@6 infsgiegnin shebxekiebasi¥e to the

| | h
o s conbePrEPPRETTag BinAIRNAeR il Sitiohenl e £ IR BLE mORERLUEGARE 00
| 0gi ¢ degia66 44 tid tbkuﬁﬁdkll% aﬂh@fﬁﬂch@n&lﬁ?f\b’f @Qen tifk a&’ﬁﬁﬁ&} bt:laghaided to | 09

156. Agai n, upon receiving the contents of the audit g 156, the RAU 300
of the CPROTT alifistatign eiyeles thabarg enbr gansmtedy @P@Xtaﬁltol@ndﬁ tihes rgBefeof t he

udit 1 O 8 PRYSH) Mo RO 6 b BleiGELL LGSR K6l (505 FAY Keyi no

mat eri al Isin ormalonl a nessage to the

request aeq@dst Mbﬁth@% dfMtgistdithe a@ﬂ&&o@@ﬁ&‘sspcﬁﬂ fcti@irghbe tatadts GD@Le audis an
opt i onal enbodl nent, the user may want to control when the keying materi al

340 is UJedds, iy RaKhQN wiplemented a?c s irerdgkend S0 gererpieyp digitahugRatgs 470 via
a Com““ﬁl‘ofbgrtdl 8 &ﬁ(@%’;‘%ﬁetﬁégg&%«g}%, rren{th Q&hné Mhatlet §8 49Q49Y giévllﬁ%ﬂr ot ect ed

communi cat one e e’ communi cat 1 ons e 460 is
coupl ed 300. tﬂh@rehﬂ&emetmsU m&mdthesixgmls@lmrwmmﬁl puissiblyedigitdlr anscei ver
465 in order to establish ﬂ galntaln di rect conmuni cat S With the user
opt-in & §y KepingBUpRHSE Otte RIS H ST tHR aPéEfﬂé‘%‘E“ﬁ‘b%s‘&&éﬁ 19298, the
comuni ¢caykons device 460 issues a nessage to the user opt-in device 490,
which solicits the user to affirmhis or her desire to release the keying
material 340 for generation of the digital signature 330. Based on an i nput
by the user ks dreqkionhieemeipfdithentgthe uwepmey santosbogolkeerdbe beying ed wit h

matenal 610 stored in the RAU 300 is used. For example, the user may be prompted to
affirm his or her desire to release the keying material 340 for generation of the digital
signature 330. The prompt may be accomplished, for examnple, through transmission of a
message 620 via a wireless Uansﬁeiver 630 situated in the token 180. Affirmation of a
desire to release the keying material 340 may be made by either (1) transmitting a retumn
message 640 from a user opt-in device to the token 180 as shown or (2) entering access
Information via a user opt-in device (not shown) physically coanected to the token 180,
for example. Thereafter, the RAU 300 proceeds with the generation of the digital
signature 330 and/or digital certificate(s) for the keying material 340. Then, this
information along with the audit log 156 are sent to the requestor or placed in the area
accessible to the local code if use of the keying material 340 has been authonzed by the
user. Of course, opt-in messages 620 and 640 may be routed through the /O device 175

provided the messages are protected.
E. Removable Token Integrated RAU

Referring now to Figure 7, if the RAU 300 3s integrated in the removable token

182, the removable token 182 communicates with a component (e.g., ICH 150} holding
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the user opt-in device 490, inaction by the user, etc.), a responsé ﬂéﬁgﬁdﬁﬂﬁ
480 is returned to the comunications device 460, which routes the

cont ent e response nessage 480 to the RAU 300 of %Qq r gic
devi ce 38@Bg%b§4a protected comruni cati on path. Upon receigﬁﬁéﬁ&%ﬁe

response nessage 480, the RAU 300 proceeds with the generation of the

digital kahdt e 533 eptitt tBRESHR V3Tl Thd Rince®ialityf dfaakasii@s Shegagy bbed above
and placenent in the area accessible to the |local code if use of the

keyi ng nenthended]to Sugparkatiestatine cholesithist ametpaly graerateripydhe tabEp reagigsUpanD
"01/ 75564. PCI/ US01/ 08891 D. Fi.xed ke nt egrat ed, Ref erri now to
B gor o dnbTor ReciaRER o e itk FONeR] of TSt R Yoz e e 1O 10

- token 18ftesRfIBN N el Lfequbdidll. TheRRARLLN CR!E are bEidrdbODy b tdkdigrebdre audi t
| og 156 over the token |link 185. The functionality of token link 185 may be

enhanced! 0o thaipgsdwearcaterag theiaodit &34l %(etquﬂfalr@))&hreﬂugsé aeseatasge Bl t he
fixed token ,180 whe t ttestati.on i ' ted.
t + est artoair @yt B0RIoR I8, ipaR bt iboraRis e AERIST 56 oRONE .

reads t o3gongpieitidted 20thd 2énokpRitokes e8Y bar@rdthiethe dipitendignadfiret30 budi t | og
156, the RAU 300 inplenented in the fixed token 18qggfnerates a digital
si gnat ur#gitdbosiging thyiauditlog §5 G mithdeying maienal P8 gtorsbinihe BAEYYhg materi al

<1 gnat ur Drestrrte BACLPRP Yript<lf AR AE e iR 0 el GRARQEQIBL %5 10 1

t he requ@skefin@matdiz03a0 iab aa aracesskbleiotihe lbsl dodeal code. As an opti onal
enbodi nent, the user may want to control when the keying nmaterial 610

stored in the RAU 300 is used. For exanple, the use b ronpted to
affirmhis orAhat opfeial erobgdimang 4Beueh BAYVATh P W@IWE?XM%% gener ati on

of the dhgiial1aoShA0atEE 0 30BILuRLOTRL oFEYpIDANAGER HRly i} GmploAitg exanpl e,

through transmssion of a nessage 620 via a W rel ess transcei ver 630
si t uat edaffirm hiseorthek desife30 relddsei thevke yionmaferial 34k generaionedfdhs digithle keyi ng

BRI AT SN N R DTSR N e
message 720 via a wireless transceiver 730 situated in the token 182. Affirmation of a
desire to release the keying material 340 may be made by either (1) transmitting a return
message 740 from a user opt-in device (not shown) to the token 182 as shown or (2)
entering access information via a user opt-in device physically connected to the token
182 (not shown) for example. Thereafter, the RAU 300 proceeds with the generation of
the digital signature 330 and/or digital certificates for the keying material 340, routing
through the token reader 190 and placement in the area accessible to the local code if use
of the keying material 340 has been authorized by the user. Of course, opt-in messages
620 and 640 may be routed through the /O device 175 provided the messages are

protected.

While this invention has been described with reference to illustrative
embodiments, this description is not intended to be construed in a Limiting sense.
Various modifications of the illustrative embodiments, as well as other embodiments of
the invention, which are apparent to persons skilled in the art to which the invention

pertains are deemed to lie within the spirit and scope of the invention.
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. . . . . . acu Sen I
information via a user opt-in device (not shown) physically connect 132 J
the token 180, for exanple. Thereafter, the RAU 300 proceeds with the
generation of the digital signature 330 and/or digital certificate(s) for
the keying material 340. Then, this information along with the audit |og
156 are sent to the requester or placed in the area accessible to the

| ocal code if use of the keying material 340 has been authorized by the

user. O course, opt-in nmessages 620 and 640 may be routed through the 1/0
device 175 provided the nessages are protected. E. Renovabl e Token

| nt egr atyerht RA8Yaineddderi ng now to Figure 7, if the RAU 300 is integrated in
the renovabl e token 182, the renovable token 1 82 comunicates with a
conmponent (e.;g.y, al.ding 16 30SEP 2004 WO 01/ 75564 PCT/ US01/ 08891

t he audit |oé'f§8&§§%%é%hgggaken link 185. The functionality of token link

185 b nh e t aftestati ; ted
byt he. { leEHASGRGBAL I M R EBIEE G oo oo eIy Pl a o1 0L o

renmovabl e token 182 when renpte attestation is bei ng{ request ed. Thﬁse
at t est atlisting ofddte sepaesentyemenchiod @ phyrakityeofisefwnre meindss loadsg 9 angollf dvar e
storing the audit log 156 (e.g., ICH 150) to request acceptance of reads

to the audihlioh@8odest-thépRifofecei ving the contents of the audit |og 156, the
RAU 300 1 nplenmented in the renovabl e token 182 generates the digital

signature 330 b gt all Lanl it Nk i terial
340 ot or ed i P aBlh B Aorf MDDl Sy @tin SR ML R T
signature 330 and/or digital certi flé:@%&érsn)l f8r the keying material 340
into an aieaationreguest ot ¢ seraetely lgealy HLAZ%an optional enbodiment, the
user may want to control when the keying material 340 stored in the RAU
300 is usedigitfihy signinghesaudittieg tospodwene deitgsiamptuszibelore tansior fe Wies or her
desire to release the keying material 340 for generation of the digital

si gnat uren3aldy loEhRdplAfGn. My be acconplished, for exanple, through
transm ssion of a nessage 720 via a wireless transceiver 730 situated in

the token 1 SBT}éerétﬁg@Bf aQin‘PfL, Wherein the data representative of each of the plurality

of software modules is a cryptographic hash value.
3. A method comprising:
loading at least one software module in a platform,
storing an audit log within protected memory of the platform, wherein the audit log
includes data representing the loaded software module;
receiving an attestation request,
issuing attestation cycles in response to receiving the attestation request;
utilizing the attestation cycles to retrieve the audit log from the protected memory, and
utilizing the audit log to generate a response that attests to integrity of the platform.
4. A method according to claim 3, wherein:
the operation of loading at least one software module comprises loading the software

module while the platform is operating in an isolated execution mode; and
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desire to release the keying material 340 may be made by either (1) 30 SCP 2004
transmtting a return nessage 740 froma user opt-in device (not shown) to
the token 182 as shown or (2) entering access information via a user

opt-in device physically connected to the token 182 (not shown) for

exanple. Thereafter, the RAU 300 proceeds with the generation of the

digital signature 330 and/or digital certificates for the keying materi al

340, rout igopetAtioauditdriey dncdudn l6@estepriskdStosing dptaan theentitilog t he ar ea
accessible to the local code if use of the keying material 340 has been

?(I;Lth ce)(rji ‘L%Teﬁdrﬁ% ngh uer)?crgar %o&ﬂgria?@ed‘ﬁp&feg%béﬁt@tﬁ%@ﬁonl%@c.a”d 640 may be

evice provi € nessages are protected.
While this invention has been described with refere Lto illustrative
enbodi ment s, 5t AiBetied apsPEing o Flaim g WhAeB B P TR ELO Al aaﬁuﬁ{ g it ng
sense. Various nodifications of the illustrative enbodi nents, as well as
ot her enbgeiermaasesponsd thet ittesnd irvegrtyiof tie platboraynompases:t o persons skil | ed
inthe art to which the invention pertains are deened to lie within the

spirit a”%tﬁﬁﬂﬁea vatté‘ﬁej}ﬂavcﬁéﬁajl@;kj the qult RaP 2004 What is clainmed is: 1. A

met hod conprisitng: stori'ng an audit log within protected nmenory of a

platform the gudit log being a, .|| t 4 0 ﬂgf representing each of a
plurality of %%F\ﬁé)rogag’b‘?f&%gofgga%gﬁlﬁ %r%’n 'Solfated execution node of
the platform retrieving the audit |o from,the,protcfcted.rrermr%/ in

response tloading 8iedofiyaze megweavhilgtheplapin i pagisalated pXRFIUOR BIREEel y | ocat ed

platform and digitally signing the audit log to produce a digital
si gnat ur e feafkdicaidd Raafies isbhtddezecutmmbaletolopanedxptutichaneds; 2nd The met hod
of claim1l, wherein the data representative of each of the plurality of

isOf tware nﬁ?ﬂbﬁ? the aifestt bR &80 HF trhflonAd tethe Bornfa] RREJIEEN &@AR! | Si NQ:
oadi ng at Teast one software nodule in a p? atform
7. A method according to claims 3, wherein:
the operation of loading at least one software module in a platform comprises loading
a processor nub and an operating system (OS) nub in a high privilege nng of the
platform; and
the operation of storing an audit log within protected memory of the platform
comprises storing, in the audit log, data that represents the processor nub and the OS nub.
8. A method according to claim 3, wherein:
the operation of loading at least one software module in a platform comprises loading
a processor nub and an operating system (OS) nub 1n a high privilcgc ring of the
platform; and
the operation of storing an audit log within protected memory of the platform
comprises storing, in the audit log, cryptographic hash values for the processor nub and
the OS nub.

9. A method according to claim 3, wherein:
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storing an audit log within protected menory of the platform wher il SiFe Z{%h
audit log includes data representing the |oaded software nodul e; receiving
an attestation request; issuing attestation cycles in response to receiving
the attestation request; utilizing the attestation cycles to retrieve the
audit log fromthe protected nmenory; and wutilizing the audit log to
generate a response that attests to integrity of the platform 4. A nethod
accor di ng thepletfarmrenprprsraiist pigdemper ati on of | oadi ng at | east one

sof tware nodul e conprises | oading the software nodule while the platform

is oper at itRgopdiatish dfretsiving aexeessianrequnecomprises Secetvingibentiestativiof st ori ng
an audit log conprises storing data in the audit |log representing the

Zgig\r/vgir ﬁgﬁ%gtuijg‘?g!aﬁ%%g&g%@‘fw‘?ﬁ ol at ed execution node. 5. A nethod

erein the operation of utilizing the audit log to

generate a response that attests ta integrity of the platform conprises:
utilizing the Wﬁxﬁétfgﬂkwwrm?b?%ﬂém‘E}méfi%%f%%‘ssfhﬁt‘ ?E‘ngs F"%‘Fg‘NYﬁﬁﬁ%d
according to clainms 3, further conprising: |oading the software nodul e

whi | e t hdatfdmt tbahersdcend plagferinsol at ed execution node; transitioning from
the isol ated execution node to a normal execution node; and receiving the

attestati on rgnuesktdilesortingns cli@ B Agtheocddigrigieg:mal execution rmode. 7. A
met hod according to clains 3, wherein: the operation of |oading at |east

one software.nbdule .in a _platformconprises |oading a processor nub and an
operating rgglegylgg]ﬂ(swplﬁtu l#n a high privilege ring of the platform and
the operation of, storing an audit | og wthin protected nory. of, the

pl at form deserpmniagavhethyriorgot o preide HRAt aqteé&noﬂal?aéc‘fﬂ%[ﬁr”é r'88%hts the
processor nub and the GS nub. 8. A nethod according to claim3, wherein:

t he oper ati onllofA ple{dimgompribisgst one software nodule in a platform
conprises loading a processor nub- and an operating system (QOS) nub in a
hi gh privijeggssti ng of the platform and

protected memory within the chipset;

a processor in communication with the chipset;

system memory in communication with the chipset; and

instructions encoded in the system memory, wherein the instructions, when executed
by the processor, cause the platform to perform operations compnsing:

loading at least one software module;

storing an audit log within the protected memory of the chipset, wherein the audit log
includes data representing the loaded software module; and

in response to an attestation request, utilizing the audit log to generate a response that
attests to integrity of the platform.

12. A platform according to claim 11 further comprising:-
an isolated memory area within the system memory,

a non-isolated memory area within the system memory; and
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the operation of storing an audit log within protected nemory of thd0 ScP ZECh

platform conprises storing, in the audit |og, cryptographic hash val ues
for the processor nub and the OS nub. 9. A nmethod according to claim 3,
wherein: 19 S Li ZL4 30 the platformconprises a first platform the
operation of receiving an attestation request conprises receiving the
attestation request froma second platform and the nethod further

conpri ses i fmenmey toitrudlet heb thas plimvseacchsatto dietisalated meniary eweionly when e
platformto the second platform 10. A nethod according to claim3, further

conpri si o886 &l ¥ RO1atRxeb R modeidndlet er mi ni ng whether or not to
provide Tenote attestation, based on the user input. 11. A platform

de ¥ i & &l ests c user input. 11 Aplatform
Communi cat PFFll £ Senan O HEGISE STErany ablrertye iR Rl IR TTL T

chi pset; and instructions encoded in the system nenory, wherein the
i nstruct isohtd mémoryetecut ed by the processor, cause the platformto
perform operations conprising: |oading at |east one software nodul e;

storing an augiggbggbﬁh@b&ﬂdmgao@mghqqgeﬂaﬁ@mnry of the chipset, wherein
the audit log includes data representing the | oaded software nodul e; and

" esponse ety st SRRl AR, pllepl b T eU D mas, -0, D21 €

according to claim 1] further conprising: an.isolate nmory .area wWthin
the syst g’(‘h“-‘(‘i’ﬂﬁﬂ g,ormal execution modqu suppoﬂ%n operating system?Ogj3 and an isolated

execution mode to support an OS nub, and
the data in the audit log represents at least one software module loaded during the
isolated execution mode.
14. A platform according to claim 11, wherein the operation of utilizing the audit
log to generate a response that attests to integrity of the platform comprises:
utilizing a private key to digitally sign the audit log.
15. A platform according to claim 11, wherein the platform, under direction of the
instructions, performs further operations comprising:
loading the software module while the platform is in an isolated execution mode;
transitioning from the isolated execution mode to a normal execution mode; and
after transitioning to the normal execution mode, receiving the attestation request.
16. A platform according to claim 11, wherein
the operation of loading at least one software module comprises loading a processor
nub and an operating system (OS8) nub in a high privilege nog of the platform; and
the operation of storing an audit log within the protected memory comprises storing,

in the audit log, data that represents the processor nub and the OS nub.
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a non-isolated nenory area within the systemnenory; and 20 3 0 sep3dbéar’a 2004
menory controller hub that allows access to the isolated nenory area only
when the processor is in an isolated execution node; and wherein the data

in the audit | og represents at | east one software nodul e | oaded in the

i solated nenory area. 13. A platformaccording to claim11l, wherein: the
processor is capable of executing in a plurality of distinct exection

nodes, i ncl uth. @gplatfoon eedordingdwciaon lhpdkereid: support an operating system

(0OS) and an isolated execution node to support an OS nub, and the data in

the audit hog,EaRHESEMaindiat @aSEncanawaRS vdule compites lbakdedpducssog t he
i sol ated execgti on nmode. M A platformaccording to claim 11, wherein the

operation ,of utilizing the auygdi t that attests
R e R e e R
digitally sign the audit log. 15. A platformaccording to claim21l, wherein
the pl at f otheoperadien of ptoeag 2B gudt lag withip ﬁﬁQtFiﬁ‘E‘fWSﬁ’é’W PR Eonat Rer
operations conprising: |oading the software nodule while the platformis in
an i sol attecudX &y ciyprograsitc hashrahss focthe popctssormithand theOft . execut i on node
to a normal execution node; and after transitioning to the nornal

execution mdg‘?-af?;ﬁ]&?f}%%cmﬁlﬂ%%a‘tﬂ’ QBeeg@uest.  16. A platform

according to ereln the operation of |oading at |east one

sof tware mpdul e .conpri ses | ng.a processor nub and an operating system
(0S) nub i HePHIYR R}?ﬁeéégﬁ?ipﬁ%ﬂj&@’f‘?\ platform and the operation of
storing an audit log within the protected nenory conprises storing, in the
audi t | og, vdhaten, tunder diesstion ehths ipxBicHpRR dedypt Materaneetfaras &gthain. 21 3 0
SL? 1U. 4 17. A platform according to claim1l, wherein:

operations comprising:

receiving the attestation request from the second platform; and
transmitting the response that attests to integrity of the platform to the second
platform.

19. A platform according to claim {1, wherein, under direction of the instructions,
the platform performs further operations comprising:

receiving user input; and
determining whether or not to provide remote attestation, based on the user input.

20. A platform according to claim 11, wherein the protected memory in the
chipset to store the audit log comprises single-write, multiple-read memory residing in an
input/output (I/O) control hub.

21. A platform according to claim 11, further comprising:

atemote attestation unit (RAU) to store keying information; and
wherem the piatforrn uses the keying information from the RAU to generate the

response attesting to integnty of the platform.
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the operation of |oading at |east one software nodul e conpri ses Ioé&ﬂnth 205
processor nub and and operating system (OS) nub in a high privilege ring
of the platform and the operation of storing an audit log within
protected nmenory conprises storing, in the audit |og, cryptographic hash
val ues for the processor nub and the OS nub. 18. A platformaccording to

claim11l, wherein; the platformco ises a fin ~ Jherein,
under di r ect E&nA elatiora %CHW%tPicgﬁg‘?hl’ paeE} e R%jf‘%? #@P%g%e@rcfog‘?%ﬁWUrt her
operations conprising: receiving the attestation request fromthe second

pl atf or gevig#)d transmtting the response that attests to integrity of the
platformto the second platform 19. A platformaccording to claim11,
wherei n, undel gijifeiCRcididd¥® didiat 21 ethetsthe RAE cpiptifes anepevhblens
further operatiorls conprising: receiving user input; and determ ning

whet her or not to provide renpte attestation, based on the user input. 20.
A platféﬂﬁmaccording to claim11l, wherein the protected nenory in the
chipset to store the audit | og conprises single-wite, multiple-read nenory
residing in an input/output (1/0) control hub. 21. A platform according to
claim11l, further conprising: a renote attestation unit (RAU) to store
keyi ng information; and wherein the platformuses the keying information
fromthe RAU to generate the response attesting to integrity of the
platform 22 22. A platformaccording to claim21, wherein the RAU
conprises a core logic device. 23. A platformaccording to claim 21,
wherein the RAU conprises a renovabl e token. 23
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