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WO 2006/115518 PCT/US2005/026853 CREDENTIAL INTERFACE
TECHNICAL FIELD z 3 This invention relates to user interfaces used to
WQeb€htidate a person's identity. 4 BACKGROUND s Crede{INPA9SK136853

used to determine whether or not persons are who they say 6 they are.

Assume, for instance, that-R SR N"ﬁi %r&(éeller and says his

name is "J. Warren Smalley" and wou e to withdraw two
TECGHNIGAdoREIDmM a s 9 checking account held by J. Warren Smalley.

The bank teller may use a credential to determine if this man really is J.

Waktis Breitéyn Belales diesersaidofaorensad taaiitbeatieatials piksoa’s identity.

passport or drivers license having a photo and name. If this man 12 looks

like the man pictured on the document and the document says that the

ture | of J. Warren Smalley, the bank may authenticate that this
Mm Warren Smalley la 15 The bank may also use other
typ entials I|ke a tor somet 16 un| etoa rtlcul
oIS N SRR R R g g8 m%o@sy they say
they BREYARGR 6PTH AN, WRHRTIRRIEY & SIODA" metﬁ'ngysﬁns name

unique to J. Warren Sma éy IS man's sighature matc es e

is “IIWAE SPHTR yLafRFaig: RE VIR m&yt6|W$W%%ﬁﬂﬁf£@q&1ms from a

a secret, like a password Thus, 20 if this man submits to the ba lera

chedkefigoRalddabiiftation NuwhaefPSaneich e HhiketElek fifad Waresredential to

Smalley, the bank may authenticate that this man is who he says he is.
determine if this man really is J. Warren Smalley. Banks often use documentary

credentials, like a passport or drivers license having a photo and name. If this man
looks like the man pictured on the document and the document says that the picture is
of J. Warren Smalley, the bank may authenticate that this man really is J. Warren
Smalley.

The bank may also use other types of credentials, like a secret or something
unique to a particular person. The bank may authenticate that this man is J. Warren
Smalley if they have a record showing J. Warren Smalley’s signature—something
unique to J. Warren Smalley—and this man’s signature matches the signature on the
record. The bank may also authenticate this man with a secret, like a password. Thus,
if this man submits to the bank teller a personal identification number (PIN) matching
the PIN for J. Warren Smalley, the bank may authenticate that this man is who he says
he is. |

Computers also interact with people to identify them, often using a
name/password pair as their primary credential to do so. Many computer operating
systems, for instance, require a user to submit a password for authentication. To enable
this interaction, the operating system may present a graphical user interface. This

interface may show accounts associated with various users, enable the person to select
1



10

11

20

21

22

23

24

25

22 23 Computers also interact with people to identify them, often using a

24 name/password pair as their primary credential to do so. Many
WQampuiteésBperating 25 systems, for instance, require a user BEE{HINQ026853

password for authentication. To enable this interaction, the operating

system may present a graphical user interface. This interface may show
one ol SReliite AR B DHReR LRASRVORS Jorshersederded account. The
o e}é\{lo 21)1 %/&1155&8 ?h%-rqllgé:ze}lllaS /%ZIL1 e6 53 oneo theae ac&ounts, hat thi
P e S T TR A SRS o I S LRI E P SRST AU BEIGRIG, that this

pasﬁyéfﬂ%@ﬁg’l S Q_Efs%?i\égs%@iﬁfg&r%ﬂzﬁsﬁg{gcw&é N tﬁ%@ﬁng system

3 passwor ntifles a user associate e selected account.

mayqnefﬁw%gtﬁ@%?s&lmﬁyﬁeﬁﬁiméa%maﬂar%ﬁﬁ@mkéﬁeftain action,
li his

or the like. 5 graphical user interface, however, often enables only a
sinGleicradphied] Gibpeintesateahevaet Ras SR driab Whioh i USRIHBRY credential
be authenticated. This can be a 7 problem if other credential types are
typedesitsdroatae ané paispyeordf-sbyne bmmparsersueybiopathantideteidal Tips can be a
that is superior to or at least useful in conjunction with a 9 '
proble@rifratisnkdentsrb depes  amedesirgshoy datgrndovciopedatelf peme company
raphical user 10 interface to enable use of this credential type. Assume )
dew%&&msﬁ%&}eﬁwg 1glols SUReridetR Marbitash Yaede sipaivngtion with a
rint. The compan ehascanners that scan 12 people's thumbs and
usergRS RSSO S S AL HIS ST BB Rl fGrSE i oBEYS gFaphical user
. jcul T to this gredential however, the
e e e S S OB BV ype of

credBRAFNO4CeR35E % QRESAFE MSRE BYin' OPHbOHH%ﬁ?aE?'m HtScanners that scan

interface may take many weeks or months for skilled “16 pfogrammers to

people€¥dhuhbAiaR] syawHre capaBhy CARRRICIS A thHE8 sEHRHAE Bhumb matches a

another company may 18 come along with another credential type, such
partiaslargénsohasd wraleletisbmpthescasaisd heoriivatichhoiwgver, the company
company may need to create another user interface for computers to 20
may (v Pewniteh aseeverasrmiiderfacd traplasmgmestaverdrbasedt beeabidten used by
handle a_21 thumb-print-based credential. If a corporation or the
comamﬁnmg’m%gﬁg tysshtiatenfage may take many weeks or months for skilled

programmers to design.

Also, even if a company designs this new user interface, another company may
come along with another credential type, such as a retina-based credential. In this case,
the retina-scanning company may need to create another user interface for computers to
use its retina-based credential. And this user interface may not be able to handle a
thumb-print-based credential. If a corporation or the government wants to authenticate
a person with a password, a thumb print, and a retina scan, it may not be able to do so

without creating yet another user interface costing even more time and effort.
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22 a person with a password, a thumb print, and a retina scan, it may not

be able to do so 23 without creating yet another user interface costing
We@2ee/M165E8time and effort. 24 25 2 WO 21)1)6/115518 PCTRISABRA0EH26853

/1126 8 53 1 SUMMARY 2 Systems and/or methods ("tools") are

_S_mgrmﬁethat enable credential 3 presentation and/or gathering. In some
nts the tools build a graphical 4 credential interface enabling a

it saultj of [ .
T e O gy T i Gahey 21Sean AR o ARl rodentil

preRAYRESANA BV Sattsdidpieriage JomURMBSIAMeANeRR VY@ BIYRPS graphical
of credentials. 7 s BRIEF DESCRIPTION OF THE DRAWINGS 9 Fig. 1

credbusiibiaserfhexenmytiditycop eisiing @hvoserbervarnviirhoesiabiaitnultiple types of
embodiments can operate. 11 Fig. 2 is an exemplary flow diagram for

cred;unit'rﬁtgg a bfettmisiahayglwgﬂaammmeHGﬂ@maMegmﬂggomﬂmmhals of arbitrary
operating system. 13 Fig. 3 illustrates an exemplary graphical user .

typapirchbuliheinsemipiedarecioprubmisgien of drestoathilsanstynesof credentials.
illustrates an exemplary graphical user interface tailored to submission of
16 a thumb credential. 17 Fig. 5 is an exemplary process for gathering a
aredential ysi i inter . 19 Fig. 6 illustrates an

BRJ&E. .;5%% f %QL‘!%%} of submission of 20 a

pasfslgorq f g%ﬂg?észjmT h?x%%m?a%';}%eéfaﬁfl use%%ft%%(??le?ugrtlh%wl%:h various

discloSure and figures to reference IKe conmponents an atures.
embodiments can operate.

Fig. 2 is an exemplary flow diagram for building a credential user interface
enabling a user to logon to an operating system.

Fig. 3 illustrates an exemplary graphical user interface having three selectable
types of credentials.

Fig. 4 illustrates an exemplary graphical user interface tailored to submission of
a thumb credential.

Fig. 5 is an exemplary process for gathering a credential using a credential user
interface. |

Fig. 6 illustrates an exemplary graphical user interface tailored to submission of
a password credential.

The same numbers are used throughout the disclosure and figures to reference

like components and features.
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24 253 WO 21)1)6/115518 PCT/US211115/1)26853 DETAILED
DESCRIPTION 2 Overview 3 The following disclosure describes one or
WOrR9pe/165¥88enabling a credential 4 interface. In one embodinRGE/URSORSSS3
create a credential interface enabling a user to s choose between and/or
i $ﬂ£§mdentials. This may aid users in that 6 a user
Ny cHOOSE-to-S8 mb-print authenticator for a credential instead
f a. 7 password authenticator for a name/password credential, such as if

OveV 3 )
the tser has forgotten 8 his or her password. It may also enable a greater

degrge %HBWiﬂgna?s@fpaglﬁélS&ésksriﬁe%oHﬁeﬂxﬂd&fb@@eﬂomse%ﬂgggﬁﬁz a credential

user to submit multiple authenticators, like a 10 password an

intefas. Th brenaisdimendimhenbsiedeale aatheddniaMmatiarRRUtlabling a user to

arbitrary types of 12 credentials and build a user interface for submission
choareabithentinatndidpstibasit arbltipty tipdypé<rdduetiaistidlthiByrey ddihgsers in that
credential providers may forgo building a user 14 interface for their
a usgregpaytiohgsse tdiaibsaiagtivenb-gignifieatheitieaind feifoat ct&ddgial instead of a
Exemplary Operating Environment 17 Before describing the tools in detalil,

passyvard pgitipRtsatarian 2 sare@asmpid credepiaabivity B @siiftheousag has forgotten
. prqvided to assjst the reader in understanding vg/{}ere and how_19 the )
his G BT SEoE oty B TS EBEIR GrEBFBURIAIF BETE0 LSABARS B hat 2 user is
2 e.andis intended to limit jcation.of the tgols to an .
Corrgér}glpgriﬁgﬁﬁg:e%l nge?tr?)f?éngn\%rgﬁFﬁertl?. fﬂ%&r%ﬁl‘@lﬁa@g}& ‘%?}9%/8’ like a

passQQﬁEPQH@ £RMIRNMeRt generally at 100 comprising 23 a computer 102
having one or more processor(s) 104 and computer-readable media 24

106 W PrICeRTNGHNRR CHERISY FReRES N GIRAPI0R* IR %BRrary types of

computer-readable 25 media. The computer-readable media comprises
credentiatennidhguiidtensdiOihterface for submission of authenticators for these arbitrary.

!
=

types of credentials. By so doing, credential providers may forgo building a user

interface for their credential, potentially saving them significant time and effort.

Exemplary Operating Environment

Before describing the tools in detail, the following discussion of an exemplary
operating environment is provided to assist the reader in understanding where and how
the tools may be employed. The description provided below constitutes but one
example and is not intended to limit application of the tools to any one particular
operating environment.

Figure 1 illustrates one such operating environment generally at 100 comprising
a computer 102 having one or more processor(s) 104 and computer-readable media
106. The processor(s) are capable of accessing and/or executing the computer-readable
media.  The computer-readable media comprises an operating system 108,

authentication requester 110, credential application 112 having a credential user
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authentication requester 110, credential application 112 having a

credential user 4 WO 21)1)6/115518 PCT/US211115/11268531
WORetadss19 4, a first credential provider 116, a second credef{&l/pR3V{IGER6853

118, a third 2 credential provider 120, and an authenticating module 122.

. 3.Authentication requester,110 may comprise softyware, an applet, a )

inteFfAR A dord AT ST AR Th TS a5 0 Al AR5 4 8 @ third
ersgn. The.re ter may s .be part of or compri ecurity portions or

credspifal brovippiet 0. A s R e e 142 S tware, such as

par ﬁﬁ%ﬁﬁ@gﬁbﬁq@ﬁﬁ@t&ngl@%i - o igrpRIcaliPnddRet, a module, or

enables credential user interface 114. The credential s application may

othe? iy tndpishapiBientiatyaesinieHagfitlGRIOR 68%epdyRRt NI fester may
credentials of arbitrary types and from arbitrary sources, like first, second,

be part tioifd ot ocoegeiskalsecariterpoitordsl ot dgianiheofrebenvpersdng system,
interface may also be built 11 to enable a user to select and submit
contaatteshticatssstdtware csudkasparcstaleranttol sofwesdcanidithedikgers
provide information about their credentials. In one 13 embodiment the )
credesdrntinborrlisaionidd Insaablesorredantiahuyes ieriass by Lhe credential
asic informatigp about Wha%én a user ii:)terface the credential provid

basiy r .
applizatiar mavsbeildnon tagor FRToNSRicRls &b?e?@i@ﬁcfé‘%?e?y gathering
gw the fi

credSEHTA 1 ALY he Deel oDt A PRSI g T SCCori, and thicd
cred%%?ﬁfié%%’i‘&é’ﬁsﬁ@eﬁg?w’ fag fir lfé‘“g‘?@@éﬂiﬁ’f NG IPIRE R 21D be built
associated with opefating system 108 and comprises a name/passw id

to etABHERNRELLD AN HLPENEMIOANEhEe d05Y RSy IDIRUAL AUE A SERIFSIAL.

from each of the 20 credential providers. There may be multiple

autihetigideatiad Presidurshpasvide iafo2hatich alasientiadiprovédentils. In one
one authenticating module. The authenticating module is 22 capable of
embddiexaminitice venedeatial pooaideesigmtisideainiientietitor sbowtittbdithowadéntials and
23 the credential user interface authenticates a particular identity or
basig dofommakiescibest whatitintacusesdatarircaothe eredentinhprppider prefers. This

dictated by the credential d|z_3r0\4ider for the 25 sklbmitted credentjal é:)r .
maytQeHpiise information indicating a preference for a data-entry field along with text

explaining their credential, how the field should be presented in the user interface, and
the like. In an embodiment described below, the first credential provider is integral or
associated with operating system 108 and comprises a name/password credential.
Authenticating module 122 may be integral with or separate from each of the
credential providers. There may be multiple authenticating modules, such as one for
each credential provider, or one authenticating module. The authenticating module is
capable of determining whether or not a credential’s authenticator submitted through
the credential user interface authenticates a particular identity or account associated

with the credential. How it does so may be dictated by the credential provider for the

submitted credential or otherwise.
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WO 21)1)6/115518 PCT/US211115 /112 6 8 5 3 Various embodiments of

these elements of computer 102, and particularly how 2 these elements
W@zemidipteract to perform an exemplary process and produd@CarnuR005/026853

exemplary user interface, are set forth in greater detail below. 4 Logging

Onto an Operating System 6 There are many instances where a .

contBIAN FEURA AP 5eCIoRE SRR Al CaTBBILEh o Anditguarly how
One of these cases,is.lQgging a perspn onto a compuyter's s operatin

thesg, SlemeATY. 35Tl N EERRte B HeELoH Bl SRRy apEok S dfidgproduce an

exe p%}%rﬁ%é%fﬁ?&fﬁ%@a‘%@‘é‘é?%?&Pﬁ#%%&%?‘d&ﬁﬂ%ﬁm to log on to
computer 102's to operating system~108 with one or more credentials.
This discussion is not intended to 11 limit the scope or applicability of the
tools to logging a person onto an operating 12 system. 13 Referring to

LogEiaprertoamedpendang Bysteimgram 200 for enabling a user to log 14 on
to an operating system is shown. Flow diagram 200 illustrates a set of

acticresr dareisrany ansiamgssyiner e arnoupiting de hiesvmary, btamed to authenticate
the environment 100 and a 16 user 202-here the elements shown are
a pesptaniiy & stedential adnenat dhese reagessizdoBgingna dersomianto a computer’s
application 112, credential user interface 114, credential providers 116, is .
operp{iggs §yster.- anﬁa%tﬁgﬂﬂw}ﬁg Mﬁé%éeﬁﬁ@%mmw ways in which

el A A HMEE TN C3b LU BORE) el RERCHC i G JGepomputer 102

ope%%%l%&%ﬁlﬁi%’Q@Ft?lno?l%t\gle RbHCEO H%ﬁqg.apﬂligjd@&ﬂ?ﬁ% is not intended to

y lines passing through a dashed line separating the two.

limif W% 2ed{RvsiagipmeaaithedMeemeniseddn I%Qgﬁ}gtaabh%??dﬂwﬁ{ﬁ) an operating

software, firmware, or 23 combination thereof. Inthe case of software and
systéfnware, this diagram represents sets 24 of operations implemented as

computer-executable instructions (except those of the 25 User) 6 WO

21 Ry6eidibg 18 Piglitd 22 hhlebfemplany 81618 diAgrmmoR00, foee2idingasuser to log

computer 102 on or otherwise indicates a desire to log
on to an operating system is shown. Flow diagram 200 illustrates a set of actions by,
and accompanying communications between, elements of the environment 100 and a
user 202—here the elements shown are operating system 108, authentication requester
110, credential application 112, credential user interface 114, credential providers 116,
118, and 120, and authenticating module 122. The actions and accompanying
communications are marked with arrows. The flow diagram is oriented showing
computer element actions and user actions, communication between the computer and
the user represented by lines passing through a dashed line separating the two. This
flow diagram may be implemented in any suitable hardware, software, firmware, or

combination thereof. In the case of software and firmware, this diagram represents sets

of operations implemented as computer-executable instructions (except those of the

user).
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2 on to operating system 108. On receipt of this indication, the operating

system 3 requests, directly or indirectly, that user 202 be authenticated,
WOa80iigSB 4 communication with the credential application RCGGWRDIO26853

gather an appropriate s credential for authentication. In some cases the

operating system is the 6 authentication requester, such as when a, .
o ST Ty UG AU U SOMRARCANAE O (aRjGEREH Hficates a desire to log
arental-contrql W In illysirate diment, howeyer, the s.
on oopeor%%rr?élrsl sé)?'r%% %tﬂ ag?%he auF}hé%?héégho%ﬁg%q§eén§CSH8&m%v}éﬁh ?Rgra?mg System
requdHES ﬁiféﬁlf operatingeupieMend B AUDENUIGUIOR [BIMERISd, resulting in
overlapping. 10 At arrow 3, crédential application 112 receives credéntial

com@RRation fielthofie thedeMRIE sppUeatiohprevieess Hekg fisatheecithppropriate
and third credential providers 116, 12 118, and 120 are previously

cred@gialerfist walltihieaticationtial dnplicationcddes cthdewiparatihgpisadian is not the
may have previously received the credential information or may request

authgnticatioraeijuciter, thishcinwiion areskrnisaalapady doggel bmisdiasthentication is
credential information to ,5 credential user interface 114 through a

requsgiedehiicprrgntal s amsalsatmarinfémibsol lustrirdcembrodimemiy however, the

about the credential and 17 informatipn sufficient for credential

opergiing SSIFTL 3N AAA: HBCAURALOR SFANeSEn SRR hsdhgoboxes of the
s?lect an{;i submd'tt cregt(lant'&al f9r the sele%tedt F or. a selected 19
opeigling SNietl i e atidhialion reatiesser oveHAdBISR: he ilustrated

"l Gheific s e | ;
o L L AR, 1 SO SR AR fom one

se assoclated wit

or RGNIGBIRNKD BRAVAING. SR RS, T8t dandiahniPUralianiiar sRsviders 116,

password 23 credential comprises: a list of field types necessary to

118 render20eaceepisviahislyiiregisarcdiwitbrineactedehtd apptication. fidie credential
type for the user name and an edit box field type for 25 the password);

appliketstatenaf dwote fprky {susly asdeivetdrtheastdenyialisHolaatoweueed)apmequest and
accessibility label for each field; and data associated with the field. 7 WO

recepvg 1j@it1 i8S pint T1bs zradamial appl g g e subaéddhegriedsatiatisnformation to
indicates that the following text (but not the shape, 2 color, or size of the

credgnifpLHsenANteres dith throved ague-defined APT.

The credential information comprises information about the credential and
information sufficient for credential application 112 to build or tailor a user interface to
enable a user to select and submit a credential for the selected type (or a selected
provider and type if one type has multiple providers).

In the illustrated embodiment, first credential provider 116 comprises a
password-type of credential. The provider 116 is code or a database associated with or
integral with operating system 108. The credential information for the password
credential comprises: a list of field types necessary to render the credential in the user
interface (such as a static text field type for the user name and an edit box field type for
the password); the state of each field (such as hidden, read-only, disabled, focused); an

accessibility label for each field; and data associated with the field.
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3 4 Authenticate With Password? s 6 The credential information also
indicates that text and a data-entry field should 7 be displayed if the

W aailasdi8redential is selected, such as a data-entry field al@®JAVRRN0S/026853
the following text: 9 Submit Password and Press Enter. u 12 Second

1 DARGROE g S ORI 5 RATFRA (DS U5SHER S e he shape.
colot Cﬁ% S‘frtﬂéetelz@u%i%gﬁ@fﬁéb@?é’é&ﬁgﬁ'i&‘%ﬂ%“ﬂé’e% user interface

ehabling a user to mit this biometric- is type credential. Here the
credential information comprises credential data and 16 credential
viewing data. The viewing data comprises an indication that the following

17 utisbntid & WithnRakioword? for the user to select this credential:
18 19 Authenticate With Thumb Scan? 20 21 And the name of the

credential provider: 22 23 Acme Biometrics 24 25 The viewing data also

comprises text to be displayed if the thumb scan is selected: 8 WO
21)ihe/ crgbraiplonfogration 3lsa ingigaes thrtatexiraget a datakeotry field should

Thumb Reader, Hold For At Least One 3 Second. 4
be displayed if the password credential is selected, such as a data-entry field along with

the following text:
Submit Password and Press Enter.

Second credential provider 118 comprises a thumb-print-type of credential. The
provider 118 sends credential information to the credential application sufficient for the
credential application to build a user interface enabling a user to submit this biometric-
type credential. Here the credential information comprises credential data and
credential viewing data. The viewing data comprises an indication that the following

text should be presented to a user for the user to select this credential:
Authenticate With Thumb Scan?
And the name of the credential provider:
Acme Biometrics

The viewing data also comprises text to be displayed if the thumb scan is

selected:
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s Third credential provider 120 comprises a voice-recognition-type of

credential. 6 Provider 120 sends credential information sufficient for the
weRseehtral8pplication to 7 enable receipt of a voice credentidtCTHE2005/026853

credential information also comprises an 8 indication that the following

text should be presented to a user for the user to select this 9 credential:

10 " Authenticate With Voice Scan? 12 And the name of the credential

comaree: Rt THURE QIR IRERE RNl MO Eoh AT EEH, She

18 g3 &dinge Say the Following Into Your Computer's Microphone: 20

"One, Two, Buckle My Shoe." 21 22 At arrow 4, credential application 112

builds and/or tailors a credential-gathering 23 user interface based on the
credential information. Here the credential application 24 tailors the
crefihirdatreskemititd rfaowitde pr2@ rdoing tiseseac ket eetiatometioantge of credential.
above. 25 At arrow 5, credential user interface 114 displays selectable

Provdatehidisendsseredontialhntosmatival suéhoieotidoe thayatidentiahapplication to
credentials and enable the user to 9 WO 21)1)6/115518 PCT/US211115
enable, raseint 9f 2 1vei¢RcrRedieatia), sUdw Lrefeatialigsmatianalso comprises an

. ..accompanyjng hic or 2 indirectly by submitting an authentjcator for a )
indi g8 AN Ry P8 6 R TIGR A HAELEEABeaer to Select this
cre dséiﬁ . The logon 4 credential interface presents three types of

cretljaeﬁtials and enables the user to select one s of these three. The first
is a name/password credential, shown at 304, the second is a

Authenticate With Voice Scan?

And the name of the credential provider:
Advanced Audio Recognition

This information also comprises other text to be displayed if the voice credential

is selected:

Please Say the Following Into Your Computer’s Microphone:

“One, Two, Buckle My Shoe.”

At arrow 4, credential application 112 builds and/or tailors a credential-gathering
user interface based on the credential information. Here the credential application
tailors the credential user interface to present the three credentials mentioned above.

At arrow 5, credential user interface 114 displays selectable credentials to user

202. The credential user interface may display the credentials and enable the user to
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6 thumb credential shown at 306 (comprising an identifier for a user or
account and a 7 thumb-scan authenticator), and the third is a

Wa@adeLrEdagnition credential shown at 308 8 (comprising an iBEMLHRAVHS5026853
user or account and a voice-recognition authenticator). 9 The logon

1eSre ential interface is brjilored to ?Ji@predential providers from which to _
select . SR RES N a8 rB¥e Shekingi e the Jderh Pk, AseQRRaBying graphic or

g i LWit . "Authenticate With Thumb Scan?",

S bR e
A . . n b -| . . fth
eI DU SRS L e oon

credaiaidliGhter fa 68 IBRISEhRY IR CEHPES U SPEAWHEASs HNd &Qﬁqég%%telsgggfg select one

1s accessible by the credential provider. 16 At arrow 6, user

of thwese ehibe. crBitelistsisin spme/pavRodiracsisdéhtial SHEIMAYRIC@second is a
credential that is built from multiple authenticator types (e.g., the 1s

thurgblecesidntiatishiiaineaud o8 otmprisissyvandideatitrufobprints€am)account and a
instead of a single 19 one. In the illustrated embodiment, the user selects

thungbrs s theatéeatarn), ko theithirds eradiceiatGoitiiso atedentiabsHwevn at 308
credential user interface receives the user's 21 selection. 22 At arrow 7,

(compaisingan identatistdos 4 Vs miecoumb A RoHa erieaogRititTn Ith @icator).

R R S R B R whin
eI IR RTINS 7 BB ST AARE Wi entcae
i B AR AL IR0 TR 5B S miomeris

“AutHeseeitR! WﬁHOWFIcEErS’cﬁf?‘,j%@L‘WW%%%cfg{ﬂﬁﬁﬁ%e@ogﬁfﬁbﬁoQ\?eflg g)uilt into

for the user. Here they are based on the credential information 4 receive

the interfems. 3RA@f These dRedeimiidsphbeishasesshdbal Witk BMbHifonal graphic.
thumb s authenticator, the user must "Place Right Thumb On Thumb

HereRéuderapbidsFereAstleatid 6hynthSaredentiiheoviderte detan CampEsaslt library
hardware and/or software capable of 7 receiving the thumb authenticator,

accesfdpdecbtyi bheetrrdsosiahiprpvisidne.

At arrow 6, user 202 selects one of the credentials. In some embodiments, the.
user may select a credential that is built from multiple authenticator types (e.g., the
selected credential requires both a password and a thumbprint scan) instead of a single
one. In the illustrated embodiment, the user selects one of the credentials, here thumb
credential 306. Also at arrow 6, the credential user interface receives the user’s
selection.

At arrow 7, credential user interface 114 enables submission of an authenticator.
In some cases the credential user interface does so by presenting a data-entry field for
submission of an authenticator associated with the credential, such as a password or the

like. In other cases a data-entry field or graphical user interface is not used.
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8 Also at arrow 7, credential user interface 114 receives submission of the
thumb 9 authenticator from user 202. to At arrow 8, on receipt of this

W epehtidator, the credential user interface may 11 forward aPCT/US2005/026853
authenticator and identifier for the credential (here the submitted 12

authenticator and.an identifier associgted, with the_credential, such asan
RS HIEHSRi Area e P AR X BloBh haubmission of

redential provider,118). The, 14 credential user.interface may forward .
an G R AR 0P BT Aot asBhdgertace comprises
instRRAARLIMA LEinahShawp). The craniantiglPioidsr maytben A0, viar -
s package the submitted authe-ri_tliiagraétzor th%ﬁ i‘é)%%%%er b)(()}{goc qugﬁ%{rénformanon

receRAEPARIRELW BVHHbRe TREQN AR BHHE SRR B BISIARdANE R he thumb

authenticating module 122. is The authenticator may be packaged into a

authearitttay teeusefanmststRhes Rigtersialen s ON dlum b RAURICIEMPor At Least

that indicates the shape and other defining characteristics of 20 the
Ones&aanad.thunibe2 thatrdrrosadertheomprisesichardwisier mal/ paskdgeatee capable of
authenticator and identifier 22 and send this packaged credential to
receiinig i Huom betjitbsmicatar, laereg bivfoetricdednamgalenice.credential
provider through credential application 112 (shown). In this case, 24 the
credilsvial apvatiofredsatiak uner patatiara) L dsativessnbiaissiondefithe thumb
on o the 25 authentication requestor. 11 WO 21)1)6/115518
authgpaegter fﬂgﬁrlrg{%% 5 3 1 At arrow 10, authentication requestor 110

ter%g{ers the packaged cretde?ti[ l.to 2.authenticating mo ule%‘fz. Here th(ia

authedlicaing modtie PonE cgbsas}é i cﬁ%eﬁ%ﬁﬁg?% deiffainieriace may
]_.“;g%ty 0 r ta proyider,118, Al { row 10, .

fo autheﬁgcsg%%%gﬁ%&cﬁﬁ} 1 8a§§%/§{e@#e }:é?:etf\&eeld géée%ﬁllgﬁ Zﬁﬁggn]ﬁ%gte%ubmmed

auth@ht R ARYE 48 RHINRIIAAR AR TSR i H S QTG SS R'Ss an account name)

determination. It may 6 compare it to a database of credentials, matc

to the appropriscusasdénpiogshreyidsid (HepetberdisdtRUEMMSE Rovider 118). The
authenticate the submitted credential. If refused, the elements s may
credémfoanuber Linterdhtbenfajuforwat prthiddatallinsdite usahel beedentialnprovider or
which the 9 credential user interface informs the user and provides help
throyghy cirdentialy apgrtioation 112 (not shown). The credential provider may then
package the submitted authenticator with an identifier (both of which are associated
with the credential) in a credential form understandable by authenticating module 122.
The authenticator may be packaged into a particular type or form, such as eXtensible
Markup Language (XML), that indicates the shape and other defining characteristics of
the scanned thumb.
At arrow 9, the credential provider may package the authenticator and identifier
and send this packaged credential to authentication requester 110. It may be forwarded
from the credential provider through credential application 112 (shown). In this case,

the credential application receives the packaged credential and then sends it on to the

authentication requestor.
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to tailored to the credential information received at arrow 3. 11 If the

authenticating module authenticates the submission, it communicates this
waQ 20t/alF8ntication requester 110. In this illustrated embodirRERTUH2005/026853

authentication 13 requester may communicate this directly to operating

sys em 108. g@n response {o receivin th uthenticatign, operatln

dood CHESEHE e iy el ged redential to
auth%ﬁ?lt'izc'l‘%lbl"%r/l ?deT%I Usﬁ nte éf%cealll he 663 Or\llf?g%?eagi)ﬁq glssyg’&fm%pabk of

agram for Ioggln a user on

auth%HheQﬁlﬁgef&ré&eM%? fRe gfgg@ﬁmﬁslﬁ ﬁggvo?r{% %%%%*i{s fﬁt%,v%%er 118. Also at

authenticate users using cre

arrodeﬂ)“Qﬁﬁﬁﬁﬁc%rﬁ%%‘é’ﬁl@cﬁﬁ%?Al?ﬂémﬁm%@fﬁ@&f@éﬁefﬁuﬁz authenticates or

Referring to Figure 5, a process 500 for enabling a credential user
failsntertaahéaticdtehdven ciddsmtiateafdnaymminame el idasymeHARR. It may

hardware, software, 24 firmware, or combination thereof. In the case of
compafeviirtvamdditabase o fiivicdentinds RAtapieserdspaeticolarpesatigifspossible), and

implemented as computer-executable instructions. 12 WO 21)1)6/115518
authptivaie o1 refis¢itpapthent catrt thio skiBoittedectedintialeié nefakedtjdhe elements

information. Credential information 2 may be received from multiple

maya%@ém.mepmrdefé%éa&pmﬂ@mw hele for-thadmeal typesauy in which the
comprise, for e thu blometrl a retina hiometric, a a voice
credg t?gﬁﬁ%‘} it § ma rgla,g pfﬂgl% Bﬁ’é’r? lsahe by default or
a |trar even an et-unknown type or provider.
tal]ogf‘?]ls a%hetflhe prs}{ba(;mn %‘t%lot%o‘fg%vcrea{%ﬂ% ensible user interface
for sy SR B GERHE Al llé"alﬁ'ﬂ%iﬁ'#cht&e HSQH ?ﬁ%&ﬁ%&?w Pn{smumcates this

credential mformatlon is of a type and format suffici

to aBfiRGCRHINISeQiesican BhentCaiy iPRiie 8 deRiiR) diried pﬁl@nﬁjuthentlcatlon

format may be 10 publicly available, such as on a publicly accessible
requestdsiiaaylCosnnfanitatiothisalirddtigaotaperiaingsinses gogdication that
certain types of data-entry fields are needed,
In response to receiving the authentication, operating system 108 logs user 202

onto the operating system at arrow 11.

Enabling a Credential User Interface

The above-described exemplary flow diagram for logging a user onto an
operating system is but one example of ways in which the tools enable computers to
authenticate users using credentials. The following process further describes and
provides additional embodiments of the tools.

Referring to Figure 5, a process 500 for enabling a credential user interface is
shown. This process may be implemented in any suitable hardware, software,
firmware, or combination thereof. In the case of software and firmware, this process

represents sets of operations implemented as computer-executable instructions.
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12 questions or instructions that should be presented, graphics that
should be shown, 13 hardware or software protocols for receiving an

W epehtidator, and the like. A graphic 14 may be selected by RE&/ R HNA26853
default or based on the credential information received. 15 When based

on ¢redential information received, the graphjc. may comprise a company's )
0 QTR R (o S CSIERIED By S abAbar#dsGal information
re-built library 17 available to the . provider and tools. is Thjs information
ma m§§:/ t;ﬂé%rlc‘)/w o %Ifllané}legl&?ia rﬁggﬂi}gf\ﬁﬁﬂvl}e%?%fﬂ@aﬂﬁs%?@ dypes. The
iabili e er e [al provider to .. .
e e i oy eI B A piometri. a

VoI SRIBLAIRLYRHHIZHARES a8l ANRROSE @I OPHE AR AUNEBISANCSF the credential

mechanisms and the like, as the tools do not 22 necessarily perform

mayabtherticalioneVoe arcdeyerhinfaiovatiappoat PeovideeNeTRR ability helps permit
embodiment, be of types and received in a manner as set forth in logon

the fimisdiagraate 24 2a6crRibleo userintctiigcer fotesutaminkion asfoeredentls which will
may search through a credential registry for credential providers and ask

be désearssed belaential information. The credential 13 WO 21)1)6/115518

PCT/US211115/112 6 8 5 3 1 information may be received in a single or
ukiecsrdsatial cinferragidannis 9€detye andidermebsulficienitfor the tools to

resent an option to a user and, if the user selects that 3 credential,
enatle SRR SRS AP RIS RELF 3495 FAE B SRAERSHIL, ERSHEPE, AR dafamat may be

pusf} AR 1 SRR, A S IR o may
contgﬂﬁ ‘1%9'?dm}ﬁésCSS(%BEJ@SH%%%’;&%W&%@%‘@& ?%% e@i@l Ci?el%i%re needed,

opérating systeni 108 according to lagr € tools may

quediEsRE/Or SiHYGUBABARS! fHA FRRIIQ!IBE-PEEST R RAEANERAMNMbe shown,

user, such as when a 9 user wishes to switch accounts, perform an action
hardieatdrigsaginansigrvescslndénedievirp NIRRT GRIMeRETike. A graphic

respond to various requesting entities residing throughouta 11
may donseltetis] dyythe soul pmrdssaiidtgribakatnm tHeseredbntipk iafingrafin received.
the user has 12 logged on.
When based on credential information received, the graphic may comprise a company’s
custom icon or an icon or graphic selected by the company from a pre-built library
available to the provider and tools.

This information may be provided by a credential provider with less effort and
greater reliability than would often be the case were the credential provider to instead
create its own user interface. The credential information may also be of a type that does
not expose proprietary authentication mechanisms and the like, as the tools do not
necessarily perform authentication. The credential information may also, in one
embodimeﬁt, be of types and received in a manner as set forth in logon flow diagram
200.

To receive the credential information, the tools may search through a credential

registry for credential providers and ask each for credential information. The credential
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13 At block 506, the tools enable a user to submit an authenticator and/or

select the 14 credential itself, such as by selecting an identity for a
WQ286&htRS8The tools may do so 1s through a graphic user inRGTAE826054)26853

non-visual interface. 16 The credential application may build or tailor a

user interface sufficient for a 17 user to select a credential (e.g., select an

infOlRAHAR SPANeRGLAERHST Jlich HOBIY ATCHYIRIE SHBnSHRN AISic6RAMBecredential
S e T ot

20 e : ' ' onsistent .
e U ST BN RN A s
of atfigihEeAsiGramal fpaynt of 22 information may be received from

the credential providers. The credential information 23 may not need to
inchidiBldRrs0ateRdneblictagihe siedantiel arativatiathtdauisep\nd/r gather one
something needs to look given certain dots per inch (DPIs) on the

or muneprédeisttilpldiheo obs poas ecpeiveadiis fmqudst frgan Avepisating system, such
localization, keyboard accessibility, scrolling, and the like. But the tools

as opefatiogtayeteaudBBinrndadmpadsetiowpdiagranne@bedditeatoddswi@y also receive

. 21)1)6/115518 PCT/US211115 /112 6 8 5 3 1 information received; thus,

this jragucstclemt Aol rrsestesofiwercdekdieatlyidiom 2 Heeawebr as when a

entry of a password, it may present this data-entry. field. 3 For a non-visua

|
useriHSHEE &0 tEHGBIGHOY A haRAE AT 8P AP LB RO At DERHalomand the like.
N T e A T T —
comBBE TR FRRER 1 4355 U S ALBROINN e b

logg8grprated through a computer's speaker system, a s format of a
submitted authenticator of which to enable receipt (here data from a
thusah18ckc806N thdatbR efiisieateskby @ RabitilantyathehtiuatR and/or select the
scanner), and hardware or 10 software protocols for receiving an
credentiadritsedfpsdohasrieyigoliaiting boridearvcidusarrsdentiges Tthe tools may do so
may build a user interface presentable on 12 a screen showing multiple
througbdegtapbigntier indertms of @ adanviisalonedReenple of 13 this type of

user interface is that shown in Figure 3, where three credentials are
The credential application may build or tailor a user interface sufficient for a

user to select a credential (e.g., select an identity of the credential, such as by clicking
on a name or icon for the credential) and submit an authenticator for a credential. The
credential application may forgo significant visual customization to the credential user
interface, however. By so doing, the user may view a consistent appearance for each of
multiple credentials and credential providers. Also by so doing, a small amount of
information may be received from the credential providers. The credential information
may not need to include information instructing the credential application about how
something needs to look given certain dots per inch (DPIs) on the computer’s display,
response protocols for WinL.ogon events, localization, keyboard accessibility, scrolling,

and the like. But the tools build or tailor a user interface based in part on the credential
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14 presented. 1s Figure 6 shows a data-entry field 602 enabling

submission of a password 16 authenticator for a name/password
WQR88&htrA8Ss part of a graphical user interface 604. 17 Here B AR28006126853

authenticator may be used to authenticate that a user is "Abby 18

o AP TR SRS o
T - d dential 20 identifi ith th "Abb
S L R R R e
US§TJPILHERS [BaY SRR IE & USRY 19036 k%%%ﬁeﬁ%@ £IRAE [F]B aslgf)?lfl]t ’Z%k’ i enticator
| enticator (e

23 credentials (e.g., Figures 3 and 4), submit a single aut .g.

and Fkl6Ee ) cRIdedting! QAtRowN IR AP PeaHHGAMBP FRETRAOAN! WG as by enabling

authenticators (thus requiring a user 25 to submit multiple authenticators).

receiptsofrethands seanssinmpy bymitanpladhenticaor MethorimbSeAa aliIAM scanner.
of selecting the credential having that authenticator, such as 15 WO

In thig1yese1%6a scredentisl linfasnatians may3 twippisehyfptaditgdnisecygquestions or
next to a retina scanner without first selecting a retina 2 credential from a

instipsitions daehshaesild e aidihdyogengsatedetbrowghaac rodrptitdrfiospeaker system, a
multiple credentials is described as part of flow diagram 200 and shown in

formsaafea sybimittadsauthendisatos sd which 4 ¢aableaecrintiébrrs éatmfrom a thumb

scargfL b B3 S BERLF O R AR he g hardvare o

s R e L A I SRR v o o
Paggwerd M%@%t@?ycegtmgwgmg@%aﬂgﬁm g?éa%%rag?%émable on

for instanCe, 1o the tools may chec password for spdces

a scRRd RIRNAMA tralIRRedhtikls aRe S utiBs! T S FERRIASCCOH example of
block 512. If any do, the tools may indicate that 12 the password

this sypenitfdiizofiateifectrdst fham sHbwnogss Figyrdo R0 whdnelichied Rydientials are
13 credential information, such as with a statement "Spaces and :
preséntgtlematical Symbols 14 Are Not Permitted, Please Reenter Password"
or in a default manner, such as
Figure 6 shows a data-entry field 602 enabling submission of a password
authenticator for a name/password credential as part of a graphical user interface 604.
Here the password authenticator may be used to authenticate that a user is “Abby
Salazar”, has a right to use the account entitled “Abby Salazar”, and wishes to elevate
her rights in order to unblock a particular program. Thus, the name/password credential
identified with the name “Abby Salazar” may be authenticated with a submitted
password.
The user interface may enable a user to select a single credential from multiple
credentials (e.g., Figures 3 and 4), submit a single authenticator (e.g., Figure 6), or
select a single credential composed from multiple authenticators (thus requiring a user

to submit multiple authenticators). In some cases, a user may submit an authenticator

without a separate act of selecting the credential having that authenticator, such as
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15 "Password Is Of Improper Form, Please Reenter." This preliminary
check may reduce 16 how much time and resources are needed to
WQeb€htidate a credential. For example, if a 17 user submits 86T/US2005/026853
authenticator that will not be authentic and so must re-submit, the user 1s
._may, have to waif through two authentication processes. If, on the other
simp 6%, Pl

| P ittt ulteth B 'fﬁ%?%é%ﬁ_ﬂyw Hiinfeptosglecting a retina
T R R SRR g psn o
mulffpﬁ”Qfeﬁéﬂﬁaqu&e@gﬁ%re@a%%ﬁt%%ﬁ%v tgt 2% S8 Shown in F igures 3

edential associated with the s a nticator for
and @uthentication. The credential may be sent to separate authentication 24
software, such as is described in flow diagram 200. 25 The credential

tendersibbly S0BIabls fHals aeobiecoshbhiisebA oS s atthemidieR #dnhatuser. In
requested authentication of the user, to permit various actions like log a
some6 enbEliyhyhis1 358 PCIF/ UBdtkits/djeesh3 tousklooktodi2opefatinggme  other
system, elevate the user's rights to permit a currently prohibited 2 task,
embgdimieatikbosayss, the toels preliminerilyushedkthdamthifiticatdy sitbmitted before
different times. The user a interface is, in at least this sense, flexible and

continyngiHifo hayeingo lesly tRlve Abwhe Grastentialiimformasipnoimdiessed that a

roviders, for.instance. Resppnsive to this, the tools 6 tailor the user .
passHHL AL RSS! RSHAS SBASSIBH BPRAREIaksYTBpincy instance,

e T A SR B SR TR i ot 1
ial tethi th I lter .
nond SIS UG A0SR 5105 FNY B IR e

the JadsSt@ERLAIHON RIPAHSREHSIHRRE AL DR A F'®FSBURl indicated by the

interface. This 14 credential interface may enable credential providers to
credtngsl Hutoinme sisesictedacnitl WisthrineiadesialespatanNaihemifdal Symbols

them significant time and effort. Although the

Are Not Permitted, Please Reenter Password” or in a default manner, such as
“Password Is Of Improper Form, Please Reenter.” This preliminary check may reduce
how much time and resources are needed to authenticate a credential. For example, if a
user submits an authenticator that will not be authentic and so must re-submit, the user
may have to wait through two authentication processes. If, on the other hand, a
submitted authenticator may be quickly determined to be inauthentic due to format or
the like, performing one of the authentication processes may be avoided by instructing
the user to re-submit the authenticator.

At block 512, the tools tender the credential associated with the submitted
authenticator for authentication. The credential may be sent to separate authentication
software, such as is described in flow diagram 200.

The credential tendered by the tools may enable other programs, such as a

program that requested authentication of the user, to permit various actions like log a
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16 invention has been described in language specific to structural features

and/or 17 methodological steps, it is to be understood that the invention
WQi4ieéed iptthe appended 18 claims is not necessarily limited REWBS2005/026853

specific features or steps described. Rather, the 19 specific features and

steps are disclased as preferred forms of imple entin%the claimed 2

user; onip an operaling systenls gleyate fhecuser $,1g-Rermit a current?y prohibited

taskc%[ncpﬂﬁ rl-ﬁ(eeadable media having computer readable instructions therein
that, when executed by a computing device, 5 cause the computing

devige I AREHRIY A &3{8951%5@% Iﬁfé‘ﬂ#g‘ﬁ] it t'ip P58 8&%‘?&?{&3%(3& The user

information for multiple credentials and e credential providers;
intefRRRIMIGR AL WA A ASENSH I FRIGRII IR RRELASHMNIIHEIBINRIRSS Aleive new

authenticator for one of the credentials, the 10 authenticator capable of

credetthanifatingtion deem aehhprvedersf fiaifstandecr®esponssiecorethts, the tools

the multiple credentials comprises a biometric type of credential. 3. The
tailomthdiansdrcinterfacevte peimtites altotiore of isimby stlemésyiers o £ anthestisators for these
receiving the request from an operating system of the computing 15
newdsoitentinls o felsstirocsgdential prquidemmale stoprsrndingswsdeitéal information or
whether aor not to log the user onto the operating system. 4. The media of
a syglafth admyasERt ot RL desisg dbatothe asproagﬁaéfgfsw@rﬁwmecredentlals- In

computing.deyice and the act of receiying the request comprises ) )
repRIE e SOt Tl PR b afiiepace 10 Cease displaying a

credential.

Conclusion

Systems and/or methods are described that enable a credential interface. This
credential interface may enable credential providers to forgo building a user interface
for their credentials, potentially saving them significant time and effort. Although the
invention has béen described in language specific to structural features and/or
methodological steps, it is to be understood that the invention defined in the appended
claims is not necessarily limited to the specific features or steps described. Rather, the
specific features and steps are disclosed as preferred forms of implementing the claimed

invention.
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20 controlled-access software's request made in order to determine

whether or not to permit a currently prohibited task. 5. The media of claim

1, wherein the act of enabling submission comprises presenting a

graphical user interface tailored to the multiple sets of credential

information. 25 6. The media of claim 1, further comprising receiving
submissioR, &f the authenticator for one of the credentials from the user

and tendering that credential to an entity capable of authenticating the

user using that credential. 7. The media of claim 1, further comprising

enabling selection of 30 the credential. 18 S. The media of claim 1,

wherein the &ct of ©oeiving it ¢equesiusepedadaield prnedia thevaat)ofomputer-

com T RS o Ty A Rb LS ReGSdiig et pputing device

thereratis, thdneprepecutp d dyice corpptiing deviceproprisethe computing
device to perform acts comprising: receiving sets of information fromtwo
or more credefEiAPIRIBRSE GriS Sy of @ifdrhiaivsm ateo drten e giedentials

two Oéﬁ'&oﬁ%ﬁf‘?ﬂﬂﬂ ?ésemgéltlé%ﬁ@é}gntlals capable of authenticating

users; 10 tailoring a graphical user interface to the sets of information

associated Wbl v @igmesetsradentirlsaand perseating the graphical
user interface, the graphical user interface enabling selection of at least

one of the tweoabédgriddmidionhe amnealisheintiedto Ofovbeeeir e @etiehtials, the
recelvm%seF o 15 nfo ma‘u}p rises re uestlng sets of information

from Ereédshtist Bro%ggrsleaﬁd%uggﬁrﬁ'ga%nr%é%'%P fofmat. 11. The media of
claim 9, wheyein the;act of (Reeiying, 56tS Ofyherein at least one of the multiple

credentials comprises a biometric type of credential.

3. The media of claim 1, wherein the act of receiving the request
comprises receiving the request from an operating system of the computing
device, the operating system's request made in order to determine whether

or not to log the user onto the operating system.

4, The media of claim 1, wherein the user is logged onto an
operating system of the computing device and the act of receiving the
request comprises receiving the request from controlled-access software, the
controlled-access software's request made in order to determine whether or

not to permit a currently prohibited task.

5. The media of claim 1, wherein the act of enabling submission
comprises presenting a graphical user interface tailored to the multiple sets

of credential information.

6. The media of claim 1, further comprising receiving submission
of the authenticator for one of the credentials from the user and tendering
that credential to an entity capable of authenticating the user using that

credential.

7. The media of claim 1, further comprising enabling selection of

the credential.
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nformation comprises receiving a set of information associated with one of
the credentials, this set of information indicating that enabling submission
of 20 an authenticator for that credential requires a data-entry field and
textual nstructions. 12. The media of claim 11, wherein the act of tailoring
the graphical user interface to the sets of information comprises adding

the data-entyy fieldTaadibgitestuahinsirugiiensid d 3cT Beradiaef #laifaquest

9, wherein the act of tailoring the graphical user interface is performed

witholt the' &R it dfor EorAptistg Sl s ion WiRJBosRds ©f credential
accessfoiibatang scrolling instructions. 14. The media of claim 9, wherein

one of the credentials requires two or more authenticators and further
comprising énablin@sabaorissioreottep8t:autiaeiatitatongdiecéisingg computer-
ssubmission of the lthentoators. and pagkaging dhe, 49 submitied ng device,
authentlca ors Wﬁﬁ thedradentia requnrmg e au henticators “effdtiveds
enableaasthérdi catiopuoihth € evedterttipe ridrnT hetmedmfstaym 9, further
comprising, prior to the act of tailoring the graphical user interface,

receiving a r@§ea4nEbSELRIE Mticaraadion {iosh e PefAsstGEskvEd pomiaers, the
operaliyg sy SRIMAADR SmRYG daHiCe!Gd B MEUR AEAIMIE: cach of the
further comprising, responsive to receiving a selection of one of the
credefifaleN BisripRPHE &) i s B NideRlIREe RS to enable submission of

an authenticator for the selected credential. 17. One or more

10 computer-re@d8HiiImadia RRUIRE cHrutieireadRniBsnstRistighs nformation

15

20

25

30

therepstratiatdieniexeceterblyr acomprinehdedcangause the computing
device to perform acts comprising: presenting, responsive to receiving a

first set of inmasﬂﬁtimgfrtdm grﬁpﬂtimttm‘eu:rmﬂeﬁﬁabptbei@mm:smer interface
araphical ey Injerface gispiavng sk 3pL gf stedepigigusable to

authentlcate user and ase ont e first seto nformation; and
10. The media of claim 9, wherein the act of receiving sets of

information comprises requesting sets of information from credential

providers and having a particular format.

11. The media of claim 9, wherein the act of receiving sets of
information comprises receiving a set of information associated with one of
the credentials, this set of information indicating that enabling submission of
an authenticator for that credential requires a data-entry field and textual

instructions.

12.  The media of claim 11, wherein the act of tailoring the graphical
user interface to the sets of information comprises adding the data-entry field

and the textual instructions.

13. The media of claim 9, wherein the act of tailoring the graphical
user interface is performed without the sets of information comprising

localization, keyboard accessibility, and scrolling instructions.

14. The media of claim 9, wherein one of the credentials requires two
or more authenticators and further comprising enabling submission of the

authenticators, receiving submission of the authenticators, and packaging the
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presenting, responsive to receiving a second set of information from a
second set of credential providers, a second graphical user interface
displaying a second set of credentials usable to authenticate the user and
based on the second set of information. 20 wherein the first graphical user
interface and the second graphical user nterface are different if the first

set okintermation andrtheseeondipetaf N@Hé\@t‘iiﬂnréfﬁjﬁllﬁ difteramitdBicators
The media of claim 1 i, wherein the first ?raphmal user interface and the

secoridl @?Hﬁﬁ.&éﬁﬁ?@#%ﬁéﬂé%@'&?é‘%tﬂ
to submit an utheq.tncator 819 Th ié ]%r laim 18, further com {ISI
tendering a credentla‘? 49561 ha

user taiamiegtitye cappbleadfimathentdatieg rteedalmegemtlahueetacedemmitlcate a
comprlsm the sub tted au ntlcator and he act ften r|n effectt ve

to permef the useuruﬁ?}t

authenticategghe cygglentiati2Q,20:1Qne oF MER&OH F@dapsl@ponswe to
media having computer- readable instructions therein that, when executed

by a EBARNitIEgRdeRIetliathase fite Woifp WifgaikiAts @itpéﬁ@rt’ﬁ%@phlcal user
ComPHSARiCe s B IBUIRIS St of ehdEHIARIRETRH oA Qb B Eredential

credentials 5 and from multiple credential providers, each set of

credential infgrmationdo oenaldle:tailaripatef-aceeriior qﬁ@@i@ﬂ#&vﬁigﬁ@ﬁmputer-
interface to present one of the multiple credentials and to speC|

10 pcceEaB RS 1OPE IBFIRD LR RIRPILECRoRteRLPUIng device,

receiyagse gauastisuadthesticatecpiges hlpte semipadig multiple
credentials on the graphical user interface, the graphical user interface

including a qoeespomglingsporondtr sschvolgreefimsidgp e oriederatiels thah a first
IS ta"Sé‘? fbﬁga%n |t8r Fo%:rgr%dfﬁg Slré?)%) Fﬁ'é)enr’ln?gﬁace displaying a first set

égﬁﬁféjspgﬁhbhng the 25 user

TR & SRRSO SIS by tHe act of

e|ve om an o

e R el s rPt%e 16 GRInpUting device.

of credentials usable to authenticate a user and based on the first set of

information; and

presenting, responsive to receiving a second set of information from a
second set of credential providers, a second graphical user interface
displaying a second set of credentials usable to authenticate the user and

based on the second set of information,

wherein the first graphical user interface and the second graphical user
interface are different if the first set of information and the second set of

information are also different.

18.  The media of claim 17, wherein the first graphical user interface
and the second graphical user interface are both capable of enabling the

user to submit an authenticator.

19. The media of claim 18, further comprising tendering a
credential associated with an authenticator submitted by the user to an entity
capable of authenticating that credential, the credential comprising the
submitted authenticator and the act of tendering effective to permit the user

to log on to an operating system if the entity authenticates the credential.

20



5

10

15

20

25

30

receiving an authenticator specified by one of the multiple credentials 15
that is of the acceptable credential type. the authenticator for
authenticating the user. 21. The media of claim 20, wherein at least one
of the multiple credentials comprises a biometric type of credential. 22.
The media of claim 20, wherein the act of receiving the request 20

comprises regeiving e raxeseirephaiu epe@dingoiysieetrf theving computer-
computing device, the operating system's request made in order to

deterFRPRARICIRET USHIRBE EBIFIRC URkVIME (REESHER diYy 3y<ReHUsaY device,

The ragdizeahelaismadinereincthe ysardsripaeedceni ingperating
system of the computing device and the act of receiving the 25 request
comprises reeednmgotheurojeesitfroht cardrdiie dhémcessosoitwanaifie credentials

contralledhacess Ralare s redues mads in rderto deiermne MREtheL on (o
or not1o permma c rrent‘?y pro iited Ak 24 The media of dlaim 8
whereinabie satepigliéacpedeotiall typeapictad es @nateffadh uontr ééemetrie, of the
a retina biometric, a vojce recognizer. a_30 password, and a smart card.
o1 o S e R TR D RITBE 6 e one
autherttiteton albigltherederdfaise multiple credentials to an entity capable
of authenticating the user using that credential. 26. The media of claim
20, further ctApNEMTrEBNAGY 1 SeTdait bR oI5 6f the multiple
credentials presented on the r_ai)hical user interface. 2i. The media of

o \Hﬁ&'@

claim 20, wHSRSRTHBS GiRLPRRTHEGRIeB S RIS Wridr iatace. the

act ofgieggivaouseitiple satseoheredential ddioenetianindgSpEaefdneigch of the
computer-readable media ha\_/inél computer- 10 readable instructions

there MR ABACIR LS RUSTRARARs Aands SehabeareRdal ipgation:

devicgrig perform acts comprising:

receiving an authenticator specified by one of the multiple credentials
that is of the acceptable credential type, the authenticator for authenticating

the user.

21. The media of claim 20, wherein at least one of the multiple

credentials comprises a biometric type of credential.

22.  The media of claim 20, wherein the act of receiving the request
comprises receiving the request from an operating system of the computing
device, the operating system's request made in order to determine whether

or not to log the user onto the operating system.

23. The media of claim 20, wherein the user is logged onto an
operating system of the computing device and the act of receiving the
request comprises receiving the request from controlled-access software, the
controlled-access software's request made in order to determine whether or

not to permit a currently prohibited task.

24.  The media of claim 20, wherein the acceptable credential type
includes one of a thumb biometric, a retina biometric, a voice recognizer, a

password, and a smart card.
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gathering sets of information associated with two or more credentials,
each of the credentials capable of authenticating users, the sets of
nformation associated with the each of the credentials including
instructions 15 for submitting an authenticator for each of the credentials
to an authenticating entity; tailoring a graphical user interface to display

the sets of infgrmatip mﬁﬁﬁiﬂiﬁdlwﬁhﬂ)efm@( FaaiprespReRiRlsiing received
presentlng the graphical user interface, the raphical user interface 20

enabfMEAILERBH B4 1aa o6 Shend i Eretriraials fa FBciigapable of

least ang anticenfieaios seeifiethyraednsiatgiigns for one of the
credentials, the authenticator for authenticating the user. 29. The media of

claim 28, wtggein tmb@meﬂigamdeiing 2esuoth efaonabios rcprepasésg a selection

s'ae g oSty IATEan ot sledental 25 cers SN0 R errace
partlcular orm e me claim ereln ering

sets of ”forﬁ‘?“onfﬁér\%%‘?é 6?8%[‘(%99(?%8@[?{%@QEPBff@E@lr(]Mg%e request

more credential providers. 31. The media of claim 28, wherein t
gathe'ﬁnQ%fé@ﬁfﬁﬁfBOOHerﬁ@tlﬁwc@ﬁ{p@éeéﬁggth@@n@wE@ﬂ%f%@F@rrﬁéﬂ@f@dent'a'
assogjated,with-one of 22 the credentials, this set of information indicating

that enabling submission of the authenticator for that credential requires a

data-entry fiell anddgxtusd mstrecionspladierpaespniedeaia aiapiigatomputer-
user interface. 32. The media of claim 31, wherein the act of tailoring the

10grapHfRafi P |fs S HHETHES (BHe'Ltiabr WRGHBRTHRBYs SHBIN e vice,

data-eatrydigld anfhergxivaidastyetiansiadhie aiaphisalgiser interface.
33. The media of claim 28, wherein the act of tailoring the graphical user

interface is petioeneglseithotitioeset® ofdssocrragdmabrpasingiore credentials,

ocallz qn cl)(f9 XRga gﬁtsgfg '“@ép%%ﬁjescorp ”'QﬁHgﬁ{rgg{lﬁg users, the sets of

information associated with the each of the credentials including instructions

for submitting an authenticator for each of the credentials to an authenticating
entity;

tailoring a graphical user interface to display the sets of information

associated with the two or more credentials;

presenting the graphical user interface, the graphical user interface

enabling selection of at least one of the two credentials; and

receiving at least one authenticator specified by the instructions for

one of the credentials, the authenticator for authenticating the user.

29. The media of claim 28, wherein the act of gathering sets of
information comprises requesting sets of information from credential

providers and having a particular format.

30. The media of claim 28, wherein the act of gathering sets of
information comprises receiving sets of information from two or more

credential providers.

31. The media of claim 28, wherein the act of gathering sets of

information comprises gathering a set of information associated with one of
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10 34. The media of claim 28, wherein one of the credentials requires two
or more authenticators; and further comprising: enabling submission of the
authenticators, receiving submission of the authenticators, 15 packaging
the submitted authenticators with the credential requiring the
authenticators effective to enable authentication of the credential, and

permitingra yseiides |9Bi 9B 8 vRerMINEHSY IR aY W) efa@BnaBihe igatSsion of
entity authenticates the two or more authenticators. 20 35. The media of

claimD8, AHHIRHSEHB S S PHRHE LI B SRR IR IACHP RIS fRd textual

interfgegrliegehdne adasideshte duthenticaiBicalusss thesregiest received
from an operating system of the computing device. 36. The media of

claim 28, furd2er cohhgrisiagjaresplansidé to/heceinitige asedé it iof one giaphical
the credentials alterir{ the graphical user 25 nterface t8

nahle .
5 USEer Interfacet € Sefs ot Information CoOmprises f]el Pr@data-entr field
submission c% an au(t)nentlca or for ﬁ1e se%cfcedncpre éntal. %gi ne or y

15

20

25

30

more auiripetéxxtead aide unedis Having g@apputErreadaldefatstructions
therein that, when executed by a computing device, cause the computing

device to pefdrm &J@@Wigfr@aim@s%whgcaiéép@rmt/@f@iﬂ@tieg/_ﬁh@ graphical
first SeLof ipfRiRAONSTRRB sl 3RiERAf gredential pravidatsadb A omprising
portion of a graphical user interface that is 23 tailored based on the first

set of d&RIFRARON k6 hepIs) ac irsisdetivf cred setialkn @i gabiie gyons.

authenticate a user; zresent_inggresponsive to receiving a second set of

information f4m a SAOMRAR FlaigyéRudiNSAYRRS A LaeGersatiR wavires

the graphigahdserabthiatiasethadigitailored based on the second set of
information to display a second set of credentials usable to authenticate

the user, whierge thwe firstisgtg of credentials and the second set of

credentials are of different types;
enabling submission of the authenticators,

receiving submission of the authenticators,

packaging the submitted authenticators with the credential
requiring the authenticators effective to enable authentication of the

credential, and

permitting a user to log onto an operating system when an

authenticating entity authenticates the two or more authenticators.

35. The media of claim 28, further comprising, prior to the act of
tailoring the graphical user interface, receiving a request to authenticate a

user, the request received from an operating system of the computing device.

36. The media of claim 28, further comprising, responsive to
receiving a selection of one of the credentials, altering the graphical user

interface to enable submission of an authenticator for the selected credential.

37. One or more computer-readable media having computer-
readable instructions therein that, when executed by a computing device,

cause the computing device to perform acts comprising:

presenting, responsive to receiving a first set of information from a first
set of credential providers, a first portion of a graphical user interface that is
23
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receiving an authenticator specified by the first set of information of the
first set of credentials or the second set of information of the second set
10 of credentials, the authenticator for authenticating the user; and
packaging the authenticator into an eXtensible Markup Language (XML)
package for transmission to an authenticating entity, the XML package

defining dhecohasagterishesieitibe: avthrteaion @idhaymetia ebckiifledentials

37, wherein the first graphical user interface 15 and the second graphical

user iMtBRSCE AEBBIHICAlSBIESSY enabling the user to submit an

authenticator.rggér;l'lhne rrgedi%rqf i(\:/Iair61r38 E\L}Irr'%her corré%rfijssiré (]:-r 0irtrtTi]n i(t)rﬁ om a
user to log 8n tso aﬁ o%e?g’t?ng %ysetém ?Tc%e agtﬁgﬁﬁ ating’en |{)1/

authesematesstbieofutbdnticatqrr@4ders, a second portion of the graphical user
interface that is tailored based on the second set of information to display a
second set of credentials usable to authenticate the user, wherein the first set

of credentials and the second set of credentials are of different types;

receiving an authenticator specified by the first set of information of
the first set of credentials or the second set of information of the second set

of credentials, the authenticator for authenticating the user; and

packaging the authenticator into an eXtensible Markup Language
(XML) package for transmission to an authenticating entity, the XML package

defining the characteristics of the authenticator.

38.  The media of claim 37, wherein the first graphical user interface
and the second graphical user interface are both capable of enabling the

user to submit an authenticator.

39. The media of claim 38, further comprising permitting the user to
log on to an operating system if the authenticating entity authenticates the

authenticator.
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