
WO 2006/115518 PCT/US2005/026853  CREDENTIAL INTERFACE
TECHNICAL FIELD  z 3 This invention relates to user interfaces used to
authenticate a person's identity.  4 BACKGROUND  s Credentials may be
used to determine whether or not persons are who they say  6 they are.
Assume, for instance, that a man walks up to a bank teller and says his
name  is "J. Warren Smalley" and that he would like to withdraw two
hundred dollars from a  s 9 checking account held by J. Warren Smalley.
The bank teller may use a credential to  determine if this man really is J.
Warren Smalley. Banks often use documentary  to II credentials, like a
passport or drivers license having a photo and name. If this man  12 looks
like the man pictured on the document and the document says that the
picture is  13 of J. Warren Smalley, the bank may authenticate that this
man really is J. Warren  Smalley. la  15 The bank may also use other
types of credentials, like a secret or something  16 unique to a particular
person. The bank may authenticate that this man is J. Warren  17 Smalley
if they have a record showing J. Warren Smalley's signature-something  is
unique to J. Warren Smalley-and this man's signature matches the
signature on the  19 record. The bank may also authenticate this man with
a secret, like a password. Thus,  20 if this man submits to the bank teller a
personal identification number (PIN) matching  21 the PIN for J. Warren
Smalley, the bank may authenticate that this man is who he says  he is. 



22  23 Computers also interact with people to identify them, often using a
24 name/password pair as their primary credential to do so. Many
computer operating  25 systems, for instance, require a user to submit a
password for authentication. To enable this interaction, the operating
system may present a graphical user interface. This  interface may show
accounts associated with various users, enable the person to select  1
WO 21)1)6/115518 PCT/US211115 /112 6 8 5 3 one of these accounts,
and enable entry of a password for the selected account. The  2 operating
system may then receive an entered password and authenticate that this
3 password identifies a user associated with the selected account. The
operating system  a may then log that person on, permit a certain action,
or the like. 5 This graphical user interface, however, often enables only a
single credential  6 type-a username and password-by which a user may
be authenticated. This can be a  7 problem if other credential types are
desired or later developed. If some company  s develops a credential type
that is superior to or at least useful in conjunction with a  9
username/password credential, the company may have to create a new
graphical user  10 interface to enable use of this credential type. Assume
the company develops a type of  11 credential based on a person's thumb
print. The company may sell scanners that scan  12 people's thumbs and
software capable of authenticating that a scanned thumb matches a  13
particular person. To enable computers to use this credential however, the
company  14 may have to write a new user interface replacing
password-based ones often used by  is computers. This new user
interface may take many weeks or months for skilled  16 programmers to
design. 17 Also, even if a company designs this new user interface,
another company may  18 come along with another credential type, such
as a retina-based credential. In this case,  19 the retina-scanning
company may need to create another user interface for computers to  20
use its retina-based credential. And this user interface may not be able to
handle a  21 thumb-print-based credential. If a corporation or the
government wants to authenticate  



22 a person with a password, a thumb print, and a retina scan, it may not
be able to do so  23 without creating yet another user interface costing
even more time and effort. 24  25  2 WO 21)1)6/115518 PCT/US211115
/112 6 8 5 3  1 SUMMARY 2 Systems and/or methods ("tools") are
described that enable credential  3 presentation and/or gathering. In some
embodiments the tools build a graphical  4 credential interface enabling a
user to choose between and/or submit multiple types of  5 credentials.
The tools may also, in another embodiment, gather credentials of arbitrary
6 types and build a user interface for submission of these arbitrary types
of credentials. 7 s BRIEF DESCRIPTION OF THE DRAWINGS 9 Fig. 1
illustrates an exemplary operating environment in which various  to
embodiments can operate. 11 Fig. 2 is an exemplary flow diagram for
building a credential user interface  12 enabling a user to logon to an
operating system. 13 Fig. 3 illustrates an exemplary graphical user
interface having three selectable  14 types of credentials. 15 Fig. 4
illustrates an exemplary graphical user interface tailored to submission of
16 a thumb credential. 17 Fig. 5 is an exemplary process for gathering a
credential using a credential user  18 interface. 19 Fig. 6 illustrates an
exemplary graphical user interface tailored to submission of  20 a
password credential. 21 The same numbers are used throughout the
disclosure and figures to reference  22 like components and features. 23 



24  25 3 WO 21)1)6/115518 PCT/US211115/1)26853  DETAILED
DESCRIPTION 2 Overview 3 The following disclosure describes one or
more tools enabling a credential  4 interface. In one embodiment, the tools
create a credential interface enabling a user to  s choose between and/or
submit multiple types of credentials. This may aid users in that  6 a user
may choose to submit a thumb-print authenticator for a credential instead
of a  7 password authenticator for a name/password credential, such as if
the user has forgotten  8 his or her password. It may also enable a greater
degree of confidence that a user is  9 correctly identified by enabling a
user to submit multiple authenticators, like a  10 password and a retina
scan. 11 In another embodiment, the tools gather information about
arbitrary types of  12 credentials and build a user interface for submission
of authenticators for these arbitrary  13 types of credentials. By so doing,
credential providers may forgo building a user  14 interface for their
credential, potentially saving them significant time and effort. 15  16
Exemplary Operating Environment 17 Before describing the tools in detail,
the following discussion of an exemplary  1s operating environment is
provided to assist the reader in understanding where and how  19 the
tools may be employed. The description provided below constitutes but
one  20 example and is not intended to limit application of the tools to any
one particular  21 operating environment. 22 Figure 1 illustrates one such
operating environment generally at 100 comprising  23 a computer 102
having one or more processor(s) 104 and computer-readable media  24
106. The processor(s) are capable of accessing and/or executing the
computer-readable  25 media. The computer-readable media comprises
an operating system 108, 



authentication requester 110, credential application 112 having a
credential user  4 WO 21)1)6/115518 PCT/US211115 /112 6 8 5 3 1
interface 114, a first credential provider 116, a second credential provider
118, a third  2 credential provider 120, and an authenticating module 122.
3 Authentication requester 110 may comprise software, an applet, a
module, or  4 other entity that is capable of requesting authentication of a
person. The requester may  s be part of or comprise security portions or
programs of the operating system,  6 controlled-access software, such as
parental-control software, and the like. 7 Credential application 112
enables credential user interface 114. The credential  s application may
build or tailor the credential user interface, in some cases by gathering  9
credentials of arbitrary types and from arbitrary sources, like first, second,
and third  1o credential providers 116, 118, and 120. The credential user
interface may also be built  11 to enable a user to select and submit
authenticators for one credential or several. 12 The credential providers
provide information about their credentials. In one  13 embodiment the
credential providers provide information about their credentials and  14
basic information about what, in a user interface, the credential provider
prefers. This  1s may comprise information indicating a preference for a
data-entry field along with text  16 explaining their credential, how the field
should be presented in the user interface, and  ,7 the like. In an
embodiment described below, the first credential provider is integral or  1s
associated with operating system 108 and comprises a name/password
credential. 19 Authenticating module 122 may be integral with or separate
from each of the  20 credential providers. There may be multiple
authenticating modules, such as one for  21 each credential provider, or
one authenticating module. The authenticating module is  22 capable of
determining whether or not a credential's authenticator submitted through
23 the credential user interface authenticates a particular identity or
account associated  24 with the credential. How it does so may be
dictated by the credential provider for the  25 submitted credential or
otherwise. 5 



WO 21)1)6/115518 PCT/US211115 /112 6 8 5 3  Various embodiments of
these elements of computer 102, and particularly how 2 these elements
act and interact to perform an exemplary process and produce an  3
exemplary user interface, are set forth in greater detail below. 4 Logging
Onto an Operating System 6 There are many instances where a
computing device may be used to authenticate  a person with a credential.
One of these cases is logging a person onto a computer's  s operating
system. The following discussion describes exemplary ways in which  9
elements of operating environment 100 enable a person to log on to
computer 102's  to operating system 108 with one or more credentials.
This discussion is not intended to  11 limit the scope or applicability of the
tools to logging a person onto an operating  12 system. 13 Referring to
Figure 2, an exemplary flow diagram 200 for enabling a user to log  14 on
to an operating system is shown. Flow diagram 200 illustrates a set of
actions by,  is and accompanying communications between, elements of
the environment 100 and a  16 user 202-here the elements shown are
operating system 108, authentication requester  17 110, credential
application 112, credential user interface 114, credential providers 116,  is
118, and 120, and authenticating module 122. The actions and
accompanying  19 communications are marked with arrows. The flow
diagram is oriented showing  20 computer element actions and user
actions, communication between the computer and  21 the user
represented by lines passing through a dashed line separating the two.
This  22 flow diagram may be implemented in any suitable hardware,
software, firmware, or  23 combination thereof. In the case of software and
firmware, this diagram represents sets  24 of operations implemented as
computer-executable instructions (except those of the  25 User) 6 WO
21)1)6/115518 PCT/US211115 /112 6 8 5 3 1 At arrow 1, user 202 turns
computer 102 on or otherwise indicates a desire to log  



2 on to operating system 108. On receipt of this indication, the operating
system  3 requests, directly or indirectly, that user 202 be authenticated,
resulting in  4 communication with the credential application at arrow 2 to
gather an appropriate  s credential for authentication. In some cases the
operating system is not the  6 authentication requester, such as when a
user is already logged in and authentication is  7 requested by
parental-control software. In the illustrated embodiment, however, the  s
operating system is also the authentication requester, shown with the
boxes of the  9 operating system and the authentication requester
overlapping. 10 At arrow 3, credential application 112 receives credential
information from one  11 or more credential providers. Here first, second,
and third credential providers 116,  12 118, and 120 are previously
registered with the credential application. The credential  13 application
may have previously received the credential information or may request
and  14 receive it at this point. The credential application submits the
credential information to  ,5 credential user interface 114 through a
pre-defined API. 16 The credential information comprises information
about the credential and  17 information sufficient for credential
application 112 to build or tailor a user interface to  is enable a user to
select and submit a credential for the selected type (or a selected  19
provider and type if one type has multiple providers). 20 In the illustrated
embodiment, first credential provider 116 comprises a  21 password-type
of credential. The provider 116 is code or a database associated with or
22 integral with operating system 108. The credential information for the
password  23 credential comprises: a list of field types necessary to
render the credential in the user  24 interface (such as a static text field
type for the user name and an edit box field type for  25 the password);
the state of each field (such as hidden, read-only, disabled, focused); an
accessibility label for each field; and data associated with the field. 7 WO
21)1)6/115518 PCT/US211115 /112 6 8 5 3 This credential information
indicates that the following text (but not the shape,  2 color, or size of the
text) should be presented to the user: 



3 4 Authenticate With Password?  s 6 The credential information also
indicates that text and a data-entry field should  7 be displayed if the
password credential is selected, such as a data-entry field along with  s
the following text: 9 Submit Password and Press Enter.  u 12 Second
credential provider 118 comprises a thumb-print-type of credential. The
13 provider 118 sends credential information to the credential application
sufficient for the  14 credential application to build a user interface
enabling a user to submit this biometric- is type credential. Here the
credential information comprises credential data and  16 credential
viewing data. The viewing data comprises an indication that the following
17 text should be presented to a user for the user to select this credential:
18  19 Authenticate With Thumb Scan?  20 21 And the name of the
credential provider:  22 23 Acme Biometrics  24 25 The viewing data also
comprises text to be displayed if the thumb scan is  selected: 8 WO
21)1)6/115518 PCT/US211115 /112 6 8 5 3 2 Place Right Thumb on
Thumb Reader, Hold For At Least One  3 Second. 4  



s Third credential provider 120 comprises a voice-recognition-type of
credential.  6 Provider 120 sends credential information sufficient for the
credential application to  7 enable receipt of a voice credential. The
credential information also comprises an  8 indication that the following
text should be presented to a user for the user to select this  9 credential:
10 " Authenticate With Voice Scan? 12 And the name of the credential
provider:  13 14 Advanced Audio Recognition  15 16 This information also
comprises other text to be displayed if the voice credential  17 is selected:
18 19 Please Say the Following Into Your Computer's Microphone:  20
"One, Two, Buckle My Shoe." 21  22 At arrow 4, credential application 112
builds and/or tailors a credential-gathering  23 user interface based on the
credential information. Here the credential application  24 tailors the
credential user interface to present the three credentials mentioned
above. 25 At arrow 5, credential user interface 114 displays selectable
credentials to user  202. The credential user interface may display the
credentials and enable the user to  9 WO 21)1)6/115518 PCT/US211115
/112 6 8 5 3 i select them directly, such as by clicking on the text or
accompanying graphic or  2 indirectly by submitting an authenticator for a
credential. 3 Referring to Figure 3, a logon credential interface 302 is
shown. The logon  4 credential interface presents three types of
credentials and enables the user to select one  s of these three. The first
is a name/password credential, shown at 304, the second is a  



6 thumb credential shown at 306 (comprising an identifier for a user or
account and a  7 thumb-scan authenticator), and the third is a
voice-recognition credential shown at 308  8 (comprising an identifier for a
user or account and a voice-recognition authenticator). 9 The logon
credential interface is tailored to the credential providers from which  to
credential information was received. In this embodiment, the phrases
"Authenticate  I With Password", "Authenticate With Thumb Scan?",
"Acme Biometrics",  12 "Authenticate With Voice Scan", and "Advanced
Audio Recognition" were built into.  13 the interface. Each of these
credential options is also shown with an optional graphic.  14 Here the
graphics are selected by the credential providers from a pre-built library
1s accessible by the credential provider. 16 At arrow 6, user 202 selects
one of the credentials. In some embodiments, the  17 user may select a
credential that is built from multiple authenticator types (e.g., the  1s
selected credential requires both a password and a thumbprint scan)
instead of a single  19 one. In the illustrated embodiment, the user selects
one of the credentials, here thumb  20 credential 306. Also at arrow 6, the
credential user interface receives the user's  21 selection. 22 At arrow 7,
credential user interface 114 enables submission of an authenticator.  23
In some cases the credential user interface does so by presenting a
data-entry field for  24 submission of an authenticator associated with the
credential, such as a password or the  25 like. In other cases a data-entry
field or graphical user interface is not used. 10 WO 21)1)6/115518
PCT/US211115 /112 6 8 5 3  Referring to Figure 4, a logon credential
interface 402 tailored to submission of 2 an authenticator of a thumb
credential is shown. The credential interface comprises  3 instructions 404
for the user. Here they are based on the credential information  4 received
at arrow 3 above. These instructions inform the user that to submit the
thumb  s authenticator, the user must "Place Right Thumb On Thumb
Reader, Hold For At Least  6 One Second." The thumb reader comprises
hardware and/or software capable of  7 receiving the thumb authenticator,
here a biometric scanning device. 



8 Also at arrow 7, credential user interface 114 receives submission of the
thumb  9 authenticator from user 202. to At arrow 8, on receipt of this
authenticator, the credential user interface may  11 forward an
authenticator and identifier for the credential (here the submitted  12
authenticator and an identifier associated with the credential, such as an
account name)  13 to the appropriate credential provider (here second
credential provider 118). The  14 credential user interface may forward
this data directly to the credential provider or  is through credential
application 112 (not shown). The credential provider may then  16
package the submitted authenticator with an identifier (both of which are
associated  17 with the credential) in a credential form understandable by
authenticating module 122.  is The authenticator may be packaged into a
particular type or form, such as eXtensible  19 Markup Language (XML),
that indicates the shape and other defining characteristics of  20 the
scanned thumb. 21 At arrow 9, the credential provider may package the
authenticator and identifier  22 and send this packaged credential to
authentication requester 110. It may be forwarded  23 from the credential
provider through credential application 112 (shown). In this case,  24 the
credential application receives the packaged credential and then sends it
on to the  25 authentication requestor. 11 WO 21)1)6/115518
PCT/US211115 /112 6 8 5 3 1 At arrow 10, authentication requestor 110
tenders the packaged credential to  2 authenticating module 122. Here the
authenticating module is one capable of  3 authenticating a credential of
the type sent from second credential provider 118. Also at  a arrow 10,
authenticating module 122 analyzes the received credential, authenticates
or  s fails to authenticate the credential, and communicates this
determination. It may  6 compare it to a database of credentials, match it
to a particular user (if possible), and  7 authenticate or refuse to
authenticate the submitted credential. If refused, the elements  s may
inform the user of the failure and provide help for the user. The ways in
which the  9 credential user interface informs the user and provides help
may also be by default or  



to tailored to the credential information received at arrow 3. 11 If the
authenticating module authenticates the submission, it communicates this
12 to authentication requester 110. In this illustrated embodiment, the
authentication  13 requester may communicate this directly to operating
system 108. 14 In response to receiving the authentication, operating
system 108 logs user 202  15 onto the operating system at arrow 11. 16
17 Enabling a Credential User Interface Is The above-described
exemplary flow diagram for logging a user onto an  19 operating system is
but one example of ways in which the tools enable computers to  20
authenticate users using credentials. The following process further
describes and  21 provides additional embodiments of the tools. 22
Referring to Figure 5, a process 500 for enabling a credential user
interface is  23 shown. This process may be implemented in any suitable
hardware, software,  24 firmware, or combination thereof. In the case of
software and firmware, this process  25 represents sets of operations
implemented as computer-executable instructions. 12 WO 21)1)6/115518
PCT/US211115 /112 6 8 5 3 1 At block 502, the tools receive credential
information. Credential information  2 may be received from multiple
credential providers and of multiple types. The  3 credential types may
comprise, for example, a thumb biometric, a retina biometric, a  a voice
recognizer, a password, and a smart card. The type and origin of the
credential  5 may be arbitrary, even an as-yet-unknown type or provider.
This ability helps permit  6 the tools to create an extensible user interface
for submission of credentials, which will  7 be discussed below. a The
credential information is of a type and format sufficient for the tools to  v
enable submission of an authenticator for the credential. The type and
format may be  10 publicly available, such as on a publicly accessible
website. This information may  11 contain, for instance, an indication that
certain types of data-entry fields are needed,  



12 questions or instructions that should be presented, graphics that
should be shown,  13 hardware or software protocols for receiving an
authenticator, and the like. A graphic  14 may be selected by the tools on
default or based on the credential information received.  15 When based
on credential information received, the graphic may comprise a company's
16 custom icon or an icon or graphic selected by the company from a
pre-built library  17 available to the provider and tools. is This information
may be provided by a credential provider with less effort and  19 greater
reliability than would often be the case were the credential provider to
instead  20 create its own user interface. The credential information may
also be of a type that does  21 not expose proprietary authentication
mechanisms and the like, as the tools do not  22 necessarily perform
authentication. The credential information may also, in one  23
embodiment, be of types and received in a manner as set forth in logon
flow diagram  24 200. 25 To receive the credential information, the tools
may search through a credential  registry for credential providers and ask
each for credential information. The credential  13 WO 21)1)6/115518
PCT/US211115 /112 6 8 5 3 1 information may be received in a single or
multiple steps, such as receiving credential  2 information sufficient to
present an option to a user and, if the user selects that  3 credential,
receiving additional credential information sufficient to enable submission
4 of an authenticator for the credential. s At block 504, the tools receive a
request to authenticate a user and/or gather one  6 or more credentials.
The tools may receive this request from an operating system, such  7 as
operating system 108 according to flow diagram 200. The tools may also
receive  s this request from controlled-access software or directly from a
user, such as when a  9 user wishes to switch accounts, perform an action
requiring authentication, and the like.  1o The tools may receive and
respond to various requesting entities residing throughout a  11
computer's systems or process flow, including those only operating after
the user has  12 logged on. 



13 At block 506, the tools enable a user to submit an authenticator and/or
select the  14 credential itself, such as by selecting an identity for a
credential. The tools may do so  1s through a graphic user interface or a
non-visual interface. 16 The credential application may build or tailor a
user interface sufficient for a  17 user to select a credential (e.g., select an
identity of the credential, such as by clicking  1s on a name or icon for the
credential) and submit an authenticator for a credential. The  19 credential
application may forgo significant visual customization to the credential
user  20 interface, however. By so doing, the user may view a consistent
appearance for each of  21 multiple credentials and credential providers.
Also by so doing, a small amount of  22 information may be received from
the credential providers. The credential information  23 may not need to
include information instructing the credential application about how  24
something needs to look given certain dots per inch (DPIs) on the
computer's display,  25 response protocols for WinLogon events,
localization, keyboard accessibility, scrolling, and the like. But the tools
build or tailor a user interface based in part on the credential  14 WO
21)1)6/115518 PCT/US211115 /112 6 8 5 3 1 information received; thus,
if the credential provider indicates that a data-entry field is  2 needed for
entry of a password, it may present this data-entry field. 3 For a non-visual
interface, the tools may enable a user to submit an authenticator  4 and
select a credential without visual prompting or instructions, such as by
enabling  s receipt of a thumb scan simply by a user placing his or her
thumb on a thumb scanner.  6 In this case the credential information may
comprise, for instance, questions or  7 instructions that should be audibly
generated through a computer's speaker system, a  s format of a
submitted authenticator of which to enable receipt (here data from a
thumb  9 scan in a format generated by a particular type of thumb
scanner), and hardware or  10 software protocols for receiving an
authenticator for a credential. 11 For graphical user interfaces, the tools
may build a user interface presentable on  12 a screen showing multiple
credentials and/or sources of credentials. One example of  13 this type of
user interface is that shown in Figure 3, where three credentials are  



14 presented. 1s Figure 6 shows a data-entry field 602 enabling
submission of a password  16 authenticator for a name/password
credential as part of a graphical user interface 604.  17 Here the password
authenticator may be used to authenticate that a user is "Abby  18
Salazar", has a right to use the account entitled "Abby Salazar", and
wishes to elevate  19 her rights in order to unblock a particular program.
Thus, the name/password credential  20 identified with the name "Abby
Salazar" may be authenticated with a submitted  21 password. 22 The
user interface may enable a user to select a single credential from multiple
23 credentials (e.g., Figures 3 and 4), submit a single authenticator (e.g.,
Figure 6), or  24 select a single credential composed from multiple
authenticators (thus requiring a user  25 to submit multiple authenticators).
In some cases, a user may submit an authenticator without a separate act
of selecting the credential having that authenticator, such as  15 WO
21)1)6/115518 PCT/US211115 /112 6 8 5 3 1 simply by placing his eye
next to a retina scanner without first selecting a retina  2 credential from a
list of credentials. An example of a user selecting a credential from  3
multiple credentials is described as part of flow diagram 200 and shown in
Figures 3  4 and 4. s At block 508, the tools receive submission of an
authenticator from a user. In  6 some embodiments the tools proceed
directly to block 512. In some other  7 embodiments, however, the tools
preliminarily check the authenticator submitted before  8 continuing
(following block 510). If the credential information indicated that a  9
password authenticator may not include spaces or mathematical symbols,
for instance,  1o the tools may check the submitted password for spaces
and mathematical symbols. If  11 none exist, the tools may proceed to
block 512. If any do, the tools may indicate that  12 the password
submitted is of an incorrect form. The tools may do so as indicated by the
13 credential information, such as with a statement "Spaces and
Mathematical Symbols  14 Are Not Permitted, Please Reenter Password"
or in a default manner, such as  



15 "Password Is Of Improper Form, Please Reenter." This preliminary
check may reduce  16 how much time and resources are needed to
authenticate a credential. For example, if a  17 user submits an
authenticator that will not be authentic and so must re-submit, the user  1s
may have to wait through two authentication processes. If, on the other
hand, a  19 submitted authenticator may be quickly determined to be
inauthentic due to format or  20 the like, performing one of the
authentication processes may be avoided by instructing  21 the user to
re-submit the authenticator. 22 At block 512, the tools tender the
credential associated with the submitted  23 authenticator for
authentication. The credential may be sent to separate authentication  24
software, such as is described in flow diagram 200. 25 The credential
tendered by the tools may enable other programs, such as a  program that
requested authentication of the user, to permit various actions like log a
16 WO 21)1)6/115518 PCT/US21)115/1)26853 1 user onto an operating
system, elevate the user's rights to permit a currently prohibited  2 task,
and the like. 3 Also, the tools may tailor a user interface differently at
different times. The user  a interface is, in at least this sense, flexible and
extensible. The tools may receive new  s credential information from new
providers, for instance. Responsive to this, the tools  6 tailor the user
interface to permit selection of and submission of authenticators for these
7 new credentials. Also, a credential provider may stop sending credential
information or  8 a system administrator may desire that the user interface
have fewer credentials. In  9 response to this change, the tools may alter
the user interface to cease displaying a  to credential. 11  12 Conclusion
13 Systems and/or methods are described that enable a credential
interface. This  14 credential interface may enable credential providers to
forgo building a user interface  is for their credentials, potentially saving
them significant time and effort. Although the  



16 invention has been described in language specific to structural features
and/or  17 methodological steps, it is to be understood that the invention
defined in the appended  18 claims is not necessarily limited to the
specific features or steps described. Rather, the  19 specific features and
steps are disclosed as preferred forms of implementing the claimed  20
invention. 21 22  23  24 25 17 CLAIMS  1. One or more
computer-readable media having computer readable instructions therein
that, when executed by a computing device,  5 cause the computing
device to perform acts comprising: receiving multiple sets of credential
information for multiple credentials  and from multiple credential providers;
receiving a request to authenticate a user; and enabling submission of an
authenticator for one of the credentials, the  10 authenticator capable of
authenticating the user. 2. The media of claim 1, wherein at least one of
the multiple  credentials comprises a biometric type of credential. 3. The
media of claim 1, wherein the act of receiving the request  comprises
receiving the request from an operating system of the computing  15
device, the operating system's request made in order to determine
whether  or not to log the user onto the operating system. 4. The media of
claim 1, wherein the user is logged onto an  operating system of the
computing device and the act of receiving the  request comprises
receiving the request from controlled-access software, the 
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CLAIMS  

 

1.  One or more computer-readable media having computer-

readable instructions therein that, when executed by a computing device, 

cause the computing device to perform acts comprising:  5 

receiving multiple sets of credential information for multiple credentials 

and from multiple credential providers;  

receiving a request to authenticate a user; and  

enabling submission of an authenticator for one of the credentials, the 

authenticator capable of authenticating the user. 10 

2.  The media of claim 1, wherein at least one of the multiple 

credentials comprises a biometric type of credential. 

3.  The media of claim 1, wherein the act of receiving the request 

comprises receiving the request from an operating system of the computing 

device, the operating system's request made in order to determine whether 15 

or not to log the user onto the operating system. 

 4.  The media of claim 1, wherein the user is logged onto an 

operating system of the computing device and the act of receiving the 

request comprises receiving the request from controlled-access software, the 

controlled-access software's request made in order to determine whether or 20 

not to permit a currently prohibited task.  

 5.  The media of claim 1, wherein the act of enabling submission 

comprises presenting a graphical user interface tailored to the multiple sets 

of credential information. 

 6.  The media of claim 1, further comprising receiving submission 25 

of the authenticator for one of the credentials from the user and tendering 

that credential to an entity capable of authenticating the user using that 

credential. 

7.  The media of claim 1, further comprising enabling selection of 

the credential. 30 

20 controlled-access software's request made in order to determine
whether or  not to permit a currently prohibited task. 5. The media of claim
1, wherein the act of enabling submission  comprises presenting a
graphical user interface tailored to the multiple sets  of credential
information. 25 6. The media of claim 1, further comprising receiving
submission  of the authenticator for one of the credentials from the user
and tendering  that credential to an entity capable of authenticating the
user using that  credential. 7. The media of claim 1, further comprising
enabling selection of  30 the credential. 18 S. The media of claim 1,
wherein the act of receiving the request  s performed prior to the act of
receiving multiple sets of credential  information. 9. One or more
computer-readable media having computer- 5 readable instructions
therein that, when executed by a computing device,  cause the computing
device to perform acts comprising: receiving sets of information from two
or more credential providers, the  sets of information associated with the
two or more credentials, each of the  credentials capable of authenticating
users; 10 tailoring a graphical user interface to the sets of information
associated with the two or more credentials; and presenting the graphical
user interface, the graphical user interface  enabling selection of at least
one of the two credentials. 10. The media of claim 9, wherein the act of
receiving sets of  15 nformation comprises requesting sets of information
from credential  providers and having a particular format. 11. The media of
claim 9, wherein the act of receiving sets of  
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 8.  The media of claim 1, wherein the act of receiving the request 

is performed prior to the act of receiving multiple sets of credential 

information. 

 9.  One or more computer-readable media having computer-

readable instructions therein that, when executed by a computing device, 5 

cause the computing device to perform acts comprising: 

receiving sets of information from two or more credential providers, the 

sets of information associated with the two or more credentials, each of the 

credentials capable of authenticating users;  

tailoring a graphical user interface to the sets of information 10 

associated with the two or more credentials; and  

presenting the graphical user interface, the graphical user interface 

enabling selection of at least one of the two credentials. 

10.  The media of claim 9, wherein the act of receiving sets of 

information comprises requesting sets of information from credential 15 

providers and having a particular format. 

 11.  The media of claim 9, wherein the act of receiving sets of 

information comprises receiving a set of information associated with one of 

the credentials, this set of information indicating that enabling submission of 

an authenticator for that credential requires a data-entry field and textual 20 

instructions. 

 12.  The media of claim 11, wherein the act of tailoring the graphical 

user interface to the sets of information comprises adding the data-entry field 

and the textual instructions. 

 13.  The media of claim 9, wherein the act of tailoring the graphical 25 

user interface is performed without the sets of information comprising 

localization, keyboard accessibility, and scrolling instructions. 

 14. The media of claim 9, wherein one of the credentials requires two 

or more authenticators and further comprising enabling submission of the 

authenticators, receiving submission of the authenticators, and packaging the 30 

nformation comprises receiving a set of information associated with one of
the credentials, this set of information indicating that enabling submission
of 20 an authenticator for that credential requires a data-entry field and
textual  nstructions. 12. The media of claim 11, wherein the act of tailoring
the graphical  user interface to the sets of information comprises adding
the data-entry field  and the textual instructions. 25 13. The media of claim
9, wherein the act of tailoring the graphical  user interface is performed
without the sets of information comprising  ocalization, keyboard
accessibility, and scrolling instructions. 14. The media of claim 9, wherein
one of the credentials requires two  or more authenticators and further
comprising enabling submission of the  30 authenticators, receiving
submission of the authenticators; and packaging the  19 submitted
authenticators with the credential requiring the authenticators  effective to
enable authentication of the credential. 15. The media of claim 9, further
comprising, prior to the act of  tailoring the graphical user interface,
receiving a request to authenticate a  5 user, the request received from an
operating system of the computing device. 16. The media of claim 9,
further comprising, responsive to  receiving a selection of one of the
credentials, altering the graphical user  nterface to enable submission of
an authenticator for the selected credential. 17. One or more
computer-readable media having computer- 10 readable instructions
therein that, when executed by a computing device,  cause the computing
device to perform acts comprising: presenting, responsive to receiving a
first set of information from a first  set of credential providers, a first
graphical user interface displaying a first set  of credentials usable to
authenticate a user and based on the first set of  15 nformation; and 
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submitted authenticators with the credential requiring the authenticators 

effective to enable authentication of the credential.  

 15.  The media of claim 9, further comprising, prior to the act of 

tailoring the graphical user interface, receiving a request to authenticate a 

user, the request received from an operating system of the computing device. 5 

 16.  The media of claim 9, further comprising, responsive to 

receiving a selection of one of the credentials, altering the graphical user 

interface to enable submission of an authenticator for the selected credential. 

 17.  One or more computer-readable media having computer-

readable instructions therein that, when executed by a computing device, 10 

cause the computing device to perform acts comprising:  

 presenting, responsive to receiving a first set of information from a first 

set of credential providers, a first graphical user interface displaying a first set 

of credentials usable to authenticate a user and based on the first set of 

information; and 15 

 presenting, responsive to receiving a second set of information from a 

second set of credential providers, a second graphical user interface 

displaying a second set of credentials usable to authenticate the user and 

based on the second set of information,  

wherein the first graphical user interface and the second graphical user 20 

interface are different if the first set of information and the second set of 

information are also different. 

 18.  The media of claim 17, wherein the first graphical user interface 

and the second graphical user interface are both capable of enabling the 

user to submit an authenticator.  25 

 19.  The media of claim 18, further comprising tendering a 

credential associated with an authenticator submitted by the user to an entity 

capable of authenticating that credential, the credential comprising the 

submitted authenticator and the act of tendering effective to permit the user 

to log on to an operating system if the entity authenticates the credential.  30 

presenting, responsive to receiving a second set of information from a
second set of credential providers, a second graphical user interface
displaying a second set of credentials usable to authenticate the user and
based on the second set of information. 20 wherein the first graphical user
interface and the second graphical user  nterface are different if the first
set of information and the second set of  nformation are also different. 18.
The media of claim 1 i, wherein the first graphical user interface  and the
second graphical user interface are both capable of enabling the  25 user
to submit an authenticator. 19. The media of claim 18, further comprising
tendering a  credential associated with an authenticator submitted by the
user to an entity  capable of authenticating that credential, the credential
comprising the  submitted authenticator and the act of tendering effective
to permit the user 30 to log on to an operating system if the entity
authenticates the credential.  20 20, One or more computer-readable
media having computer- readable instructions therein that, when executed
by a computing device,  cause the computing device to perform acts
comprising: receiving multiple sets of credential information for multiple
credentials  5 and from multiple credential providers, each set of
credential information to  enable tailoring of a portion of a graphical user
interface to present one of the  multiple credentials and to specify an
acceptable credential type for the one  of the multiple credentials:
receiving a request to authenticate a user; 10 presenting the multiple
credentials on the graphical user interface, the  graphical user interface
including a corresponding portion for each of the  multiple credentials that
is tailored based on its set of credential information;  and 
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20.  One or more computer-readable media having computer-

readable instructions therein that, when executed by a computing device, 

cause the computing device to perform acts comprising:  

receiving multiple sets of credential information for multiple credentials 

and from multiple credential providers, each set of credential information to 5 

enable tailoring of a portion of a graphical user interface to present one of the 

multiple credentials and to specify an acceptable credential type for the one 

of the multiple credentials;  

 receiving a request to authenticate a user;  

 presenting the multiple credentials on the graphical user interface, the 10 

graphical user interface including a corresponding portion for each of the 

multiple credentials that is tailored based on its set of credential information; 

and 

 receiving an authenticator specified by one of the multiple credentials 

that is of the acceptable credential type, the authenticator for authenticating 15 

the user. 

21.  The media of claim 20, wherein at least one of the multiple 

credentials comprises a biometric type of credential. 

22.  The media of claim 20, wherein the act of receiving the request 

comprises receiving the request from an operating system of the computing 20 

device, the operating system's request made in order to determine whether 

or not to log the user onto the operating system. 

 23.  The media of claim 20, wherein the user is logged onto an 

operating system of the computing device and the act of receiving the 

request comprises receiving the request from controlled-access software, the 25 

controlled-access software's request made in order to determine whether or 

not to permit a currently prohibited task.  

 24.  The media of claim 20, wherein the acceptable credential type 

includes one of a thumb biometric, a retina biometric, a voice recognizer, a 

password, and a smart card. 30 

receiving an authenticator specified by one of the multiple credentials  15
that is of the acceptable credential type. the authenticator for
authenticating  the user. 21. The media of claim 20, wherein at least one
of the multiple  credentials comprises a biometric type of credential. 22.
The media of claim 20, wherein the act of receiving the request  20
comprises receiving the request from an operating system of the
computing  device, the operating system's request made in order to
determine whether  or not to by the user onto the operating system. 23.
The media of claim 20, wherein the user is logged onto an  operating
system of the computing device and the act of receiving the  25 request
comprises receiving the request from controlled-access software, the
controlled-access software's request made in order to determine whether
or  not to permit a currently prohibited task. 24. The media of claim 20,
wherein the acceptable credential type  includes one of a thumb biometric,
a retina biometric, a voice recognizer, a  30 password, and a smart card.
21 25, The media for claim 20, further comprising tendering received
authenticator and the one of the multiple credentials to an entity capable
of  authenticating the user using that credential. 26. The media of claim
20, further comprising receiving a selection  5 of one of the multiple
credentials presented on the graphical user interface.  2i. The media of
claim 20, wherein the act of receiving the request s performed prior to the
act of receiving multiple sets of credential  nformation. 23. One or more
computer-readable media having computer- 10 readable instructions
therein that, when executed by a computing device,  cause the computing
device to perform acts comprising: 
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 25. The media for claim 20, further comprising tendering received 

authenticator and the one of the multiple credentials to an entity capable of 

authenticating the user using that credential. 

26. The media of claim 20, further comprising receiving a selection 

of one of the multiple credentials presented on the graphical user interface. 5 

 27. The media of claim 20, wherein the act of receiving the request 

is performed prior to the act of receiving multiple sets of credential 

information. 

 28.  One or more computer-readable media having computer-

readable instructions therein that, when executed by a computing device, 10 

cause the computing device to perform acts comprising: 

gathering sets of information associated with two or more credentials, 

each of the credentials capable of authenticating users, the sets of 

information associated with the each of the credentials including instructions 

for submitting an authenticator for each of the credentials to an authenticating 15 

entity;  

 tailoring a graphical user interface to display the sets of information 

associated with the two or more credentials;  

 presenting the graphical user interface, the graphical user interface 

enabling selection of at least one of the two credentials; and 20 

 receiving at least one authenticator specified by the instructions for 

one of the credentials, the authenticator for authenticating the user. 

29.  The media of claim 28, wherein the act of gathering sets of 

information comprises requesting sets of information from credential 

providers and having a particular format. 25 

 30.  The media of claim 28, wherein the act of gathering sets of 

information comprises receiving sets of information from two or more 

credential providers. 

 31. The media of claim 28, wherein the act of gathering sets of 

information comprises gathering a set of information associated with one of 30 

gathering sets of information associated with two or more credentials,
each of the credentials capable of authenticating users, the sets of
nformation associated with the each of the credentials including
instructions 15 for submitting an authenticator for each of the credentials
to an authenticating  entity; tailoring a graphical user interface to display
the sets of information  associated with the two or more credentials;
presenting the graphical user interface, the graphical user interface  20
enabling selection of at least one of the two credentials; and receiving at
least one authenticator specified by the instructions for  one of the
credentials, the authenticator for authenticating the user. 29. The media of
claim 28, wherein the act of gathering sets of  nformation comprises
requesting sets of information from credential  25 providers and having a
particular format. 30. The media of claim 28, wherein the act of gathering
sets of  nformation comprises receiving sets of information from two or
more  credential providers. 31. The media of claim 28, wherein the act of
gathering sets of  30 nformation comprises gathering a set of information
associated with one of  22 the credentials, this set of information indicating
that enabling submission of  the authenticator for that credential requires a
data-entry field and textual  nstructions to be presented on a graphical
user interface. 32. The media of claim 31, wherein the act of tailoring the
graphical  5 user interface to the sets of information comprises adding the
data-entry field  and the textual instructions to the graphical user interface.
33. The media of claim 28, wherein the act of tailoring the graphical  user
interface is performed without the sets of information comprising
ocalization, keyboard accessibility, and scrolling instructions. 
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the credentials, this set of information indicating that enabling submission of 

the authenticator for that credential requires a data-entry field and textual 

instructions to be presented on a graphical user interface. 

 32.  The media of claim 31, wherein the act of tailoring the graphical 

user interface to the sets of information comprises adding the data-entry field 5 

and the textual instructions to the graphical user interface. 

 33.  The media of claim 28, wherein the act of tailoring the graphical 

user interface is performed without the sets of information comprising 

localization, keyboard accessibility, and scrolling instructions. 

 34.  The media of claim 28, wherein one of the credentials requires 10 

two or more authenticators; and  

 further comprising: 

  enabling submission of the authenticators, 

  receiving submission of the authenticators,  

  packaging the submitted authenticators with the credential 15 

requiring the authenticators effective to enable authentication of the 

credential, and 

permitting a user to log onto an operating system when an 

authenticating entity authenticates the two or more authenticators.  

 35.  The media of claim 28, further comprising, prior to the act of 20 

tailoring the graphical user interface, receiving a request to authenticate a 

user, the request received from an operating system of the computing device. 

 36.  The media of claim 28, further comprising, responsive to 

receiving a selection of one of the credentials, altering the graphical user 

interface to enable submission of an authenticator for the selected credential. 25 

 37.  One or more computer-readable media having computer-

readable instructions therein that, when executed by a computing device, 

cause the computing device to perform acts comprising:  

 presenting, responsive to receiving a first set of information from a first 

set of credential providers, a first portion of a graphical user interface that is 30 

10 34. The media of claim 28, wherein one of the credentials requires  two
or more authenticators; and further comprising: enabling submission of the
authenticators,  receiving submission of the authenticators, 15 packaging
the submitted authenticators with the credential  requiring the
authenticators effective to enable authentication of the  credential, and
permitting a user to log onto an operating system when an  authenticating
entity authenticates the two or more authenticators.  20 35. The media of
claim 28, further comprising, prior to the act of tailoring the graphical user
interface, receiving a request to authenticate a  user, the request received
from an operating system of the computing device.  36. The media of
claim 28, further comprising, responsive to receiving a selection of one of
the credentials, altering the graphical user  25 nterface to enable
submission of an authenticator for the selected credential.  37. One or
more computer-readable media having computer readable instructions
therein that, when executed by a computing device,  cause the computing
device to perform acts comprising: presenting, responsive to receiving a
first set of information from a first  30 set of credential providers, a first
portion of a graphical user interface that is  23 tailored based on the first
set of information to display a first set of credentials  usable to
authenticate a user; presenting, responsive to receiving a second set of
information from a  second set of credential providers, a second portion of
the graphical user  5 interface that is tailored based on the second set of
information to display a second set of credentials usable to authenticate
the user, wherein the first set  of credentials and the second set of
credentials are of different types;  
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tailored based on the first set of information to display a first set of credentials 

usable to authenticate a user;  

 presenting, responsive to receiving a second set of information from a 

second set of credential providers, a second portion of the graphical user 

interface that is tailored based on the second set of information to display a 5 

second set of credentials usable to authenticate the user, wherein the first set 

of credentials and the second set of credentials are of different types; 

 receiving an authenticator specified by the first set of information of 

the first set of credentials or the second set of information of the second set 

of credentials, the authenticator for authenticating the user; and 10 

 packaging the authenticator into an eXtensible Markup Language 

(XML) package for transmission to an authenticating entity, the XML package 

defining the characteristics of the authenticator. 

 38. The media of claim 37, wherein the first graphical user interface 

and the second graphical user interface are both capable of enabling the 15 

user to submit an authenticator. 

 39.  The media of claim 38, further comprising permitting the user to 

log on to an operating system if the authenticating entity authenticates the 

authenticator.  

receiving an authenticator specified by the first set of information of the
first set of credentials or the second set of information of the second set
10 of credentials, the authenticator for authenticating the user; and
packaging the authenticator into an eXtensible Markup Language  (XML)
package for transmission to an authenticating entity, the XML package
defining the characteristics of the authenticator. 38. The media of claim
37, wherein the first graphical user interface  15 and the second graphical
user interface are both capable of enabling the  user to submit an
authenticator. 39. The media of claim 38, further comprising permitting the
user to  log on to an operating system if the authenticating entity
authenticates the  authenticator. 24 


