16 August 2005 DESCRI PTI ON DATA PROCESSI NG METHOD AND | TS APPARATUS 5
TECHNI CAL FIELD . The present invention relates to a dafsaaRjuecER®S ng

" nmethod, its apparatus, its program a seniconductor circuit, and an

aut hentication apparatus useful in thg case of conducting a transaction
through a network using an 1C 10 (integrated circuit) built into a- card or
a nobile termnal apparatus. BACKGROUND ART At the present tine,

comuni cation systems using | C DESGRIBFEIONG or transactions through the
Internet and other 15 networks are being devel oped. In such a

communi cati on systens, a server receives fromfor exanple reader/witers
of 1C cards or PCs (personal conputers) processing requests using the IC
cards and perf or PQ\TAs @ROIMISING METHOD AN ar BN CXyPAR®RUgNd decryption
20 and ot her processing. In the above expl ained communi cati on system
however, it is envisioned that processing requests for a -large nunber of
“1C cards wll be received sinultaneously or in short tinme periads. 25 In
this gase, the sMefcAR T e able to efficiently 16 August 2005

The present invention relates to a data processing'
method, its appar:atus, it';s program, a semiconductor circuit,
and an authentication apparatus useful in the case of |
éonducting a transaction througil a network using an IC

10 (in_tegrated circuit) buj.it into a card or a mobile terminal
apparatus.-

BACKGROUND ART

At the present time, ‘co'mmu'nication systems using IC
cards etc. for transactio_né t’hroqgh the Internet and other

15 Vnetworks are being developed. |

In r.s-uch a cbminuhication‘ syétéms, a server receives

from for example reader/writers qf IC cards or PCs (];;erso;lal
~ _compute;:';s) processing i:e.qu-ests ‘using the IC cards and
p’e;:forms user authénticéltion; da.t_a encryption and decryption,
20 anci other processing.

- In the above explained coﬁﬁphicat’i—on system, however,
it is envisioned that procesé;i.ng requests for a -la—rgénux_nbér
c;f IC cards w:l.ll be récéived Simultaneously or in sh,ért t_imé
periods. | |

25 In this case, the server has to be able to'efficien‘tly"'




-2 handl e such processing requests. Further,a server sonetines executes a

plurality of application prograns for processing for Q%qﬁ@gaggﬁsrelating
to a plurality of settlenment businesses and perforns 5 processing using

sel ected application prograns in accopdance with the processing requests.
Such processing requests also have to be efficiently handled. Further, in
t he above exp] ai ned communi cati on system .the application program executed
by the stVE$‘ﬁd§“? BYCgRsEtPBere@B8S Esi ng key i nformation for accessing
| C cards and operational conmands for operating the IC cards. Here, the
key i nformati o i e ratseniedr cormaride s axdeukaowa phhyabytihefnmanager
of the server if expecting security of transactions using the IC cards. 15
Ther ef or @ppIndalei pagirogrmmsEbagerooé st eg B @irodaidutiee dedad igigst oni zed
the application progranms upon request fromthe above service providers.

Wth the toaragaruf1ihe SETySEcDERENE Bes Pds S48t ORlIZHpagsaRRLI cati on
programs in this way, however, there 20 is the problemthat the |oad on

t he ”@na%@oé&%.rmysugﬁ.ﬂatselé:é'{%ﬁ'gtbﬁlii%a]tél n?%?gg}:%é?![fﬂ ged gaLyel, for

exanpl e, “appl i cati’on prograns o urality card comnpani es or
pther_bua&‘%§%ﬁ% rHQCeS“CQ Q&glica i?QgProgfa"E ar.e groduced bi t he
i ndi vi dudl" busT R 588 ERAMIhRTBATET (T PhETISEH NG TeHUGFF trePdsRal
comput er ia%%c 'tolflsneAue lJxl‘fs:i:[c:izeonoi:Sly handled.
Furthgr, in the above explainec_l communication system,
_.t;h_e 'é.ppliéation program executed by the server has to

10 describe codés using key information for accessing IC cards
and operational commaﬁds for operating the IC cards. Here,
'_the ‘key information and operational commands can be k:-lown

' énly by the ménétge.r of the server if expecting security of
transactions using the IC cards.

15 - . | Therefore, in the past, the iuanégér of the server
produc;ed and customized the application programs upon
request. from the above service ;Sroviders. ‘

With the manager of the server producing and
cus‘témizing'applicétion programs in this way, however, there

20 is lthe problem that the load on the manager rbecomes great.

_Eurthe_r , ‘in ti'l_e above expilained server, for exa'mp-le,
ép_plication .p-rd.grams of a plurality of credit card companies .
-c':r other .businesses run. Such'application programs are
produced by' t;ie individual buisinesge's' and downloaded to the

-

. 25 server using personal computers ete.




3 - As expl ai ned above, however, when the above expl ained server runs
application prograns of a plurality of businesses, -|t1bs nggqﬁﬁ%ry to
ensure that the processing of each application progran1n e noni tored or
tanpered with by 5 another applicatiog program On the other hand, there is
a demand for providing di verse services while transferring data between
application progra | vi dual busi nesses downl oad thejir 10

h
appl i cation prdgr ans aquﬁLa§§ fér OFRERTdeBIE t iR AP Ve cemladmed wit h
need. Wen indivi dual businesses domnload application prograns to the
server or*YeHR TRGSTPRDFREAPR AT IFTHARE 2 PAUEALY tiayt Pioveessesit s
necessary to prévent progranms 15 in the server frombeing illicitly
t anper ed & t¥s necessaennteuensorer thhtzthg phbseskaongensinpkeh there is the
techni que of authentication processing using key information when"accessing

the servempplisusiion pPtsqrimynotiBéonshitobBedSost ehffeirBdt ReLtAERRYrY of a
term nal apparatus. 20 (personal conmputer),  however, so there is the

- possi §i | idnptHer |dd@l {cdSforPrddLiR. 1S @ problen1|n security. Further, the
LSI form ng the above explalned server has a built-in CPU. The CPU

“sonetines accegy ard t5|de of. theA;SI n,.such a case,
~ data flows over the%bus pI’OVI edjd’ belveen-16% ng‘b’é Broviafig

diverse services while transferring data between application
progréms.

Further; individual businessés download their

10 appliéation programs to the server, then debug them in
‘accordance with peed.
When individqal businesses'downlcad application
-programs to the server or debug those application progranms
in this way, however, it is heqessary to prevent programs
15 in the server from being illicitly tampered with.

As a technique for realiiing this, for example, there
is the technique of authenticaﬁion processing using kéy
information when'acceéSing,the server, Usually, suchrkéy.
informationfis stored in thgmeﬁo?y‘of a terminal apparatus

l2Q.'(pétsqnal compuﬁer), however, sé there is the poésibility
of illicit use -a‘-.md there is a problem in security.

Further, the LSI forming the #bove explained‘servgr
-has a built-in CPU. The CPU sometimes accesses a memoiy

. outside of the LSI chip.

25 -+ Insucha c_asé, data flows over the bus provided between




-4 the LSI chip and external nenory, so that data can be viewed by
probing the bus. Wen the above expl ai ned server perforgsRusoramer ci al
transactions, personal authentication, and other highly .S confidential
processi ng, however, as expl ained abo¥e; there is a problemin security if
the data i s probed. Further, the above expl ained server is sonetines

COMPI | Sekil TRISLAIECaRE M Einad iy C33°en e SIE SHOMUL EE LY @

plurality of 10 prograns relating to ural 1ty of services provi ded by

~di fferent, 'ggﬁf S en_those services handle highly confidential data
such as 3Ff#ﬁéett r&ﬁ%gku?here Is the problemthat there is a possibility

of the highly confidential data owned by each business being illicitly 15
acqui red or taﬁ%ﬁ?ba‘ i BHOKS efRtHEIed FSTYeTs PeEfPENEr e~ EomPeTAASd been t he
foll owng problenms when using a conventional general conputer as. the above
expl ai ne%‘@é‘rﬁﬂﬂ“e‘l‘?n-‘-’r:al ®@engmnak rykher drdsion c orid (eitiaes dnigily gener al

20- conputer 601. In the conputer 601 shown in FIG - 133., a CPU 602

per f 0% ns qomddelsi i pirogeisiad. nign Shouetre s sadrkpdatihedf aBovR! Oghaser ead from
a nmenory 603. The CPU 602 outputs an address for access.in the nenory 25

603 to afsaddpeebllus DbedfiA4PUSE BW0™Uata is probed.

Further, the above explained server is sometimes
comprised of a single computer.

In this case, a single computer runs a plur;lity of

10 pPrograms relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settleménté, there is the

'prob;em that there is a possibiliﬁy of the highly
éogfidential.data owne& by each business being illicitlf

15 acquired or tamperéd with by another business.

Further, there have been the followiﬁg problems when
using a conventional general complu'ter as the above gxb‘laihed

,»coméuter.
FIG. 133 shqws the basic configuration of a general
-20 -computer 601.

In tﬁe coﬁputer-ﬁdl.showﬂ.in FIG. 133, a CPU 602
performs processing using the instructions and data of a )
ﬁrogram read from a memoryVGOS. N |

The CPU 602 outputs an address for aé.cé's,s in the memory

25 603 to an address bus 604.:




S Further, the CPU 602 reads fromthe nenory 603 or wites in it according
to.a control signal S602. The nodule A, nodule B. and ApdssitGopkored in
the menory 603 are processing units of a program havi ng speC|f|c 5
functions. A debugger 605 checks the Bperation of the CPU 602 at the tine
of devel opnent of a program It uses a HALT signal to tenporarily halt the

operation of thancaa&ém%herweoﬂ&wglffagre g@gﬁémmﬁokh&% %%2 and

informthat 10 information to the progran1 oper 133,, it

S assunqglE?@F% Qgrﬁfﬂ t%ggg? shfg%%fc$k?%eused_by the nodule B or

t he nodul e ass basic function included
in the nodul e rhle%/ confldentlal In such 15 a case, since the nodul e

Ais a basic f ?l R Bt By 308 grefr iR Grstened obelbeenabl i ng

t he devel oper of_the modul e B or module C to develop its program As one
means f oMY &0cpEe| RXIPRSFRROWMidSS ¢ifse mungiam haviinigr appeifikis is
expressed in an internedi ate | anguage between 20 a hi gher | anguage and
‘machi he fammtbdgmgnormal ly called an "assenbly | anguage"), but analysis is
relatively easy. There 1is a high possibility that the processing routine

of aprogram desidedthdge &0 Rhee®y RNt dAlradidn ¥ tife REE®NEHY known.
Furt her, ‘as anot her neans, the basic nodule (in this 25 exanple, .the
nodul e A)aﬂ Ehét@frﬁg oifndéxbglgﬁr@ﬁg oq.og ;&Po&‘xgé’:ﬁ‘“% u&gs%u%itl' g:lc.)gna_l
to te;;lporarily halt the operation of the CPU 602, read
internal information of the CPU '6-02, and inform that
10 information to the program developer.
Here, in FIG. 133, it is assumed that the module A
has ‘a basic function used by the module B or the module C.
Here, assume that the routine of the .basic function
included in the module .A is highly confidential. In such
15 a case, since the moduleA is a basic function, it is necessai‘y
to provide an env_'ironment enabling the developer of | the
'_mod.ule B or module C to develop its program. As one means
for‘ this', there is the method of distributing a library.
This is expressed in an intérmediate language bg‘i;ween
20 | a highe;: language and machine 1angi:age (normally ‘called an
. "assembly language'), l-au.t.,a'nalysis is relatively easy. There
is a high pos sibility that the processing routine of a érogram
- 'cie‘si,red to .be.kept contfidential lwi.ll end up becoming knéwn'.
Further, as ahothe,r means, the basic module (in tﬁié

25 example, the module A) is si:ozjed in the memory 603 in advance




6 and, rather than using it as a library, the devel oper develops the

sof tware assum ng that the basic nodule is present at % &Rfet3dds | ocation.
Even with this neans, however, there is the problem that it is not that
hard for the devel opers of the nodules B and Cto read the nodule A stored

in the mappyy r808erAlecf -Sdé-i% ihe Lead, C‘i’ltb%'b}ztry",s B FRGRNRGe

| anguage of "'a | evel which the 02 executes, but there are tolOls for

converti dgvdlicpamathenesdanguage aseuari nqasskabl ytHeangaage. mdwduleutiisne can

be anal yzed relatively easily. _ Further, there is the problemthat the
devel opePESSERY - b diResi Bl andCeatdfenporarily halt the execution by
the CPU 602 in the m ddle of execution of the nodule A at the devel opnent
stage of their prograns so as to learn the data handl ed or the content of
t he sane and t Beeebwitheadrini 4 heeenti, r cvgwescessi hjetreutisneclod plrebpeagr am of

the nodule A _Further, an agplication rogran1runnin% on-t he above
expl ai ne#édr vétt hasdl Betkey ﬁEta@aEﬁargPﬁg H8Ea, IE¥§LloRsE &4d &PFer high

secur | yrflald 3P1p pd N8 BET Ykel dHOAGE1CSR LR berd aedggnd for

protecting it romillicrt tanpering or nonitoring. rments of “the
present bMBent Ran skek toigmepvitdee aakad a qurdcastsi nigs ndEtrhod, senhdaeduct or
circuit, and program able_to efficientlg perform processing in

language of a level which the CPU 602 executes, but there

are tools for converting this machine language toe an

assembly language. The routine can be analyzed relatively.

easily.

Further, there is the problem that the developers of
the modules B and C can temporarily halt the execution by
the CPU 602 in the middle of execution of the module A at

- the development stage of their programs sb as to learn
the data handled or the content of the same and thereby
learn the entire processing routine of the program of the

module A.

Further, an application program running on -the above
explained server handles key data, charging data, log
data, and other high security data set by the service
provider, so there has been a demand for protecting it

from illicit tampering or monitoring.

Embodiments of the'present invention seek to provide
a data processing method, semiconductor circuit, and
‘§rogram able to efficiently perform processing in

accordance with a large number of processing requests.




accordance wth a | arge nunber of processing requests. 16 August 2005 7
Enbodi ments of the present invention seek to provide as6daigastRa06essi ng

nmet hod, sem conductor circuit, and programenabling a user to produce and
custom ze an application program of the user to be executed by a server

wi thout allowi ng the user to learn highly confidential information.

Enbodi nents of the present invention seek to provide a data processing

met hod, semni coRdbedsmepitsc il  thmdoresontamaieng ice mesiento eachviddi vi dual
application., . programfrom being influenced b nQt her application_ .program
" when the%saffgtse '5ﬁﬁﬁﬁﬁ%ﬁgci?gﬁﬁ?dfungeglc éﬁQQ d?Pgﬁﬁ%ECat?BH

~ progranmspregkedi N"enlp10findg hey prasent davetdan-seeind o Phovbfgzea. afata
processi ng net hod, sem conductor circuit, and program allow ng transfer of
dat a bet appAiggfliiosat PP gyamgedTs the atserdateoe et hemeettwidi | &ypr event i ng

each application programfrombeing ilLlicitly tanpered wi.th, , monitored,
~etc. by gﬁgvﬁger‘% t%ﬁ%ﬁhe@i%ﬁﬂ+%%tiéﬁmepr8§¥5n1 &n ﬁ@IEhnehlgHiy

sem conddeh®h denkGlt iMMSrdat pbaral ity of application prograns.

Enbodi nents of the present invention seek to provide a data processing.

met hod, - sem conductor circuit, authentication apparatus, and program

enabling the content of, 8°68sS,tP & SELNET ;8 QL08, Semeonguster; o

a data processing method, semiconductor c¢ircuit, and
. program able to prevent each individual application .

program from being influenced by another application
" program when the same semiconductor «circuit runs a

plurality of application programs.

Embodiments of the present invention seek to provide

- a data processing method, semiconductor circuit, and

program allowing transfer - of data between application
programs in accordance with need while preventing each

application program from being illicitly tampered with,

‘monitored, etc. by the user of another application
program when the same semiconductor «circuit runs a

plurality of application programs.

Embodiments of the present invention seek to provide
a data processing  method, - semiconductor circuit,
authentication  apparatus, andr program enabling the
content of access fo a server or othéer semiconductor
circuit to be restricted in achrdance with rights to the

sSame.




~circuit to be restricted in accordance with rights to the sane. 16 August
2005 8 Enbodi nents of the present invention seek to PreAdRsiE005 '
sem conductor circuit and data proces%%ng nmet hod enabl i ng the
confidentiality of data to be nmaintained even when transmtting highly

confidential dagBohehweed t her SepheoNdHEIQIn€i I HybnaRdna k& copgduct or
storage circuit through an external bus. Enbodi nents of the present

‘i nvent i opreweéklet 0 a prosmieocnddetarpr aciesgiily appdr atas senalt o ogs s heg
confidentiality of instructions and data {0 be naintained_ _between, prograns
When excBRENAG a HHFbHHTy Sfhor dgramiccrhRadt it ©bf Ebpr vt PE
inventi op.seek ihRy PrAMfle whSem coRHERE Ok 1 flyf CHilgranablddgridéntial
confidentiality of a programto be executed to be ™ inproved. Enbodi nents of
t he presdatai nvartiweeseek the preasmideoaddatarpr ocesscnftappamat us,aits

met hod, and.its . program enabling the security of an applig¢ation program
- runni ng SAMHE t?F?ﬁ?g%p?g§€Hlﬁh§%r8H§h(ﬁquféﬁégéﬁﬁﬁéﬂsusing an I C
or other integrated circuit. 16 August 2005 9 DI SCLOSURE OF THE | NVENTI ON

According to a first aspect of the invention, there is
Embodiments of the present invention seek to

provide a data processing apparatus enabling the
confidentiality of instructions and data to be maintained

between programs when executing a plurality of programs.

Embodiments of the present invention seek to
provide a semiconductor circuit enabling the
confidentiality of a program to be executed to be

improved.

Embodiments of the -present invention seek to
provide a data processing apparatus, ité method, and its
program enabling the security Qf‘an application program
running on the server to be improved when providing a

service using an IC or other integrated circuit. -




provi ded a data processing nethod perforned by a secure application nodul e
unit connected with a server which transfers commands feoawuseragsonduct or

circuit in the secure application nodyule, said nethod conprising the steps
of ;" receiving a plurality of processing requests, each of the processing

request s pieidigh SR i oppANTPERGAked circuit having a nenory which
stores data to be used for the processing or a comrunication apparatus

inputting and outputting data with the integrated circuit; generating job
managenment data incl. udi j ob_execution Q%ger data showi ng an order of

n
jobs form ng 88§9§Pﬁgt%ha'égéﬁﬁdéﬁﬁ?Qﬁt at i ot RSP hg P eqhiBSES 4fid
status datavisRen 29 4he SF%eegéi%O%@e%o@f #e@ﬁ%bﬁﬂm e 19% thesplbyral ity

processi ng requests; selecting one job manage ata fromthe generated
j ob manageminicadaa; seldedei ngnatj obohachéecexeetittbd nextebased ehithe

st at us ata and the processing order data of the se|lected job nanagenent.
dat a; engﬁpﬁﬁnghgcggﬁgngdxid%;S%W&FQRé%E?%ﬁ FHECYtat t8 HARaSEFUTEhe

sel ect ed 4} : at a_i j t tipn of the job.
16 August R0 T T RRr T PRe daraer SouBr i o SEEPH 0B P ot ashect

of the inventirepeprigierabpjufalrithenic mrpreseing refeptef epdat bfig thhe
status dgigcégsﬂ%%erggiégﬁée%eﬁgg sent from an integrated circuit having a
- memory which stores data to be used for the processing or a
communication apparetus inputting and outputting data with the
integrated eircuit;
generating job management data including job execution
- order data showing an order of jobs forming processing in
accordance with a processing request, and status data
showing the state of progress of execution of the plurality
- processing requests; ' | | -
| selecting one job management data from the generated
job management data; _'
selecting a job to be executed next.based en the status
data and the processing order data of the selected job
managemeht data; .
executing the Seiected job; and’
updating the status data of the selected jeb'management

data in accordance with the execution of the job.




managenent data, then selecting one job managenent data fromthe plurality
of data nodules. Further, the data processing nethod ofl6tduguétia0®s aspect
of the invention preferably further cqaprises a step of selecting one job
managenent. data fromthe plurality of "data nodul es after updating the
status data ofutbhBessl eched 4o RGN ndatcHIY t ber, thhe gatat
processing nethod of the first aspect of the invention preferably further
conpri segsaecit epfofthkel dniviegttins | piy erf@radelie nt ugahe twheamplrl siggbsa

form ng the processing in accordance wth, the processin reguest.finish
bei ng oxBEGPedSE FURREF - None iat & 1 BEes It mBtholier TRECFIFS: J4Bpect of
the invepkhageRicefier abty, f WHdier seQ@RLiSRS 8neStiRib Ohah868menRY dH€a
processing requests froman integrated circuit "having a storage unit
storing dapa tde pduwsedifvropréeessinngufies.a procedure performed with the
sem conductor circuit or a. conmmunication apparatus inputting and
outputting data with the integrated .circuit. 16 August 2005 11 According
to a second aspgethek,t hentNetd ORrd e Ling RMAHHALd & SeALCcopgHsEor
circuit for processing data in accordance wth a plurality of processing
request saspsgitd génitdonddowventdiorcuptedempblsi ngurgheimt ephprésker a

nput ting, Lhe plur aljity. of, proSessi g, requests, S YUAL ron the

plurality of data modules after updating the status data

of the selected job management data.

Further, the data processing method of the first
aspect of the invention preferably further comprises a
step of deleting the job management data when all jobs
forming the processing in accordance with the processing

- request finish being executed.

Further, the data processing method of the first
aspect of the invention preferably further comprises a
step o©of receiving the processing requests from an
integrated circuit having a storage unit storing data to
be used for processiﬁg,for a procedure performed with the
semiconductor circuit. or a Commuhication apparatus
inputting and Outputting data with the integrated

circuit.




circuit for storing job managenent data including job execution order data
showi ng an order of execution of a plurality of jobs flerAvgngt #808cessing in
accordance with a processing request gnd status data showing a state of
progress of execution of the plurality of jobs, and a control circuit for
generating theairebraamnagare sedendf aspeachodf tihhe idas t pbul akhiky of
processing requests and storing it in the storage circuit, selecting one"
job mandger®MRVHAEA f roniehkceerBEAPEd @m@ﬁtgom Hrsire sagefdie dat a,
sel ecting. an i-ng ] .executed_ pex d on the. status
dat a andqt egggégggéfgg $g?%egpd§?ggbljﬁﬁg §glé%¥§8gf§§%§hng% H%%F%data,
and updatiing sbRisbatustdat acofctihe sehmstesdihgb mManagerritradgat &oirn
accordance with. the execution of that job. In the sem conductor circuit of
t he secoAd@P¥dPdAd ofhetRéurpléhyi of BHecepsbREatedueshift,s @ prarapety of
processi es .the contr iLrcuit gegnerat | .mana nt
dat a inch fﬁgﬂio%%%kggé F%hgbrigg dﬁ%ﬁgg %%P%g gﬁggrdg§Ch§?lg§%ca?g§n of a
pluralityxekytdem f ordkAg daecesSbbRInN arfCePALRANGE WekBcatRbaCcassi A9
request and status data showing a state of progress of execution of the
pluralitPlugnliidhs ¢h helkdrfanedng - ades ping al it posorsiagesssvhgh Bequest s
and Stor?%&@@?@fn. tgg %%%%392 8ir§E££u81Qd£y§u%ﬁu%98? 1%. g%é%é tg
control €ircurt <6l ects one joB managermnent 9

progress of execution of the plurality of jobs, and a

control circuit for generating the 7job management data
for each of the input plurality of processing requeéts
and storing it in the storage circuit, selecting one Jjob
management data from the generated plurality of job
management data, selecting and executing the Jjob to be

executed next based on the status data and the processing

- order data of the selected job management data, and
updating the status data of the selected job management

data in accordance with the execution of that job.

In the semiconductor circuit of the second aspect of
the invention, the interface_ inputs a plurality of

processing requests.

Next, the control circuit generates job management

~data including job execution order data showihg an order
of execution of a plurality of jobs forming processing in

accordance with a processing request and status data
showing a state of progress of execution of the plurality

of jobs in accordance with the plurality of processing

requests and stores them in the storage circuit.



data fromthe plurality of job managenent data. Next, the control circuit
sel ects and executes the job to be executed next based&omdusE2@lbat us data
and the processing order data of the1§elected j ob managenent data and
updates the status data of the selected job nmanagenent data in accordance
W t'h executionyektt hahd AnASSPrdi pgute actkidid ashecioBfmhhggkavent i on,
there is provided a programto be executed by a sem conductor ™ circuit for
processi Ag tdatfadm tHer pHanebitit bfa joyl arealdggmerfit pdatassi ng request s,
said program conprising: a routine for generating job managenent data

i ncludi ng job execution order data showing an order of execution of a
~plurality of jgbgtfOorANIcBAOE8IS| MO bRt AGRAILANC e WHT b 8 ALOSESTHRT
request and status data showi ng the state of progress of execution of the
pluralityodf fjobsefereeatkdoinatie bhaedl iony Wie psbatusi mipta egudsthe a

routine for selectin ne j,ob_ma ment dat fr.om the generate lurality
of | ob BN REERIRATEIoE PObE! e 1O SEPLErPRg DRE U 4PBe bxEebred nex!
based ompihe gadtss datd andstheuRr ocgssh ng o degn dat aDfedthey sebget ed

j ob managenent data, a routine. for executing the selected job, and a

~routine fenagedwritnglatre it atasoddbaceowittie estd @t tanj ob hadggmént - dat a
in accordance with the execution of the-job. 16 August 2005 13 According
to a fourth aspect of the present invention,

According to a third aspect of the invention, there
is provided a program to be executed by a semiconductor
circuit for ©processing data in accordance with a
plurality of processing requests, said program
comprising: a routine for generating job management data

including job execution order data showing an order of

execution of a plurality of jobs forming processing in

- accordance with a processing request and status data

‘showing the state of progress of execution of the

plurality of jobs for each of the plurality of processing

requests, a routine for selectiné‘one job management data
from the generated plurality of job management data, a
routine for selecting the job to be executed next based
on the status data and the processing order data of the
selected job management data, a routiné for ekecuting the
selected job, and a routine for updating the status data
~of the selected job management - data in accordance with

the execution of the job.



there is provided a data processing nethod performed by a secure
appl ication nmodul e unit connected with a server which 1feragsser®msconmands
-to a sem conductor circuit running an_,application program for processing
relating to procedures wusing an intea?ated circuit, wherein said

sem conduct or g4l ok t60R IFGUEER b3peklCWCRhECPRARLRRCE N RRLE WAL I N
data indicating correspondence between operation codes used for the

appl i cat itberper dgy apréooidedr at eldttee prvegsaird wetbodt mprdordneel dperati on
nanmes, said nethod_conprising the steps of: receiving an operation '

deSCribiﬁ&?ﬁ?&g@gﬁﬁégg'ﬁpﬁi dF.SpBP& iGﬁ§?8Ft?HewéE I?cé?FHﬁrpWBéFQn1using
the operatho rePaMeSomAttiOPER Nk NG LPQIA LR £0d8S £Q% EeSRAGINP LR the

operation nanes described in the operation describing program Vi ewi ng
t he correppdidendeni netaqctn nfjodatparcarecs s rspsrehet bhyaitredpopeedtren codes
to define the progessing of, the a%plication program Further, the data

processi H§ R8st REd 1EEEG qﬁ?tﬁiﬁﬂ%& ‘fourth aspect of the invention
preferably- fyptheln compi sesRaAgdhe EQEESJS_PO%“%%dﬂ%I%Q{('eeB data

further show the correspondence between the operation nanmes "an y
i nf or mat maewused oshere stoedanicegr at ethsictuctiig per f@diod opeiatioasing
-correspondi ng to those _operation nanmes and having. the seniconductor

circuit “GBf& RopﬁgnQ@yj Qﬁ?ﬁﬁioﬁP€6PFé§Bomﬂ9E?§o pR&dopeli i ohenanes
descri bedybR i EBEi BREAIIAACEST IR I 0GR AMi R¥egrated circuit and

the operation names, said method comprising the steps of:
receiving an operation describing program describing
operations of the application program using the operation
names; and
obtaining operation codes corresponding to the
operation names described in the operation describing
- program by viewing the correspondence insﬁructing data and
'useé the obtained operation codes to define the processing of

the application program.

Further, the data processing method according to the
fourth ‘aspect of the 1invention preferably  further
comprises having the correspondence instructing data
further show the correspondence betﬁeen the operation
‘names and key 'information used when the integrated

' cifcuit performs operations -corresponding . to those
operation names and ‘having. thé semiconductor circuit
obtain the key information corresponding to the operation
names described in the opeﬁation‘ describing program by

' ﬁiewing the correspondence instructing data and use that
obtained key_infdrmation to define the processing of the

applicétion program.




~viewi ng the correspondence instructing data and use that obtained key.
information to define the processing of the applicatidé Asgugr2065 16 August
2005 14 Further, the data processing1gethod of the fourth aspect of the
invention preferably further conprises having the sem conductor circuit

generate job nepageERNt KAt aiaitraclp@lba_asis%fgexxﬁéﬂhban &f dehdaggushaw ng an
order of execution of a plurality of jobs form ng processing of the
appl i cat repegitogicdm dide stiaruendaecn shorifrgably stfatrtheyf progpreisesf

executiop_of. the plurali.ty of j.obs, selec the jop ta be executed pext
based onBERATSt o'l Hard CHRF U pPoEEteing 1ebt taads bor s HEoPERnE
nmanagenmefhtdatihc 1 @xeeyt §obhesaaheci®d beberanth tipdahewting it ysqdata of
the selected job managenent data in accordance with the eéxecution of that

j ob. Accoidiemgaud it idf haappaceldft vt et i jwlent Fommingeryrodas pinyi déd a
sem condyugctor__cir.cui t. for_running _an | i cation progr.am fqr performng
Brocessi BT GER T i PP AEeRuAE T TR U PAEBgPERYd T ot o 8hrg
~sem condyet @iyl to£0BRELREABN B SUHAGSIGHACHLY ¥ JoUO I 881ect

correspondence instructing data indicating correspondernice between
~oper at i ohheoded usedbtoexerait eapphéxiat besegr ogr abne osbpénat elathe andegr at ed

circuit d nanes of the operations, gga IS peration nanes n
interfacgﬂ?orpfﬂﬁﬁ?F?ﬂg dﬂ?gﬁﬁeréﬁ??n1° S%Pﬁbiﬂﬁgpﬂﬁﬁ?ﬁﬁ?ment aafd,
execute the selected job, and update the status data of
the selected job management data in accordance with the

execution of that job.

According to a fifth aspect of the invention, there
is provided a semiconductor circuit for running an
application program for perférming processing relating to

- procedure using ‘an integrated circuit, said
semiconductor circuit'comprising: a storage circuit for
storing correspondence instructing data indicating
correspondence between operatigh codes used for the
application program to operéte the integrated circuit and
names of the operations, that i1s, operation names, an
interface for inputting an operation describing program
describing the operation of the applicétion program using
the operation names, and_é control circuit for obtaining
the operation codes corresponding to the operation names

- described in the input operatibn describing program by’

"viéwing the correspondenbe instructing data and using the
obtained operation CodeS‘to,define the processing of the

application program.




descri bing the operation of the application programusing the operation
nanes, and a control circuit for obtaining the operatit6riugoseX0s '
corresponding to the operation names sgescribed in the input operation
descri bi ng program by- view ng the correspondence instructing data and
using the obtahneteopaimidondeotes tarcdahd nert frepragesSidpoit the
application program 16 August 2005 15 |In the sem conductor circuit of the
fifth aspbét ofnveetifgentigme t HatarlErdace Iinmiss t ABeoped@Farion
descri bi LQgr: de ihipg the ration_of the licati p ram
usi ng: thgggggg%tl?}% né?r‘éggaﬁ}ext%]e%%gﬁ%%%?r OF%(% r c%??gggtlglﬁns “%he %lg%r ation
codes coepegpendiing trddeapes ahoahBamps rde@sSEr hednés, the input
operation describing programby viewi ng the correspondence instructing
data. Next, the control circuit uses the obtained operation codes to
define the pr ing.Rf th l'ication.program_ 16 August 2005. 16
According to gﬁggﬁf h 5§8ecf:%8F%fgﬁe i%%\]/:g%[litgn,c]%[thaelrnes i stlb%ov?%%lda l%lf'logr am
to be exeedbed dyriesSpFhERRGUCE®! thel I&sk fat UBAT NMhnds apRkGAbRN PR OGram
for performng processing relating to a procedure using an integrated
circuit, tbai dippalr spPedapiryi ngesaribinonepfopranpubyi ngiewing the

correspondence instructing data.

Next, the control circuit uses the obhtained .
operation codes to define the ©processing of the

application program.




an operation describing programdescribing an operation of the application
program usi ng nanes of operations for the integrated dirAugust2a0bat is,
operation nanes, a routine for viemﬁqg correspondence instructing data
i'-ndi cati ng correspondence between operation codes used by the application

program for opgcaidrtiderd nheghated aFideui brapdet Re R AL ONrAares to
obtain the operation codes corresponding to the operation nanes described
in the dperprdvhdddscr i bragrprodrane apgegutey i g Borsemiagndubeoobt ai ned
operatio%ip%geﬁzto defi ne processinng of.the %g Iicat%gn prog%an1.tjsclosed
herein i s'd dta grotessy nd hetidt l?ﬁﬁ*?ﬁfﬁﬁF gr%mse Eorlttt 8F ¢ Pcui t
execut i Ngrafe PP d CH 1A IHPIEBM a CHII Atk t B 1$HEPANOf i nPEQLEEERNT

each of a plurality of program nodul es form ng the Tapplication program by
a firewaldirguideat @aldoprobeamp ceyran siotul eai moadvarcefdm anphtutahioty of

fi Il ' ' dul e linked with fi |l .
dent 11 &5t | SRCFRFOP A ORC TP T dertidgi #l (R G 1ehdt | Pl PERERBHOFo ¢ he

program pEdwigs apglgk%titoinngsm%rar@ragriﬁ? i £ Sgndjgéﬁl?j!or% khe
regi-stration being perforned. 16 August 2005 17 The data processing
met hod pitéker diiitednatedr conprikes bhsetepisf, aldreniatyiatat anamessfen or

data viewn ammgzaphuﬂjt of rogram dMesmeistged
_ routine Oor " viewlin correspondence instructing data

indicating correspondence between operation codes used by
the application program for operating the integrated:
~circuit and the operation names to obtain the operation
codes corresponding to the operation names described in
the operation describing program, and a routine for using
‘the obtained operation codes to define processing of the

application program.

Disclosed herein is a data processing method
performed by a semiconductor «circuit executing an
application program, comprising the steps of: protecting
each of a plurality of ‘program. modules forming the
application program by a firewall allocated to the
.program,nwdule in advance in a plurality of firewalls,
registering 'a program module linked with firewall
identification iﬁformation’ for identifying the firewall

allocated to the program module, and exeéuting the
program module conditional .onr the registration being

performed.




linked with the sane firewall identification information and prohibiting
data transfer or data viewing anong a plurality of prdérragusio2ifses
registered linked with different firewall identification information. The
data processing nethod preferably furtfer conprises the steps of:

regi stering a Erogran1nndule further |inked with downl oad key information
to be used whe @omﬁFHéH|n@rpﬁésﬁﬂéﬁﬁanmﬁﬁhﬁﬂe fpéﬁfﬁﬁébéﬁt5| rghert he

sem cond I cuit tq the m r ui re ing a
domnloadggEgﬁé%t for thee%bo($§n1§%ggwﬁhg u5|n tﬁe gb dgﬁ 8g£¥

i nfor mat raBwieg simsed & ipkedaWith tde program maeuh@eto m@lggtef_fedoml oad
IS p055|ble and downl oadi ng the program nodul e when judgin t hat downl oad
i s possi bieked stlgsetihRersaine i S1gevadilcoidrictbfieprdont IRFOFMARLAY an

appl [ eatian mognam pLGt oe4ing @aeh ol 2 Bl uralid v, oL Aroor A pduLes
eha Spprieartand 25 g

form ng ron” program fréval | odat €ad o eac pr ogr am
modul e i pluadudmce idr a [@f@lgﬁhmtyn@fduﬁésf eV\@é@ﬁstéQ@dStGJllrﬂQac@ wiegram
nodul e linked with firewall identification information for identifying the

firewal | daffeesndd figawpd I prdrpahf iodtien amdosadiito™mg t he program nodul e
- conditional on the registration being perforned. 16 August 2005 18
Di sclosed herein is a programto be executed by a sem conductor circuit for

executing an appéi caldten processing method preferably further

comprises the steps of: registering a program module
further linked with download key information to be used

when downloading the program module from the outside of

the semiconductor circulit to the semiconductor circuit

and, when receiving a download request for the program

module, using the download key information registered
linked with the program module to judge if download is
lpossible and downloading the program module when judging

that download is possible.

Disclosed herein 1is a semiconductor circuit for
running an application ptogram, protecting each of a
plurality  of program modules forming the application
program by a firewall allocated to each program module in
‘advance in a plurality of "firewalls, registering a
program module linked -.with' firewall identification
information for identifying the firewall allocated to the
program module, and executlng the program module‘

conditional on the registration being performed.




program conprising a routine for protecting each of a plurality of
program nodul es form ng the application programby a fi6rragabki 2005 ocated to
each program nodule in advance in a plurality of firewalls, a routine for

registering a program nodule linked" ®th firewall identification
information for.i dfnti fying the firewall allocated to the Erogram nodul e,
and a routine PHPClex8EutiSTE Yhelfr Gyr BEPHEAM £ oREi t$HRENTHA tHe 2

~regi straghan-balng s f oried, ;P sckgsed é@é@haihﬁgaa%ﬁt a é&fﬁ’fféé&f&n met hod

performed by a sem conductor circuit for executl application program

conpri si pgoghemst epsnof i singdeperndenttine eXeeutpngtacpingaledgh obf a
applicati Jc_m Er_og’r ans. protected by firewalls, registering in advance a
condi t i RTEERLEEFowPhy EFAAHATR atfi R bes weERTEAEY afie cABRML $7bEPans

per for g e £ S i i i i i e

sati sf rggr{)ﬁggh\r g&’f E‘t eifrie%&kcl:\%in%i ?%%ﬁ%\%ﬁ%gﬁwédné a%%ﬁgl?gg%l?g%%rﬁdr %%L?ﬁpég;e%tér ates a
request &dvavormnmunncati oplwirtdl idnpt hef Appkivadllison prograamiraed xecuti ng
comuni cati on,_between the application prograns_in accordance with_ the

comuni cBEPOALPELHEst IheRTAMGhg TRV “satnkrrdes TheRredistoratl

condi ti 0flieAB; AUBUSS 008 A3 rnEk S6hOS A N #A | By 8nBEM RONAUGL Qfa £ T Ul

whi ch mdepenéent y executes a plurality of app i £afPon

: allocated to the program module, and a routine for
executing the program module conditional on the

registration being performed.

Disclosed herein is a data processing method
performed by a semiconductor circuit for executing an
application program, comprising the steps of:
independently executing a plurality of application

'prog:ams protected by firewalls, registering in advance a
condition  for allowing communication  between the
application programs performed through the firewalls,
judging if a communication . request satisfies the
registered condition wheﬁ én application program
generates - a request - for communication with another
application program, and execﬁting éommunication between
the applicationr programs in accordance with the
communication request"when'judging that it satisfies the

registered condition.




prograns protected by firewalls, registers in advance a condition for

al | owi ng comuni cati on between the application prograns Amgu$t®oosd t hr ough
the firewalls, judges if a conmunication request satisfies the registered
condition when an application programi9generates a request for '
communi cation W th_another application program and executes conmuni cation
between the aPpbFFéasren BRBYEANE T n2actOPYAAREUGEOR t AT CHfmUAREGRI on

request i i hat. it i sfies i ster c 14 . The
seM(xwmﬁgggpbgg%gﬁi in g%&%ﬁﬁﬁlyé%xe u%§§§¥E qugfit%mﬁféééﬁ%%gtion
progr ansppogiaaisethbytéttedalds. £firbuather,, tdgisesireonihlctavatidecut

registers in_  advance a condition for allow ng communi cati on between the
appl i cat FBRApEdGans §96T f ortePH HRPughCPRBURLFARIONs. MATHRST t hehe

sem cond . Clhouit j gﬁgﬁ i f i catl eq {1 St t he
register%ébg%ﬁgkgﬁﬁh éﬁ# aﬁgad%?fgg |o§ p?ggggﬁﬁgeﬁgggtZ@l%QV%g%%ét for
comuni catidgesw t hfanohher capplindatitdpr ogleryie FUr t hedt i $ heesem €leaduct or
circuit executes communication between the application prograns in

accor danE8IhptRrere cSARFHItEQn on Yeglest @khenaPddiGifidhat PFOSHRIRsT i es

the regigtgredegandis i op, hg August, 2003,80 gl osed hetel n 1g @, program
for making a” seém conductar Circult execute a routine 1or 1 ndependently
application program, and executes communication between
the application  programs in accordance with the
communication request when judging that it satisfies the

registered condition.

The semiconductor circuit independently executes a

plurality of application programs protected by firewalls.

Further, the semiconductor c¢ircuit registers in
advance a condition for allowing communication between

the application programs performed through the firewalls.

Further, the semiconductor circuit Jjudges if a
communication request satisfies the registered'conditibn -
when an application program generates a request for

communication with another application program.

Further, the semiconductor circuit executes
communication between the application  programs in
accordance with the communication request when judging

that it satisfies the registered condition.




~.signatur

executing a plurality of application prograns protected by firewalls, a
routine ?or Pegister?ng in advance a condition for al IT6/usystci®uni cati on
between the application prograns perforned through the firewalls, a
routine for judging if a connunicatio@orequest satisfies the registered
condition when an application program generates a request for

communi cation with another application program and a routine for
executing conDuB:Gtakiean beéveen thﬁsap@|iQQ£bﬁﬂaﬂr09ﬂﬁﬂB h@kj@@ﬁorgance
wi th the comunication request when judging that it satisfies the

regi st er EETESRANTIPT FEEFBLEd SHECHILe i3 BoWhiBeplogesiidrpardtntlby

whi ch a 1 tor g i r sem.conduct or storage apparatus
accessib?gggﬁﬂgggfsgnﬁ%%%gucigf éﬁ}c%g%iggg%ﬁpgbdgrggﬁggﬁrdﬁf?%%ﬁ%ﬁa in the
senm condbgt ofiekwalills, eaompbhsing therstepgigterhay ndnt hgdsgreonguct or

circuit have a software structure conprised of a plurality of Ilayers and
havi ng d6®RAF34&d 81 gndtair e vkl e¥ERAEi oncRByUNLGEGAR | orPeloreerponthag to

each | ay | e .t:0 _be_vi b i conductor .circui.t, hagving the
senicond%@?g?C%gﬁgghiP¥é§?§ﬁ§ d%%%?@%ﬁgg}dﬁaE%¥% iﬂﬁg?néffgwagéﬁéra?ed in
accor dangeuwtihle afslowplgadngequest Woniaidite o eaduestonditd §fies
verification key information when receiving the download request, and

havi ng t RBesekc@dmtearest appadbiign avhew the | eppdriadtidre downdvad

(euest oSl gnd 8 BLOBAD o | SYel SLERBI Mgk, s, Sl oo
application program, and a routine for executing
communication between the application programs in
accordance with the communication request when judging

that it satisfies the registered condition.

Disclosed herein is a data processing method by
kwhich a semiconductor circuit or a semiconductor storage
apparatus accessible by the semiconductor circuit
downloads a program running in the semiconductor circuit,
comprising the steps of: having the semiconductor circuit
have a software structure comprised of a plurality of
layers and having download signature verification key
information corresponding to each laye: able to be viewed
by the semiéonductor circuit, having the semiconductor -
- circuit verify download -signature information generated
in accordance with a download request using the download
signature verificatidn'key information when receiving the
download request, and having the semiconductor apparatus
allow the issuer of the download request to download a
" program of a layer éorrééponding to the download
signature verification key information used for that
- verification conditional_ on the download signature

information being legitimate.




verification conditional on the downl oad signature information being

| egiti mate. 16 August 2005 21 Further, the data procesdbdgignst2®98d f urt her
conprises the steps of: having an aut henti cati on apparatus store access
master key information corresponding2io a |ayer to which a program all owed
to be downl oaded bel ongs, having the authentication apparatus transmt

t he downl oad request to the sem conductor ci rcuit, and having the

aut henti cati onrFappakat us u$e thahtaaCCess &g Kend 1 o mat 9Pt 81
generate the downl oad signature infor matl on andgt ransmt that downl oad

si gnat ur eompirdrsest | ottheo t Béepeni cofiductlmavingcuian Fuuthemtidet dana

i t hod furth t he st f:. h t hent t
Bopar at uSBRRGAE Fdent PLEER | onerREaRmmt | BAC GETt he KSbm oonIE B e EPbeu t

and havi pg iR RINANENY | €81 H0N ayBRPRIALIS GNCEYBLoHeant RA liARMY 14 cgti on
information as™ plain text using the access nmaster key information to
gener at edgvwdloeas drabedonkesy |hﬁ@mngt|bhear&11u15@1thtaatldnvwﬂmrm138er key

information to.qgenerate the down] oad nat re ipnformation. 1 ugust 2005
D b aeroRRaH o Hir e M Gabeahe Ry oS habEng Seediatar et eEs et ur o

lconpr'53@19&u§t9“ﬁﬁﬁ'ﬁ¥v9£gl%ﬁ%r%mthentlcatlon apparatus use that
' access master key information to generate the download
signature information and transmit that download

signature information to the semiconductor circuit.

Further, the data processing method further
comprises the steps of: having an authentication
apparatus store identification information of the
semiconductor circuit and having the authentication

iapparatus encrypt use the identification information as
plain text using the access master key information to
generate download master key information and use that
download master key information to generate the download

signature information.




wherein the sem conductor circuit is able to view downl oad signature
verification key information corresponding to each | ay8rugustrdODbes
downl oad signature information generated in accordance with a downl oad
~ request using the downl oad signature g22rification key information when
recei ving a downl oad request, and. allows the issuer of the downl oad
request to dowkiBa4caepr bgratn dis @ | Bt CebArespEngilAg G Ay Hnt® oad

S1.gnat ur g puerldl catbackey 1aLarpRLban seed AL, LBk verLEl catjop to tha

sem conduc Circulrt or a sem cC or stora ¢ircdit acce by the

sem conduhteeie r ciid  semdcbnanaltcan tderdowwnl odd signatur ed nfeoiemtion
bei ng Iegltlnate The sem conductor circuit, mhen recei ving a downl oad
request , IQERILPRES t hE1lgO@IGE] si §ealL GiFadrifR | on kener AEP R FE8Bondi ng

fgfzrﬁ;tggﬁglgﬁ dﬁ%&Fs e sen1condﬁgégf%§2#§¥%¥;§?%ﬁib ﬁ sé£5¥&¥%f t he

downl oadlﬁequﬁ@ttlro@l dcgwrh@ﬁ@lt@dpr 0gr amcafordidrayer weenr eaportdmtglcbm
downl oad signature verification key information used for - that
verifi carFaHess- vRang séhﬁcoﬁewetl@uadcu psdginatayren & idoihict@r sk®Yage

donnl oac  BESEREERET Mhsiar SoR ERNE. Y Slpil T, ~SR0RRh 0o A Rsh R 147
Di scl oseghberigishds @f autehem»drplaiaconr@qnasat UH USednload a program
of a 1layer corresponding to the download signature
verification key information used for that verification
to that semiconductor circuit or a semiconductor storage
circuit accessible by the semiconductor circuit

conditional on the download signature information being

legitimate.

The semiconductor circuit, when receiving a download
request,. verifies the download  signal information
generated corresponding to that download reguest using

download signature verification key information.

Further, the semiconductor circuit allows the issuer
of the-dbwnload request to download a program of a layer
corresponding the download signature verification key -

- information  used for - that verification to- that
seﬁiconductor circuit or a semiconductor storage circuit
accessible by' the Semiconductor circuit conditional on

the download signature information being legitimate.




for authenticati on when downl oading a programrunning in a sem conductor
circuit to a sem conductor circuit having a software d6rAaugustr2D0Sonpri sed
of a plurality of layers or a sem conductor storage apparatus accessible
by that sem conductor circuit, storing access naster key information
corresponding to a layer to-which a program allowed to be downl oaded
bel ongs, transhiEELR§eehacrgdinlicacdt edjuekentdceha overesridiciorugedcuit ,

and Ul ngort Dl abteRea RSt eLukey AALeLIE 80 Lo gEtzrah e g oukod |

signaturein I on an ransm t

to the senmseandigidict®t reitéui fhecau heni eahdantappaiaicus f iHsFihgansm ts
the downl oad request to the sem conductor circuit. Further, the
aut hent i @atSF-"appaFatustyses aerrsiseanstfer ak@tunilortint Pn kaveener at e

downl oad_si gna 2 | r.mat i rther,_ the authentication, apparatus
transm tcs)§t %le gg%l\%ﬁf%lgi %éﬁ%%na%ﬂ?gg nf oarpr%%aoﬁuf’oat f& e iceonﬁéfcItq%?‘—iE

circuit.sdfibuagdsict2005 24 rdiise) osedebeifgn | scaels00r a@dtabe exgguted by
a sem conductor circuit having a software structure conprised of a
plural i t ynEPrmafdrs eeRpPeFBPRAGLIAdr difti Ae lawsr vepi Mliigh dewRT@raiignat ur e

| nfor et of,geRer Ared L0 ARGAIANAE W LR13N OBLLfEANERY e E0el Vi ng
download request to the semiconductor circuit, and using
that access master key information to generate the
download signature information and transmitting that‘

download signature information to the semiconductor

circuit.

The authentication apparatus first transmits the

download request to the semiconductor circuit.

Further, the authentication apparatus uses access
master key information to generate downlcocad signature

information.

Further, the authentication apparatus‘tranémits the
download signature information to  the semiconductor

circuit.




downl oad request using the downl oad signature verification key information
of a corresponding layer in the plurality of |ayers, #hdugust@a6bne for
~allowng the issuer of the downl oad request to downl oad a program of a

| ayer corresponding to the downl oad skgnature verification key information
used for that verification to that sem conductor circuit or a

senm conduct or Bte¢hgeedcihedigin atsessi BFegbym He sbai compitiet Bivr it

condi ti onal .on_t.he.,downl oad si.gnat ure .i nf or mat i j | eqi 'QHE
Di scl osed Hareli "s¥s se lggﬁ&%Ctoﬁﬁﬁﬁn itgﬁav%%&%?aqghta%%?%%esgﬁ%g

circuit aslpdatad RFULA ogli put 1pRACEsSSi NFyetish, CWdmpMhel @ Nat hedaitee
processing circuit inputs and outputs data with a bus outside of that
sem condberorerdifvdda dowplendt Régnataienpntiotnpuionr geBSSRRGTi ¥R Ui t

and the data_i.nput/output_ci,ycui-t _encrypts_data input om_t at
o ocessi AgFraliE TH e T B e B e o P s LS B s e

-same to dbRnlbHE, degsypéstdat ausNpyt frame t he dawm 1yl out pUtghdthere same to
the data processing circuit, and perforns data input/output transactions

t hr ough vheibisaitacunikey oinfrruabarnofodata GORPRIOIPIAT t Laiisdctidns when
N ecs e Ay SEOULRLS i 4o AR e 1B GRS = 1

~ seni condyss@ErChfCiine idpkt Soandregtipdts tdatdwnload a program of a

layer corresponding to the download signature
verification key information used for that verificaﬁion'

to that semiconductor circuit or a semiconductor storage
circuit accessible by the semiconductor circuit
conditional on the download signature information being

legitimate.

Disclosed herein'is a semiconductor circuit having a
data processing circuit and data input/output processing
-circuit, wherein the data processing circuit inputs and
outputs data with a bus outside of that semiconductor
circuit through the data input/cutput processing circuit,
and the data input/output circuit encrypts data input
from the data processing cireuit in units of
predetermined data lengths and outputs the same to the
~bus, decrypts data input from the bus and outputs the
saﬁe to the data processing circuit, and performs data
input/output transactions threugh the bus in units of m
number of data input/output transactions when Nc/Nb=n
where the bus width of the bus is Nb and the data.length

is Nc and the smallest whole ﬁumber of n or more is m.




Wi th a bus outside of the sem conductor circuit through the data

i nput/output processing circuit. At this tinme, the datd6iAygusiL@Sput
circuit encrypts the data input fromthe data processing circuit in units
of predeterm ned data | engths and out @8t s the same to the bus. Further,

t he data i nput put _circyit decrypts data, ut fromthe bus and outputs
it to the data&gfbc%%@}ﬁanHBFFeﬁltgfﬁfuf 519?$€ GHERY uaPGGIput

appar at Us;itper ol dahes i ABUOUEREL Jdransatdhlonsy t B QYgh ¢ h@h gl&;ﬁ' de bus
inunits of mnunber of data input/output transactions when chN n where

t he bus Whgt Wagfa tl@%@éoutBUNbpandeBHamtcartcanlgih is Nc and the snall est
whole nunber of n or nore is m Further, in the sem conductor circuit,
preferably the data input/output circuit when accessing a semi conduct or

- storage- circuht Rased e fiHsStdadgr Eﬁﬁut'/@ﬂ'ﬂbuftr %ﬂé}ﬁ@%&ci?ggegssi ng
circuit, converts the .fi rst address to a second address so as td access

't he senﬁ@@uﬂﬁﬁ@rl@?@taé@qmrthﬂtdanaumnnnaﬁ5£n@ragecaaea$11|nnihsch t he
dat a of |s‘§iq#ed and ua E E cond _address to access the
seni cond¢t &} HYRLF? corFe 8“&3&&@%0%“9%“ P SEPoSEMher@i hlPs a
data progessi ng net hod performed by a sem conductor circuit when accessing
a.
Further, the data input/output circuit decrypts data
input from the bus and outputs it to the data processing

circuilt.

At this time, that data input/output apparatus
performs data input/output transactions through the
outside bus in units of m number of data input/output

transactions when Nc/Nb=n where the bus width of the bus
is Nb and the data length is Nc and the smallest whole

number of n or more is m.

Further, in the semiconductor circuit, preferably

the data input/output circuit, when accéssing . a

- semiconductor storage ‘circuit based  on a first address
input from the _data processing circuit, converts the -
~first address to a second address so as to access the
semiconductor storage circuit in units of storage areas
in_which the data of Nc is stored and uses that secondl

address to access the semiconductor storage circuit.




sem conductor storage circuit when a sem conductor circuit and the

sem conductor storage circuit are connected through alBd¥gustaid®bi si ng t he
steps of: encrypting data to be witten in the sem conductor storage
circuit ‘In units of predeterm ned dat #6] engths and outputting the sane to
t he bus, decryptin data i,nput. framthe bu and_perform ng dat

i nput / out put ﬁtgﬁgggglonén Hrhhgh the ﬁusqatqnnPEOSFSﬁﬁ éwe§?08ata

i nput / ouE@wfotrh@raﬁagyl oas yhpncdeabbTBWhekectihe biygen dEheakitbhe Rus is
Nb and the data length is Nc and the smallest whole nunber of n'or nore is

" m Discl 8s@dchadsiatdss asdaﬁagwroc@ggmmgiappuhanus aconpmns¢@gdaCSDurage

circuit for rin |nstruct|ons and . dat pIurallt 0 rograns, a
conput at FohR° Eﬁgcw forlﬁtce§§Hﬁ§QQQ¥E§%ﬁag§ SPHnt £ 6@&%
transnm sgbafedtiede amdrw?ﬁg bhe phis] r uebh@ns Ak datpeof dithg, Pl upakity of

prograns to execute the urality of prograns, a  connection sw tching
circuit Enﬂéﬁpﬁs@@'bekMEEn the beran&mr@@&@n innetaﬁd tdmnistondgetokr cui t

for setti the transnission |li.ne t he e circ to, one of a
connecti%ﬁgg?gﬁe %ﬁﬁcﬂgtcdﬂhe&ﬁﬂ%F épﬁﬁég l&edboﬁ9%8| LeRaERs 4
connect i @ﬂdcaﬁt@)@ﬂtt@ﬁgcwﬁefgameg%er@ié NG 4 heagentbeli ny adla fPﬁpﬁQnt rol
to set the transmssion line and the storage circult to one of

connect i browt at shand #iusconneutd on ﬁeafermasgd odaa@cesgnpumﬁmuupﬁtnlng

data def]j n|n an .addr e ln stora.e ci CUIt 2 Ie to be accessed
whil e thet %ﬁﬁFéPPSn%%roug the us in Wos SO FCR &85

input/output transactions when Nc/Nb=n where the bus
width of the bus is Nb and the data length is Nc and the

smallest whole number of n or more is m.

Disclosed herein 1is a data processing apparatus
comprising a storage circuit for storing instructions and
-data of a plurality of programs, a computation circuit
for accessing the storage circuit through a transmission
line and using the instructions and data of the plurality
of programs to execute the plurality of programs, a
connection switching circuit interposed between the
transmission line and the storage circuit for setting the
transmission line and the storage circuit to one of a
connection étate‘ and disconnection state based on a.
- control signal, a conﬁection control - circuit for
generating the control signal for control to set the
transmission line and the storage circuit to one of a
connection state and disconnection state based_on access
range defining data defining an address range in the
- storage circuit able to be accessed while the computation
circuit is execﬁting the plurality of programs for.each
of the plurality of'programs, an address in the storage

circuit for which the computation c1rcu1t issues an




circuit is executing the plurality of prograns for each of the plurality
of prograns, an address in the storage <circuit for whithAedust 2efput ati on
circuit issues an 16 August 2005 27 access request, and executing program
instructing information which which gfogramin a plurality of prograns

the conputation circuit is executing, and an input/output interface
circuit PHCSFhut GSRISHT ot t ISTF THE PN t PEPET &Bnput B FEHCELROUI t

through tiheo df-ANIH SSERACH NSpk, | ng%g&e& a OUEPUtélLdeadPP&? Whieh  the.
outsi de of that data processing apparatus. Further, in'the data processing
appar at uproguraafser &bley thepodmtacin oricantirtol iG r edetcugdmer,at asid han

contr ol si%pal i ndi cati ng tOEEGt the transm ssion line and the storage

circuit PRPET/SHHERUS on SREeELGREN t RETCHddr esL9Th t He"RYbFERE cifRAit for
which th QTR | O i i issu - 1S, L nNside e

addr ess %Pghéb ég%%eg%%%d?ﬁgﬂ{dtgépgggggﬁgﬁgﬁﬁg %gggﬁﬁgdtgg?ﬂﬁgg t%% t he
-access r amgesgefssiiary datha amdi genpuatésgt kd contpaktdhgnalatandivéahi ng to
set the transm.ssion |line and the storage circuit in a disconnection state
when it Y r‘i’b‘ttﬁlrﬁjﬁcfétlt #C adaFesBIPERGE LN SHARBER I Wrein is a

sem conductor circuit for executing -a program conprising- a first
.transm ssion line, a storage circuit for storing instructions or data for
executing the Puotheam aiconputteti ondetacui prbeessing apparatus,

preferably the connection control circuit generates the
control signal indicating to set the transmission line
and the storage circuit in a connection state when the
address in the storage circuit for which the computation
circuit issues an access request is inside the address
range corresponding to a program being executed defined

by the access range defining data and generates the

._control signal indicating to set the transmission line

and the storage circuit in a disconnection state when it

. is not inside that address range.

Disclosed herein is a semiconductor circuit for
executing a program, comprising- a first trénsmiésibn
line, a storage circuit for storing.instructions or data
for executing the program, a computation circuit for

- operating based on the instructions read through the
fifst transmission line from thefstorage circuit, a first
connection switching circuit for setting the first

~transmission line and the storage circuit in one of a
connection state and disconnection state based on a first
~ control signal, a second-connéction switching circuit-for
setting a Secdnd transmission line outside of .that
semiconductor circuit and the first transmission line in

one of a connection state and disconnection state based




operating based on the -instructions read through the first transm ssion

~line fromthe storage circuit, a first connection sw tdBifmgust2oogit for
setting the first transmssion |line and the storage circuit in one of a

connection state and di sconnection std8e based on a. first control signal,

a second connection switching.circuit_for setting a second transm ssion
line out SPde® of SFARY SePREbRuct B¥R2lr curddarfl tIRNF9F 500 r 4FRHFE% on.

line in .one.qk a ggpnectipn,stat, | sconoeshi o512t e based ] August

an
2005 28 on a second contro?uy gngl, gtﬁ% a connection control rcuit for
out putti hgstirectdcond dastoohesitgrmal  ipst rukéi Nngs ebcednnesiriroact Dot he
second connection switching circuit when outputting the first contyrol
si gnal i AYEFGRENAG Orrfdett onWient heUtRdtt idhnebbfon Tidit cHIMREES+ cui t

and out pgﬁﬁhgg_thﬁs%?ﬁ%@iﬂ?ntéo%neédi ! Ed‘StEHJeCF'ﬂQ:%P”Q?&&Aé)&f& the
second connection swtching circutt en outputting the first control :
si gnal issfitebtingg diisconitect &nd t euttheitfiins cohaeckie@dndsW dadit Nl
circuit. Further, in the sem conductor circuit, the second connection

swi t chi n§18PRui 1PFETHERABEL cBORRRELERT hEO SERBNFIFARB ML TI®R to a

storage %ESEEHH ate {6, ; out 5 df %utt%%tsﬁ'ﬂqm”@ﬂ&t Oﬂf.i%jsrt‘:”ic#onf ther, in
t he- sem conductor circulit, when the <¢ mput ation circuit reads 1 nstructions
fromthess$goaagenstructing disconnection to the first connection

switching circuit.

Further, in the semiconducter circuit, the second
connection switching circuit is connected through the
second transmission line to a storage apparatus at the

outside of the semiconductor ci:cuit.

Further, in the semiconductor circuit, when the
computation circuit reads instructions from the storage
circuit, the connection control circuit outputs the first
control signal instfucting‘ connection to the : first
connection switching ciréuit and outputs the second
control signal instructing disconnection to the second

connection switching circuit.




circuit, the connection control circuit outputs the first control signal
instructing. connection to the ~ first connection sw tighp@sc2gosui t and
outputs the second control signal instructing disconnection to the second
connection switching circuit. 16 Augug® 2005 29 Disclosed hereinis a

sem conductor circuit for _ executing a program conprising, an

encrypt i on/ decP¥peilegedci heFelrf orlSst & i SEERIVYPEL T nst i+ bnstBF dat a
of the ncr i at . p rqggn- i m ssi on
| i ne out g%%%q‘%%qia% é%tréld(}%r@ucggrgg?rgé& éj%oteglcs ragoeg)a%%% %g{gﬁand
decrypti agrendry e stasihgcenerspiedairss t mpat idbhsough dahta faf sthe

transm ssion |ine fromthe storage apparatus, a conputation circuit for

per f or i RCEERBUL aBRER YRSIiAG t HatdeckyptRRl iituctréridly dathirat
sel ection GLLeyids fOr $gLacting, s yhether f9.all i8€HHH@£8§tU§Pr£§%¥fﬁ2 a

second transmssion |ine outside of the sem conhductor circu

conput at ten carcuitobagsed aippac®duspl sigial .dearbaitgnt ralceypeadt for
outputting to the selection circuit the. control signal for instructing to
di sal | owingsmmatiians owr bdehaeA e dduomth r BAgnifdgisén GuaeBhes1Phe

comutat {90 EEH LS SETRHLBLLONE! 16114 3, ELLAT TR g poess! o
for performing computation using the decrypted
instructions or data, a selection circuit for selecting
whether to allow communication between a second
"transmission 1line outside of the semiconductor circuit
and the computation circuit based on a control signal,
and a control circuit for outputting to the selection
circuit the control signal for instructing to disallow
communication between the second transmission line and
" the computation circuit while the computation circuit is

performing processing using instructions or data of the

program.




30 Disclosed herein is a data processing apparatus conprising a storage
circuit for storing in predeterm ned storage areas a.pbWualbst3008f
application prograns each conprised of a plurality of data nodul es
including processing routine data de88ribing processing routines for

communi cating with_an integrated circuit to provide a L service and storing
managenent dat 21SRORERG | PRKEIT t dGet Rer @ tdat RLTRFRAT Y i rAPREFTHEt a used

for using thef; dat ac gpdybe & RQcesst ngra¢¢agdisRg d Hahad

nodul e, aﬁ seconélkey datagusg& foﬁ'transferr?ngﬁdéta}ﬁéet{@%ﬁe_%ntegrated
circuit istoprageessrngsaczompdinpliocyt kdt dppdinadiba apdograeis ceadhct or
circuit performn processing relating to a service based on a data

modul es, SOMPEESTE t He- maRagBhEAt lddta it t ndRtRr oFeS8iSS USRPREUERBI first

key datagcaideesnani s ddialiAal a a6 4y Uil s dAbdcmRAUl e and
usi ng thg seébn qﬁqughta corﬁéspon ingjtéuﬁ%aﬁﬁﬁ%ta nnd%le to transfer
data wit fiort kenmiregraat Hog cwithi tin Burttdiera tédd thecdata tpr qoessidg a
apparatus, preferably the storage circuit stores as a data nodul e at

| east on&SEV UKy ARA of Lordddssi MY periEPied dihg PheWid@st a HbakPe,

program ¢data$haw 09 &, ¢ Uty 1feqrgf&§gitstﬁégn%a¢ datay medul e,50,3

storage area, program data showng a routine for deleting registration .of
t he dat anomnthelre datoan tnhdudtoriagepraceasiand guragrdinglata teow dgta
routi ne for defining the storage area for .
module, and second key data used for transferring data
with the integrated circuit in processing according to-
that data module and a semiconductor circuit performing
processing relating to a service based on a data modules,
viewing the management data in that processing, using the
first key data corresponding to that data module to use
another data module, and using the second key data

" corresponding to that data module to transfer data with

the integrated circuit.

Further, in the - data processing apparatus,

.preferably the storage circuit stores as a data module at

least one of log data of processing performed using the

data module, program data shdwing a routine for

.registering the data module in a storage aréa, program -
data showing a rbutine for deleting registration of the

| data module from the storage area, and program data

showing a routine for defihing the storage area for

storing the application program.

Further, in the data processing apparatus,
preferably when processing in accordance with another
data module is to be executed by a semiconductor circuit,

the semiconductor circuit uses the managémént data to




storing the application program Further, in the data processing apparatus,
preferably when processing in accordance with another 1@ @usptigse is to be
executed by a semi conductor circuit, the sem conductor circuit uses the
managenment data to 16 August 2005 31 3dbtain first key data correspondi ng
to the predetermned data nodule and the first key data corresponding to

the ot hebtddia Fbast ekgid ditles FRETGERONHaRSD RBdHhe fPBHRfehgrmined
predet er mi_ned I i Ng. c iti . ained two

P rst kesoaa doadiR aue e BAZS ke S0, Bpakapandias o0 THRES

wher eby ocahsamdailucd@iil €i hadi asfedy oamubheat dag awiniddwle fabmgraked

circuit to performprocessing to provide a service transfers data with a

st orage Eiredsterwigifsti dphg MPduiEeREHIY REEFIHIRA sCORAGE Gk £Bst or es

in pred rm r | ural. |ication progranms each
conpri segth%f rJ;éfﬂ:pdiuﬂrséacfi %y oﬁ%%?aﬁﬁgdu&ﬁ]agg tﬂlyaricg hu%&ﬂg processing routine data

descri bing processing routines for comunicating with an integrated
circuit to providing a service and stores nmanagenent data show ng. |inked
toget her a dat Bifsdared hierstikeys dat d2h3eBrr6es udihdiaryeherh8afRYnodul e

I N process! ngemcsgaga%gce c’f“#é‘uwat Hﬁfa 'H%Muﬁi@é'@iﬁgco%éﬁy data used
for transferring data with e Integratéd circurt 1n processing according
to that datagredde, chavuig tRe perform processing to provide a
service transfers data with a storage circuit, comprising
the steps of: when the storage circuit stores in-
predetermined storage areas a plurality of application
programs each comprised of a plurality of data modules
including processing routine data describing processing

routines for communicating with an integrated circuit to

providing a service and stores management data showing

- linked together a data module, first key data used for
using another data module in processing in accordance

with that data module, and second key data used for

transferring data with the integrated <circuit in
processing according to that data module, having the
semiconductor circuit perform -processing relating to a
service based on @ the data modules, having the
semiconductor circuit view the management data in the
processing relating to the service and use the first key
data corresponding to a data module to use another data
module, and having the semiconductor circuit use the
seéond key data corresponding to the data module in
processing relating to the service to transfer'data,with

the integrated circuit.

Disclosed herein is a program to be executed by a

semiconductor = circuit for communicating with an



sem conductor circuit performprocessing relating to a service based on

t he data nodul es, having the sem conductor circuit viewAd@snausgenent
data.in the processing relating to the service and use the first key data
corresponding to a data nodul e to use38nother data nodul e, and having the

sem conplucttor circuit .use .the_ second key data corr espgndi 2@ to,.the data
nodul e i A" Sﬁ&é’etseé nGEEHL ng Ot oPERECSET VPERCEE S PEnsFBF dATQYWERY t he
i ntegrat gd y&iilcels t anBl SEFH588e rbeRG NGhBad WPIEOYr am geo%g%xe@yfs@giﬁy a

sem conductor circuit for communicating with an 16 August 2005 3
i nt egr at e¢mpiricuing,t o peréwr m phecesstpgaer providiing sereiess and

transferri n% ata .w tcg a.storage circuit, gon‘gé{i. i ng, ~when 1tLhe t or age
ciroui t BEGREE SN a St AGTod Aeeeags aPEREaL EVur AF (5P SppRPBati on
progr ans ;eaeh 5@PELSRA Hm@r Prafalds YaOfp dat sy egules dbRGl UHbAg1es
processi ng routine data describing processing routines for conmunicating

with an incégdined pirpceistsiing provide sdatacedeandibingespcrenageirgt dat a
showi ng _linked together a data nodul e

irst key dat sed for., .using

another FRETAEER ot EOTRUBIG Ao hEBorR ny VROTERSH dHe Hdube. and
- second kpyogalRr used-fofedr apaher stQfrddat andhhfehbBat NioarAt edhsligyit in
processing according to that data nodule, a routine for performng
processi hgnkeldatiogetbethe: sdrviacendydiskd, orf ittt daey data used for

using another the data module in processing according to

that data module, and second key data used for transfer

of data with the integrated circuit in processing

according to that data module, a routine for performing

processing relating to the service based on the data

module, a routine for viewing the management data in
processing relating to the service and using the first
- key data corresponding to that data module to use the

other data module, and a routine for using the second key

data corresponding to that ‘data module in processing
relating to the service to transfer data with the

integrated circuit.

According to the above explained aspects of the

present invention, the following effects can be achieved.

According to the first to third aspects of the
invention, it is possible to pfovide a data processing
meﬁhod, semiconductor circuit, and program able to
efficiently perform processing in accordance with a large

-number of processing reqguests.

According to the fourth to sixth aspects of the

invention, it 1is possible to provide a data processing




nodul e, a routine for view ng the nmanagenent data in processing relating
to the service and using the first key data correspondiengugust 2008t dat a
nodul e to use the other data nodule, and a routine for using the second
- key data corresponding to that data #8dule in processing relating to the
- service t t}ﬁ&psf%% d%&g ]itrb£he .integrated cirggit.mAccoraﬁn to_t he
above explai ned aspggtslb ‘?ﬁe [ﬁ%ﬁﬁﬁﬁ 1nv%%?id%, Fha™s of I'd 'ﬁggef?ects

- can be agRieeveth Aredididdah@ etiddiste t ant higsh aspecds YPrddram i B¥ention,
it is possible to provide a data processing nethod, sem conductor circuit,
and progthm abiert §oeflde ceEAChyegerivr fhpr craasst ngvilihevdor tafermihgh a

large n er. of processi reguests. .According to. the fourth to sixth
aspects gg%tﬁgeﬁlﬁéﬁh%%ﬂ?gi?o?gl§8§gﬁ8IelP %ﬁhﬁﬁ%ﬁ?a data processing 16
August 2005 33 nmethod, semiconductor circuit, and programenabling a user
to produce and custom ze an application programof the user to be executed
by the server wWithégt Dosfsdtdieng o tpeousde af dhitghlpy csefd depthathod,
i nformat Lon.. 0SSi provide a data séﬁgessin met h

e

It bl t d,
ser cond el CRAHGHTE  SRACH Oar ANAbES A% Bt e hPIEY S B R
prOQVa”‘BbﬁﬂﬁQ@ﬂﬂbﬂfﬁﬂﬁ&ﬁ@@ﬂ bfr@ﬁOtB@&ngapEHﬂIﬁédﬁbd”Cﬁﬁan&MBEHefunning

a plurality of application prograns on the sanme sem conductor circuit.
' application program  when running a plurality of
application programs on the same semiconductor circuit.

It is possible to provide a data processing method,
semiconductor circuit, and program made in consideration
of the above explained prior art and allowing the
tranéfer of data among application programs in accordance
with need while preventing each application program from

" being illicitly tampered with, monitored, etc. by a user
of another applicatioh program when running a plurality

of application programs on the same semiconductor

circuit.

It is possible to provide a data processirg method,
semiconductor circuit, authénticatiqn appératus, and
program able to restrict the content of access to a
semiconductor circuit of a server etc. 1in accordance with

its right.

It is possible to provide a- semiconductor circuit
~and data processing method able to maintain the
-confidentiality of data even ' when " transmitting highly

confidential -data between the semiconductor circuit and

semiconductor storage circuit through an external bus.




It is possible to provide a data processing nethod, sem conductor circuit,
and program made in consideration of the above expl ai nedagjusoroos t and
allowing the transfer of data anbng application prograns in accordance
with need while preventing each appli&dtion programfrom being illicitly
tanpered wth, _nonitored, et by a user qf another application program
when running alpl ural i t?OSSFgéﬁpl it i BROYAGG and offetRe s%t‘ﬁ‘éC%%ﬁEESnduct or

CiTcull. ool SS Bhgel 0 PEOVAS A Alata RERCesshRg: ABhAGA: g/ cgpduct or
circuit, authentication apparatus, an program able to restrict the.

cont ent dhsdaceedsidre aandenixondbettorcari rpubtyrafusa wisen vexeetdidg a
accordance with its right. It is possible to provide a sem conductor
circuit pgi’fﬁfaddtté’ Hodes9FyFet hod able to maintain the confidentiality
of data even when transmitting highly confidential -data between the

sem conductor circuit and sem conductor storage circuit. through an
external bus. 16 Algupbs3A05 e34tol tprsvipbssiabl sehdcpnductiera datauit
processi ng _apparatus able to paintain the confidentiality of instructions
and dat a®Refweé? profPEECwhbERCex SARTIHPRELPLUER | OF of Y oPERELATY i s
possi bl e Lo Py de a sem conductor circuit able to inprove the
confidentiality of the program

It 1is possible to provide a data processing
apparatus, method, and program able to improve the
security of an application program running on a server
when providing a service using an IC or other integrated

circuit.




executed. It is possible to provide a data processing apparatus, mnethod,
and program able to inprove the security of an appli catiAwust 2@5m r unni ng
on a server when providing a service_using an |C or other integrated
circuit. 16 August 2005 35 BRI EF DESGRI PTION OF THE DRAWNGS FIG 1 is a

vi ew of tBlﬁ% ﬁ%édeQFf 'bg%@tjrﬁ{_}i gﬁé%gwni cation system of an

enbodi nent "0 presen i nven is a view for explaining the
software conf Fggratli ols o0& &iSAM shi pheh@weddl Fl &ontighk&cidn Sof a
functional block diagramof an IC of an |1C card shown in FIG 1. FIG 4 is
a view f GOTEPBILAIH Y | OTTRRI ot st el HIRRGr @ UM PBHRRSRA FI G

3. FIG niv%n%vi ew for explaining information stored in an external
menory of ‘the AN unit shown in FIG 1. FIG 6 is a view for expl ai ni ng

service definitrirgn bablig dat a whewn FBrFl Gxplaihl ndugusic 20805rtwdbe FIG 7
is a view for explaining the processi n% in a SAM chip using the service
defi ni ti eenddigveE adaan %C$£%t chipgsamehdvwn 516 FIlg 5.

FIG. 3 is a functional block diagram of an IC of an
IC card shown in FIG. 1.

FIG. 4 is a view for ‘explaining information stored
in a storage unit shown in FIG. 3.

FIG. 5 is a view for explaining information stored"
in an external memory of the SAM unit shown in FIG. 1.

FIG. 6 is a view for explaining service definition

table data shown in FIG. 5.




FIG 8 is a view for explaining commands used in a 5 script program FIG
9 is a functional block diagramof the SAM chip shown1BriAUBH& 2005 FI G 10
is aviewfor explaining. the data stored in a storage unit shown in FIG
9. 10 FIG 11 is a view. for explainixg the format of IC card entity data
generated by the SAMchip. FIG 12 is a state transition chart of the IC

card entity datgrsh | n, E F 3 is. a.wiewfor _explaining a
processi’ng routﬁaincg %%% a‘%lJL "CJ%%JF GA%%%%%?%%H%% ERERT A4k 8hBwn in
FI G 10. zﬁjl%hil4uis§ a g&%w for.explalLning. the gverall operation of the

comuni cat T o System Shoti FREYTES detipetian table dakp ped ecpiRitni ng t he
overal | operation of the communication systemshown in FIG 1. 20 FIG 16

is a vi eWHHE® TR i othun?cation protocol . between an IC card and
SAM chip. FIG 17 is a functional. block diagramshow ng nore specifically
the function blEF&ks Sfist ke v3AW dnp stmlaining M@mdhdLused id8ais a view
for explaining anot her node of use 16 August 2005 .. 3 7 of the SAM chi p.
FIG 19 isswipt gwagframhe overal | - configuration of the conmunication system
~of an enbodi nment of the present : o
' FIG. 9 is a functional block diagram of the SAM chip
éhowu in FIG. 1. |
FIG. 10 is a view for explaining. the datg stored in
" a storage unit shown in FIG. 9.
10 ~ FIG. 11 is a view for explaining the format of IC card
entity—data géﬁerated by the SAM chip.
FIG. 12 is a staﬁe transition chart of the IC card
-'éntity data shown in FIG. }1;
FIiG. 13 ié a view for explaining a processing routine
15 of an IC card procedure management‘task.shqwn in EIG. iO.
FIG. 14 is a Yiew'for explaiﬁing the overall operation
of the coﬁmuhidation'syétem shown in EIé. 1.
- fIG. 15 is a view fo'r explaining the overall operation
of éhe communication system shown in FIG. 1.
20 FIG. 16 is a view for e:épiai_niﬁg .communication_lérotocol
between an IC card and SAM chiﬁ.
| FIG. 17 is a functional block diagram showing more
 _ specifically the functiop'hlbcks‘of ﬁhe’éAM'chip sbown iﬁ
FIG. 9. | |

.25 FIG. 18 is a view for explaining another mode of use




invention. 5 FIG 20 is a view for explaining the software configuration
of the SAM chip shown in FIG 19. FIG 21 is a functi ord&AugueciO08i agr am of
an IC of the ICcard shown in FIG_ 19. FIG 22 is a view for explaining
information stored 10 in the storageddnit shown in FIG 21. FIG 23 is a
view for explaining an external nenory of the SAMunit shown in FIG 19.

FI G . 24 i$F acna @m—&qghflgpl aining the format of nodule nanagenent data
shown in FIG 23. 15 Fla. 25 is a functional block diagramof the SAM chip

Shown in FIG 23R e kel B Al NG RS A ehe i on 20
ext or nal REMSH TN (7 18 90, S CEboRtRent +F CHLERaFeSPOE oxpl ai ni ng
t he operation of the .SAM chip executing an application program shown in
C FIG 19. ¥en43qn. 29. is a view for explaining the operation during 16
~-August 2005 38 execution of an application program FIG 30 is a view for.
i>9<|0| a% ni ng,t’ he E@¥er 20 isper atieon faof é:&;ammng]iiﬂeé | S BysEem shown in FI G
- copfiguration of the SAM chip shown in FIG. 19.
FIG. 21 is a functional block diagram of an IC of the
IC card shown in FIG. 19.
 FIG. 22 is a view for explaihing inforﬁation stored
10  in the storage unit shown in FIG. 21.
FIG. 23 is a view fqr'expiaining an external memory
of the SAM unit ghown in FIG. 19.
FIG. 24 is a view fqr expiaining the format of module
management data shown in FIG. 23.
15 - FIG. 25 is a functional block_diagrém of tﬂe SAM chip
showp in fIG. 1. |
FIfo26 is a view'fAr explainingrtasks execuﬁed By
the CPU éhown in fIG. 25.
FiG. 27 iéhavflow chart for éxplaining the ppération
T20 for-doﬁnloading an appiicatiéﬁ prégram from the personal
:computgr to an ektern%l memoryﬁshown in FIG. 19.
FIG. 28 is a flow chart for explaining the.operation
iof—_the SAM éhip executiﬁg én appiication-progrém shown'iﬁ
. FIG.- 19.

25 - ' FIG. 29 is a view for explaining the operation during




FIG 31 is a functional block diagramshowing nore 5 specifically the
function bl ocks of the SAM chip shown in FIG 25. FIG163ugust 2005 ew f or
expl ai ni ng anot her node of use of the SAMchip. FIG 33 is a view of the
overal | configuration of the 10 conmmi-<ation system of an enbodi ment of
the present invention. FIG 34 is a view for explaining the software

confi gur 1,i 04, in FLG 33. FIG 35 is a functional
bl ock di agr_am% C ofg%fléggwﬁ 5Pd%8Mown in FIG 33. FIG 36-1s a

view for expl a#ﬁng:@he i nf or mati on stored in the storage unit shown in
FIG 35. FIG VP VIS £RE SXPLRAREDHEHRR PYSTAHe oBRRR IR shown
in FIG 33.- 20 FIG 38 is a view for explaining AP selection data shown in
FIG 37. 98 &h %9’9’@“‘&‘%@%?@5.‘&5‘?1& ahagni hneFIGP &8amuni cati on data shown
in FIG 37. FIG 40 is. a functional block diagramof the SAM chip 25 shown
in FIG 33. 16FAGuUS1 2305 IMndtianalll bhlock vdtagian hohingimgreasks
executed by the CPU shown iin FIG 40. FIG 42 is a view for explaining the
funct$ onspelcitfiiccally the function blocks of the SAM chip shown in
FIG. 25.
FIG. 32 is a view for explaining énother mode of use
of the SAM chip.
FIG. 33 is a view of the overall cpnfigﬁration of the
10 communication system of an embodiment of the present
invention.
EIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.
FIG. 35 is a functional block diagrani of an IC of the
15 TIC caxd éhown in FIG. 33.
FIG 36'is a view for explaining the information stored
in the storage unit shown in FIG. 35.
FIG. 37 is a view of the external ine'mory of the SAM
unit shown in FIG. 33.
20 . FIG. 38 is a view for explaining AP selection data
shown in FIG. 37.
FIG. 39 is a view for explaining inter-AP comﬁﬁication
data 'shbwn in FIG. 37.

FIG 40 is. a functional block d;t.agram of the SAM chJ.p'

25 shown in FIG. 33.




settlenment processing routine task shown in FIG 41. 5 FIG 43 is a flow
chart for explaining the processing of the inter-AP cotifingesai@mh task
shown in FIG 41. FIG 44 is a view for explaining the inter-SAM

.communi cation task shown in FIG 4% BH9G-45 is a view for explaining the
overal|l operation 10 of the comuni cation systemshown in FIG 33. FIG 46

is-a functionalpdd oG di a9 3 Show 09, e. specjfically the function
FIG, ..
bl ocks of the SAMchi’p 'shown Tn @ﬁi ’%iaﬂﬁpg4€af Sae%?%ﬂf?%fﬂ%xm ai ni ng
: P : : .
anot her %e , uaﬁow&% e‘f Mchip. FIG 48 is a view of the overall
configuration c')‘f THE tation systemof an enbodi nent of the present
invention.. FIG 49 is a view for explaining the software 20 configuration
of the SAM chi FT&hofiR L8 & Gieddor mplaining tiefemicdrisnsolodckhei agr am of
an authentication unit of a business using the application. program shown
in FIG #ssttlegers] processdiow frsukiop: ataskgshdwen f imcFien oi.the 25 nutual
aut hentication unit shown in FIG 50. 16 August 2005 - 40 FIG 52 is a
vi ew d or expl aFfmicng48hesfakidwirhdcd For depnhaad ndl R_SSEB8eYBihgShown in
FIG 50. FIG. 53 is a functional block diagram of an :
' of the inter-aAP communication task shown in FIG. 41,
FIG. 44 is a view for explaihing the inter-SaM
- communication task shown in FIG. 41
FIG. 45 is a view for explaining the overall operation
10 of the goﬂmunication system shown in FIG. 33.
FIG. 46 is a functional block diagram showing more
ﬁpecifically the function blocks‘of the SAM chip shown in
FIG. 40.
"FIG. 47 is a view for explaining another mode of use
15 of the SAM chip.
FIG. 48 is a view of the overall configuration of the
-communiqation system of an embbdiment of the present
- invention.
FIG. 49 is a view fo: exp1aiﬁin§ the software
20 configuration of the SAM chip shown in FIG. 48.
FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
‘program shown in FIG. 48.
FIG. 51 is a_viéw for explaining the function of the

25 mutual authentication unit shown in FIG. S0.




—authentication unit of a software devel oper of- a handler 5 |ayer shown in.
FIG 48. FIG 54 is a view for explaining the functi on 16fAugbst 2685wnl oad
processing unit shown in FIG 53. FIG 55 is a functional block diagram of
the authentication unit of the nmanagér -of the SAM chip shown 10 in FIG
48. FIG 56 is a view for explaining the function of the download

“processi ng uni ho | Gs aROf | ew.for, explainj,ng the
ext er nal nenor%;lg'f g/geigAgl um? S omﬁx?§ZH‘%'g4§h “‘EF‘& 19 %% éh‘g
functiongl é)(dl a%ﬁam .of the SAM chip, shown in FIG 48. FIG 59 is a
fl ow cha f’"f’ Pa B RSRi57d 9 & e A19%8h 1% F%ovtfl oadi ng an appl i cation

“program from a ?ersonal conputer to _an external nmenory shown in FIG 48.
20 FIG 60 is BIGieW’fdF expractingadr ddeski i ausam ofr #Msaction using an
-1 C card of the conmunication systemshown in FIG 48. FIG 61 is a
f unct i onalrtbheoti cditdgmamndttowiing moftvepecidavedldpent ef faudatndirebl ocks of
the SAM chip shown in 25 FIG 58. 16 August 2005 41 FIG 62 is a view for
expl & ni bgyaproshewnnasde Fuc.uag. of the SAM Chl p. FIG 63 is a vi ew for
expl aining a nodification of
FIG. 54 is a view for-explaining the function of the
' download processing unit shown in FIG. 53.
FIG. 55 is a functional block diagram of the
authentication uniﬁ of the manager of the SAM chip shown
©10 in FIG. 48.
FIG. 56 is a view for explaining the function of the
download proceséing'unit shown in FIG. 5§85,
FIG. 57 is a view for explaining the external memory
of the SAM unit shown in FIG. 48.
15 FIG. 58 is a functional blockAdiagram of the SAM’chip
shown in'FIG. 48 .
FIG. 59 is a.flow'cﬁa:t for explaining the operation
for dowﬁloading an application program from a personal
computer to an external memory shown in FIG, 48.
20  FIG. 60 is a view for explaining processing for a
transaction using an IC card of the communication system
shown in FIG. 48.
FIG. 61 is a functional block diagram shéwing.more
specificallyrthe function blocks of the SAM chip shown in

25 FIG. S58.




“the comunication systemshown in FIG 48. 5 FIG 64 is a view of the

overal | configuration of the comunication system of & AudbstiZ¢nt of the
present invention.. FIG 65 is a view for explaining the software
configuration of the SAM chip shown #d FIG 64. 10 FIG 66 is a view for
expl aining the external nmenory of the SAMunit shown in FIG 64. FIG 67

S 2 functionarr.osh dadr 9aupl cbhoaAMLEhl By SMOMIoLWERE of %0 Fl G 68 1S

a view for explaining the relation between us scra

-and ext eppaly T LY cqirl%]vm in FIG 66. FIG 69 is a view for explaining the

address space between e CPU and external nenmory shown in FIG 68. FIG
70 is a functig&gl lg.l ock di agramof the _bus 20 scranble unit shown in FIG
67.. FIG 71 i viPBw ol EXSMalfitn§* R 1A PE@d0fePedidi cartiamne Akt er nal
menory by the.-bus scranble unit shown in FIG 67. FIG 72 is a flow chart
of the o%@?af’l"&‘ﬁ“%‘lmlq‘h sysGemp shpwn g KJ§ustd82005 42 FIG 73 is a view
for explaining a read operation of the external nenory by the bus scranble
unit 5shown in FEIG. 647is a view of the overall configuration of the

éommupication system of an embodiment of the present
invention. . |
FIG. 65 is a view for explaining the-scftwaré_
' confiéuration of the SAM chip shown in FIG. 64.
10 FIG. 66 is a view for explaining the external memory
of the SAM.unit shown in FIG. 64.
FIG. 67 is a functional bloék diagram of the-SAM chip
'shownzin FIG. 64. o
FIG. 68 is a view for exélaining-the relation beﬁween
15 rthé CPU{ bus'scramb;e unit, and egternalmemory'shown.in
FIG. 66. |
FIG. 69 is a view for expléining_the address-spacé
- between ﬁhé CPU and extérnal memory shown in FIé. 68.
FIG. 70 is a.fungtional block diagram of the bus
20 scrémble unit shown in FIG. 67.
| FIG. 71 is a view for exﬁlaiﬁing‘a write ope:ation
of‘the external memory by tﬁe;bus sqramble unit shbwn_in
FIG. 67. |
FIG. 72 is a flow chart of the operationAshown‘in FIG;

25 7r.




FIG 74. is a flow chart of the operation shown in FIG 5 73. FIG 75 is a
view for explaining switch processing of a scranble kd§ August X¥6anbl e key
- ~managenent unit shown in FIG 70. FIG 76 is a view for explaining switch
processing 10 of a scranble key inr @2scranbl e key managenent unit shown in
FIG 70. FIG 77 is a view for explaining switch timng of a scranble key

in the scranbl gtkey 7r3ra§§ggngg_grugiog: ggﬁggéhnggF%%F%g glgrg G . /8s s aview

for _eXpIai-nin_g switch timng of a'scra _ the Fanple key
e oSO e B (e B alSeabecnt 6 =bire ShoBhE 1%
70. 20 F 9 80 Is a view for explaining the overall operation of the
comuni cdt'i'on system shown in FIG 64. FIG 81 is a functional block
di agram showi ng nore specifically the function bl ocks of the SAM chip
shown in FI G F&¢. 24'if|aGflgw rhaxtvefvtlioopeyatdion shoamotiheFIgnde of use
16 August 2005 - 43 of the SAMchip. FIG 83 is a functional block diagram
of a onfi@ter used in electronic settlement formng a related art of the
FIG. 75 is a view for explaining switch processing
of a scramble key in a scrémbie key management unitlshown
in FIG. 70.
FIG. 76 ié a view for explaining switch'processing
}0_ of a scrambla key in a scra@ble key management unit shown
in FIG. 70. |
FIG. 77 is a view for explaining switch timing of a
'sdrémbie key in the éc;amble key management uﬁit shown in
'FIG. 70. |
15 CFIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key.mahagement unit shown in
FIG. 70. |
FIG. 79.15 a view for explgining pipeline processing
by a pipeline prodessing control unit shown in FIG.-TO.
20 _ | FIG. 80 is a.vieW'for ekplaining the overall operadtion
ofithe'communication éystem-shown in FIG; 64.
FIG. Bl is a functional b;ock diagram showing more
‘specifically the function blocks'of the SAM chip shown'ih
- FIe. 67.

25° - FIG. 82 is a view for explaining another mode of usé




present invention. 5 FIG 84 is a view for explaining the software
structure of a conputer of FIG 83 and an enbodi ment of6 AlngispR@sent
invention. FIG 85 is a view for explaining the types of IC cards handl ed
by the conputer shown in FIG 83. X044 G 86 is a view for explaining the
~storage state of the nenory shown in FIG 83 before witing. FIG 87 is a
view for gxplgd i pﬂﬂé storage state of the nemory shown in FIG 83 after
witing. FIG 88 1Is I ew for.explaining the correspondence 1.5 between

t he applicatio o] ns_ an es of I C cards shown in FIG 84. -FIG 89
is .a view of E‘ﬁ? g’r# lg%raatﬁ‘ﬂ%‘p‘b’f"“aa]c ke diagsimli A #ocaRPBEBEdI nent
of - the present. invention.. FIG 90 is a view of the configuration. of a

j udgment UsE9 dify edectanie isetilenas: formirgl & ged atiedlyagft oife the
~configuration of a fetch judgnment circuit shown in FIG 90. FIG 92 is a

" vi ew f or peesleaitniimyendticin access range defining data shown in FIG 91. 25
FIG 93 is a view of fetch inter-AP call . relation 16 August 2005 - 44 -

defimng data si@ws4HishGidd £J0 prﬂé:l.hiné MhE Wt Qe%bﬂui:ét ion of a
‘read judgnent circuit shown in FIG
' of a computer of FIG. 83 and an-embodlment of the present
invention.
FIG. 85 is a view for explaining the types of IC cards
'handled by tﬁe cqmputér'shown in FIG. 83,
10 | FIG. 86 is a view for explaining thg storage state
oflthe mémory shown.in FIG. 83 befdre writing.
-FIG. 87 is a view for expléining the storage state
'of the memory shown in‘FIG. 83 after writing. |
FIé. 88 is a view fof.explaining the correspondencé
15 between the appiicationgérqg:ahs andlfypes.of Ic caf&é sgown
in FIG. 84, | |
'FIGT'BQ is a view of the configuration of a éﬁmputér
j'according to anAembodimént of'th§ present inﬁention.
FIG. 90 is a view of the cOnfigufation_of a judgment
20 eircuit shown in FIG. 89. |
EIG. 91 is a vi;w of.theﬁcohfiguration of a fetch
judgment circuit shown in FIG; 90 .
_FIGT 92 is a vieh.fo£ expiéining fetch‘accgss rangé
defining da;;a.‘shoén in FIG. 91.

25 . ~ FIG. 93 is a view of'fetch‘inter4AP call relation




FIG 95 is a view for explaining read access range 5 defining data shown in
FIG 94. FIG. 96 is a. view for explaining read inter--¥Pwqaist 205! ati on
defining data shown in FIG 94. FIG 97 is a view of the configuration of a
wite .judgnment circuit shown in FI-G49€0- 10 FIG 98 is a view, for

expl aining wite access range defining data shown in FIG 97. FIG 99 is a

view for £x804,88 fd gL ¥ i L LNt er - cahl relation defining data shown in
FIG 97. FIG 1%% i's@% %?%#vﬁfg{l ﬁ%l’a?%l‘ng anot her enbodi nent 15 of

t he-present in [ f#] FIG 101 is_a view for explaining another enbodi nent
of the present hvert] ot FIESHERS|the srriigrrettoronti guraeon of a
-sem conductor-chip of a first enbodi nent of the present 20 invention. FIG
103 is alﬂ‘%ﬂ%"—r S i #FReYRelr oF TGar 80 - configuration of the
sem conductor chip shown in FIG. 102. FIG 104 is a view for explaining
t he con-figur afilén &S dpraogriew nbolexshoiming 4 d62ess2bafii& 105 is a
view of the configuration of a 16 August 2005 - 45 sem conductor chip of a
secord ededdinient data ehgaesantFrenveniion. FIG 106 is a view for :
expl aining the configuration °
' FIG. 96 is a view for explaining read inter-AP call
- relation defining data shown in FIG. 94.
FIG. 97 is a view of the configuration of a write
judgment circuit shown in FIG. 90.
_10 - FIG. 98 is a view for explaining write access range
defining data shown in FIG. 97.
FIG. 99 is a view for explaining write inter-AP call
- relation defining data shown in FIG. 97.
FIG. 100 is a view for explaining another embodiment
15 of the present invention.
FIG; 101 is a view for explaining another embodiment
of ‘the preSent invention.
FIG. 102 is a view of the configuration of a
semiconductor chiﬁ of a first embodiment of the present
20 dinvention.
+ FIG. 103 is a view for explaining the softwaré
~configuration of the semiconductoer chip shown in FIG. 102.
FIG. 104 is a view for explaining the coﬁfiguratioﬁ
'~ of a program module shown in'FIG.”102;

25 . 'FIG, 105 is a view of the configuration -of a




of a program nodule shown in FIG 105. 5 FIG 107 is a view for expl aining
the unit of encryption and decryption performed by the6 August 2005 '
encryption/decryption circuit shown in FIG 105 and parity data. FIG 108
is a view for explaining key inforratson table held by the

encryption/decryption circuit shown in FIG 105. 10 FIG 109 is a view of

the over gkl i688GL0LELLat Lon.0f - a conmuni cation system of the present
‘enbodi nent . FI G %%Sq:i g?‘gpvioefw osrecé%?prq ﬁ“&ﬂfg‘“ﬁ%b‘i iR SRvRAFIEMAI ch t he

" SAM chi p'ig‘t}%wn in FIG 109 conmmunicates with. FIG 111 is a-view for

expl ai ni ng aﬁ&lﬁgr SAM chi p 15 which the SAM chip shown in-FIG 169.
comuni cates wifth. FIG 112 is a functional block diagramof an IC card
shown in FIG HES: ¥P& 1318 viswaforeexpdnisiplgaithiengonifd gumamtiynshown in
FIG 112. 20 FIG 114 is a view for explaining the software structure of
t he SAM efii p phogmainnmBliGlel88owhl &n ¥I6.i 305 .vi ew for expl aining the
storage areas of the external nenory shown in FIG 109.. FIG: 116 is a

. viewsfor expl aFDEngoani&applisatfdiexp2alhedhARnSRONE. rvjdl—g? 15: 16
August 2005 - 46 FIG 117 is a vi evlf/gf or expl ai ni #g theetyp to%ontlhe

-2§B+;$§Fﬁgmtﬁ%6g$g%%§§}ﬁaéggfm;80ﬂ9 EﬂeFLgEr}é%ioEVgéc%%%tE%na view for
- circuit shown in FIG. ;05 and parity data.
FIG. iOB i3 a view for explaining key information table
held by the encryption/decryption circuit shown in FIG. 105 .
;0 FIG. 109 is a view of the overall configuration of
a communication system of the presant'emﬁodiment.
FIG. 110 is a view for explaining another SAM chip
- which the SAM chip shown in FIG. 1@9 communicates with.
FIG. 111 is a view for explaining another SAM chip |
15 which the SAM chip shown in FIG. 109‘communicatés with.
- FIG. 112 is a functional blqck.diagram of an IC card
shown in FIG. 109.
FIG. 1;3fis a view for explaining the memory shown
ianIGT 112,
. _20 | -FIG. 114 is a view for explaining the software
: _gtructqre of the SAM cﬁié shdwn.in FIG. 109.
| FIG. 115 is'a view for explaining the storage areas
of the éxternal memory shown in FIG. 109.
FIG. I;G'is a view for explainihg an application

. 25 prbgiam‘AP shown. in FIG. 115




the SAM chip shown in FIG 109. 5 FIG 119 is a view for explaining the
commands used in an I C card operation nacro comuand sd6ifigupy Zopsam shown
in FIG 118. FIG 120'is a view for explaining the AP managenent storage
area shown in FIG 115. 10 FIG 121 4§ a view for explaining the AP
‘managenent table data shown in FIG 120. FIG 122 is a view for expl aining
the SAM I D. Fb?; 12g %s_a view for explaining the APP table data shown in
FIG 120. 15 At 1247 81 anEieBniPrordRkadrind akher tyressafl Ehep  shown in
FIG 109.- FIG 125 is a view for explaining tasks, prograns, and data
stored | #PPhtcaEhBRyeifBeRti date BPE1shown| &n ¥26.|$1&-vi ew for -expl ai ning
the format of the 20 IGcard entity data 73 x. FIG 127 is a view for
expl ai ning theFE¢at E18ramsatvbaw £6rt agpikainiygsthé usrdaeéasshgwesfin FI G
126. FI'G 128 is a"flow chart of the processing perfornmed by the I C-card

pr ocedureheaesagesrdp thskn 2h FEG, 189.is a view for explaining the
processing which 1 6 August 2005 - 47 the SAM chi p perforns when accessi ng

processing or gipka 106f{0ed DY@ ASE SRPLAEALLAY IRl COGRhaAL 2y 4B 1N
accordance wth a routine defined by application element data APE when
'~ in an IC card operation macro command script program shown
in FIG. 118. |
FIG. 120 is a view for explaining the AP management
storage area shown in FIG. 115. |
10 FIG. iél is a view for explaining the AP mgn%gement
table data shown in FIG. 120. |
FIG. 122 is a view for explaining the SAM ID.
j FIG. 123 is a,vieg for explaining the APP tab1e data
: _shown in FIG. 120. |
15 | FiG. 124,13 functional-block diagram of the SAM chip
'shown in FIG. 109. |
FIG. 125 is a view fotte*pléining fasks, programs,
- and datalstofed in the ﬁemory shown in FIG. 124.
FIG. 126 is a view for explaining the format of the
T 20 ‘Iclaérd entity data 73 _x.
FIG. 127 is a vieﬁ'fbr éxpléining_the state transition
of the_entit& status data shoﬁn in FIG. 126.
| FIG. 128 is.a flow chart of the processing performed
‘AbyAthe»IC'cgrd‘procedure managemént task. |

- 25 * FIG. 129 is a view for explaining the processing which




executing a job at step ST4 of FIG 128. 5 FIG 130 is a view for
expl ai ning the processing which the SAM chip perforns Wehemgust2@si ng
processing or data. defined by other application elenment data APE. in
accordance wth a routine defined-byyapplication el enent data APE when
executing a job at step ST4 of FIG 128. 10 FIG 131 is a view for
explainigg'tg gﬁgralgr Berati n_of the conmunicatiqon system shown in FlIG
109. FI G T32-7 § aPvPERPEP e YBrR ASTF A8 doPEPTeSSIRG A% SRt t he
connunication system shown in FIG 109. FIG 133 is a view for explaining
the pri of'*irPed by > Hesr appda qadid apoRtere HHEa ERVERE | SoN asazdanodi ment s
of the present invention will be explained with reference to the attached
dr awi ngs¥ithi 2 stoERnRlidegfimerh byprppdatasibode ienentsdaba et ditrent
corresponding 20 to the first to sixth aspects of the invention. FIG 1 is
a vi ew oéxefhutongral loboati guept BTA of FIccoamwni cation system 1 of the
present enbodi nent. As shown in FIG 1, the communi cation system 1 uses a
server 2, |C crzd. A3 akdaeadefol bkl ainiRg 6RO Hr SUPULELS il o ASP
(application service. provider) server 6, And SAM'16 August™ 2005 - 48
(secure anal At Lol DAESImENheR LBCSQUTHA £3LELOERYID,. LWg, ! Nt er net 10
n st ng foroPher

-and perform settl enent processing or proce pro@édures usi ng
the IC C@éflil:t;ed by other app;ication element data APE in accordance
w.ith a _lr-outine defined byl application element data APE when
executing a job at ‘step ST4 of FIG. 128,
10 FIG. 131 is a view for explaining the overall operation ,
of the cbmmﬁnication system shown in FIG. 109.
FI1G. 13.:'2- is a view for explaiﬁing the overall operation
of the communicationr sy_stem shown in FIG. 109.
FIG. 133 is a view for explaining the prior art.
15 : BEST MODE FOR WORKIﬁG THE INVENTION -
Next, embodiments of the pﬁésent invention will be

-éxpiained with reference to the attached drawings.

Firs,t Embodiment - |
The presenf exﬁbodiment is an embodiment éorrgsponding ’
20 to: the first to sixth aspects of the invent-ién.
FIG 1 is a view of the overall configuration of a
communication system 1 of the presént embodiment. .
As shown in FIG. 1, the comr@un;i_.qat-ion system 1 usé#
‘a server 27, IC_ card 3 , card reader/ writei 4, personal qompute'r

25 5, AASP {(application service provider) seﬁrer &, and SAM




(integrated circuit of the present invention). The SAMunit 9 has an
external nmenory 7 and a SAM chip sem conductor circui ttefudubezqusesent
i nvention) 8 The SAM chip 8 has the software configuration as shown in

" FIG 2. As shown in FIG 2, the SAMghip 8 has, froma bottom 10 |ayer

toward a top layer, an HW (hardware) layer, OS |ayer, |ower handler |ayer,

hi gher hﬁgg! I d AP | ayer,. The Lower handl er |ayer includes a
driver | ayer‘g?-le%p?i%%%pﬁﬁnl%?‘ggf?hd’ﬁﬂ'ésgaﬁﬁl rempprpacater Shravahap 1,

AP_2, and AR -3 defining procedures for use of the IC card 15 3 by credit
card coﬁ%‘aehiIé%t%‘Fn%'ih]eq?J‘EéiPl%%%‘é’éml%&‘ftl%?ntanUOQQSSShMri n FIG 1. In
the AP | ayer, t'he application prograns AP 1, AP 2, .and AP -3 and the

hi gher RERfISETsIng dronretipo\prededeteascns thgnthet hcf caewall s FW 20 The
application program AP | is defined by a |ater explained service definition
t abl e dafisYegprateshanidenciet ofisthielCGhidgendaimyerfidnfnd script program
(operation describing progranm 211 stored in an external memary 7. The

appl § cati on pragr smMARy 2ti ¢ Hiad ia@;eéxméraah%s&m:gfh m%iwcﬁﬁg‘” ce

- definition table data (correspondence 16 August 2005 - Instructing data)
oxt o nal ey R A PPN o) PRy e 1t or
: The SAM chip 8 ha_s thé software ﬁonfiguration as shown
in FIG. 2.
As shown in FIG. 2, the SEM chip 8 has, from a bottom
10 iayer towérd a top layer, én Hﬂr(hardware) laygf, 0S8 layer,

lower handler layer, higher handler layer, ard AP layer..

The lower handler ‘layer_ ihciudgs a driver 1ayer..

“Here, the AP layer includes application programs AP 1,

AP_2, and AP 3 defining procedures for use of the IC card

1s 3 by credit card co_mpémies or other businesses 15 1, 15-2,
and 15 3 ghown in FIG. 1.

In the AP layér, the app_;:i.cat:i.on px;dgrams AP 1 ,- AP_é,
.and AP 3 and the higher handler layer are provided between
them with firewalls' FW.

20 | | The application program AP 1 is defined by a later
ekpla‘ingd servicé defiﬂifidn tablg data (éorrespondence
i'nstruc:ti-ng‘dai?a) 20_1 and script program (operation
describiné program) 21 1 stéred in an external memory 7. |

The application program AP 2 is defined by a latexr

25 .explained service definition table data {correspondence



expl ai ned service definition table data (correspondence S "instructing
~.data) 20_3 and script program (operation describing prihhagust2A® stored in
the external nmenory 7. The SAM chip 8 is connected through a SCSI port, the
Et hernet, etc. to the ASP server 6. Jhe_ASP server 6 is connected through
the I'nternet 10 to a plurality of termnal 10 apparatuses including a
personal , conputer 5 of the end user and personal conputers 16 1, 16 2,
and 16-3“6?1"’?%@‘:{){5% fAatads20 8 ands sgriphd progzam (Fipensdrisonal conputer 5,
- for exanple, is connected through a serial port or USB port to a Dunb type
- card 15 Yes@eibipytrrodrafhe2taPdsteoneddr iw ither ek tesmldls afnicry 7 .exanpl e

W rel ess communi cation corresponding to the physical level with the IC

card 3_ Ope'ratﬂrlmapp:htmuﬂsntprb@eazhChBaBdis3daﬁdnéasﬁ?n%e1a|%%§ket5 from
the 1C card 3 are generated and anal yzed at 20 the .SAMunit 9 side.

Ther ef orexpldinédr serea8er JUEiheEidn REHIANAALEOTRULS e sPpon¥ld ASP server 6
I nt erposed between themonly act to store the commands or response content

in  dat g Ravhaad Aerdd dor . They ,are not. -involved in
encrspt iaion or decﬁp‘??ggn)so?ﬂ'd%t%{lagﬁ%ﬁgﬁ??’gg?ggﬁf“yégpgr’f&%&f’ﬁ’er act ual

operati L .the | C card 3.,.16, August 2005 5 0 - The personal -conputers
161, 167, Sérfg"bf&g &‘FP‘—”’B%‘@&%’i&tﬂg"ﬁ?e}ne%bﬁaﬁﬁ&arge i PE™GE¥gam t o t he

SAM chip 8 t(‘}.custom' %le t hei.r application progranms AP 1, AP 2, and
_ he SAM chip 8 is connected through a SCSI port, the

Ethernet, etc. to the ASP servér 6. The ASP server 6 is
connectedl through the Internet 10 to a piuraiity of terminal
10 apparatuses including a personal computer 5 of the end usei '
and persona}. computers 16 1, 16 2, and 16 3 of the businesses
15 1, 15_2, and 15 3.
. The personal computer 5, for example, is connected
_thrbugh a serial port or USB port to é Dumb type card
15 .r'reader,/writ_er‘ 4. The card reader/ﬁ:i_ﬁer 47 realizes for
example ﬁir‘eless communication corrésponding to the physical
]_.ével with the IC qard" 3. | |
Operaiiioné.l commancis to the IC card 3 and response
packets from the Ié card 3 are generated and analyzed at
* .20 the SAM unit 9 side. Ther;eforé, thé card r-eé.‘der/ﬁriter 4,
ﬁaersonal computer 5, ahd ASP sefve.z: 6 interposed between
tl}em only act to store the commands or response couﬁent_ in
data payload portions -an"d r;.alay the samé_-' They é,r-e not
V.:i.n'.vol'ved--in e_nc:iyption or decryption',of .daltz-arr _authenticatio‘n,

25 and dth_er' actual 'opera.‘tions'in the IC céufd— 3.




AP 3. 5 Next, the conponents shown in FIG | will be explained. [IC Card
31 FIG 3 is a functional block diagramof an IC card 3eAsuglozans n FIG 3,
the IC card 3 has an IC (integrated 10 circuit) 3a provided with a storage
unit 50 and processing unit 51. Theggtorage unit 50, as shown in FIG 4,
has a storage area 55 1 used by a credit card conpany or other business
151, a storage,ar ea 552 used by busi ness 152, and a 15 storage area 553
used by a bu5|n ESPT§§°nﬁirFﬁ@Putﬁﬁé 1601agd 6, Rit a8d d6pBesaley i nf or mat i on
used for the access. right .to, the storage area 551, key

i nforrrat?"aﬁ“g FBe lafry mynlinnat esrifityprograthtostbe agfM astenp 55 2, and
key' |nfornat|on used for judging. the 20 access right to the storage area

st or age &rta €88tomhae theyrlRbpﬂ&&ht&ﬁnl@rﬂ@&dethﬁutuap aut hgpt i cati on,
encryption and decryption of data, etc. Further, the storage ‘Unit 50 ‘stores
i dentifizmt3on. information of the I1C card 3 or the user of the IC card 3.
25 Next, the SAMunit 9 will be' explained in detail. 16 AuguSt 2005 - 51

[External Mema¥eset! 1 tHleGrompbieftY ai n he d and program;
stored in the ext er nal menbry 7 sﬁ%&%h?&ngégé 091 408 530350
[IC Card 3]

FIG. 3 is a functional block diagram of an IC card

As shown in FIG. 3, the IC card 3 has an Ié (intégfated
10  circuit) 3a provided,wiﬁh‘a storage unit 50 and.processing
unit 51.
The storage unit 50,_35 sﬁowh in FIG. 4, has a storage
'farealﬁﬁmi used by a'credit card company orrdthér business
15 1, a storage area 55_2 used by a business 15 2, and a

15 storage area 55 3 used by a business 15 3.

Further, the storage unit 50 stores key information

. usedﬁfor judging the accéSS right.ﬁo the storage area 55’1

- key 1nformat10n used for Judglng the access rlght to the
storage area 55 2, and key lnformatlon used for gudglng the
' 20 access right to the storage area storage area 55 3. That
.key,infpfmation is use& for mﬁ£ﬁal authentidaﬁioﬁ}
encryption and decryption of data[letc,
Further, the storage unit 50 stores identification l
‘*inforﬁatioﬁ pf'the IC card 3 or'the_uSer of the IC card 3.

- 25 - Next, the SAM unit 9 will be explained in detail.



As shown in FIG 5, the external nmenory 7 stores service definition table
data 201 and 1C card operation macro comand script pragrQgudlzdos of the

~ business 151. Further, the external nmenory 7 stores service definition
tabl e data 202 and |1 C card operationgymacro conmmand script program 212 of

t he busi ness 152. 10 Further, the external nenory 7 stores service
definition table data 20 3 and | C card operati on nacro command scri pt
program " 213 oFEXRFIISMRRArYI 5B, The service definition table data 20 1,
20 2, and 20 3 have the sane format. 15 Further, the. 1C card operation
macro conmand & Bt ispaogiawsf@t dxpPaAnimgd:l datar envr pirbgramsi ng conmon
‘macro commands. . Further,. the service definition table data- 2Q 1, 202,
and 20_3tanded Grecatle apetainal nm@isHy CONEROEn SEh i piteprograns 20 21 1, 21 2,
and 21 3 are scranbled. to be stored in the external nenory 7. The

scranbl ed dat asA8HoRh GG BEB . 3 £ t48SEk 80P LT mdindi}e7 SAM,L ReBvila the
present enbodi nent, the script prograns 21 1, 2172, and 21 3 are. produced

using t RRAslonal GHTMIEIS 2y 1 Lla 10% A0 %dEr S AU Ma ko F1 & 1 DY -

-the businesses 151, 16 August 2655 - are downl oaded
thr ough g M HLR 8 10, L% & o "8k B BlYs dso Y NPT the service

-definition
Further, thg thernal memory 7 stores service
definition table data 20;2 and IC card operation macro
command script program 21 2 of the business 15_2.

10 Further, the external memory 7 stores service
definition table daté, 20_3 énd.IC card operation macro
command script program 21 3 of the business 15 3.

The sexrvice definition table data 20_1, 20_2, and 20_3
have ﬁhe same format. B |

15 '- Furthér ; the IC card o'peration‘ macro command script

 programs 21__1 r 21_2, and 21__3 are writtén using common macro
. commands .

Further, the sérvicé definif;{.on table data 20_1, 20 2,

and 20_3 and IC card operation macro command script progréms

.20- 1.21_1-, 21_2, and 21_3 are scrambled. to be stored in the
ex.terna_l memoxy 7. 'J.'lie. sérambled data and programs are
descrambled at the SAM. chip 8.

| In the present em?bbdi:hent, the script programs 21_1.,.-
. 21_2, z;nd 21_3 are produced using 1_:he‘ éérsdnal computers

25 -16;_1} 16 2, and 1.6._3‘ shown in FiG. 1 by-thé businesses 15 1, '




and 203 are produced by the nanager of the SAMunit 9 upon 5 instruction
fromthe businesses 15 1, 15 2, and 15 3. FIG 6 is a Vieeauduer2amspl ai ni ng
the service definition table data 201. As shown in FIG 6, the service
~definition table data .20"1 has entrfes-of service type elenents (operation
nanes) 10 addresses, service nunbers (operation codes), key version

informatigne, a k knforsmation.  The "servyice type.ele t" shows the nane
assignedigugfhgggegéfgegggggfgegogygf gngp I@?P%b 5P the busi ness
151. Thetge chg E¥ge glenent ig an identifier 15 viewed instead of the
servi ce nunber of The2sePFP@&YwHich the application program of the

busi ness 15 1 can use. In the present enbodi nent, as shown in FIG 6, "Rc",
"Rd", WY, andeTtRer o the segvise: def ot tieer tabisedelten®ft 3, 27 2he service
definition table data 201 corresponding to 20 the -business 151. In the
present apdotf p2rare tred@ahtd dder ahnagernofothe cSmMNEn €9 pipdi ogr am 211
define.service content conbining a plurality of service type el enents. and

-refl éct sitbtsutbion fheml aherbe¥phakBed 1€ sar dsenti thwadatsa 3(j ob management
“data) 25'so as to 'be able to provide a service Tonbining Services-. 16

August 2005 - . @PL5CSRAML B8t BxB1RIHIAL! e Horiildd ER ARG BLIEN S,
For exanple, a service conbining a service for reading ata fromthe IC
card 3 ang, P S§LVLCeofpr Wwiting data in

As shown in FIG. 6, the service definition table data
‘20;}.has,antries of serviceltype-elements (qperation names) ,

10 addresses, service numbers (operation codes), key version
information, and key information.

The "service type'eleménf" shows thé name assigned
“to thé sgrvice provided by the.application progfam of the
business 15 1. The service tyﬁe element is an identifier

15 viewed instead of the service number of the service which
the application program of tﬁe business 15 1 caﬁ use.

In the present embodiment,.as shown in FIG. 6; "ﬁc“,vn

. M"R4A", "W&“, and "WC"‘afe usgd as the servicévtype elemeﬁts
of the Sérvicé definition tgble data'20_1 corresponding to.
20 rthe‘business 15 1.

In the present embociiment, the IC card operation macro
command script program 21__1 define serviqe é.onte’nt_cqmbinihg
a;plurality,df-service type elements and reflects this into

" the later explained IC card entity data-l {job m#ﬁégement datr;t)

. 25 so as to be able to proiride' a service combining services




the server 2 can be defined in the IC card entity data. 5 The service
nunber in the service definition table data 201 is an 1@peigasi Zoval conmand
issued to the IC card 3 and anal yzable by the IC card 3 when perfornmng .a
service provided by the business 15%4l.- The "address" in the service
~definition table data 10 201 indicates the address at which data relating

to a pro e relating tot espandi ng,service type elenent is

st or ed. c‘{%ﬁé’é ym\illélrlglg?l P ?ﬁﬁ?f{%‘gg feFhioeetyPeee X‘&E‘PPI‘FISIIOH tabl e
data 2071 shows the version of the key' 15 information used when providing
that service. Fitfe e*e@plient 8ripkvine combimdngepserviiedifiin readisld e  data
201 is the key information used when providing that ~service. For exanple,
key i nf ciaka iorpiysthle wiencaxdedsand & heerficet SoagerateagSBataofint he | C 3a
of the IC card 3 showmn in FIG 3 by the service definition table data 20 1

is set. the tdmrver 12 tden Sos vderined i tht tR8 tebberdabat2@y24akqy i nformation
used when accessing the storage area 55 2 of the IC 3a is set.. 25 Further,

in the servicaniefddivian duter dat arRd sedrvilds ANGHSL 1 200R taﬁfe key

i nformati on used when accessing the storage area 553 " of the IC 3a is-set.

Next , trbfaﬂacﬁfi‘fld ﬁ)q@tdﬁ&é@férpafqggm& C{é—@éed to the IC card
3 and analyzable'by the IC card 3 when performing a service
r-provided by the bﬁsiness 15 1.
Thg "address" in the service definition table data
10- 20_1.indicates the address at which data relating to a
procedure raelating to the corresponding servicé type"eleﬁtén-t
is stored.
The "key version informatioﬁ“'in the service
_definition table data 20_1 shows the version of the key’
15 information used when providing that serviéé.
The "key information" in‘the service definition table
:déta 2Q_i is the key infbrmatidn_ﬁsed_when providiﬁg that |
. service.
For example, key iﬁfo:ﬁation used when accessing,the
20 storége area 55;1 of the IC 3a of fhe iC card 3‘shéwnfin
FIG. 3 by the service definition table data 20_1 is set.
Further, in the service aefipitiqn table datalzo_?;
key information used when écéeSsing the storage area 55;?-
‘?of the IC 3a is set. |

~ "25° ' Further, in the serviée definition table data 20 3,




program 211 will be explained. 5 The script program?21 1 is a program for
defining the application programof the business 151 riémaigugt 2005 he SAM
chip 8 and the procedure of processing perforned by the. 1C card 3 when
“executing that application program. k@ the present enbodi nent, as expl ai ned
later, as shown 10 in FIG 7,', the SAMchip 8 uses the service definition

table data 2Ql1l and script program 211 to generate I1C card entity tenplate
dat a 301r,keé’n % di“‘ad;&t%p Bﬁs%&q’}‘fjk REGRATY dehe Breraasgraxea ﬁég3dat‘ a

bl ock 33-x3, .and conputation defining data block 34 x4 used for the

pr ocedur &% &bst ity 320 #h@et5 business 151. FIG 8 is a view for expl aining

~the commands used for describing the IC card operation macro conmand
script . progrHegtzlthe IZ]cardapge2sdionn mareo eomeds] campads for the

SAM chip 8 itself 20 are given the first letter "S", while conmands

rel ati ngpirogeper 2 dnwafilt be k&ptaisedt.are given the first letter "C'.

Further, the second letter is selectively used in . accordance with the

lication. o ot - s a ing.d i f | C d
applization. FeheeXapDbe pffrah J15SUS, SB%:Ie:lgFgm fSLa&é‘%{Lﬁgg&,‘gﬂgef or gar

3, it is "I", fora service t ype el enent aration, | , for e
oLl e 8ah 10, 000SL 2008 o P S O oM RS L Card Sl 5 T
type elegﬁgé ﬁOQRHtgﬁécgkégg &!gIéghpégcéégijg'performed by the IC
card 3_when executing thaf application program.
In the present embodiment, as explained 1ate§:-, és shown
*10  in FI1G. 7, the SAM chip 8 uses the service definition table
Adata 20 _1 and script program 21__1 to ;;;enerate' IC .card entity
template data 30_1, an input datarblock 31 x1, output data
‘block 32 x2, log data block 33 _x3, and computation defining
data block 34 x4 used for théiproéedﬁre relating to the |
15 business 15 1.
FIG. 8 is a view‘for explaining the qgmmands used for
describing the IC card operation mééro command script
‘ program3721_1, 21 2, an& 21 3.
In the commands, coﬁmands for the SAM chip 8 itself
" 20 are given the first letter "sv, while commands relating to
operation of the IC card 3 are given the first letter "Cw,
Further, thé second letter is selectively used ;n',
‘accordance with the applicaﬁion. For example, for an issugﬁ
- setting deélarétion_ of the IC card 3 ‘ it is exv ; for a service .

25 type element declaration, it is "S", for a simplé read




The commands used for describing the script prograns 211, 21 2, and 21_3

i ncl ude an SC conmand, SO command, SI conmand, SL comrat®Audelst gopgrand, Cl -
command, CS command, CR command, and CWcommand. The SC command is a
command- decl ari ng the nunber of thesgaxi num nunber of 1C card entity data
which the SAM chip 10 8 can process sinultaneously. For exanple, when the -
SAM chi p i nequsl rqcess, 1000, 1 C card entity data, "SC: 1000"
i s descrfl gégﬁgﬁ_e‘,ﬁ“ %%ﬁ%a%&)él ‘szgggczghﬁ‘aﬁﬁd‘sf.o Cd i ﬁb"?%@ ¥t Eenl ock for
form ng the_out pyt d%ta RI ock 32 x2_in which the 15 data read fromthe IC
card 3 i e?i"ﬁf@%"ﬁﬁb g the &5t s@pfodksitptdvided 296 tFRr SAMeRYHSE when
perform ng procéssing using the I1C card 3 based on the later explained IC
card ent FYpe gdementorompatpitdonef imididax,a i dek$'FI' to 10 are provi ded,
20 when storing the data read fromthe IC card 3 in the data block 1, ‘
"SO 1" is descFhéedomiimds usedntord deseritohmgnchd arcdiget gidgrihe dat a

bl ock for. form ng the input data block 31 xi in which the data:to be

witsen 20 fhe2i (2oasafd 321 S3SiREEEdaMBAGsE Nomldia, 2o i Qiend! oy ded i n

‘the SAM chip 8 when perform ng processing 16 August 2005 - 56 using the IC

Che” o GRS, [ BB PSRRI B SRk lot g e,
'  CR command, and CW command.
The SC command is a command declaring the number of
S s
_thel maximum number of IC card enfity data which the- SAM chip
10 8 ‘can process simultaneously.
For ekample, when the SAM chip 8. can similtaneously
process 1000 IC card -ent;ity data, "SC:iOOO-" is described.
The SO command is a command for declaring rthe-‘dair:a
. block for f:oi':ming the ouﬁput data block 32 _x2 in which the
15 data read from the IC card 3 i_s_ stored among the data blocks
provided rin the SAM c‘hip 8 whén performing processing using
the IC card 3 based on the ,1atei:_ explained IC card entity
- data, |
For example, "whern the data blbcks 1 to 10 are provided, -‘
-20‘ -wher-i-storing the data read from the IC card .3 in rthe.vdata
block .]_., "S0: 1“- is des:cr.ibed.
The SI coﬁmand is a command fo;: -déglaring the daté_
biock for forming the iﬁpuﬁ data bloék 31 _x1 in which the
data to be wrii:ter-x in the IC card 3 is stored among the dartar

25 blocks provided in the SAM chip 8 when performing processing




when storing the data to be witten in the ICcard 3 in the 5-data bl ocks

"2, 3,."Sl: 2,3" is described. The SL command is a comm@mligusr2adecl ari ng

the data block formng the log data block 33 _x3 for storing the log data
relating to an operation anong t he-d&ea-bl ocks provided in, the SAMchip 8
when perform ng processing using the IC 10 card 3 based on the |ater

expl ai ned i g, For e | e, when the dat ocks.1 to 10
are provi elg;,gc\?\tr]!l%nefsa% octr#réga% %’ea%oc{; odgftaripei (ra?'af e (fa’fpta?abjr%%‘i ﬁé GFd 4 s
descri bed. YIS t:com*rand is a command for providing the data 15 bl ock
formng fReCIMSEtSti on defining data"bl ock 34"x4 describing the

definition of the relation between the service type elenments relating to
the | C card 3. FeReexyprtat Wien kbecdnbrbdidadis detd dihgreaprovided, 34 x4
. becones the pre-processing information-of the IC card .20 entity data. The

- C commuNben stardpanthe datadee|be ivigitten iisstbe 3C thed € tarthd
(busi ness). The information specifying the business defined by. the C
. comretnd detanbdoche RC Gar o sty:2e Infier MRsaribdd.t he . 25 1.C card. entity,
data. 16 August 2005 10.57 The CS command is a conmand for declaring
si mul taneous OpPRE&akL.OBoRhaAdPhiYr 8l bbim@hdSeb¥ G8e1hP ke dhe Al 3 by
. block forming the log data block 33 x3 for storing the log
data relating to an operation among:the data blocks piovided
in.tha SAM chip B8 when performing processing qsing the IC
10 card 3 based on the later explained IC card eﬁtity d#ta.
For example, when the data blocks 1to iO are p'ro'vided,
when storing the log data in the data block 4, "SL:4" is
"desc;ibed. |
The SF cowmand is é command fgr providing the data‘
15 biock forming the computation défininé data block 34 x4
describipg the _definifion qf the ré;.ation between the service
:éype elements relating to the IC card 3.
| Thé content oflfhé_computaticn defining data block
34_x4 beccmes the pre-processingﬂinformation-of the IC card._
.éo ‘entify data. |
_,$he cI1 commaﬁd is a cpmmaﬁd for declaring the issﬁgr
of the iC card 3 (business). |
| The information specifying the businéss defined by
the CI command becomes thé IC card type information of tﬁe

25 IC card entity data.




citing service type elenents. The CS command can al so declare a function
defining processing anong service type elenents. For ekaApge!20@5i s '
possible to declare "CS: "Rc"+"W"+"Wi"". Based on the content of the CS
command, service type elenment desigmsating information of the 1C card
entity data and processing order information are determ ned. The CR

conmand decl ar S data read fro he . 1C card 3_in_a designated
dat a bl ock V\heﬁﬁ}t%gsr(t‘e‘?&alﬁ?%% 1a3n8nﬁ°m'§3?€]ittccb‘ fi?ﬁ’gaé’llé‘ﬁeﬁi‘%‘ui]@aﬁef)u&ef i ned
(when SF co nd is _not described)-. For_ exanple, when storing. the data
read frorﬁﬁ%%’(?n 1% ARPEF L EReOtiatar bierk to tigr BO at®: 3" birs |
descri bed. The CWcomand declares to wite data stored in a :

..., desi gifMER9 §er¥ipeokrre ¢ Laments .cBhd S5 whematecarladtiscodeatarg servi ce
type elenents is not defined. For exanple, when witing data stored in the
data bl oekfupagtionndefibnifggarcodssityVaulonti s\We'vides tgpeceibgdntihe CF
command decl ares the data bl ock describing conputation contentspanning

serviges., For Fexadxatple)en 13 hdysihieomHi@ldiyrsontent spanning
services in. the SF data block 1, "CF: CES FUNC=SF:1" 25 is described. -

16 AugustcgQORcen 13§ovhukifrar, the SF dat a block 1 has described init, for
exanple, ""W"=If ("W">10) then

Based on the content of the CS command, service type -
element designating information of the IC card entity data
and processing order information are determined.

10 The CR command declarés .to store data read from the
IC card 3 in a designated data block when the relation a.m?:;ng
. service typé elements is not defihed {(when SF comménd is
‘not desqribad};-
For example, .when s-tofi;xg the - d;ﬁta read from the IC
".15 card 3 in the data block 1, FCR:SO}lz“Rc"" is deséribed.
The CW command decla;eélto write data stored in a
.designated data block to the IC dard 3 when the reiatién
- among sérvice.typa'eleﬁépts is pqt'definéd.
For example, when writing data sto.red in the data block
T 20 é-iﬁ fhe-IC card 3, "CW:SI:2=“WG"“113‘described.
The CF command déclareg fﬁe data block describing
.'COmputation content'spanning éerﬁices.
For examplé,‘when deééribing computa£ion content  -
E slpan'n.‘ing: se;vibes in the SF data ‘-biogk 1, "CF:CES_FUNC=SF:1"

'25 is described.




("We"-10; "WI"="W"*0. 08+"Wi") ". This fornula expresses the operation of

subtracting 10 fromthe value of W when the 5 remai ni ng Augueerood services

We is larger than 10 and adding a nunber of points corresponding to 8% of

We as cunulative points to WI. [ SAMsghi.p 8] FIG 9 is a functional block

di agram of the SAMchip 10 8 showmn in FIG 1. As shown in FIG 9, the SAM
unit 60, external nenory

chip 8 has an PSS, CO ni gati.op injerface . I N8

communi cati on i%%re%rhfee{"dg%ﬁ gg‘Gﬁ?gﬁL}%ni%‘élf aia\in&aes GescrdPed dgnddm fRBber
generation unit 63, encryption/decryption unit 64, 15 storage, unit 65,
‘and CPU. & Rl& SAMHATITF B (¥ 3 petharesi st ant nodul e, The ASPS

comuni cation interface unit 60 is an interface used for input and out put
of data Vi"We"rHE /A" <'%Wa/eh0 D EHIH )i'n EhGs Forddlihexpxésseal thenory
comuni cation interface unit 61 is an interface used for input and out put
of data wpekation et enbdrawtinig 10 fitem s SENaE|&F Wi twifi, seranbl es
out put data and descranbl es input data when inputting and outputting data

25 L1 Oughmilia i@yl faABLx G GABE HoCRS | ik d ok AP L0URhl dfafhgust 2005
% number of‘points corresponding to 8% of Wc as cumulative
_.ppints to Wd.

[SAM Chip 8]

FIG. 9 is a functional block diagram of ﬁhe SAM chip

10 8 shown in FIG. 1.

ASIShéwn in FIG. 9, the SAM.chip 8 has an ASPS
communication interface unit 60, exterﬁal memory

; communication inte'r-face .uni't 61, bus scra,mb'lle‘ ﬁnit .62 , random
number generation unit 63, encryptibn/deerthiqn-ﬁnit 64,

15 storage unit 65, and CPU 66.

The SAM chip 8 is a tamper~resi5tant-modulé.

Tﬁe ASPS communication.intérface_unit 60 is an
interfacé ﬁsed for input and output of daté with the ASP
server 6 shown in FIG. 1.

20 _. Thg eiﬁernal memoxry communicétiqn interface unit 61
is an interface uSed—fér input and output of aata with the
external memory 7. |

The bus scraﬁble unif 62 scrambles outpu£ data aqdr

,-descrambles‘ihput data when inputting and oqtputting.dét;

25 through the external mémory comrunication interface unit'




The random nunber generation unit 63 generates random nunbers used at the
time of. authentication processing. The encryption/ decrwAlLél[gtgmg 64
encrypts data and 5 decrypts encrypted data. The storage unit 65, as
explained | ater, stores tasks, pregmrans, and data used by the CPU 66. The
CPU 66 executes a predeterm ned program (program of the present invention)
to execulgg the later explained 10 script downl oad task, script
interpretation task, entity generation task (job managenent data production
task) and IC Cﬁ’éd grogedure managenment task (j ob nmanagenent data nmanagenent
task),. and ot H8F FABRE™ Rwber Frnerakion sividy SFsgenryagesarandemd i n the
15 storage unit '65 will be explained. FIG 10 is a view for explaining the
t asks, pPUBPsFS used @&k £ha drise i9f thethrnrigretiom tphecedsisgown in FI G
10, it stores a script download task 69, script interpretation task 70,

entity generatTbe easkyp®ish/deCryptd o asadiiregl Eimgaientddeskadd, | C card
operation nmacro command script prograns 21-1-to 213, service definition '

tabl es 28éck9p28_gnchigpiaidd gl ty tenplate data 30_1 to 30_3, IC card
entity data 73 x, an input data block 31x1, output data block 32 x2, |og

data block 33 ifle MkagdUniTBY! 2L Uglelild9433 BLOEK,IEs s, 16 August
programs, and data used by the CPU 66. '
The CPU 66 executes a.predetermined prog#am (program
of the present invention) to execute the 1ater explained
10  script downlo'ad task, script interpretation task, entity
generation task (job management data production 'ta.sk)- and
IC card procedure management task {job managementldafa
'mdnagemgnt task), and other tasks.
Next, the tasks, prOQréms, and data stored in the
_15 storage unit 65 will be expléined.
Fiq. 10 is a view for ékplaining the tasks, programs,
and data stored,ip tﬁe Storage unit 65.
As shown in FIC. 10, it stores a script download task
69, script interprétatioﬂ’task 70, entity generation tésk
o : 20 71, IC card procedure management task 72, IC card oéeration
macﬁo ¢ommand script'prégrams 21_1‘to 21 3, service
definition tables 20_1 to 20_3, IC card entity templateé dalﬂ_:a,
'30_1 to 30_3; IC card entity data 73 x, an inputldata block
- 31 x1, outpqt'data block 32 x2, iog data block 33 x3, #nd

25 cdmpttatioh defining data block 34 x4.




The script downl oad task 69, as shown in FIG 7, downloads the service
definition table data 201 to 203 from for exanple, thgAaERt®s of
busi nesses and | oads themin the SAMchip S. 5 The script interpretation
~task 70 uses the service defi nitiangeahl e data and script programto
generate the |C card entity plate data, an input data block, output data
bl ock, log data_ block, and conputation defining data block for each

" business. 10 ThHeehGBdPordarnleasd daak ftheras eshdwn BachI®usTness is not
particularly linmted. Wen the entity generation task 71 receives from for
exanpl e, der@lasmiss dihee rser wirre rde £ im pr Dol ctalshe régees20_ittocpodacts
polling with the IC card 3, then generates the IC 15 card entity data used

for procésemg fofr exampdedurithd eicgiitethals IKustidsfeagth@ PYsiRess using
- the IC card entity plate data corresponding to that business. At this

time, thenbfa igardheedaM HIAlE data becones the class, and IC -card entity
data is generated as an instance of that class. .20 The processing for

: : : 71 -
W11 Do oxplai ag PreifE ARterkkeritibe Xaskl Aok HHE Shoketon: 1 ask
it 25 SeEiREesdh FRbTe dalaanel msie s HsERRAF AR S card 16
August 21(?8505.1: 1er-1t;ity plate data, an input data block, output d_a.ta

block, lpg data block, and computation defining data block
for each business.
10 The number of data blocks generated for each business
is ﬂot particularly limited.
When the entity generation task 71 receives from, for

_example, the ASP servex':r 6 an entity production request, it

condu‘ctg prolling with the IC éard 3, then generates the IC

15 card entity data rused for: processing.of a brocedure between

that IC card 3 and a business ﬁsin-g the IC card entity plate

data _cOrr'es'pon.ding' to that business. At this tim'e,. the ‘IC

- card gnti;ty platé data bécomes the class, and IC card entity
data is generated é.s an instance of thai; class.

T .20 The processifxg for. gene'ra{tio; of the IC card entity
dai-:a by the entity gerierat.::i.on tﬁsk 71 will be explained in
detail later.

The IC card procedﬁre’. ﬁanﬁgément_ task 72 uses the éné
" or more g card entitj data 73_x pre_'se;it in the storage unit

25 €5 to execute processing for a ,prodédure between the IC card




3 and businesses 151 to 153. In the present enbodinent, a plurality of
processing for procedures perfornmed between a pluralitysudust ggosds 3 and
the businesses 15 1 to 153 proceed sinultaneously. The I C card procedure
managenment task 72 executes the pLur@ILty of processing for procedures in
parallel. The |1 C card procedure nanagenment task 72 deletes the IC card
entity data 73-x when the series of procedures have been conpleted. 10 The
processi Agastd biiein@ssmrsd Y5 dcdsurld anagement  task 72 will be expl ai ned
in detail later. The script prograns 211 to 21 _3 are input by the script

downl oad task @8 thenpréséentexabBpiemehBe £XpBHAAl i 6PNOE Yprhob@shhRgSt Or age
unit 65. 15 The-.service definition table data 20 1'to 20 3 are input by

the scri pbrdpwal-aachrfeas e el B AP kLG SXIEF NEd - ry 7 and
stored in thg st orage u%it 65. The IWC cardpgr"lltx%ty %nﬁ% %{51?%9301 to 303

. are .genera t ript. J nterpret atd task 70 and used as .20
rtenplateg %@9a?§83g3ﬁ¥§?%%$%?%%ﬂhéxiﬁétﬁgﬂﬁﬁﬁfe tﬁﬁ%?tkﬁ%??%f%yof. t he
procedures relgting. to the. respective businesses, The IC card entity data
73-x s generat 88 %9 THE BRI Yeh &radgsherds kask Ui agerntepcthar d
entity. tenplate data 30_1 to 30_3 as for exanple classes as an instance
of the 2Bluralisy ofepPRegessipgofor procedures in parallel.

The IC card procedure management task 72Adeletés.the
IC card entity data 73 x when the series of procedures have
been completed.
' 16 : The processing of the IC card procedure management
task 72 will be explained in detail later.
The s?_::_ri’pt programs 21 1 to éi__B are input by the script
-'downloa_d task 69 from, for exampie, the external memory 7
to the storage unit 65.
15 The service definition table data 20 1 to 20 3 are
input by the script'dowﬁload task 69 from, for example, the
-Aéxteinal-mémory 7 and stored in ﬁhe storage unit 65.
The IC card entity template data 3Qq1 té 30_3 are
generated by the séript inteippetafion task 70 and used as
20 Fgmplates (classes)lwhen‘geneiatiné‘the‘IC card.enﬁity data
73 x of the procedures relating tr;:u the reséective busine.sses .
The IC card entity data 73 x is generated by the entity
generation task 71 using the Ic-dard entity teﬁplate daté
A 30_1 to 30_3.#8 for examplg qléssesrﬁs an instance of the

25 classes.




The input data block 31 x1, output data bl ock 32x2 | og data bl ock-33-x3,
and conput ation defining data bl ock 34_x4 are gener at edsnugubezcser i pt
interpretation task 70. Next, the IC card entity data 73-x will be
explained. 5 The IC card entity dataei3-x is generated using IC card
entity tenplate data of a correspondi ng busi ness already generated by

entity generatig@n t.ask 71 in e SAM.chip 8 when for exanple the SAM chip
8 receives a pP%%%gggﬁﬁ:%@&ﬁb%ﬁ‘“ﬁbgapﬁaceggﬁﬁﬁtugﬁﬁ@ Pﬁegﬁc§8ara:3 and 't he
application program 10 of a predeterm ned business fromthe ASP server 6.
FIG 11 €% Atewviinck:Parhi mpd heorerbation definigicdatachlotk data
73-x. As shown i'n FIG 11, the IC card entity data 73-x has nanagenent

poi nt er X% grihveneo gl ratad tyy | Ehe nfoript | ntedpbetdtiorntasy $bat us
information (status data) 82, I1C card type 20 information 83, service type

el enent desi gnifieixity ithROIOBLAPA eBdi tPlRpes TG aider bbNEREIRILEA .
(processing order data) 85, pre-processing information 86, and

poSt -processi Nghel TLoOLERd ht8hy HMATHRIETRN R L& iﬁﬂ{%ﬁi& on 80 is a

bi di rectironal pointer for managing the 1€ cardentity data X in the

R e e DU
of .‘ progr 8%%@;:%%'@% | %n en rittyh %ern%s.éatoifona tsaesrrki eisll i]h6 élueg USSIEM 2(9195.513 8
when for_example' the SAM chip 8 receives:z a pro:;;essing requést
for processing using the IC card 3 and the application proé‘ram
- 10  of a predetermined business from the ASP server 6.
FIG. 11 is a.view for explaining the format of .the
IC card entity data 73 x.
As shown in FIG, 11, the IC card éntity data 73 _x has
management poj.nter.f information 80, enltity ID in.formation
15 81, entity status information (status data) 82, IC card type -
| informat;i.on 83,7 service typé element designating information
84,_' processing order information (processing orderr daté.)*
8.57', pre-—érocessing information 816, and pbs-t-_prodessirlxg.
information 87.
2‘0'. - The management pointer infoﬁnaﬁion B0 is a
biﬁireqtion‘al pointer for man.-;tging the IC card entity data
. 73_x in the étorage*_unit 65. .
The entity ID information 81 is used for a rgque-st-
" for _generatj.ori of IC card eni;ii:y_d_até_?.’i__x, confirmation

25 of the-rstate of progress, deletion, or the rest of a series -




63 of processing using the IC card entity data 73-x. The entity |ID
informati on 81 al so becones a return value given to thes Aaridistis@s The
-entity IDinformation 81 corresponds to the descriptor when opening a file
in a general file system 5 The entigy status information 82 shows the
state of progress of a procedure relating to an IC card 3., The basic -
states of the IC card entity data 73-x include, as shown |n FIG 12, the
state of 9fr BEesessdngorsingche d&t ragd embi gy rdateed 3y -cAhehentEtyard 3 can
use (RS), the state 10 of processing by which the SAM chip 8 authenticates
the IC  && dnfomatiorh@lsmdse becpmesessratuby waloh gheehCteatHe 3

aut henticates the SAMchip 8 (A2)., the state of processing for reading’

data froentheske® .camd: 2nR)ty and il rdation a1 Rieassp o4 Ofo WehET NG dat a
inthe ICcard 3 (W. "15 In the present enbodi ment, the processing for

investi gakiseg i ﬁuﬁ{é?ﬁ%?eﬂl% A %9_%'3&'}9 d %re&é]:%ls .

authenticate the I1C card the processing for the | car

aut heg1t|cate t}fﬁeSA &Q#'ps%]atslhzéplr ces |r<1) fegr readltlrtl% éqi%%r%) rﬁggpl)ﬁd

~card 3, and the process ata
to jobs. ' 3s explalned | at er, |s unit of processing for which an

or der pg?gjfﬁt‘slso | & BEOEARITEY B5y-tiRg (§°c§‘t"d IQrseetiit e managenent task
72. Not e that Al and A2 formthe nmutual authentication 25 processing '
between the. | Thakpmigatateawt the I cagdentity 280% 73_x include,

as shown in FIG. 12, the state of processing for investigating
- | the services which the IC card 3 can use (RS), the state
10. of processing by which ther SAM chip 8 authenticates the IC
card 3 (Al), the state of processing by whicil the IC card
A 3 authenticates the SAM chip 8 (A25 , the sfcate of proces.sing.
: for -rgading data from the IC card 3 (R}, ar-xd the state of
processing for writing data in the IC card 3 (W) .
‘:15 , In the present embodiment, tﬁe processing for
investigating the business, the processing for the SAM chip
8 to authent:.cate the IC card 3, the processa.ng for the 'IC ‘
- card 3 to authe_-nt:u'.cate the SAM chip 8, the pr0ce_ss:|.ng for
| reading data from Ithe Ié card 3, and the processing for
t 20 writing data in_ the IC 'qai:d 3 corx:egpond to jobs.

‘A "Job", as explained 1at§r, is a unit of processing
fpr which an order of execution is determined by the 'I_C- card
procedure management taélg 72

Note thét Al and A2 li’o:r.fm_. ‘Eﬁe, :.nu-tuad authentica-tioﬁ

25 p;:dcessing 'betwe'_en- the IC card 3 and SAM chip 8.




64 Further, in the present enbodi nent, considering the comunication tine
on the Internet 10, the above-nentioned basic states at®Au@stgbosn in the
state transition chart of FIG 12, managed divided into post-startup (after
i ssuance 5 of command) states and coppl eted (after receiving response)
‘states. . Specifically, the state of processing using the IC card entity
data 73-x is nana%ed by the instance generation (IC card entity data

gener ation) st BREEhRS, pdst theapresentareabotings tomeinstistl sitay ebhe|
post-startup state, Al conpleted state, A2 post-startup state, A2

conpl et edoptnandcaRipostimaphuphe sIatern&t coOpl e chisdwd-aueV¥posedst art up
state, Wconpleted state, and instance (IC card entity data) deletion
state.. Thashi€ saadebypee,Nher FhbwaN i%3 the gt Rid01k 9 onl 2orspeei fyi ng the
busi ness issuing that 1C card 3. The I1C card type information 83 is set

wi th infefrﬁafdpaz,qﬁ&;;mmv&%dqneefﬁm;&ﬁ %Q%;sggga;&%sg scri pt

programat the time of Qgeneration of the |IC car ntit . 20 The

servicce p Nt | ting infor i 84 shows the service type
b emnt OB rEpSAL « CEELEAN RO laR e [ BPe R p e hY Prg et it ah o Deed
I n.proces ing. using the IC card entity data 73 x. The service type
el.ement , SH8EP§nating information 84 25 is set, with one or nore service

type el enents designated 16 August 2005
Specifically, the state of processing using the IC

card entity data 73 _x is managed by the instance generation
{IC card entity data generation) state, RS post-startup staté,

10 RS completed state, Al post~startup state, Al completed state,

A2 post-startup state, A2 completed state, R post-startup
- state, R completed state, W post-startup state, W conipleted

state, and instance (IC card entity data) deletion state.

The IC card type infomatibn 83 is information for
.15 'spedifying the business issuing thét Ic éard 3.
The IC card type informatiqn ‘83 is set with information
 defined by the CI command in the Aabdve-,-mAentioned St-::riPtI
- program at the time of generation of the IC card entity data
' "_'73____:: .

20 . The se;r:vice type; element des':i.gna'ting‘ information 84
:-sho'ws the service type el'ement-s. of the service defined .i‘n
the service dc-_:fi-n:i.tion table data _ﬁsed-in processiﬁg.using'
‘the IC card entity data 73;_x.

The'ser‘-rice type e_]_.emer;t,- —desi_gﬂating- information 84

- 25 . is set with one or more service type elements désig-nated



- 65 by the CS command in the above-nentioned script programat the tine

of generation of the IC card entity data 73 x. The prmg@b@gzmgjer

i nformati on 85 shows the order of execution of services (jobs) used in the
processing using 5 the IC card entiéé/ data 73-x, that is, the state
transition shown in FIG 12. That i5] The processing order information 85
uses the service type elenents to show the order of execution of jobs

cor r espogli tige @S tdvennkasd Cimpdieatdlons-aled hitordd Gantipk prbdiemne,at he j obs,
as explained earlier, correspond to the RS, Al, A2, R and Wshown in

FIG 12 thépethéi 6£0§6natheNsn 88 the € eakd dndhey' @Altazed y the order
of processing designated using the jobs. For exanple, for processing using

an I1C card 3 w & SRR NG 410 NP6 agthepti.cathan, 2.4 he
processi ng or &égiﬁ%‘?nﬁt.l on (grS&él:% Js‘ﬁ? %H%Eg#ﬁsgél?gag{‘%uﬁ]%e?, g:ll’%n t he case

of readi ng and iting with.nutual ut henji.catj on, the processing order
§8 Siodtlon, B2, for i FRe D D 1560 Bre oL S 6 cer

i nformatTon 85 1% ae

informatjon 85 is set with'the 20 order 'of jobs shown in. FIG 12

cor r @spotRit nf 1 Brhentdtyedatagf 3sxp yFoat el endihes stasigtapesitiame s

command in the above-nentioned script program when generating the IC card

entity deewrr3ix FIGheldre-processing information 86 is set fromthe ASP 25

server 6 side with managenent data for perform ng processing 16 August 2005
' That is, the processing order information 85 uses the

service type elements to show the order of execution of jobs
corresponding to tbe basic operations of the IC card 3.
10 | - Here, the jobs, as explained earlier, coi‘respond to
- the RS, Al, A2, R, apd W shown in FIG. 12. Specific operations
on the IC card 3 are realized by the order of processing
designated using fhe jobs. For example, for processing using
an IC card 3 wity or;ly reading with no mutual éuthentiCatiqn,
15 - the processing order information 85 is set wit!; WRS->R .
F\_;rther, ‘in the case of reading and writipg with mutual
authentiqafion, the pfoqessi_ng order informatibn 85 is set |
 with "RS->A1->A2->R->W" .- |
The processing order infomatioh 85 is set with '!:he
© 20 o.rder 'c.)f jobs shown in FIG. 12 _corfresponding to the..order
of service elements designated in the CS command in the
above-mentioned script program when generating tile iC card
“entity data 73 x. |
The -px.:-e—-processing in_formétion_ 86 is -s,ei: from the ASP

25 server 6 side"wit'h management data for performing processing




- 66 wusing the IC card entity data 73-x. For exanple, the pre-processing
information 86 is set wth points of a conputation fordguefadsservice
designated in the SF data block. 5 Further, when an inter-service

- conputation function is not defined, the pre-processing information 86 is

set wth the requested processing difarge. For exanple, in the case of

settlement, the state relating to the anobunt of charge or nunmber of points
given 1L0<£15 ehs POleallCaROStPLEEESSENG information 87 is set with data
of - t-he proce(gsi ng resﬁ?t of t%eyl C cgr?ibe%t'ity data 73 x required at the

ASP server 6 slde. For exanpl ebri n the case of settlenent, it is set with
data showing the &xieferce TEsPEF BERGPREP IR TR PAELQRHE difefft Next, a

routine for praocessing by the I1C card procedure nanagenent task 72 shown

in FI G “bth &Ry ofor £LMMBLATIN formudacaf B senwiqeydespruasedty of 1C
card entity data 73 x. will be explained. 20 The I C card procedure
mahagenett EhekSFdatatlblogkanpl e constantly being started up on the CPU
66 of the SAMchip 8-shown in FIG 9. FIG 13 is a flow chart of the
procéssi ng perfworttete bywhdre arC Dater psacetics ecompagerboh . faRskida. 25 Step
ST1l: 16 August 2005 - o .
is not defined, the pre-processing information 86 is set
with the requested processing charge.
For example, in the case of settlement, the state
relating to the amount of charge or number of points gi;ren-
10 etc. is set.
The post-processing information 87 is set with data
_of thea prdqes-si_ng rasult of | the IC 'ca:;d entity data '73__x‘
required at the il_SP sarver 6 side. For example, in the case
of settlement, it is set with data showingrthe existence
15 of a normal end to the settlément.
Next, a routine for processing by the IC card procedure
manégemer_lt task 72 shorwnrin FIG'-.. 10 rélating to a 'plura‘lity
| of IC cards 3 ﬁs.:i.ng‘-a pluirality of IC card entity data 73_x
will be explained. | | -
20 The IC card éroeeduie managemént task 72 is for exém'ple
éonétan’tly being sta_i:‘-ted up on the CPU 66 of the SaM c'ﬁip _
8 shown in fIG. a. | |
FI.G. 13 Ai's a flow chart of the_processing performed
by the iC'-card procedure management. task 72.

25 Step STI1:




- 67 The IC card procedure managenent task 72 selects one IC card entity
data 73_x for executing the next processing out of the mhﬂugﬁls';ﬁdﬂ f IC card
entity data 73-x present in the storage unit 65. The nmethod of sel ection of
that 1C card entity data 13 x may be to successively select IC card entity
data 73 x present in the storage uni€7 65 or to assign a priority order and
select by priority in the order of the highest priority. Step ST2: 10 The
I C card procedife rRNaQeIfodafik-o 2 'd%{w&' e. 4,00 _of e |C card
entity data 73_x sel ected atOéstep Jé‘lél as 51%%%% gjé?e%egtegrtgeangp. When

j udgi ng | .. be st.arted. up, it pr.oceeds to the processing of step
STS, ,mhﬁ??%%n%ﬂ??n%%%aﬁ#ﬁ dt—hc'alg AT VedY star P?EfttuBFgﬁFBfi’éggs 15 to

t he procesgsi ng ‘%}; stg& S'll'3 Step_ST3: The | C card procedure. nanagemnent
task 72 THgRs PPonPIvRalivi el Lfafasdi Anbik¥t dehag33shomkeranEI G 11 of
the .1C card entity data 73 x selected at step STl which state .20 of the

state trighsthe ortoEaget v8hBWASin FIG 12 the processing relating to that.

entity data is in and decides on the job to be executed next:fromthe
procéssi ng or d&re imgthoditeHsSEectidn tdif sthatelC tdrerdracessy ndata der
i nformation 85 25 defines the order of execution of jobs using the service

16 August3 20Gfay be to successively select IC card entity data 73 x

present in the storage unit 65 or to assign a ;;xriority order
and select by priority in the order of the highest priority.
Step ST2:
10 ' The IC card procedure management task 72 Judges if
the job of the IC card entity data 73 x selected at step
ST1 has already been stai:t:_ed up. .When judging that it has
been started up, it proceeds to the processing of step STS,
while when judging that it has not been startéd up, proceeds
15 -to the processing of step ST3. |
| Step ST3: |
The IC card procédtﬁ:tre ﬁanégement task 72 Aj—udges from
' the entity status ‘information 82 shown in- FIG. 11 of the

IC card entity data 73 x selected at step ST1 which state

.7 20 of the state transition chart shown in FIG. 12 the procéssing

reléting to that entity daté. is in and decides on the ,j'cb
to be execute-._d; next from the procgssing order info-¥matién
85, o |

At fhis ti;ne, the‘p_roces:sing‘j‘qrder inforﬁation_BS

25 defines the order of execution of jobs using the service




" Further, the |

- 68 elements set in the service definition table data as expl ained
earlier. Step ST4: The I C card procedure managenent tast6 Agust2005 up 5
the job selected at step ST3. The I C card procedure nanagenent task 72
executes the job using the data blocks relating to that job in the
above-nmentioned i nput data block 31 %8, -output data bl ock 32-x2, log data
bl ock 33 x3, and conputation defining data 10 block 34 x4. At thIS tinme,

the | C candmpnacedete iMR ML RNy ilRS e £52i 4R8N da$3W G+ GMand to the IC
card 3 in execution of a job, uses the service el enent corresponding to

t hat JOQX? 3 a3 nlell L21584F ch through the service definition table 15 data

to obtain the service nunber corresponding to that service el enent

(operati onal ggwang f IC card 3 able to be analyzed by the I1C card 3)
procedure managenent task 72 uses the obtained service

nunber to i ssue command to the I1C card 3. 20 Further, the IC card

a
procedure nanaGBﬁeﬁF Fazd P?Oce§§r§xBP&PﬁeﬂeB§l @SFIE? gtagenupey

information is required for accessing a storage area of the IC card 3a,

uses % hetber Uke sellested adr séeposdidng to that job to search through the
service definition table data and obtain the key 25 information
correspondi ng Thethatcast proeecharemhnabdnbher tadl 720 @ISER0b the

job using-the data blocks reiating to that job in the
above-mentioned input data block 31 _x1, output‘ data block
32_;_x2, log data block 33_x3, and computation defining data

10 block 34 x4. .

At this time, the IC card procedure ma-nagement task
‘72, when issuing a command to the IC card 3 in execution
of a job, usas the service lel_ement corresponding to that
job as a key. to seargh through the se.rvice définition table

15 data to obtain the service number corresponding to that
seérvice element (operational command of Ic ca-rd 3 éble to
be énalyzed‘ by the IC cérd 3) . Further, the IC C‘él’.‘d prdcedure

. management task 72 lusesri.:hee- obtained se-rviqé number to issue
-a command tq the IC card 3.

20 Further, t;h_e. Ic .carc-i procedufe mauagén;ent task 72,
as. éxplained us;i.t;g FIG. 4, when key information is required
for accessing a storage area of the IC“ card 3a, uses -thier _
sérvice elemen_i; correspdndi-ng. to that job to search thr,cﬁugh.
the .servi;:e‘defi.nition‘ table data and obtain the key

25 iﬂfomation corresponding to that service element. Furi';her,




- 69

the I1C card procedure managenent task 72 uses that key information

to performmutual authentication with the IC card 3, efgAy¥fistooosnd
decryption of data, and other processing and obtain the right to access a
predetermned 5 storage area of the IC card 3. Step STS: Step ST5 is
performed when the I C card procedur @9 managenent. task 72 issues a command
to the ICcard 3 and is waiting for the processing result of the IC card

3. 10 V‘h@%tf@u{:&%r bic t%&&f&%&u%&%@&@eﬁésﬁa? dgel eEﬁ%\ée?%yt he

processing res

I C car It sets this in card entity

data 73- £ Ste ST6 The I card f edur.e enment task 72 dates.the.
A f"t"% gﬁ

15 entlty s?m ue n |on
FIG 11.

SheR eyt t5h?3 shown in

In this way, |n the resent enbodi ment, the | C card procedure

,nanagenéﬁ?r?a%k,%ﬁFfﬁR?&ﬁ%ﬁaﬁ?d@%%EYPEﬂ?%r°%.d%ﬁ%ra??@yOBPeFC cards 3

pr esent

in the SAMchip 8 in parallel 20 while selecting-in order.the IC

bard entPXgcedsing and feptaimethe uright yt@faCF@%%tr%isPr@deiFhemeﬁ@de t he SAM
chip 8 can sinultaneously proceed with the processing even whken-': |
recebvi ngtorage ssrew squiest 3Cfeirgdprdcedures using a plurality of 1C cards
3. 25 Next, the overall operation of the communication 1 6 August 2005

10

15

20

25 -

S5tep ST5:

Step ST5 is performed when the IC card procedure
management task 72 issues a command to the IC card 3 and
islwaiting for thelprocessing result of the IC card 3.

When the IC card procedure management task 72 receives
the_processing result from the IC cardl3, it sets this in
the IC card entity data 73 x.

" Step 8T6:
The IC card procedure managemeﬁt task 72 updates the

entity status information 82 of the IC card entity data 73 x

~ shown in FIG. 11.

- In this way, in the present embodiment, the IC card

procedure management'task 72-perfprm9 processing for a

plurality of IC cards 3 present in the SAM chip 8 in parallel
while selecting in order. the IC_cafd entity data 73_3 for -

the plurality of IC cards 3. Therefore, the SAM chip 8 can

simultaneously proceed with the processing even when -~

receiving processing requests for procedures using a

plurality of IC cards 3.

Next, the overall operation of the communication .




70.- systemshown in FIG | will be explained. FIG 14 and FIG 15 are
views for explaining the overall operation of the communcRatisuhssystem 1-
shown in FIG 1. Step ST21: 5 The businesses 151 to 153 or a party
requested by those businesses produce script progranms 211, 21 2, and 21_
3 describing processing for transactlidonrs perforned by the businesses using
the 1C card 3 for exanple on the personal conputers 161, 16 2, and 163

shown i %dﬂt% Ln él]g FL Bﬂ:ﬁé" %k@ii@r}?e‘% g{aixbgdSAM chip 8 produces service
definition table data , 2 , and 2 corresponding to the businesses
151 to 153. St Sg%Z:-T? seyyvice definition table datg 20 1, 2, and 20
3 16 produced s LEap-chIs” S ERotierT forerirLiits thesrsErTieur ¢ er
the script prograns 21 1, 21 2, and 21 3 groduced at steg ST21 are
downl oa®REFFRR IRE P FRIMURIFHEI R sSYBYem 1525hewR 38, BI6kr dugh t he
Internet 10, ASP server 6,. and SAMchip 8 to the external nenory 7. That
20 . downl oad Shregc ¥ tg i s managed, as shown'in FIG 7, by the script
downl oad task 69 in the SAMchip 8. .Step ST23: The script interpretation
~tasks70 in thahSABhine shavls 1 AldG 15 B e thepaetyi cegales tadtibpn tabl e
data and script: 25 programto generate the I1C card entity plate data,
I nput 163 HuMBsses produce script programs 21 1, 21 2, and
21 3 describing processing for transactions performed by
the businesses using the IC card 3 for example on the personal
computers 16 1, 16;2, and 16 3 shown in FIG. 1.
10 Further, the manager of the SAM chip 8 produces service
definition table data 20 1, 20 2, and 20_3 correspondihg
to the buéinesses 15 1 to 15 3.
Step ST22:
The service definition table data 20 1, 20 2, and 20_3
15 produced in step ST21 are stored in the external memory 7.
Further, the script programs 21 1, 21 2, and 21 3
produced at step ST21ra;e downloaded from the.personal
"computefs 16_1} 16 2, and 16 3 through the Internet 10, ASP
-sérver 6, and SAM chip 8 to the external memory 7. That
i'20 - download processing is,managed, as-3hown in'?IGa 7, by the
script‘download task 69 in thé SAM chip 8.
.Step ST23:
The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service definition table data and script.’

25 ptogram_to genefate the IC card entity plate data, input




71 data block, output data bl ock, |og data bl ock, and conputation
defining data block for each business. The generat ed dateAuguss2@iSed i n the
storage unit 65 of the SAMchip 8 shown in FIG 9 5 Step ST24: The user is
issued the IC card 3. As shown in FIG 4, the storage unit 50 of the IC 3a
of the I1.C card 3 stores key informatTbn-used for transactions wth the
busi ness the user contracts with. 10 Note that the-user and a busi ness may
al so co t .t h t a r.i ssuance,of .the IC card 3 through the
Interne?iﬁggé?%¥é%ie§agﬁgg:HE%? %&§ﬁ%re?° éﬁchE&ﬁg r 3?%5 t he personal
conputer_ 15 0 _acgess _the. serv 2 through the Internet 10 to try to
pu?ghaséugn ?g e %ﬁglgﬁPgePagaigéﬁgg 5°pr 868sPHGIPEGFest through the
Internet 10 to the ASP server 6. Wien the ASP server 6 receives a
processi ng requttIeoRtEed dakaetsosteredcinsthe sherpgesvnak 6Bnputer 5
through- 20 the Internet 10. Further,"” as shown in FIG 16A, a processing
request ¢Sstieel $AMipeipaBdshendeihwFiEGer 94 for the IC card 3' is
transmtted through the. personal computer 5, Internet 10, and ASP server 6
to the SAM chigtep s™Rep ST26: . 25 The ASP server 6 outputs to the SAM
chip 8 an entity 16 August 2005

‘The user is issued the IC card 3.

As shown in .FIG. 4, the storage unit 50 of the IC 3a
of the IC card .3 stores key information used for transactions
with fhe business the user contracts with.

10 Note that the user and a business may also contract
with eéch other after issuance of the IC card 3 through the
Internet 10 etc.
. Step ST25:

'For example, when the user uses the personal computer

15 5 to access the server 2 through the Internet 10 to try to

purchase a product , the s‘erirer 2 issues a processing request
through the Internet 10 to the ASP server 6.
When the. ASP server 6 receives a processing request
' from the server 2 . 1t'. accesjse.;s the personal computer 5 thréugh
20 the Internet 10. f‘urthe‘r,' as s‘how'n‘ in FIG. 16A, a processing
reques;i is_suéd by the card .I:eader/writez_: 4 for the Ic€ ca—r.;d
3 is tra._nsg:itted through the 'pez_'sqnai .c'omputer 5, In-ternét
10, 'aﬁd ASP server 6 to the SAM chip 8. |
Step ST26:. _

25 - 'The ASP server 6 outputs to the SAM chip 8 an entity




- 72 Mproduction request. That entity production request stores
information showing the issuer of the IC card 3. Step18Wigusedfken the SAM
chip 8 receives an entity production request, as shown in FIG 16B, it
conducts polling with the 1C card 3. Step ST28: The entity generation task
71 of the SAM chip 8 judges 10 if-th& nunber of the IC card entity data
73-x present in .the SAMchip 8 after the end of the polling is within the
maxi mum pyrahaetdshi pegubytt.he SC command of the. script program |If within
t he maxi mum nunber, it proceeds to the processing of step ST29, while if
not, it ends t r si.n : . .Ih it nerat.ion task 71
specifies mhicﬁéagugﬁﬁzgg-9F8§§3r339e2§%§§5%|§F§Q%§t§?ggégﬁgé°8ased on the
i nf or mat | the issu |C card 3 stored in" the entity

n _show r of the
producti%ﬁoVéagggﬁgf8553?5n8%et§ﬁd&gs€§r9h§r 20 specified IC card

~entity-plate data to 2enerate the IC card entity data 73 -x_ This
.corresponds to°tAR fh

fance generation shown in 25 FIG 12. Step ST30: The

SAM chip 8 outputs to the ASP server 6 the entity
5. - When the SAM chip 8 receives an entity production

request, as shown in FIG. 16B, it conducts polling with the
IC card 3.
Step ST28:
The entity generation task 71 of the SAM chip 8 j-udges
10 if the number of the IC card entity data 73 _x present in
. the SAM chip 8‘ after the end of the polling is within the
maximum number defined by the SC command of the script program.
If within the maximum number, it proceeds to the processing
of step ST29, while if not, it ends the prééessing.
| 15 ’ Step ST29:
The entity generation task 71 specifies whicl_l'
?:)ﬁéineséf iC card-: entitj-(‘ plater data to use based on the
information shéwing the issuer of the IC. card 3 stored in
- the entity production requéét for _example and uses that
T20 ;s'pedified IC card entity plate daté_ to generate the IC card
en’f.i_ty data 73 'x.
This ccu:"responds to the irllstance'generation shown in
FIG. 12. 7‘
Steia ST30:

25 The SAM chip 8 outputs to the ASP server 6 the entity




16 August 2005 73 ID of the ICcard entity data 73-x generated at step
ST29. Step ST31: The I C card procedure managenent taskig/Rudikst ddss SAM  chi p
8 investigates the services which the I1C card 3 can use. is is :
processing corresponding to the job RS shown in FIG- 12. Step ST32: The IC
card procedure nmanagenent task 72 of73he SAM 10 chip 8 authenticates the

l egitimacy of the IC card 3. Thiss is processing corresponding to the job

Al shownpp o Fl Ghe 17c I r thent ¢ tes | egi ti macy
of the SAM 15 chip BC§£§PESI$|-§€%%—%€%sﬁng%cgger!?ee%%oncg%ng ia}; e ’J'ob- A2

shown in FIG % % gieps ST32 and ST33, the IC card 3 and SAM chip 8

nmut ual | y aut hen |I(°:a € each other. This corresponds to FIG 2.0 16C.. Step
ST34: The IC ¢ rocedyre nmanagenent task 72 of the SAM chip 8 reads and
wites data ne'J& ‘:s's ¢ yeRrb ?ﬁ‘écﬁ?igﬁﬁdﬁﬁéagﬁnﬁﬁtt faskc’2aP§ $he SBM. This is

pr ocessi ng corresponding to the jobs R and
_ chip 8 investigates the sexvices which the IC card 3 can

5 use.
This is processing correspon&ing to the job RS shown
in FIG. 12.
Step ST32:
| The IC card procedure management task 72 of the SaM
10 chip 8 authenticates the legitimacy of the IC card 3.
This is ﬁrocessing corresponding to the job Al shown
. in FIG. 12.
Step 8T33:
‘,The IC card 3 authenticates thé legitimacy of the SAM
15 dhip 8.
This is processing corresponding to the Job. A2 shown
in FIG. 12. |
By stepé STSZ-and ST33, the IC‘qard 3 and SAM chip
.8 mutdalif authenticate each other. This corresponds to FIG.
' 26 16C. |
Step ST34:
The IC card procedure management task 72 of the SAM
- ¢hip_8 reads #ndfwrites data necessary fér the procedure
| with the.iC'éard‘B.

25- : This is proéessing corresponding to the jobs R and




‘possi ble to ge

16 August 2005 - 7 4 - Wshown in FIG 12 and FIGS_ 16D and 16E. Further,
the 1 C card procedure managenent task 72 uses a conput@Awgust2005ul a-

speci fied based on the pre-processing information 86 of the IC card entity
data 73 x to perform5 predeterm ned processing for conputation using the
data read fromthe IC card 3. Step B135: As shown in FIG 16F, the IC card
procedure managenent task 72 of the SAM chip 8 outputs the processing

resul t-ofy 405t $R §I§441&0P%FEF@_S;$§%§EE é%§tep ST36: For exanple, the

| C card procedure nmanageien as Ene 1C card entity data 73

X. As explaineﬁ agove,tggcording to the communication 15 systeml1, it is
BF 5PeT 1 HE'9 ECcGRrH T TSR Banagepend;, taak Hmsesssi ng f or .
a procedure occurring with the IC card 3 and to have the IC card procedure
manageneftCeBRkta oy foxmpd 3 spegiifiipdobasedoen dhenpirey pdates?Eing t o
si mul t aneously proceed with processing for a plurality of 20 IC cards 3..
Furt her,infoomdiagnt 86t h€ &beh@Ot caatii entsygt daral73sknes pericsrauf fici ent
to store the IC card entity data 73 3 actually used Tor the processing of
the 1sC gptédeBeinih8@ prid@Agind For 8SmphiatSoPSIng enbuse rbhg storage

areas 25 of-the storage unit 65 efficiently.
from the IC card 3.
| Step ST35;
As Shpwn in FIG. 16F, the IC card procedure management
task 72 of the SAM chip 8 outputs the processing result-of -
‘10 step ST34 to the ASP server 6.
Step ST36:
For example, the IC card procedure management task.
-52 déietes the iC card entity data 73 x.
As explained above, according to the communiCatién '
15 system 1, it is possible to generate the IC card entity data
. 713_x for éaqh processing fot:a.progedure occurring with-thé -
IC card 3 and to h#ve the IC card procedﬁre management task
72 use the plﬁrality of IC card entity data 73 x to
‘simult&ﬁeously-proceed with proceésing for a pluraiitj of
20 IC cards 3. |
EﬁrthEr,-acco;ding to the authentication system 1,
since it is sufficient.tq store-the IC cérd.enﬁity'data 73_?.
'ractually gsed_for'the ?rdcessinq‘of the IC cards 3 in.thé'
storage unit 65,‘it is?possible tpln;e the storage areas

25 of- the storage unit 65 efficiently.




. when proVR§

16 August 2005 - 75 Further, according to the authentication systeml1, as
shown in FIG 12, since the |IC card procedure managemenié Atigis 28@5 nanages
the states of execution of the jobs processed divided into post-startup
states and conpleted states, it 5 is possible to start the execution of one
job, then start _the processing relta?bng to another job in the state while
waiting for data fromthe I1C card 3. Therefore, it is possible to

“eliminate the paitnb fet.9f ¢ata i th _ the | d 3
elimnate the h“@kﬁ:h&&:”ea%%§ﬁ‘in Yo" AR %cxé'ﬂenqﬁc%t\#on styﬁ.sh:e G car

through the Internet 10. 10 Further, according to the authenti cdtion system

1, the rvice definiti tahl e data descri hes a name showi ng the type of
service %F%O\S/%‘a‘é'a by Eg%%ho%u’sisnlé’fse, %ﬁ‘ﬁ’aggi g?rgl‘%ro%% VFedd »hent, the

nunber. of tp service used in the IC card 3, and the key information used

?n'if Peoaggs LhpFtatesmisexechiian of the aRbamrpcemsrily 7.
Therefore, businesses 151 to 153 not devel opers of the SAM chip 8 can
produce €Sh¥ifegninippPogdrisdaniney sdedefsoand) meined edied tHatSAM G p 8 by
the script prograns 21 1, 21.2, and 21 3 and downl oad them t hrough the SAM
chi p 8 i nsopbleibleetnals tAG thier wexAchni ot SifoRinzatjichn. tHwi dtssraM t hout
being informed of key information, operational comuands for directly

oper at i NghkhprbEesdlidg3d relatihge it iaddithet0Rbbdan! ithle dtaft@r QN to the
busi nesses 151 to 15 3, these businesses. can custom ze their own

appl ' cat {wQﬂtPﬁB%cﬁnﬁa.tgqu:&ﬁ rt'heV\EE Q:ax.%lls 3@ ﬁyéﬂ'é?éée ,C li%:t :9 smpzoesss J'.il:;[lse
application program it does not -
' to eliminate the wait time caused by transfer of data with
the IC qard 3 through the Internet 10.
10 Further, according to the authentication system 1,
t?ua servica definition table data descr;‘i.bes ‘a name showing
_the type of service provided by each business, that is ,. the
service type element, the number of that service used in
' the IC card 3, and the key infofﬁatiﬁn used when providing
15 that service., This is held in theexter’nal memory-7. 'Thereforé,
businessesrls_l to 15 3 not developers of the SAM qhip 8
can produce theirrown-applicatidn pfograms for ;unning-on
£h9 SAM chib 8 by thg-scriptrprOgrams 21 1, 21 _2, and 21_3
:énd:download them through the SAM chip 8 into the external
20  memory 7 for customization. That'is; without being informed
ofrkey'information, operational commands for directly
operating the IC card 3, or-othe; highly COnfidentiai'
information tq the businesses 15 1 to 15_3, 1A:heser businesses
can customize theix-ownVapplicationfprogfamsu'further,-when

25 a business customizes its application program, it does not




16 August 2005 - 76 need to know the key information or card operational
commands, so the load on the business is |ightened. FustAegust2@mordi ng to
the authentication system1l, since it is possible to define conputation
content spanning 5 a. plurality of services, it is possible to provide

di verse services conbining a pluratii§y of services in a range of services
executed sinultaneously with approval at the I1C card 3 side. Further,

L " wth Lh . Soe ] o
accor di ek dd\endu! BROUGALEOAAEL S e calll oL L SHNEIGIfigs £ONCED! O

a data block,- the data input and output wt car ‘he | og

dat a can_be, £asi n d,.. . FLG _17.is,a functi.onal, block di agram show ng
nor e spgﬁ?fFﬁgl}éx?hgﬁfSﬁ%t?gﬁlgﬁggkéso%lﬁﬁgegﬁ “chip 8 showmm 15 in FIG

9. As.shown iq@gl 9, the SANIchig 8his connected through an _internal bus
90 to an ASPS ﬁﬁ%ﬁfca??ﬁﬂr?h?%rF cEhanprtBenticrting sKeksmy .
communi cation interface unit 6.1, bus scranmble unit 62, random nunber
gener at | $HPERitt 63 PRFsdfdey poi dafinergenpwintinn Shtetpspganima 65, and
CPU 66.. In the. SAMchip 8 shown in FIG 17, for exanple as :shown in FIG
18, it ix plewoabokyi df eseviomnecit a.s garshilblle tuniprdidodieeired t 0 t he
internal bus 90 to an RF reception/transm ssion unit 92 outside of the SAM
chip 8 ZﬁeﬁmﬂcééaBSﬁBindﬁgaaWblﬁrhmQt&CbEaEQr3iE¥saiﬁoacQBB%@to%yStem
services executed simultaneously with approval at the IC
card 3 side.
Further, according to the authentication system 1,
10 by introducing the concept of a data block, the data input
and output with the IC card 3 and the log data can be easily
managed.
FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
‘15 in FIG. 9.
As shown in FIG. 9, the SAM chip 8 is connected through
an :'Lhternal bus 90 to an ASPS communication interfa;:e unit
'60, external niémor._y communication inte-rface unit 61, bus
scramble unit 62, random number generation unit 63,
20 encryption/decryption unit 64, storage uhit 65, and CPU 66 .
In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is also possible to connect a -card"I/E
unit 91 connected to the internal bus 90 to am RF
reception/tiansmission unit 92 .oﬁt'side_ of the SAM chip 8

25 and transfer data with the IC card 3 by a noncontact system




16 August 2005 77 through an antenna 92a of the RF reception/transm ssion
unit 92. Second Enbodinent The present embodi ment is ap QrRREITENT
corresponding 5 to the seventh to ninth aspects of the invention. FIG 19
is a view of the overall configuration of a comrunication-system 101 of

t he present enbodi ment. As shown i-n AIG 19, the comunication system 101
uses the server 102, IC card 103, (integrated circuit of the present 10

i nventi ofy o JSQQ@M&” S%ﬁ%a( rrls?(r)cr}gapl CO %Jt%ter}r%#% Asgl)n( aplp![ | (1:8t9| o_n

service provider) server
per sonal ggonputers 1161, 1162 and 11673, and aut hentication units 1171,

1172, and 1173 to comuni cate through the Internet 110 and perform 15
settl ement processi ng. other processing for a procedure wusing an IC
card 103. The Sesnd. iy jmesHs an external nenory 107 (seni conductor
storage circuit of the present invention) and SAM chip 108 (sem conduct or
circuit of théﬂp¥@S@ﬁﬁnzoemhvénmean)lsihee&Nudﬂmqatl68rhaspbh61&gftware
configuration shown' in FIG 20. As shown in FIG 20, the SAMchip 1.08
has, sfr oo titee sdwsdehn tayeinth AepEctHeot Ophe| BN @ERt28n11W (har dwar e)

| ayer; 25 OS layer, |ower handler |ayer, higher handler |ayer, and

FIG. 19 is a view of the overall configquration of a

or

communicaﬁion- sy.stem. 101 of the present embodiment.
As shown in EIG. 19, the communication system 101 uses
thé aerve'r 102, IC card 103 (integrated circuit of the px-:esent
10 invention), card reader/writer 104, personal computer 105,
ASP (ai)plication_servica provide:f) server 106, SAM (secure
.application module) ‘unit 109, personal computers 116 1,
116_2, and 1i6__3 ‘ and authentication u‘nrits 117 3, 117 2,
and 117 _3 to commuqicate through the lelternet.ll.o and perform
15 settlement processing or other processing for a procedare
- using an IC card 103.
The SAM unit 1097'has an. taxternal memory 107
: (s‘emicondﬁctorl stor_:age circuit of | 1.:he present invention)
and SAM chip 108 (semiconductor circuit of the presept'_v
20 invention).
The SAM chip 108 has ‘the software configura_tion shc:wn '
‘in FIG. 20. |
As shownrin ‘FIG. 20, the SAM chip 108 has, frbm the -
.‘bo‘ttc.nn layer towa.—rd. the top. iayer, an HW (hardware) 1ayer_,l

25 OS layer, lower handler laye;:', higher handler layer, and




16 August 2005 - 78 AP layer in that order.. The | ower handler |ayer
includes a driver layer. Here, the AP | ayer has appli cH#t Awuspramgy ans AP_
1, AP_ 2, and AP -3 defining procedures using the I1C card 103 by the credit
card conpani es or other businesses 115 1, 115 2, and 1153 shown in FIG 19.
In the AP layer, the application pragrams AP_ 1, AP_ 2, and AP -3 and the
hi gher handl er | ayer are provided between themw th firewalls FW(firewalls

of the pEseifed MENMHAN orded0 The SAM chip 108 is connected through a
SCSI port, thee Et her net , oe]f ce.nl'to the ASP server 106. The ASP server 106 is

connect ed thr%gh t he | nternet 0toa urality, of termnal apparatus
i ncluding a persor%éﬂweforlrlﬁﬁ’tdt}re’i %) a’rf"gjn'ﬁé‘f%e? drHver pk#¥Bhal conput ers

116 1, 116 2, .and 116 3 15 of businesses 1151, 1152, and 1153. The personal
conput er 105, HEFE eRBfiftfel averdinm appdd catiosuprograms Al JpoAP_8r. USB.
port to a.Dunb type card reader/witer 104. The card reader/witer 104
teal i ze®FbAR MR nine resecedmmemi eaingnther i@ sgandi h93tlbyt hkephysi cal
20 level with the IC card 103. The operational commuands to the I C card-103
and bespornst tpaeked sohpamitheot G el d Lhldi s gendsated 1asd 2gnahyzed at the
SAM unit 109 side. Therefore, the card reader/witer 104, personal conputer
105, andiASR sHo@ in FIG. 19. :
In the AP layer, the application programs AP 1, AP 2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW (firewalls of the present invention) .
10 The SAM chip 108 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 106. The ASP server
106 is connected through the Internet 110 to a plurality
of terminal apparatus including a personal computer 105 of
an end user and personal computers 116 1, 116 2, and 116 3
15 of busihesses 115 _1, 115 2, and 115 3.
The personal computer 105, for example, is connected
through a serial port or USB port to a Dumb type card
‘reader/writer 104. _‘l‘hé card reader/writer 104 realizes for
example wireless communicat_ién corresponding to the physi‘céil
20 level with tha IC card- 103,
The operational commands to the IC card 103 and
response packets from the IC card 103 é._re generated and
analyzed at the SAM unit 109 side. Therefore, the card

'-;re_adg.r/writer 104, personal coémputer 105, and ASP server

L 25 106 beti_ween them only act to store the _dom,mands and response




:

menmory 107. At, this

25 106 between themonly act to store the conmands and response 16 August
2005 79 5 content in the data payl oad portion and rel ay1d Rggsepgosand are
not involved in the encryption or decryption of data, authentication, or
ot her actual operations in the I1C card 103. The businesses 1151, 115 2,

~and 1153 use their personal computéems -1161, 116 2, and 116_3 to produce

the application prograns AP 1, AP 2, and AP -3 and downl oad the produced
appl i cat] r ang, | _ hent.i catiaon _units. 1171, 1172, and 1173
t hr oughdt ee%[Agl\)/lchrhir%ml q}tég%a %pa?iej é)trer{rlr?\nngcri‘ s 8;13 etg’reeggmiana?ﬁle ext er nal
tinme,. since the busjinesses 1151, 1152, and 1153 have.
no rel atYsh % #%"é"c’h"e[gh’erf  ERRESIYRELRY oF cdeCFPRRR eRE ek nemory 107
where the application prograns AP 1, AP 2, and AP 3 can be downl oaded to
are deciadaniRs HRn F Mthehareiabreraratiors rightheoldogardad to such
a storage area-:Ls verified by the SAM chip 108. Further, while the,
appl i catli®h prograns AP 1, AP 2, and AP 3 are being executed, the
firewalls FWrestrict the transfer and viewi ng of data anong t:he

- appl scati on pmhg disined3AP-115 AP 159, Ahd.1MMen wioywnioadh-ng t he

application programs AP 1, AP 2, and AP 3 to the SAM chip 108,, the
aut hent igealdca URidnpultddid 16 117216 9 2id Pi625 EIRbAGEEE! @hET, perform

mut ual .
application programs AP 1, AP 2, and AP 3 and download the
produced application programs through the authentication
units 117 1, 117 2, and 117 3 through the SAM chip 108 to
10 predetermined storage areas in the external memory 107.

At this time, since the businesses 115 1, 115 2, and
_115;3 have no felation with each other, the st§rage-aréas
in the external memory 107 where the application programs
AE_;, AP 2, and AP_3 can be downibaded tolare‘decided in

E .15 .advance and whether one has the right to download to such
. & storage area is verified by the SAM chip 108.

Further, while ﬁhe_application programs AP 1, AP 2,
and:33_3 are béing executed, the-firéwalls FW restrict the
transfer and viewing of datalamoné the application.progfams

" 20 AP 1, AP 2, and AP_3. -
| When dowhio,ading the application progrén;s AP 1, I.LP____:Z,
and AP 3 to the SAM cﬁip 17(-)'8,1 the authentication units 117.1,
117 2, and 1'17'_3,- as explained later, perfaim mutual
éuth?ntic;tion with the‘SAﬁ'chip loa,prqduce.thedownload

.25 signatire verification key information, etc.




aut hentication with the SAM chip 168, produce the downl oad 25 signature.
verification key information, etc. 16 August 2005 - 80 1d\gXlust b5 -
conponents shown in FIG 19 will be explained. [IC Card 103] FIG 21 is a
functional block diagramof the IC card 5 103_ As showmn in FIG 21, the IC
card 103 has an IC (integrated cirr®&® t-) 103a provided with a storage unit
150 and processing unit 151. The storage unit 150, as shown in FIG 22,

has a'storageukq(@rqgielﬁécggaqﬁ:@ys S edi tg rglgqggffybgr ot her busi ness
1151, a storage area 1552 Use y atgou& ness %‘5 , an a storage area 1553
used by & l:iua;siinnee s 1153. Further, the storage unit 150 stores key
i nf or matSGn USed T or judgi ng the existence of the. right to the storage 15
area 1551, key .infornatiaon used for judging the access right to the storage
area 1552, and 3¥eya%t d%Htion used for judging the access right to the
storage area 1553. That key information is specifically used for nutual
aut hent i cat i oF¥IGen@ly g enfangtdeaplpbilogkofligdgram oft the2@Crgprter, the
storage unit 150 stores identification information of the IC:card 103 or
| C card 1D user. Next, the SAMunit 109 will he explained in detail.
[ External Menory 107]
As shown in FIG. 21, the IC card 103 has an IC
(integrated circuit) 103a provided with a storage unit 150
and processing unit 151.
The storage unit 150, as shown in FIG. 22, has a storage
10 area 1551 used by a credit card‘cémpany or other business
115_1, a storage area 155 2 'use_:d by a business 115 2, and
a storage area 155 3 used by a business 115 3.
Further, the storage unit 150 stores key information
used for judging the existence of the right to the storage -
15 area 155 1, key.information used for judging the access right
to the storage area 155 2, and key informatioﬁ used for
judging the access right to the storage area 155 3. That
key information is specifically'uSed for mutual
authehtication,”encryptioh-and_décryption of data, etc.
20 Further, the storage unit_lSO'stores identification
information of the IC card 103 or IC card 103 user.
Next, the SAM unit 109 will be explained in detail.
[External Memory 107]
FIG. 23 is a view for explaining the storage areas

25 of the external ﬁemory 107.




FIG 23 is a view for explaining the storage areas 25 of the external
menory 107. 16 August 2005 81 As shown in FIG 23, .thelasAlgd'nggo@g.eas of
the external nenory 107 include an AP storage area 1201 storage area for
storing the application program AP-1 of the business 11511 an AP storage
area 1202 for storing the applicati @1 -program AP -2 of the business 1152,
an AP storage area 1203 for storing the application programAP -3 of the

busi ness 11.5 3, .an AP g nt.storage area 121 d by, the nager of
t he  SAM chi p Showg é“kr?;@‘% %Eg'r :%\ei 8502?8%@’@@%? e°aéj%§f S¥h8=8BPl i cati on
program AP -1 stored in the AP storage 10 area 1201 is conprised of a

pl ur al i SPRATHIY aRaER an R ceberaget areaplePol afEoLRres 2962 s
restricted by the firewall FW 1. The application program AP 2 stored in
the AP siaw atfecrineathieo Gpphicabpen setdoatam APyt adpft thefbpsdyram nodul es.
15 Access to the AP storage area. 1202 is restricted by the firewall FW
12. The apB itataroAPpsbgrage/ra st20 e2l.fomn stherindPthtoappgdiantdoh203 is
conprised of a plurality of program nodul es. Access to the AP.storage area

120351 s gasdfde n@d 203 et fige HudideyplilisFY, 3n AP dhi-dyLoerla enbodi ment, the
above programnodule is the mninmumunit downl oaded for exanpl€ fromthe

outsi de Af; the M Ud AGh L0 E16n BEEEPRL AB T Ye 10e pdBEnDUTDET.
115 3, an AP management storage area 121 used by the manager
'of the SAM chip 108, and a key information storage area 122
The application program AP 1 stored in the AP storagé
10 érea 120 1 is comprised of a plurality of program modules.

Access to the AP storage area 120 1 is restricted by the

firewall FW 1.
The aﬁplication program AP 2 stored in the AP storage .

area 120 2 is comprised of a plurality of program modules.

15 Aécess to the AP storagé- area 120;_2 i.s restricted by the
'firewall‘Fw_z.

The applicatiop blrc;igx:aﬁ AP_3 sté:_:ed- in the AP étoragé

area 120 3 is éomp:;is_ed of a plurality of progr.;am' modules.

. Accgss to the AP sto:r:ag'e_' area 120_3 is restricted by the

: 20 firewall FW 3. |

In the present embodiment, the above program modj.lle-.\'
:i:.s the minimum un_:i;rt d‘ownlgac_ied-’ fpr ekample from the outsi;:{é_
. of the SAM unij: 109 to the external nnﬂfmox:'}'ir 107. The number
Qf ﬁhe proéram mq;lule_s fqrming éach'application,program can

25 Dbe fr,eély determined by the corresponding business. .




of the -program nodul es form ng each application, programcan 25 be freely
determ ned by the correspondi ng business.. 16 August 200 aud %005 Furt her,
the application programs AP 1, AP 2, and AP -3 stored in the external
menory 107 are scranbl ed. They are descranbled when read into the SAM chip
108. .. Further, the application prograns AP 1, AP-2, and AP -3 are, for
exanpl e, produced by the businesses 1151, 1152, and 1153 using the personal

conputers 116:1, 1162, .. and 1163 shown in FIG 19 and are downl oaded
through the SAWtE§T the aRplirAIQRPFROrAEFORY_10AP R casd 3B Bhe AP

managenent storage area 121 is 10 restricted by the firewall FW 4. Note
t hat t hatagesdhdln sthe wxiterral memoy V107 @k RYrambled r éBlpendate t he
firewalls FWshown in FIG 20. The AP managenent storage area 121 stores

t he nrodulescrmidgehwtierdatead 3ihtshovie i SAMFIchig41.06.5 The nodul e managenent
data 130 registers the nodul e nanes of the program nodul es downl oaded from

the personal  cofHkes,StAd GlhpililédicWpriieansi Ap afly AL e apdqthe downl oad
signature verification key information (downl oad key ™information of the

present Jf@cewroa}camgaaha&ohacenggg' 2Ad Bhisfn éQQéaﬂﬁgﬂF' f15S;al | oved

condi'tional on the nodul e manage data 130 having t

. gg\\ll\glngg‘da-nsd qu%t__"g %s\é,enrgl ftlh%atpleornsoknea}/l Icrgm%ru e:[r.!sorllré_a_ %! ,Stlell.’ﬁe__dz,I natll 'n

116_3 shown in FIG. 19 and are downloaded through the SAM
chip 108 to the external memory 107.
Access to the AP managemernt storage area 121 is

.10 festricted by the firewall FW 4.

Note that the firewalls Fﬂhy, FW_2, FW 3, and FW 4
‘cprrespond to thé firewalls FW shown in FIG. 20..
' The AP_management storage area 121 stores the module
| manggement data 130 shown in FIG. 24.

15 : The module management data 130 registers the module
. names of the program quples downloadgd from the personal
 computers 116_1, 116_2 , and 116_3 in advance and the download

signature verification key informatibn (download keyr
-information of the present invenﬁiqn).

20 That is, doﬂnload of a prégrém module is allowed
conditibnél on the module management data 130 haﬁiqg the
déwnload-signature verification key information regisﬁered_

in it in advance. |
- Further, ﬁhe module managemer}t data 130 has the module_

' 25 names of the program moduies executed by the SAM chip 108.;




Further, the nodul e managenent data 130 has the nodul e 25, nanmes of the
program nodul es executed by the SAM chip 108 16 August 1?(;)@@9 ist 3gpsnd the
execution signature verification key information regi stere&’ In 1t. That
is., the right for a program nodule to be executed by the SAMchip 108 is
‘obtained conditional on the nodul e 83nanagenent data 130 having the
execution signature verification key information registered in it in

advance.__T. nodul e agenent ,data 130, ..as sho in FI 24, . ‘'shows t he
cor r espdnt eﬁ:chee oefx'cf%“?fn?re%%aqqatr?urrﬁ)e‘?erolff’t%"‘étl‘?wéﬁl ’rn&é's"f‘?ﬁ?f‘ng access

to the programnodule {firewall 10 identification information of the

pr esent ’ﬁ'ﬂ%esrﬁeﬁﬁij;d in gttt address, address |ength, downl oad signature
verification Kkey information, execution signature verification key

i nforrmation, FW@tdaul Ehaamghit forasryragrmmarbild dobet fxecuppti cati on
prograns AP 1, AP 2, and AP -3 stored in the AP 15 storage areas 120_1,
120 2, dyd th20 S dieine,1Gthea o igtdwalrned wrheli tshavwsl tdhe thwhesdaiet he
firewall by which access to that programnodule is restricted. The start

addr ess nfiRifenddit daid ERbinesaRf tHe SR SIIAYes A ededaL Which access is
restricted by that firewall. The address |ength shows the address |ength

o e ARG KA, MDA SR AL S Dl it
' The module management data 130, as shown in FIG. 24,
shows the correspondence of the firewall number of the

firewall restricting access to the program module (firewall '
1_0 identification information of the present -:_i_nvention) . start
addresé, address length, download signature verifica.tion
_key infon’nation., execution signature verification key
information, ana module name for each program module of the
application programs AP 1, AP 2, .and -A,P_IB stored in the AP
15 si';orage areas 120 1, 120 2, and 120 3. |
Here, the firewall number shows the number of the
firewall _by w-rhich acce.s‘s, to lthai: 'prqg.\.':am,mod'ule is |
| restricted. |
The start address _shoﬁs the start address of the'-
20 storage area for iwh:i,cﬁ access is re_sti:icted-by that firewall.
The address iength shows the address 1ength of the
stérage area for whicil"'access is restricted by that firewall.
The doﬁnZ_Load's_ignature ia.'e'ri_ficati_ollx key information
" is the kéy information used. for the’s‘i‘gnaj:ure verificationr :

25 . performed when downloading a program module through the SaM




Is the key information used. for the signature verification 25 . perforned
when downl oadi ng a program nodul e through the SAM 16 Augusgi ‘_%%584 chip
108 to the external nenory 107. The execution signature veritication key
information is used for verifying the signature information given to a
program nodul e when executi ng that- gygogram nodul e by the .5 SAM chi p 108.
In the present enbodi nent, for exanple, each program nodule is given

si gnaturg Jnf tion showng its legitjmacy. Wen that program nodul e has
been i | I&E’l‘%@%%i%‘eeae%ﬂre %é‘l’%&"%t%@it is possible to use the
execution signature verification key information to verify that 10
signature inf FFErItFRoALEPMEERE Vegifiratyonf keKat nfprBgtarftmodul e.
The nodul e nane" is the nanme assigned to that program nodule. The key

i nf or matismsgdrigre wrf vy dsthy esigrrtdse emfgpratigeygivéor tati on K Cl
used When accessing the storage area 155yl of the IC card-103 shown in FIG
22 by exegqittdgaan0mddiad eapibleinC aikeen tiheg thaEt' progkht fddinypt B¢ kby

i nformati on K C2 used when accessing the storage area 155.2 of the IC card
103 -ghovynn eHlG1022 liw. tﬁéeﬁkiélsQﬂtoémgﬁihaﬁtépﬂbk?ékhﬁﬁlﬁr,Oaﬁém AP_2, and

..the encrypted key information K C3 used when accessing the storage area

1553 of gyl G GRISLIOL ST G gridedie HEEMLO0L SE LhGwsARPLEGALT 0N

program
-legitimacy. When that progi:am module has been illicitly

modified or tampered with, it is possible to use the execution
signature verification key information to verify that
10 .signature information to confirm the legitimacy of that
program module.
The module name is the name assigned to that program
module.
- The key in‘formation storagfe aréa_ 122‘ stores the
15 encrypted key information K Cl1 used when accessing the
storage area 155“1 of the IC card 103 shown in FIG. 22 by
éxecutidn of the application p‘r-:o'grainr AP_1, the encrypted
: key information K__(_:Z usc_éd when accessing the storage .élrea
'155_2 of the IC card 103 shown in FIG. 22 by execution of
20 the applica-tion-p;‘ogram AP_“Z',‘ and £he enci:ypteci key
inf;)imatioh K C3 used whén :a_'cce_ssing the storage area 155 3
of the IC card'lit‘).?- showr_; FIG. 22 by execution of the
‘ é‘.pélication program AP;B -
| The ].cey;.inf_ormatio_n K | c1 ; K CZ, and ‘K_C3 lare.; éncr‘ypte_.d'

25 by the key information K_X- ‘




The key information K A , K C2,. and K C3 are encrypted 25 by the key
information K X. 16 August 2005 - 85 Access to the keyﬂjn@%k@?é@§n st or age
area 122 is  allowed only by the manager of the SAM chip 108. [ SAM Chip
1081 FIG 25 is a functional block diagramof the SAMchip 5 108 shown in
FIG 19. As shown in FIG 25, the SA4chip 108 has an ASPS communi cation
interface unit 160, external nmenory conmunication interface unit 161, bus

scranbl e unit spgn r rocessing.unit, 163, authentigation
processing 10 %%%?31659 g%%r%%fi%ﬁ?ﬁﬁ%?gﬁ ?oﬁtﬁﬁ??elgg?asﬁg ad€ unit 166,
and CPU 1??. Tge SAM chig 108 is a tanper-resistant nmodule. The ASPS

comuni cAtT SRS nPRIY aB¥ GHEt ™2BBIRY 2f thht SMLEBIRsA®8-0or input and out put

of data with the ASP 15 server 106 shown in FIG 19. The external nenory
comuni cation [¥RM R 1881 161 is .an interface used for. input and
output of data with the external nenory 107. The bus scranble unit 162
scranbl es out PG da@a isn@ EZondé¢sonatbbéeckngisgdan se fihene iSmutdhigg and
outputting data through the external nenory conmuni cation int.erface unit
161. sThel88gshbdwheiprPT@ssing unit 163: as explained |ater produces a
signature and verifies a.signature when
As shown in FIG. 25, the SAM chip 108 has an ASPS
communication interface unit 160, external memory
communication interface unit 161, bus scramble unit 162}
signature processing unit 163, authentication processing
10 wunit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167.
The SAM chip 108 is a tamper-resistant module.
o The ASPS communication interfacg unit 160 is an
interface used for input and output of data with the ASP
15 server 106 shown in FIG. 19.
The external memory communication interface unit 161
is an interface used for input and output of data with the
external memofy 107.
The bus scramble unit 162 scrambles output data and
20 ‘descrambles input data when inputting and outputting data
through the external ﬁemory communication interface unit
“161.
The signature processing unit 163 as explained later
produces a signature and verifies'a.Signature-when

25 downloading an applicatibn.progfam through the Inte;net 110




25 downl oadi ng an application programthrough the Internet 110 16 August
2005 - 8 6 - in the external nenory 107 and when execut1|6r]¢qjghlge gpl i cation
program The authentication processing unit 164 as explaline %ater
performs nutual authentication with the other party 5 when downl oadi ng an
application programthrough the Intesnet 110 to the external nmenory 107.
-The encryption/decryption unit 165 encrypts data and decrypts encrypt ed
data. The oraeunlt 166 _fo storesthek nformtion K X
or dechPpiT o are T meps Yl T 3R ReR RSl ERE B LISP R 1 e key
i nformati on storage area 122 of the above rrentloned external nenory 107.
The CPUPFEE*&Fecutes tasks as explained | ater based on a predeterm ned
program (program of the present invention) 15 and executes a designated
appli cati on pEbgr amthenddcatdomc progesisiggeamiitod 6 asheexplgdned| G 26 i s
a view for explaining the tasks executed by the CPU 167. As shown in FIG
26, the1GRdr]l parPoaais emtival dowHeaad cad(idraski th/ GGhes ystlosr tpskeyt 7. 1, AP
task 172 (program of the present invention), and settlenent processing

routs nemm&zﬁloaﬁﬁgmbeadch%%nlgﬁega&n @f&lcﬁid]?@hleaiﬁﬁer@@ff or s

processi ng for downl oading tan application programfrom outsi de of .the

SAM.un_i 4130t %%u%q(gé}elaSiAM&y& 1Q3 to the

The encryption/decryption unit 165 encrypts data and

decrypts encrypteéd data.

The storage unit 166 for example stores the key

10  information K X for decrypting the key informatien K CI1,

K C2, and K C3 stored in the key information storage area

122 of the above-mentioned external memory 107.
" The CPU 167 lex.ecutes. tasks as ex_plained later based
on a predetermined program (program of ‘the i)resent invention)
15- and executes a designated application' program in accordance
with execution qf the easks.
FIG..26 is a view _for .exp.'laining the tasks executed
by the CPU 167.
As shown in FIG. 26, the -_CPU. 167 executes the download
20 task 170, system task 1;7_'1,.1&1_? task 172 {program o£ the present
invention) , and settlément;‘ processing routine task 173.
| “The download t:ask 170, as_explained later, p_e_rform_‘sl
érocessing for-; downlo_a‘ding tan applicetidn program 'from- )
| ou_ts;’;d_e of the SAM unit 109. through the SM chip 108 to th_e.

25 external memory 107. _



25 external nmenory 107. 16 August 2005 - 87 The systemtask 171 is a task
for performng driver managenent, operations unique tosaAgusCes d 103,
and other processing The AP task 172 conprehensively manages the execution
5 of the application programs AP 1, AP 2, and AP -3 perfornmed when the SAM
~chip 108 receives a processing regquast from the ASP server 106 or

el sewhere outside of the SAM chip 108. The settl enent processi ng routine

task 173 deci | plicatio ogr.ans_ AP and AP -3
to, 10 use V\hdlgﬁ fggg%(]lé(r)rép e ?jhﬁo Thip qioéoge%‘ee’f%%lém’éﬁ%r E’és& ng request
relating to the IC card 103 from_the ASP server 106.  _Next, exarrpl es of the
oper at i IPHITHE Lo fRAT T IYh tndyRiee kPl b Rewr ¢ 1c3re i -aPRdC thSFer at i on
for Downl oading AP to External Menory] 15 FIG 27 is a flow chart. for

expl ai niBELERESYPEr ati on of downl oadi ng an application program AP-1 from
‘the personal conputer .116 1 shown in FIG 19 to the external nenory 107.
Step ST101: TWélq:)érPssnak T oA pringrrelieiis isholyn mandges the exansmiibs 20 to
the. SAM chip 108 a downl oad request designating the nodul e name of each

progsamdmbditee dpplhe-poms padegady awgh ,t Ae 2,adhbeari gapbopornbt 117 1.
St ep ST102: The downl oad task 170 running on the SAM Thi p 108. shown
when the SAM ch1p 108 receives a processing request from
the ASP server 106 or elsewhere outside of the SAM chip 108.
The settlement processing routine task 173 decides
.which'of the application programs AP_1, AP 2, and AE;j to:
© 10 usé when for exaiuple the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP server 106.
Next, examples of the operation of the 'ccmmuniéation
 system 101 will be explained.
[Operation for pownloading AP to External Memory]
15 ~ FIG. 27 is a flow chart for‘exp1aining the operation
- of downloading an application program AP_l from the personal
computer 116 1 shown iﬁ'FIG.‘iQ to the extgrnal memory 107.
Step ST101:
The perspn‘al computer 116_-__1 ’sh‘own in FIG. 19 t?ansui:i_.ts
20 to "the SBM chip 2.1_0'8' a download requeé't designating the modulé
namé of each program module to.be downloaded through the
aunthentication unit 117 1. |
Step ST102:
The download task 170 running on ‘the_ém.chip 108 shown

25 in FIG. 26 performs mutual authentication with the




25, in FIG 26 performs nutual authentication with the 16 August 2005 - 88
authentication unit 1171 connected to the personal conputfiqusiddos Further,
when each others legitimacy is confirnmed by the nutual aué%entlcatlon t he
processing of step ST103 is perforned. 5 Note that, in the present
enbodiment, it is possible to use wwi-ous techniques as the technique for
t'hat mutual authentication, but for exanple the followi ng technique is
used. Bo henticq un|t 7 SAM chi 10 108 hol d
i denti f |%‘2‘t:€%rﬁ£?§ gir:l(tr’r%ﬁnolnt o) <§A‘M= c% & etﬂ?ﬁsmpal FREPEA"I D, and
the nutu€£ a thentlcatlon naster % |nfornat|on Further, the
authent i t3fi-dn BAFEPSE, 1 %ﬂc??ﬁ?s° @rssﬁﬁﬁ?ﬁﬁﬂ9c¥hésnﬁPBSFrQGFhent|catlon
master key information 15 and transmits it to the SAM chip 108. The SAM
chi p 108PHcthg ety addEntdeadiaypttde Paaaesina i€ FFepaST103

- authentication. nmaster key and conpares it with the SAMID it hol ds

itsel f. isfpemfeimad, it confirns the legitimcy of the authentication
.unit .1171. Further, reverse to this, the SAMchip 108 2.0 encrypts the

" SAM IsD. by t hevsms ua{ata,utlherﬂmecwe%dmwd&&)énltqf etk pBsansllransmts
it to the authentication unit- 1171. The authentication unit 117 1 decrypts

the receiyeasksg w,ycmaeq:e%ﬂw cgléy A G HRI @hnq&;uae%w%a%nm%a&&r key and
~conpares it with the SAMI hol'ds itself mat chi ng,

authentication, but for example the following technique is
used.
Both of the authentication unit 117 1 and SAM chip
10~ 108 hold identification ihfomation of the SAM chip 108,
that is, the SAM ID, and the ﬁﬁtual authentication master
key information.
- Further, the authentication unit 117 1 én;:rypts- ;:he
SAM ID by the mutual authentication maste:;_ 'icey' information
15 and transmits it tc the SAM chip 108. The SAM chip 108 decrypts
the received encryptéd SAM ID by the mutual ‘authentication
master key and compare;ez it with the SAM__ID it hélds itself.-
| If matéhing, it confirms the legitimacy of the authentication
'_.‘u‘nit 117 1. Further, reverse to this, the SAM chip 108
20 encrypts the SAM ID by the mutual éﬁthehtication masi.:er key
inf;)rma'ti.on and transﬁits it to the aulthentic.ation unit 117 1.
The rauth.entlication unit 117 1 decrypts the received
:e'ncryp_téd SAM ID by the mutual auther_lrti-.c.:ation master key
| and cqm_parés-i_t with the SAM. ID it holds itself. If matching,

25 it confirms the legitimacy of the SAM chip 108.




25 it confirms the legitimcy of the SAM chip 108. 16 August 2005 - 89
Step ST103: The downl oad task 170 judges whether each nBulgasizmE :
designated by the downl oad request at step ST101 is registered in the
nodul e managenent data 130 stored in the 5 AP nanagenent storage area 121
of the external nmenory 107. Step-SBB04: The downl oad task 170, when
judging at step ST103 that it is not registered, ends the processing

wi thout perforgidlg g¢fp; downl oad processing, while when judging that it is
10 registered, perforns the processing of step ST105. Step ST105: The
aut-hen‘ticatio?f unit 1171 ncrﬁi%the SAM I.D as plain text _using the AP

nmast er key KE FovgdRerates dIITRINS GRS BPAMle PRBR. Kkey

information, 15 Further, it transmts that downl oad signature verification
key inf STSRRAIUHERR RY ofihe devnlead neeawrs bradueeer u8THY t hat .downl oad
signature verification key information to the SAMchip 108.."' Step ST106:
20 The dereistriedisia & medal e eesagemgntthdatawtBOad tosiegnahuthe
verification key infornmati on at step ST105, .judges if the reeceived
downboadhBs ingnetgementerstideaid ardeey21i BEOERBL £RBeFRLENREMBILh1bhe downl oad
signature verification key information of the correspondi ng nodul e nane in

the Step ST104: '
The download task 110, when judging at step ST103 that
it is not registered, ends the processing withc-)ut performing
the download processing, while when judging that it is

10 registered, perxrforms the processing of step ST105.

Step ST105:

The aﬁthentication unit 117 1 encrypts the SAM ID as
plain text using the AP master key KEY-A to generate the

download signature verification key information.

15 Further, it tranémits that download signature
_ verificatioh key information or signature information
produced usihg that d&wnload sigﬁature verification key
" information to‘the SAM chip_IOSt‘
Sfep-STlOﬁ:
" 20 | The download task 150, when feceiving the download
. 'sighature verification key inforngtion at step ST105, judge#
if the recgived dqwnload signature verification_key
: information mai;che_s wi-tﬁ the download sj.gn_ature verification.
key %nformation of the'gérreépondiﬁg'module name in the

25 —module‘ﬁanagement data 130._




25 nodul e managenent data 130. 16 August 2005 - 90 Further, the download
task 170, when receiving the signature information at g ep, Sf38y uses the
downl oad signature verification key information of the cortespondi ng

nodul e -nane in the nodul e nanagenent data 130 to judge the 5 legitimcy of
that signature information. Step SPHO% The downl oad task 170 proceeds to
the processing of step ST108 when judging that they nmatch at step ST1.06

or when | udgi fgrthaL, O SIS IUE 4 Of Of T&! | Pfleh SrLEQE i AR @he!0 and ends
the processing in other cases. Step ST108: The downl oad task 170 specifies

t he addr ' he. exterpal nepory 10 respondi t,0 the dul e nane
desi gnat g%aré%g g%%plg%ﬁzﬁagém\]/i Wi ﬁée? héT%géUI ‘égﬁ%ngggngﬁf' n?@ 4 gl‘;t a 130 and
downl oads_t he ‘gro ram nodul e fromthe personal conmputer 116 1 to the .

speci fi eB*GUAFREE G et kg 1ehoFgatssn eoldacrsrersdrsédtdt i on of
Application Programi FIG 28 is a flow chart for explaining the operation
20 by whredulaenZpp/ ¥hithea opdiewranggenmng dagaedaduttes Judwe dhs i cation
program AP 1. Step ST111l: Wien the SAM chip 108. receives a request for
exect i chegbtinaey appl tlhat | ehgpe ogran dFoimibiosxanpl e fromthe ASP .
Step ST107:
The downloéd task 170 proceeds to the processing of
step ST108 when judging that they métch at step ST106 or
when judging that the signaturé.information is leqitiﬁate
10 and ends the processing in other cases.
Step‘ST108:
The downlead task 170 specifies the address in the
‘external memory 107 cérrésponding to the module name
designated at step ST101 by viewing-the moaule man;gem?nt
15 data 130 and downioads the 'prqgram m;)dule from the personal
computer -116 1 to the specified address on the external
memory.lO?!
[Operation for Execution of Applic#tidn.?fograml'
FIG. 28 is a flow chatﬁ for'explaining the operation
}“20 By which the SAM chip 108 shownfin FIG. 19 executes the
applicaﬁion program AE_lL |
Step ST111:
When the SAM chip 108 receives a request for execution
- of'the épﬁlication program_hﬁ_i for example from the ASP

25 server 106, the AP task 172-sh§wn in FIG. 26 executes the




25 server 106, the AP task 172 shown in FIG 26 executes the 16 August 2005
-- 91 processing of step ST112. Step ST112: Before theieAkuduasiods’2 ‘
executes a. program nodule of the application program AP 1, it can obtain
execution 5 signature verification key information corresponding to the
nodul e names of the program nodule By referring to the nodule managenent
data 130. Step ST113: The AP task 172 uses the execution signature 10

verifhxgﬁd&bggghdrﬁgngggﬂcytggﬁajned at step ST112 to verify the

| egiti macy of the signal information of that programnodule. That is, it
judges if the Juogrgppdul e has been illicitly altered or tanpered wth.
15 Step ST114: Wien-the AP task 172 verifies at step ST113 that the

.signature informatiqn i i ti e, it proceeds to the . ocessi ng of
sten ST115, WiA'SAmane M8 Jsk T er et & Frodra nea i@ oSEhe
processing. 20 Step ST115: The AP task 172 executes the program nodule for
whi ch t H'siapRkifatiol RERETHH MHas! bekh FRRt2 bR bexeeyFiPhate Note that,
t he program nodul e nay al so be executed by the CPU 167 shown i'n FIG 25 as
. a sGbr cukgnreture vielrd fpcodigm key information corresponding to the

module names of the program module by referring to the module
.management data 130.
Step ST113:
The AP task 172 uses the execution signature
10 verification kéy information obtained at step ST112 to verify
the legitimacy of the signal ihformation pf’ that progrz_n_n
module.
- That is, it judges if the program module has been
illicitl_ly altered or tampered with.
15 Step ST114:
. When the AP task 172 verifies at step '.‘:"-'I_.‘113A that the
-signature iufomat:i.on | is: legit_::.'una;-te, :|_t prodéé@s to the
.. prodeééing of step ST115, while when it judgés it is not
- ieg:_i.timate, it ends the processing.
20 ‘ Step ST115:
The AP task 1'_72 executes _thé. program inodule -.fc-),r whidh
the signature information has beén Judged to be 1egi;l:ii1na£e.
Note that, the program médt_zle may also b_erexecut'e:d _
by the ,C?U'i&? shown in FIG. 25 as a subroutine in the progrén.

-2_5. [Cperation During Executioh of Application Program]




.25 [Operation During Execution of Application Program 16 August 2005 92
FIG 29 is-a view for explaining the operation for exeguiidit fioAn
application program Step ST121: \Wen the AP task 172 executes a code in a
program nodul e 5 through the processing shown in FIG 28, it judges whet her
the code to be executed next is a-cede-instructing data transfer or data
view ng with another program nodule. Step ST122: \Wen the AP task 172

"~ judges that t GCOQ% 9, he gxecyt ed 10l next dqes not i s.truc{_.ogat a.

transfer or data vi‘€wng W " anot Ner progrs - SUGEE T3 7Pt oceds to the
processing of ~step ST124, while when it judges that-it does instruct the
sane, prOGRYS D Yh@Hhrddds'GHg- Ut RI/FFWT123. Step ST123: 15 The AP task
172 executes that code. Step ST124: The AP task 172 for exanple perforns
error processiStgp WMHRUt executing that code. Next, the overall operation
of the comunication 20 system.-101 shown in FIG 19 will be expl ai ned.
FIG 30 is a whast the 2 phakn TR ebdeecudear aldodepénad pabgehni Aedadanuni cati on
system 101 shown in FIG 19. Step ST131: The businesses 115 1:.to-, 115 3 or
a pagty iR Qe processing shown in FIG. 28, it judges whether
the code to be executed next is a code instructing data
transfer or data \}iewing'with another program module.
Step ST122:
When the AP task 172 judges that the code to be executed
10 next does not instruct data transfer or data viewing with
'énother program module, it proceeds to the processing of
step ST124, while when it judges that-it-does instruét the
sﬁhe; proceeds to the prdceﬂsing of-step ST123.
‘Step ST123:
- 15 The AP task 172 executes that code.
Step ST124:
The AP task 172 for example performs error processing
without éxecuting that code.
Nexjt,' the overall opei:‘ation of the communication
20 system 101 shown in FIG.: 19 will be explained.
FIG. 30 is a view for explaining the overall operation
of  the communication system 101_shéwn in FIG. 19.
Step ST131:

The businesses 115 1 to 115“'3-701: a party requested

25 by these businesses produces the é.pplication programs AP 1,




25 by these busi nesses produces.. the application prograns. AP 1, 16 August
2005 - 93 AP-2, and AP -3 for enabling the businesses {gpaRflst 2608
processing relating to.transactions perforned using the I'C card 103 on the
personal conputers 1161, 1162, and 1163 shown in FIG 19. Further, the
manager of the SAM chip 108 generaiéga'The modul e managenent data 130 shown
in FIG 23, scranbles it, and stores it in the external nenory 107. Step

ST132: ThR_ 2pphndabPoB popgeaablARglthdPobdsinddsaR Boaper£é@mdown| oaded
t hrough the authentication units 117 1,.117 2, and 1173 fromthe personal

conput ergrddbsding 1461 261 RGP oed 16 ah sd X dies W%J—Q&l , dpfll §dime, the
“processing explained using FIG 27 is performed. 15 Step "ST133: The user

IS issue e r ' : tora I t, 150 of
the 1 oA oS R e Bemp iy M TR S BT RS o
transactiggsnb¥ the.useg with the contracting business. 20 Note that, the
~user and” & Busthe ey~ al so conclude a contract through the. Internet 110

etc. after issuance of the IC card 103. Step ST134: . For exanple, when
the dser uses ¥HethR¥ s ®apgaferof the SAM chip 108 generates

the module management data 130 shown in FIG. 23, scrambles
it, and stores it in the external memory 107.
Step ST132:
fhe application programs AP 1, AP _2, and AP 3 are
10 downloaded through the authentication units 117 1, 117 2,
and 117 3 from the; personal computers 116__;1,_ 1i6_2, and 116_3
to the SAM chip iOB.
At this time, the processing explained using FIG. 27
is performed.
15 Step S5T133:
The use# is issued the iC card 103
As shoﬁn in_FIG;'éé, the.stérage unit 150 of fhé IC
' 103a of the IC card 103 stores the key inf&rmatioﬁ used éor
~ transactions by the user witﬁ the contracting business.
20 Note that, the ﬁser and a buéiness may also cdnciude
a contract through the Inte#net 110 etc.'after‘issuancé af
- the IC card 103.
Step ST134: -
For exaﬁple! when the usefrusesrtﬁe*persbnal compﬁtei

25 105 to access the server 102 through the Intérheﬁ'llo to.




25 105 to access the server 102 through the Internet 110 to 16 August 2005
- 94 try to purchase a product, the server 102 sends aspuReessiosy request
through the Internet 110 to the ASP server 106. The ASP server 106, when
receiving a processing request fromthe server 102, accesses the personal
computer 105 5 through the Internét ?£10. Further, the processing request
for the IC card 103 issued by the card reader/witer 104 is transmtted

t hr ough t:he tRepaedhhseOAPERIucH)S thenk8E (8t 1dd Gentitd aASPo&85¥€Hg106 t 0 the
SAM chip 108. Step ST135: 10 The SAM chip 108 sel ects an application

program yeudde Setdhoieitie PHOGESSL 0% 1@ UL Nehd a8&p 1431 8- 28661 dance with
t he procesSing request received at step ST134 and executes that selected

application pr.Qar T r ssi.ng. explained using Fl G 28 and FIG 29 15
TP he- execut 1 AP qakv et 3p8; fh, SReVARG, 4 Beile S adnd B g 0,70
ST136: . The SAM chip 108 outputs the result of execution of

he
appl i catToP pryyrIet YOF t HY ARt SRS E}C%-.P%%aje@?‘&?‘h'éﬁrabé e, according

to the comuni cati on system 101, as expl ained using FIG 27, since the SAM
chi p5108thregh neheutneernehtidh Jirtthany the puocessppg yequastto

aut henti cate the downl oader of the application programand allows the

downl cackwxf the Bppravhti®h iwogdibwnthe taard reader/writer 104

is transmitted through the personal computer 105, Internet
110, and ASP server 106 to the SAM chip 108.
Step ST135:

10 The SAM chip 108 selects an applidation program by
the-settlement prdcessihg éoutine task 173 in accordance
with the processing request reCeived.at.step'ST134:and
executes that selected application program.

'TherproceSSing explained using-FiG. 28 and FIG. 29

15 in the execution of that applicatioﬁ-program is then

_ performed.

Step ST136:

The SAM chip -108 outputs the resulé of execution of
_éhe'aéplication program to‘the ASPrseréer 106.

,ZQl - - As expiained ;bove, accorging to the communication
system'IOI, as explained usiﬁg FIG. 27,.éin¢e the SAM chip
IOSIuses the authentication-uhits11?_1, 117_2,-ana 117_3
to a#thenticate the dqwnloa&&r ;f the.applica£ion progr;mr
aq& allows the dpwnldad.of the apéligatién:éfogrgm-only ﬁo

25 an authorized sforage area in the external membiy 107, it




25 an authorized storage area in the external nmenory 107., it 16 August
2005 - 95 is possible to prevent an unauthorized parthfAL%r&g%ddSCitly
exchangi ng or tanpering with an application programin the” external nenory -
107. Further, according to the comgunication system 101, when the SAM chip
108 runs a plurality of application prograns, since data transfer and data
and code vi ew .ngl anong application prograns are restricted by the
firewal1s PRl pregaotyy Mrauthonl pod fiddty foopr ekdaeiplgcessi ng of
each application programfrombeing illicitly interfered with 10 or

t anper eskahiig byg anottrrpeapplg cdttiloanphegldda thvht pebgrait ihStpessible to

I nprove the confidentiality of each application program Further, -

~accor didigtétnidhena@srpnieat i on system 101, as explained using FIG 28,
when executing an application 15 program by verifying whether that

-application proonae | Q&N dRMREr ' |44, POSS] avoi d
identity theft or other 1111 cgf‘t ac‘fﬁﬁsj‘3 \tl)&a(;sngnc}l%éncegnls?rf)l [ %%’ng %(?alnb_ered wth
applki cat, .0 r.Q < F her, accordi,ng to_the.co ni cati on system 101,
20 By gg)ﬂn%l?ii:g‘ien%hg%ﬁpa% Fgé‘ﬁi%ﬁﬁ rrgél;%l’ﬁ o 2 pﬁlﬁ%ﬁpﬁ?g’?ﬁ?\égr am
nmodul es,. it is possible to download to an external nenory 107 in units of
progr arf eI 12 EAHET apd dfrh@rd e CORHARE ATeRd syst em 101, by

perform ng the usual scranbling on the highly confidenti al
_ application programs are restricted by the firewalls FW 1,

FW 2, and FW 3, it is possible to prevent processing of each
appiication program from being illicitly interfered Qith
iO or tampered with by another application program. Further,
it is possible to‘improve'the confidentiality of each
application program.
Further, accérding_to the communication system 101,
as explained using FIG. 28, when execuéing an application
15 program, by verifying w#ethgr tha£ application program is
being tampered with, it is possible.to avoid.ideqtity theft
or other illicit acts based on an illicitly tampefedlwitﬁ
appligatiﬁn program.
Further, accofding to the communication sys£gm iOl,
29 by cémprising eqqh applié#tiop;progfam-by a plﬁrality of
‘program modules, it is possible té download to aﬂ éxternal
memory 107 in units of Program modules.
AFurther, accé:ding;to-ﬁhe ¢6mmunication syétem 101,
"by pgrfoming _t-hé_ usual s-'g:-rambl:-irpg' oﬁ t}.he .highly confidential .

:25_ key ipf@rmaﬁioh:used:for‘opﬁfations on aanC card 103 to- B




-25 key information.. used for operations on. an I C card 103 to 16 August

2005 - 9 6 - encrypt it and storing it in the external '16%@“’26&7’ It is-
possi ble to inmprove the security level of that key informa POR- Furt her,

~according to the communication systggm 101, 5 since the application program

perfornms encryption and decryption at the tinme of code access by a bus
scranble function, it is possible to prevent an application program

st or ed SHFEHRE k¥ crifh| =ty 4D AR rghe bexbernal ieemeyy BQAFyEEd etc. while
halting the processing of the SAMchip 10 108. -FIG 31 is a functi onal

bl ock dimgeasshbwi e Improvepeee f seaitity heevélinef | tmablloeks of the SAM
chip 108 showmn- in FIG 25. As shown in FIG 31, the SAM chip 108

I s° conniatfexdnatbod hr ough an internal bus 190 to the ASPS conmuni cation
interface unit 160, external menory conmunication interface unit 16.1, bus

scranbl e uni tpuhbGzhe NG I DAY Yild Ybmdidicaltn Sdyd@ge tgit 1. 66, and
CPU 167. Part of the functions of the signature processing unit 20 163 and

UL O SSRGS g gl 200 by (o

-as. shown in FIG 32 it .jis also ssible tqQ connect the cafd I|/F unit
101 coREEELTR 13 THR (B HheHDD IR A A bus scrambls

fuhction, it is possible to prevent an application program
.stored in the external memory 107 from being illicitly
analyzed etc. while halting the processing of the SRM @hip
10 108.
‘FIG. 31 is a functionai— block diagram showing more
speéificgl‘ly the function blocks of the SAM chip 108 shéwh
| ig FIG. 25. | ‘
l_ks sl;own in FIG. 31, tﬁe‘SAM chip 108 is connected
B through an internal bus 190 tc the ASP_S é.ointnuniéation
-inte‘;face qnj._t 160, external me;nbxy commur’xication interface
"ll;'lit 15-1, bus scramble unit 162, endryption/d’ecfjgptior; uni{:
_ ,165 ’ s{:or;ge unit 166, 'an-c.i CPU 16’1. | |
Paz;",t of the fuﬁctiops of the signature processing u;1_it
20 163 a.md aut;ﬁenf:ication progess-ing-uﬁit 164 shown in FIG.
: 25 ai:e; r_eé.lized by, fof'ex_ample--,'. the CPU 167.
In the ._SAM chip ‘108 shown ‘:i_.n FIG. 31, fg-:»r example as
Shown'“in FIG. 32, it is _ail.sc;~ posé.:i.ble to connec_'t'. the cardr
I/F unit 191 lconne_.ctgd to the iti‘t_e._-r_:-_lalr bus 190 to aﬁ RE

25 _.récéptiqn/ transmission unit 192.'dut's_i_de. of the SAM chip 108" .




25 reception/transm ssion unit 192. Qutside. of the SAM chip 108 16 August
2005 - 97 and transfer data with the IC card 103 by a 1soneestzms system
t hrough an antenna 192a of the RF reception/transm ssion unit 192. Third
.Enbodi ment .5 The present enbodi nent, i s an enmbodi ment corresponding to the
10th to 12th aspects of the invention. FIG 33 is a view of the overall
configuration of a comunication system 201 of the present enbodi nent. As
shown iandrt@angfen dataomnitdwt 16rcand J0SP2 01 ngoeontaat: s¥skem 202, |1C
card 203, card reader/witer 204, personal conputer 205, ASP (application
servi cetlpravgldesn merereia 2092a SAM €lse CRIF erau@b t et / onansdiuksiounit 209,
personal conputers 216 1, 216 2, and 216 3, and authentication-units 2171,
217 2, @ik 292 3 to communi cate through the Internet 210 .15 and perform
settl ement processing or other processing for a-procedure using the IC card
203. The SAMqNity 399 heS.4a: external nenory 207 and SAM ' chip -208. The
-SAM chi p. 208 e configuration shown .20" in :FIG 34. As

sho in FIG, .34, the SAM chi.p 208 has, from.the bottom | ayer,.toward the
P var | aTRPERAPRIAPEEOnDERY PR%n ChBTULREAROLL AL LBYRAs hE AT 1 L 1S
handl er | ayer, and AP |ayer in that order. ) _

to the 10th to 12 aspects of the invention.

FIG. 33 is a view of the overall configuration of a
gommuniéqtion system 201 of fhe present embodiment.
As shown in FIG. 33, the communication system 201 uses
10' a.server,202, IC card 203, card reader/writer 204; persconal
'dompﬁter205,ASP(applicathm1service;movider)Server206,
SRM (secure application module) uni# 209, personal 'computer.s
éiﬁ_}, 216 _2, and 216_3, and authentication units 217 1,
| 217_2, and 217 3 to communicate through the'Interneé 210
© 15 and perform setélement procesaiﬁg of_other processing for
afprocedure usingfthe IC card 203.
?he SQM unit Zog'hés an extefnal mémory 267 agd SA&
“chip 208.
The SAMTchip-2b8 hag tﬁe software,confiéuratiqn shown
20 - ih tl_i'l;G.‘ 4. |
) As shown in FIG. 34, the SAM chip 208 has, from the
bqétdm.lajer towaid the topnlayer{ én.HW (hard@are} iéyer,'
08 nger, lower.handigr iayér, higﬁer handler 1éyer,Aand
-FP 1afer'ih thét.orde?.. o |

+ 257 ‘The lower handler layer ihclﬁdes‘a driver'léyer,




25 The | ower handler |ayer includes a driver layer. 16 August 2005 -- 9 8 -
Here, AP |ayer includes. application prograns AP 1, API@AugustiZ@s - 3 '
defining procedures using the IC card 203 by the credit card conpani es or
ot her businesses 2151, 215 2, andyg£153 shown in FIG 33. 5 In the AP

| ayer, the application programs AP 1, AP 2, and AP -3 and the higher

handl er | ayer are provided between themwith firewalls FW The SAM chip
208 i s conneciete i MBubfiver Soarlpdes, apphic&thennprogeans A8 flhe ASP server
206 The ASP server. 10 206 is connected through the Internet 210 to a
plural iAp_3f aednhBaP depfanabgspsoradhudsngsihg peesacakcacanoer 205 of
‘the end user and personal conputers 2161, 216 2 , and 2163 of the

busi nesisgsthidl bréd2t52ardrdnphnl e sThe itetOPakifeBpELEEX120b; 2hey xxample, is
connected 15 through the serial port or USB port to a Dunb type card

reader/ ypdt 215 294sndhie gargreeadsar/ witer 204 realizes for' exanple
W rel ess commifi cation corresponding to the physical level with the I1C card

2035 The oper i@{@lu,cgrggg%dstﬁg é‘%i&%’%&ﬂg’%’%’;ﬁjﬁ tAI}ee&é%Pr s’ponse

packets fromthe I'C. ca 03 "are gernerat anal yz —1'he SAM uni t
and ASP ISR R S ISt NG N ORPy PABRIESLbaTEeRRe  Commands.
them with firewalls FW. |
The SAM chip 208 is connected through a SCSI port,
‘the Ethernet, etc. to the ASP server 206. The ASP server
i01_206 is connected through the Internet 210 to a plurality
of terminal apparatuses includiﬁg the personal computei 205
of the end user and personal computers 216_1, 216_2, and
- é16_3-of the businesses 215.1, 215 2, and 215 3.
The personal computer 205; for example; is connected
1$ through the serialrport or Usé port fp a Dﬁmb type card
;ea@er/writer 204. The card reader/writerr204 realizes for '
egample Wi;'eie'ss comunicétion co.rre:spdndi‘ng to the physicai
level with the IC card 203.
_ The operationél commandé to the IC cafd~203rand the
20.'£espon§e packgts f£from thé‘IC cérd 263 are genérated ana
.agaiyzed ét.the SAM unit 209 si@e. Thérefore, the card
feaderfwritef'2ﬁ4, personal computer 205, and ASP sérver :
7596 interposed between thém only aét torsﬁdreithe-cqmmands.
.rbr response conténts in dataipayigad@pgrtions.apd relay tﬁew

: 25 ‘same.'They_are not involved in the encryption or dééryptiOn




or response contents in data payload portions and relay the -25 sanme., They
are not' involved. in the encryption or decryption 16 A@asdus?2Q086 99 of '
data, authentication, or other actual operations in the. |I1C card 203. The
busi nesses 2151, 2152, and 2153 usejfhe personal conputers 216 1 , 216 2,
and 2163 to produce the application "5 prograns AP-1, AP 2, and AP -3 and
downl oad the produced application prograns through the authentication units
2171, ef7@atapnda@tfeBtandtibnough ttleeSAALChaD GOS8 ©iqi€dat ethé ned
storage areas in the external nenory 207. At this.tine, since the
busi nessesca+81203152, and 10 215 3 have no relation with each other, the
storage areas in the external nenory 207 where the application prograns AP_
L AP 2, andhB i oandedows) 9adek 3 ¢ Jesies o5 idethe pliSldiRn they have
the right to download to those storage areas IS verl red y the SAM chip
-1208. 1 L,,{he tr fer Lewing of .data .anong ;t.ne . application
progranéoﬁgﬁ&ggi\g%?ﬁihdﬂ Elfj'! grgéud‘%%gfeér‘\l:t&g 8506{31/”{3 ﬂ%h? i Tt The
aut henti cati on ug_Hj 2# % 217' 2, . and 217 3, as explained later, perform
mut Yal BEPHERPFC&Pi-On @Fuh -t RBISAR ChrBd devndradu i<y 8hads®si gnat ure. 20
verification key information, etc. when downl oadi ng application prograns
AP_1, ARPPYlcafgionerrqrpnsEhsangbhihe 20&hentdoatiomeuebhp@ichtls, shown in
FIG 33 will be '

217 2, and 217_3 and through the SAM chip 208 to predetermined

storagé areas in. the externai memdry 207.
At this time, since the businesses 215 1, 215 2, and

10 215 3 have no relation with each other, the storage areas
in the external memory 207 where the application programs
AP 1, AP 2, and AP_3 can be downloé.déd are predetermined.
ﬁhetﬁer they haver’ the right to download to thos_erstorage
areas is verified by the SAM chip 208.

15 F-urthér . the transfer and viewing of data among the

_app]-.i."cation programs AP_i, AP_2, and AP 3 are restricted

by the fir_eﬁ;xus FW. The a;uth_entic-a.tio'n units "2.17_1‘, 217 2,

and 217 3, as explained l;‘;,ter, perform mutuéi autheﬁticatioh
with the SAM chip 209, producz;e download signature .

20 _yerification.key information, etc. when downioading :
c;ipplication programs AP 1, AP 2, and AP_3 to the SAM ch:l.p
208. A |

Nelxt-, the- co.mponénts— sliawn j-.._n"FIG.' 33 w111 be
'é#plginéd. |

25 [IC Card 203]




explained. 25 [IC Card 203] 16 August 2005 - too FIG 35 is a functional

bl ock di agramof the I1C card 203. As shown in FIG 35, ﬁiﬁ?§é5§§§§j 203 has
an IC (integrated circuit) 203a provided with a storage unit 5. and

rocessing unit 251. The storage unif, 250, as shown in FIG 36, has a
gtorage grea 2551 used by a credipggard conpany or other business 2151, a
storage area 255_2 used by a business 2152, and a storage area 255_3 used
by a busi nessF2%5335Fipt AcFunehiboral ghbeakyedimgtan® SOF stios &C keyrd nf or mat i on
used for judging the existence of a right to the storage area 2551, key
i nf or me®08n used for judging an access right to the storage drea 2552, and
key information used for judging an access right to the storage area 2553.

That key inf oagasheeni snlfrepeasti eakl Ycusgddaf 9b3nHhuwakyaythenti cati on,
encryption and decryption of data, etc. Further, the storage unit 250

' kfil LB N L on. t cald. 203 or. the user of

the | C Sard-dog o ekl PO TR Bt g Pl 13 SRy st B et a1

[EX%efQ%haNﬁﬂBE&s§91§ ;hg% §g1is a view for explaining the storage areas of
al menory 207/. )

the extern

The storage unit 250, as shown in FIG. 36, has a storage
‘area 255 1 used bx a credit card company or other businéss,
1é15_1, a storage area 255 2 used by a business 215 2, and
a storage area 255 3 used by a business 215 3. Further, the
10 sEOrgge unit 250 stores key information used for judging
the existence of a gight to the storage area 255 1, keyr
information used for judging an accéss right to the storage
vérea 255 2, and kéy information used for judging'aﬁ access
right to the storage area 255_?.'That key ipfbrmation is
15 specifically'used”forlgutual authentication, encryption.and
decryption of data, etc.
Further, the storage unit Zﬁﬁ-stores the
identification-infoxmatién of the IC cardlzpé or the user
of the IC card 203.
.20 | | Next, the SAM unit 209 will be explained in dei_:A_a_'il._
{External Memory 207] |
FIG. 37 is a viéw-for explaining the;storage éreas'
of the external memory 207.
As showp;iﬁ'FIG. 37, the stbrage areas of the external

.25 jmemorf 207 include a‘storagé area 220 1 in which the




As shown, .in FIG 37, the storage areas of the external 25 nenory 207
include a storage area 220 1 in which the 16 August 200% Adjust 20@Hpl i cati on
program AP -1 of the business 2151 is stored, a storage area 2202 in which
t he application program AP -2 of-th@lbusi ness 2152-is stored, a storage
area 220 3 in which the application program AP -3 of the business 2153 5

s stor £ Boh AR SRNA0 0, sthe nager of
t he SAl\ﬁtFllip 208. re appl ?}((:gtnil o(%t: pé%%%%@%%ﬁ;gﬁ%n {:‘ﬁ’é.egg st orage

area 2 IS ¢ rise f .plurality. of program nodul es. Access to the AP
st.or agéio ;s}&ed;raé%g%ﬁlesa %ezg)t—rzﬁét% eghﬁf&‘t %gelﬁg??rggﬂg}‘?“mfo‘faﬁ*hﬁpa plication

program AP -2 stored i e, AP storage area 2202 is conprised of a
pIuraIAi(.fté the d?‘b@’r'é‘?ﬁshgyoiﬁl s pphersdy oat%‘éoﬁg%t%?%gy%?.e% 0 2 is
restricted by the firewall FW 2. 15 The application program AP 3 stored in
t he AP8tigihhglhe ARRLYCTEPY RN AR Dfof thertmsiyess PEogBam nodul es.
Access to the AP storage area 2203 is restricted by the firewall FW 3. In
t heSpr dsemtamdyddianshtan tAie meyovgenpsogr sonoskl | ere2@2 5 dded nbypi mum uni t
downl oaded" for exanple fromthe outside of the SAMunit 2.09 to the

ext er nalhaeamtaged: OF e gnwrherifadde program nodul es . form ng each

application programcan be freely determ ned by the correspondi ng busi ness.

The application program AP 1 stored in the AP storage
area 226_1 is comprised of a plurality of program modules .
Access to the AP storage area 220 1 is restricted by the

10 firewall FW 1.

The application pr-ogram AP 2 stored in the AP storage
area 220;2 is comprised of a plurality of program modules.
chess_ to the AP storage area 220 2 is restricted by the
firewall Fﬂ;é.

15 , The application.program”AE_3.$t6r¢d.iﬁ the AP storage
area 220 3 is comprised of a p'lural.ity of progl'."am modules :
:Aﬁcess to tﬁe-AP storage area 22Q_3_is rgstricted bf the‘
firewailfW_S. | | |

In the present embodiment, the above program module
20' is thé-minimum‘unit downloaded for exémple frdm.the'outsidé
of the SAMfunit 209 to éhé externél mémory 207. The number
of the program modules forming each app_lirc_;:atioﬁ program—can

be freely determined by thercorregpondiné bﬁsinessf
_ Furthe‘.rﬂ, the application programs_ﬁ?_._l, AP__.?'., a'mci'AP_B

25  stored in the external mé_mgary 207 are scrambled. They are




Further, the application prograns AP_1, AP_ 2, and AP_ 3 .25. stored in the
external nenory. 207 are scranbled. They are 1 6 AugustisZ0@ostiBB5- '
descranbl ed when read into the SAM chip 208. Further, the application
prograns AP 1, AP 2, and AP -3 ar for exanpl e, produced by the

busi nesses 2151, 2152, and 2153 using the personal conmputers 216 1, 216 2,
and 5 2163 shown in FIG 33 and are downl oaded through the SAM chip 208 to
t he ext@smamidast Wy refetdota dchdSHP olmmddiient storage area 221 is
restricted by the firewall FW 4. Note that the firewalls FW 1, FW 2, FW
3, and FW_ 4 Ful@heor,r ebpapplicaticod prewalans kbW shown 2 nahlki&e34. The AP
management storage area 221 stores the AP sel ection data 231 and the

| Nt er - ARef,0MBH etalipde , dpkadd32daByS BRWMbE R FbGhes 3275 TergisAP, sel ection
data 231 and inter-AP comuni cation 15 data 232 are, Tor. exanpl e,

regi st ghf J1 adVANGR; e S I Qéongﬁ}léé{lvg ﬂ%ﬁhe 210 chip,208.

“Further, the AP selection "data 231 an nter-- conmuntcation data 232

‘can. on ewitte t. aqger of the hi 08. FIG. 38 is a

o f G, i kT I AL, Bl St i st i G

.38.,t eaAB&%el ection data 231 shows the IC card type information and. AP
i

i dent i Honemsestar man Retr sy 4 Her .

Access to the AP management storage area 221 is
restricted by the firewall FW 4.
Note that the Firewalls FW 1, .rs-w__z FW 3, rand FW 4
10 correspond to the firewalls FW shown in FIG. 34.
The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication g;ata 232
z;s shown in F_IG"._3-.7.
,Here-, AP selection data 231 and interéAPlcommunica'tion
_ 15. data 232 are, for example, x;egistered ‘in advance at the time
of setting ué thé SAM chip 208. Further, the AP selection
‘data 231 and. .:i'.nter—AP cAQm.inunicatI:iot-l data 232 cah onlﬁ be
- . rewritten by the manager of the SAM chip 2-08-
| FIé. .3_8 is a view for explaining the AP selection data
T 20 231. |
As. Shgwg in E—'IG._. 38, the AP sel_ec_t.ién data 231 shows-
the IC card type information an‘d AP ir-ien.tif'icationr |
iqfomation linked togeiiher. |
The IC Avcard‘type information shq;ws the type of i:he-

©25 IC card 203 shown in FIG. 33 and, for example, is




The 1C card type information shows the type of the ..25 I C card 203 shown
in FIG 33 and, for exanple, is 16 August 2005 - 103 i A‘H %I on

i nformation of the credit card conpany performng the se enent for a
transaction using the 1C card 20 Jhe AP identification information, as
shown in FIG 5 3-4, is |dent|f|ca ion information of the application
program  operating at the AP | ayer of. the SAMchip 20.8 FIG 39 is a view
for expidentiifg caftd dmderormadomum € dtiorematid 28ad Tvenparter - AP

comuni cati on data 232 shows whether 10 conmunication anong the

appl i c perforpiogr ate: Allthlendh 2, formngd ARnshationn ddidkd Gha34ra s possi bl e
Specifically, -this shows if the conmunication request to an application

- progragadid @omqw itemissued by an application programat a colunm item
shown'in FIG 39 is 15 allowed or not. For exanple, a conmunication

request by thRe apARRLhtalidl dlR0NHUBARSR iR - LLe A Gal iy Progr am AP_L

Is allowed, but t-a comrunl catl. on request to the appl i cati on program AP- 2

|S£ej ted Zent1 1?}:%[ K own .i.n Fg g rranae nent storage -
area 2271 hasatin 8%%@51‘ 6%9 ?"53 Fﬂg%%:
CO”“””L,%%tr'a%Qn%t L%”fh%r 2F 105 of LAl RS pr ogram

FIG. 39 is a viey for explaining the inter-AP
commuﬁicatioﬁ data 232.

The inter-AP communication data 232 shows whether

10 commtunication among the applic’ation programs AP_1, AP 2,
and AP _3 shown in FIG. 34 is ‘possil.)le

Specifically, this shows i'_f:" the communication request
to an ‘application program at é row item issued by an
a'.pplicat‘i_.o'n program at a éolumﬁ item shdwn in FIG. 39 is

15 allowed or not.

For éxample, a coml_nuniléation rreq'ue_st' by ‘the
‘élpplicat:i;on program AP_3 to the application program AP;l |
is allowed; but a comrﬂunicétio‘n request to the application

: .prdgram AP 2 is.rej'e.cl‘:ed,_

20 : | E—‘ul_f:t_hjer,, as_shoﬁn in FIG. 3'7 . ‘th"ev: AP management storage
ai:eé ‘221 has an inter-AP commupicétidn storage area 233 used.
for_: communication (transfer of data) -with ‘an appliéa_tion‘

'. -prog‘ra.;n.
o [SAM Chip 208]

.25 . FIG. 40 is a functional block diagram of the SAM chip




[ SAM Chip 2081 25 FIG 40 is a functional -block. diagramof the SAMchip
16 August 2005 - 104 208 shown in FIG_ 33. As shown i nsfAdgusdthost he SAM -
chip 208 has an ASPS conmunication interface unit 260, external menory
-communi cation interface unit 261, hygg scranble unit 262, S signature
processing unit 263, authentication processing unit 264, :
encrypg%gg/dgcr ption_unit 265, storage unit 266, and CPU 267. The SAM
chip 2 sSBOYa R FTGsi d8ant nodul e.  The ASPS conmuni cation interface
unit 260 is an 10 interface used for input and output of data with the ASP
server 206 sHySwshowE|in BEG. THR. ekherFdl okehpr08ohasnacabfB8 interface
~unit 2.61 is an interface used for input and output of data with the

ext er natompmpigaign ibt&h€abesusitalble erieridd? semampl es out put data and
descranbl es i nput data .when inputting and outputting data through the

- ext er nedbmmRADEYtLOATLNtEBFRE8 nLer2ece Bakt sc2BdbIbabni e, 2kbe ext er nal
menory 207 stores data in a 20 scranbled state. The signaturé processing -

uni &5 2635 gRt QXL B1-HEEsL L E" unPEOIHSE €S AL RERDR ¥EELELES 2@
signaturégmhen omnlogding gﬁ appF?&a??gﬁég?gggg%$?ﬁégﬁéﬁggghésInternet

210 _ unit 264, encryption/decryption unit 265, storage unit 266,
and CPU 267.
The SAM éhip 208 is a tam-per-resistant module.
The  ASPS communi.cation interfacer: unit 260 is. an
10 interface used for input and ocutput of data with the ASP
‘serv‘er'206 shown in FIG. 33.

The external memory communicé.-ti-on inte;rface unit 261
is an interface used for input and o_uﬁput of data with the
external memory 207. |

5 Thg bus scramble unit 262 scra;in_bleé ;:)utpui;; aata and
descrambles input déta when in-putlt-ing and outputting data
through the .éxte_rnal memdry communicgtiqn ihterfaqe. -unit a

261

That is, the éxter-nal_ memory 207 stores date;_ in a

2'6 | s?.rambled AsAtat'e.

The sigrature processi_ng’ unit 263, as explained later,
prqdugg-'s a 'signat:u_re- and verifires a éignat;ure when
downloading an application p?:—og;:ain_ thrbug_h.'the Ini-ﬁerne‘.t '210_ .'
to the external .memory 2‘07 and whén e;geé_ﬁtind an applic.at_‘ién-_

o 275‘V -proé‘rém{




to the external nmenory 207 and when executing an application 25 program
16 August 2005 - 105 The authentication processing Uniﬂa;%fgﬁ,s Fspsexpl ai ned
| ater, perforns nmutual authentication with the other party V\%en

- downl oadi ng an application programthrough the Internet 210 to the
external memory 207. 5 The encryptli®h/decryption unit 265 encrypts data and
decrypts encrypted data. The storage unit 266 stores the data required for

the processirhg aqthéheiERkVidh7prdBasCRHg2Ghiex26ut ess! akplagxphai ned tasks
based on 10 a predeterm ned program (program of t he present invention)

and exgeaweeS PRr#BRhLECALEARIPLASLARLIEIIBA! G5 chNLRECOLRANCSA Yt D
execution of the tasks. FI Is a view for explalining tasks executed by

G 41
the CP 7. _ ' . 1. the CPU 267 execut downl oad t ask
270, sygf% g‘ e as}(é%‘ﬁng%& t%gggk%giog il ’f?%ﬁ%%tt.%‘rﬁ’ru@)c% e%gfaﬁ];n&r’%ﬁ%\? ne task
273, il_gésr-APtglomruni cation. task 274, and inter-SAM comruni cati on task
275. 'd&®NIEESEd PEEF 210 emEYe BN Tai ned | ater, performs 20 processing for

downl oadi ng an application programfrom outside of the SAMunit 209
t hriough the BAf eRrpYRbBopddeREYPLERReRAE ABRDPycpYRts data and

decrypts encrypted data.

The storage unit 266 stores the data required for the
procesasing “of the CPU 267. |

The éPU 267 executes later explained tasks based on

10 a predetermined program (program of thg present invention)
and executes an application program designated in accordan';ie ‘
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by
the CPU 267. | | '

1% As shown in FIG. 41, the.CPU 267 execﬁtes a download
‘ Faslc 270, system task 271, AP task 272, settlement ,p_roce_ssing
routine ta-'sk‘. 72'73, inteiflﬁ.’ commun-iéat-ion‘ task 274, axAlld |
- inter~-SAM communication task 275.

The_downl‘oad t;slsk 270, -a;s .ex'phl-ained later, pel;:fdms

20 précéssing for dounloading an z;pplic*:ation ._p'rogram from
.oﬁts_i'dé of the SAM -unitA 209 through the SAM chip 208 to ’th‘e_: 7
:external'memory 20°7. |

) The system taSk. 2'717is a ta,sk performing ;dﬁiver
lﬁé«nagexilent, 'o_pex-;-ations 'unique to -tlln'.a. IC card 203, or other- :

25 processing.




receives - a processing requés

The systemtask 271 is a task perform ng driver managenent, operations
unique to the-1C card 203., or other .25 processing. 16gAgjstoaf205 - 106
The AP task 272, for exanple, conprehensively manages the ‘execution of the
application prograns AP 1, AP 2, -aid6 AP 3 performed when a program request
Is received by the SAMchip 208 fromthe ASP server 206 or other place
outside 5 of hi, 208, sh i n Fl 42.,. en the SAM chip 208

T Rk a2 ofor SBRH, PmerdnetiiiSnapigithe | hop
server t?lQQ,ethe ettlegeg% procissi ng routine task _273._ _obtains

TR RO it i Ghe ofPPHECAP e PECEEARPNET 10  t BPLRe PBYcard type

identificatiron i nTo

~information included in that processing request based on the. AP sel ection

dat a 2PP hRFrFerred wher anpregrart seguaséxasureseinedabyl thet i on
prograns AP 1, AP 2, and AP -3 corresponding to that AP identification

i nf or me#Ad ehixs 20 fingme thAPASBRenivent 206 drasichzil plagages tsdeuni cat i on
anong the application progranms. FIG_ 43 is a flow chart for explaining the
pr o6esfigthefSAMechiyp e208\P comuni cati on task 274. Here, the- explanation
will be given illustrating the 20 case of the. application programAP_ 1 is

suing a conmuy Gadw-in MEAYESi2 | Ondh IhdUsARIGnip 366 AELinlep ST201L:

a processing request relating to the IC card 203 frorﬁ the
ASP server 206, the settlement processing routine t_:asl; 273
obta'ins identification information of the AP corresponding
10 to the IC card type iqformatj_on included in that processing
' r_equeét based on‘ the AP se]_.e,ction data 231 shown in FIG.
38 and selects and executes the app"lication progfamé 'AP_i,
AP 2, rand ap 3 coi:re-s_sp_cmding to that AP id.ent_ificét:ion
in-fomation . |
15 , The inter-AP communication task 274 manages
communication among tﬁe .applidation programs.
. FIG. 43 is a flow chart _fé:r gxplaiﬁing the processing
of the inter--hl?_ coinmuni’éz—iﬁioh task 274. | |
Here, the- explapatiqn will Vb_e given illus—t':rai.:i‘n-g_ the
20 | case of the:application';.:rogram. AP 1 issuing a commur;ic_atioh-A
request for wfriting dat.a. :Ln the AE_’__2.
Step ST201: |
A When an ap_pli_.catiqn iardgx.'_am AP 1 being executed is_sﬁe’s
'-'._a ‘communication re;:lﬁest for wri-fing data to Ap 2 , the |

25 'Prdce‘ss:i_.ng of step ST202 is performed. .




When. an application program AP 1 being executed issues .a -conmunication
request for witing data to AP_2, the 25 processing of 16tAguSTADZ is '
perfornmed. 16 August 2005 - 107 Step ST202: The communi cation request

i ssued at step ST201 is received-fyy the inter-AP comuni cation task 274_
Step ST203: The inter-AP conmunication task 274 views the inter-AP

comruni catlon data é??]’éushovm in FIG 39 and judges if the application
program AP - PERN SC nicate with the AP 2. Step ST204: Wien the inter-AP
conmuni cation task 274 judges at .10 step ST203 that conmmunication is

possi bl e, i tTé%WW%t&%m%ﬂw s2edephi9®20hes it does not,
it ends the processing.; In this exanple, fromFIG 39, the application

_ programﬁﬁélﬁim dthmntcaxt-éﬂ\‘/\nctdmmdxaqﬁlldb, tsHK 187 pr ocessing of .15 -

‘step ST205 is executed. Step ST205: Under the control of the.inter-AP

conmmuni cati ostepslsT2234 , the application program AP 1 wites data in the
I nter-AP comuni cation 'storage area 233 shown in FIG 37. 20 Step ST206:

The inter - ARCONPUALRALI QindfiSka thlsh tagicliwsute% tastifedPenplat a being

witten to the .application program AP
communication data 232 shown in FIG. 39 and judges if the

application prqgram' AP 1 can communicate with the AP 2.
Step ST204:
When the inter-AP communication tés’k 274 judges at
10 step ST20-3- that communication is possible, it executés the
processing of 'Step ST205 while when it does not, it ends
the proce.ssing -
In this e:;ample, from FIG. 39, the application program
. AP 1 can cbmml.lnicate ﬁith the AP 2, so Vthe- proceSSing of
15 step ST205 is exe;:uted.
Step ST205:
- Under the control"rof the inter—AP communication task
274, the.application pr;agr,am AP 1 writes dat‘._é in the inter-AP
.g'bmunication 's'tdr_a.c__:.[e area 233 ;héwn in, FIG 37.
20 © Step ST206:
The inter-AP cotéﬁxﬁnication task 274 motifies the fact
of éhe data be.ihg '_'wr:itteﬁ to the .aépli:c'ation program ‘AP_;___Z -
Sﬁep ST207: | | |
_Thé. ;ipp;iéaﬁid;l program AP__Z 're-ac‘ls' data from the |

- 25 , inter—-AP cdlilmx_lnicaticx_n storage area 233 injaccbrda-ﬁce with




Step ST207: The. application program AP 2 reads data fromthe 25 ,inter--AP
communi cation storage area 233 in-accordance with 16 Autustgu09805 108 the
notification received at step ST206. Due to this, comunication between the
application programs AP -1 and AP'Y8 relayed through the firewalls is
conpl eted. The inter-SAM comruni cation task 275, as shown in FIG 44;. in
accor darlee wbthf heetionapetoivedanpl exspagia0g.the inter- SAM conmuni cation
task 275 of an SAM chip 208x outside of the SAM chip 208 and issue a

renot e conmanshd Oocd hghi ! etommidh i SOPTRINI i t & SAM chi p
~.208x. 10 Such ,a rempte command lis i ssuelg@%vgﬁe@ﬁ?%tggélgﬁﬁbgémmni cation
task 275.1 : | 0 ipter. - caoommuni cation task-275 of
t he SAIﬁ%‘%TE)%&(@*ﬁ%A %ggﬁjégtét %§%£§%% @i %ﬂllgp ‘58?’%’%@3&?@ 3F least part
of the Lbroc sgicgg assigned to the SAM chi p 208 when for exanple the
processTNY 15 T0ad of the SAM chip 208 becomes large and it cannot suitably
performthe processing. Next, the overall. operation of the communication
sysfem 201 shdthifterrértkgonppnigatien| tasled 75y & seowwr im §iléw f or

expl ai ning the overall operation 20 of the conmmunication system 201 shown

i n Fl G4483.11stape@ddice Twetluseed s sesn 2idr lexam@ls 3tapt ap phety

request ed , o '

inter-SaM communication task 275 of an SAM chip 208x outside

of the SAM chip 208 and issue a remote command to the inter—=SAM
'cou.m_mnicatio-n task 275 of that SAM chip 208x.

10 : Such a remote command is issued by the inter-SaM
_é:om;uuhication task 275 of the SAM chip 208 to the inter-SAM
communication task 275 of tfle SAM 'chip; 208x to request that
_ the SAM chip 208x execute at least part of the proce-s_sing.

a#s-igné_d t_:o‘ the SAM chip 2708 wheh for example the processing.
15 ;oad of the SAM chip 2'03 becomes large ﬁnd it cannot suitably
perform the proéessing. |
Next, the ove:;:al'l operation of the coﬁmﬂnicat-ibn
system 201 shown in !.E‘IG. 33 will be explained.
,_FIG-. 45 is a vi'éw for explaining t’hg overr;lll operati_on
.2-'0 .éfl the communication system 201 shown in FIG. 33. |
. .Step ST231;.
'..['-he‘-businersses 21_5_1' to 2_i5;3, or a .parl_i:y r;aque'st_ed
Biﬁhese businesses px.?p'dq'cé a.]'gﬁp'lr.ji.Cation pr_qg_ramg AP 1, AP_.‘Z .
and AP 3 ,fcr_th'ose.. businesses to perform p-rocess‘ing qu; |

.25 _Erénsactions using the IC'card 203 on the persgné_l éompﬁ.ters




by t hese busi nesses produce application prograns AP 1, AP 2, and AP 3 for
t hose. businesses to. perform processing for 25 t ransgc i Qtszdb‘z%i ng the IC
card 203- on the personal conputers 16 August 2005 - 109 161, 2162, and
2163 shown in FIG 33. Step ST23210%he application prograns. AP 1, AP 2,
and AP -3 are downl oaded through the authentication units 2171, 217 2, and

2173 fropgtpe pegsonal , §09PKt 87 Shddflinhfe2 g3and 2163 to the SAM chip
508, e ST A he e PE Sneallintpa’ 33800 ks chows i G 36,

‘the 1 C 203a qi)tthes,i.%fard 203 10 stores the key information used for
transactions WI‘%FFI a Dbusiness which the user has contracted with Note that.
t he contract hetween the user and a business nay be concl uded after

i ssuance of tHE IIPRYFP BN (BFAIAS tAR_T ntAP et 2% 2R3 aseStep ST234:
For. exanple, when a user desires to use the personal conputer 205, to
access dpienrkerded bopowgh otiyn anthentieationl@nihe PUVchaseld Product., the
server 202 issues a processing request through the Internet 210 to the ASP
_ server #662170 3Vheomttie: pEPsoanlatomiittéxs 2i1ved ,a2P6 02 fsdidiglieeguest . from
the server 202, it-accesses the personal conputer 205 through the Internet
210. Fud hetie $he PRDSESG8NY request -
Step ST233:
i‘he user is issued the IC card 203.
As shown in FIG. 36, the IC 203a of the IC card 203
10 stores the key information used for transactions with a
business which the user has contracted with.
Note that the contract between the user and a business
ina;y be concluded after issuance of the IC c:ard 203 through
the Internet 210 etc.
15 | Step ST2-34: |
For example, when a user desires to use the personal
"comp.ﬁter 205 to apéess the server 202 through the Intérnéi:
‘210 and pui'c%:.he_lsg a .pro'ducrt,‘,‘ the server 202 i.ssues a processing
request through the’ Internet 210 1;0 the ASP server 206.
20 ' When the ASP gexver 206 receives a proceésiné rrequest
._frou.l. tixe server 202 . :i._tj'a;:rzcesses"the personal computer '265-
through the Ihtemet 210. .Further-, the processing .req‘ue'sf:.
folr the IC card 203 issued by. the card rea@dexf/_',writér 204 7
J.s sent through the pérsona’i computer 205, Internet 212},

25 and ASP server 206 to the SAM chip 208.




for. the 1C card 203 issued by the card reader/witer 204 is sent through

t he personal conputer 265, Internet 210, 25 and ASP seriéekug2@6200% t'he SAM -
chip' 208. 16 August 2005 - 110 Step ST235: The SAM chip 208, in
accordance with the processing requy@st received at step ST234, selects the
application programby the settlenent processing routine task 273 and 5
executes the | ec plication program In the execution of that
application p?gﬁ?a%fgaﬁg comuni cati on performed between application
prograns is - _perfornmed by the inter-AP comunication task 274 as shown in
t he above- ment rBneRM PPl 4308 1 oimt aposrdapee THetBANhehPpog2e6sangput s t he
results of execution of the application programto the ASP server 206. As
expl ai neeTagsteregetvedi ay sbeph8T23Apusetationtbysappilichtias shown in
FIG 34 and FIG 37, the application 15 progranms AP 1, AP 2, and AP-3 are
restri gpedgfamnbacthsssagt basdn ot febchysihgevabtsneSeakk 293pass bl e to
prevent application prograns frombeing illicitly nonitored and -tanpered

With FRekébetesi théSs@DSSELN Cab01 L BREQYR hPEgrsANfidentiality of each
application program 20 Furthers, according ?o t he conmuni cati on system

ottt n AN WAl pl A BLGELS Sy e 4
cd_ﬁ:muniéation performed between application programs is
performed by the inter-ap communication task 274 as shown
in the above-mentioned FIG. 43.

10 Step ST236:
TheVSAM chip 20.8 outputs the results of execution of
~the appiicaf:ion program to the-_ASP‘ server 206.
As explained ab_ove, according to the communication
As’-rystem 201, as shown in FIG. 34 land FIG. 3'?, t'he_app‘lication

.15 Pro.g-rams AP 1, AP_"Z ; and AP_"_3. are i:esf;:icted fron;. accessing
each other by .firewéllé, so it is fossible to prevent
application prog_rams_ frpm being iliiéitly monitored and
tampered with. Further, :Lt 15 po_ss_ibie- to .i-mprove the
'_gchfidghtiality of é‘ach aplpli'catiq.n program.

.20 L Further, ;acc_ording 1;0 the _c.omn'mni.c-:'ation SY,Stem 201,
by the ini:er—AP communicét-iqn task 274 shown in f-‘IG. 41 usin‘g'l
the AP management storagé ‘area 221 of the external ﬁemo;:y-
.2.07 shown in FIG. 37 to prerf.'OI-'_'ﬂjl_ thé' processing shqw}n in FIG. |
43, comunicati§q between épplicai:i_on in:ograms is a‘lllowed-

25 in a preallowed range.




207 shown in FIG 37 to performthe processing shown in FIG 43,

conmmuni cation between application prograns is allowed -1BRAdguse2gise- al | owed
range: 16 August 2005 Therefore, it is possible to provide diverse services
by synchroni zation and cooperatiomlbf a plurality of application prograns.
As such a diverse service, for exanple, there is the 5 autonatic sel ection

of applicati eReRe@d+aT5RY; LN, sefih] ENED sgi-0g routine.task 273 shown
in FIG 41. Thgt IS, vvhill elt%sama T@eve I%][‘&%n%ﬁ{;%ﬁs&sg&‘{ﬁgﬁﬁ for

settle I T [ differin Anggﬂ)emst protocpl . according to the
i ssuer. Of P’E’eqﬂ%‘é%c%‘efrr%lg}&, |4 FTVpe ot 1 ?h%f'll’éagé?:ﬁ 963 is known, the

<

correspondi.ng .applicati on_sfrogram can be automati.cally determ ned.
Ther ef §FE, 16%?8@ 95 he settl ement processing at the level of the

settl ement processing routine task 273, the type of the IC card 203 and
t he correspofdi fYchppl flederss pesyiam. cEarbexaspiay ofheirealilsy thet er ni ned.
Due to this, the load on the developer of the application program can be
| i ght epadonatict Ferlecdtdear dif @l idwet conmpregedinorbgyshem 201, since the
i nformation stored in the external nmenory 207 is scranbled by the bus

scr anblket tl@inen26p refedsid ngAM Ut ih 08 A0 Showmdwn FLG Ff8. shere is
confidentiality with respect to analysis fromthe outside. Further,

accor dirfd t! 9 st, NGhGAEMERC atanf 1%lem@%mé]yti@orpr8éﬁjl§égg, of the
I nt er- SAM communi cati on task 275
_settlement processing differing in settlement protocol
~according to the issuer of the IC card 203, if the type of
10 the IC card 203 is known, the corresponding application
prdgram can be automatically determined, Therefore, by -
regisﬁering the settlement processing at the level of the
_.séttlement brocessing routine task 273, the type of the IC
‘card 203 and the éorresponding‘applicaﬁion ﬁfogram can be
15 autbmatically de;ermined- Due to this, the‘lqad on -the
developer of the application piogxam can be ;ightened.
Further, accb;ding to the communication sYstem.ZDi;
. since the infermation stofed inrthé extern;l memory 207 is
‘ scra_lmb.led by the bus scramble unit 262 of the SAM chip 208
'“'fgo shpwn in FiG- 40, there ié coqfidgntialityrwith respect to
aﬁalys;slf¥om thé outsi&e;
Further, according to the communication system 201,
by the-ﬁrovisibn of £he iptef—SAM communication task 275  ,
réhown in EIG. 41;_it ié possible to dig?ersethe-processing

25 " load of the SaM chip 208 ,tb ot'i_ier SAM chips. Therefore, when




shown in FIG- 41, it is possible to disperse the processing 5. 'load of
the SAM chip 208 to ot her SAM chi ps Therefore, when 16 wusiupst 2885 - 112
nmounting the SAM chip 208 in a store server etc. which has to

si mul t aneously handl e processing-regyests for settlenent processing froma
plurality of terminal apparatuses, it is possible to use the function of
the inter-SAM communi cation task 275 to inprove the settlenent processing
capabi BPEREIRG ey S, chiipy 208 19aR sfess 3688ver| gtcq4pewhich hascti onal .

bl ock di agram showi ng nore -specifically the function blocks of the SAM

-~ chip 268 shewhtappoppdy Wandle prochowing rekh@s 46 forheeSAMBaANp 20.8 s

connected through an internal bus 290 to the ASPS conmunication Interface
unit 2p@ecestsdngalf rasner plawahinyC alfi @arinihalf appardtiuke26litbus scranbl e
unit 2.62, encryption/decryption unit' 265, storage unit 266, and CPU 267.
15 Parpogkible tuneseope MindbEosidNahld €nRLECEART BGukihicatfdnand

aut hentication processing unit 264 shown in FIG 40 are for_ exanple

reaj | zgﬂshyzb&e&GP% ve %'Mﬁ&&@n@&gﬁé@%.}% %%b,g)g;lt%for exanpl e

as shown in Fl , may al so connect t car onnected 20

"to the_internal ;bus,290 t | reception/transm ssion unit 292 outside of
e SARFEREp S BFUE R Tiva o At (204

BiRg he IC card 203 by a noncont act

systen1through an _antenna 292a. of the RF reception/ transm ssion .unit
292 IG. 46 is a functional block diagram showing more

-specifically the function blocks of the SAM chip 208 shown
- im FIG. 40.

_10 As shown in FIG. 46, the SaM chip 208 is connected
_throug?h an internal bus 290 to the ASPS communication
Iintex_'facé unit 260, external memory communication interface
u_ﬁ:i_.t 261, bus scramble uni_t 262, encryption/decryption unit -
265, storage unit 266, and cpu‘zsv.

| 5 - . Pa_rt..of the functions of the sigﬁ@ture processing unit
263 and authentication prqcessihg- unit 264 shown in FIG.
_;IO-are' for example realized by the CPU 267.

.The SAM chip 208 shown in FI.G. 46, for éxampl.e as shoﬁn'

in FIG. 47, may also connect the card I/F unit 291 connected _

720 to the internal bus 290 to an RF reception/transmission unit

292 outside of the SAM chip 208 and transfer data with the
IC card 203 by a noncontact system through an antenna 292a .
. -éf, the RF reception/transmission unit 292

. Fourth’ Emﬁqdiment .

- 25 _ This‘eiﬁbodiment is anen_ibo‘dimént corresponding to the




Fourth Enmbodi nent .-25 This enbodi nent is an. enbodi ment corresponding to
the 1 6 August 2005 -- 113 13th to 16th aspects of thel6Aayenst?@s FI G 48
is a view of the overall configuration of the comrunication system 301 of
t he present enbodi ment. As shown-i m1Bl G - 48, the comunication system 301
uses 5 the server 302, IC card 303 (integrated circuit of the present
| nventiofy, CATfe{RadGLUELISE 804, s peLsena] computer 305, ASP
(application service déOVI er% Server’ 386, %ANI(secure appl i cati on nodul e)
uni t 3009, per_qgﬁl conputers 3161, 3162, 3163, 3164, and 3165,
aut hent i cat i (ﬁ[ 4% 181 71V1ipy of b overall popfigurdtirms ofatbRent i cati on
apparatuses of the present invention) , and the ICE (in-circuit emulator)
318 t o YU Bk ECR hFHEERt PRl | f cEhet PBeSenhdenbydimenbr cust omi ze
software of the SAM chi p. 308, perform settlenent processing using the IC
card 303, et @s $HoFmeiBAMGINi48 ,30Behasmann éxh eioal syrsnod B030dses
‘sem conductor storage circuit of the present invention) and.SAM'chip 308
(Sesr candusédveri 3¢ T0taidS03 HROEgLAYEAIHiITIni tTEE tHAMp£B5BEN808 has
a.software configuration such 20 as shown in FIG 49. As shown in FIG 49,
- the SANGhidE09 hasard rﬂﬂ&élewaﬂt@aﬁ@.d@}yggrggnmecuﬂpﬁ&&a g5, an HW
(hardware) layer, CS. .layer,. |lower handler |ayer, .gher handl er | ayer,
and ASP (application service provider) server 306, SAM (secure
-application module) unit 309, personal computers 316 1,
316_2, 316_3, 316 4, and 316_5, authentication units 317 1,
1o 317_2, 317_3, 317 4, and 317 5 (authentication apparatuses

of the present invention), and the ICE (in-circuit emulator)

318 to communicate through the Internet 310 and develop or
dustomize software of the SAM chip 308, perform settlement

Processing using the IC card 303, etc.

15 ~ The SAM unit 309 has an external memory 307
(semiconductor storage circuit of.the present invention)
- and éAM’chib'BOB (semiconductor circuit of the preseﬁt
ihventionf- |
The SAM chip 308 has a_Sthware gonfiguration_such'
20 as sho‘wu in FIG. 49. | ‘V
--.As_Shqwn iﬁ EIG. 49, the SAM chip 308 has, from £he
ilo?ér iayer»to the upper layer, an HW (hatdware) layer, os.
layer, lower handler layér,.highér'handler'layer; and
:  ;ap§lication (AP) laﬁer in thafdrde:.:

 25' '-.Thg lower handler layer is a layer defining the




application (AP) layer in that order. .25 The |ower handier |ayer is a

| ayer defining the 16 August 2005 - 114 processi ng not Bdﬁtfrb‘?ﬁfj s on the
application programand corresponds to the transport Iayer network | ayer,
and data link layer in the OSI protgcol. The |ower handler |ayer includes
a driver layer. 5 The driver |ayer is a Iayer perform ng processing

rel ati to the operation o e LS her handl er |ayer is a |ayer
def i ni %%?%eSSln cese;érll %l'ép%“ge‘h? Jf) = gb‘g H:%l‘?l%ﬁo%ﬁfi‘)‘@r%ﬂﬁiand
corresponds to a Iayer gher t han the transport |layer in 10 OSI protocol.

Here, (IRFESEWE ihespoanerest haverr stetwgids lgiven.handpdatant
i nventi_on, the | ower handl er layer, driver layer, And higher handler |ayer

cor r esgdmtk tkpXer ecHre PSYeprotocehe present invention, and the AP | ayer
corresponds to the 15 third -layer of the present invention. The AP | ayer

‘incl udes t he Tapplliceain dmmpiloyr dsydP incliiR2,a andi viiF A gafd ning the
procedures for use of the IC card 303 by credit card conpanj es and ot her

businesses ¥y ARlivedl AR @t IR APH S Wiy G cd In the AP
| ayer, the application progranms AP 1 Ja@APE’p and l-%'P[JB and thrggphl gher

“handl e daksmfré A él?@rzptﬁ‘ﬁ e‘#]f thflrewalls FW(firewalls of
pre l&%/ e software con

t he present |nvent|0

Tlguratlon shown in FIG_ 49, the
The higher handler layer is a layer defining the

processing dependent on the application program and
correspdndg to a lajer higher than the transport layer in

10 OST protocoi.

| .'Here, the OS layer corrésponds to the first layer of

. the“r.).reseﬁt invention, the lower hancfle_r layer, driver layér,
and.higher handiervlayer correspond to the second layer of
the preeent invention, aed.the‘AP layer corresponds to the

15 third layer of the present invention;

The AP layer includes the appllcatlon programs AP 1,
:AE_? and AP 3 defining the procedures for use of the IC
*caxd_303 by_credlt carq cqmpapleS‘and other businesses
' 315_AP1, 315 AP2, and '31_5 Aps'shoén in fI‘G. 48.

20 -‘ Ty In the AP layer, the appllcatlon.programs AP 1, AP 2,
and.AP 3 and the hlgher handler 1ayer are prov1ded,between‘
them w:l.th, flrewa_lls FW (f:l.ret_walls of the p;:esegnt invention)

In the software configﬁfatioﬁ-shown in FIG. 49, the
e'AP layer defines processing specific_to‘each business, for

f25 .example; the cdnténtAof éettlement p:erSSing using the IC'




AP | ayer defines processing specific to each business, for' .25" 1 exanple;
the content of settlenent processing using the IC 16 AUgUS o = 115

card 303. The processing for directly operating the IC car : § i's
defined by the |layers of the highen gandler Iayer on down. The SAM chip

- 308 is connected with the ASP server 306 5 through a SCSI port, the

Et hernet, etgc. The ASP server 306 is connected through the Internet 310
~with t h82F8ri%halThe RFrecsseises for1diregtby, opdsstin@ thel IC gaadd316 5 . The
personal conputer 3161 is used by the business 10 315 APl of -the

appl i ca?®dniprdgfinedrPby theclopdrbyofheh&AMighep BARI1IBe1pgesona

conputer 3162 s used by the business. 315_AP2 of the application program
. AP -1 exmcdbed, by the SAM chip 308. ]5 The personal conputer 3163 is used
by the business 315 AP3 of the application program AP | executed by the

SAM chi p 308. THO&SMEHERARIBOHBUEEAnSLE44 1 $1 U5 aY, Liwapg devel oper
.315 MD able to develogaa hi gher hgndler I%yer Egésgﬂgeﬁgﬁgrgﬁﬁndler | ayer

i nckudi ggyLhen dsi ¥8&1 | BYEE S | - 45; of the SAM chip 308. The
per sonal cdﬁ%ﬁter. 316?% fé EQ%QEB§Qf§%g1®%g?acturer of the SAM chip 3-08,

that is, the goftuare develg%% 3. 15 SUP

server is connected through the Internet
310 with the personal computers 305, 316 1, 316_2, 316 3,
316_4, and 316 5.
The pérsonal cpﬁputer 316_1 is used by the busiﬁ;ss
.'-10 315_A?} of the application program AP. 1 executed by the SAM
chip 308. |
The persbnal computer 316 2 is used By the business
315;332 of the application program AP 1 exequtédhby the SAM
chip 308. |
15 The personal cdmputer 316 3 is used by the business
315_AP3 ofrthe applicatibn.p;ogram.AE_l:exeCuted.by the SAM
éiu'.pl 308. |
The-pérsonal cémﬁﬁﬁgr 316_4 is used by the software
developer 315 MID able to develop a higher ﬁandlér layer
‘20  and lower handler layer'inCIuding the driver layer shown
in FIG. 49 of the SAM chip 308. °
The p_ersbr_x;ll computer. 316_5 is used by the manufﬁdtu;:er '
of the SAM chip 368 , that is ,‘ Athe' software ‘d;ave_lopér _3-1.5__SU'E"'7 |
1having the'r;ght to manaée the Snﬂ'¢hips 308 as a.wholé.l.

25 ‘The businesses‘315;ﬁ?1; 315;%92; and BIS_APB'use the:'




having the right to nmanage the SAM chi ps 308 as a. whole_ .25 The

busi nesses 315_ APl , 315_ AP2, and 315_ AP3 use the 1616Augst2@305 - 116
personal conputers 3161, 3162, and 316 3 to produce the application
prograns AP-1, AP 2, and AP -3 and dggwml oad the produced application
prograns through the authentication wunits 3171, 3172, and 3173 to storage
ar eas a%kgg;gp %xjn dvance in the external nenory 307 through the SAM
chip 308" AN ThiS€HHETY i Sudsi id&ds 25l 348 3 Fo5 prapiucairiche 315 AP3.
are parties wth no relation with each other, so the storage areas in the
ext er nalapﬁ’tselr’rﬁif’éﬁ‘?Pt‘Gg\ﬁﬁ‘P@hAFhérlea%pl andtABn3 progrdemn Wiad , tIAP- 2, and AP
=3 can be downl oaded are determ ned in advance- \Wether or not ,one has

t he ri gREodugedommpdddattd ooy girogrsiner abeoaigha the \wertitdnad datitdie SAM chi p
308: Further, during execution of the application prograns 15 AP_ 1, AP_2,

and AP_uBitsh81ffi newalil’s 2P\W\ames BI7CE &he sttbadghehaad WiawdgLf data
bet ween the application prograns AP |, and AP 3. The software devel oper 315

HI D slowihoadeanchl eHeLRENERESr AP HhERB 1Pt 5 Iy through the
20. authentication unit .3174rin accorﬁgncé;a?Fﬁﬁ%%gghﬁ% cusqﬁﬁ?ze t he
hi gher RJggdl er | ayer-.and | ower handler layer .including the driver |ayer

showmn. in FIG 4.9 of the SAMchip
At this time, the businesses 315 _aP1, 315 AP2, and

315_AP3 are par#ies with no relation with each 6ther, so
" the storage areas in the external memory 507 to which tﬁe
10 appliéation.programs.AP_I, AP 2, and.AE_§ can be downloadéd
are determiﬂed.in advance. Whether or not-one haé the right
Fo download to such a storage area‘is Qerified.by the sSaM
_éaipm$68; R T e T T T R
Further, during'exécution'of thg‘application,progfamé
_ 15 il?_l, AP- 2, and AP 3, the firewalls FW _restrict‘_t_he transfer
and viewing of dafa between the applicatioﬁrprdgfams AP 1,
-.AP_ﬁt and Aﬁ_B. |
Thelsdftware deﬁelbpe; 315 MID dbwnlbads a-7

predetermined program into the SAM chip 308 thiough the

’. 20 authentication ﬁnit_317_4 in accordance with,need to

pcustomize-the higher_haqdler 1ayérjand;lowerlhandler layer
Ancluding the driver layer shown in FIG. 49 of the SAH?chip-
'308-etc.

Further! the software developer 315 .SUP downloads a

25 :pfgdétermined program into the SAM °hiP-3ﬁ8“thrbu§h the




308 etc. Further, the software devel oper- 315_SUP_downl oads a 25
.predeterm ned programinto the SAM chip .308 -through @,@uglgt st 2005 -
117 .authentication unit 3175 to custom ze all of the layers shown in
FIG 49. The authentication units_3jlyl to 3175, as explained |ater,

nmut ual Iy aut henticate and produce downl oad signature 5 verification key

I nf ormati q:gﬁet C. with the SAM chip 308 when downl oading a predeterm ned.
pr ogr am oA HE Wb i & ohplit B re Fnedtemi 84 6511 cof hehSAMaghip 308. The
per sonal _conputer 305, for exanple, is used by 'the owner of the IC card
303, th&boMe iohd&TIhd 4f%er. 10 The personal conputer 305, for exanple, is
connected through a serial port or USB port to a Dunb type card

reader/wr it er TBé4authentardtiondenivsiier BA4b naal iszessf Ok exa0p! €

Wi rel ess conmmuni cation corresponding to the physical |level wth the IC card

303, 1513keroneiehi 09l 0 ahbopt CrgaL da30R180d Lhg, jfgoponse
- e

packets fromthe IC card 303 are generated and anal yzed-a Munit 309

si des TherekotacibhiekeGdy - lwrjter 304, per.sonal nput er 305, and
ASP server 306 I nter pggedrp%%’f'ﬁmﬁgl{; ﬁ\gr%‘oﬁﬁﬁﬁa%?ets%{ifgﬂlé’ gﬁ@ Weatands 20

: ] ] ' i I h :
or .respgNss.5q9Lents m&ﬁ%grgﬁta _%;%,%%gpp%rrtolmor}:silearzljo;;s%niyl t he sane

They are not rnvoPvedFis

| computers 316 1 to 316 S to the SAM chip 308.

The personal computer 305, for example, is used by
g ‘the owner of the IC card 303, that is, the end user.

-10 The personal-domputer 305, for example, is coﬁneéted
throug?x a serial port or U-SB‘ port to a Dumb typé card
reader/writer 304.1.. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC caz:d 303. |

15 %['he operétipnal commands to the IC dar;d 303 é.nd the
response packets from the IC -card 303 are geneiated and

_-analyz.eAd'-at the SAM unit 309 s_id_é_.' Therefore, the cz-xrd
.-reade;/wril.ter 304, personal c;mpni;er 305, ‘and ASP server
306 ir_lterposedrl_)etwe.en them ohly act to store the ‘c?om.rhainds_
_.__-_20 or _réspo.nSe contenté in t‘hjedata payioad portions ar.ld reil‘.ay.-
the same, They are not 'inv:)lved'in the encryption or
_de-{::ryption of data, at;thentication, or other opexatidné _:i_-.h
iéhe IC card 303. |
Further, f_he ICE 318 is an'reﬁmlatox; use._ci when debugg_iﬁg

25 ‘a prggfa;m_ running on the ‘SAM"'chip 308.




decryption of data, authentication, or other operations in the IC card
303. . Further, the ICE 318 is an enul ator used when debigaidgt 2505 a program
running on the SAM chip 308.. 16 August 2005 - 118 Next, the conponents
"shown in FIG 48 will be explained L¢gCard 303 The I C card 303 stores the
key information etc 5 necessary for the settlenent processing using the SAM
chip 308_ Authentication Units 317.1 to 317 5 FIG 50 is a functional block
di agram of t he NeX¥ hebhe coenprnemts 8hddn idOFYS. sh8wwild H&G 50, the
aut hentication unit 317 1 has a storage unit 3501 and processing unit
3511. As stplwinredF| G 50, the storage unit 350 1 stores a SAMID, nutua
“authentication master key information Kl, and access master key information
KA. 15" The SAMd [d:ssqistentification information of the SAM chip 308. The
mut ual aut hentication master key information Kl is, as explained |ater, -
used for gener aiy t ' ion key. information K2. 20 The

] A G 308! AIUS N rker?égm{of"é"‘?"fl.mi‘ £tRed for

access nmaster key information , as explal a
enerati 0 oad. si gqnat ur e .i.nf-ormati on
-.g 5 'HLéLQ!Ery‘%orQELe settlement processing using the SAM chip

308.

Authentication Units 317 1 to 317 &

FIG. 50 is a functional block diégram of the
'aﬁthentication unit 317 1. |
10 As shown in fIG. 50, the authentication unit 317 1
has a storage unit 350 1 and processing unit 351 1.
As shogn-in FIG. 50, #He storage unit 350_l‘stores
a SAM ID, mutual authentication master key information K1,
and acéeés master key information KA; |
15 - The SAM ID is identification infor@ation of the sm
.éhip 308. | | |
The mutual authénﬁicatibn,ﬁéstei kay infogﬁatidu K1
is,-as explained laterr‘used-for‘generating mutual
7 éuthenticqtion keﬁ information KZ.
. 20 The accégs mastgr.kéf iﬁformatioh KA, és‘expléined
later, is used for geheratiqg-doﬁload signature information
..gsea when déwﬁloadihg'a prquam in the“external.memﬁry 307.
The access mas-ter'key j..-nféz_:mé.t-idn KA is key -itll_if:;ormatian-A
nécessary'fpr;downloading_tofhe extérnal memory-3b7'a::

25  program of the AP layer of the software structure of the




used when downl oading a programin the external nenory 307. The access
master key information KA is key informati on necessary tBugasvedosadi ng to
the external nmenory -307 a 25 programof the Al'. |ayer- of the software
structure of the 16 August 2005 - 119 - SAM chip 308 shown in FIG_ 49. The
processing unit 3511, as shown in FIX@250, has a nutual authentication
unit 352 1 and downl oad processing wunit 3531 The nutual authentication

unit 3525AMashdipO\BDE WA ird ETavheqy downl oading a programto the external
menory 307, encrypts the SAMID as plain text using the nutual

aut henti cati onTRBRSLELKEY 1 LA QLG I:eq K1 to generate th t ual
aut henti cati on keybi nf or rat i(l:"l‘on;-l g%gﬁéegst %g‘?wﬁuf‘ﬁahglggpfaﬁlaﬁent i cation

“key info Lon, . for . outual authentication with the SAM chip 308. The
downl oadglg@%%ggé i %‘étﬁﬁ? lﬁégi?“mﬂﬁﬁtd%%&aﬁﬂ%gb"&lma@bwmqe@stihg ext er nal

menory 307i ag ghgvm in FIG 52, encrypts the SAMID as plain text using
the acce¥®thadpdrl-15 key informati on KA to generate the downl oad key

i nformati on K DA. Further, the downl oad processing unit 353 1 uses the.
downlPoad key i Fik®mbEtah ak thantd cgariematei t 852 awnbheash g iat Wire |
information and transmts it to the SAMchip 308. The-authentication units

317 2 an%l319hen adewRl Gadingi gusetgiie SAMBhaSxtehfaabavseYPkaned
aut henti cation , '
encrypts the SAM ID as plain text using the mutual
. gu'thenti.cation méster key information Ki to generate the
éujtual authentication key informati.oh K2 and uses that mutual
10 autﬁgntic_ation key information K2 for mutual authentication
with the SAM chip 308. |
The download processing unit 353 1, whén dow-nloading
a iﬁrc‘:gram to the external memory 367, as shown in FIG. 52,
‘encrypts the SaM ID as plain te‘xié using thé access master
15 Key information KA to ger.ie';'atgthe download-key information
" K_DA. Further, the downltoadspr_:ocessi'ing unit 353___1 uses the
doﬁpload— kgy infomatioﬂ_ K_bA i:o’ geﬁerate the d'ownload'
. signé.ture ini_:'i;)‘rmat:.i.on and ti:ansmité it to the SAM chip 308. .
The. authentication un}i.ts 317__‘_2 and 317 3 are
20 ~config@red the same as the above -ekplained authentication
un:.t 317 1. However, fo.r'ex@ple , the con'.t'ent: of the acées's '
master key info-rmai:ion, KA diffe;-s for :éach authentication
-runit.
F].ZG._ 53 _:i-.s-' a .fu-néi::ion'al-- bléck ,diag.r:am‘ of thé

25 -authentication unit 317 4.




unit'317A1. However, for exanple, the content. of the access .master key

I nformation KA differs for each authentication unit. FI 53 | Shn :
functional - bl ock diagramof the 25 authentication uniﬁ§%9%5ﬁ29m§6 August
2005 - 120 As shown in FIG 53, the authentication unit 3174 has a
storage unit 3504 and processing uni 12951 4. As shown in FIG 53, the
storage unit 3504 stores a SAMID, nutual authentication nmaster key

i nformation Ki, AsSshadnataesIcnaster tkeyahohoh P8bL2RKALALYL KY, The SAM I D
mut ual authentication master key information KI, and access naster key

i nformat i RAsKA 8kB8rahReusafe 389 4hag |.ai.ned above. ge access master
" key information wafg kgy infornatioﬁ S%gc%gﬁgagwﬁpégdPﬁ 4 -program of the

hi gher handl er }ay nd. the.J.o handl ef | ayer including the driver |ayer
"of the software gtgﬁ%‘?ﬁr Jénofl{;hgggAl\/ﬁEﬁi ﬁ£%6%¥%h%tiﬁ5ﬁL% sg9res t he
M chip 308. The processing unit 3514, as shown in

external pegpr 07 or S

FIG 53, %agﬁ‘iﬁg' %“'Fw‘tﬁﬁa?“‘éhﬁ‘h%ﬁﬁ%lam Arahen ke524 ngpdmadviminoxd. ,
processi ng unit 3534. The nutual authentication unit 352 4 is the sane as
the nut uaf?AuRREREF cBRFbATUKRY B8formakpbnjKkdand BUG 51 . The downl oad
processi ng unit 3534, when downl oading 20 a programto the external nenory
30.7,: as shown The A B, mutual authentication master key

information K1, and access master key information VKA are
the same as those expiained abo{re. | |
The access master key informatic-m KMis keir information
10 fo‘r- downloading a program of the higher handler layer and
the lower handler lajer including the driver laye‘rl of tﬁe
software structure of the SAM qinip 308 shown in FIG. 49 to
‘ tl?'e external memory 307 or SAM chip 308.
The processing unit -351_4, 7as sl;own in FIG. 53, has
15 '. a mutual authentication unit. 352 4 and Vdogmload processing
unit 353 4.
T_he mutual .authgnticratio_'n‘r un:l.t 352 4 is the same as
the y%i.tf:u_ai .aﬁthentication unit 7:3'52___1 exp]iz.lined in FIG- -.'5.'1.
The downloadiproceSSing_unit 353;4, wﬁgn downloading
2(;) a igrogram ‘to the external memory 3‘("):77, .Aa_ts‘sho'w-n in FIG. 54,
encrypts the SAM_ID as p;la;in- text 1.‘1ls.i..n'_g t_hé access ,maétér '
ﬁéyjinformaéidn KA to generate the dbwniéad_keyiinfo;matioﬁ
. K DA, N‘e‘:‘ct,'l the download procegs.':i.ﬁg unit 353 4 er-xcj:'ypts jt':_hé-“
g 'dowf;]_oaf'i key i'nfomation K—__DA ;:-a.s-a'. pla:'gh‘_ rtext using the _acce,és _

25 ;naster‘ key i_.-nforniation KM to genéx:até the download key




encrypts the SAMID as plain text using the access nmaster key information
‘KA to generate the .downl oad key informati on RDA, Next,";};u\? &?5@6 ad
processing unit 353. 4 encrypts the downl oad key i nf or naty A a
plain text using the access 25 master key information KMto generate the
downl oad key 16 August 2005 - 121 -i@dRarmation K DM Next, the downl oad
processing unit 3534 uses the downl oad key information k DMto generate

the downkgadrsahgfahukepinfoLpat i d transmts it to the SAMchip 308. 5
FIG 55 is a functionat bioc g%’l ai%{r‘%?n&o‘?n aeds PRATfsHt ot %%—43175. As

- shown in FL he autheptication unit 317 5 has a storage unit 3505
and procegé%]géﬁ%i %“’%ﬁ"%‘g g%ysﬁﬁﬁﬂr?‘ﬁti‘—:?@ KoBM tpegengrage et 350 5

stores 10.,a SAM | D, nmutual authentication naster key information K1, .and
access' maSPERMLRRY FHIRA HAFS ohpformadit om th K $r afraniSe il D, tamithen |SAM

aut hentication master key information K, and access naster key

i nformat i RKA3@%Hd KM are the same as those expl ai ned above. 15 The access
-master key information KS Is the key information required for downl oadi ng

a program of tHEIGS Shyiy of furetisaidnas Boat rdﬁg%ﬁn%ftéﬁeSAM -chirp 308
shown in FIG 49 to the external nenory 307 or SAM chip 308. The

processi nguthidrit88dt fon agnsOOMy 9, FIG 55, has
As shown in FIG. 55, the authentication unit 317;5
has a storage unit 350_5 and proceésing-unit 351 5. |
As shown in FIG. 55, the storage unit 350 5 stores
10 a SAM ID, mutual authentication master'keylinformaﬁion'Kl,
and access master key iﬁformatipn KA, KM, and KS.
Tﬁe SAM ID, mutual authentication master key
information K1, and access master key information Kﬁ #nd
'Kﬁ are the same as those explained above.
i5 The aécéssrmaster.key'inform#tien‘KS is the kef
Ainfofmation required for downloading a program of the 0S
'lgyer éf fhe softwaré_structufe éf tﬂe SAM-dﬁip 308 shown
in FIG, 49 tg'the external memory 307'o¥‘SAM chip 308.
The processing uniﬁ_Bél_ﬁ; #s sﬂown in_FiG. 55, has
26 a muatual autheﬁticatién_uﬁit 352;5;and downlbad.processing
unit 3-53;5._ |
. The mutual auﬁheﬁtic§ti0n unit 352_5 is the same‘a$:
the mutual authehtication unit 3$2m1 shown in ﬁhe
above;meﬁtionedfFIGf 51. |

25 The ddwnldad.prdcéssing unit 353 5, when d6wh1oading o




20 a mutual authentication unit 352.5 and downl oad processing unit 353 5.
The nutual authentication unit 352 5 I's the sane as thejgmitdiat 2005

aut hentication unit 352 1 shown in the above-nentioned FIG 51- 25 The
downl oad processing unit 353_ 5, when downl oadi ng. 16 August 2005 - 122 -
a programto the external menory 30712&8s-shown in FIG 56, encrypts the
SAM I D as plain text using the access master Kkey infornmation KA to

gener at e & herotpiath 0gsl €18y &HEOFARL | 1dhno K D7 Naxd < ocessi ng
unit 3535 encrypts the 5 downl oad. keyol hf or IT'B.'[IOI’I WA as pllq’a rT:p{ext usi ng

t he acce r y f enerat e, t he downl oad key
infornat?%ﬁnﬁﬁ%Nf tﬁ% ?hghgﬁg%%n proc SEFﬁBguﬁFF 35555 H@FVﬁ?% t he
downl oad kﬁy IH @é‘?M Ialn text using the access master key

i nf or mat i'ont RSHS fleden rﬂ&ﬁnﬂbﬁd—"‘k‘@quarﬁ &evain§erration Next

t he 'downl oad proce55|ng unit 3535 uses the downl oad key information K DS to
gener at e iy Skl oddesrghatord preeeaainguaibt 353 f wncrygtiss the the SAM
chip 308..In the present enbodi ment, the authentication units 15 317x. ,
3174 ? arfPaitpast kegr énfaftoptabRok DR dhplatior agetunsisg 3H: 2o 4, and
350 5 in, a secure state. Wien these units are. destroyed by -out5|de

factors @mstErcdekyopant ot Sion KM d6b §eREr e ALKt 8Sih PhaliNkbyand -t he

information stored :in the storage units 3501, 3504, and 350 g i s del et ed.
information K DM. Next, the download processing unit 353 5

gncrypts the download key information K DM as plain text
using the access master key infqrmation K5 to generate the

10 download key information K_DS. Next, the download processing
unit 353 5 uses the dowplo,ad key information K Ds tc'a generate
the download signaturé information and transmits this to |

the SAM chip 308.

In the present embodiment, thé aunthentication units

15 317 1, 317 4, and 317 5 store 1nformat10n in the storage
unlts 350_ 1 350 4, and 350 5 in a secure state. When these,
. un;ts are‘&estroyed.byféutsidexfactorsror forced open, thisr
is détectéd.by adetection'unit»and the infermation stéred

; ~Ain the storage qnits.BSQ_l} BSQ;ﬁ{ and 350 5 is deleted.

20 . . SBM Unit 309

- [External Memory 307]
' FIG. 57 is a view for.e'xpl_aining' -ﬁhé- s{-:or_a‘ge a'_rea-_si_
of the e:;te:;ﬁai 'mgmoryr 307. -
As shown in FIG. 57 tiie 's-to._ragé areas of the external

25 memory 307 i_ﬁqlﬁde an Ap 'storﬁgé areéa 320 1 in which the




.20 SAM Unit 309 [External Menory 307] FIG 57 is a view for explaining
t he-storage areas of the external nenory 307. As shown1%gﬁﬁé%&265%, the
storage areas.of the external 2.5 nenory 307 include an orage area 320
1 in which the 16 August 2005 123 application program AP 1 of the business
315 1 is stored, an AP storage areal12302 in which the application program
AP -2 of the business 3152 is stored, an AP storage area 3203 in which the

appl i cati. - f e,busipgss. 5 3153 is_stored, and an AP
nanageneﬁ?ﬂgg%ggggggf€%°§§§muégdl 8% Eﬁ? RUfaBEFSoPlrhd 3AMSESH®d08. The
application ogram AP 1 stored in the AP storage area 3201. is conprised
of a plufgffﬁé %§°5?%§r%ﬁ?ﬁnaﬁpe§.1“ABBE§§ thet pppAPcatipagpragean3201 i s
restricted by the 10 firewall FW 1. The application program AP -2 stored
in the ARKtOrafethe deushness| 818 oRpissetionéda phuhBbl styrafjepaeghaam

nodul es. Access to the AP storage area 3202 is restricted by the firewall

- FW_ 2. 132fhe dppwhdahi thepapplitafPod Si6§Eam inp (e ARK Biddgesar €a 320. 3
is conprised of a plurality of program nodul es. Access. to the AP storage

area 420 04 3 reskitioslea andt A8 &b eWdlded s Sddkdle SHELS9R guhgdi ment,
t he above program-nodul e
- AbY the manager of the SAM chip 308. -
" The applicatioﬁ_program4AEml stored in the AP storage
areg 320 1 is comprised of a plurality of program ¥odu1es.
Access to the AP storage area 320 1 is restricted by the
10 firewall FW 1.
Thé gppliéation:programuAP_Z stored in the AP storage
gfea 320 2 is comprised of a plurality'of pProgram modules.
- Access to the AP storage area 320 2 is restricted by the
firewall FW 2. |
15 . The application program AP_3 stored in the AP storage
érea 320;3.i§ comprised of a plurality of program modules.
Access.tﬁ_ﬁhe AP stofagé area 12Q_3 is ;egtricted by £he
firéwall FH;3;: | |
. In.fhe p?esent embodiment, #he“above program module
20 is the minimum n;n_i{:, downloaded for example from the outside
.. of the SAM unit 309 to the external memory 307; The numbér
of the pr’coé*ram mo'é_luies fc;rming.:_eachappliciation. proéra;n c-‘.'a_;_i
be freély determihedjby thercorresp¢gding buainess;'
_E‘ur’i:he;‘:' . the appli’qai;ion programs AP 1, VAP__._2, and AP 3 |

.25 stored in the external memory 307 dre-scrambléd..They_are




.20 is the mnimmunit downl oaded for exanple fromthe outside of the' SAM
unit 309 to the external nenory. 307. -The nunmber of tRe Agasrmsnodul es
form ng each application programcan be freely determ ned by the
correspondi ng business. Further,' the application prograns AP_ 1, AP_2 ,
and AP_ 3 25 stored in the externat hbory 307 are scranbled. They are 16
August. 2005 124 - descranbl ed when read into the SAM chip 308. Further,

the appl ideaid QD WEn ARdd ARZ, i b AR <§hl§lr§@3f or exanple, produced
by the businesses 3151, 3152, and 315 3 usi ng the personal conputers 3161,

13162, and. 316 g3, 3w *:He%)%l'{l @]hcgnargg?%\ﬂplgs d thr 'n%h the AM chi p

308 to the external neénory ccess S e area
4. Note that the flrevvalls FW 1,

321 is restrlfcte’)_“:7“¥l heflrgvvall FW
FW 2, FRFC3, “25dSFRPP SrrdsBEnbbe corrtnerrefaBES_EW3kBuA. in FI G
49. The AP mana enment, storage area 321 stores the AP managenent data 33.0.
The AP m@Rsy dstpnihe Reuarek sompatrpte 31e 1 SAME D), nadal
aut henticati on key information K2 (or nutual 15 authentication master key
i nf or¥rat BdH_121)shoamd idoWiHGoadl 8 iagrhtauree deavrifdaehid thrdetyh i tHOrsm@ki on K
. DA, KDVM and KDVS. Here, the downl oad signature verification key
i nfor mat ichipK 3D¥A tios they extiecamad! mmdigr 30erifying the 'legitimcy of the
signature ' information generated using the

Access to the AP management storage area 321 is

restricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4

16 correspond to the firewalls FW shown in FIG. 49.
The AP management storage area 321 stores the AP
management data 330, |
The AP management data 330 includes for example the

SAM ID, mutual authentication key 1nformat3.on K2 (or mutual

15 authentication master key information K1), and download
signature verification key information K DA, KDVM, and KDVS. .-

Here, the doiwnléad' signtatu-:e verification key

it&fotm_ation K;DVA is key information for verifying the
" , 'legitimacy of the sif__‘;-_na-ture 'i_nformati'ort.génerated using‘ the
29 - download key information VIK_DA. |
= ' : ‘ The download si_gnatui:tel verification key information
K_DVM is key ;irnfqrmation for iterif_jring} the legitim-a'c:y'of‘
the -_signfature ‘information genex.-’a_tezd using the dowtrnload key
ir_xfbri:ta‘tit:n- K_Dltt. ' | |

25 ' . The download signature Vérificatiéh key information - |




20 downl oéd key information K DA. The downl oad signature verification key

i nformation K DVMis key information. for verifying th‘%A fgud&cy of the
- signature -information generated using the downl oad key information . K
DM 25 The downl oad signature verification .key information 16 August 2005
- 125 K DVS is key information for \}érs‘if‘yi ng the legitimacy of the
signature informati on generated using the downl oad key information K_ DS.

The downl RS makey einforhatabhofokeyeiE LiABt kRA 12 igulﬁgﬁ |Qi:ormat|on
used for signature verification perforned en downl oa ing t %t pr ogr am

modul et hitlosi ghi et SAM G dPrm 3080 | 30 SAM Chi p 3081
FIG 58 is a functional block di agrfné%‘ﬂ%&%ggﬁg% &fﬁn\zﬁﬁh 98% in FIG

48. As shiGibrdefd 5k 59 the SAM chip 308 has an ASPS communi cation
interface unit 360, external menory communication interface unit 361, bus

scranbl e unit nGr ion/decryption unit 363, storage unit 364, and
CPU 15 365. Tﬁg‘% Q’ﬁ%‘&gO%W‘%a%“%/‘gr%b@e?lﬁle%%’t%tk%m@mmtmps

: com‘rugn caitl n |nt rface. unit 360 is an interface used for. input and out put
~of data wit i HetR sssbf ehovkInatPiGvesgfication performed

whenldownloadlnq that program modulerthrough the SAM chip-
‘308 to the external memory 307.
ISAMVChip 308] |
FIG. 58 is a functional block diagram of the SAM chip
10" 308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has an ASPS
ééﬁmunication interface unit 360,‘externa1 memory
coﬁmupication interface unit_361, bus scramble unit 362,
_éngryptiCn/deéryption unit 363, storaée unit 364, and CPU

15 365. |

The SAM chip 308 is a tamper-resistant module.
| The HS?S-commhniCétion interface unit 360 is:ah
interface used for input and output of data with the ASP

;séiﬁer 306 shqwn iﬁ FIG. 48.
20  - .The external memory communication interface unit 361
: .i§~aﬁ interface used for input and output of daté with the
~ external 'memory 307.

The bus scramble unlt 362 scrambles output data and

f_descrambles 1nput data when 1nputt1ng and outputtlng data .-

25 through the external memory communlcatlon 1nterface unit




20 The external nenory communication .interface unit 361 is an interface
used for input and output of data with the external ma8kugusZos.. The bus
scranbl e unit 362 scranbl es output data and descranbles input data when

i nputting and outputting data. 25 tgifégh t he external menory communi cation
interface unit 16 August 2005 - 61 The encryption/decryption unit
363 encrypts data and decrypts encrypt ed data. The storage unit 364 stores
data used@flor the 5 processing by the CPU 365. The CPU 365 executes
various processing including execution of an application programby the

SAM chi p 308 bm@eéncn@puaquaaaaygﬂlaaduaaegs931éﬂéﬁ%§é§1ﬂﬁt£h§n resent
I nventi on) |ntheformof tasks etc. 10 The CPU 36.5, for exanple,

execut es @ ddgpLathddgicadlpa{ Or perform ng processing for downl oadi ng
program nodul es t hrough the Int ernet .310. Next, the downl oad operation of.

e R T

‘expl ai ned 5 FIG ow cha
operation.  the foll e di t, the explanation will be given of the
operg% i oR FORER R 3’? H%‘f‘sr%%s 3%] downl oads program Modul es of :the
application pr ogr a8 AP36]5 i?cg\gﬂtesl ?rar:.ous precessin 1 - |
g including

execut:l.on of an aple.catJ.on program by the SAM ch:l.p 308 based

ona predetermlned program (program of the present invention)

in the form of tasks etc.

16 The CPU 365,- for example, exedutes a download task
365a_ for performing processing for dowx_lloading program
modules .through the Internet .31()..‘

Next, the download ope;-ation of program modules by
the denioad task 365a of the CPU 365 w:i.ll‘ be exi:-lained.

15 - FIG. 59 is a flow chart for e;:plaining' that downioad
operat-:'ion-

In the follow:Lng e.mbod:l.ment the explanatlon will be -'
g:l.ven of the operat:l.on when a business 315 _AP1 downloads _
- program modules of -the applit:atién ‘pro_gram 'APA__-l Vshown' in

20 FIG. 49 and FIG. 57. |

Step ST301:

The pers_epal c.omlaﬁterl 31'6_1 shown in FIG. 48 gaansmi'és
-.a dowriload requeat designating tﬁe module name .of eaeh
prog:ram module to be downloaded compr:l.s:t.ng the appl.tcat:.en

25 . ‘program AP 1 through t:he authen’tlcatlon unit 317 1 Internet




~not, Tt EAfs

20 FIG'-49 and FIG 57. Step ST301: The personal conputer 316 1 shown 'in
FIG 48, transmts a downl oad request designating the msdabdgisnaoms of each
program nodul e to be downl oaded conprising the application 25 . -program AP
| - through the authentication unit 317 1, Internet 16 August 2005 127 310,
ASP server 306, and I CE 318 to the 3AM chi p 308. Step ST302: The nutua
authentication unit 35271 of the processi.-ng unit 3511 of the authentication
unit 317310 ,ads¢heexvier 306,Gankil IENANPHD the SAM IdAGs @i n text using
the nutual authentication master key information K1. to generate the

mut ual aut hent seabi gr3bey i nformation K2. Step ST303: The nut ual

aut hentication unit 3521 of the processing 30 unit 3511 of the

aut henti cation i f Qr, t t tjicatjpon with the downl oad
PaeR 36 of r FHB g AL R T L RSS2 LR it o g SEnd

aut henti cation.key information K2 nerated at _step ST302. Step ST304: 15
SRS gFlii—égi" i r‘%g‘c?y ai“r‘fg‘faﬁ*é?lﬁ%%}&“ undith &t/ dat iach BrewstEh ST303 i s

When t he nutua
confirmed, the_ unit proceeds to the processing of step ST305, while. when
gﬁe ?ﬁfﬁ%@g?rﬁﬁe_SAqﬁ%QjaSTgé5in ext using the mutual

authentication master key information K1 to generate the
mutuai authentication key information K2.
Step ST303:
'j?he mutual authentication unit 352 1 of the processing
19 unit 351 1 of the autﬁentication unit 317_} performs mutual
authegtication with-the'download task 365a of the CPU 365
of the SAM chip 368 using the mutuai aufhentication-kéy
:informatioé K2 generated at step STBOZ.
Step ST304: |
15 _Wheh the_mhtual 1ggitimacy iﬁ-the mutual
‘authentication of -step ST30'3 is cqﬁfirﬁed, the unit proceeds
"~ to the p;oéegsing 6f étép STSOS;-thleuwhen pdf; it ends
:tﬁe processing. | |
Step ST305:
20 o | 'Therdaﬁnload.progeséing unit‘353_} of thé‘proceSSing
unit 35;_i of the authentication unit 317 1 shoﬁnAin FIG.
"SO; aé shown in-FIG. 52, encrypts the SA&_IDfaS pl%in text.
ﬁsing‘the accesé master key infﬁrmation KA to génerate tﬂe.
' §9wnload key iﬁformation K;pA-

25 Step STBQGE




20 The downl oad processing unit 353 1 of the processing unit 351 1 of the
authentication unit 317 1 shown in FIG as shown in Fl G6 AZusergrsyypts the’
SAMID "as plain text. using the access naster key information KA to
generate the, downl oad key information K DA. 25 Step ST306: 16 August 2005
- 128 The downl oad processi ng unit 13 -1 uses the downl oad key

i nformation K DA generated at step ST305 to generate the downl oad

signature inf %ﬂ@t?&%lﬁﬁppgégzslgg%ﬂi?%%dl REOLESHA Uit foip3 1

transm'ts the downl oad signature Information generated at step ST306 to the

SAM chi p, 308! 8...The downl o dta f he CPU 365 of the
SAM chi p<<Y. bn§8§ma Oan‘i—RﬂFpé gg_‘ &t thepd%%raﬂ()% i L??Ce

verificatjon i nformati on K_ DVA shovvn in FIG 57 to judge the

| egi ti makhe P"{‘xﬁaﬂoﬁhgaéﬁ@iegﬂé‘lf&r‘@% tAo8-nmati on received. at step ST307 .
At this t| me, the downl oad task 365a judges if the downl oad request has
been made at tHeeST3YEr based on the 15 -nodul e names received at step
ST301 and specifies the -downl oad signature verification. key information
K_ DW¥A. Step Siiz@%owhloadi prpudgedngt ustiep35I308tirhabmite dhenl| oad

download signature information generated at step ST306 to
the SAM cﬁip, 308.
Step . 8ST308:
The download ta.sk 365a of the CPU 365 of the SAM chip
10 308 shown in FIG. 58 uses the download signature verificat_:,i'ox_l
key infomation K _DVA shown in FIG. 57 to judge the legi_timacj

of the download signature information rece.ived_at step éTB‘G? .

"~ At this time, the download task 365a judges if the
download request has been made at the AP 'layer based on the

15 ~module names received at step ST301 and specifies the

-.dow-hl_o_ad_'s:i'_.g'natt'lre: verification key information K DVA.
Step 8T309: |
If it is judged at step sr308 that the download
. ,sig;iatﬁre information is 1-égiti@a§e , the t.‘:a-.-sk proceeds to
20 : the pr_oc:essing of sji.:ep.STBJ;O , whiie' if not, i_ﬁt'ena.s the
¢ p‘ro-.'ce'ssing.;‘. |
Step ST310:
The dowglpad task '_3.6.'*_3a of £he -CEU 365 of the SAMch:Lp
308 shown in FIG. 58 specifies the address 1n the external '

. 25 - memoxry 307 corresponding_ to a module name d'e_signate’d at step




signature information is legitimate, the task proceeds to 20 the
~processing of' step ST3I0, while if not, it ends the peougestizms Step
ST310: - The downl oad task 3.65a of the-CPU 365 of the SAM chip 308 shown
in FI'G 58 specifies the-address in the external 25 - nenory 307
corresponding to a nodul e nane desi grated at step 16 August 2005 129 ST301
by view ng the nodul e managenent data 330 and downl oads the program nodul e

receive -ReY 0 ter 3161 to,that cifi address on the
ext er na?sljr“r%ﬁg]rﬁﬁb %6%?;1%%2?%3%% it BAPHE™SRF t‘;\/:%zleﬁggv%'i‘%%g’r’mgf‘? D5
downl oad@\_’\%ro ram nodu) es of the hiﬁ%(’ar handl er | ayer and | ower handl er

| ayer. shown BIPFiRE ™ FRECaYEE et HaeoP§rsenel comritar 3i%05. the
downl oad. key information K DMis .generated by the routine expl ai ned

. using FI'® Eé?tWPﬁgifﬁpé, adgdressepnSthesexthrnddwnkenadys3@iat ur e
information is 10 generated. Further, at step ST308, in the SAM chip 3.08,
the -downl oadNstgnthatewheni theaspbhwkey datelopéerodl& MY shown in FIG
57 is used to verify the downl oad signature information. - - Further, when

t he sof tasweldeuel ppegrahbnsiildevwairortle hSgRepr RghAMROAHL R OhLnhe CS
| ayer shown in FIG 49 to the external nenory 307,. at. step ST305, the

‘routine Pypbai et USE Nl G siRflerd SUESE .t 9o 0L QAL %:éé&%na(iow%%g ~ key
information K DS. Using this, at step ST306, the download signature
' 307, at step ST305, the download key information K DM is

| generated by the ro'u‘tin;a explained using FIG. 54. Using this;,
vat step ST306, the‘download signature information is
10 generated. Further, at step ST308, in the SAM chip 308, the
-download s:i-;gna'ture- verification key infomatj.on K DVM shown
in FIG. 57 is used to vérify.the download Signaﬁure
information.
Further, _when the sof tware develo_pe_r 31S_SUP down'loaclls
15 -a program module of the 0S layer shown in FIG. 49 to the
gxternai'memory'307; at.steé_ST305, the_routine explained .
.using FIG. 56 is used te:. -gene_-_r_é.—te‘ the download ‘];ey‘ i;ﬁforngati'-on
| K'DS. Usin§ tﬁis, at step srsdﬁ,'the doﬁnlbad'signature
iﬁformation ié generated, Fﬁrther,_at steé SI308;-in'Ehe
' 200 SAM c¢hip 308, the dowgload;gignatﬁre verification key
'infﬁrmaﬁion g“pvs éhbwn in FIG. 57 is used té verify the
;.download,Signéﬁqre information. o
~ Note that the software developers 315 MID and-BlS;SﬁP
Acah-gge tﬁé-acceéé maﬁter-key information KA to dbwnload-

- 25 _' the program module of the m? layer'.to the exte_erha;-l_ memory




information is generated. Further, at step ST308, in the 20 SAM chip 308,
t he downl oad signature verification key 'Information KdMgwshoyes in FIG
57 is used to verify the download. signature information. Note that the
sof tware devel opers 315 M D and 315 'SUP. . can use the access naster key

i nformati on KA to downl oad 25 the-paggram nodul e of the AP layer- to the
external menory 16 August 2005 - 130 307. Further, the software devel oper
315 SUP g use the access naster key information KA and KMto downl oad
program nodul es of the higher handler |ayer and |ower handler |ayer 5 to.
the external nenory 307, Next, the processing for a transaction using the
IC card 303 “fﬁéeﬁonﬁﬁ‘ﬁlEﬁfFﬁﬂr§y§F§ﬁ?~SB$rsﬁ6€mSpﬁ’ FRo, us8 thiel | be
explained FIG 60 is a view for explaining the overall operation 10 of the
communi cAFFBAS Y3 bar Joty dirdlormiatiRinGKM 8ndSKd ptS BB 8dn 1 ddik phusjmesses 315 1
to 315 _3 or a part requested by these businesses produce application

pr ogr ansmé@ulesAPE 2haid gk 3 hhadleko3aybishne SEase i hiiRifaf Mayocessi ng
for- 15 transactions using the I C card 303 on the personal conputers 316 1,

316 2, apd 846 3x§aeﬂﬁllﬂeﬁb§] 487 At this tinme., downl oad processing
expl ai ned using FIG :

Next, the processing for a transactiohjusing the IC
card 303 by fhe cdmmuniqatioq system 301 shown in FIG. 48
will be explained. | |

FIG. 60 is'a‘vieﬁ'for explaining'the‘overall operation

- 10 of the communication system 301 shéwn in FIG. 48.

Step ST331:

Thé‘businesses 315_1 to_315_3'or a part requested by
these businesses produce application programs AP 1, Aé;?, |
and A2_3 fér-those businesses to pegform,processing for

15 traﬁsac_:tibns using the IC card 303 on the personal computers
316_1, 316 2, and 316_3 shown in FIG. 48.
At this time, dow-nload:pro-c.:éssing é:éplé-i;ned gsing FIG.
59 18 ﬁerforméd. | |
| Step sT332:
,26 ‘ , The appllcatlon programs AP 1 AP 2 ‘and AP 3 are
: _downloaded through the authentication units 317 1, 317 2
’and 317 3 f:rom the personal cdmput;e;:s _31_.6,__‘1 . 31 6 2, and 31 6._“.3.
to the SAM chip 30.3.. |
| At this time, thé_progeséing‘gkpléined'using FIG. 58

25 is performed.




59" is perfornmed. Step ST332: 20 The application prograns AP 1,' A2 2, and
AP -3 are downl oaded t hrough the authentication units 3b/augkst3d06 2 , and
3173 fromthe personal conputers 316 1, 316 2, and 316 3 to the SAM chip
30.8.. At - this tinme, the processing explained using FIG 5.6 '25 is
performed. 16 August 2005 -- 131 -Stgp ST333: The user is issued the IC
card 303. The IC card 303 stores the key information used for transactions
with a businesgtghi§@35§e user has contracted 5 with. Note that the
contract between Frhé*user and a business --may be concl uded after issuance
of the I1C card_303 through, the Internet 310 etc. Step ST334: 10 For
_ exanpl e, . when RsBFeHeLT rigsredybhe BE pardod@- conputer 305 to access
the server 302 through the Internet 310 to purchase a product, the server
302 issues a pFeeebSierrdedf@sttohesuthet ey | imEonest8dh. usedt BorASP server
306. When the ASP server 306 receives a processing request 15 fromthe
server 3Pfansachicessesth he Peyisonasd «IigH tite 3@2r hRAKOUGA RS +LAt er net
310 Further, the processing. request. for the. I1C card. 303 issued by.the .

- cardsreaglgehw i ter 304
Note that the contract between the user and a business
-may be concluded after issuance of the IC card 303 through
the Internet 310 etc.
Step ST334:
10 For examp}e, when a user desires to use the personal

computer 305 to access the ser#er.302 through the Internet

310 to purchase a product, the server 302 issues a processing

' request through the Internet 310 to the ASP server 306.

When the ASP server 306'receiv¢s a processing request
15 from ‘the server 302; it accesses the personal computer 305 .
through thg Internet 310. Eurtherf the Processing-reduest..
 for the IC card 303 iésugdﬁbﬁ éh; card'reader/wxiter 3@4
is sent tﬁrough'the'pérsbnélfCOgéuter 305, Internet 310,
‘and ASP server 306 to the SAM chip 308. |
.‘ ._'20 | Step STB?;S_:, )
| The SAM.chip'BOBi—iﬁ a¢¢0rdanéé.with'thé ﬁroqessing
:rgquest recejved at step ST334,.sélecté an application
‘-:érogram by the sett1eméﬁt.procgésing.;outine-task and
executes the sglected §ppliga£ioq §rogram-

ZSA © Step ST336:




I s- sent through the personal -'conputer 305, Internet 310 , and ASP
server 306 to the SAM chi p-308. 20 Step ST335 The SANl1ghh%u§Q§K5in
accordance with 'the processing request received at step ST334, selects an
application programby the settlenent. processing routine-task and :
executes the selected application. pgpgram 25 Step ST336: 16 August 2005
-- 13 2° The SAM chip 308 outputs t he result of execution of the
application p 0 the server | ai ned above according to
t he communi cat aﬂ?@ﬁ“@rﬁ ‘Hﬁ/tlt'ﬁés a %e?ﬁsi ﬁft FFTLERR 708 3172

and 3173 hol ding the access naster key information KA, the authentlcatlon
uni t 317@%0@29%%@!&&&&%%%%&%%8? HRFYRE i PMEKM t he aut henti cati on
unit 3175 holding the access naster key information KS., and, as expl ai ned
‘above, perf o mgpdradoessiatgpvar ahnwﬂdxnﬁrnpexhywqpmmnnimhtéomo 10 the
.external menory 307, it beconmes possible to download a program nodules in
accor danegs théd 801 ,ghctgs 1P/ edu ten BLEHE TGN Gen e 4 IB1Nel sofivwar g Bhararchy
shown in FIG. 49 Therefore | it is possible to prevent an. unauthorized

party f4pm3 iddididd YerbX A O n L e L ATRSF | N ¥l {e PELOKAM PRAuUl es 1.5 to
be executed-by the '"SAM chip 308. Further,” according-to

the' comuniscald glosyst M0 a7 SPA ALY h UL hbgeaHtPEpti cati on

units 31
information KM, the authentication unit 317 5 holding the

~ access master key information KS, and, .tgs explained above,

pextformingprocessing for downloading a program module to

10 the exterrnal memory 307, it becomes possible to download .
a program modules in accordance with rights given in

accordance with the software hierarchy shown in FIG. 49.

Therefore, it is possible to prevent an. unauthorized party

from illicitly exchanging or tampering with program modules

15 - to lSe executed by the 'SAM chip 308.

Fu-r't:h'e-r, %;tcco:,:‘d:i.ng-to the commtlnication-' system 301,
._ as explained earlier, th_e authentication units 317;_1-,_ 317 _4,
‘and'3];7__'5 storé information in a'sect:lre state in the storage
" units 350 1, 350 4, and 350 5. When such a unit is destroyed
.‘ 20 by an external factor or fqréed_' op'én., th:l.s is detected by
‘a dietgc]tion un:Lt and the stored information in the storage
units 350_1, 350_4, and 350_5 is deleted. _Therefoi:e; il_licit;
use of the key i_hformatti.orj 'use..cl‘ for dqwﬁ]..oading to the SAM

Chlp 303' éan be avc:)ided..-. |

C.-25 o , Fu:r-thei' , according to the comunica‘tioh system 301,

i




and ' 317 5 store information in a secure state in the storage units 3501,

- 350 4 , and. 3505. When such a unit is destroyed. 2 L£rna
factor or forced. open, this is detected by a det ectiongSXn?gﬁBt%qﬁsfhe stored
information in the storage units 350 1, 350 4, and 350 5 is del et ed.
Therefore, illicit use of the key i Af3gr mati on used for downl oading to the
SAM chi p 308 can be avoided. -25 Further, according to the. comrunication

syst em 3@henl @hAUGHF RAP5 3081 3p3ratiien p&mﬁ@yng,@e%p S QPel gt es a

plurality of application prograns, since data t rviewng, of data

and codesg,., en |i LO rograns_is.restricted by the firewalls FW
1, FW 2?”8%5}%\/_ §?R|Bﬁ ﬁ%%? Prandber e%%ev%?“%%%%‘%i‘ﬂagt%a 190 apdge
pTocessiﬁg of each €£glkcation rogram by another application program can
be preveREEYSCRARREFCAFIORP &s resérngted brethedrigggwakleach
application program Further, according to the comunication system 301,
by confi gt ng“ga%h apshFHcdt i bhl bl Aarhemferasian aki tampéridgGriprlogr am
modul es, it is possible to download to the external menory 307 in program
nodulZ®es thetBrofesshag, oficeercti agpidchhécaoprvpicamt bgn asyaitem 3. 011 by
encrypting the. highly confidential key information- used for operation of

the | C capgl863tisngdiidriamcha Bhprusuaket? BErendt] G OGSt OmMNY it in
the external nmenory 307, it is possible to inprove the security |evel of
.the key fﬂféﬁﬂﬁﬁéénthe'secrgcy of each application program. -
Further, according to tﬁe communication system 301,
By configuring each application program by a plurality of

.10 'p;ograMLmbdﬁles, it is possible to download to the external
memory 307 in'program modules units.

Further, according to the cémmﬁnicatidn system 301,
_by encrypting tﬁ;.highly confidential key infcrmation-uséd
‘for operation of the IC-card 303 in édditién to the usual

15 s?rambling and storiﬁg it in the extérnai memory 307, it

Ais possible to.improve ;he.securiﬁy level of the key
iﬁférmatioﬂ.-

Further; acéérdihg~to the.Internet-301, the
-:applicatidﬁ program‘éan'execﬁte éncryption and decryption“

30 when accessing codes by the busigcramble-fﬁﬁction; so it
i‘s‘bos'siblé to prevent an appi'i_cati-on.prog;axii stored in thé'
external Iqémo;:jr 307 froni .be;i.ggi_ll-_ilcit-"ly' analyzed etc:, whii'e |
prbceSSng of-thé,SAM éhipr308 is‘haltedf | |

. FIG. 61'is.a functio#éi.ﬁ;o¢k3diag;am #howing more

. 25 specifically the function blocks of the SAH_éhip-BOB-shqﬁn-




Further, according to the-Internet 301, the application program can
execute encryption and decryption 20 when accessing codtsAlyust Be0Hus
scranble. function so it is possible to prevent an application. program
stored in the external menory 307 frombeing. illicitly analyzed etc. while
processing of- the SAMchip 308 is-halded. FIG .61 is a functional, block
di agram showi ng nore 25 specifically the function bl ocks of the SAM chip
308 showg,1fyAugygt 2005 - 134 in FIG 58. As shown in FIG 61, the SAM
chip 308 i1s connected through an internal bus 390 to the ASPS

communi cati on |nt rface UEF% 3%2 external neno communi cation- interface

5 unit 361, buRSsE 3ﬁ%lé“ §H8r§6F|8HFBe@%9pFFoﬁ°HHPFte§BS st or age
unit 3641 and CPU 366. In the SAM chip 308 shown in FIG 61, for exanple as
shown i nthrepghoan intergalobyss 398 o FheoMSPS comaupdicatifon F unit 391
connected to the internal bus 390 to an RF 10 reception/transm ssion unit
392 out sidtevfatheargiiV3 Gl pe3ternaldmemangfesmgiat ccakidn tiecddfass d 303 by
a noncontact systemthrough an antenna 392a of the RF
recept i omhitad6h] $RisOBcaNb1398ni Theep| astityph ik ideiryst ik ddid ted to
t he above 15 expl ai ned enbodi nent. For exanple, in the above expl ai ned
enbodi NeRés, t BEorsgecunicdawal 0adungppr ageam nodul es from the persona
In the SAM chip 308 shown in FIG. 61, for example as
shown in FIG. 62, it is also possible to donnect the card
I/F unit 391 connected to the internal Bus 390 to an RF
10 reception/transmission unit 392 outside of the SAM chip 308
and transfer data with the IF card 303 by a noncontact system
_through_an antenna 392a of the RF reception/transmission
unit 392.
The present invention is hdt_iimited-to the above
15 explained embodiment.
For example, in the above explained embodiment, the
casé of downloading program modules fr6m'tﬁe personal
- computers. 316 1 to.316_5 through the SAM chip. 308 to the
Eexterhal.memory 307 was illusﬁrated; but the preSent'.
20 invention can similarly be #pplied.using the function of
the above explained download task 365a even when downloading
progfam*modples from the'personaildompﬁters'316_; to 316_5
to a storage unit 364 in the SAM_cﬁip 308.
Furthler, in the above explained embodiment, the case

25 of providing the auéhentication units 317 1 to'317_5 for




conmputers. 3.16-1 to-.31-6-5 through the SAM chip. 308 to the external
menory -307 was illustrated, but the present 20 inventi@wnerRat3dos | arly be
applied using the function of the above expl ai ned downl oad task 365a even
when downl oadi ng program nodul es fromthe personal conputers 31.6 1 to 316
5. to a storage unit 364 in the SAMI3Ship 308. Further,, in the above
expl ai ned enbodi nent, the case 25 of providing. the authentication units

317" 1 totB&7Enkernd® AUOUSK 20Q5perkdalt I&%mg)ﬁtt%rrngtlfﬁao & d4he personal
conputer 3161 to 3166 side was illustrated, but as shown in FIG 63, it is

al so  pogsihl §450; R QLidS e hentication uni ;71 .0 3175 in the SAM
chip 308 and allow access %g’t gkaéghg%?%gafpo%&bﬁi%§’3ffilfb to the
61 to 3165. Fifth Enbodi ment The present

correspondgggbggréonal cqﬁ¥q%§%s | _
enbodi neht T8 an entodt 7 PESPEREFG 1 es rRetI A h ahdtta g _Sspect s of
the invention. 10 FIG 64 is a view of the overall configuration of the
comuni chBi BhesiRY et ip13¢8 and phlawmcesmpdiodie andhendieaticl G 64,

t he conmuni cation system 401 uses the server 4.02, IC card 403, card
readér / vnpits U, 1 for 3bMab tadimputerrdShonASRy (ks drcel icompaiatisCe

provi der) server 406, |5 SAM (secure application nodule) unit 409, personal
conput er316416tc, 326652 , and 416 3, and authentication, units 417 1; 4172,
and 417.3. to conmuni cate through the Internet 410 '

Fifth Embodiment

| The present embodiment is an embodiment correspondi;lg
to tﬁe 17th and 18th aspects of the invention.
10 | ‘FIG. 64 is a view of the overall cqﬁfiguration of the
communication system 401 of the present embodiment:.

As shown in FIG. 64, the communication system 401 uses
| the server 402, IC card 403, ca:r_:d reader/ﬁriter 404, personal
computer 405, ASP (application -servj.cé prbvider) server 406,

s SAM (secure application module) unit 409, personal computers
416_1, 416 2, and 416 _3, and authentication units 4_17___1_;
417;__2, at;d 7417__3. to cé@unicate tﬁrough thé Internet 410

: and perform s‘éétié.tuent ﬁrbcessing or othélj: processing for
a p;:'qc’edure using the IC card 403.

20 The SAM unit 4‘0_9 has an'e:_cte'rnal. memory 407 and SAH |

'+ chip 408.

The SAM ch:l.p 408 has ia s.iéftware configuration'shoﬁﬁr
in FIG. 65. As shown in FIG. 65, the smk;hiﬁ--::-oe'has, from.

‘Ia bottoxq iaye_r téwafgl a top layer, an HW (hérd'ware) laye_.z_:. i

.25 0S8 layer, lower handler- layer, higher handler ‘iayer, and




and performsettlenment processing or other processing for a procedure using
the IC card 403. 20 The SAMunit 409 . has an external {geAmu¥t Zd5 and SAM
chip 408. The SAM chip 408 has a software configuration' shown in FIG 65.
As shown in FIG 65, the SAM chi p-408 has, from a bottom/layer toward a
top tayer, an.11W (hardware) |ayer, 128 €S | ayer, |ower handl er-|ayer,

hi gher handl er | ayer, and 16 August 2005 - 13 6 - AP layer. . The | ower
handl er Apygaybfcl udes a driver layer. Here, the AP |ayer includes
application prograns AP 1, AP 2, and AP-3 defining procedures for use of
the IC card by c¢redit.card_conpani £s.or other busjnesses 4151, 4152,
and 4153 shomﬁT¢%3¥?%sgéﬁgn%%efhgéy%ﬁ’T%ﬁe??e?h% gﬁbV?Ea ¥R prograns AP.

1, AP 2, and AP-3 and the higher handler |ayer are provided between them
with firewal | S foeThE. T APGIRGS s PrbEFREL 8 RINGARF APhds 419 usi ng
a SCSI port., the Ethernet, etc- to the ASP.server 40'6. The ASP server
406 is CORntctardihPodgefhvingt praeedutest fon upkurhl the &€ cerdi nal
apparatuses including a personal conputer 405 of the. end user and

per sénal 4@dimuteedififarid compéahbe?, onmdheitBugintéheebubihassd3s4251, 415 2,

and 41. . 5-3.

‘and 415_3 shown in FIG. 64.

In the AP layer, the application programs AP 1, AP 2,
and AP 3 and the highér handler layer are provided between
them with firewalls FW.

10 The SAM chip 408 is connected.through.a bus 419 using
é SCSI port, the Ethernet, etec. to the ASP server 406. The
ASP server 406 is connected through the Internet 410 to a-
plurality of terminai apparatuses including a personal
" computer QOS of thé_ehd user and personal computérs—élﬁgl,
15 416 2, and 416_3 of the businesses 415 1, 415 2, and 415 3.
The personal_cqmputer 405, for example, is coqqectgd
__'thfdugh a-serial pbrt o# USB‘pqr£ to a Dﬁmb type card
. reader/wriﬁér‘4ﬁ4. The card reader/writer.@04'realizes-for
.. éxa;u_pie ﬁire_les_s..communi’catior_x -coiresponding to t-:he.phjlf.sical-
:'féd-.ievel with the IC card 403. |
| Operatigﬁal commands téthe IC card'403.and‘:esponse
_packets.from the IC:card 403 are generdted and anal}ﬁéd-ﬁt
‘the SAMfunit 409 sidé;Thereﬁore; thg.card readé;/writer
494} pexsénal'COQPutér'éosi‘anﬁ ASP.ser§ér-40é ihéerposéd

25 between them oniy-act.to store the commands or response.




The personal conputer 405, for exanple, is connected through a serial port
or USB port to a Dunb type card reader/witer 404. The 16augusics20dsr / writer
404 realizes for exanple wireless comrunication corresponding to the
physical 20- level with the I1C card 44.3. COperational comuands to the IC
card- 403 and response packets from the FC-card 403 are generated and

anal yzed at the SAMunit 409 side. Therefore, the card reader/witer 404.,

personal con £QHRYL RT a48R; P_server .-4Q6 interposed 25- petween them
only- act. to store the,ggﬂggﬁgsngE%ggﬁoﬁg -TE1%B gh§u§?m?00§h9yl37

cont ent énedggg Eaéliad portions and relay the sane. They are not involved
in encryptToRC6r TRERFVHHI DR SRCHEPLIOP a0FheREF¥RELION, oBnd=2bRher act ual

operations in the |IC card 403. 5 The businesses 4151, 4152, and 4153 use

t he - per sthERrentifptiers andothepactyal A163-atdomsodnc ¢heh&Cappkdcat i on
programs AP_1, AP 2, and AP -3 and downl oad the produced application

progr ans4@3r ough the authentication units 4171, 4172, and 4173 through the
SAM chip 408 to preassigned 10 storage areas in the external nmenory 407. At

thisstine, sinme bheibesiseessES #1315 4152xqans 34153 dhaVBePOohghation with
‘each other, the storage areas in the external nEnory 407 where the

app! | caldQip eSS A 1APA16/P, Zandid 6 B o GANAR.Senal gaded.apgagect ded in
advance 15 and whet hér one has the right to downl oad t GCh & 9 or age
programs AP 1, AP 2, and AP 3 and download the produced
application programs throigh the authenticaﬁion ur;its 417 1,
417_2, and 417_3 through the SAM chip 408 to preassigned
"10 storage areas in the external memory 407.
At this time, since the businesses 415_1, 4185 2, aﬁd
415_3 have no relation with each other, the stora_tge areas
‘in i?ﬁe external mémory 407 where the apblicgatioﬁ érbgram‘s
AP'_l + AP_2, and AP 3 can be downloadeci are decided in advance
15 ,;md whether one hé.s thg r-ightltc') downlo'ad to such a storage
areéa is vegified'by the SAM chip 408. |
Further, the {;.ransfer and ir-.i;ei;im_:.;' of data among the
application pr.ograms AP_l, AP 2, and AP 3 are rést;_ricted
'i:ay the fireiwalls FW. - | |
.20 L When downloading._ 'th:e applic"atipﬁ programs AP 1, AP 2,
and AE_3 ﬁo the SAM chip 408, the authentication units 417 1,
..41.7—~2' _and _;117__'3—, as explained. later, ﬁerfc’;_rm mu.tuafl.
. duthe-ntica_.tipn with the SAM chip"'408, produce the dowhloéid
signature véfificat_ion.key_i'nfoxm-‘a.i.:ion, etc. | |

25 Next, the SAM unit 409 shown in FIG. 64 will be




area is verified by the SAM chi p-408. Further, the transfer and view ng of
data anong the application programs AP 1, AP 2, and AP 1g3z@jiRt &% ricted by
the firewalls FW 220 When downl oadi ng. the application prograns AP 1, AP
2, and AP 3 to the SAMchip 408, the. authentication. units 417 1, 417-2,.
and 417' 3, as explained |later, perfdBfn nutual authentication wth the SCAM
chip 408 produce the download signature verification key information;

etc ggﬂgialngge1§%y +i 409 shown in FIG 64 will be 16 August 2005 -
13 8 - explained in defai External Menory 407 FIG 66 is a view for
explaining th storage [eas 7the external menory 407_. 5 As shown in

FIG 66, the s external nenory 407 include an AP
storage area 4201 for storing the application programAP -1 of the

busi ness 4151, FLp- A stDragelen der P kamingrihey ttaragplareason program
A- P-2 of the | business 4152, an AP storage area 4203 for storing the 10
appl i catq’f)ntlp?o@*mlm?l:?n@flOImeﬂbﬁa ness 415 3, and an AP managenent
storage area 421 used by the manager of the SAM chip 408. The application

progisam AP 1 sAorshdbwinnihBIG\P 64, 0thges tasege &dtad ©fCOHRr &fedrahla

plurality of program nodules. 15 Access to the AP storage area 420 1 is

restri Ctt@n«bﬂytm include an AP storage area 420 1 for storing the

application program AP 1 of the business 415 1, an AP storage
‘area 420 _2 for storing the application program AP 2 of the.
business 415 2, an AP storage area 420_3 for storing the
io application program AP 3 of the business 415_3, and an AP
management storage area 421 used by the manager of the SAM
chip 408,
The application program AP_1 stored in the AP storage
area 420 1 is comprised of a pluraliﬁy of program modules.
15 Access to the AP storage area _420_1 is restricted’ -by the
firewall FW_.l. |
The application program Alé_Z'- sto;fed in the AP storage
' é;z;éa 420 2 13 dom;i;ised- of a plurality of ‘p-rogram modules.“
fAcc‘éss to the AP storage area 42-9__'.‘2_ is restricted by the
- 20 if;;irewall FW 2. - |
The application program AP 3 stored in the AP storage
. area 420 3 is compri..?'.e‘d of a plurality of program nt«'.m::{ulee.;'.‘i |
VAccess to the AP storage area 420 3 is restricted by the
| flrewall FW 3. | |

25 In the present embodiment, the above program ,Itio_du,le-




firewall FW 1. The application program AP 2 stored in the AP storage area
4202 is conprised. of a plurality of program nodul es. 1%c &5 5805 he AP
storage area 42,0 2 is restricted by the 2a firewall FW .guﬂtle application
program AP -3 stored in the AP storage: area 420 3 is conprised of a

plurality of programnodules -. Acgggs.to the AP storage area 420 3 is
restricted by the. firewall FW-3.. 25 In the present enbodi nent, the above
program podul e 16 August 2005 - 1139 - is .the m ninumunit downl oaded for

“exanpl e 7ot ALY yeitodoppdoadrrufet womRYe tirom bher paitsdsieory 407.
The nunber of the program nodul es form ng each application programcan be
freely defethdn@aMpynithel brveddendixiprngdi megeorys 4001.t e, nidwbeappl i cati on
programs AP. 1, AP 2, and AP -3 are, for exanple, produced by the

busi nesses ¥Hb hrobham modnde4lb3rishggeddie JpgriSenali &0 Hidian €561, 416 2,
and 4.163 shown in FIG 64 and are downl oaded t hrough the SAM chip 408 to

the ext abaakrEBIP! dedOinidfa/bgethie! fokheafPraRgUBIEThoskor age area d21a
is allowed only by the nanager of the SAM chip 408 by the firewal |l FW 4.

Notethat -thegf] | . s .F JEW 2, d{FW4,caorr ond to the
fi rev?/al s FWs %%A}Enﬁel\!?\’ ll—;?ié X&]}hﬁg%ﬁé 5 \%ﬁaa%asggﬂnﬁ%t’ \%"t.’-o% égaencgri%a-gﬂl stores

the rmdu:—!u?é, for example, produced by the businesses 415 1, 415 2,

and 415 3 .using the personal computers 416 1, 416 2, and
416_3 shown in FIG. 64 and are downloaded through the SAM
chip 408 to the external memory 407.
10 . BAccess to the AP management storage area 42la is '
allowed only by the manager of the SAM chi_é 408 by the firewall
| FW_4.
i\Iot‘e that the firewails, FW %, FW 2, FW 3, and EW._tI"

correspond to the firewalls FW showﬂ in F'Ié- 65.

15 : The AP management storage area 421 siéores- the module
manageﬁer‘xt data 421 shown ian].:.G.' 66.

Here, the AP maxiag_.e_n_xen_t data 421 is. used. by the SAM
éhipj-ilbﬁ_. for ﬁé.naging exe‘é'qtioﬁ of the application pi:o’gra’uns_
‘AP 1, AP_2, and AP 3.

20 In the present'e;nl:-:od;_i.r.aent, th'e applicafion_ programs
AP__-]-., AP 2, and Aé_.':’l and AP maqa‘.‘gemént’ data 421 étored in
the external memory 407 _.;:.u-:e_, _ as _e:,cp‘]'.aiﬂed' .'I.ate:::,r scrambled
hy the bus :scramble unit 461 in the SAM ch:l.p408 .ﬁsing —ti_xe

" .sér_agtble key K. When read into the SAM chip 408, they are

25 descrambled using the scramble key K.




nmanagenment data 421 shown inFIG 66. Here, the AP managenent data 421 is
used by the SAM phi-p'-408 for managi ng execution .of tfiga@pR| 6@t on

progranms and AP 3, 20 In the present enbodinment, the application. prograns
AP_1, AP_2, and AP_3 and AP.managenent data 421 stored in the externa
menory 407 are, as explained | ater,18granbled by the bus .'scranble unit
461- in the SAM chip 408 using the .scranble key K. Wen read into the- SAM

chip 401j, the re .25 scranbl ed using the scranble key K. 16 August 2005
- 140 SAM Chi 7 is a functional block diagram of the SAM chip
. 408 shown in FIG 64. As shown in FIG_67, the SAMchip 408 has_an ASPS 5
-comuni cat i on E¥ief’adé anfengbbonplibkerl hiagnan oushe SaMgahinre
processing unit 462, authentication processing unit 463,
encrypt i48 ddoowptiorFLGi 16464, storage unit 465, and.CPU 466. The SAM
chip 408 is a tanper-resistant nodule. 10 Here, the CPU 466 corresponds to
the data processispwrtiit W16 of61 hets evantchily efdg s u | Xspde bus
scranmble unit 461 corresponds to the data input/output circuit of the
presgnt LONRM IOl of WA B8 fadd et £60 P B8 SOFLMSPONES: LOosERe,
signature processing unit 462, authentication processing
unit 463, encryption/decryption unit 464, storage unit 465,
and CPU 466.
The SAM chip 408 is a tamper-resistant module.
10 ' Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while the bus scramble
‘unit 461 corresponds to the data input/output circuit of
the present invention.
Further, the SAM chip 408 corresponds to the.
15 semiconductor circuit of the present invention, while the
external memory 407 corresponds to the smicohductor._s_torage
-circuit of the present ‘:i_.nvention'- '
The ASPS communication interface unit 460 is an
-inteif:—ice used for input ;:ln'd'qutpu.t. of data with the ASP
20 server 406 shown in FIG.- 64.
The bus scramble unit 461 scrambles data to be written
~in the extérﬂal memory 407 and ngqrambles data _iead froiﬁr .
the external memory 407.
That is, the external memoz‘:y”dd']r stores data in a

25 serambled state.




15 sem conductor circuit of the present invention, while the external
menory 407 corresponds to the sem conductor storage c!rﬁyg&ﬂgfz&ﬂﬁ pr esent

i nvention. The ASPS communication interface unit 460 is an i nterface used
for-input and output of data with the ASP 20 -server 406 shown in FIG -

64. The bus: scranble unit 461 scraphles data to be witten in the external
menory 407 and descranbl es data read fromthe external. nenory 407. That

is, the external nenory 407 stores data. in a_25 scranbled state. 16
August 2005 14Pe PIRIREFTFIRET nhdPhes RS dHte 464 (Wi R& 11 be
explained in detail later. The signature processing unit 462, as explai ned
| ater, gFRARedAnidabaitelaherverifies a signature when 5 downl oadi ng an
application program through the Internet 410 and when executing an

appl i cati on progs afignitereuphecss shhdy amilt 062 $ St N @gxpiliati ndd31 ase£xpl ai ned

| ater perforns nutual authentication with the other party when downl oadi ng

an_appl igRdd@fedr L0 2ghh hBH Oind Dok DE £EHES silghdddrd Ouidle external nmenory
407. The encryption/decryption unit 464 encrypts data and -decrypts

£ L LTI S SIS B5h P BRI W SA blaEek 0 necesoar
A ahd when executing an application program. —
The aut_hentication processiné' unit‘463- as explained
later performs mutu.al authentication with the other party-
whén downloading an application program through the Internet
10 410 to the external memory 407.
The encryption/decryption unit 464 encrypts data and
_l-déc-rypts encrypted data.
. The étorage unit 465 for example stores the data
-néées-sary for the processingr of thg VCPU 466.

15 The CPU 466 executes the ap_pli'cation programs AP 1,
,Ap__é, -and AP_3 while accessing the external memo:éy-_40"7
through the bus scrami:]_—.e unit 4611. and performs various
.Isroces'sing corresponding to ;t.lxel services of the SAM chip
. 408. |

20 - Next ,.th,e procéssi,ng of the 'bﬁs seramble unit 46]_. will :

" be .é;:piaine‘.\'d in detail. |
Note that, in the présenﬁ em?jodim_ént, the cé;e i:-)fr use
df-l the bus sé;‘amble unit 461 when accessing .tl;e -ext‘erna.l':-.
meﬁo:y; 407. is illustrated, but .the bus 'gcragﬁble unit 461 7 '

25 c¢an also be applied in the case of inputting and cutputting




15 The CPU 466 executes the application programs AP_1, AP_ 2, and AP_3
whil e accessing the external nmenory 407 through: the bug W@ unit
46-1. and perforns various processing corresponding to the.” services of the :
SAM chi p 408. 20 25 Next, the processing of the -bus scranble unit 461 wll 5

- be explained in detail. Note that, jgythe present enbodi nent, the case of
use of the bus scranble unit 461 when accessing the -external nenory. 407
“is illustrated, but the bus scranble unit 461 can al so be applied in the

" case of FHFUHIHY BhR Sutpide iy avetiRmisTAN e 4408 gEhEew@R 2R he out si de :
by anot her SAM chip 408 - through an 1/0O bus etc. The bus scranble unit 461 :
encrypt FAhdwatat¢nput from the CPU 466 using a predetermined scranble
key K, then wites .5 it through the bus 419 in the external nenory 407.
Further, the s bosagsbrambhaturditd 4dAceypigpthctigaidata eaguthFpagh t he bus
419 fromthe external nmenory 407 using the scranble key K and outputs- it

to the Gld 66 468455 a e tdBnilMEd @RGP 0ReP I FOC enkangteal the
encryption algorithm use y the bus scranmble unit 461 is made Nc, while
the datg dusg i Afe 1hies Pifo 4D Life B Nu1 baddly f 204 O Ng -
- Furthér, the bus scramble unit 461 decryp-té the data -

read through the bus 419 from the external memory 407 using

the scramble key K and outputs it to the CPU 466.

[Address Spacel

10 . The encrypti.én block iength of the encryption
- algorithm used by the bus scramble I;init 461 is made Nc, while
the data bus width of the bus 419 is made Nb. In the folldwing
example, consider the case where Ne¢ is a whole multiple of

Nb, that is, a whole number n (=Nc¢/Nb) .

15 Note that the address 'sp_a_ce of the CPU 466 (add:_:ess
space in SAM chip 408) and thg address ‘space used when the
bus-- s_crfamble ugit 461 -aclcessre's the external memory 40']
(hereinafter aiso _ref’e-'r‘x;é_d to as the "external memory address
-space") c_i;}f_fér due to the addition of _parity and sc&'r;g'mbling-
| 20 | of the acidress .
) : T-}lf:_--réfore ‘ the bus scramble unit 461, as -'shownrithl FI'G.._ )
' _68., cdnw:;e:r‘;ts' an acidrc.;.ss 'CéU_ADR 1nput _frém{thé C'l-f’U‘ {!66- (first
address of Ehe_ present invention) to an a&dress. MEM ADR of
th_é 'externa_l Memoi:y address 'sPac':e (seqond_addresg of .the 7

25 prese-nt invention}) using a predefined map £ .(addres.s



15 exanpl e, consider the case where Nc is a whole nmultiple of - Nb, that
~is., a whole nunber n (=Nc/Nb). Note that the address q@qgghﬁﬁxkge CPU 466
(address space in SAM chip 408) and the address space use en the bus
-scranble unit 461 accesses the external nmenory 407 (hereinafter also
referred to as the "external nmenoryjgagdress space") differ due to .the
addition of parity and scranbling 24 of the address. Therefore, the bus
scranble unit 461, as =shown in FIG 68, converts' an address CPU_ADR

i nput f roOPRYRESERY 2bgorithrl Thedhussseraphlepunibnd6lnvansi 5hP. to an
address MEM  ADR of the external nenory address space (second address of
t he 25 prddeass|iMEMnBPBnioustagsa phedektaedahapehofnddPéss 16 August 2005
- 143 conversion algorithm. The bus scranble unit 461 uses the address
MEM_ ADR tO0 acress nialpef )xficar aRbmpRapras 488wnTid FTMmMpPsd, ifs0se€xaapl e, as
shown in FIG 69, is defined only when the address al, which is an address

CPU_ ADRyniy whed! thR0adgtedb=0) ; Ep{cﬁhfsoaneadaggggs(sf»ﬁmhhe gxternal
menory 407 1s accessed by f (a2--(a2 mod Nc/ Nb)). Here, =x nod y" is the

remainder, Aft eh | @, DG y. r e 461 reads
and 3m|té§ Jg%é.ﬁft thgggx%%§ﬁ$ ﬁ%%n%$§r§%% §£ 3%? eg?’a%‘f"neﬁencrypt|on
bl'ock lqunh 407 is accessed by £ (a2-(a2 mod Nc¢/ Nb)).

Here, “x mod y" is the remainder after dividing x by

That is, the bus scramble unit 461 reads and writes

10 data with the external memory 407 in units of the encryption

‘block length Nc.

Here, when Ne/Nb=n and the smallest whole number of

n orimoxe is m, the bus'scramble unit 461 performs

transactions accessing the external.memory 407 through the’
',15 bus 419 (data inpqt/outpuﬁ transactions of the preéént
invention) in units of m number of tran#actions.
tCopfigﬁfﬁfian éf Bus Scﬁamble Unit 4611]
FIG. 70 is a functional block diagram of the bus
-scraﬁble-unit-éﬁl.

: 20 As shown i'n.-_FIG.r- 70, the bus scramble unit 461 hag
an énctyption unit-431f decryptioh unit 432, addrgss. |
management unit 433, s_c-.rambli.a key rm:;lmag'enier':t unit 434, pz'u:'i‘.l;i
processing unit 435, pipeline p;ocessing control unit 436;7

_wqu'memo¥j‘437,.andcogtrol unit 438.

25 -.The'encryption-unit:431 enqiybts data ihput from the



Here, when Nc/ Nb=n and the snallest whole nunber of n or nore is m the
bus scranble unit 461 perfornms transactions accessing {ggudext gigkal nmenory
407 through the, 15 bus 419 (data input/output transactions of the present
~invention) in units of mnunber of transactions. [Configuration of Bus
Scranmble Unit- 4611 FIG 70 is a fupgyional block di agram of the bus
scranbl € unit 461. 20 As shown in FIG 70, the bus scranble unit 461 has an
encryption unit 431, decryption unit 432, address nmanagenent unit 433,
scranbl KBy HR1FERENR PRPEeksRmingd] sgrpubteskéngKuni t 435, pipeline
“processing control unit 436, work nenory 437, and control unit 438. 25 .
The encrypti orfberdecu@itieomrypts 432 adeappbts rdatd heedd Mugusth2005 144
"CPU 466 using a predeterm ned scranmble key K The decryption unit 432

decr ypt sexiedensPatletio oy 408 uekh§r BRE . pABAREN ritDiedlSiS8adihfe PEEGEt €r M ned
scranbl e key K_ The address managenent unit 433 converts the address CPU_
ADR i nput_fromthe CPU 466 to the address MM ADR expl ai ned above. The
scranbl e key managenent unit 434 manages the scranble key K used at the

encryption unigy 431, and decryption tnlO . nit4t3£432 and,_suj tabl%‘aswi tches the

scranbl e key K. The paritly processing unit 2358485 patie Fe5t o

CPU_ADR input from the CPU 466 to the address MEM ADR
. explained above.
The scramble key management unit 43‘4.manages the
.-scramb.le key K used at the encryption unit 431 and decryption
16 unit 432 and suitably switches the scramble key K.

" The parity processing unit 435 adds parity data to
the data to be written in the exi:ernal memory 407 ;'and' verifies
the parity data added to data read from. the gkternal ReEMoOry
407. |

15 : r']..‘he pipeline proces-sing-i control uni';t 436 divides the
, _‘prdi:essin'g_pf the bus sc'x-:amble unit 461 into a plurality
of stages and controls the sys_teli_l s0 that_ the I;ipéli:;xe
procéssing is berfprme_d in unité of stages.
The work memory 4-3'_77 is used for the procéséing of the
20 bus scramble u'ﬁit 46:1." | |
e T ‘Tile control uni_t 43.8- 'qoqipréhensively controlé_'the
“brocgssing of the bus scramble unit 461.
[Write Operation tc 'Extgrnaj. .Memory"l 4071
) FIG 71 is a view for gxplain_i‘ng'the opérai;‘,i{;n of the -

. .25 bus scramble unit 461 when the -CPU 466 shown in FIG. 67 writes




the data to be witten in the external nenory 407 and verifies the parity
data added to data read from the external nenory 407. {padhet Po@e! i ne
processing control unit 436 divides the processing of the bus scranble
unit 461 into a plurality of stages and controls the systemso that the

pi peline processing is perforned i_niysits of stages. The work nenory 437 is
used for the processing of the '.20 - bus scranble unit 46.1. The control

unit 438 ,conpr.ehepsi vely controls the grocessing of the bus scranble unit
461, J V@?gg EﬁeF§F|8ﬁtF5“a EREEPEY 497Menory 407] FIG 71 is a view for
‘explaining the operation of the 25. bus scrambl e-unit 461 when the CPU 466
- shown in FIG ’S?‘gwr?? e5s 1% ﬂ@uﬂha@m;m@wlaécmnign thiec oprtretiain menory
407. FIG 72 is a flow chart for explaining the operation shown in FIG

71. StepsBI%O1in5FTe TRU 466 outputs to the bus scramble unit 461 the

data DATA to be witten, that is, "d32", and the address CPU ADR, that is,
"a3". That datgrep3@f46s-Wwitten in the work nenory 437 showmn in FIG. 70
of the bus scranble unit 461. 10 Step ST402: Wen Nc>Nb, the address

management U“'hé&@p@“@d@ dt'ﬂtputs to the bus scramble unit 461 the
data DATA to be written, that is, "d32", and the address
CPU_ADR, ﬁhat is, "a3w, |
. That data "d32"' is written in the work memory 437 shown
in-FIG.- 70 of the bus scramble unit 461. -
10 | _‘ Step ST402:
| When Nc)Nh_, the address management unit 433 shown 1n
_FIG, 70 uses the address "a3" to £ind the map f (a3~-{a3 mod
-!.ité/‘bi'b)')., that is, the map £ (a3-1) and uses that map £ (a3-1)
a.'sj the address MEM ADR of the external memory address spdc-e.
15 | ' Step ST403:
The control uxut 438 shown in FIG. 70 uses the address
‘MEM [ ADR. f (33 1) obtazl.ned at step ST402 to read from the
| external memory 407 the encrypted data block e ({Xl XZ})
'~'and wrl:l.tes this in the work memory 437.
i éo o step,sw404:
| The decryption unit 432 Shown in FIG. 7d decry;its- the
. data b]p’ck e ({X1, X2}) read 'fx;qmr the ﬁérk meho;:y ,4.37 ‘tQ'_
- ,g;anerate the data bldck {Xl' X2}. Further, the parity L
-'processzl.ng unit 435 uses the par:l.ty data added to the data_

25 block e ({Xl XZ}) for par:.ty processlng, then wrz_tes the




FIG 70 uses the address "a3" to find the map f (a3-(a3 nmod Nc/ Nb)) ,
that is, the- map -f (a3-1) and uses that map (a3-1) ag AbRspssisess MEM -
- ADR of the external menory address space. -1.5 Step ST403: The control unit
438 shown in FIG 70 uses the address MEM_ ADR f (a3--1) obtained at step
ST402 to read fromthe external nmenory 407 the encrypted data block e ((XI,
X2)) and. wites this in the work nenory, 437. 20 - Step ST404: The
decryption unit 432 shown in FIG. ‘7@4&ecrypts the data block e ((XI, X2})
read fromthe work menory 437 to generate the data block (X, X2).

Further, daeapbBilotk PEAGex2}Nggdint iA3ThESGS rkNfeRB! % data added to the
dat a 25 block e ((XI, X2}) for parity processing, Pfen wites the 16
August 2005 - I1dfep gtp,a@5bl ock (XI', X21 again in the wor k nenory 437.
Step ST405: The control unit 438 rewites the 41X2" corresponding to the

address "a3" ing | ock ( X2 correspondl ng 5 to the address
r ead fromthe wor% crr(gr?rét)]?(’f %‘@%| Sfedhpp'&d “t sorre swondd ndat a

11d32" 1_7(96"%terat t he gata block (X, d32} and wites this in the work
menory 43 £66: “FA6 Parthe datacebechg Xini K243B6ogerepandinghe parity

10 data of t he data bl ock (X1, d32}. Step ST407:
to the address read from the work memory 437 and already

- decrypted to the write data "d32" to generate the data.block‘
{xX1, d32}‘and'Writes this in the work memory 437,
Step ST406: |
| The.parity processing unit 435.generates the parity
10 data of the data block (X1, d32}. |
Step ST407:
The encryption unit 431 encrypts the data block (X1,
d32} read from the.work'meﬁory 437 hsing tﬁe scramble kay
K,‘ |
- 15 3 | Step ST408:
. The ¢ontrol unit 438 ‘m:ii:e'sr the data block (XL, d32}
at ﬁhe-addfess,MEM;ADR'f (a3-1) of the external memor& 407
and'ﬁrites pa#ity'oata generatedfat stép ST406 in a
predetermined area of the exterﬁalrmémory 1407.

'.__?0 | : Note that the control un1t 438 judges if the address
next 1nput from the CPU 466 is "a3 =1 before encryptmngrthe
"data block at step ST407. If %“a3- 1", it rewrites the data

‘:'block X1 by the write data, then encrypto it -and writes 1t

1n the external memory 407 .

25 af, .Dﬁe-to‘thisl itris possiblEQto reduoé-the.number of




The. encryption unit 431 encrypts the data block (XI, d32} read fromthe
wor k menory 437 using the scranble key K 15 Step ST40ﬂ;AJ§1gtg@mgrol uni t
438 wites the data block (X, d32} at the-address: MEM_ ADR f (a3-1). of
the external nmenory 407 and wri tes parity data generated at step ST406 in
a predetermned area of -the external memory 407. 20 Note that the control
unit 438 judges if the address next input fromthe CPU 46.6 is ''a3-1"
before encrypting the data block at b#ép-ST407. If '1a3-1"., it rewites
the data block XI .by the wite data, then encrypts. It.-and wites It in
the exter retierenior yHED 1o 2 e WOLENNG £ T sible.to reduce the nunber
of 16 ‘August 2005 - 147 steps in theécases ?CQQQ T RPTO STReRssi ve

addr esses. Furme_-rbheeive@‘)g}leq,\g data a data Ien Nb in the
external memory 407, the contr 4 duTH"H1 % g'ﬁ'yféatlﬁo by the
data of (Ng &Rd o I n_data data 5 Iength No t hen encrypts it
and wites |t |ng&he ex I@?‘ﬁg §ewtmﬂapnn§ 438 sfforaepeampba, of a
data | ength ext.er nal rrermry 407 is assigned even to data of a

' t
. data | engPﬁdﬁbdafﬁ J[;I1'§e‘<:;1 I'—‘i‘%?ﬂB& isiNENE hor pb4@7h data of the data

5 length Nc, then encrypts it and writes it in the external

memory 407.
That is, a storage area of a data length Nc in the
external memory 407 is assigned even to data of a data length
Nb.
10 [Read From External Memory 407]
FIG. 73 is a view'for‘explaining'a.read.operation from
‘the external memory 407 to the-bus scramble.unit'461.
FIG. 74 is a flow chart for explalnlng that read
: operatlon
15 - - Step ST411:
The CPU 4166 outputs to the bus scramble unit 461 the
address CPU ADR "a3" to’ be read from,

Step S1412:
When Nc)Nb the address management unlt 433 shown in
.__%0 FIG. 70 uses the address "a3" to find the map'f-(aB—(aB mod
Ne/ Nb)), that is, the map £ (a3 1),'and uses that map £
(a3 1) as the address MEM [ ADR of the external memory address.
ﬁspace ’ )
Sﬁep ST@IB{
25 | A jfhe /CPU 466 shown in FIG. 67 ﬁsgs the adareas'_m,mn




FIG 73 is a view for explaining a read operation fromthe external nenory
407 to the bus scranmble unit 461. FIG 74 is a flow chgriudiRf 2®ep! ai ni ng-
that read operation. 15 Step ST411: The CPU 466 outputs to the bus
scranble unit 461 the address CPU_ ADR "a3" to be read from Step ST412:
Wien Nc>Nb, the address nmanagerment bfh®t-433 shown in . 20 FIG_ 70: uses
the address to find the map f - (a3 (a3 nod Rd/ Nb)) , that is, the nmap f

and usest t E-TRRBta{@dd 42 stdS &PL0RIEL eSS NEMe ADR-P ke ext er nal
menory address. -space Step ST413 25 The CPU 466 shown 1h FIG 67 uses the

addr ess NMEM AR, ety 51 (835 ai ped at, step,ST402 to
read the encrypte%)6 (sch%%%%g)edgﬁ%3£fd§§2é9(%%%?,Q§§2?Tt?F%%%the ext er nal
- menory 407 and jtes . this in the work menory 437. Step_S$ST414: 5 The

decr ypt "5H At t‘i’%?%%%’-ﬁs F’f‘&SWdE‘&?y‘ﬁ?ékt‘h%mﬁﬁét 3%t ock e ({d31,
d32})- read fromthe work nenory 437 to generate {d31, d32}. Further, the
parity processit®P 414435 uses the parity data added to the data block e
((d31, d32 }) for parity processing, then wites the data block (d31 , 10
d32}5 agai n- i n Thise dgenivpridipor pnd 87432 shown in FIG. 70 decrypts the '

data block e ({d31, d32}) read from the work memory 437 to'
- generate {d31, d32}. Fgrther, the parity processing unit
435 uses the parity data added'to the da£a block e ({d31,
d32}) for parity processing, then writes the data block (d31,
10 d32} again in the work memnory 437.
| Step ST415:

The control unit 438 fetcheé the-dat-é. “d32"
ICOrrespdnding to the CPU;ADﬁ,FaBﬁ inthqAaata block {431,
a32} read from the work memory 437 and alréady decrypted

.15 and cutputs the same to the CPU 466f |
That is, it fetches the “(a3 mod Nc/ Nb) +1" th data
{'iﬁ the d@taﬁlock_ahd-ouféuts itiﬁo the CPU 466.
 {Managamént of Sc%émble.KEYJ |
The sCramblelkey managéﬁent unit 434 shown in FIG.
'?0- 70:mahaggs a Scféﬁbie key used in the.eﬁcryptionunit 431
‘amvi' decryption unit 432 as follows. |
,$he-sqram£lé keyrméhagemEnt unit 434 may use a
Hifferent key for e#ery'adareSS‘inlthe external memory 407.
_-rhérefo:é, it is-ng¢e§sary£9.héld gAp;urali£y of scramblé

;25 ‘keys. One examplé-of the method for this is shéwﬂ'beloé.




Step ST415: The control unit 438 fetches the data "d32" corresponding to
the CPU_ ADR "a3" in the data block (d31, d321 read frgmugaet ¥k nmenory
437 and al ready decrypted 15 and outputs the sanme to the CPU 466. That is,
it fetches the " (a3 nod Nc/ Nb) +1" th data in the data bl ock. and
outputs it to the- CPU466. - [Manageasnt of Scranble Key.] The scranbl e key
managenent unit-434-shown in FIG .20- 70 manages a scranble key used in

the encrypti or]I un| t 43 decr tion unit. 432 as foll ows. The scranbl e
key nanagenent Lf“?%’ Yd‘%% gement Hih 434y RErSRRER imFdfess in the

ext ernal _ menory 407. Therefore, it is necessary to hold a plurality of
scranbl 672: 55%5es DRIWEhHFE chfsqnmrhia My s 6 + K2 PadsKdwn Ibel ow. 16
August 2005 149 The scranbl e key managenent “unit 434, as shown in FIG

75, st orsseibchesr e theyfusseh apbbediegs tilthe Kjdaegs K3onl tthesWiPiches t he
key used according to the address fromthe CPU 466 and outputs the same to
the encrq@éisdusutpdBd ohd Sadlectypth@nNenBi{phddn SReEi ABtakhy, wheén
accessi ng the address "al", it uses the scranble key K1, when accessing the
addr ess d@ryptioNSesithgsgcranbl e key K2, and when accessing the address
"a3", it uses the scranble key K3_ 10 Further as shown in FIG 76 t he

Corert ation Clégéjé}.flcally, when access:Lng the address "al', it uses
the scramble key K1, when accessing the address "a2", it
uses.the sceramble key K2, and when accessing the address
;aﬁ", it uses the scramble key K3.

10 .- Further, as shown iﬁ FIG. 76, the computation éircuit
434a in the scramble key managemeht unit 434 performs
~Processing using the key Ks forming the class and the address
'input from -the. CPU 466 and outputs the computation result
as the scramble key K to Ehe encryﬁﬁion unit 431 and
15 decr’y-pt;-i.op unit 432. |
| Tha'tr qomputat‘ion may includeA encryption or decryption
of a bédding address ﬁﬁmber by Ks, findipg the exclusive
OR (Xpﬁ), or étherlcomputatioﬁ-
Fu;ther, the bus scraﬁble ﬁnit 461 may hold the
' 20 scraﬁblé kegs at a prgdetermihed iocation of the'bds and
inéut the scranmble key correspénding to the a&ﬁxess_issﬁed
by‘thé CPU 466 tﬁrough that bus. In this case, .since the
-p.data'bus fbr-t:&gsmittihg the scramﬁle kéf ie the same as
} i;.he bus of the b1_1.9 scr;'almbler ‘ c‘ént’rc;iJ.-. by a memory .cont_r'olln-eri

25 becomes necessary. The location for holding the scramble




434a in the scranbl e key managenent unit 4.34 perforns Processing using
-.the key Ks formng the class and the address input fr _ 466 and
out puts the conputation result as the scranble key K 9§U¥E§S§%%byption
~unit 431 and 15 decryption unit 432. That conputation may include
encryption or decryption of a paddifig address nunber by Ks, .-finding the
exclusive OR (XOR), or other conputation. Further, the bus scranble unit
461 may +20 e, at._a er m.ned i.on t he bus
and inpa%g%ﬂg&ggF%Hgﬁgkgggecéggééﬁbﬁﬁi%ggggg%ﬁéggglré%gfgég'e %%by t he CPU
466, through that bus. Ipn this case,-since the data bus for transmtting
t he scréﬁ’rﬂ?e‘ée‘?‘?%‘cf%eo‘game &SP tRe BAseBFUFRethBsSSErEAbY e PE 5gﬁt rol by a
menory controller 25 becones necessary. The. | ocation for holding the
scranbl ®atd: Aguche o - Ylgp k@eyds nepcrerhadwhére Erangeost bevsi de of
the SAM chip 408, but if outside of the chip, to. ensure the security of
the patdnad ciddwymted,at hdh&eyins eficaypiedl bytatheahspostrhample. and
decrypted at the tine of arrival at the bus scranble 5 unit 461. The bus
scragbl st tac461 Thel Bast BeriaBhepani kegl Hdldd et traalsphaidwake- or
software. In the bus scranble unit 461, however, even if changing the
scranbl § Kahd o8 Wr Atk Bosed NPHt sbELPRERe CPU 466, if continually

accessing a certain address, the possibility 10 rises of the. scranbling
Of‘ the addr ess.(naizﬁg bQ.‘le.."! ggrg%&gzggit 461, however, even if changing
tixe- :;:cramble key for each address input from the CPU 466,
if continually accessing a certain address, the possibility
10 rises of the scrambling of ?he address area being analyzed
by spending some time. ‘Therefore . f.he scramble key is not
7=a copstant one.. It is made variable- by a technj_.que_ as shown

 below .if;)r example .

" The scramble key management uﬁit 434, for example,

'1-5 _ caqs'es the gelieratio_n of a random. number when powering up
- the SAM chip'40:8 or the like so a‘é to generate a sqraﬂb_le
; _ _:k.ey. ‘Thérs‘c.ramble kgy‘bgsicallj r;eéd only i?e known by. the
E ﬁué scrambler, so the proialems of delivel-:_y: 'o'frth,e key,
.:-s-ync.hronization, ete. do not 'ariéé-
20 . Eur:tvhex, the scr;at;ipble kéy manég‘.ement unit 434 switches
. the.'scrémble key used-f-of-everyZ access to the"ezite;nal mémo:-:y
407. In -thj._s casle, itis .ng’cessary that the key for enc;yp_ting'
data alre#dy in f:__he e;ctei:na.l_ mémory 407 and the éurrently"
-' 'hc._al'd; kéj{ hct be ,thé same.. |

25 _ ‘Theréfo_re.,. for example, the scramble key. is updated




. addr ess addireds omaiher£hh) 466. cpg b8k, The bus scramble unit 461 accesses

by spending sone tinme. Therefore, the scranble key is not a constant one.
It is nmade variable by a technique as shown bel ow for &% Lgﬂﬂﬁﬁe scranbl e
key managenent unit 434, for exanple, 15 causes the generation of a random
nunber when powering up the SAM chip 408 or the Tike so as to generate a
scranble Kkey. The scranble key basieal Ly need only, be known by. the .bus
scranbler, so the problens of delivery of the key, .-synchronization, etc..
do. not arise .20 . Further, the_scranble key managenent unit 434 switches;
the- scrafTRORRYIUsEES 147 808rF1Gccd8s to the. external nenory - 407. In
this case, it is .necessary that the key for encrypting data already in the
ext ernal - nenokdy] 4Freamdceietéory vnitydhklicpoedys tbe datahed3” Samm 25
Therefore, for exanple, the -scranble key is updated 16 August 2005 151 -
as shownthen C¥EG 4647, awldi F& Gthé9bufglbcramhbheeenniypibdn inputs4dhe nputs t he
data "d31" from .the CPU 466, while the bus scranmble unit 461 inputs the

the address. 'If (al)".of the external nenory 407. [3]: The data "e ((dl,

d2})’s i's read fypm+e aﬂg@ééaﬁxfu&a‘!,ﬁt%sih&s&sagathgﬁgaa)ée%g? to the
decryption unit 432- 10 [41: The decryption unit 432 decrypts the Qata "e

. (.(dl’ "f (al)" of the external memory 407.
[3]: The data "é ({di, d2})" is :ll:ead from the address
"f (al)" of the external memory 467 to Ehe'de‘cryption unit
- 432 |

10 L[4} : The decryption unit 432 decrypts the data “e ({dl,

d2})* to generate the data "(dl, d2}".

At this time, the scramble key management unit 434

seleCts the s"cram}:;le icey K1 ,‘ while the dec,:rypf.ion unit 432
lperlfroms decryption using the scramble key KI1.
15 . fﬁlrther, rewriting is p'erfo;;med by the data "d3", and
the d_lata‘"{_dB, d2}" is generated. |
- [51: The bus s.cr.:‘émble- unit’ 4i61‘ .changes the scrambl;e_
| key from K1 to K2. The séramblé.keys K1 and K2 are Vali;es;.
of timers, values Btox;:e‘.d at 'the éd_dreéses, or values .
20 ' generated by random n;mber-gengtation or other technique._s.j.
E '. ‘, - [61: The .encxfj'p,tﬁion unit'431 encryp'ts' the rewritten
dat‘:a v{d3, d2}'.f-' using the .q:hahgfe'd__ scramble K2 to generate
the data e (1a3, azjy+.
{7] The déta e ({43 ,.'d'2-}')_-“' ig;.written at the -add..re.ss‘ -

25 ™f£ (al)" of the external mé;ﬂorj. 407.



d2.})" to generate the data "(dl, d2}". At this tinme, the scranble key
managenent unit 434 selects the scranble key Ki, while1E@ﬁ{%§pﬂthion uni t
432 performs decryption using the scranble key K1_ 15 ur ther Fewriting
.is perfornmed by the data "d3" , and the data 11(d3 d2}" is generated.

. [5]:: The bus scranble unit 461 chapges_-the scranble. key fromK1l to K2.
The scranble. keys K1 and K2 are Values .of tiners, values stored at 'the
addresses, or values 20 generated by random nunber_ generation_or other
techni ques. (dF2rif¥efERRsYPUmt TR Bhdsares o (Bt t 4391 data "' (d3,
d2} using the. changed scranble K2 to generate the data "e ((d3,. d2 })
[7] The data ¥Waen (Wdding data Jintio the Rxteinalemepoxrned@fidreks 25 '"f
(al) " of the external nmenory. 407. 16 August 2005 - 152 [Parity
Processpagidly PabcbysPhgeesst ngridila¥aSlinidnaicet tiag pdatiay dheat he
external nmenory 407, the parity processing unit calculates in advance the

‘parity dat Fhedladtie Hatar el S PnLsY Pin@wADEL I £4 86 phaltpaghty data 5 in
the external nmenory 407 along with the encrypted data. Due to this, when

some, Soghw%ﬁhe,o@ééie%f}laf rnf&ﬁmx? Owgfle%;&ggﬁ{lﬁ% CHE" IR rféa hYqd@d, data is

t anpere , etc-, thisis dete _ tinme o out, "whereby nore
secure executon pf g progam becomes, possihles A BILRGL odug Lo the

addition of the parity Yata o reven

. ‘in the external memory 407, data is tampered ﬁith, etc.,
this is detected at the time of readout : whereby more secﬁx:e
execqtion of a program becomes possible.

10 Further;, due to the addirtion of the parity data, even

- if thé length of' the plain text and the length of the éncrgpted

‘text are the same ,.- the address space of the CPU 466 and address

séace of the extei'nal memory 407 w"i].]; never completely match.

This is because, for example, when ﬁr;i.ting at the address

15 “al" the data "div , at the same time as :writing the Ne portion

-at £ (al), it‘.is necessary to write the parity "p.l"_ (size

‘ I'I_P)' of -th_‘e: aata ndiv soméjwhefe 1n #he external memory 407.
‘fhe parity da._tzi is sj:oi’:‘ed at any storage area in the é.xternal,‘ '

memory 40"7 in for example thé foilgw—ing case.

: 20" | _ The parity data is placed ,i-;jnmédiately next to the data
,ql:l)ltélined'by' énqrgpting the corresponding plain text. In ths.s'
-.ciaée,_ thebus scrémbie unit. 461 r_c-:ai’:ls the data "e (d1)™ from

' the address "-frr(al'-) " of the exte:.rnal' memory 407, then reads
the pari.i'.:}.f‘ data "pl" from the address “f (alj +Nc/Nb" . In

25_: - this c_aée_, the bus scramblé unit 461 does not have to perform




if the length of- the plain text and the Iength of the encrypted text are
the sane, - the address spade of the CPU 466 and addr essiéspaget Zjost he ‘
external menory 407 will never conpletely match . This is because, for
exanpl e, when witing at the address 15 "al" the data "dl", at the sane
time as witing the Nc portion at fsfal), it is necessary to wite the
parity "pl" (size Np) of the data "dl" sonmewhere in the external menory
407. The_parit ata is fored.at any staorage area in the external.
menory 2 ?‘ﬁe?%?feﬁag]r%‘f]ea?h%“? S 'ﬁéaBa’gb‘? apof ot the 34555 data i s

pl aced i mmedi ately next, to the data obtained by encrypting the

corr espondi ngFPr&PRTredn addition cdde extprnals momamp |40 uhas 461. reads
the data "e -(dl)" from the address "f (al)" of the external nmenory 407,

t hen reagsuredeipaitt yndadwearied "a fstgmadwe axddr eselukifeally £aicéiNd”. In 25 -
this case, the bus scranble unit' 461 does not have to perform 16 August
2005 - pazitgnyaspedd pasheylditonplotieurikaantie thBR dxOfudhes address _
"Further, in addition, the external menory 407 has secured in it in advance
a stprageorhga axeusinelehifdledNe HA idus dahampiNe R&d tdedalss " PL" s
~written in that exclusive 5 storage area. In this case, the bus scranble
unit 461_h per gaels ' ased qn t.he parjty. addre map fp.-
The - par %?ygggtf ggmp%'rfoi%%@m’)rqﬁ g)ﬁa%ér%gt Q‘e%?l1 d ealsrslr{mﬁc 6‘ ({déﬁ%/ss' ™95 the external
menory arl ty processing ynit 435 detects a par i)tly ] O

. VW
error, ?gghgﬁfg%ﬁl E c®d5i g sF4hks 488 eddress prd it

in the external memory 407.

ﬁhen the parity processing unit 435 detects a patity
10 e‘ri:o'r,' it halts the processing of the CPU 466, etc. to prevent
illicit procéssing of the -data. or program. Note that tﬁe
content of Vthe parity processing is not particnlarly limited:
' [Pi_.peliné. -Prdces'_si'ng by Pipeline Processing antrol
Unit 436]
15 ' In the present é.mbcsdiment, for example, under 'the
: qdntr§1 of the pipeline prdcessing control unit 436, for
' example, processing of the bus scramble wnit 461 is divided
into a plura_.lii:y of 'st;agésvarlx‘_d a pipeline is’ forn#ed using
the stages as units so as to en,ab‘ie_ the access time to the
.-‘20 éic’tern:;ii memory 407 as seen fr;nm :the__ 'CPU 466 to be shortened.
: '- ',l'hat is, when not forming a pipeline, at 1ea‘s‘t thé
t:une required for procgssihg one enc_rypf:ién block is re;’quii:e_.d,
- Vfor-.o_,ri_e access of the memory from the CPU 466 to the external -
.  memory 407.

25 For e;xamp_lé, if forming a pipeline for thi_a ,pro-ce;-ssring




il1licit processing of the data or program Note that the content of the

parity processing is not particularly limted." [Pipeli | ng by
Pi peline. Processing Control Unit 436] 15. In the preé@ﬁ?ﬂgﬁg%%?%ent, for
exanpl e, under the control of the pipeline processing control unit 436.,
for .exanple, -processing of the busiysgranble unit 4.61 is divided. into a
plurality of stages and.a pipeline is fornmed using the stages as units so
as to enable the access tine to the 20 external nenory 407 as seen.fromthe
. CPU 466&%%@“‘&% YohBE. STRaAPRTe Uit f Sl ni IFFPRGPACHi ek eread | east the
time -required for processing one encryption block is required. for -one
access. grstneiigm9f fdata tok- dpe) addresst helbxierwadl byetbeyCRO7 25 For
exanple', if formng a pipeline for the .processing 16 August 2005 - 154
per f or med éhy fous egempibl, ewbian t thks THUN 486Cc oedaases vdi ta o @alighekr uct i on of
data of the-address "al" issued by the CPU 466, for exanple, when the CPU

466 r equRBlreSHicdndfimdigl 'froﬂtdﬂﬁgsédéﬁéé_gnws'b}r %%@:%Begéﬁ%ess "al”
by program codes 5 etc., if the bus scramble unit 461 réads in advance the

dat 2, of dihe add 6S s (AN Mok AUKST £ LDS. LSRR thdl 502551 DLE to

- elimnate the overhead of the encryption ryption processing. For
exanpl € ol GO AAING £ 12,4335 WFLC 020 LHE 240 LL0R.EOlLh )R, memory

access I's I gnored, encryption
it is possible to eliminate the overhead of the encryption
and decryption processing.
. For example, if considering the case where when the
10 time for the memory access is ignored, encryption of each
;data is performed in three rounds such as ﬁith triple DES
ox the like, 1 clock is required for one round of encrypﬁion, _
and-Nc/Nbﬁl,-the CPU 466 issues instréctiqns designating
the addresses "al", "al+l", and "31{2" for ieading data
15 consecﬁtively from the external memory 407.
- At this time, three rounds of deqryption become -
nécesséry , and th-z;'ee ciécks -are ?‘eQuire_d; for_ decfypting each
data.
If pipeline processing is n-ov-t:;pe-':r:;fi'cn‘:mﬁ:é:i.r as shown in
20 -FIG. 7oA, thr,eg.--'ciocks,afﬁer the CPU 466 issues the first
réaﬁ‘inét?ucqion, Ehe data "e3 (dij"ﬂread.fromAthe“external
" memory 407 u%ing the add_re.é-_s "&1_“ is-decrﬁted three tit;teé_
 to obtain the _ciatg "dl®" which is then inpﬁ£ to the CPU 466.
.Ngxt( affer #nothef fhree clocks, the data “e3 (d2)* readl

25 from the external memory 407 using the address “al+1® i#




~issues instructions designating the addresses "a

data is performed in three rounds such as with triple DES or the like, |
"clock is required for one round of encryption, and =1 CPU 466
hﬁﬁiﬁpqusgééyg'al+2" for
readi ng. data 15 consecutively fromthe external nenory 407. At this tine,
three rounds of decryption becone negessary, and three clocks-are required
for decrypting each data. If pipeline processing is not. perforned, as
shown in 20 FIG 79A, three clocks after the -CPU 466 issues the first
read -idscrvketednthree gomes "3 qiain thepdatpohd2t hehéghetpiathenory 407
using the address "al" is decrypted three tines to obtain the data "dl
which isnphente nthe ARY Hies . BRWE4 66 £ teMexhothétethraaothecks$ hredee cl ocks,
the data "e3 (d2) " read 25 fromthe external nmenory 407 using the address.
"al +1" h5+16-A90Ust) 2088ad £Pém Ql@&félié‘i;@&nihfrﬁ‘&néh?&ﬁoﬁ w&hiqi vnd he data
11d2" which is then input to the CPU 466. Next, after another three
cl ocks, _ k& aliaq:83 3. I romLhe ral DL V3407 l'ng the
addressaaggﬁig i%lagcrﬁgt%%c%ﬁgpé&t Pﬁ%égt%ﬁg %a‘?‘%? e at%h% c'i'%ll% which is
then inpyt,.to the CPU . 466. .That is, ,all of t data "dl" , "d2" , and 11d3"
i s i5npu'tpggto"¥‘ﬁ‘éﬁd5fﬂ SBE"nitH uI‘:-‘I ci):é’kst%gf tcg?frU t‘%(;%’CPu 466 issues the first
read instruction. As.opposed to this, in the present enbodi hent, the 10

pi pel i ne procBRaFrigs cGrltr 8F Ghrtda Vet vhangetfy pt Forrput

to the CPU 466 nine clocks after the CPU 466 issues the first
read instruction.
As opposed to this, in the preséﬁt-emboaimenﬁr the
‘10 pipeline processing control unit 436 converts the decryption
prbcessing of the decryption unit_432linto pipeline
zéroceSSihg in Ehree stages as shown in FiG. 79B using each
" round as a stage.
'Due to this, on the other hanq; while it takés three
15 ‘clocks from which the CPU 466 f'i.;:s'tr issues a read instruction
for the data cOrrespbndihg to the address dal" to be input
to the CPU 466, subseéuéﬁtlj dﬁta dérr65ponding to the
"add£653g§ “él+i"'agd "al+2" are input sucéessively ﬁo tﬁe
;CPUL4GG-évery/clock.
20 : bue to this, all-bf_fhé-data~“d1", ﬂdé“,land:“d3“ is.
_ihﬁﬁt to the CPU 466 fivé clocks:after the CPU 466 firsé
' igﬁueé é‘read instruétioﬁ.,
Note that, when the CPU 466 lzgqués_t.s da;.ta of tht;e add_res.s_ :
‘ “aZ"Ifar~f¥om_the éddress “al".after-"al“, thé data on. the

25 _pipeiin’e is discarded and the data of the addresses Taze,




processing of the decryption unit 432 into pipeline :processing in three
stages as shown in FIG 79B using each round as a stage.adgustdg@st his, on’
the other hand, while it takes three 15 clocks fromwhich the CPU 466 first
issues a read instruction for the data corresponding to the address "al" to
be Input to the CPU 466, subsequenfdy data corresponding to the addresses
al . +1" "and "al +2" area i nput successively to the CPU 466 every ' clock.
-20 Due to this., all of the data -"dl." , "d2" , and -"d3" is input to the
CPU 466 "A2#d "cl-ocks @acdeed Hon (e 4589line - i ssues a read instruction. Note
that, when the CPU 46.6 requests data of the address . "a2"' far fromthe
address "al" [Adfress ‘Sgiramblchdyldiddmess MandigenmeinieUnie: i433) scarded and
the data of the addresses "a2", 16 August 2005 - 156 - "a2+lis packed in
the pipeline. whaddtaes sisr aHile 408 Adasse diin agemte dnide 433l Wien the

SAM chi p 408 repeatedly accesses specific consecutive address areas in the
ext er Naly oM i19Q7 addrel PEHUES ﬂpsﬁié)lécéé}rmle%&o%f foFeri@in extent

that this .i's a subroutine or array. If an array or her data, it
bec Sk Lt gck t btai n, ben f|C|aI cri for the
ope?ggfl nggglﬁ%e) 0(fi‘aighﬁb q'-f g)usf%g he aatta o]t i o) ai?/tba%'f in the

present enbod " the addr ess
p u.jbrou ine or array. If an array or other data it becomes

easy for an attacker to obtain beneficial (critical for the
operating sic_ié)‘ dai:a by focusing the attack ;:_:vn it. |

To avoid t_his, in the present embodiment, the address

10 bus between the CPU 466 and SAM chip 408 is passed through
_the bus scramble.unit' 461 and the address mhag@ent unit
".433 is me.de to :sé.ramble_ the addresses as well so as to make
1t pds'sible to prevent acceess' to consecutiﬁé areas in the

external memory 407. This scrambling correésponds to the

15 --_above-.-men'_t'.ioned map £. If ﬁot -scramb'ling the addresses, the
mep £ becdmes a map of onj.y the areas secured for Ati"ie_l :pe;rity K
_ data.- Efor«éxample' *Ya € [CPU addrees space], f£(a) = (i-l—p) a".
'l Here, p 1s the alignment Siie- of the pa;ri'ty _da'ta.
N‘eict,l the o{re‘rall opei:at-ioﬁ of the com:znut_x:i.ca_ﬁiqn‘
20 system 401 ‘show‘n in E‘i.G. 64 will be explained.
| FIG 80 is a view for explaining the 6irgrali operation
,-,°f the qomlin‘uni‘lcation system 401_3}16!{;1 in FIG;‘V 64 . -

Step ST431:

~ The businesses 4,15_1 to"4,1"5_-_3 or a party requested

25 by these businesses produce the application ﬁrpg::ams AP I,



10 -bus between the CPU 466 and SAM chip 408 is passed through the bus
scranble unit 461 and the address nanagenent unit 433 |s nad%g® scranbl e
the addresses. as well so as to nake it 'possible to PJV@W L %ess to
consecutive areas in the external menory 407. This-scranbllng corresponds
to the 15 --above--nentioned map f.;94F not scranbling the addresses, the
map f beconmes a map of only.the areas secured for the parity data.. For
exanple "Va E [ CPU address space] . (a) = (1+p) a" . Here., p is the
al i gnmﬁ?ﬁlrz%“d&PJ%g%an?W’&ﬁ%ﬁsm or HéaBF'léF’&FP“&p%ﬁ”é'f-?’é‘ﬂe‘éf t he
comuni cation 20 system 401 shown In FIG 64 will ‘be explained. FIG 80 is
a vi ew bur thepbusanegselseusdnar he dferaridof03f foheexamplai ent tha system
- 401 shown in FIG 64. Step ST431l: The businesses 415 1 to -415 3 or a
party rpesesnad 2ompuitediesd usi MASS s, pfmﬂmt:hest&pmlmta'm prograns AP
1, 16 August 2005 - 15 7 - AP 2, and AP -3 for the processing for
‘transacghqns performed by the bu5|nesses using the IC card 403 for exanple
on the personal conputers 4161, 416 2, and 416.3 shown in FIG 64. 5

Furcher, e FORRRC ChatlgaRallatia, U8 sapecal aof gIAgNE dota 121
| AP'manégement data 421, scrambles it, and stores it in the
external meméry 407.
Step ST432:
The application pr@grams AP 1, AP_Z; and AP 3 are
i0 downloaded through the aufhgntication uﬁits 417 1, 417m2,
and 417_3 from the personal computérs 416 1 , 416 2, and 416 _3
to the éAM chip 408.
' Step ST433:
The user is issue& the IC qard 403
15 fhe Ié of the IC card 403 stores the key information
o ﬁséd for transactions by.the user with ﬁhe businesé
cdn.t'ra;_c-tee_d -wj:th.
Note tﬁat, the contract between the tiéér and a business
-_m-ay _aléo be concluded after is-sué.n-ceA of the IC card 403
;_20_ | through the Internet 410 etc.
:_s - Step ST§34:
| For exéméle,_wheﬁ'theuser'uses-ﬁhe perSonai.comﬁut§¥
:#05-£o access fhé server 402-thr§ughathé Internet 410 to
try to p‘uréhase.' a product, the server 402 j..SS_I.'les‘ aprojc:gssing

25-1réque$t tﬁroﬁgh fhe Internet 410 to the ASP se#vex 406.




The application progranms AP_1, AP 2, and AP_ 3 are 10 downl oaded t hrough
the authentication units 4.17 1, 417_ 2, and 417 3 f r ometAiguBesgosnal
conputers 416 1, 416 2, and 416 3 to the SAM chip 408. Step ST433:. The
user is issued the IC card 403 15 The IC of the I1C card 403 stores the key
i nformati on wused for transactions pyg the user with the business
contracted with. Note that, the contract between the user and. a business
may al so be copcl ucilzgttj3 after issuance of, the I1C card 403 20 through the
Internet 414. "&% S 8TASEV e EGT 00 58 EYes MhpkoceRE indeFegyest t he
personal conputer .405 -to access the server 402 through. the Internet 410
to tryfeplhehassrvepifducit pveesserethe)personed goppotessidfy 25

"~ -.request through the Internet 410 to the ASP server 406. 16 August 2005 -
158 WhdhxdwyhAShes dntenrnd(s 416ceFuether)r acpssagsiagquesjuektamgt he server
402, it accesses the personal conputer 405 through the Internet 410.

Furt her red aiGRLES6I g LEGHRSA W08 isohadifidn Bhé e ddCre38d 403 ikasued from
the eard reader/witer 5 404 is transmtted through the personal conputer

14055 | nioar ne! A=t RPLIBRSVG R0 50 L88a PAMEI: P4080s, Step ST435:
The SAM chip 408 sel ections an application program
- ;nternet 410, and ASP server 406 to the SABM chip 408.

Step ST435:

The SAM chip 408 selections an apélication Program
in accoxrdance with the processing request received at step

10 .$T434 and exeﬁutes that selected applicatibn program.

In the execution of that application program, the SAM
chip 408 and external memory 407 éommuﬁicate based on the
prdcéssing of the—above4mentidned.bus_scramble uqit 461 .
| Stgp-ST436:

© 15 The SAMfdhip‘408 oﬁtputé the execgtion-results of the
. appliCatibh_program_to the'ASP"se;ver 406 .
FIG. 81 is a fuﬁcti;nal bldck'diagpam showing more
;specifiéa}ly tﬁe fqnctioh bl@ckSIOf the SAM chiprdbﬂ shown
in FIG. 67. |
20' As.Showﬁ in FIG. §1,.the SAM‘chip 408 i; connected
'thféugh'an internal bas 490 to‘a_card I/F unit 491, ASP
:‘éommunication interﬁaée unit 460; bus-écramb1e un.i.—‘t'IJ;‘Gl‘r
-‘énqryption/deéryptioﬁ unit 465,:3torage unit 463, and CEU
466. |

C25 Part of the functions of the signature p.roceSsing unit




I n accordance with the processing request received at step 10 ST434 and
executes that selected application program In the execgtAgmsCiggshat .
application program - the SAM chip 408 and external nenory 407

comuni cat e based on the processing of the above-nenti oned bus scranble
uni t- 461. Step ST436-: 15 The SAM gWi’p‘408 outputs. the execution results
of the application programto the ASP server 406.' FIG. 81 is a

~functi oad2 L ket G8SE0VA NG §8E£5i ng SREEE T4 €A ok esid Upeki on bl ocks
of the SAM chip 408 shown in FIG 67. . 20 As shown in FIG 81, the SAM

chip 40§+ $,,COMNRCIEM L U QO A& NLeT ARl mrﬁg to a card I/F unit 491,

ASP comuni cation inte fface unit 460, bus scra e unit 461,
The T inctf ons 15 EAE, it A BboRRoLe &gy oo fo3 S RIIA *20°68°2 150 462
and aut hentjcation processing unit 463 showmn in FIG 67 are for exanple
real i zed ™ FIGhe 8EpPUmag6 conrectAbehcardo8/ Enunhti A9F epnpectedr texanpl e as
shown in FIG 82, may connect the card I/F unit 491 connected to 5 the
i nt e¥ nalthigud MErnad dvRMA Y@ cleptam it reesep Sionftransnid9i oyt wnide, of the
SAM chip 408 and transfer data with the 1C card 203 by a noncontact system
t hr ough 482 amiteiek: 492axheofsAMehRp HOBephdODLAfiafisA AStanwilBht tHO2.
| IC card 203 by a noncoﬁtact system through an antenna 492a
of the RF reception/transmission unit 492.
Aérexplainéd above, according to the communication
10 sfstéﬁ 401, by giving the above-mentioned functions to the
- bus scramble unit 461 in the SAM chip 408, the feollowing
eéffects are obtained. |
. " That is,‘according to the communication system 401,
it is ppssible to store for example-confidéntial data
;5 relating torprocéssing using the IC_éard:403 in én external
| @emory 407 in a éecure state.
,Fﬁ;thér,‘accordiﬁg”to the cﬁﬁmhnication s&steq 401,
xbﬁ forming the processing of tﬁe_bus'éciémﬁle unit 461 into
.a.pipeline,rit is ébssible_fﬁrthé“S#M chipfdGS-to'access'
?20- the external memory 407 at a ﬁiﬁh SPeed.
Euither,»accdiding to the ceﬁmuuicatibn system 401;-
‘ “by giviné the bus~scr;mble_unit46i-a-parity function, it
:ir.s.:.-pc'i)ss‘.ible to improve the reliai)iii‘ty -of the data read fi‘qiu*_

Vthe externalimembry 407 .

25 ' Sixth Embodiment




As expl ai ned above, according to the communication 10 system 401, by

gi ving the above-nentioned functions to the bus scramieenugpbioopgl in the

- SAM chip 408, the followng effects are obtained. That is, according to

t he conmmuni cation system 401, it is possible to store for exanple

~confidential data 15 .relating to préeacessing using the 1C card 403 in an

external nenory 407 in a secure state. Further,' according to the

conmuni cat i on stem 401, by formng the 'processing of the, bus scranble

it 461 | nt o REPERTTRE, PSR Hak S rE PRPORTAS BT PP AREIPE accoss:

"~ ;20 the external nenory 407 at a high speed. Further,.according to the
-communi &t t9f dPdHedsEeEt ofh\Fhe inkEttHe™hus: -scranble unit 4.61-a parity

function,. it is possible to inprove the reliability of the data read from

t he external . [Reketpd4drt25f PIesehtEfpbdidieent]6 August 2005 160 The

present enbodi nent is an enbodi nent corresponding to the 19th aspect of

t he inventionFikRel ad ecbmpnitenf FBrasenduibgd aeahkabtlish, bws DRapst er for

- executing a transaction business programusing an IC card of a.related art

of tdhe pregealk uRYeRt 2N M |dake Xl ddeted 42t &F iha fredhenal bl ock

di agram of ‘a conmputer 501 used in electronic settlenent of a related art

of the invention will be explained.

FIG. 83 is a functional block diagram of a computer

- 501 used in electronic settlemgnt of a related art of the

' present invention.
-107 As shown in FIG. 83, ‘the computer 501 has a CPU 502,
memory 503, and communication circuit 504.
The CPU 502, memory 503, and communication circuit

504 are cgo-nnectéd to a CPU data bus 506.

The CPU 502 an‘d.communication'c:,i_.x":cuit- 504 are qannecéted

EL ﬁo a CPU address bus 507.

| The CPU 502 comprehensively controls the operation
‘ of the ‘computer 501, éperates _5.":199d én iri_struct‘ions of a
...prograni stored in the. memor.y 503, and accesses  the xﬁemory
503 _dgring its 0pera£ion.

o0 | The commu:i‘icat-;ion"circ‘uit _A5.04_conimunicates with thé
ER iC éar.-_'d' 508 by: the contact system or noncon‘t'act'gyé_te&. In
the 'é.ianta;::t tjp‘e, the IC card 508 and the qomﬁunicaﬁio’p '

- circuit 504 z’nége cor_mécted by electrical dontact:s. '_'Furthez}',. '
‘in thg ‘r_lonéon'tact_ type, the IC card 508 and the_s-communication.

25'“ ‘circuit 504 are Ccmnected-th_rough electromagnetic waves or



present invention. As shown in FIG 83, the conputer 501 has a CPU 502,
menory.- 503, and conmuni cation circuit 504. The CPU 502,1evugeisy26i33,

and- conmmuni cation circuit 504 are connected -to a CPU data bus 506'. The
CPU 502 and communi cation circuit 504 are connected 15 to a CPU address bus
507.. The CPU 502 conprehensively contgiols the operation o the conputer
501, operates based on instructions of a programstored-in the nmenory 503,
and accesses. the- nenory 503 during its operation. 20 The comuni cati on
circuit 599 Eofffini cates with the IC card 508 by. the contact system or
noncont act system the -contact type, the .1C card 508 and the
communi cat i on Th¢rdate segeivedcEmnucthe BF chadt b08altthegomalictthe Furt her.
in the noncontact type, -the IC card 508 and the-conmunication 25 -circuit
504 ar e commesiecdtibnogdirceli¢cS50dmagnpirocesaees byr the ARUSO2GE6 - 161

| i ght etc. The data received fromthe I C card 508 through the comunication

circuit 384ot8aREaceseRG: PYoyamCPbb28d i thRCABRMERPCHON tHuAHYOIr am
stored in the nenory 503. Further, 5 the data obtalined by the processing

by ‘the CHLOS82thSobtaRRBll bgd thi" PYOR RS ngOHIUNGARN @il GY t 504 to the
| C card 508. :
- ' ’transmitted through the communication circuit 504 to the
IC card 508.
Further, the éPU 502 writes the results of seétlement
generatéd by communication with the IC card 508 in the memory
10 503.
FIG. 84 is a view for explaining the software
_configuration of the CPU 502 shown in FIG. 83.
' In FIG. 84, thé bottommost layer is therhardware layer,
tHat- is, the hardware component of t_hé;’ CPU 502 shown in é’IG,
_is, 83.
Abbve the hardware layer is b_ositioned a communication
driver léyer,,Tﬁe‘cammﬁﬁication driver iéyex“has pdsitioned
in it a commnﬁication ariVe? layer for controlling the
communication circuit 504 connected to the CPU 502. The
.~ 20 program of the communication d;ivef layer is usually stored
in a nonvolatile memory.
#bove the cdmmunication_dxiver Iéyef is an-oéeraéiﬁg,
gfstem.(os) layer for proﬁiding tﬁé pxégraﬁ{forming the
rfougdation for the opéraﬁiqn”qf tﬁe-CPU_SOZ.:xhe 0S layer

.f25-_ provides -thé_ highest application (AP} layer with higher




Further, the CPU 502 wites the results of settlenent generated by

comuni cation with the 1C card 508 in the nmenory z0 5Q3.AdguSt2ddb is a view
for explaining the software configuration of the CPU 502 shown in FIG 83.
In FIG.. 04, the bottommost |ayer is the hardware |ayer, that is, the

har dwar e conponent of the CPU 502 stsam in FIG 15 83. Above the hardware

| ayer i S positioned a conmunication driver |ayer, The comuni cation driver

| ayer has positioned in.it a co jcation driver layer for coptrolling the
communi SRPCSR CP LT o8 CRBEHTELT LR (92 FE“CRUSOFS - FRE FPHR b8 am of ¢ he.
communi cation driver_layer is usuall y stored in a nonvolatile-nmenory Above
~ the confrlifi tatpsnetplathetfignctisonn'gffecand typet Ehi' ¢ dyenrdyerrdor
providing the programformng the g foundation for the operation of the CPU
502. Thda€8 |[{dy'er adst "wride degd kata ghié'stargppixkagatliesn (AP) |ayer with
hi-gher 16 August 2005 - 162 concept services conpared with the | ower

layers. For erasgher, hbeveathe esphlaiyeedikuaat penlhger crddiyme () ",
"read card data ()", and "write card data ()" are exanples. Further, above

the £5 kakekpksi#i cAPuha¥ebndelbbiviced) t PEaEPLEH THE T AduhisedSer Vi Ces)
realized by the conputer 501. The AP | ayer has, for exanple, application
programgg; = The AP layer has, for example, application programs ‘
~ MAIN, AP1, AP2, and AP3.
n In the pfesent embodiment, the explanation will be
‘gifen illustrating the provision of settlement or qthet
10 transactions using the IC card 508 as the application
program.
For exampie . in the 0S8 layer and AP lgyer-, the function
for determining the type of tha IC ca:d 508 ié defined 5¥
“gét calrd.- type ()".
15 : In the Os iayer and AP layer, the type of_the.IC card
. 508 '.can be sped':‘i.f ied -by.ca]..]_-.ing up this function. For example,
-afs:.u-,lme that there are gh;ee gypés-' of IC cards 508, that is,
Tgpes A,.ﬁ, and C. The ieturn values‘of the:functiqnifor
-the IC cards 508 are defined as ip FIG. 85.
éo' For example, assuming that tﬁe TyperB iC cardiSOB is
uSe&, the return valug-of the result of_qxeqution.qf the -
£uhction "get card type ()" bqumgg‘"zﬁ.
-F,urt;ger , in the OS layer and AP 1a¥e_x:_, -‘"‘read data (."f:'r-:p) LB
.is_' dgfim-ad: as the funéti'qt;n f;::r reading dat__a from_ the interne}].;.

25 membry ‘'of the IC card 508.




MAIN, AP1l, AP2, and AP3.. In the present enbodinent, the explanation wll

be given illustrating the- provision of settlenent or ot nsacti ons
using the IC card 508 as the application program For eﬁéﬁﬁ%&éqﬁt he OS
layer and AP | ayer, the function for determning the type of the IC card
508 is defined by "get card type ()63 15 In the OS | ayer and AP | ayer, the
type of ‘the .1C card 508 can be specified by calling up this function. For

exanpl e., ass that, Lhere. are.three t ﬁes f IC cards 508, that is,

Types A, B, and o' The'} etlur i varlids 18 PREPEnEPi BRPIP LRI h&ir ds 508

are defined as in Fl G 85.. 20. For exanple, assum ng that the Type B IC

card 508° 1 $nEEge 1 ha" hahthat e eldpeingstarighle e stRGHN AT t he '

function "get. card type O'. becones "2". Further, in the OS | ayer and AP

| ayer, "vantakhea god frp” shodefd mmbgist iddoatdpinoianf e rigetdimpl data from

~the internal 25 nenory of the I1C. card 508. 16 August 2005 - 163 Here,
"Frp" i smemory asfi-theonCepardos5aspoWhear "ieptthes E€nbakgtage, this shows t hat

the following variable is a pointer variable, and "rp" shows a specific

-l ocatsi ONshéws hend Nt faht FENEHY Ofp thedddsParith 398 MRSy "dP "t
i ndi cated, this shows the content of the "rp address” in the nmenory of the

- 1Ccard pO%aAPSHEE AOVuREA ok Nehd QRN ¢h tARAR YinShOLP S A & data
| - as shown in FIG. 86.
Further, if assuming that "rp=102H", the return value
of the function "read data (*rp)“ baecomes "56H" and it is
10. possible to read the dafa of the “102H.address"-
Fgrther, in the 0S layer and AP layer, "write data
(*wp, wdata)" iz defined as the function for writing data
at a“specific‘address-oflfhe internal ﬁemory'of the IC caxd
508. Here, "*wp" is similaf to the‘céncept 6f a pointer in
15 the C language, "*" indi-ca_tes thatlrrthe following '-variabl'e
Iis a ‘pointer vaz-:iable_, and "wp" indicates a specific ?dc_lress
of the intérnal,mgﬁbxyqftthe iC-éard 508. When F*wp"'is
‘-indicated( the conteﬁt of thé wpvaddress-of the internél
: memory of the IC-c_ard 508 is ir.ld:_i.caf:e_d'. "wdata" is a variable
20 in the .wrlitte' data. Assume now tha-ﬁ. the memory of the IC card
$Oﬁrstofes data;as shogﬁ_inwFIG; 87. Here, if pr=102ﬁﬁ aﬁdA
"wdata#fBHﬁ andvexeéutigg thefunction'ﬂwritedata(*wp, 
;wdéta)",-as shd@nnin-FIG} 87, the data of ﬁhé *102H address"
'oﬁ tﬁatmemer&-is_rewritten tb "73Hﬂ; | |

- 25 . The ,ap'pl:_'Lclat_ion pi:ograms APl, AP2, and AP3 _s‘h'owﬁ in R




as shown in FIG 8.6. Further, if assumng that "rp=102H', the return val ue
of the function "read data (*rp)" becomes "56H' and it {gsagkfist RRSSi ble to
read the data of the "102H address”. Further, in the OS |l ayer and AP | ayer,
"wite data , wdata) " is defined as the function for witing data at a
speci fic address of the internal medBhy-of the IC card 508. Here, "*wp" is
simlar to the concept of a pointer in 15 the C | anguage, "*" indicates

that thef®! | oo AR | ap.lsﬁatﬁong PELNEBLn¥ALLABELS, r@ﬁlgtl o indicates a
- specific address of the internal menory of the | C card g VWhen "*wp" is

i ndi cat g cgb%%cgl.ee Q ; e%ff &ggcgpd$% ei‘ﬁe lé%s?gﬁgéngé 1sn%ﬁgw¥1 of the

| C-card s 1N ata - is varlabl e wite data. Assune.
now that. the ry of the .1C card 508 stores data as shown in- FIG 87.
Here, i ™ Ejf og‘??r ‘and.  "wdata=73H' and-executing the function' '*write
data (*wp, wdat a) ", as shown in FIG 87, the data of the ''|02H address"

of that menoryin |%IG-r a4 tihen applirstion HOQIH%M&&M ASaPKeRuSrPEgr ans APl ,
AP2, and AP3 shown in 16 August 2005 - 164 FIG 84 define operati-ons for
t r ansactfionst rat athegtime dff Sbaehtipt pfethef co@pubeds5808. Thke
correspondence is shown in FIG 88. In FIG 84, the application program
MAIN i s pgerikt£€h ol i pasdg0dm INIEIN v Ofthid abbup-akbntienecofputeionll. The
application program MAIN uses the above-nentioned function
"get card type ()" to determine the type of the IC card 508
used. The CPU 502 selects and executes the corresponding
application program in accordance with the type of the IC
10 card 508 determined based on the correspondence table shown.
in FIG. 88.
.If imagining a situaﬁion in which IC cards 508 of the
Type A, Type B, and Type C are handled by different busines ses,
the application programs APl1, AP2, and AP3 are proeduced by
15 -_the individual businesses. Further, _the storage areas of
‘the internal memory of the IC card 508 are shared by the
épplicatibn.prpgrams-ﬁPl;-APZ,Vand AP3. The épplication
- programs use portions aSsignedfto them in advance.
As explained above, the application programs AP1, AP2,
20 and ‘AP3 are produced by the individual businesses, but
: soﬁetimes there is an error in a program, an applicatign
program of another business is read by a business with
malicious intent by an illicit program of that business, _
or a storage area in the IC card 508 for which one is not

25. -allowed access :i.s illicitly accessed.




"get card type to determine the type of the I C card 508 used. The CPU 502
sel ects and executes the corresponding application prqgrq@még&dﬁgcordance-
with the type of the I1C 10 card 508 determ ned based an fh correéespondence
‘table.showmn . in FIG If imgining a situation. in which IC cards 508 of
the . Type A, Type B, and Type C are 1sandl ed by different businesses, the
application prograns APl, AP2, and AP3 are produced by 15 the individual
busi nesses. Fu r..the starage areas of _ the internal nenory of the IC
card 508 are sﬁ%ggadﬁvePﬁeogagg?i§§?P8H2 pRYGPEAE™API, AP2, and AP3. The
application prograns use portions assigned to themin advance. As

expl ai ned abovBIGt W2 dphRi ¥aer i ghsyrcarfigpratipy of Xhe qpumnder e
produced by .-t he individual businesses, but sonmetinmes there is an error in
a progr ahplaacapptiiogt iton anpeshodimen tapdt the pureispeds inventda .oy a

business with -malicious intent by an illicit program of that business,
or a storage akngashaéwhhen!Ercargio 508hé ofomphittdr G ianNel v 84" owed
-access is illicitly accessed. 16 August 2005 165 - [-Enbodi ment of the

Present hameplissy, BomimuBd datidnVéencl ctdtis Conlibrehat & 0Re@f ¢ 9 conput er
551 according to an enbodi nent of the present invention. As shown in FIG

89, fhe-&ﬂﬁpg&§Ec55$iQ%%6@ GRY 552, .5 menory 553, communication circuit
[ It .

504, judgnent circu and switch circuit 561

Here, the CPU 552 corresponds to the computation
c-ircﬁit éf the present invention, the memory $53 corresponds-
to the storage circuit of the present invention, the

10 . communication circuit 504 corresponds to the communication
c_irc_uit of the present invention, the judgment circuit 560

) co’fzﬁesponds to the connection control circuit of the present
invention, and the switch circuit 561‘ corresponds to the
connéction switching circuit of thé present invention.

15 The CPU data bus 506 has a .ClPU 552, switch circui‘t-
561, judgment_c;ircuit 560, and communication circu?‘i.t 5Q4-
éonneétea ﬁo i-t..'

The CPU data -b_us 506 corrersponclis'_toj the transmission

. line of thE'preseri_t inventién. |

20 _. o Fugther-, the s-wj._i.:ch circuit 561 is_ con.néc_ted through
a memory ‘data bus 562 to the 'memory 553. - |

Furth.ér:,_ the CPU-.address bus .SO'I has a memory 5'537_,'_
judgment c'ii_--cﬁit 560, and communication cirauit 504

: cqnﬂect@d Lo it.. |

25 . When the CPU 552 ac'.césvs.es the memory 553 or a periphei:al -




Here, the CPU 552 corresponds to the conputation circuit of the present
I nvention, the nenory 553 corresponds to the storage qbr%yu the
present invention, the 10 comunication circuit 504 corres ﬁo to t he
comuni cation circuit of. the present invention, the judgnent CIFCUIt 560
corresponds to the connection contr956circuit of the present invention,
~and the-switch circuit 561 corresponds to the .connection swtching
circuit of the present invention. 15 The CPU data bus 506 has a CPU 552,
switch cdecite osbiide ydfnthe epmputers8bl aha- cohenCEHt pddr&isscuit 504
connected to it.. The CPU data bus 506 corresponds. to the- transm ssion
.line ofbﬁﬁeS@?eseaﬁsmﬁuenalOBU BORFehbhéng the sddiebscircuit 561 is
connect ed through a nenory data bus 562 to the-nenory 553. Further, the CPU

address bus 50r, has agdeMehY 86Rmuhidg¥eBhL Sif&Wit 69 andE AN cation
circuit 504 connected to it. 25 Wien the CPU 552 accesses the menory 553 or

a perip I 0 e side; of e 51 etc.
t he CPUh%?j%r ‘S%%S‘?;t%r gr?g r‘#‘t@ Sl c(% Kh&grﬁ%}% ggot\nlqn%i(?he@:g(%%ghéln FI G

89, the connunlc i on glr uit 304 gglc gard 508 given the sane reference
numeral S| 1S FHeose o2t Rg aS“those explained in FIG 83,

Further, the CPU 552 has the softmare structure as
: Further, the CPU 552 has the software structure as

| explained above using FIG. 84. That is,. ag the appl;i.c;:ation
pfograms APL, APZ2, and APB-, ones which define processing
for transactions relating to three types of IC cards 508,
10 that is, Types A, 'B, and C, are used.

The data received from an IC card 508 through th_e
 communication circ‘:'l.;i.t 504 is processed by the CPU 552 in
accordance with a program stored in .‘Ehe memory 553 . Further,
the data obtained by the p_rocessing by the CPU 552 is

- 15 transmitted to the IC card 50_8' throilgh the communication
circuit '5d4 .

Further( the CP&'SSZ writes the,__'result o_f settleméht
éeher_éted by comm'uniéation with the IC card 508 _in th;a memory
553,

20 . The switch "circu-l-i.t‘ 561 sw:rj.t‘c‘.:_hesr the CPU data ‘-bti's- 506
_ anci'memory data bus 562 between the connection state and
diSéo#ne¢tioﬁ stété basgad on a rjudgfmén't .resu]'-.i.: signal 55_6'0'-
from a judgment circuit 560 (control _scignal _of ‘the p-reséﬁt
inve_n'tio_n) .

25 Farther, the CPU 552 ei;ec_ﬂ_tes the.'instruct::ions (cod’es) :




expl ai ned above using FIG 84. That is, as the application progranms AP,
AP2, and AP3, ones which define processing for transae]@mggstrgjogti ng to
three types of IC cards 508, 10 that is, Types A B, and are used. The
data received froman I C card 508 through the conmunication circuit 504 is
processed by the CPU 552 in accordhéice-with a programstored in the nenory
553.  Further, the data obtained by the processing by the CPU 552 is 15

transmttf%h&%%ﬁ% S%rﬂnéo%%é{?é ril:ot %mgéelgﬁ'“'a%%ﬂﬁgh%&%t 504.

Furt her ement ener ated by
cormunlcatlon with t C%%%A%Blnthe ?‘rﬁ %tlh tch
' ci rcui tRTEEPEAR clheS\Ptzh e 586 5L Bﬁe Fghag, 4 562
bet ween the connection state and di sconnectlon state based an a Judgnent
result Sixpml thoseRRIRH A2 udgment. circuit 5.60 (control signal of the
present Invention). 25 Further, the. CPU 552 executes the instructions
(codes) 16 Au@ist CPU055467An eiccchwianaegwatb the tdrediayef, theggram MAI N,
and application progranms APlI, AP2, and AP3 shown in FIG 84 fetched (read)
fr omst hep@eymide ns , dend&RtES2an i inaceae ol etyhé hihberexeengi on of those
5 instructions, generates an instruction type instructing signal S552a,
executi ng AR ULt I DS ENRY APS52RstARdting signal $552b, and
if necessax;:y a called AP instructing signal S552¢ and outputs
these to the judgment circuit 560.
Here, the instruction type instructing signal S552a
10 is a signal indicating whether which of the fetch instruction,
read ins truction, and write instruction the CPU 552 executed.
Here, the fetch instruction is an instructiqn for the
CPU 552 to fetch the instriuction codes through the CPU data |
bus 506.
15 . The read instruction is an instruction for the CPU
552 to read data through the CPU data bus 506.
The write instrﬁction is an instruction for the CPU
552 to write data through the CPU data'bus 506.
Further, the execut:.ng AP 1nstruct:l.ng signal S552b
" 20 is a signal showing of which prpgréx’ﬁ t'he instruction being
éxécu-ted' by the CPU 552 belongs in the‘ instructions of the
application programs AP1, APZ, AP3, and MAIN and OSprogx_:éms
shown in EIG.? 8'4 .
The called AP 1nstruct1.ng s:r.g'nal $552c¢ shows which

25 'program of the applz.catlon programs AP1, AP2, AP3 and MAIN ‘




I f necessary a called AP instructing signal S552c and outputs these to the
judgment circuit 560. Here, the instruction type instrygtdg@stioggal S552a
10 is a signal indicating whether which of the fetch instriction, read
instruction, and wite instruction the CPU 552 executed. Here., the fetch -
instruction is an instruction for'-thes -CPU 552 to fetch the instruction
-codes through. the CPU data bus 506... 15 The read instruction is an
instructiQ r the CPU 552 to read data throyugh the. CPU. K data.bus 506.
The wr | t &1 58, BEPEERRE, B8 PROBFAR FOAULGr OF nENOPR EA AT B AR E&OHat o

t hrough the CPU data bus 506. Further, the executing AP instructing signal
'S552h  2Beliongs; whengaapregEiP gettle e ing prmaalind hy ithet €BEt P33 bei ng
executed by the CPU 552 belongs in the instructions of the. application
progr ans cARls AP anfftherymrdgyah amedd: - prograns shown in FIG 84. The
~called AP instructing signal .S552c shows which AP3, program of the
application pregraberAPlthe' Z2PU S5NhadlAlS\ the Argusiat2)Bus SIES amnd OS
prograns the program nodul e of the call destination belongs when a program

nodul &€ bgitRg opeaatiien bﬁxéxh%@éég@in&ﬁl]l_ﬁéip @nothes e ae s ppdul e.
Further, the CPU'552 halts the U data bus 506 and its operation when-as

- expl ai ned ghatlplolf2e 5 Wil rfld Gl dn a &t ers a disconnection state.

Next, -the judgment circuit 560 will be explained in
detail.
The judgment circuit 560 generates a judgment result

10 signal S560 based on the instruction type instructing signal

5552a and executing AP instructing signal S$552b input from

the CPU 552 and the address CPU ADR input through the CPU

-;lddtess bus 507 fr-om the CPU 552 and outputs this to the
switch c_s.rcuit 561, | |

15 : FIG. 90 is a view of the c.op-f:_i.gu;:atio’n of the judgment
circuit 560 shown in FIG. 89. |

As shown in FIG. 90, ‘the judgment circuit 560 has a
_ selection cirép.it '57'-0', fetch judgment circuit 571, x‘:éad‘
: jﬁdgment -circuit 572, and ﬁrite'ljt’ldgme__nt clrcult 573.

20 . . The s:e,le‘ction cigcuit 570 'co‘nn‘ect's the switc;h 574 to
oné terminal of the t;a-minals 575 1, 5'75_2‘, and 575 3 based
on t_he._instrtictio'_n type inq_t_ru’cfing.signal 8-552-;-;‘ i#ﬁutfr_:b;n
the CPU 552 shown in FIG. 89.

Si'aé;:ificalfly,-'thg selection circuit 570 _connécts the

25 switch 574b to the terminal 575 1 when the instruction type



;

Next, the judgment circuit 560 will be explained in detail. The judgnent

-circuit 560 generates a judgnent result 10 signal S560 sPPudshe

i nstruction type instructing signal . S552a and executing AP instructing
signal S552b input from the CPU 552 and the address CPU_UADR i nput through
the CPU -15 . address bus- 507 fromtheoCPU 552 and outputs this to the
swtch circuit 561. FIG 90 is a view of the configuration of the judgnent

- circuit 580 ,shown. in Fl G 89 sho ip. FIG _90,. the judgment circuit 560
_has a sel%%lc if:':o“nc\./wslj'(':r|1‘Ef cur n%gfsﬁé?cﬁ“‘}fgﬁﬁﬁ%ﬂtacf?gﬁ?tlg”?‘if“ &38%- | udgnent

circuit 572, and wite judgnent circuit 573. 20 The selection circuit 570
connects the sWicHSHAYSY dhe tfetghaludgment reswl hasiomal $$7575 2., and
575, 3 based on the instruction type instructing signal S552a input from

t he CPU 38ttpsHowmromthpEegch SGelgmic e glinpuitthb7t el 2 omitpmt through 570

- connects the 25 switch 574b to the terminal 5751 when the instruction. typ

16 Augustttiz0G&:rbthal 518 uctamd siipoch $552asi eRé Cph@smenteteBuipst ruction.
Due to this, the fetch judgnent result signal S571 output fromthe fetch

j udgnent sGigral sl o WK JddyRigh ciheui € s60alo Sfbd apfdesi tch 574 as
the judgnent result 5 signal S560 fromthe. judgnent circuit 560 to the
sSWtch gireuit S61. ’ .
Further, the selection circuit 570 connects. the switch
574 té the terminal 575_;2 when the instruction type
j;n.str;zcting signal $552a indicates a re_;ad instruc¢tion.
i0 - Due to this, the read judgment result signal S572
outpht: from the read judgment cirquit_E;TZ is output through.
~ the teriniﬁal 575_2 and switch 574 as the judgment result
';.';_ign'al S560 from the judgment circuit 560 to the .-_swi.tch
circuit 561. | | |
15 | Further, the selection circuit 570 connects tﬁe switch
,-574 t§ the terminal ‘575__3._'wﬁen the instruction type -
:_i.t,-g:st.:rtx_ct:.i;ng s;i.énal SSIS.Za-j.n.'dic.:'ates ra er_te iﬁgfri;ctién-
Due to this-,_ the write —ju’d‘gﬁ;eqﬁ result signa;l 8573
l— output from the write -judgmént'cifcgit'_ 573 is output thr-f..)u'gh'
20 l'tihe terminal 575 3’ Aan_d- %witéh 574 as the j-_u-.dgme-nt‘ r'e,sult
: éignal' 5560 from the judgilent .circuit 560. to the  switch 7
--circuit 56,1f |
The fei:qh judgment 'Circ-:ﬁit: 571 iuses the éxecuting AP
. ,__in's-trucfing"signal 3_552}),- called M'instx;gcting éig_na]; SSSZ(_:,_

2_5 ~and address CPU_ADR input from the CPU 552 to genérate. the |




circuit 561. Further, the selection circuit 570 connects. the switch 574
to the termnal 5752 when the instruction type instruggifg.siseal S552a
indicates a read instruction. 10 Due to this, the read judgnment result
signal S572 output fromthe read judgnent circuit 572 is output through .
~the termnal 575 2 and switch 574 as;4fe_judgnment result 'signal 5560 from
~the judgnment circuit 560 to the switch circuit 561. .15 Further, the

sel ection, circuit 570 connects the switch 574 to the term nal 5753 when
the i nst ARETHPIYFERY 130kt | $i9R3 3P 755504 - owtpets cthbs wkoward

I nstruction. Due to this, the wite judgnent result signal S573 output from
‘the wit &haudigraninalei3uit &7 3the selteuticdhroigduit 20701 he term nal 5753

and switch574 as the judgnent result signal 5560 fromthe . judgment
circuit 560 toFIche 91 dw aClriew Giff Gilid &filfigurtE dietadh dHedgmantn circuit
571 uses the executing AP .instructing signal S552b, called AP

- I nstruct jR@ceiddnalcisRd: 2h b add £SS1c CPéb_ADR i nput frosty the CPU 552.
to generate the 16 August 2005 - 170 fetch judgnment result signal S571 and-

outpuis this tquard .the temm ngly '57t§’t 150‘%‘%%2%“3(%]1%}%%@%“%3: 570. FIG

91 is a view of the configuration of ) ( _ 1571 shown
‘N FIG 90e % AR LB % Linia IS LAAOTRY Cireuit ST

The storage unit 581 _1 stores the fetgh'access range
defiping data 584 1 and fetch inter-AP call relation def ininé
data 58. |

10 o The fetch access range defining data 584 1 defines
the addresses in the memory 553 accessibie when the CPU 552
_fis executing the fetch instruction f0r~each'qésé where the
:CPU 552 is executing programs of the 0S layer and application
pfograms MAIN, APl, AP2, énd AP3_sﬁown in FIG. 84.
5. FIG. 92 is a view for e:_cpl_ain:i.’ng the fetch access range
‘defining data 584_;,
The column (veféical)-diréction iglFIG. 92 shows the
: prbgrahS'of tﬁg Qszlayer‘and_théuépplication programs MAIH, o
' AP1, AP2, and AP3 shown in FIG. 84. -
20° ' ‘The "FROM" in‘thé'rOW'(h@fiidné&l).direc£ion shows
thé 8 tart ade;'ess of the storage area in the nllemdryh 553 where
".storage of'the program Qf'the ¢o;respépding column ig'
ailowed.
The "FROM" in the row r._lire_'eti..dn- shows the st;m‘:i‘: add.-rés:s_._-

A 25 “of the address range of fhe_ x'ﬁemox:y 553 where the progrém. "




has a storage unit 5811 and judgnent unit 582.1. The storage unit 5811
stores the fetch access range defining data 5841 and f%Hﬁpuit{gf'AP cal |
relation defining data 58. 10. The fetch access range Jefl iﬁgi Rta 584 1.
defines the addresses in the nenory 553 accessi ble when the CPU 552 is
executing the fetch instruction for P)Z‘fh— case where the CPU 552 is
executing prograns of the OS |ayer and application prograns MAIN, AP1,
AP2, and AP3 shown in FIG 84. 15. FIG 92 is a view for explaining the
fetch ac®&sdheasgerrespondiing apdumsgs Rllowkdk asslesm (vertical) direction
in FI'G 92 shows the progranms of the OS- [ayer and the.application .
prograns .NVAI N, ThAPI'TOAPAR &he AlRS stiawm tiimnFlsBGow84 tha0 ehlde addR@¥s i n' t he
row (. horizontal). direction shows the start address of the storage. area

I n the meforthedaddMaaise rasigdd age e infdeh SsaMdlere el YdNdi Ng
colum is allowed. The "FROM' in the row direction. shows the start address

25 - of biretAddEesseapRAtil R9udPTY %1333 Wee LR program 16 August

2005 -- 171 of the corresponding colum is allowed access. The "TO' in the

row dj rection , nd dress. of .t he_address nge of .the nenory
- 553. Wwhere theﬁgg\g%féﬂ- 1%1’ ttﬁ% 38?;%?85%8%8%8%%#2 gFI g%gCcess. 5

“For exangle thg agltl)lication rogram APl is all owed :
accéss fo e range or the addresses "2000H" to "2FFFH" of

the memory 553. |

The fetch inter-AP call relation defining data 585 1
shows the combinations of programs to which p;:‘ogram modules

10 wﬁiéh may be called froy or called belong when a program
Vmodule is called up when the CPU 552 is executing a fetdh
- instruction.

FIG. 93 is a view for ekplaining the fetch inter-AP
call relation defining data 585 1.

15 ' The column direction dfr FIG. 93 shows the programs
of the 0OS 1aY§r and application,prégpams MAIN, AP1, AP2,
‘#hd AP3 shown in.FIG.r-Bé‘. N |

The row.dire"ctio_n of FIG. 93 shows the programs of

- . the OS "laye.:r and application prég:ams MAIN, APl, AP2, 'and-

20 AP3 shown in FIG. 84.

The intersecting positions of the columns anci rows
l—‘éht‘:w whethe};* :_:n._prog.ram' module. of 5a prdgram c;f the
c_dfiegponding column is a]—.lgwé’d to call ug; a program m’édi:‘lé-
of a prog.-ram of the cdr_xéspoﬁding row. 'I;he g indic_ates .

25 that call up is allowed, wh:i,l_.e the "y indicates that callup




- AP3, but is not allowed to call up a program nodul e of the application

access to the'range of the addresses "2000H' to "2FFFH' of the menory 553

The fetch inter-AP call relation defining data 585 1
conmbi nations of programs to which program nodul es ngwﬁpJ?§0£% call ed
fromor called bel ong when a program nodule is called up when the CPU 552
IS executing a fetch instruction-. 1FRG- 93. is a view for explaining the
fetch inter-AP call relation defining data 585 1, 5 The colum direction

of FIG h rogranms of the OS | ayer and application prograns
MAI N, AP?g iﬁg\/@‘ﬂ"g‘*ﬁ% shown in FIG 84. The row direction of FIG 93:

shows the prograns of - the. CS Ia e plication rans MAIN, API,
~AP2, and - 20 APRT sHERAPTRi« FrPTRat m?H@°$ﬂ grgﬁcF?ﬁgaﬁgéﬁ phAERof

_the--col ums and rows :show whether a program.nodul e of a programof the
correspdﬂGPﬁganPBﬁnlﬁsaéﬂpaﬂédtPocééFI“BpaapppggﬁawmﬂdaéﬁeOfOﬁna progr am
of the correspondlng row. The "o0" indicates 25 that call up is allowed,
whi | e t hes' pxégicadi, CHREYN, t hat appmmpatﬁoﬁuguegraﬁoap3 1Bt iz mett allomed
For exanple, a program nodule of the application program APl is allowed to
cal | sup aipsRgaas AR afpraiyraSmpaageat tMAl bp BiEh 80 ipdaigr@m Program
program aps -
The judgment unit 582 1 judges if the address CPU_ADR
is included in the address range of the memory 553 defined
by‘the "FROM" and "TO" of the column shown in FIG. 92
10 corresponding tc the program indicated by the executing AP
instructing signal SSSZb'baéed on the executing AP
instructing signal §552b ‘and -address CPU_ADR input from the

CPU 552 shown in FIG. 89 and the fetch access range defining

data 584 1 read from the storage.unit 581 1.

15 " When judging that it is included in that jﬁdgment7

the judgment ﬁnit 582 1 for example generates a fe#ch~
judgment_résult signai 8571 inétﬁucting.conneetian and
: dut'putg it toward the terminal 575: 1 of the-ée_léqtio‘n circuit
-:570_shqwn in FIG. 90.

20 On the other hand, when judging ‘that it is not irt.nc;.luded
inﬁthat_jpdgment, the-judgméntlunit 582 1 generates for1:
example a fetch judgment résﬁlt signal:SSTI'insEruééiﬁg -
7d13c9nnec§ion (break) and outputé itrtQWérd-thé-tefminal‘_"

' 575.1 of the selection c"ir‘cuitr_S'iOi.shoim in FIG. 90.

25 .~ Further, ﬁhén a program module of a'pregfam being



AP2. The judgnment unit 5821 judges if the address CPU_ ADR is included in
the address range of the menory 553 defined by the " Fng{ g@Qled'O 0" of the
colum shown in FIG 92 10 corresponding to the programi ndicated by the
executing AP instructing signal S552b based on the executing AP
instructing signal S552b and address-GPU_ ADR input fromthe CPU 552 shown
- in FIG 89 and the fetch access range defini ng data 584 1 read fromthe
~storage unit 581 1. 15 Wen dging that it is included in that judgnent.

t he j udgPemculisid Pygbhe GRF gé'b?aﬁ‘ﬂﬂ sgép et aregnan pogh leyagnene thesul ¢

signal S571 instructing. connection and outputs it toward the term nal 575
-1 of thexgrest, dheijutigment ThidhdA2_iIn FidgedOif 2Ath«On ¢dklygb hes hand.
when judging that it is not included in that judgnent, the judgnent unit

582 1. gaNnaiie@s blyOthe XY ©a Bi.d Rt sHoynidgiibe Foteht intgnahp SRY1
‘instructing disconnection (break) and outputs it tdwawd -the -term nal

575..1 of.4 1'2&;1%%' ecleidlng' bakh! 58501- ShowR iR Fie. 99 b22e8UbhNBhe WhEN a
program nodul e of a program bei ng 16 August 2005 - 173 - executed by .the

CPU 552 ¢ calls ¢ Qwagﬁ{:%g{sq:@urrq__q_ s(if o r}gt 2P ,%arg ihe As%dgmant unit

5821 udges 9 up 1's e conbi nati-on own by the
-fetchlnter AP cal | relatiao ef|n|n data5 1sho |n FIG 93 based on
t he 5 eXBEGEITSIRE S H’é’ﬁ‘"& r}’ﬁ csﬁé‘l‘i’éﬁ zfﬁlf hown in

FIG. 89 and the fgtch inter-AP call relation defining data
585 1 read from the storage unit‘Sél_l.
When judging that it is ailowed in that judgment, the
10 judgment unit 582 1 for example generates a fetch judgmént
result signal SSTL instructing cennegtion and_outputs_this_
_ toward the-terminél'STS_} of the selection circuit 570 shown
in FIG. 90.
On the other hand, when,judgiqé'tﬁat_it is not alléwed
1S_Iin that judgment, the judgmént unit'SBZM1 genérates for
example a fetch judgmentrresult gignal 8571 instructing
discoﬁnection and ouéputs,this toﬁa#dﬁheitermi331‘575_;
_of the seleé?ion.qi¥éuit 570 shown in FIG. 90; 
The read judgment 'cii:c-uit -5'1,2 uses the exeCufing A,P. A
20 instructing signal S552b, calledlhé instructing signal ;‘55‘52_.0,_
%n& addressLCPU;ADﬁ.input'frdm the CPU 552 £0-gene;a£e the
" read judgment ;ésu1t signal 5572 and 6ufputs this'toﬁa¥a 
7 . the terminal 575 2 of the selection ci#cgit‘STO-
FIG. 94 ié a#iew Ofithe‘coﬁfigﬁration'of thé read

25 judgment circuit. 572 shown in FIG. 90.




instructing signal S552c input fromthe CPU 552 shown in FIG 89 and the
fetch inter-AP call relation defining data 5851 read fr orage unit
5811. When judging that it is allowed in that judgnent, %%Jgﬁgtl%?%j%udgnent
unit 5821 for exanple generates a fetch judgnent result signal S571
instructing connection and outputs.tfiyg _toward the term nal 5751 of the
selection circuit 570 shown in FIG 90. On the other hand, when judging
that it is not allowed .15 _in that judgnent, the judgnent unit 5821
generates for &FafHedTy imeFHG Lﬂfgrré’rhe reead tudapent sexauitstFAct i ng |

di sconnection and outputs- this toward the termnal 575 1 of the selection
circuit ¥AF shatrtassvwin®Eel Thend gadangmeninict r98R t2572 uses the
executing AP O instructing signal S552b, called AP instructing signal
S552¢; and addmMies sERidageDRnitpEs 1l 20 tdiesCRIkD 32D ganaiatead read
judgment result signal S572 and oufputs this toward. the terminal 575 2 of

the sel edldfamiciq adich S84 0 a2l ELGa deds-Rp ééﬂ"‘&:&iai:%nc&@éi&i‘ﬁ&“ on of
the read judgnment circuitT 572 shown in FIG 90. 16 August 2005 -= 17 4 As

. showng i NgEkG s¥ 4 he read judgnent circuit 572 has a storage unit 5812

and judgnent unit— 5822. The storage unit 5812 stores the read access range

deflnlng dat a §§42 an éggggér¥§§géﬂ%é¥in1n&?hgkgogﬂgeglnggnes the

addresses in the memory 553 accessible when‘the CPU 552 is
exacuting a read iﬁstruction for each case whére the CPU
552 is executing programs of the OS layer and application
10: progréms MAiN, APl, APZ, and AP3 shown in FIG. 84.
FIG. 95 is a view for explaining the-reaa;access range
.defining‘data 584 2.

Tﬁe column (vertical) directipn_in FIG. 95 shows the

programs;df the 0S layer and the‘application programs MAIN,
15 AP1, AP2, and AP3 shown in E‘IG. 84.

The “FROM" in the row (horlzontal) direction shows
the start address of the storage area in the memory 3553 where
'sForage of the prqgram of the corresponding column is

~allowed.. '7
' _.2.0' The “FROM'—" .in the.- row directidn shows thé ‘start addres__s
L 6f‘thejaddress range Qf-the ﬁémnrY-SSB-yhere the pfogfém
-of_fhe corresponding-colﬁmnis-§116wed.a§c$gs._.

The "TQf in the row‘di¥eCtioﬂ éhqgs the end add;éﬁs_

of Fhe éddress range of the mgmorf'SSBVWhéfemthelprqgraﬁ_

.25'_df'tﬁe:cor:espondingrcolﬁmn_is é116wed access.




5. data 5852. The read access. range defining data 5842 defines the
addresses in the nmemory 553 accessible when the CPU 5524 §,qRKEs04t i N a
read instruction for each case where the CPU 552 is executlng prograns of
“the OS |l ayer and application 10, progranms MAIN, APlI, AP2, and AP3 shown in
FIG.84. FIG 95 is a view for explajjdng the read access range defining
data 5942. The column (vertical). direction in FIG 95 shows the prograns
of the OS layer and the. application programs MAIN, i5 API, AP2, and AP3
shown in FIG &Fe F5ad Andar AP ed Iy FRlation defisinglidadet i %85 shows the
start address of the storage area in the nenory 553. where storage of the
pr ogr am &homise ther cembindtagneobfimrdgratd dwedhicR. Prografmhrod&REM i n the.
row direction shows the 'start address of the. address range of the

. 553- whewbichneayr ¢al hef poags ABO oI C FroasBeNghi w8k USTpiSgahhoved
access.. The "TO" in the row 'direction shows the end address ~of the

-addr ess meag@eofist RQITRIIDWS i 6 r.oqr., A f_ the

correspondi ng colum is alu?bowed aceggfsc%u %%%Aﬁgu%t Z%b%'%-gqla?BreaI‘I!le read

i nt ers AP; aalh-uc@hidli on defining data 5052 shows the conbinations of
progranms to which program nodul es which nmay call fromor be called from

bel ang when a Rradr g s 10Uk gal,s 83! Lol URatheN L0, S0 303, Axecuting a

call relation defining data 585 2.

The column direction of FIG. 96 shoﬁs_ the programs

of the 0S5 layer and application programs MATIN, AP1, AP2,

10 - and AP3 shown in FIG. 84.

The row direction of FIG. 96 shows the programs of
._the 0S8 layer and application programs MAIN, ‘AP1, AP2, and

AP3 shown in FIG. 84.

The interseéting positions of the columns and rows
15  show whéther a program module of a p_rogra.m of the

correspohdj.ng columnl is éllowéd t_c_-- call up a Pr.ogfram'. module -
of a p‘;:'ogi:ani o-i_:" the corresponding rc;w.' The "o" indicates
',-tlhla't callup is allowed,. while the “x" indicates that callup

is not allowed. | |

g - ~ The judgment unit 582 2 judgeé if the_aaclr_éss "CPU’_ADR

is ';i.ncluded in- the address range of the memory 553 -defined
._.by the "FROM" and ";-I.'O" of - therg.!pl;tu_tu.l s.ixowzi in ',FfIG.'._ 95 |

. | ‘cprzjeéponding “to "thé pProgram indicate‘d by the exec:uti.nq AP
'i;nst;fuci;.ing'sign,al '.8552]3 based 70:_1__ the eXécutin_é AP

25  instructing éign—al 5§552b and address CPU_AﬁR‘ 'i'np'ﬁt;' from the



instruction. FIG 96 is a view for explaining the read inter-AP cal

rel ation defining data 585 2. The col um direction of F% %QN%E ws the
prograns of the Cb | ayer and application prograns NAIN, . , .10 and
AP3 shown in FIG 94. The row direction of FIG 96 shows. the progranms of
the OGS | ayer and application prograngMAIN, API, AP2, and AP3 shown in

" "FIG 84 The intersecting positions of the colums and rows 15 show

mhether'?gggogran1nndu!e of aiﬁgogran1of the. corresponding colum is

al | owed PP apounpin i Gfhamde the repdoyrensof ramge abefigsiondi ng r ow.
The "o0" indicates that callup is allowed, . while the "'x" indicates that
‘cal | updaita 58¢_2| krendd £r26 The. jstcgmgrt unditt 58822 j udges if the .address
CPU- ADR Is -included in. the- address range of the nmenory. 553 -defined

by the "MOM awHehT§hdgfingt BRa€okumMisshawiubBaFLE B Gakigaspnding - . to
the programindicated by the executing AP instructing signal S552b based on

the execehis i idale 9651 PGy gRakH %ﬂgﬁgﬁg r Rt 1 nput
from'the 16q%3§§gt 2005 - 176 CPU 552pSEO I n G%'ggggﬁﬁl égﬁéad access

L3 SR, GBS S BT eI
gener at e%o%a;:?la?ghé Li:%%r}}al 575 2 of the selection circuit 570 shown- '
'in FIG. 90.
On the other hand, ﬁhen judging that i.l': is not inciuded
in that judgment, the judgment unit 582 2 generétes for
10 example a read judgment result signal 8572 instructing
_ disconneétion {break) and outputs it toward the terminal _
575_2 of the selection circuit 570 shown in‘FIGL 90.
Further, when a program module of a program being
executed by the CPU 552 calls up a prégram__ module of another
15 program, the judgment unit 582 2 judges if that callup i-sr
‘allowed by the combination shown by the read inter-AP call
-_relétion¢ defining 'data;.--‘SBS__Z sﬁom iﬁ FIG. 96 based on ‘the-
éxecdting AP instrpcting‘ éignal‘ ;5552b and cailed'AP
i inﬁtructing siﬁgnalI S_552c ixipﬁt- fir.ox_u the CPU 552 shown‘i!-l
.20 FIG. 89 and the read inter-AP c_al'l- relation defining data.
. VSB'S-___Z read from the storage unit 581'_'2'.. o
When. judging that it is a‘iidwéd 1n that judgment, "Ehé::I
judgment uﬂ-it 582_2 for example generates a -#éfad- judgment
'-x:eéu'lt éign—al 8572 insf:x;ucf.ing 'c.;onaéction- ‘and cutputs this

25 toward the terminal 575 2 of ‘.the‘sele_‘ctic'jn circuit 5.?0,‘showﬁ '




5 result signal S572 instructing connection and outputs it toward the
termnal 575_ 2 of the selection circuit 570 shown in REGyugB&20@8 the ot her
hand, when judging that it is not included in that judgnment, the judgment
unit 5822 generates for 10 exanple a read judgnent result signal S572
i nstructing disconnection (break) .andgoutputs it toward the termnal .5752
of the selection circuit 570 shown in FIG 90. Further, when a program
nodul e ofina E&og&gm bei ng executed by the CPU 552 calls up program nodul e
of anothaf I Jprogram the judgnment unit 582 2 judges if that Gallup is
al l oned by the_conbi nati on shown by the read inter-AP call relation,
defi ni ng dat a. °38the adfhs handr| whengjudging that it bxerak aldosed
instructing signal S552b and called AP instructing signal S552c input from
t he CPU $82tbabwiuigment, EhE j8dgaedtt baitesd2i Ot genARatakl fbel ation
defining data 5852 read fromthe storage unit 581 Wien judging that it is
all oved éramhae hudgaEnfndghenjtUdesanic dilgha28887h05 nexaiRengeNerates a
read judgnent result signal S572 instructing connection -and. outputs this

Soohnerdsgnianensal e gishil Bssehsion US|
not al | oypdenk NsPaLeh UHINERLL: ENE7hUGRNRA" 11U kLe5886 generates for
The write judgment circu-it 573 uses the executing AP
insi%ructing signal S552b, called AP iqstructing sigﬁal 5552c¢
and addréss CPU_ADR input froxﬁ the CPU 552 to generate the
100 write judgxﬁent result signal S573 and outputs this toward
‘the términalr 575 3 of tﬁe selection circuit 570.
- FIG. 97 is a view of th-e'c'onfig_uration of the write
'j"{idgmet.it.circuit 573 shown in FIG. 90.
"Ag shown in FIG. 97, the wri#é judgment: qircuit 573
15 : .has a é‘tor‘,age'unit 581_3 and. judgment' unit 582 3. |
The sto_rag‘e unit 551_3- stores the write access range
defining data 584__3 ‘an"d.-m_:ité inf;é‘r-AP call relation defining, '
. data 585.3. |
The write access range defining data 584_3 defines
20 the add:te_sses in the memory 553 Aaccéss-ible whe;l the CPU_ 552
is :‘execut:'i.ng the ;iw‘rite. instruction for each ca'se.‘ i«zht_are i‘:he'
" CPU552 is exécuting programs of tﬁg oS ié.yer a{nd'éj_apliCaﬁidﬁ
"piograms_ MAIN, APl, AP2, and AP3 shown in—,FI-G. 84.
,FIG.. 98 is a view for explaining the wrj.—té access range

25 defining data 584 3.




exanple a read judgnent result signal S572 instructing 5 disconnection and
outputs this toward the termnal 575 2 of the selectio 1 I $5n:/0 shown:
in FIG 90. The wite judgnment circuit 573 uses the exggﬁ%l{g%gl%«%%
instructing signal S552b, called AP instructing signal S552c and address
CPU ADR input fromthe CPU 552 to.gargrate the 10 wite judgnent result
"signal S573 and outputs this toward the termnal 575 3 of the selection
circuit 570. ij(la ~97li s a,view. of the configuration of the wite judgnent
circuit 573 shown FRIEFE (¥8TthagallhodirertiPe inFIG hd8ushaws tdharent
circuit 573. 15 has a storage unit 5813 -and judgnent unit 5823 The storage
uni t 581B*SEEARS Phethe A% layeas andahiye alubl ivatyiainipa R4S MATM, t €.
inter-AP call relation defining. data 58.5.3 . The wite access range

defi ni ngABat aAB84 3nddadPiBnebowd0inheraeddedsses in the nenory 553 accessible
when the CPU 552 is "executing the wite. instruction for each case where

‘the CPU 552. TReeXEROMI'NgnPtRE’ 28% QhotiLoflal AVEIr&B8Ei8RPLLSALI ON
progranms. MAIN, API, AP2, and AP3 shown in. FIG. 84. FIG- 98 1s a view

- for expl 8h8i Noa DS BECASS tAN9Ge2Rrea HEELA! NG S 4 13l 6 August
2005 178 The columm (vertical) di r%?tei oﬁe?nlqtlizge l‘é%‘%%\%ﬁ%ﬁgeﬁeogr ams of

Lhe O | 8¥6Eagldot"enaPBLLERLLCBPLRY" BB MY Mhats A 00 £62, §00 APS shown in
| allowed. g
The "FROM" in the row direction shows the start address
of the address range of the memory 553 where the program-
10 of @he'corresponding column is allowed access.
.The'. "TO" in the row direction shows the end address
_of' the address range of the memory 553 where the program
of | the corresponding column is allowed access.
Thé write inter-AP call relati_;}n defir;ing data 585 3
15 . Shov.ws. the conrxbinatirons of programs to'whicﬂ program modules
_ ._which may call or be called from belong Qhe._xi a program module .
is éalled"ﬁp when the CfU 552 is executing a. r;aad iﬁstru_ction.
FIG. 99 is a view fgr expiain;lng ‘the write in£ér4hié'
‘call rélation defining data 585_3. -

E 20 -. E ‘T.her i:dl'ﬁmn direction of _fIG. 99 -éhowsj the programs
of ;tl_le '.OS layer and application programs MAIN, API, AP2,
j‘ant:i'APj- shown in FIG. B84. | |
| ..Th‘e TEOW d:i—.rect_:i.on: 'of FIG. 99 ‘éhqws the progxfams_ of

. theOS J;al.rer ‘and a_pp],ijca.'tio;l progralqs' MAIN, APl, AP2 . and

25 AP3 shown in FIG. 84.




The "FROM' in the row (horizontal) direction shows 5 the start address of

the storage area in the nmenory 553 where storage of thg RiQetapopf the
corresponding colum is allowed. The ".FROM in the row direction shows
the start address of the address range of the nmenory 553 where the program
10 of the corresponding colum is alj@wed access. The "TO' in the row
direction shows the end address of the address range of the nenory 553
where the program of the corresponding colum is allowed access. The wite
inter- AP cal | Fé&eafindgr§eritinggresitiogs 911 Shehewdunins conbimews ons of
prograns to which program nodul es which may call or be called from bel ong
when a psdgramhaticad @ ealdgesrupoghdre tofe aCPtdh2n sofexgoelt i ng a- read
instruction. FIG 99 is a view for explaining the wite inter-AP call

rel at i on céefretipegdiaiga cbBttn. i 20 TTewsd vsTeadilr 8t hQPr&frihGrod1shows the
prograns of the OS |layer and application prograns MAIN, APlI, AP2, 'and AP3

h i ‘ r o ) | | i Fo ) h {165 f
shown i nod G pibgrEhe or HRW @Jx‘i%tsb%dl\ﬂ%];ger 91., e %Wﬁduug:sc%%gfa”ﬁ ©

the OS | ayer and application prograns \ , 2, an shown in

FIG 84. .16 Al 2005 +4.179. The intersectin osjtions of t col umms
and r‘bgws tﬁ%&vg\%zgf)h‘g% E:3111p°r“6"=’gdr'ar‘n'}i‘r%ul(fu}tg‘eof *a ]p'?%g?%\%eﬁf&??\g 2ot tRspondi ng
colum igs all vvecito (c:iall up a program nodul e :

s not allowed.

The judgment unit 582 3 judges if the address CPq;ADR
is included in the address range of the meﬁory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 98
10 corresponding to the prog;am indicated by the executing AP
instructing sigﬁ#l 5552b baéed on the executing AP
1 instructing signgl'SSSZb and address CPU;QDR'inpﬁt from.the
. CPU 552 shown in FIG. Qg'and the*write-access rangé defining
;Qata 584 3 read from the storage uait 581 3.

15 When judging #hatrit is includea in that judgment,
the judgmept unit‘582_37for example generates a write
Wjudgment,;esult signal 8573 inSﬁructing qonneétion and

outputs 1t towé.rd the tern-l:irnal 575;3_01:' the .s‘ehlection circuit
'TSﬁO éhoyn in FIG. 90.
20 - . On the ‘o:gﬁei: hand, vwhen juc_igix-;g that it is ;;.ot included
'in'. that judgxﬁent,. the j,ngment' unit 582 3 geriera'te-_s for |
.éxample a write judgment result_signal-SSVB %nstructiﬂg;_
diéconnéction,(bteéi)‘and-édtputs it_towa#d‘the terminai’
575;3 of the selection'cirquit'570:shOWn in FIG. 90.

25 Further, when a program module of a proéram beihg




of a program of the corresponding row. The "o" indicates 5 that callup is
all owed, while the "x" indicates that caIIup I S not aII XQ?E d{ j udgnent
unit 5823 judges if the address CPU ADR is included |n th ress range
of the menory 553 defined by the "FROM' and "TO' of the columm shown in
FIG. 98 10 corresponding to the proqkﬁp1indicated by the executing AP

i nstructing signal S552b based on the executing AP instructing signal’
S552b and address CPU_ ADR i nput fromthe CPU 552 shown in FIG 89 and the
writ e aceissutaddgey ddie GIR) 582t aabB4 @p ree po-oigram inbdultosAgmanthér 581 3 15
When judging that it is included in that judgnment, the judgnent unit 582_3
for exanpkeggamer &hes jadyhieht junddMss2 ILSHdgesi GRlthaRY 241NRlg Ued | ng
connection and outputs it toward the térm nal 5753 of the selection CIrCUIt

-570 shaWMioiadRbe £190. co%ﬁammérh%h%&hegg‘%ﬂg wri‘@g%ﬂ%% g o ';Jfafes for

not -included in- that judgnent the ju nt unit

: I |, S573. t

(br eak) ﬁﬁ%&?gﬁ%@?%grﬁaﬁ RESLATRRAR 9o oo rod Hebaef oot (OHF i roui
570 shown_in g 038 25 Fur her when _a prog ram nodul e. of a program bei ng
16 ATgusT 2PB5118 e&gﬁﬁfgﬁ BP9t FEIeRY 5552Daprd G3ldegh g 88 am nodul e of

anot her. _program the judgnent unit 5823 judges if that callup is all owed
by the chapFRutFoRg siibdRabySBhecwiprpati frem ARec§PU 552 shown in

FIG. 89 and the write 1nter—AP call relation deflnlng data

585 . 3 read from the storage unit 581 3.

" When judging that it is allowed in that judgment, the

10 Judgment unit 582_3 for example Qenerates a write judgment
result signal S573 instructing connection and outputs this

toward the terminal 575 3 of the selection circuit 570 shown

in FIG. . 90.

On the other hand, when judging that it is not allowed

1§'.in that judgment, the judgmeht'unit 582 3 generates: for
example a ﬁrite judgment result-signg; 8573 instructing
disconnection and outéuts this toward tﬂe terminal 575_3°
‘of the aelectiénlcirCuit570 shoﬁ# in FIG. 90.
Néxtf the selection circui£ 5707wilL be e#pléinéd,
1:20- . '<The selection circuit 570.¢qﬁne¢ts the switcﬁ.574.to
'Oné of'the terminals 575 1l.5?5 2, éhd_57§13'£ased.on éhek
rlnstructlon type 1n3truct1ng 31gnal 3552a from.the CPU’552
Spe01flcally, when the 1nstruct10n type 1nstruct1ng
sigﬁal SSSZé'indicates'a fgtch‘ingtrdction,,the sélegtion_

25 circuit 570 connects the switch 574 to. the terminal 575 1



rel ation defining data 5853 shown in FIG 99 based on the executing AP .
instructing signal S552b and called AP .instructing sigpalyqgadesi nput from
the CPU 552 shown in FIG 89 and the wite inter-AP call rélation defining
data 5853 read fromthe storage unit 5813.' When judging that it is
allowed in that judgnment, the 10 | ment unit 5823 for exanple generates
a wite judgnent result signal S573 1'hstructing connection and outputs
this toward the term nal 5753 of the selection circuit 570 shown in FIG
90. _ Onanfeoytputshibe figtah judiymeptt hagsulit issigmatl aSTawed: W& i n t hat
judgment, the judgnent unit 58.23 generates for exanple a wite judgnent
resul t siigiginenb78esa3trsE6o N thieSEWNBORIdO-wine 5@UL.PBLS tdignisnard the
terminal 575 3 of the selection circuit 570 shown in FIG 90. Nekxt, the

sel ect i 0Bh&i E6HhbcRIBnYidils RAREYANYE £he?Lwi 1l %ﬁ'r%q}l'to%sf d{scu't 70..

connects the switch 574 to one of the termnals 5751, 575 2, 575 '3
based . 08,1 08,1188 HUC RO e Jdastructing.signal S5 fromthe-CPU
552. . SpcéC| ??ca?ﬁ , en ?ﬁetcl\"ﬁéltu Gt 1o ns rG’t 3‘6‘% 21 FE ?;%%d' ‘si gnal Sb52a

i ndi csat es 'a fE ghl nstructi the selection. 25 circuit 570 connects the
~switch 574 to. £Er AP @‘fBlfsf%'“ﬁ}jﬁ‘?tt%ﬁ?“sul‘ﬁtl%ﬁltﬁﬁabhts t he
fetch judgnent result signal S571 as the judgnent result S560 to the

SWi tCh PP ohRt 188&‘”56@ f“orfaﬁfjs instruction, the selection circuit

570 connects the switch 574 to the terminal 575_‘__2 and outputs
the read judgment result signal 5572 as the judgment result
8560 to the switch circuit 561. Due to this, the‘
10 .connection/digconqection of the switch circuit 561 is
controlled by the read judgment result signal‘8572.
Further, when the instruction type instructing signal
S__'552a inc}.icates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575 3 and outputs
.1i'5- | tﬁev.w;ite Judgment res,ult.sigﬁal.S_S?B as the judgment result.
S560 to the switch circuit 561. Due to this, the
-:éonne'ctién/disé:gnr_lec;tion of the -,switch circuit 561 is
controlled by | the wr.-;ite 'judgmeﬁt' result signal S573.
Hext, examples of the operatlon of the computer 551
20 w:l.ll ‘be expla:l.ned |
[First Ex‘ampl_'e of Operation]
~ Next, an example of the épe;atio‘:i whe're' the com;ititér
: 531 executes a fetch .i#é—truction in the process of execﬁti@n-
. of a p:cogram modulg of the Aappl"it_:_a_..tlio.n _p_rograﬁx Al?l and

T designates the address "210@5" of the addres.s.mémpz:y.S.’ISB. :




t he connection/di sconnection of. the switch circuit 561 is controlled by
the fetch judgment result signal. S571. 5 Further, whengtigustigiosuction:
type instructing signal Sb52a indicates a read instruction, the selection
circuit 570 connects the switch 574 to the termnal 575 2 and outputs the.
read judgnment result signal S572 as hge judgment result 5560 to the switch
circuit 561. Due to this, the 10 comfiécti on/ di sconnection of the switch
~circuit 561 is controlled by the read judgnent result signal 5572. Further,
-when t hewihdtbacexphatippd.i nstructing signal. S552a indicates a wite
instruction, the selection circuit 570 connects the switch 574 to the
“termnal 575_31Anghost pabs, d5cpthepmr ih&ibadoagnt 21661kt F18kangl, $573 as
the judgnent result S5-66 to the switch circuif 561. Due to this, the
-connect { R/ e CAMISGTd he SV}, C ' ' . is. contrql.led by the
wite j u%lggneér:\%ﬁr%esul t és?{g]ﬁg’f’ojiss%. N%x{%ggﬁ'g#p %‘g%‘?p“:t rﬁgs%f):grca . of the
conput er_551 {11, expl.ai ned.. [[Fi.rst Exanple of Operation]. "Next, an
exanpl e so’fgxtl%}é%gjp%%% P(%EL c\ﬂ?ﬁé‘?‘ & ?%SEt(f‘{)%UF%FuC%%Tne%‘élﬂ"egx& &
instructjon. in the process of execution. of a program nodule of the
appl Pcat‘?‘gnl_‘b?'bﬁ?‘é 0| S1gRpL 5555 7R dingHgadd ngh APd @res SUtPIFO Rrof t he
address. nenpry 5.53 16 August 2005 - 182 w | be explained. In t-his case,
a CRU _Adre | 7BY caP? nfo" theoipdgnent ehrcuit 560.

Further, the judgment unit 582 1 shown in FIG. 91
Judges if the address "2100H" is included in the address
range "2000H" to "2FFFH" of thé memory 553 defined by the
‘10. "FROM" and "TO" of the column shown in FIG. 92 corresponding
tb-the APl based on the executing AP instructing signél 5552b.
.and address CPU_BADR input from the CPU 552 and fetch access
ra’.nc;;é.- de‘f,inihg data. .5V8'4_7_1 _s.ho‘wn in FIG. 92 read from the
storage unit 581
" 15 Farther, the judgment unit 582 1 generates a fetch
jﬁdgment.-re_sult signal 571 i‘nstfuctin'g co;xhection 'a-nc_i :
outputs it -towa.rd' the t_e'.-_rminal "5?5_1 of the selection §ircnit
570 shown in FIG. 90. |
F‘urther-, the seledtion. circuit 579 connects the switch
200 574 to the 'terminal.STS__l since -the instruction type
SR 'ins‘trubtihg -sigﬁallSSS_ZZa indicates a fetch.
.. ‘Due to this ,IA a fetch ‘judgment rééu'lt ‘signal $571
i Vitisi:ruc.tiittg cc_)_n:nécAtic.)nr is output Ehrpugh the selection
'ci;l_:cpit 570 _él'_s. .fhe jﬁdgﬁght 'xeéult_. Vs'.li;gnal S560 to the.switc'h._ _ .

.25 circuit 561 shown in FIG. 89.




t he CPU address bus 507, and an instruction type instructing signal S552a
Indicating a fetch instruction and an executing 5 AP |qggﬁgﬁgtﬂﬂ53|gnal
S552b indicating AP1 are output from the CPU.552 to the judgnent circuit
560. Further, the judgnent unit 582 1 shown in FIG 91 judges if the
address "2100H" is included in the ggdress range "2000H" to "2FFFH" of the
-menory 553 defined by the 10 "FROM and "TO'" of the colum shown in FIG 92
corresponding to the APl based on the executing AP instructing signal
S552b - and add¥esthepy WDR $wWpbchf camruhé EPU p3acasdthet CRUade¢ss range
defining data 584 1 shown in FIG 92 read fromthe storage unit 581 .15
Furt her ,buse5padgngnbenviry $824 nenecs et ebn atetchrddgmmnistaweswd si gnal
S571 instructing connection and outputs it -toward the termnal 575 1 of

the sel eglion eh&cobt 5670c8hauBest. thkCmel@ry bYither, the selection
circuit 570 connects the switch 20- 574 to the terntnal 575 1 since the

inistruction tﬁﬂ@te'tﬁﬁéuciﬁnghé'Qﬂébeséﬁéiaiﬂghcéég a_fefchybue -to this,
r

fetch judgnent result signal S571 instructing connection s output through

the selection -c 570 .as I resul t signal, S560 .to the
_smnt%h Zgi%erU|¢£§6§65homﬁl?a gggHEIG ﬂﬁﬂﬁ?ti§665ag§rf8531ﬁurther,the
Switch circuit 561(PIaces the CPU da

not included in the address range "2000H" to "2FFFH", a fetch

Judgment result signal SS'?l'insti:tlcting disconnection is
output from the selection circuit 570 to the switch circuit
561. Due to this, the switch circuit 561 sets the CPU data
S, 10 bus 506 and memory data bus -5.62 in the disconnection state
to Preven—t the CPU 552 from acjces‘sAing the memory 553. |
_[Operatiort of Second 'Exam_p_le]
; Next, an example éf' the operation ih.the case where
a pIOQIM'mo_dule of the ‘applicrationr program AP2 calls up
i5 - & progfém of 't:he application -p,rogram APl when the computer
- 551 execﬁtzgs a read instruction will be éxplained..
Ita .this Caéta, the executing AP inétruc_:ting signal $552b
showing AP2 and -the calied BP instructing signal §552c
. showing APl a_:r:é output from £he- CfU 552 to the r_ead.'judﬁglttent .
- 20 :éirCFit 552. -
. ) | The jl_xti_g'mtant unit 582 2 of the ‘rgaci ju_dgntent circuit
' _;,5'12 views the gead inter-AP call j;.e]‘.atiortl detfinixtg data 585 2
- shuwn in FIG. 96 and judges if a call from the AP2 to AP1
_isfailowe&.‘

25 _Further, the judgment unit 582 2 geherates ‘a read




bus 506 and nenory data bus 562 in the connection state to aIIOM/the CPU
552 to access the nenory 553. Note that, in the above L%I g&ase, when
the address CPU_ ADR indicates 113100H', since that address Is not i ncl uded
in the address range "2000H' to "2FFFH', a fetch judgnent result signal
5571-instructing disconnection is _opgput fromthe selection circuit 570 to
the switch circuit 561. Due to this, the switch circuit 561 sets the CPU
data 10 bus 506 and nenory data bus 562 in the disconnection state to
prevent BREIEPO ST SHIdmaneskiTRT2 Hen ey BE :ontfegpieien imrd of  Second
Exanpl e] Next, an exanple of the operation in the case where a program
nmodul e obutpetap[thi@atﬁoomrpi OdreaantedRicel |S7TUR di5 the Hagsaiat t he
application program AP1 when the conputer .551 executes a read instruction
will be eipkalired70l ahidvins iGAFIG 1 hep executing AP. instructing signal S552b
showi ng AP2 and the called AP instructing signal S552c show ng APl are
output fromt hﬁuQEHexr?Sztﬁé) di&dash gllr\é%%%‘io RhnetitsChhh RfPect Ne

judgnment unit 582, P_2 of the read judgment circuit 5/2 views the read

t APcgal ta 585 h FI G, 96 and d i f
LTS5 e S SRS 8 S e SIS oy ond ucies,

a caﬁ ron1the

er
t 2005 - 18 4 - d t | t | - S572
i ﬁs??ﬂgggﬁgg’&}ﬁﬁgg‘& 12-9?%‘ % 5%3 indicates J lil:'e%r;rier:]i.nsrtersulétlosrl -gna ,

Due to this, a read judgment result signal S572
-instructing connection is oﬁtput through ﬁhe_selectién
__circ'-.uit‘. 5?’0 as the judgment result signal S560 to the switch

10 circuit 561 shown in FIG. 89.

Furfher, the switch circuit 561 sets the CPU data.bus
 5b6fand1m§mory'data.bus 562 to the éonnectioﬁ'state, whereby
the CPU 552 can access the memory 553.

On the -othe;': hand, in ﬁhe ab0vé case, when the program

‘15 “nl'o'dt'll:_e- of. the ai)plicétion pfogram AP2 calls up a program
of the. appllcatlon program.AP3,.1t is judged from the read
'1nter—AP call relatlon defining data 585 2 shown in FIG.

96 that a call from the AP2 to AP3 is not allowed.

Fupthér, the,juégmept unit 582 2 generates the read

201.5ﬁdgmént rg#ult signal 5572-iﬁ§trﬁcting disconnection and

4._6ﬁ€put9~this‘t0ward the tefmina;:515“2 6f tﬁé selegtioﬁ'
'éiréﬁif'570 shown in FiG. 90.
| Due to this,.a read judgment rgéuié signal 5572
-insﬁrﬁctigg disconnection-is‘outpﬁt»tﬁrodgﬁ.the selection

25 circuit 570 as the judgment result signal S560 to the switch




outputs this toward the term nal 575 2 of the selection circuit 570 shown
in FIG 90. Further, the selection circuit 570 connect s;d Aguetdgsh -5 574
‘to the terminal 5752 since the instruction type instructing signal S552a
indicates a read instruction. Due to this, a read judgnent result signal
S572 instructing connection is outpy through the selection circuit 570
as the judgnent result si gnal S560 toffhe switch 10 circuit 561 shown in

. FIG 89. Further, the switch circuit 561 sets the CPU data bus 506 and
‘menory delzcyas 561 tshavve isori¥ELt i8h state, wher eby the CPU 552 can
access 'the nenory 553.- On the other hand, in the above case, when the

program 15 noBukehef:,t bReappi tERtEDECRT OFEAMARZ ¢alkl &Ptipdéltﬁrlﬂ% am of the
application program AP3, it is judged fromthe read inter-AP call relation

def i ni ng5dat anG8RehosYOWA ) dsCsed &d hate AiGRAdnddAD LD, %P@e tg, AP3 I's’

not allowed. Further, the Judgrrent unit .582 2 generates the read 2.0

d t, t d t outputs this
j udgnen ES@&LE @h%nekysg%% rfl} reugeﬁlen |s%%nne%n1l%q:n5 pL

t oward t e ternm na circu shown in FIG 90.

Due to this, rea resul t Sl nal S572 instructing di sconnection
i s o0t put throuﬁl’i3 E@E’ogﬁ 28he @Wﬁ%“%ﬁéﬁ%ﬂg%eﬁﬂi?@sult

signal, S560 to the switch 1 6 August 2005 - 185 -- circuit 561 shown in

Fl G. 89 circuit 561 determine the connection state between the memory
553 and CPU data bus 506 based on data defined in advance
in accordance with each program in accordance with a pr'ograx;l

: beJ;.ng executed by the CPU 552,
- 10 - Therefore, an_application program being executed by
the CPU ‘552 .(:_.anv be ﬁrevented from illicitly accéssing
_'inStruct.iqn's and data of anc;ther application program stored
in the memory 553 and a "hi_-gh security can be 6bta,ined among
_ -a{pplricatiori- programs even when the CPU 552 is executing a
Ié‘ p'lu]_;.'a;i'ty of application proérams-
| 'I.‘he present J.nvent10n is not limited to the above.
expla:.ned embod:unent
| For example, in the above explained embodiment, the
.case was illustrated wﬁe;:e ,1.:h-e ji%;lgment circuit 560 sté_red
20 fetch ‘access ré_;tig’é def.-in:i‘.'ng data-S'Bl;d;_.l, fetch inter-AP -‘calJ.
..rélatidn defining data 585 1, .'read' access ranée defining
-_d‘ai.:a. 584-_2 ,l read :-i.nter'—AP: call felation cief;i.ni-t_lg data 585-__*2-,7
- ._w;:ite access range defj;ni;ng data 584 3, and write inter’-i\_-i?'
éa_ll_relatiqn defining data 585 _3, _but -as shown. in FIG. 100,

‘ _i25 it is also possible to use an IC card 558 stoxing such data




Further, the switch circuit 561 sets the CPU data bus 506 and nenory data
- bus 562 to the disconnection state to prevent the CPU(ﬁ?% é%gggﬁgcessing.
the menory 553. 5 As expl ai ned above, the judgment circlif! swi tch
circuit .561 determ ne the connection state between the nenory 553 and CPU
data bus 506 based on data defined i advance in accordance with each
prodgram.in accordance with a program bel ng executed by the CPU 552. 10
Therefore, an application -program being executed by the CPU '552 can be
prevent eiinf poskakei encrypiedevsing keyt numfdrarasiand Kdat a of anot her
application programstored in the nenory 553 and a high security can be

obt ai ned andngrn appi s CeAsON GO ddFmENENcIPENi & NEs RS RS 15 GXBFULI NG A
15 plurality of application prograns. The present invention is: not limted

to the apR¥§rmatXBhaknafacHRedERIbn g%ro&?s&"@.'g%w cgzetél-.%sa%vee fxpl ai ned

i
enbodi nent, the -.case teas illustrat ere thé fh gnent circuit 560

oLor e 2aLa! 68 ohssasn’ 240°cHEl AIAOIR! 3iPel LRIERISIP el

~relation i ni ng read access range
- inter-AP call,r?#}tion efining data 585 2, wite access range defining .
dat a >584°%T%ht W« ZepAftha h aFE?’ﬁFi’EﬁP%f’ieﬁilﬁjn&a‘f’%tﬁ%?%} but as
- -shown.- in FIG 100,. 25_it is also possible to use an IC card 558 storing
.such datZeteh Afes—AFo3ll mggtion defivingedate 5P5t dd readgdagss
i nformation K
* range defining data 584 2, read inter-AP call relation

defining data 585_2, write eccess range defining data 584 3,
' and write inter-AP call relation defining data -585___3 from
10 the IC card 558, and uses the same decrypted using a
.P‘redetemieed decryption program 590 and key information
.K'
Further, the present inventioe may store the above
deérypt‘ion program in an encrypted sf:ete 'ir_1 the IC card 558,
15 xead f.his through the co:_nmunieeti-et_l circuit 504 and CPU data
‘bus 506 into the judgment circuit 560, decrypt this by the
jﬁdgment circuit 560 \;,-sing predetermined kel-r infematiqn_,
| store the decrypted decryption program in the memoﬁ 553,
"and have the jadgmeﬁﬁ circditessb\;ead'and execute the
20 'c-_lei:.ryp'tiqﬁ progiem from tt_;e mem_c'):ry- 553.
| Further, in #he above e-kpleined embodiment, rtl_le case
was 's_héwn o'f the'_C]?U- 552 eu-tp.utt-ing‘ to_ the judgment _circu;-i..t,.
: lSGQ"an' ekecutiixg-AP ins'-tx;ucting' signal ‘SSISI‘2b -and called AP
: -'_iﬁst:_l:'ucting 'sj.gnal"SSS?.c, bﬂ:t' ﬂ;es-e --Siénals- may also be

25 - genel':afed_,\ as Ash.own'-in FIG. 101, bj[ the judgment circuit




In this case, the judgnent circuit 560 holds the key information K and
decryption program 590, accesses the IC card 558 throul%h t he data bus
50.6 and communication circuit 504, reads the fetch ac &@“Phﬁ@g defi ni ng
data-584-1, fetch inter-AP call relation defining data 5851, read access
range defining data 5842, read i nt_ei- AP _call relation defining .data 5852,
write access range defining data 58 § and wite inter-AP call relation
~defining data 5853 from 10 the I C card 558, and uses the same decrypted

usi ng a 59 auenetorimg teer ¢pUi addpeegr bas5807and key information K
Further, the present invention may store the above decryption programin an
encrypted st atsddentheEdbo&onmen®58, 15 read this through the communi cation
circuit 504 and. CPU data bus. 506 into the judgnment circuit 560, decrypt
this. by the « PrRier | bbbl L [oYAr-YoF =Ty i tion,

- store the decrjy%%ied deéfeypti o%ilg‘?%gerjg%nn%\ t he m%@é%g%@&gh&hﬁ%gg t he

j udgnent, ci r,cui 60_r apd_execute the, 20.decryption programfromthe
_nmenory &.‘tﬁré%%s?,aﬁ‘&ﬁ%rﬂg 3%%$gggxﬁ%a?’ﬁ%d”ew %}élgﬂ%ﬁt, t he case was
'shown. of the. CPU 552 outputfing to the judgnment circuit. 560" an,
_exectting AP ifistr JH4 if & griew 8Eobhe SRt ERrrabE o ¢hs?ructing signal
S552c, but these signals may also be 25 generated,, as shown in FIG 101,
by the jseRftdesieniehincdAgestapoesbodinent of the present

invention.
As shown in FIG- 102, the semiconductor chip 631 has
an internal memory 632, sﬁitch circuit 633, switch ecircuit
10 634, judgment circuit 635, selection circuit 636, and CPU
637.
| ‘The internal memory‘632, switch circuit 633, switch
..c':-i_rcuit 634, judgment circuit 635, and CPU 637 are connected
to a CPU data bus 640.

15 - The internal memory 6;32,( judgment circuit 635, and

, CPU 637 are connected to an address bus 64_1.
. The ..ir_;t.erna'l. me@ory‘.632, .judgmént circuit 635,r rarind
- &PU 637 are connected to a signal line 642. |
Further, thg ir-l_te_rnal inegxorj 632 is fur'ther. conﬁeéted
20 to an internal data -‘bus; 643.
E_‘ixrthei:, ‘the switch circuit 634 is further connected
B ;thrémgh an e;cte'rnal: .clata_‘ bus _644 to lax-i external m'embry 660
| Fﬁrther,_ 'l_:he.. se;.,ection ecircuit 636 is fﬁrt—he:_:
c;anpgqted -tﬁrough an -'ex_ternal”d;ata' bus 645 to a debugg.e,i:_' ‘

35 - 661.



- 187. 560 nonitoring the CPU address bus 507. Seventh Enbodi ment The
present enbodi nent is an enbodi nent correspondi ng to tﬁeq@&tmmq 21st
aspects of the invention. 5 FIG 102 is. a view of the configuration of a
sem conductor chip 631 of an enbodi ment of the present invention. As shown
in FLG 102, the sem conductor chip $88 bas an internal nenory 63_2, switch-
circuit 633, sw tch ci rcuit 10 634, judgnent circuit 535,h sel ecft![ogss
circuit 636, a 7. Th,el er nal rrenor 632., switch circui ,
switch -circuit q}%c?gﬁ?b’rﬁ" YR Fep eprsFonde tonkketed to a
CPU dat a bus, 640, 15 The internal nenory 632 judgment circuit 635, and.
CPU 637 SSEICsHBIQtRr (¢4 rawidd @fe shehfisr o4 lasprvwt afntbenahveneiony' . 632,
judgnent circuit 635 and CPU 637 are connected to a signal line 642.

Furt her , tihiee GBSt dartal bwsméu¢ 632riespbudishenr ehanefied trzRshosdfohnt ernal
data bus 643. Further, the switch circuit 634 is further connected through

an exter aahedatathanﬁﬁétts&aﬁb&iaﬁw JRBYIL Sefle ?EB%QQ& mb861 86! ection
circuit 636 is further connected through an external - data bus 645 to a

debuggerpﬁ;; borléspoadst té08R instruction for executing a program

.of the first aspect of the invention, the internal memory

632 corresponds to the storage cirxcuit of the first aspect

.of the invention, the CPU 637 corresponds to the pProcessing
‘c':ircuit of the first aspect -of the invention, the switch

'10. .ci'rcu-it 633 corresponds to the first connection switching
rcircui‘t_, of the first aspect of the invention, the switch

‘ circuit 634 i::o-rrespon.ds to the second connection switching

circuit of the firat aspect of the invention, the judgment

cixrcuit 635 corresponds to the connection control circuit

15 of the first aspect of the :i_.n;rentign, the selectioﬁ circuit
636 ‘correqunc_l‘s to the third congection switching cirquj.-t-
of the fi‘rs't.‘ asped_t of the invention, th_e extérnal Memory
660 cpi:re’sponds to the storage apparatus of the first aspect

of .tﬂe invention, and the debugée::j 661 corresponds to the
.20 -exte;rnal 'appara:tus‘ of ‘the first aépect of the invention.
Further, ‘t-he -sigx_lal line 642 corresponds to .th,e thixd
- trran‘s-miss;i.'dn line of the first aspect of ‘the inve“,-nt'iqn- ‘ whiie
the addres_s-bué’ 641 c_';ox-‘:respon;i_s to the fourth transmission
line of the first aspect of the ;ﬂvention-

25 - - Further, the judgment résult,signal_ 5635a corresponds |




-- 18 8 Here, the sem conductor chip 631 corresponds to the sem conductor
circuit of the first aspect of the invention, the CPU @g4gubtsoge40
corresponds to the first transm ssion line of the first sem conductor .
circuit, the programnodule 5 PM 1l corresponds to an instruction for
executing a program.of the first as t _of the invention, the internal
menory 632 corresponds to the storage Circuit of the first aspect of the

i nvention, the CPU 637 corresponds to the processing circuit of the first

~aspect ofta Hehe rfdaret orentiel seigneali 0fctheufir883asperéspdndbet 0 the first

connection switching circuit of the first aspect of the invention, the
switch dimouiticd/ ey resjyarde: el SEeAN GEIRC dottespidnelt #® Circuit
of the first aspect of the invention, the judgnent circuit 635 corresponds

to the camestboAdUHEML chibaliitor kndEilhe Jddsie 8ePAM ifheliSon,
I nvention, the selection circuit 636 corresponds to the third connection

04N NG LUl fuinddi LA 220861 SEAOTINRON, (LG £Y1SHRE! OOy

660 corresponds to e storage apparatus of the aspec

i nvention, - ,and the debu r,, 661. corresponds o the .20 external

appar:tét ugonc'ffmtqhésﬁq"ra?t cglgpé%ﬁ %Jfr’f%ea?ﬁ?féﬁt‘?%n‘.:h?uﬁ‘ﬁﬁf‘fu?ﬁe signal |ine
642 corresponds._to the third transmssion [ine of. the first aspect- of the
i nvention, whi F&€-t A83addr ¥Rk fom wmiasdmisthe. sefwasert h

transm ssion |line of the first aspect of the invention 25. Further, ' the
j udgnent copddguratdiopn ot $Bessamkeendorider 1Ghipge3l 2806 in FIG.

102.
In FIG. 103, the bottommost layer is the hardware layer,
10 that is, the hardware component of the semiconductor chip
631 ‘shown in FIG 102.
Above tﬁe -hardwé.re layer is positioned a communication
'c_l'r;’.ﬁer lgyer. The communication drivér layer has p_osi:‘tion'ed_'
j.n it a communication driver layer for controlling tI;e
flS VCQﬂilj.ll_llni(_:."E-l'tion . The program of -thé communication driver 1ay’e;:
ig usualliy_ stored in a .Vnohvolzlltille Amemo:‘i:y.
Above the cbmmunigatiox'l- driver ]r.;ygr is an operating
'-s_jr_si::'e-m. (69) ' 1§yér _for. pi:oviqing ‘the program forming the
. foundation for the operati'oin of the semiconductor'chip. 631.
) ‘20 ._Th"‘_e‘ 08 layer provides the h-j._ghé‘s-t. application (AP) layer
wii':h"highe:—' coﬁcept'.serv;;i.ces. cbmpavuj:';édwith the l'ower',-la_y'ers
Eui:-thex:, ab';ve the O_S'lr;t‘yea.: is :;v.n AP layer Aefiﬁiﬁg
i_:h‘é spécif-ic :.Eunctiqn-'sr -(se_'r-vit':_'.es). realized by the
'sem:j.cOnducﬁor chip 631. The AP lgj(er has, for e:_campléf,. .

25 application p,rograiné AP1, AP2, aﬁd.Ai’3 realized by the




189 to the first control signal of the first aspect of the invention, the
judgnent result signal S635b corresponds to the secondigcamjustbods gnal of
the first aspect of the invention, and the judgnment result signal S635c
corresponds to the third 5 control signal of the first aspect of the
invention. FIG 103 is a view for exp4gining the software configuration of
the sem conductor chip 631 shown in FIG 102. In FIG 103, the bottomost

layer is the hardware layer, 10 that is, the hardware conponent of the
seni condBECEF 3B Prdudes é‘?‘bﬂh i ML G and 2PM ad ogleowm el n oF BGar 80Rayer i s

posi tioned a comunication driver |ayer. The communication driver |ayer
has positionedThf interpaimeneny 6i? dtoves thy@rdoran ewdudld PMgit he 15
communi cation. The program of the comunication driver layer is usually

st ored i afathenappatiidatirempnogAin\werl hehoaimiwi EB¢ | onoslri ver |ayer is an
operating system (OS) |ayer. for providing the programformng the
foundation forpthe oparaki anvahw %ﬁ%ﬁﬁ%@ﬁ{g{%@i&brﬁﬁé@u@tﬂm CS | ayer

provi des the highest application (AP) |layer w'th higher concept services.

conpay edg pi Eﬂet{ggogg\gﬁr modXAlS ppf Y t her, above the OGS layer is an AP |ayer
defining the specific functions (services) realized by the sen conductor

S5, 11 AE LA, S TR, SRR L R AL A
| comprised of a plurality of function xhqdules- FIG. 104 shows
the case where it is comprised of n number of function modules
FM_l to FM n. |
10 o As showﬁ in FIG. 104, the instruction (cocie) at the
head of each of tﬁe function modules FM__l_ t6 FM n is an unlock
’_instr'ﬁﬁtion, while the tail instructién is a iock |
ins ti:uctiqn .
Here, 'a. lock-i-nstrucﬁion is an instruction -instructing
' . 15 a later explained judgment éircui_t 635 to hold the switch
eircuit _633  in the conngctidn state until the next u-‘nlock‘
,jLn's:t‘ruc,i;ion . |
E"ux:t_her,l an unlock instrudtipn is an instruction
'inst_rﬁc_t:i'.-ng_'__ the switch ciré‘uit 633 to sﬁitch to the
20 disconnection 'state.
The -swii:.'ch cirduit 633 is interposed between the. CPU-
data bus 640 and the internal data bus 643.
The switch ‘circuii;. 633 be:zcomes either the cql_'l.necti;:_n-
_s'_ta’l_-te. o# di'scc.a'hnection 'si;ate 'basgd on the judgment result

25 -signal $635a input from the judgment circuit 635.




- 190 .programnodules PM1, PM2,' and PM 3 shown in FIG 102. The
internal nenory. 632 stores the program nodule PM | of fehuqRpbagsati on
program APl shown in FIG 103. FIG 104 is a view for explalning the
configuration of the programnodule PM 1. As shown in FIG 104, the
program nodule PM I is conprised ofraiplurality of function nodules. FIG
104 shows the case where it |Is conprised of n nunber of function nodul es

FM.1 to FM n. 10 As.shown.in FIl G_.104, the instruction (code) at the head
T SR I OAGCHL M 0 ERCATPOSaN BAtHeRn het GRS | on,

of each of the fTunctio
while the tail instruction is a lock instruction. - Here, a lock-instruction

i s an i nSefactvsh e4%h sd @xtrrml Hata druexhtai ned j udgment circuit 635 to
hold the switch 'circuit 633 in the connection state until the next. unlock
i nstructi on. FEhehewitgh ghlkouliti 634r betbersi eigheirnsheUebhABcASHN UCt i Ng

the switch circuit 633 to'switch to the 20 di sconnection -state. The switch

circuit §8atksoirniddsposeddiaiaeentdte Kled dat ackwis; EdQnand Lhe,h it er nal
data bus 643. The switch circuit 633 becones either-the connecti on. .State

- or discopigahiloB63SHALAPRAS §d- Al e J BRI SASUlde 2835 Si gnal S635a i nput
~fromthe judgnent circuit 635. 16 Audust™ 2005 -
' ‘The judgment circuit 635 monitors the address bus 641-
and signal line 642, When the address signal output by the
CPU 63? to. the gddress bus 641 indicates the address where
the program module PM 1 is stored in the internal memory
10 632, and t_'he instruction type instructing signal S637a cutput
by the-C?U 63i tolthe-Signal line 642 indicatés a fet:ch
:ihstructﬁon, it generates.a judgment result signal S635a
'instrucging gdnﬂection; In other cases, it generates a
. judgment raesult signal S635a instrgéting disconnection.
15 - The judgment circuit 635 outputs the judgmént result
signai 5635a to‘the switch circuit 633. |
Furt#er, when tﬁe‘judgment circﬁiﬁ‘GSS gégerates a
_judgﬁéntresuit’signai.3635§_inét§ucting-connéctign; it
'fgenerates a‘judgmént'resulﬁ sigﬁal_SGBSb inétructing“
20 disconnection aﬁdvputéuts it tq‘tﬁe sﬁitch éirCuit 634.
 ?urtﬁer; when the judgment’cirduit 635~genera£es a
‘;jﬂdgmﬁnt result signal 3635§-instfuctiﬁg.discdnﬂectidn;.it
geﬂerates a judgment result signgl 86355 insﬁrucfiég_
_annection'and-outputs thi§ to the éwitqh circﬁit 634,

25 Further, when the Judgment circuit éBS.generatES"a




- 191 The switch circuit 634 is interposed between the CPU data bus 640
and external data bus 644_ The switch circuit 634 becongsagiidpenod he
connection state or disconnection state based on the judgnent result
signal S635b input fromthe judgnent circuit 635_ The judgnent circuit 635
nmonitors the address bus 641 and sigpgh Line 642. Wen the address signal
output by the CPU 637 to the address bus 641. indicates the address where
the programmdule PM 1 is stored in the internal nenory to 632, and the
i nstruct ilﬂ’rrpfﬂﬁp}b iRT e t3iRral (Rep5asaratsuchingbgonhectbong3itt o t he
- signal - line 642 indicates a fetch instruction, it generates a judgnent
resul t' sﬂﬁﬂﬁHaQﬁ853jQQHWQR#i#@ﬁ@bhn@tgh@h.SGBﬁcoihetrﬁaseagit gener at es
a judgnment result signal S635a instructing di sconnection. 15 The judgnent
circuit G3tradutditlyy ditegritgieidn rasdldutghanaleh8363% thet Be1swWiich Ccircuit
633. Further, when the judgnent circuit 635 generates a judgnent result
si gnal Se3ra-dinstglgting connection, it generates .a judgnent result signa
S635b instructing 20 di sconnection and outputs it to the switch circuit
634. sFurther, gahg e g t e tes- - ment
resul i S|gnal S635§e%2sr?%%tﬁﬁ% 5ﬁﬂéc onéﬁigggnﬁf%ﬁ%%t gudgnent
n and outputs this to the -switch

result si 35b N tructl nect i
circuit 3%2% fg urfﬁe% ﬁggﬁﬁdbﬂﬁ F“SFFBﬁl?1838“B@ﬁ§F&Pesl§ 16
~August 2005
generates a Judgment result signal $635c instructing
#alidity/connection and outputs this to the selection
circuit 636.

10 Further, when a function module in the program module

PM 1 is called up by a branch instruction included in another

function module being executed by thé CPU 637 during

execution of the program module PM 1 shown in FIG. 104 by

the CPU 637, the judgment circuit 635 outputs a judgment
15 result signal S635a instrecfing connection to the. sw:i;tch
circuit 633 conditional on the instruction at the head of
the called funetion-medule first st‘artihg_ a fetch (tfnat is,
when a bran.ch‘;i..nstr".uctieh design'ati.ng' the insi:.‘ruct:ioﬁ at.
the. head of the called funct:l.on module is be:.ng executed)
20 As expla::.ned us:l.ng FIG. 104 s:t‘nee the head of ‘each
function m_odule has _an unlgck inStrue-ﬁioh' (di-.sconne'ction
| release ir_r_sr,truc'tien' of the first _espeet' of -the Vinvent-ion)
'positionedat it, t.he". 5udgment circuit 635 et-;'tp.ut's' a jedgmeﬁt'
,resﬁ]__t ej;gna;. S635a ifi_st'rueting eennectiﬂ_ﬁ' to the swi'tch"_

25° circuit 633 ‘based on the unlock instruction until the next




5 - 192 judgnent result signal S635a instructing connection, it generates

a judgnent result signal S635c instructing invalidity/gaggmuessson and

outputs this to the selection <circuit 636. Further, when the judgnent

circuit 635 generates a judgnent result signal S635a instructing

di sconnection, it generates a judgremb3result signal S635c instructing

val i di ty/ connection and outputs this to the selection <circuit 636. 10
ram.module PM 1 is called up by

Furt her, function dul-e in_the prog -
o branctToE Pt O, [REHe PrhdrbiRer “FARE, LR CRBGEE b e ke out o0 by
t he CPU gé{rduring execution of the programnodule PM 1 shown in FIG 104
by the "H3SRERE | b gihet iRy rrbiPnb3Es ontpanted- | AYgbis Pimegsul t
si gnal S635a instructing connection to the switch circuit 633 conditional
on t-he i dt rerrlimed eamlivad thet feiteh| etlrfuitt 634- iedikeukidr st starting
a fetch (that is, when a branch instruction designating the instruction at
t he head jpidguemtcatdadl f Wicinah SOISHeihstbelbngXxaLsEBHN20ibn eXpl ai ned
using.. FIG 104, since the head of each function nodul e has an unl ock
| nstryct vy AedicheoBBEELE9Bn EekEAse 63611HGdAd A JLlgmet $hsaghect of
the invention) positioned at it, the judgnent circlit 63:5 outputs a
judgrment i, | te; 54 I ) 4. nst i Ng. ection to.the switch 25

si Sd%fgp%.n irgti {ngi{l&lé’\ ﬁ@l t%(%)ﬁ?ng?ﬁlonéxf;o a

circuit 633 “based. on the unlo .nstruction un en
'~ temporary halt of the operation of the CPU 637 by the debugger
661 or acquisition of the CPU intérna—l status information
from the CPU 637 are not possible. Therefore, the function

10 modules FM__]. to FM n shown in FIG. 104 cannot be accessed

from the program modules BH_Z aﬁd PM 3 present in the external

memory 660 or the debugger 661.

Further, when a function module in the program module

PM 1 is called up- b.y the CPU 637 exécutit_:lg a branch
15 i'ns':truc_tion included in anot'h_er '_funcf;ion module while the
CPU 637 is executing t;he program module. ‘PM_-‘_l'shown in FIG.
104, when firsﬁ fe,i:‘ch.:i;-ng aﬁ iﬁstruction .oi;her'tha'ti_ the .
instmctiop pésitﬁt;:ned_ at the head of-,the fﬁnctioﬁ modi;le
: of that cali &eg;tinqtiop, the ju_&g@entﬁ ciz&cuit; 635 ot;iiputs
T 20 a. j-udgni‘e'n.t result signal S635a _inétru'cti’ng disconnection
to ;the swi_i:_ch gircuit- 633. Further, in this case, the jlidgment
circuit 635, for example,. haits the 7op'ezati'0nfpf thé CPU
637 or-.:' performs .pl;*ede‘temined' error prd&éssing.
Whe;xlhthc_a judgment result: s:i.gr-xal. 5635(:':.1:'1:&1:'1 the judgmén.t

25 circuit 635 indicates i.nvalidity/discc’:hnecti_on, the




16 August 2005 - 193 |lock instruction (disconnection start instruction of
the first aspect of the invention) is executed. At thistgAogustaso®xpl ai ned
earlier, the switch circuit 634 is issued a judgnment result signal S635b
instructing disconnection, 5 while the selection circuit 636 is issued a
judgnent result signal S635c instrut®éng invalidity./disconnection, so a
tenporary halt of the operation of the CPU 637 by the debugger . 661 or

acqulS|t|ma;tiawc@uuwtﬁ@alm%tﬂuas;ésnéﬂé 005 %(i”%é RS/ are

‘not possible. Therefore, the function. 1o no es F n own in
FIG 104 £300ehel an1nDduIes PM 2 and PM 3 present
in the exter ngfLl &e@& fé%%%& 608?ﬁaﬂﬁeg “‘g{e'% regrest PEHITS t agparty

function Ieln ogrampmodule PM | is called up bythe CPU 637
execut | ngrge)l({g‘ ?g:’lcﬁ‘s’t rR i e T R uRRERHE ghbt Ber theuRBY; 63 Tnodul e

while the CPU 637 i s executing the programnodule. PM 1 shown in FIG
104, whedlS§hestthe BT Figmahsidela o dtHegnahainsheuctasyr acti on
positioned. at the head of the function nodule of that call destination,

t he j Bdgr@mpagiamyuihaldl3 3oo thmutapédthtaion udfneing cBsub37si gnal S635c
instructing disconnection to the switch circuit- 633. Further, in this

case, the judgwWeah tisd Hedighend3beshDt DA 86358 £6m lth ?Qagﬁghgn of the
CPU 637 or performs .predeterm ned error processing-. Wen The”judgnment

result- wiigoalk tSE35C ihHAMaad JiWHeBR: 7 £ Hide SBPoA NdLRR! €S

|nvaI|d|ty/d|sconnect|on t he
: selection circuit 636 invalidates the CPU internal status

read request signal S661lb and CPU internal status _ré,wri.te
10 request signal Sﬁélc input from the debugger 661 and does
not ocutput thexg to the CPU 637.7
Here, the CPU internal status read request si:g;lal S661b
'is a signal for re@esting: information showing the i#te:cnal
status of the CPU 637. | |
15 - The CPU internal s-{:_atué_ revfrite request signal S66lc
is a signal for requésﬁingt a rewrite of ..infbrmétion _s.howj;ng _
tﬁg‘i‘ntexnal status o_f -.i:he- CPU 63"1.‘. |
On -ﬁhe 'o._fth'er. -ﬁ_aled',' when the judgment ;esﬁlt. sigx;al
S635c from the judgment circuit 635 indicates
20 -validiﬁy/connectj.gn, the ._éélec:-t;iori circﬁit 636; .outputs the
HAi;T signal 'Séﬁla input from the debugger Gél to the. CPﬁ
When the.,j-rudgxrn'ent. fesu]i.-t‘ signal 3635c from the judgment
cirquit. 635" indicatés_ #alidity/qot_mectiqn_, !;,he .-se_le't.:tiop

25 circuit 636 outputs the CPU internal status read request -




16 August 2005 - 194 selection circuit 636 invalidates the HALT signal
S66l1a i nput fromthe debugger 661 (operation halt requésAugukt2005st aspect
of the invention) and does not output it to the CPU 637. Here, the HALT
signal S66la is a signal instructing a 5 tenporary halt to the operation of
the CPU 637. When the judgnent resuligsignal S635c fromthe judgnment
circuit 635 indicates invalidity/disconnection, the selection circuit 636
|nvaI|dates Eﬂ% %P |nt rnal. status read request signal S661b and CPU

i nt er nal C_:LB rEERER AL AT sHeMEt v e Uty tHegebugger
661 and does not out ut themto the CPU 637_ Here, the' CPU internal
status r SfPhedmestt frgmithssdebuoger §isdndio ftive CEEUEXT -n@Funthonmat i on
showi ng the. internal status of the CPU 637. 15 The CPU internal status

rTewite rdguestlesitgimal SaG6flit 636 owtpwes the CRUURAtERfGad k@artivse of

-informati on showing the internal status of the CPU 637. On the
ot her'- hand.gnslle S 637l jingaie Fromethlel cPgBal $8336¢LrARnde ildgER circuit
635. indicates 20 validity/connection, the selection circuit 636.outputs

the HALT coi0gake SA81% LAVUY rbagM LS. OoARRT S804 0ol dRMoBRL Vhen

the judgnent . result. signal S635C fro udgnent circul
i ndi cat eggyal i dity/connection, the "selection 25 circuit 636 outputs the
CPU |nternal status read request

The CPU 637 outputs the address of the internal memory
632 to the addiess bus 641 and in3truction‘type instructing
signal S637a showing the type of the instruction being
10 executed to the signal linme 642 and in accordance with the
same performs'prqcessing'using-the instructions and data
_ o_f the program moduie PM 1 read from the internal memory
632 through the sﬁitchfcircnit:633*and CPﬁ,da£a bus- 640.
Further, the CPU 637 outputs' the address lof the
15 éxterﬁal memory 660 to the add:-l:'eé—s‘buér'641-arnd the instruction
type instructing signal -SGI-'-B'I_aV'td.‘ the signal line 642 and
in accordance with the same pérfgrms-érqceésinﬁ using_the
in_s'trﬁdt-ion.s -and data of the vpro‘gram ;_nociu’iés PM 2, PM 3 reéd
from the external memory 660 through the external data bus
. 20. 644, switch circuit 634, and CPU data bus 640.
o _ F_ihen a HALT signal*SG'ﬁia is- input: through the selection
diﬁcuit_ 636 from the de.bﬁgge:l; 661, the ‘CPU 637 -halts the
_-.operaltiohr of ‘the CPU 637.
‘Fprthér; when the CPU 637 ;éceives as inpﬁt a CPU

25 "ih—terri_al status read request signal S66A1b‘ through the'




16 August 2005 195 signal S661b and CPU.internal status rewite request
signal S661c input fromthe debugger 661 to the CPU 63B.Adeust2085 t he
selection circuit 636 outputs the CPU internal status signal S637d input
fromthe CPU 637 in accordance with the CPU internal status read request
signal S661b to the debugger 661. ThedPU 637 outputs the address of the
I nternal nmenory 632 to the address bus 641 and instruction type

i nstructing._signal $637a,s i the type, of the instruction being to
executedsfgefﬁgogiﬁﬁﬁF“Fanggzgggﬁd%Pﬁ BRYPgSRC86it it ABtPYARe2Ber f or s
processigg using- the instructions_and data of the. program nodule PM 1
read frofPERENRAt EFAEPSnEHERSL 639374, bughudhngsimfermakioni shé8inand CPU
data ‘bus 640. Further, the CPU 637 outputs the address of the 15 external
menory ocEBetint¢pnaliditestmphin 6hé @RU 632 densitgnicied by thpe sighalicti ng
signal S637a to the signal |line 642 and in accordance wth. -the sane

per f or N5S 66 Db etstst gty Siheg sellecitisl BEkicant 6380cslahe abbhljgeRr @61 am nodul es
PM 2, PM3 read fromthe external nenory 660 through the external data bus

20 644, switchreienel] &Bdn end EBY daha ue 640 e ad A Ty gnal - S661a
I's-input through the selection circuit 636 fromthe debugger 661, the CPU

- 637 ha|tﬁnééfnai-QES%g%i9@w9§t&h§egﬁgsﬁ§éi dgfi¥%éléM£r}§JKL \5,63. 7

' 25 1 ntern status réad request si na1“§661b

recei ves as |nput a
through ggf@ctian circuit 636 from the debugger 661, it rewriteé

the_information showing the‘internal statﬁs of the CPU 637
hy‘the content designated by that signal S66lc. Due to this,

10 the operation of the CPU 637 is controlled by the debuggef
661,

The debugger 661ﬁgsgs the HALT-signal S661a in
édcbi:danbe with the debucjging cbject to céntx;ol the operation
of the CPU 637, ﬁcnitofs.the operation of.ﬁhe CPU 637 using

15  the internal staﬁus-read rgquest signal $661b and.internél
statﬁs sigﬁal $637d, and customizes théfCéU 63# by the CPU
.internal-stétﬁs iewritefrequest signa1.8661c.
Next, exéﬁples 6f:the,qperatioh of the semiconductor
“chip 631 ﬁill be explaiﬁed:
20 | ‘[First Example‘of Opegatiqni
_2ﬁor example, considér the case wﬁeré‘tﬂé.debugget,ﬁﬁl-
6u£pqts Eo éhe-sglegtioncircuit'GSG dné.ofvthe‘HALT signal
' .$6613, Cvainterﬂél stéﬁus read reqﬂeét signal-SGGib, and
bPU inﬁernai gtatusArew;ite regugét”éignal'sﬁéld_

T 28 - Tn this casge, whén the CPU 637 accesses the internal




16 August 2005 196 selection circuit 636 fromthe debugger 661, it outputs
an internal status signal S637d including infornation shawuwg20dte i nter nal
status in the CPU 637. designated by that signal S661b through the
selection circuit 636 to the debugger 661. 5 Further, when the CPU 637
receives as input a CPU internal stiafus-rewite request-signal S661c

t hrough the selection circuit 636 fromthe debugger 661, it rewites the

I nf or mat j showih,ng,the ipternal_ _status of the CPU 637 by the content
~ desi gnat ecgfﬂgffyt E%? g{llﬁﬁggﬂsgé‘ic&?%ﬁﬂf:ﬁ }f’HFs‘f‘“iOa'Pﬂes'&bE?ét‘FbﬁCB%tt he CPU
637 is controlled by the debugger 661. .The debugger 661. uses the HALT
-signal 88d1athat igecoremide arikchieivebil$iddgisbirethetconnactobnt he
operation_ of the CPU. 637, nonitors . the operation.of. the CPU 637 using
. 1. 5 thestater ndhiestat tber gudgmegite ste ssilgnalign@l S 688E: i Mt Nekhe St at US
signal S637d, and custom zes the: CPU 637 by .the dPU .internal status
rewite jedueshtseignahi S6EHT, HieXikseleXtiReeifbuilth836PsLabhal Shat he

sem conductor chip. 631 will be explained. 20 '[First Exanple of

Oper at i ofhviDidexpyal 8corRBstBh Lhateasantheng g Jahugoer: 661, putputs to
the selection circuit 63.6 one of the HALT signal S66la, CPU iInternal

oLatus, 1686 sl ginl cnstbity ALSULOLC U SRS,
Internalreadrequest signal S661b, and CPU intefnal status rewrite
request signal S66lc to the CPU 637,
Therefare, the debugger 661 cannot access the CPU 63.7
;Oi'and cannot access the internal memory 632 either.
On the ‘other hand;, when the CPU 637 is not accessing.
~the internal memory 632, -t-.hat is, when the switch circi;it
633 is in the disconnection state, due ﬁo-the_judgment result
. éiggal S635¢c from the judgment QiICl-lit 635, the selection
15 circuit 636 be-ccl'nes‘ thg valid‘ity/ Céﬁhecﬁién’ state, and the
selection qir’éuit 636 ogtpﬁts"the_' HALT signal S66la, CPU
~ internal status re;d réqu‘est sigrigi SGGIb-( and CPU internal
status rgwrité request 'sign_a_l S661c to the CPU 637.
Therefo.re, -the debuggér 661 caﬂ monitor and set the
.éfo' 6péj:‘é.tion'of. the _‘ch 637, but sincg; the switch Gireuit 633
is in the Vdir'sconnéc._:tion s_tate,- cannot access the. internal
. memory 632. |
o :[Seqfon_d' Example .of Operation]
Fc‘n:r e‘x’amp_le ‘ cons'ider_ the c.aéé_ where the CPU 637 is

25 accessing the external memory 660 through the switch circuit




. S661a, CPU internal status read, request signal S661b, and CPU i nternal

16 August 2005 - 197 nenory 632 through the CPU data bus 640 and sw tch
circuit 633, that is, when the switch circuit 633 is i16Abgustoor®Cti on
state, due to the judgnment result signal S635c fromthe judgnent circuit
635, -the selection circuit 636 becones the 5 invalidity/disconnection
state, and the selection circuit 63fggloes not output the HALT signal

status rewjte .request signal S661c to the CPU 637. Therefore, the
debugger'%éé_%ﬂﬁwﬁﬁk%ﬁﬁﬁiﬁé% Rus) %% 10 ‘and cannot. access the interna
menory 632 either On the other hand, when the CPU 637 is not accessing. the
i nternal nenor ye8bisteage; dugykenthhciudgment gigauibt sikBG s S635the

di sconnection state, due to the judgnment result signal S635c fromthe

- j udgnent and S§B5c6EEomt Hee Spldgenn diraiiic @35 ,6dhdead®n it cuit
validity/connection state, and the selection circuit 636 outputs - the
HALT si gredl4 Shilael6BUibat eipalit! 886SpE8afle HECSbNALERILASEG MR ,and CPU
internal status rewite request signal S66lc to the CPU 637. Therefore,

the debugghl Rl ARND YAl 1201l & S LPUESLN Phe! DG; ERK - 637 DUt

since the switch circuit 633 is in the di sconnection” state, cannot access

t he. intQ?QﬂJ'tﬂ§§§ﬁ¥<§§%i : cond Exanpl e of Opgrati For _ exanpl e;
consi der the case where t Sétaildg%ﬁnge%agg&:ﬁn%i‘faﬁg%né’lﬁeer YBF nmenory
660 through the &Mtch‘g%%%mt :

ernal memory cannot be accessed from the external
‘data buses 644 and 645.
As explained above, in thé semiconductor chip 631,
10  when the internal meﬂofy 632 and the CPU data bus 640 are

in the connection state, external access from the external

_data buses 644 and 645 is not-allowed.

Therefore, according to the semiconductor chip 631,

it is possible to reliably protect the program module PM 1

15 stored in the internal memorf 632 from illicit access from
6ut§i&e of the semiconducfzpr t:h:l.p 631 and therefore possible
'. .. to iugiiﬁtéi'n' the confi.dept_ialitg cﬂ_f the :prc__ig:r_am module PM___lV.
”AFurther,r a.ccord:i._ng'-'i:b- the 'sémicoqductor chip 631, the
process of execution of the- p:og;:am, mociule PM__l by ther cpU
20 637 cannot be .mbnitoreci and ana;y%ed- from the outside.
Fﬁ;thgr,_ aecording to the-_ semi-é.ondixct_o; chip 631, it
..is-.-pps-s_-j._ble to prev_enai.: a co;i_fider’;tiél .p;-::ogram ino'dt-i-le PM_l
. from being illicitly accessed fromprogram, modules PM 2 and
PM 3 stéred'in the external memory. 660.

25 . Eighth Embodiment




16 August 2005 -198 -- .634 and external data bus 644. In this case, due to
t he judgnent result signals S635b and S635c fromthe jiglgomst 2009 cuit 635,
the switch circuit 634 and selection circuit 636 becone the connection
state, 5 but due to the judgnment result signal S635a, the switch «circuit
633 becones the disconnection state.l19herefore, the internal nenory 632
cannot be accessed fromthe external data buses 644 and 645. As expl ai ned
above, in the sg 0 i .« .10 when t.he internal nenpry 632 and
t he CPU data baga%%%agggk:%ﬁﬁgﬁgmggﬁﬁ%%fvhn S fngkfgfﬁgﬁpgggggé'fron1the

ext er nal tg_ a s 644 d 645 is not _allowed. Therefore, according to

the seni condURE of° Ghi S-St ISRCtH RE| Hhe 1RVERELIGBIY protect t he

program nmodule PM -1 15 stored in the internal nenory .632 fromillicit
access from outfdiGe I#° tiife S etficbifudin aHifidstatien té®reher e possibl e

to maintain the confidentiality of the :programmodule PM 1. Further,
accor di ngFamitadrslustivic siidue tov3 i 68 lembdrbimguiocet sthé pxesahton of the
program nodule PM 1 by the CPU 20 637 cannot be.nonitored and anal yzed
from the isutegitden .Furt her,. according to the senmi conductor. chip 63.1, it s

~ possible to prevent a confidential program'nodule PM .1 from being

I1icitly accepseghbiRMn 0O ADIOHNL SRV 2ndL Y 3n5EOEe91 Rakhe
external menory 660. ‘
an encryption/decryption circuit 6134, judgment circuit 6135,
selection circuit 6136, and CPU 6137.
The encryption/decryptiog circuit 6134 aﬁd CPU 6137
© .10 are connected to a CPU data bus 6140.
The judgment circﬁit 6135 and CPU 6137 axe'conneétéd
‘ to an address bus 6141.
_ The judgment circuit 6135 and CPU 6137 are connected
i to a signal lipevsldz.

15 Further, the ehc;yptioh/dec:yption,circuit 6134 is
further connécted thro@gh.an-extgrnél data bus 6144 to an
.externél memory 6l60 B |

Further, the -s'elec’tioz_; cireuit 6136 is further
riéonnecﬁed through. an extefﬁal-datq bﬁs 6145 to a'debugger
. 20 - 6161.
| :-Note‘thatfinthe semiconductor chip 6131 as weii,-the
'soffware struéture éhqwn in EIG,-;OB ié simiiaﬁly.applied,
‘Here, the semiconductor chip 6131.corresponds to'tﬁe
sgmicc’mdt_x_ctcr. _éi;:cuiﬁ of thg second 'a;siaect. of ﬁﬁe invention,

2$A the external data bus 6144 corresponds to the first




2.5 . Eighth Enbodi mrent 16 August. 2005 - 199 The present enbodi nent is an
enbodi ment corresponding to the 20th and 21st aspects @f kit boyention.
FIG 105 is a view of the configuration of the sem.conductor chip 6131 of
an enbodi rent of the present 5 -invention. As shown in FIG 105, the

sem conductor chip 6131 has an encryggion/ decryption circuit 6134,
judgrment circuit 6135, selection circuit 6136, and CPU 6137. The
encryptio%/idecrj}l/%tj on._circuit 6134 and CPU 6137 10 are connected to a CPU
data bus BIAT TR THddRshCEcthefir st IreRE cUthesinyeatdeomedibed to an
address bus 6141. .The judgnent circuit 6135 and CPU 6137 are connected to
a si gnal $FtRrBl memer it £ ¢ reontrsrondsy pté ol sttypigenappacaitis6134 i s
further connected through an external data bus 6144 'to an .external nmenory
6160 Fur tdferthe Feawidadsmrciof Uilte Gid6ed tidnly tH16s wosgeshedotignaugh. an
external data but 6145 to a debugger - 20 - 6161. Note that- in the

. sem condut dr colirpspbalisagoehé ims €At S0 B BxabLiShy & ﬁ%%%alnn FI G

.103 is simlarly . applied., Here, the sem conductor chip
- COr'r eSpORMAS .thed Fddithd aspect of the invention, the '
encryption/decryption circuit 6134 corresponds to the
encryption/decryption circuit of the second aspect of the
invention, the judgment circuit 6135 co;':responds to thé,-
ceontrol circuit of the second aspect of the invention, the
10 selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, Ehe CPU 6137 |
_'corresponds, to the é-ecé::ond computation c'ircuit, and‘i;?:he
external data bus 6i45 corresponds to the second transmission
line of the second aspect of the invention. |
15 Fifst, the external meinox:y_ 6160 will be explained.
As 'sl.llown' in FIG. lQS , the ex.ternal memoriy' 61'6{‘)_ sté_xft%s ,
the prograin modules Pﬁ-__l_, PM 2, and .PM'_3.‘ |
iIn the '};p‘r'eset'xt émbddin;u_en-t,i the case where the prdgfax‘n‘
module PM 1 has confidentiality Qi,n_ be illustrated. | |
2_6 | ' The cctifid‘e‘xiﬁial‘piogram x_ml:dﬁle PM 1 is; encr;‘yp:ted and
'store_cli‘in_ the eixternal _IIIEI;IOIY 6160. The non_éonfid‘e_ntia];
Erogrard' modules PM 2 and. PM 3 -may"bé- éncfypted or not. i
FIG 106.‘ is a view for e:_r.plainiﬁg -thé?c;onfigu:;atibh-,
'-of the program module ]?M-_l.\ |

25 . As shown in FIG. 106, the program module PM_I is




.. -nodul e PM™1 has confi

sem conductor circuit of the second aspect of the invention, .25 - the
external data bus 6144 corresponds to the first 16 AugustAudQ&5005200
transm-ssion line of the first aspect of the. invention, the external

" menory 6160 corresponds to the storage apparatus of the second aspect of
the .invention, the 'program nmodul e. M 1_corresponds to the instruction for
" executing a program of the second aspect of the invention, the
encryption/decryption circuit 6134 corresponds to the

encrypti o?ﬁ“&é‘&’r’%}‘rﬂ P62 B hipkiter ofhfusetdnn megetes of FXGie 106 ehidwan, t he
judgment circuit 6135 corresponds to the <control circuit of the second
aspect oftheheasgwdmiont iheotPrisedcof onnainbeti df ELdG 15U AsAANS t 0 t he
selection circuit of the second aspect of the invention, the CPU 6137
correspormis I ctd l¥ second conputation circuit, and the external data bus
6145 corresponds to the second transm ssion |ine of the second aspect of

(Lhe invention. aldskbdtin HiG. CX66T Mo HEOBLYGA NG PhhkeRB CuBlAN ST, A

shown in FIG 105, the external nenory 616 stores e prograni imbdul es

CPML1 PM; PM.3 the | t di pent . t where th
Sdul o AT Mo tanr Rt APy G0 TRGoF | FERH T BinS SN AEmeRAPRaent | ol

ntrality w1 Thec

program le PM 1 is encrypted and,__stored in. the external nmenory 616. 0.
The.noncg% ﬁggﬁfﬁg 5@8g?§n¥ G&s Pl ZPamambes dasignatirgypt ed or not.

FIG 106. i% a view for explaining the configuration.
- : instructions are not encrypted.

Here, an ID number is information for identifying a
dorresponding function module. As explained later, when the
- 10 .encryption/decryétion ci'xjcuit 6134, decrypts the function
modules, it is used for specifying the:k'ey info%mat_ion to
be used for that decrfptiou;
Fur'thex-, at the tail ends of the function modules FM__l
to FM n are pléced— :i.n'étruc'tio.ns designating the ID number
15 as "§O" (instructions i.'ndicafing that the following:
.-instruc-_:tior‘xs do not use keys, that is, are not encrypted) .
The fuqction mddules_,-, as sho?m .:i-.n' l_?IG’.- ;l_0.7, é.rej
eéncrypted in ﬁnit—s_, of block data of predetermined data
- lengths. The block data 1 tcs.- n have parity data 1 to -n ;.dcied
20  +to them. |
The encryp_t:ion/decryptiOn circuit 6134, for e_xam?le-, ‘
-e'ncrypts the function modules showﬁ_ in :FI-G-. 106 of ,tﬁe proé‘ram,
médule j?M__l to be written in the external ﬁemory 6160, 'és |
sﬁqwn in FIG. 107, in gnits of 5pre&¢téﬁminéd lrplo_vc':k‘data. :

25 _ .. At this __i;ime, the .er_x_cryption/_deéryption circuit 6134 ,.




of the program nmodule FM 1. 25 As shown in FIG 106,. the program nodul e PM
- | is 16 August 2005 - 201 conprised of a plurality of feuagjisb2o0smodul es.
'"FIG 106 shows the case where it is conprised of n nunber of function
nodules FM1 to FMn. As shown in FIG 106, the heads of the function

modules 5 FM1 to FMn are set w t-halgh nunber designating information
designating the I D nunbers. The I D nunber designating instructions are not

encryptedg i.s.information for identifying a
arn ﬁ unct |%trl1Dfrr%n ’eon,@l‘é%'bl‘éﬂféﬂ 0. dfey indipamrtion and

correspondi
encryptio ecryption circuit 6134, decrypts the function ‘nodules, it is

used for ?Sgﬁl? e iRk Qf iardy mmiasicro blverky sericorygital @acrpt i on. .
Further, at the tall ends of the function nodules FM1 to FMn are placed
i nst ruct i EREEHER gramher deeigirhinbeindbraatidfl” ((hEskhutlioays i ndicating
that the followi ng instructions do not use keys, that is, are -not

| encrypted§63ﬂ¢natkmmttkﬂ|Immhmmserasoﬁhga@ntﬂffigb @hg7fugg%lggCFYDted in
units. of block data of predeterm ned data |lengthS . The block data. 1 to n

have parimodubda ds taglarided «20114p Shefy dhe. efigkypt i on/ decryption
circuit 6134, for exanple, encrypts the function nodul es shown in FIG 106
-of the programume:e RMol i@ RS WAL éké;btfgﬁaé?%éﬂfgjsfggnry 6160, as
generates and holds the key information table 6190 shown
in FIG. 108 showing the ID numbers designateci for the functio.n
modules (key specifying information of the second aspeaect
.10 ,Of the invention) and key in.fomation used for encrypting ‘
the function modules linked together.
Further, when the encrypt:.on/decryptlon c:l.rct'z::.t 6134
encrypt:s the block data, as shown in FIG. 107, it generates .
parity data for the block data and stores that parity da‘ta |
15  linked with the cor;:ésPOhdiné block data in the 'externa-il
memory 6160 At this t:l.me the encryption/ decrypt:.on circuit
| 6134 generates parity data so that the : sum total of the block
- data A‘and par:l.ty data becc)mes' a éredetermined value.
Further, the encryptlon/decryptlon c:.rcu:l.t 6134
72‘0 ebi:alns key J.nformatlon for the  function module 1nput from
the external memory 6160 by v:.ew:l.ng the key informat:l.on table ‘
o .‘6190 shown in FIG. 108 using as a key the ID number des:l.gnat:ed.
‘_by thie ID number des:t.gnat:.ng :Lnstruct:l.on at the head of that

‘functlon module. Further the encrypts.on/decryptlon circuit

25 .6134 uses that key J_nformatlon to encrypt that funct:l.on




shown in FIG 107, in units of predeterm ned block data- 25 . . At this
time, the .encryption/decryption circuit 6134 16 Augusts Agdst 265 encrypts
each function block using any key information and sets at the head of each
function bl ock unencrypted (plain text) ID nunber designating instructions
“(information) designating the ID nunlegr for identifying the function 5
nodul es as explained earlier using FIG 106. Further, the
encryptio&@%eigygtion.%irc%it 6134 - generates and hol ds the key information
.tabl e 6190 shown ™" R EFE °Todhenhahrig fratipnednbdeskdesitanat ed for the
function nodul es gkey sEecifying I nformati on of the second aspect 10 of
the invention) BREtReL. | hherapcrvRtiseddeécryphioyptinguithé1funct i on
nodul es |inked together. Further, when the encryption/decryption circuit
6134 encHgpr¥pthetheofundation asdaheyn thenFliigd87thil 10gA@HalLS, Parity
data for the block data and stores that parity data 15 linked wi th the

corr espondf nghél pakiBpt data &ber8¥b8hAZhg FBMRLYL6+8Acthbnt RbFuhid™e, the
encryption/decryption circuit 6134 generates parity data 'so that ‘the sum

total s ofathenbockne laid adopagi 1y fabachEcoUEs; @ BLedeler gbggd val ue.

Further, the encryption/decryptiod 2 a |nfprnation
{on, e dbasks s il ol gk B e AL UL A SIS0 0 e g
nqnber d%§é9&@kgg legitimate, it halts the operation of the CPU 6137
or performs predetermiﬁed error proceséihg.
Note that, in the preseni;, embodiment , the daté. length
10 of the block data and the data length;of the function module
may be the same or different.
The judgment circuit 6135 generatgs a judgEEnt result
signal S6135 instructing invalidity/discoqnection and

outputs it to the selection circuit 6136 when the CPU 6137

15 is accessing (for example, fetching) a confidential program

module Pﬁ_l.
Further, judgméﬁt'circuit‘6135 géﬁgrates a judgment
result.signal.56135 instructing #alidity/conneéti;n‘énd 
- outputs it to the selection ;-_gj:xcu'it 6136 when the CPU 6137
20 'is not accessing (for exam§le, feﬁChing) a confidential
prpg%aﬁ module PM 1.
The judgment éircuiﬁ.GlSS_monitcig tﬁe addresseé aﬁd
-; instnuctigns ¢utpﬁt by the CPU 6137 and fiowing 6ve: the
address bus 6141 _and signal line .6142'and,__l based on £h§ same,

25 - judges if the CPU 6137 is accessing the program module PM 1.




by the I D nunber designating instruction at the head of that function
modul'e. Further, the encryption/decryption circuit. 2-5gAiql3doaiges that
key information to encrypt that function 16 August 2005 - 203 nodule in
units of the above-nentioned bl ock data- Further, the encryption/decryption
‘circuit- 6134 decrypts the function ppgulLe, then judges the legitimcy of
the parity data corresponding to that function nodule. 5 At this tinme, if
judging it legitimate, it outputs that  decrypted data to the CPU 6137. On
the other hand; "if0j{findonert respdt signal $185 fromdihes jukdememdr at i on of
the CPU. 6137 _or Eerfprns predeterm ned error processing Note that, in the
present efibBaR ENPl3Phindicateeninrlidi gf/diecdhhnektilona ard t he data

| ength of "the function nodule may be the sane or different. The judgnent
circuit 648begbhenatiscuit] Glijfrenivabidd tesi Gialn6n 35i§As14616Ad

inval i dity/di sconnection and outputs it to the selection circuit 6136 when

t he- CPU_Giligfu 8 5 i-6m 26K& SSéEg ¢ 40T 6 BB réﬁ&hiﬁmﬂtar&i?@%'ggeg{fi al program
“u

nodule PM 1. Further, judgnent circuit 6135 generates a ghen resul t

Celacti on oy eun TR0 Uhent e ey R A0 e RGP rbaat bt o

- selection circuit 6136 when the’ . !
BERRE S e TR B Sl
instructing to temperarily halt the’ operation of the CPU
6137.
When the judgment result signal S6135 from t};e Jjudgment
10 circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
A read request signal S$6161b and CPU .internal status rewrite
request signal S616lc input from the debugger 6161 and does
not output them to the CPU 6137, | |
- 15 | Here, the CPU interhai.s‘tatu’s read regquest signal
S6161b is a signal requesting information showing the
internal status of th-e CPU 6137.
The CPU internal stat‘us réwrite-'request siqné;l S6161lc
is a gignal requesting rewiite_ of :t_he information sf\oﬁing
.2(5 - the internal status of the CPU .613-'1.‘
| On the other hand, ﬁheﬁ ttlne. Judgment result Sig.Ilai‘
56135 from the judgment circuit 6135 iﬁdi;catés |
val:@dity/conn:e_zction., the salect*%ion_éi::éu::i_t'GlsBG outputs tﬁe
HALT signal S616la input f;Om: _thei debﬁgger_ 6161 to the CPU

25 61370




I nstructions output by the CPU 613;7 and flowi ng over the address bus 6141
and signal line 6142, and,. based on the sane, 25 judg@A&d‘u\?\tﬂQ@f,CPU 6137

i s accessing the program nodule PM 1. 16 August 2005 - 204 en the
judgment result signal 56135 fromthe judgnent «circuit 6135 indicates

i nval.idity/disconnection, the selectig@n _circuit 6136 invalidates the HALT
signal S616la input fromthe debugger 6161 (operation halt request of 5
second aspect of_the in\/entiong and does not output it to the CPU 6137_
Here, the HALT ¥PgRdhesaudanent resyidhaignphsi613S Emgm tive tiernfapurent | y hal t
the operation of the CPU 6137. Wen the judgnment result signal S6135 from
t he judgmsiEcuid Eluindéedberndatatésyyavahedtiyh(i sheNBeAicdi.onf he
selection circuit 6136 invalidates the CPU internal status read request

si gnal S6t8Houdtd 6CPE batpubal théatpe ifverhe1 Lequas! rshaNdkqStlhlc i nput
fromthe debugger 6161 and- does not output themto the CPU 6137. 15 Here,
the. CPU i sighaal sé1étpante@sly HeAUe$a S| s 2. signal. requesting

i nformat i ongshovvi ng the internal st a%tlugggghtsﬁgé%%fﬁu eséﬁf}alqnt er nal
st at uss r ewgi r | 1c i i gnal requestjng rewite, of the
i nf or mtigﬁigﬁgvﬁ%&sgﬁg?% ndt§J g’gl%glers %%}%Fgfh%i’ 33 %615 te%ne ot her
hand. »  WheRet D81 LUPARL LGS To19e0 0% pu 23 BRe’ £BT LhEaknag enL, S cuit

signal $6137d input from the CPU 6137 in accordance with

the CPU internal status read recguest signél 56161b to the
debugger 6161. |
10 - The CPU 6137 outputs to the address bus 6141 the address
of the external memory 6160 and to the gignal 1ine'6142 an
instruction type instructing signal 361373.shqwing the type
"of the instruction being executed and, in accordaﬁce with
the same, performs processing using-instxuctions and data
-15 of the program modules PM 1, PM 2, and PM 3 read from the
external mémory-GlGO through the gxter@al_data;bﬁé 6144 and
-._encrypt;on/deqryption-qircqit 6134. | |
When the CPU 6137 receives as input ‘the HALT signal
S6161a through the selection ciréuit.61367ffom the'debuéger
20 _6161; the.operation of the CPU 6137 is haitedﬁ
Further, when CPU 6137 receives as ihpuﬁ the CPU"
__inte:nal status read request 3iggal'36161b through the
selection circuit 6136 from  the ﬂebugge¥6131,'it outputs
thé interna1 status Sign31-86137d‘indiuding informatioh

25 showing the internal status in the CPU 6137 designated by




val irdity/connection., the selection circuit 61' 36 outputs the HALT signal
S6161a i nput from the debugger. 6161 to the CPU 25 618 Auguibt2olsgust 2005
- 205 When the judgnment result signal S6135 fromthe judgnent circuit
6135 indicates validity/connection, the selection circuit 6136 outputs the
CPU internal status read request si | S6161b and CPU internal status
rewwite request signal 5 S6161c input fromthe debugger 6161 to the CPU "
6137 . Further, the selection circuit 6136 outputs the CPU internal status
signal S69%7H FiFAL 1R inctlomua Fhe s edovairidem o ittt 6026 CBY i nt er nal
status read request signal S6161b to the debugger 6161 10 The CPU 6137

out put s tehe debuipeas $1fils. 6141 the address of the external nenory 6160
and to the signal line 6142 an instruction type instructing signal S6137a

showi ng the tyFarthei)ewhast kuet 00 BEBNIrEXSEH £k R0 thpd m@&&fﬁgﬁnce with
the sane, performs processing using instructions and data 15 of the program

modul es RMalePMrdewrand R e%%agiéﬁgﬂ‘ é%falgxéxﬁ%%h %@r%’e%g%é%gﬁg[‘htehe

external data bus 6144 an -encryption/decryp cifcu
CPU 6137 J8G8i; [ t the HALT si |, S§l6la through the selection
SRR fnt%ﬁ‘eﬁbﬁ’géirg%’u?@e.‘g%gfl't A& SFEFatesh B the CPU 6137

circurt .613.6 fromthe
IS haltethFurt er,' CPU 6137 receives as input the CPU internal

en
st at us :rea&xpgbﬁggtsggﬁﬁﬁp §8e61BtPRRBLgRtEws of the CPU 6137 by

the content designated by the signal SGlGlé. Dﬁe to this,
-the operation of the CPU 6137 is contrdlled;by the debugger
6161 . |
10 - The debugger 6161 uses the HALT signal S6l6la
correspogding to the debugging ébject to_cpnﬁrdl the
. operation of the CPU 6137, monitors the operation of thé'
CPU 5137 using the interhal status read request signal s61 61b
énd internal status éignal‘86137d, and customizes the CPU
157;6137 by the CPU intefnal staﬁus reﬁiite regquest signal
S616lc. |
Next, examples Of“the'operéti¢n df the-éemiCondugtor
chip shown in‘FIG, 105 ﬁill_be ekplained;
{First Example of Opération]-

AE'ZU . " In this example,bf‘operaﬁion, the casé where theiCEﬁ,
| 6137 writes into the external memory 6160 data of the program
‘module PM I will be explained. o |

TheVCPU.GIHT outputé the write datathrbuéh:fhé'CPﬁ'
data bus 6140'to'the encryption/deéryPtion qiréuit-6134-

.25 .'Eurther, the eﬁcryption/dgcryption circuit 6134




selection circuit 6136 fromthe debugger 61:61,, it outputs 25 the internal
status signal S6137d including information show ng theigAt@spabostatus in
the CPU 6137 designated by 16 August 2005 - 206 that signal 56161b t hrough
the selection circuit 6136 to' the debugger 6161. Further, when the CPU
6137 -receives the CPU internal statzg7rewite request signal S6161c
through the selection 5 circuit 6136 fromthe debugger 6161, it rewites

“the inforgaLi hposing the internal status of the CPU 6137 by the content
desi gnat e%y%ﬁg gii%ngflg%l%i%a‘ B[ "?’S’a]tafﬁ"s?. ! e3nkieherutinBg. KLYt he CPU

6137 is con rollgd by the debugger 6161. 10 The debugger 6161 uses the
HALT si gna BTRe" C(Eﬁrr‘é%iﬁﬁftf?’tﬁ? tt¢ the fepaiprngredjpdes to vontsol the

operation of the CPU 6137, nonitors the operation of the CPU 6137 using the
i nternal <f Rk ¢vdar agdestisegnthie $81@1 bhandghntkenaktakahlsdsicgnal
S6137d, and custom zes the CPU 15 6137 by the CPU internal status rewite
request $Hehableb1B1cthdlext temainmadsorgf d1fg® operation of the seni conduct or
chip shown in FIG 105 will be expl ained= [First Exanple of Qperation] 20

1-1n shis exanpha-teropandoraatibier68seinhets dhie KB 1 fA3 L. 0ELLEs into
‘the external nenory 6160 data -of the progiam '
used for the encryption is added to the key information 'table‘
6190 shown in FIG. 108.
At this -time, the judgment circuit 6135 output§ a
judgment result signal S6135 showing.

10 invalidity/disconnection to the selection circuit 6136, and
the HALT signal S6l16la, CPU internal status read reques_{:

‘ signal S6161b, and CPﬁ internal status rewrite request signal
S6161lc issued from the selection circuit 6136 are notj: output -
to the CPU 6137. |

5 Furthe:f, sifxge' the write data is not encrypted op'the
external da_1ta bus 6144, even if the external data bus 6144
j.s_ illicitly probed, i:he_-confideﬁtiality of tﬁe program
module PM 1 is not lost. |

[Second Example of Operation]

20 In this example of*-operétibn; the case whelre ﬁhe CPU
'61’3? xeads .‘i.'z,‘;structions or data. of the program moc_:lul_l.e‘PM__._l
from the external mémory ‘61‘60 .w.j.ll be éxplained- |

Due to a 'rea'd ix.xstru-ci':ijo.i} ié,suéd by the -CPU (;'137, '
ixjsi;ructions or data-o.'t: -tlj;he prcg;am"-modu_l_e Pﬁ_—_l are read

25  from the designated addre'ss,r of the external memory 6160 and -




- the sane through the external data

nodule PH 1 will be explained. The CPU .6137 outputs the wite data
t hr ough. the CPU data bus 6140 to the encryption/ decrypid Riigust peos t 6134,
25 Further, the encryption/decryption circuit 6134 16 August 2005 - 207 -
encrypts the wite data, as explained earlier, using key information
corresponding to the function rmdul_e% okhn_uni ts of block data and wites
us 6144 in the external nenory 6160. .
5 Further, infornmation relating to the-key information used for the
encrypt i oRYtB&d§bgopght Keekeytennal ndatanbeabbt446£60tbhown in FI G 108.
At this time, the judgnent circuit 6135 outputs a judgnent result signal
S6135 shoﬂhﬁgﬁ@ibn#dbbdirpyidilscbﬁmti911340 the selection circuit 6136,

-and the HALT signal S6161a, CPU internal status read request signal

S6161b, and CPUrintkenalchst ShiEyb L6/ GodEOESLN ﬂ%&é@ﬁﬁ%%%ed from

the. selection circuit 6136. are not out to t Furt her,
since theihel k8ydahfoihaPPin SOGS NPT the ext ef, g bus 6144, even
if the external ~data bus 6144 |s i | prort‘)e ggaIBﬂ?FﬁeﬂPl ality of
t he progr le.PM 1 is not cond Exanp Ie of Operation] 20 In -
this esga aﬁgm?“-“%ger altll on, '\Bﬂl’?g’l”"é: ‘fiﬁﬁl@PBthS?l?é'&chFﬁﬂ‘r ucti ons

- or data. g‘t; tQE PrLogr am m)dule PMI

ead of each function module input and obtains
the key information corresponding to that ID number.
Further, the encryption/decryption cifcuit 6134
decrypts the instructions or data reéd from the external
10 memory 6160 using that key information in units of block
data and then performs parity #rocessihg.
Further, the parity processéd'data_or instructions
‘are output through the CPU data bus 6140 to the CPU 6137.
At this time, the judgment circuit 6135 outputs a
15 . judgment result signal SGlBS-indicating
invalidity/disgongection to_theSelectibnwcircﬁit 6136, &nd“
the HALT‘signal'9616la,-CPU intérnal status read'requesﬁ )
31gna186161b andCPUlnternalstatusrewrltexeqnestslgnal
- 'S616lc issued from the selectlon C:chu_‘l.t 6136 are not output
20 to the CPU - 6137.
?urthég,'since'the'write'dgta is not encrypted on the
 external data bus 6144, even if thé éxfernal data bu% 6144.
is illicitly probed, thé-confideﬁtiaiity of ‘the programf
module Pﬂml‘is not lésf.

28 As explained above, according to the semiconductor




fromthe external nmenory 6160 will be explained. Due to a read instruction
i ssued by the -CPU 61371 instructions or data. of the frAguamaprdule PM 1
are read 25 fromthe designated address of the external nenory 61.60 and 16
August 2005 - 208 output through the external data bus 6144 to the
-encryption/decryption circuit 6134. fysther, the encryption/decryption
circuit 6134 views the key information table 6190 shown in FIG 108 based
on 5 thqcID n r shown by the I D nunber designating instruction set at

- the head BRI Futisbihddgteringun andfodentisl phegkey madalant i on
corresponqug_to that I D nunber. Further, the encryption/decryption
circuit 684l igearyprtertrl megtomyc6L60Sowtsilid af €A femindh@u8kLer nal 10
menory 6160 using that key information in units of block data and then
per f or ns gl t61 3k 0ckss | awh £ i tie] i th Pl FSED {

I nstructions are output through the 8EU dat a %ﬂﬁg6140§?%h9%%q%ﬁgﬁ6137.
this tinmkgad I jHdgient circuit 6135 outputs a 15 judgnment result signa
56135 indicating invalidity/disconnection to the selection circuit 6136,
and- ghe HALT s S internal status read request signal '
S6161b, and CP%dhiglﬁiesr'n?t‘l11 @il{a%tc%&rl g%ﬁ“ﬁ?@i%ﬁﬂ%ﬁi’mgpﬁ%e P@ﬁlﬁé&‘b"ﬁ’%sued from
t he Sele%&iQﬂm&E&%PE%aﬁ;36 are not output 20 to the CPU 6131. Further,
since -the wiite data is Hor¥EnéiPft éF GFaessed by the CPU 6137,

the selection circuit 6136 prohibits the debugger 6161 from.

At

co’mmt.mricat-ing with the CPU 6137, so it is possible to prevent.
.the pProcessing of the program module PM 1 being executed
10 by the CPU 6137 from being illicitly monitored by the debugger
6161. |
Further, since parity Processing is performed after
decﬁrirp’ting data and instructions read from thé extern%.l
memory 6160, when_unsuirtable key information is used for
15 t..he decryption or when the data and inst.:ru(.:ti‘dns' are
:cig-s troyed ox tampered with, Ehis_cax;. be detected by the parity
p;focegsing and Suj.tably dealt with. |
The present j;_nvention ;i.s‘ not limited to the ébove-
~exp_laine_zd embodiment. |
' 20 For gxamp.I,E, in the a_bove.-‘exl‘)lainec; emboaimant_:( th-e.
case waé illustrated in ghiqh the key information table él‘_QO :
_. shpwn in FIG. 108, that is, ;tille.kéy- inférmati_on,, wés he_l&-
. in the judg_men_t 'ciréu'i't 6135, but it :ir.g-‘also‘ pOSsibié, to" o
?ndrypt the key _in.fgrmati_on_ téblg.- _6‘];-90 .a;nd store it in the.

- 25:. gxte‘.rnal memory 6160.




external data bus 614.4, even if the external data bus 6144 isillicitly
probed, the -confidentiality of the program nodul e PM }sisgoetadogst. -' 25
As expl ai ned above, according 'to the sem conductor 16 August 2005 - 209
chip 6131, even when storing a confidential programnodule PM1 in an
external nenory 6160 outside . of thqz§gniconductor chip 6131, the
confidentiality of the progran1nndhlé‘ M1 can be held. 5 That is, when a
confi.dential programnodule PM1 stored in the external nenory 6160 is

- ‘accessed by t h@lioRb Em®pdimend sel ection circuit 6136 prohibits the

debugger 6161 from conmunicating wth the CPU 6137, "so it is possible to

. prevent .the proeepsbpgnefedbiiiatt 3B ARUAKLEMh DUNT L8 AY, 10 by
‘the CPU 6137 frombeing illicitly nonitored by the debugger 61617 Further,

since pardd oY GCRRS I 4P Hud’d 3f ek ¢ .ing data and instructions
read fromthe external nenDrys%ﬁ60, when ﬁnsﬁﬁ%égﬁggkey information is used
for 15 the de )t i .or en.the data _and instructi ons are destroyed or
t anper ed mﬁth,%%%?§ %%ﬁsbgwggpég Bk 8% Fﬁ%-%ﬁ????t pr¥eREIPRg ¥Add suitabl'y
deal t . with. -The present invention is not linmted to the above -explained
enbod? mef® S® PdPeEk Fihtite retRrenscaloy EhexprhrrbadeABBHLRSIR- t he case was

illustrated in_which the key infornmation table 6190 '
FiG. 109 is a view of the overall configuration of

.the communication system 701 of the present embodiment.
As shown in FIG. 109, the communication system 701
uses the server 702, IC card 703, card reader/writer 704,
10 personal computer 705, ASP (application service provider)
server 719, and SAM (secure application module) unit "709.
. to communicate through the Internet 710 and.perf.orm‘
.-‘sett.‘lement processing or other px;dt’:es.ss;.ng for a procedure
using the IC card 703 (integrated ecircuit of thé-present
- 15 .iﬁve;_ntion) . |
The SAM unit 709 (data proces_sing apparatus of the
. pxesént invention) has an external meméry 707 (storage
circuit of the present invention) and SAM chip 7031
' ('ée.mic.o,nc‘iucto‘r circuit of the presen£ invention) .
30 N The SAM chip 708, if heceésa_ry',- transfers data with
'ain_other SAM chip 708a (other semiconductor circuit of '1:;he
?#es—ent imfention) . The SAM chip 708a, for example, as shown
in FIG. 110, is connected with‘anof‘:he-r ASP server 73l;'9a
~dif£9rgnt-f£om,the SAM chip 708 ox;'AS'shown in FIGc. 111,

25 s co_nrriec,ted‘ to the same ASP server 719 as the SAM chip 708.




shown in FIG 10S, that is,. the key information, was held. in the judgnent
-circuit 6135, but it is also' possible to encrypt the jeex, dpf 95gmti on

tabl e 6190 and store it in the 25 external nenory. 6160. 16 "August 2005 -
210 Ninth Enbodi nent The present enbodi ment is an enbodi nent correspondi ng
.to the 22nd to 24th aspects of the invention Next, this enbodi nent of the
present invention will 5 be expl ainédlwith reference to the attached

~drawings.- FIG 109 is a view of the overall configuration of. the

communi cati on s¥beere¥Oigwiatien presend SOk B NT092 ASs SHQUR iﬂlg' G 109,
. the communi cation system 701 uses the server 702, 1C card 705, card-

reader / wr kher s@@d, ad Otper samath 5onpyg er 705, ASP (application service
provi der) server 719, and SAM (secure application nodule) unit 709 to

communi cat e t hrigasgh t I Q.,and perfqorm _ sett]enment processing or
‘ot her processing -f'oré}?ea prgce t?r%sl hevey ’t’hﬁc‘t T #7bS Rent egr at ed
circuit oéx‘%fg-lp&gsent 15 . invention) . The SAMunit 709 (data processing
appar at us ot the present invention) has an external nenory. 707 (storage

ci rcuicit of the .[Ipfcesent i.hvention) and SAM chip TOO (sem conductor circuit

of thé’ pr esent nv&r‘i’ﬁdoﬂ)m.lzo The SAM chip 708, if necessary, transfers

data with another SAM chip 708a . (other sem conductor circuit of the
_ FIG. 112 is a functional block diagram of an IC card

703.
As shown in FIG. 112, the IC card 703 has an IC
(integrated circuit) 703a provided with a memory 750 and
10 CPU 751. |

The memory 750, as ;shown in FIG. 113, has a storage
_area 755_1 used by a credit card company or other s;.el:vi-ce
b'_us»ihess 715 1, a storage area 755 2 used by a service
business 715 2, and a storage area 755 _3 used by a service

15 business '7.15_3.

Ehff:her, the 'me:gory 750 stores key data used for -
judging an access right to the stérage_ai:ea 755 1, kejf d_;ta
used for judging an access _rig-ht- tb thé.stoz_'agé area 755f'_2,

" and-key data used for judgi_né an access r:l.ght to the sto:;;age
20 afe?. 755_‘_3-7. That key data j‘._s used for ;liutual. auth_ent:i‘.ca_tion-,
da"-ta." en.;::.rypt'io-n and decryption, 'e;-tc.r |

Further, the memory 750 stores identification

infomatiqn of the IC card 703 or user of th.e, IC card 703.
‘ uezét, the SAM unit 709 will _b,é' ‘éxplairied in detail.

a5 Tbe SAM unit '709,_'as explained éar]_ier, has an external




present invention) . The SAM-chip 708a, for exanple, as shown in FIG

110, is connected wth another ASP server 719a di fferqr@tgdg@mme SAM chi p
708 or, as shown in FIG 111, 25 is connected to the sanme ASP server 719 as
the SAM chip 708. 16 August 2005 - 211 The configuration of the SAM chip
708a is basically the sane as the chip 708_ Next, the conponents shown
in FIG 109 will be explained. [IC d 703] FIG 112 is a functional

bl ock diagramof an IC card 703. As shown in FIG 112, the IC card 703 has
an | C (memegivat’®d distowiage t03aupEntowifd athanipire s&nte Twent3mndindl0 CPU 751
. "'The menory 750, as shown in FIG 113, has a storage. area 755i used by a

credit cami chipanysor(sehieonsRIctore citeitess the predeili0r age area 755 2
used by a: service business 715 2, and a storage area 755 3 used by a

servi ce jihYeb4Sbagss 7153 Further, the nmenory 750 stores key data used for
judgi ng. an access right to the storage area 755 _1, key data wused for

judging an. ac¢gsfrLigh .fhe_stora a 755 and: key data used for
j udgi ng an‘accgss Frgt? %8L?ﬁ ug?g%gﬁeggogéﬁeﬁh735%%8) That key data. is
“used gor—nutua%heagﬁﬂegﬁiga%égnhasdata' encryption and decryption, etc.

the software configuration as
shown in FIG. 114.

As shown in FIG. 114, the SAM chip 708 has, from the
bottom layer to.ward the top layer, an HW (hardware) layer,
0S5 layer, lc?wer handler layer, higher handler layer and AP

i¢ layer.

The 1ower handle-;: 1aye.:r: inclu;ie a driver layer.

Here, in the AP layer, appl—icai-:ion progrém‘s 2;157’_1,‘ ap 2,
-'andli.\P_-_:ir (application programs of tl?e ‘pregent invention)
defining procedures for use of the ¥IC carxrd 703 ﬁy credit

15 card companies or othér businesses ..’]1.5_-1, 715 2, | and 715_3'
-shown, in FIG. 109 are 'rread out and run from the exterpai
.memory 707.
In .the AP layer, the appl-icafio_n [.Jrogramsrlzru?_l, AP"_Z ,l A
and AP_3 &nd— the. highe-r,han(iler layer are prc:_',irided betw-een_
' 20 them wii.:h-. fir'eﬁalls FW.
[E:kte-rhal Memory 707]
FIG. 11.‘5 is a view for explaining the storage aréas'
- of the external mémoryr 707. | |
_ As. shoim.inl FIG. 115, the.étbx‘:.a.gé.areas_ of t‘he_exte‘ljrnal---

25 ‘memory 707 include an AP storage area 7220 1 in which the




Further, the nenory 75.0. stores identification information of. the IC
card 703 or user of the-1Ccard 703. Next, the SAM uni{s ZAQgMbbhs5 be
explained in detail. 25- The SAMunit 709, as explained earlier, has an
external 16 August 2005 - 212 - nenory 707 (storage circuit of the pr esent
I nvention) and SAM chip 709 (sem Qoaggcgor circuit of the present

i nvention). [Software Configuration of SAM chip 708] 5 The SAM chip 708 has
t he software conflguratlon as shown in FIG 114. As shown in FIG 114, the
SAM chi p ?BBLASE t1PPoRFPHEAMLAP: dnrEalbe sepmidethesiopskayes, 1ansHW
(hardware) layer, OS layer, |ower handler layer, higher handler |ayer and
AP 10 Ia?'é?’rethealloWérstmmbceraﬁ@yemzmal deewhidhi ¥Rt Lp¥eicakbéhg, i N the
AP -| ayer, application prograns AP-1, . AP ' 2, and AP .3 (application
prograns pfoghem-ppesest thaveati98y Belinfyg Procedir eét&?% usg,of the IC
card 703 by credit 15 card conpanies or other businesses (.iLS , 715 2,

and. 715 b g BrbhGr2d093 3 s pdrn from Lhe ex) gr gl
.menory 707. In. Tihe AP | ayer t he ggpﬁy a%l PR B oG aRE Cp R

AP 3-and theplu gher Qé% a rovi ded between 20 them W|th
f i rewal | s EW [ Ext ef;na J.nesél?g?}_g £ %ored and an AP management
storage area 7221 used by the manager of the SAM chip 708.

and

The application program AP 1 stored in the AP storage
area 7220_1 is comprised of a later explained plurality oi-f
application element data APE (data modules of the presant

10 invention). Access to the AP storage area 7-220__1 is
r.estricte_d by ﬁhe firewall ‘FW 1. |

The application program AP 2 stored in the AP o-torage_ '

| area 7220 2.is comprised of a later explained plurality of
application element data APE. Accés-_s, to the AP otorage.area

15 7220 2 is restricted by the -fiz,_'ewalll FW 1.

The opplication progi:am A_P_3_ s'tored in the AP s-i:orag_o '
area 7220 3 is comprised of a later expla:.ned plural:.ty of
rappllcatlon element data APE Access to the AP storage area
.7220_3 is restricted by th.e f_z;rewall FW__l.

.20 | In the present o;mbodiment-; i’:ixe applicati(m _eleméntr.
-data APE is the mi-.nj.mum u-_nit downloaded .for example from
outside of the SAM unit 709 to the external memory 707. The

| pumber of .'applica;'tion e'l_o_ment ‘c‘la-ta APE -formi‘ng‘eat.ch.
o;pplication:prog-ram can be'rfr.ée&ly_ deteminéd_ by the E

25. corresponding service business.




FIG 115 is a view for explaining the storage areas of the external nenory
707. As shown in FIG 115, the storage areas of. the exteamalst 2605enory 707
i nclude an AP storage area 7220 1 in which the. 16 August 2005 - 213
application program AP-1 of the service business 7151 is stored, an AP
storage area 72202 in which the app_)l'g tion programAP -2 of the service
busi ness 7152 is stored, an AP stor 3 area 72203 in which the application
program AP 3 5 of the service business 71.53 is stored, and an AP

managenent st oFugéhereatii@appised thyntphwogmangar of Abes SAMERPP3708.  The
application program AP -1 stored in the AP storage area 72201 is™tonpri sed

of a |atestexpHaiinethpl uktbichy10hemdpp! 76Rt 4P SLELRNL g2t 2, APE_(data
nodul es of the present 10 invention). Access to the ;&?’Qétglrlgﬁea%?ea 72201

IS restriaeedrhybiiba t,hggv\@g]idFY\Atg. e plJcati program AP -2 stored
in the AP storage. area 72202: is c%]:rl-r%r?%gdc% paJ”I%;ter expl ained plurality

~ of applicationggl t t E. cess to the Al ? storage area 15 72202
is restricted by tﬁg@ﬂ r%%a%?%aéfoﬁ'ﬁémgﬁﬁ'ﬂscﬁﬁlm A Fyr apdABP33st ored in
the AR storage. area 72203 is conprised of a |later explained. plurality of

“appl i cat i'o% Bl e T TR L APECIAERERY the germicesbusinesaeea’l5 72203 is

rest .r'i ct Qg}gy the_ firewall FW1. 2.0 I nt he present _enbodi nment, the
appl i cat i ofr-ef erfdift "d& 3 ARERgSthe perisvinmlnconpttdownt paded F06_2xanpl e
front and 716 3 shown in FIG. 109 and downloaded thro;xgh the SAaM
- chip 708 to the external memory 707.
Next, the application programs AP 1, AP 2, aﬁd AP 3
10 will be explained in .detail.
There are one or more application programs for each
. service business in the SAM.
The application p}:ograms AP 1, AP__2, .and AP_3
(hereihafter a]._so referred to -as_ AP) a‘u:e,' as Vs'hown in FIG.
15 116, each comprised idegtifi.ca_t:ion. data AP ID fof
?“u'ientif‘ying the application program AP, data APE_NUﬁ_s'howing -
' i;hé number of the application elen;ent_ééta APE included in
ﬁhat_'apélidat_ion program, and cne or more épblication element
‘data APE. | |
20 ° | The :_i;dentif:.‘Lcatibn.data AP;ID is set to be different
for 'eaéh service business.
As shown ‘in FIG. 116 . the appl:'.tcaéi_.on el’emént dar;:a_ '
3 APE ‘is--c_o'r_x;prised of data APE SIZE showing the 'da-t;a; size of
~ that. .a;)plicétion_- element data APE, ..i'.c_l.en.tifj.éat:_i.qh data :

- 25 APE ID for identifying that application element data APE,




outside of the SAMunit 309 to the external nmenory. 707. The- nunber of
application el ement data APE form ng each application @ Qguweme®n be
freely determ ned by the 25. correspondi ng service business. 16 August 2005
- 214 Further, the application prograns AP 1, AP-2, and AP -3 stored in
the external nmenory 707 are scrarrbl_eg1 They are descranbled when read into
the SAM chip 708. Further, the appli ca?i on progranms AP-1, AP 2, and AP 3 5
are, for exanple, produced by the. service businesses 7151, 7152, and- 7153
usi ng theab‘érghﬂaﬂaéenﬁﬁ?ms MK IPL7162, and 7163 shown in FIG 109 and
downl oaded t hrough the SAM chip 708 to the external nenory 707. Next, the
appl i cati on prdéeees WR deRiZicatd ofPdata abB Wbl h sbeofEPl aLgedsi n
detail. There are one or nore application progranms for each service

busi ness data hepiSAM PE Thigowiny | i r&oar 1 2, and AP 3
(hereinafter also referred to agﬂAP%afeépa%{%h ﬁ%’idnaérc@ S4B %, each
conpri sedgd e i i r ,identifying the application program
AP, data APE NUM ﬁlﬂ%vm%%%ﬁ%ém%oﬁh%W%p%ﬁ elemi TR data APE

i-ncl uded i t..applicati.ogn pr.agram, and one or nore application el enent
data APE.A%%e(lﬁpd%rﬂq% 6‘§Ff‘%ﬁ%g§f‘§lﬂp_1‘ﬁn?§rbe‘?ft‘%hebélnﬁlfif@rmnfor each
.service bLiSi ness. -

element data APE within that type. The data INS NUM is managed
by the end user (service business) side.
For example, when the application element data APE
is the file system configuration, the data APE_TYPE becomes
10 “2v and the data INS_NUM becomes "1". Due to this, if the

same SAM, it is possible to specify the application element

. data APE unambiguously by the identification data APE ID.

- The exterpal memory 707 shown in E.'IG..A 115 stores th_é
15 above gxplained application ‘IIJrogr-ams AP (AP_].-',‘ AP_Z, and
) .AP___3) encrypted by thg e_ncryption_key data K AP outside of
the :SAM uﬁit 709 as the 'a_pplic,ation lprogré_m package APP.
‘As the enér‘yﬁtion kéy data !.(_'_A-P, encryption key data
‘differing for each app;icat;ton program is used. |
i .20 | Next, the types of f:.h_e application element data APE ..
explaiﬁed using FIG. 116 will .be_ explained.
FIG. 117 is a view showing an é:;ampl.e of the‘a;jplidaﬁion.
element data APE Sto;:ed in one AP ;area--_ o
_ VAs‘ ‘shown 1n FIG. -117__,; _th-e-."AP; éfea stores pé.:r;d‘ access -

25. key ,dziAt;al, file sys.teml_ configuration data, SAM mutaal




As shown in PIG 116,' the application elenment data APE is conprised of
data APE SI ZE showi ng the data size of that. applicati 06 Asgeste®05dat a APE,
identification data 25 APE ID for identifying that application el enment data
APE, 16 August 2005 215 and the data proper APE PL. Here, the ' _
identification data APE ID is conprihggd_of data APE TYPE show ng the type
of the application elenent data. APE and the data I NS NUM show ng the

of the application

identifi %aH’Q‘R SCQ%nber K i nat nce.identification nunber

el enent data APESW RN EKafafdpeintRe-gatkexaekras agatia,by the end
user (seryice ‘ﬁusi ness) side. For exanple, when the application el enent
dat a APELC| SaFHle P Prat£9R iR fidmmanat isowipthprdgramARErJ¥REshagones 10
4'2" and the data INS NUM becones "1". Due to this, if the sane SAM it is
possi bl ereBtipecilapat hE thel presesh theartiondata ARk aaDigypys! v by the
identification data APE I D. The external nenory 707 shown in FIG. 115

stores tkhey pachhgue sxpharagisepptisalk O ALE AR 1de: AP 2, and AP
_3) encrypted by the encryption. key datﬁﬁlzpiP out si de, éé?&t%%léiM unit 709

as the apeyipgatkafe proGEARLALLI0E APE: on Afe%;k%ea Shcr é/ptsieornvkeé/ data K _AP,
pli [

encryption key data differing for each ap on r’ogram’T% ‘used. .20

Next, t 5 -1 i catl el enent data APE _expl ai ned using FI G
R Laessn sy a5k 0 S AL A ATE (AR

116 wi Il be expl al ned. 1 i's a view
appl i catl g ; & SNt 314, ARE &1 el TN one AP area.

Next, the application element data APE shown in fIG.
117 will be explained.
.10 . - o Caxd Access Key Data
The card access.key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC cé;‘d 705. Further, key data to be viewed by i.:he: later
explained IC éard operation macro command script program .
15 ~ds also included in the same-type-of application element
- data APE és_ﬁhe card-access key data.
o File System.Configuratio& Data
The'file sYstem COnfigqfaEién data,lfor example,
 inc1udes log data, negative-data; and genre data.i
20 f The log data is,for'ekamplé &atéﬂof the history of
use of the appligation element'data APE,:fhe negﬁtive,aata'
is for example exéi;at@én information df the IC-cérd; and
.f thg gen;é data_is for éxample the rédord of éxecutioh étl
the SAM.

.25 - For example, the file system configuration selects




-As shown in FIG 117; the AP area stores card access. 25 key data., file
system configuration data, SAM nutual 16 August 2005 - 123ugust200Menti cati on
key data, inter-SAM key package key data, |C card operation macro comrand
script program (processing routine data of the present invention), a nenory
division key package, area registrayi,on key package, area deletion 5 key
package, service registration key package, service deletion key package,
~and AP resource key data K APE as the application el enent” data APE. Next,

t he appl FB&t t¥RecPénthe fils APEesBomernrfl By dd4Fishhtibas espkai ned. 10 o
Card Access Key Data The card access key data is the key data used for a
read or wihgé epdiaifon wethrdekpect skest BReMB8BSYd 751 0e Of nukBey! C card
703. Further, key data to be viewed by the later explained IC card

oper at i 06£MR6E6rA8NEBNE &RHLA, PEOGEAM:1GnkEudl SPulifhided. h, she same type
of application elenent data APE as theiggrduaccé%sgﬁey'dg?%gr% File System

. Conf i & : | fi ti data,, f | e,
nf i gus f&h Q8w B LR clfr £1)E, géé%o%fli S%Qa Isql'}':rea,‘daléx?% rfgo?f%géﬁlgggﬁ t g_ i s-for

i ncludes | og data., negative data, and genre
exangl e ﬂé@?aﬁithQS:hi%&QFX %%. ug;bpf t he aﬁglicatjon.elenent.data APE
the negative data Is for exanpt83e3id &P thardtrwidddothengile card, and
the genre data. |5 éé’éig‘?&‘a‘i‘é@i © hognlseor dpgrffoer)inectlﬁei A t ‘
_ gnature
vefification etc. Here, a "record" is the minimum unit of
writing/reading of file data.
© SAM Mutual Authentication Key Data
10 , - This ié glso used for mutual authentication between
APs in the same SAM. |
The SAM mutﬁal authentication key data is ke'y data
u‘sed‘wher-‘l accessihg the. correSpondir_ng application eiement
‘'data APE from another AP in the same SAM 6r another SAM.
15 o Inter-SAM Key Package Key
The inter-SaM key package key is encryption key data
ﬁsed when exchanging cafd access key data or other dgta after
- inter—SAM.mutual aﬁthentication.-
o IC Card Opgratiqn M;crb Command Script Prégram
jzﬁ - ~ The IC gafd operation macro command s¢£ipt program
is genefated by the service business itself and describes
_ithe order of processing relating to the.iC card:703 o£r
: . transactions with the ASP server 719, fhe'IC card opefatioﬁ'
_macro‘command'sc#i?t pfegram is seﬁ in‘the:SAM_unit 709,

2% 'th'en'ana_llyzec_i by thg SAM chip 708, wﬁerehy the co-i:x;éspohding




the SAM 25. For, exanple, the file systemconfiguration selects 16 August
2005 - 217 the type of the file access (record key desisgaafusorogsort ring)
and, if a record key, sets the record size, nunber of records as a whol e,
record signature version, record signature nethod type, record data size,
and record signature 5 key. Further,,mhen witing data fromthe outside in
the file system it designates whet her to performthe signature
verification etc. Here, a "record” is the minimumunit of witing/reading
of file d&t £2% Sk Hatandhaaneratiash Key Data 10 This is al so used for
mut ual aut hentication between APs in the same SAM The SAM nut ual

aut hent i cat i on kMem¢aya Diyilsdpnd&ey Bselfagken accessing the correspondi ng
application element data APE from another AP in the sanme SAM or anot her

SAM 15 o | nt erhBAMeleyyPdakaga okexeFhpacRhge- SAMikex nackagsrkey is
encryption key data used when exchangi ng card access key data or other data

after 20diRiAing AN 4Rl a =3 ReRLCYF e QukGrfaldnRG gt 93 Mgcro Command
(o}

Script Program The IC car peratlon macro conmmand Scri progranl i's

generat eg by, fhesSefui ¢e Qgéwﬁ # gcg'%g and, describes  the ;‘i':efs of

processing refating to thée _IC car

to run a service using the IC card 703. .
o Area Registration Key Package
'Ifhe a;trea registration key package is data used when
| performing aréa registration in a gtorage area of the memory
10 of the ?[C.card 703 before a service business starts running
a service using the IC card 703.
o Area Deletion Key Pa'ckage (Internal Generation)
The area deletion key Package is a package which can
be automarticarlly. generated in the SAM from _the éard access-
15 - key data.
o Service Regist:qtién Key (Internal Generation)
The sexrvice regi'stration kéy package is used for
regis‘texing -z_x';-)plicatipn elgment &ata APE of the éxternal_
‘_m.;c_'.__mdry 707 before the seryrj.‘c‘.-e‘ bu-éiness‘ star{:s runhipg ‘a
20 service uéing the IC c‘aird 703,
fi‘hé service regis tratipn key package is a package which
._‘c'an ‘be Aﬁtomatically generated in the SAM from card a_.ccésé-
key data. -
| o .Ser\#icg Deletion Key P{.—léka_-gé' (Internal Generation) -

25 ” } The s.ervide deletion key package is used for deleting




transactions with the ASP server 719, The IC card operation macro comrand
script programis set in the SAMunit 709, 25. ' then '1Gafagusk2@Ddy t he SAM
chip 706 , whereby the correspondi ng 16 August 2005 - 218 - IC card entity
data is generated. o Menory Division Key Package The nenory division key
package is data used for dividing-thesstorage areas of ‘the external nenory
707 or 5 nmenory of the I1C card 703 before a service business starts to
run a seryi.ce: US| t | C card 70 0 Area Registration Key Package The

ar ea regi%%‘?%t‘lf%% : e%/f%“éec'l‘(gg‘%atf% FERCSFRG Ipiorentrrnaka
registrag&on I n .;torage area of the nenory 10 of the IC card 703 before
a service pusihest starts running a service using the IC card 703. o Area

‘Del etion Key Package (Internal Generation) The area deletion key package

i s a package wihéeh seavirs ideje tdwnoketyi paldkaggerar at eddkaqgeNeh3AM from t he
card access y data. o Service Registration Key (Internal Ceneration) The
servi ce 1cagi ber avitomaltdyajdgkggaciratudednl he $891 SLGE I A-ARRUdLAL I ON

“el enent data APE of the external nmenory 707 before the service business

starts r e data .20 service using the I1C card 703. The service registration
key package i s a package which
: © Key Data K _APE
The key data K APE is used as an encryption key when
setting the applé'.éation element data APE. Different key data
K;ﬁPE is assigned for setting application element data APE
:10 for every AP area.
" Next, the above explained IC_card_operatioﬁ macro
_com@and script program (he;einafter also referred to.as.a
script_p?oggaﬁ) will be éexplained in detail.
_'The-sc;ipt program is a program for defining
15 application programs AP 1, Aﬁéz,_ahd'AB_S of the service
business 715 1, 715_2, and 715_3 running on the SAM chip
'708 and'piocedures of progessing‘perforﬁed.by the IC card
703 when ekecﬁting,the applicatioh programs.
In the present embédimént_ N as; explained later, ‘as s-h:ow.n-
20. in FIG, 118, -the SAM chip 708 pei?fo-rms processing ba:sed on
the-script.dOWnioad.t§Sk ?69 and scri?ﬁ interpretation task
‘770andgeneratESfrmméheAannégementtéb;edataandscript-
“program:the iC_card entity témp;atg data.TBO;i; inpuﬁ daté
3151;oc1_c 731_x1, output data blo—_ck"]_BZ_;x-Z; 1og_dat_a block 733_x3,. '

25, - and computatiqn'defining:data block' 734 x4 used for




can be automati cal | enerated in the SAMfromcard access, key data. o
Service Del etion Ke§ I%ackage' (I nternal Generation) 251$W@gg&fr2ﬂ06e . .
del etion- key package is used for -deleting 16 August 2005 219 application
el enent data APE registered in the external nenory 707. - The service
del etion key package is a package whtzé -can be automatically generated in

the SAMfromcard access 5 key data. o Key Data K APE The key data K APE
tion elenent data

I's used §$rSEeHiE o 1:'% N setting.the applicg _ :
APE. Di f%e%rent keéyﬁ'latlz%}: q",ybﬁ Te'is;ea%%’f‘élnce%bf‘(?r"“?é‘?f*?n L3pprithtidn el ement
data APE _ 10 & pvery Al' area. Next, the above explained I C card
operation acro’—Ctommand scri pt program (hereinafter also referred to as-a
script program w Il be explained in detail. The script programis a
program for deffifd-ndif5 igpd ivde diepreogrladning theARo@manad ARBedl of the
service business 715 1, 715 2, and 715...3 running on the SAMchip 708 and
pr ocedur Esrofdesratidsigin -hzefOramdl Bpdiwetilda aicko Hoamaen LG i ng the
application progranms. In the present enbodiment, as explained later, . as
showns 2progdak(s. 118, -the SAM chip 708 perforns processing baséd on
In the‘commands, commands for the SAM chip 708 itself
are given the first letter "S", while commands relating to
operation of the IC card 703 are given the first letter "Cr.
Further, the second letter is selectively used in
10 accordance with the application. For example, for an issuer
‘setting declaration of the IC card 703, it is "I*, for a
declaration of the application element APE (service type
element dec]—.aratiqn) , it is "S", for a simple read
declaration from the IC carxd 703, it is "R", for a simple
15 write declaration to the IC card 703, it is "W", and for
an application element data APE computation definition, it
V is llF!l .
The commands used for describing the script programs
721 1, 721_2, and 721_3 include the SC.command, SO command,
20 SI command, SL comnlahd; SF command, CI command, CS command,
CR command, and CW command.
The SC. command is a éommand 'deélaring the number ' df :
the maximum number of IC card entity data which the SAM _c:hip '
708 can process simultaﬁeously.

25 " When the SAM chip 708 can si-mﬁltgne.éhsly process 1000




the script downl oad task 769 and script interpretation task 770 and

generates fromthe AP managenent table data and scri pt 1praguamohe | C card

.entity tenplate data 730_1, input data 'block 731 xi, output data bl ock
732_ x2; 'log data block 733_ x3, 25 and conputation defining data bl ock-

734 . x4 used for 16 August 2005 220 22jprocedures relating to the service
busi nesses 7151, 715 2, and 715 3 FIG 119 is a view for explaining the
comands feor. scry bi the |.C card operation macro_command scri pt

pr ogfam.sléﬁ:%d thg I(‘::g%%ﬁidsﬁn St f PG HR08AVEEN A sPIEbRbsel | are gi ven
the first letter "S', while conmmands relating to operation of the I'C card
703 are given tRE PPrspmpapdeds" @ coppapefort Hectatdnd tbet dathas

~selectively used in 10 accordance with the application. For exanple, for
an i ssuePlog¥t fppgtemeing sthorpuwiputhdaltd basdk 7082 %2 i which ftdle a

decl aration of the application el enent APE (service type el enent

decl ar at Hetp- réadifrdub'the Tor cardi T & il19a8e086b A8 atinihd k0 1! C card
703, it is "R', for a sinple 15 wite declaration to the IC carg 703, it

i s-"W, Bhdckerpadvagpll sat kAR & ;. d C ion definition, it
The conmands usgd for describi ngh?[\rgms'lér?g? ﬁggarggrrg%%ﬁ? 721 2, and 721

3 incl udgrgggS%&qg%@thgq(ggm@%& 30, 3 conman SL co nd, SF
. . ! s : 3 d ’ i ’ :
command, CI conmand, comand, . connand,’ and Fofiihgined
' IC card entity data.
For example, when the data blocks 1 to 10 are provided,
yhen storing the data read from the IC card 703 in the data

10 block 1, “S0:1" is described.

The SI command is a'comma'nd_ for declaring the data

'blocl_c for forming the input data block 731 %1 in which the
data to be written in the IC card 703 is stored among the

data blocks provided in the SAM chip 708 when pelrfomi.ng

15 - processing using the IC card 763 based on the later explained
. IC card entity data.
For example‘, wher.r the daﬁa blocks 1 Jto_ 10 are'provide;:i,
* when storing the data to be ﬁrittén in the IC card 703 in
the data blocks 2, 3, “SI:2, 3" isg described.

20 ~ The SL comma_n;i :i-._s' a command for declaring the data
block '- férming the log data block 733 x3 for éto:?:ing the lOg.
data reigtingéo an ,opexatioﬁ ambng "Ehe.d:ata l:;l_ecks' prq%_rig‘le,&_
ii_.n the SI'\M chip 708 when performing ;irgcés—sing using'.the :

..lI.C_cal'rd.'l.O-B based on tﬁ‘e latex;,eicplaihed ic cérd entity data . |

25 For exaﬁ;ple, when the data blocks 1 to 10 are provided,




The SC command is' a command decl aring the, nunber of the maxi num nunber
~of ICcard entity. data which the SAM chip 708" can pi®segst 2005

si mul t aneously. '25 Wien the SAM chip 708 can simultaneously process 1000
16 August 2005 - 221 sets of. ICcard entity data, "SC 1000" is descri bed.
The -SO command is a conmand for decl2a&2i rg the data block for formng the
out put data block 732 x2 in which the data read fromthe IC card 703 w ||

be st oreghapoggcihgqd kg, prpvided in.the SAM,chip 708 when

per f-or m ng procgggﬁgg%ﬁgi%ngﬁéggcigaF e7g§gﬁa§%8cgn§fheggager1§xplained

| C card gggi;¥ ggta For exanpl e, when the data blocks 1 to 10 are provided,
when storing ﬁe data read fromthe I1C card 703 in the data .10 block I,
"54:1" is descrjbed. The SI comuand is. a command for declaring the data

bl ock for fornHg tHheCPRpRRddhs aabrerpardifor lprovidiiey the datsa to be
witten in the IC card 703 is stored anong the data bl ocks provided in the

SAM chi pP¥esk whermmingr thentogputstprocdesininygsiagat beotX vandxg03 based on
"the later explained 1C card entity data. For exanple, when the data bl ocks

1 t 0510 deecpibimgethe dbEInStOohNGrt BRe dBéPat foRepdtibigNehd the 1C card
703.in the data blocks 2., 3, "SlI:2, 3" is described. 20 .The SL command
i's a comapmsrh éHEi sheCé Péhagtt 88 HaBE relating to the IC card 703.
The content of the computation defining data block
734“x4 becomes the pre—proc'essing ini;'ormation of the IC card
entity data. |
19 The CI command is a command for declaring the issuer
l_of the IC card '7.0.3 ' (service business) .
The datg speciﬁfiﬂg the service business‘defined by
the CI command becomes the IC card t}l{ée information‘;)f the
IC caxrd entity data. N
15 The CS command is a conu_némdr for declaring simulﬁaneous
operation of a plurality of services to the IC card 703 by
l-éiting the name APE;N d£ the appliqation-elemént data APE
. (seivice type é;émgntg). The éS'command can also declare
a fugction defininq procgssing.aﬁogg'appliéation alement
,20f1 &ataAAPﬁ'desigﬂéted by the name Apﬁ;ﬂ.
. . For ex&ﬁple,viflis possible to declare
"CS:“RC“+“WC"+“W&"";
Based ontthé content of the C§ commaﬁd;_APEﬂﬂ
-designatiné information of the IC_dard'eqtityfdata and

’;25 pProcessing order ihfbrmdﬁion'aievdgterﬁined.




bl ock-form ng the log data block 733 x3 for storing the 1 g data relating
to an.operation .anong the data bl ocks provided in thd6dayustigp5708 when
perform ng processing using- the |C card 703 based on the | ater expl ained
IC card entity data. 25 For exanple, when the data blocks .1 to 10 are
provi ded, 16 August 2005 - 222 whemZioring the log data in the data bl ock
4, "SL:4" is described. The SF command is a command for providing the data

bl ock form ng Whe IMUULald i dat g bl ock 734x4 _ 5 describing the
definition of the relation et&\%/ggelr?ryteh%g 50 c’lr(?at(il(aotr? &tk A epe

rel ating the, | ard 703 _The coptent of the conputation defining data
bl ock YSﬁZi‘f()fabr&:o?rcrbeés: hé SIepst icff’d:ar g’fld’f"rﬁt‘mﬁf‘ dihe Heeliatierd entity

data 14 The Cl command .is a _command for declaring the issuer of the IC
card 703 ¥ORY, PEP g ratiess plemeatidakaspBE 19| ngttdef tredi behdusimess
defined by the CI command becones the IC card type information of the IC
car d. ent iqoyuadach ifs5 nffte de®axmdbesild i s a conmand for decl aring sinultaneous
operati-on of a plurality of services to the IC card 703 by citing the nane

" APE_ Nsof the applri extimpileg| efent starandPEhe( datyi ¢eallyPechl eRRNEE . The CS
command can al so declare a function defining processing anmong application
el enent card 703 in the data block 1, "CR:SO:1="Rc"" is described.
The CW command declares to write data stored in a
designated data block to the IC card 703 when the relation
among application element data APE is not defined.
10 For example, when w;:i ting data stored in the data block
2 in the IC card 703, "CW:SI:2="Wc"" is described.
The_ CF command declares the data block for describing
computation content spanning services.
For example, iwhen des-cribiﬁg .t.-‘.omputation content
15 spanning services in the SF 'dé.t;:a block 1, CF:CES_FUNC=SF:1"
' is described.
Further, the SF da__ta bio’cic 1 hars described in it, for
' example, _.'_-'“Wc"-'==If {"Wc*>10) then ("Wec"-10;
_‘.‘“ﬁd!“-:".wc"*0;_08_+‘de") " - Th-is.'for'mula‘ éxpresses the oPe.rail;ion
.20 gfﬁ.subt'r%cting 10 frbm the vajtlt;e_a_ _o‘f We when the remaining
i_num‘.ber 'oi:; services Wc is __1arger than land adding a number
. of points cerresponding to ;8%_ qf' We as cumulative points .
to Wd. | |
Next, the data stored in .the ‘AP ma_nagémeﬁt storage

25 érea 7221 of the external méinpry 707 shown in FIG 115 will




0., data APE designated by-the name APE N. For exanple, it. is possibfe to
declare "CS. "Rc"+"W"+"Wi"". Based on the content of tleeAugdsczoasand., APE
N designating information of the IC card entity data and -25 processing

order information are- determ ned. 16 August 2005 - 223 The CR comand

declares to store data read fromthezb@ card 703 in a designated data bl ock

-.when the relation anong application el enent data APE i's not defined (when

SF commypd LS scribed). 5 For exanple, when storing the data read
fromthe 1C %%?§£9%§'in the data block 1, "CR SO 1=1'Rc"" is descri bed.

The CWcommand declares to wite data stored in a designated data block to
the IC card ' 7FSHEH Thethe AR imrnagemenbpptorage omred @2l data APE is

- not defined. 10 For exanple, when witing data stored in the data block 2
“in the | Feafegbad bowis:  DitenvalliEwdéscri bed. The CF command decl ares

the data bl ock for describing conputation content spanning services. For

exanpl e, when desey ithiaty cdnpuiatdewdll € EW et cdor SPFHUNOcSEEYd ces in the Sk
-data block 1, CF: CES_ FUNC=SF:|" is descfibed Further, the SF data bl ock

| - has desioféverll iPW idhowd Ofn @Dl L1 4 W=If {"W">10) then ("W1-10; This
formul a expresses the operation
FIG. 120 is a view for explaining details of -the data-
- stored in thé AP management storage area 722.
The AP management storage area 7221, as shown in FIG.
120, stores the AP management table data 7300 1, 7300 2,
-1"0 and 7300_3 (management data of the present invention) and
the APP table data 7310_1, 7310_2, and 7310'_“3 (usage allowing
~data of the present invention)-
Here, the AP management table data 7300_1, 7300 2,
and 7300_3 and the APP table data 7316_'1, 7310_2, and 7310_3
15 are for ekampl;a p:‘:'eregis_te're_d, at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,
7300_2, and 7300_3 and the ABP table data 7310 1, 7310 2,
: and 7310 _can ,}je"rejurj_tten only by i:he manager of the SAM
chip 708. | .
.20 " - The AP mat}agemenf: téble data 7300;___1{ -7300'____2 . and 7300_3
a-xé defined fo;r: each a_ppli'.c_atioﬁ pi':égram AP,
| Further, the i;pp table data 7310 1, 7310 2, and 73'1'0__'3
_a‘:’r‘.‘_é fiéfihgd ,qu e‘ach' SAM milt';ug]_.' a\ithq;ntication key'-da-ta-'.- '
'FIG:«. 121 is a view fo_r éxpléining ‘t.he AP management

'25. table data 7300._1. The AP management table data 7300 2 and




20 of subtracting 10 fromthe val ue of W when the remaini ng nunber ' of
services W is larger than 10 and addi ng a nunber of pdemwuezotSspondi ng
to 8% of W as cunulative points to WI. Next, the data stored in the AP
managenent storage 25 area 7221 of the external menory 707 shown in FIG
- 115 -will 16 August 2005 - 224 be e@%ained Access to the AP nanagenent

- storage area 7221 is restricted by the flremall FW 4. Note that, the

{1 reval | 7800 4 RevEceROnid a3 QAL nEWSHRIN | 1 S ALt FIG
S a a ore

120 is a view for explaining detal of the

managenefogt orage area 722. The AP nanagenent storage area 7221, as shown
in FIG 1207 stores the AP managenent table data 73001, 73002, 10 and
7300_3 (nanag-gent dat g of _the giesent i nvention) and the APP table data

73101, 73102, ARFAITINELGgel 4l 1 db shovsathe grdamel fireateinn idatent i on) -
Here, the AP managenent .table data 73001 , 73002 , and 73003 and the APP
tabl e dABE7RHp1intenng}d/exkarnalodesdgnntingr dekanBES, prer egi st ered, at
the tine of setup of the SAMchip 708. Further, the AP managenent table
dat a5730¥—)d§ﬂt11?3@@tlén data 7309 B)andiexttﬁﬂ%ic&bkﬁﬂiam G310%key73102,
and 7310 can be rewritten only by the manager of the SAM chlp 708
data K CA.RDA (second key data of the present invention),
key data K-_SAM (first key data of the pre'sent invention),
data SET _APP, data FLAG IP, and data FLAG STR linked together
for each of the name APE N of the viewed application element
.10 data APE used in the IC card operation macro command script
pro'gs:‘:am. |
The né:qe ?\PE_N of the application element data APE
“is the name Assigned to the s_e:r.tvicé (a.pplication element
A data APE) | provided by the applicatj;on progran; of the service
15 businesses 7‘15___1, 715_2, and _7_15_-_3-. The name APE N is an
i&en-tifier viewed instead of _the service number of the
L .séfvice which the ai:piiqation pl;'ogram df each service
' business cé;ﬁ use. | | |
Heré, the :ijde.tntific'atidn daté\..A_PE_"___ID is identification
'.__j20‘ | data qf‘ the a_pplicat:icﬁ- el_emen'tjda‘ta APE. |
The intei:nal/éxternal designétiné .ciata IEI is a flag
for diffézfeptiat_ing‘ between whei_:ixe-i: the APE exiéts as an
entity (i_ntérngl desi-gn‘at:_i.o-ri) , Or _wheth_er i:eference is made .
_- frpm- anoﬁh'er_j_ SAH (exterr_xa]_ i designation) .

" 25 The identification data SAM_ID is identification data




.20 The AP managenent table data 73001, 7300 2, and 730'03 are defined for

each application program AP. Further, the APP tabl e datig Algd& Znos 7310 2,
and 7310 3 are defined for each SAM nutual authentication key data.

FIG. 121 is a view for explaining the AP nanagenent. .25. table data

7300.1.. The AP nmanagenent table dat@g/300 2 and 16 August 2005 - 225 7300

- 3 have the sane format as the AP managenent table data 73001. As shown in

FIG 121, _.it.sh the (dentification data APE-ID, internal/external
desi gnat Pﬁgs%’gt W?’Ef‘t tk‘&eﬁttihﬁrc&’tair&ﬁf FxeasSapripg dadmt whiematthen data AP

I D, key data K_ CARDA (‘'second key data of the present invention), key data
K_SAM ( f PR¥t chdp d9Baisf PemEopmédanpriopeestingnyelattang S6TtABR, data FLAG
| P, 'and data FLAG_ STR linked together for each of the name APE -H of the
vi ewed appbiéasdtdnnekémmantldadat aPAPE used in the | C card operation macro
command scri.pt program The name APE -N of the application elenent data

APE is the nanerassigreflste {hewSeb¥i &8piapRihgatheNsRlfefpNt data APE)
provi ded by the application programof the service 15 businesses 715 1, 715

2., and 715. 3.vHdes@amn APE 3 o ed@Nofl i fier, viewed instead_of the
service nunber of the service |%ﬁ ct’ﬁeggg%l%%%ttl‘%sn %r%%’r‘%%?gfogach service

busi ness, Gale UpEsx Hefa 141 %d At/ AR AR J22,AR% L2, 5.0 deptification
bit units.
| For example, that net mask, as shownrin FIG. 122, is
cléssified into three types, that is, an A class, B class

10 and C class. Further, between SAM's .to which the same net
mask is allocated, one type of key data used for mutual
_aiuthént:icatiou is sufficient. In the present embodiment,
fdr_ é:;ample., the same service business is allpcated the same
net mask.

15 © In FIG. 122, the A qla-s's-. net mask is indicated by
I"ZSS_,}C}(,}GC XX, the highe_r 1 byte is assigned a predetermined
value fc':-r SP_eci_fyi_ng t-héat class, aﬁd the ;':Lowe_r— 3 bytes are
assigned value'.-c:..fqr,_s.peci'fyj.ng the iipd‘i-vidual SAMs beloné*ing
Ito that class. Here, “XX¥ ca.n be set to any value. That .is,

20 .i::l:le- net mask of. the A clas‘s’ .can be -ilse;d to define the 16777215
SJ\_{M_;_IDS- belong;ng to tlratt—A—ciI_—a—Eﬁ
l I:"u’rt‘iier, ;thev B ‘class. net mask is -i.ndicate,_d by
.i:"255,255,XX,XX",-the higher 2 bytes are-aSsigned
p;édeterminéd'values _f'oi: specifying that class . and the lower

25 .2 bytes are assigned values for speécifying the individual .




20 data of the application elenent data APE. The internal /external
designating data |El is a flag for differentiating bet Weéwgusté0her the APE
exi sts as an .entity (internal designation) , or whether reference is
made . from another SAM (external .designation) . 25 The identification
data SAMID is, identification data228 August 2005 226 of the SAMat the
ot her party transferrlng data when the SAMchip 708 is performng

processi suMs abaldiging tHathaeRPldsat ihel eenthdaia ARk BisGenl22 is a
view for explaining the SAMID. 5 The SAMIDis 4 bytes of data and has a

concept Bf P08t calBSK s584! a5 & P skpgan be set in bit
units. Forcexanp?% that net gfgggcgﬁ%MHSEQgFgg? %gi be 5°"dragsifi ed
is, an A class, B class 10 and C class Furt her,

into thrgﬂmfggf o
bet ween 0 mﬁlcﬁ the sane net mask is allocated, one type of key data
used for nutual authentication is sufficient. In the present enbodi nent,
for exanple, tHEFhaR. e \f@latsitrsmesk s otadbgated Beme net nmask. 15
In FIG..}ZZ the ‘A class net mask is indicated by ''255, XX .XX ,.XX"
t he ﬁlghe¥5§;%§§62$% ¥%S; ghed b;@h%de@ebmtﬁedavalaesignedpeC|fy|ng t hat
class., and the lower 3 bytes are assigned values for specifying.
t he-i ndimmmtemmecbglamu@isr@or ispeidiglyitigatBat darsass " XXd ©lanlbeeget to any
val ue. That is,
1 byte is assigned values for spec1fy1ng the individual SAMs
belonging to that class. That is, the net mask of the B class
can be used to define the 255 SAM IDs belonging to that C
10 class.
The identification data AP ID is idéntification data
of an application program executed by the SAM of the other
party transferring data when the SAM éhip 708 is perfo-rming'
processing relating to that application element data APE.
15 - The key data K CARDA is"key data, used for transfer
of data with the memory 750 of the ic card 703 when the SAM
ch1p 708 performs process:.ng relating to that appl:.catxon
' element data APE.
The. key data K _SBM is key data used for transfer of
o _20 data with anothernsmiwhen the _SAM. chip 708 is performing
processing relating to that application element data APE.
The data ,SET___AJ.E"-P is data for specifying the APP tahlér
data 7316_1, 7310_2, and 7310_3 used (viewed) when the SAM
' chip 708 performs processing relating to that application

'25_ element data APE.




20 .the net mask of the A class .can be used to define the 16777215 SAM

| Ds bel onging to _ Further, the .B class. net mask is i1gddgrEeLhABY

"1 255, 255, . XX, XX". the higher 2 bytes are assi gned predeterm ned' Val hes
for.specifying that class, and the lower. 25. 2 bytes are. assigned val ues
:for -specifying the individual. 16-Aagest 2005 - 227 SAMs belonging to
that class. That is, the net nask of the B class can be used to define the

65535 SAM | Ds bglongi 9 #0Oad ckass. ;Further, _the C class _net mask is
i ndicated by 5 '’ 255,255, 255hf15><><"BS %ﬁaeghcll% BrORIR L W RE ERGE sFQned |

predet er jned val ues, for specjfyi that class, and the lower | byte is
assi gned r(r%/{]a %%%g o(r?a%ap&%ﬁa&% (%%) ni¥y EBE PR P A& kg1 rgotBerhat
class. That is,.the net nask of the B class can be used to define the 255
SAM | Ds BEPbiRy T8 t98E- C 10 class. The identification data AP IDis

i dentification data of an application program executed by the SAM of the
other party t Hesflatei FERGa3ER vitreilhlyel 84 sbbiiingOohé hée Ho0a 11 8¢
processing relating to that application el ement data APE. 15 The key data
K_ CARDAdatewndaied Ybelldf Gy thanShRr cip dRIM ¥ bd Hdws B REY L 50 Of the
| C card 703 when the SAM chip 708 perfornms processing relating to that

appl i cat isam eltaEntoglai@: APE. The. key data K. SAMis ' key data used for

transfer of
' In FIG. 121, the APE N "Service A" is the access key

of the IC car_c_l 703 defined bj( the application program i'n‘
that SAM 708. The key data of the “Sexvice A" is set to be
10 not disclosed, so cannot be viewed by an. application program
of another SAM or another applica,tio.n pbrogram of the s;':lme
S5AM.
Further, At-he "Service C" is the access key of the IC
card 703 defined by that appl‘ica_tion. prog;a?n. When that SAM
15 is assigned the net mask of 'the later explained C class,
the key data of the "Service C* is disclosed to an appl:_i.éatiqr'l ,
program on the SAM 'havir;c;; the SI.\M'__‘_ID "43,.1’7,19,'50(" . At th:i;sr
. time . the saM ‘mutu:al_ authénticai;:ion key is "TTL..., T'i'n'f,
. #‘u-rther-, whether or not another ISA'M___can hold the key télata '
20 of .-thé "Sérvic;e oLl until the rn-e_'xt use is determir;éd. Wlien..
: ~_ pdsfsi.ble,_ ﬁheriﬂtl‘xeA other SAM next ,uses:the‘ "Serviece CY" on
. the c;érd', it is not necessary to ébtéin' the card access key
égé.in from the SAM The access kgy qf the Sé.rvie_e Bis obt_ained:-' _
not from that SA_]}{, but from the SaM- having the SBM_Iﬁ

25 i f'43 13, 137, XK. As the matual 'ail"thenticati_on- ‘kKey .ﬁetﬁeen




20 .data wi'th another SAM when the SAM chip 708 is perform ng
processing-relating to that application el ement data AREAudir 2data SET APP
is data for specifying the APP table data 73101, 73102, and 73103 used

(Vi ewed) when the SAM chip 708 perfornms processing relating to that
application 25 el ement data APE. 16 2Aamust 2005 228 The data FLAG_ IP is
flag data showi ng whet her to disclose data managed (held) by the SAM chip
708 to am@ider . M chig.. 408 .etc. JThe data FLAG STR is flag data show ng
‘whet her tgghgl’l ovsvgéS'dats&nrra%ggéﬁe iel d) by the SAM chip 708 to be held by

~anot her - SAM Cvf}b% l7108 etc. In FIG 121, the APE N "Service Al is the
access key of "PREPPE RAr B8P TRRAS LYY RE I i SRTGEDBYre@R i n  t hat

SAM 708__ The key data of the "Service A" is set to be 10 not disclosed, so
cannot beeiel@d®miilafheppext atseoaspletenninéd mpahbladhld tigrentatder
application programof the same SAM Further, the "Service C' is the access
key of th¥ EBatcgAM.703 defined by that application program Wén that SAM
15 is assigned-the net mask of the |ater explained C class, the key data
of the ".ServiTkeC'sesvilbechoseg t @ndicappki eaki pN1Ar 94r aReR lg SAM
.having the SAM ID"'"43,17 ,19 , XX' . At this tinme, the SAM nutual
'-aUthentléﬁikoﬁokﬁMibﬁ %ﬁzlshMLIETB%1“43,13,137,XX" is assigned is
stored. The "Service B Log" is the same SAM net mask as the
~"Service B", so the mutual authentication key uses “SS1...
SSn". Here, APP table data is provided for each mutual
10 authentication key. In this example, permission for
‘accessing the "Service B log" and ﬁService B" is defined
~ in the APP table data 7310 of the other SAM which the AP
- management table data on that other SAM views.
FIG. 123 is a view for explaining the APP table data
i5 7310 1.
The APP table data 7310 _2, 7310 3, and 7310 have the
same format as the'APP table data 7310 1.
As shown in FIG. 123, the APP table data 7310 _1.shows,
-for éach_applicatioﬂ element data APE, its identificaﬁion-
20 data APE_ID and whéther-that application elementﬂdéta APE
‘can be fead, written, or executed from another application -
prdgram (aﬁother application element data APE) .
For examplé,'the APP table data 7310_1 -shown in FIG.
123 shows for the “"Service B log" that reading is possible,

25 writing is possible, and execution (deletion) is impossible.




Furt her, whether or not another SAM can hold the key data 20 of the
"Service C' until the next use is deternined. Wen pos sistARusVts. - t he

ot her SAM next uses:the "Service C' on- the card, it is not necessary to
obtain the card access key again fromthe SAM The access key of the
Service -B is obtained; not fromtha3oSAM but fromthe SAM having the SAM
I D 25 '"43, 13, 137, XX" As the nmutual authentication key between 16 August

- 2005 - 229 - S@ﬁ@ used, Wet her or not _the access key of
the "Service B c'éner §§un?“?ge?ﬁ8tn3§?rﬂgﬁ PEegetélri REdHF a fiag

2l
designated, b hat SANI 5 The "Service B Log" indicates the file in which
| og datﬁxPﬁréﬁ cliePREY SARY| Bhgwnt in, F3G1311Rkxfors exempdsedtioresst ored. The
"Service is.the sanme SAM net mask as the "Service B", so the nutual
authent|bﬁtFegeﬁé?oﬂséétaSSEQWinSSﬁhﬁ Her eardPRypebde tdatad arpriovi ded for
~each nutual 10 authentication key. In this exanple, perm ssion for
accessi nyinked" SegetberB | 0og" and "Service B" is defined in .the APP
table. data 7310 of the.other SAM which the AP- nmanagenent table data on

that sot her SAMNG eX6. cdt @ tpS dstad ¥héus T She C¥pbai BENULLNECARR fabl e data
15 7310 1. The "P". table data 73102, 73103, and 7310 have the same f or mat

~as the APR:taRlé 4@l Pré3thd adh 500U E G st S LL Alg data
- 7310°1- shows

of the credit card company performing settlement for
transactions using the IC card 703.
In the present embodiment, the IC card operation macro
10 command script program defines (describes) in it a service
contént combining -the name APE;N éf a pluraiity‘of |
'aipplicatién ele;neﬂt data APE. By reflecting this in the later
‘explained IC card entity data‘(job management datai, it is
possible to provide a service combining-sa?vices
15 - Correéponding to a plurality 'qf éppliéation element data
_~AbE.

For example, a sgfvice._combihing the service of reading
data frqm the IC ggrd 793_and.the service of‘writing'data.
 jt° the server 702 can be défined;iﬁ the IC card.entitﬁ'déta.

fqu . Further,‘tﬁe AfE;N-or ithServicé number: is.én
opéﬁational cOmmaﬁd issued to the IC card. 703 ana;able to
' :be analyzgd.by the IC“;;;& 563iwh§n pefforming a serviCe..
: pibvidedjbyith? 3erviceﬁbusing$§e$ 71§_1, 715;2, and 715_3;
| The application p;dgram;agg;:is defined by the AP |

.. 25 ﬁanagemept table data 7300 1 and a predetermined IC caxrd




for each application elenment data APE, its identification 20 data APE_ID
and whet her that - application el ement data APE can be I §8%huqWikt dgbgn, or
execut ed from anot her application program (anot her appllcaglon el enent data
APE) .. For exanple,. the APP table data 7310 1 shown. in. FIG 123, shows
for the "Service B Iog" that readi j S.possible., 25 witing is possible,
and execution (deletion) is inpossible. 16 August 2005 - 230- content

conbi ning the name APE N of a plurality .of application elenent data APE.
By ref| ePerAgFion Bag¢yo qommang é#rlpkmranre@n sCozaddirefhetgxikenal (j ob
-managenent data) it is possible to provide a service conbining- services 15
- correspondiyngotfio a plurality of application elenent data APE . For
exanple, a service. conbining the service of reading Further, the AP

managenent st @hadappleaatidh Priditm N & Nal JEINE HYY geowp in FIG 115
~for exanple stores AP selection data showing the I1C card type data and AP

1D 1inked b gmertabmeéiaf £ 3Fhd YDA AP G Olcde | C card

703 shomm | 109 an exanple 1's 1dentification of the credit
car moany p(e)rnf og(gn n%osett £hent gor Jransae tlg%: gh qﬁ;he I card 703.
In t p St BT IS Fm3W1 FERGRT TPperati-8h ﬁﬁ%nd scri pt

progran1def|nes gdescrlbes) init a service .-20
memory

The application program AP 3 is defined by the AP
management ‘table data 7300_3 and a predetermined IC card
operation macro command script progfam stored in lthe external

10 memory 7d7.
[SEM Chip 708]
The SAM chip 708 is connected through a SCSI port,
o _the Ethernet, etc. to the ASP. s;az_:ve.r 719. The ASP ‘server |
719 is connected through the Internét 7-.‘!.0 to a plurality
15 of’ termingl apparatuses inclz_iding, a perscgal computer 705
. of an end usgr gnd p_ersona; computér_:s 716_1, 716 2, and"llﬁ_;___..‘:'l-
| of service businesses .'-115-__1, 715_2, and 715_3.
The 'persénal computer 705, for éxa-’méle ¢ is _conﬁected :
‘ A"_'l':'hrough a -'sei:ia-l port or Usﬁ port to a Dumb  type é,ard |
26' -readelr/wr':i;t-:_,;ar_ 704, The-."card reaglez:/writez; 404 ';:ealizes for
© example‘ Wireless c'oﬁunieation corresponding to thc.:e‘ physical
Tevel W:l.th the IC card 703.
. Thé operational commands ‘tor the IC.' ca;:d 703 and
i:e,s'pqn‘é'e. pac.:':k_&atg from the IC card 703 are generated and

' 25, analyzed at the SAM unit 709 side. Therefore, the card




data fromthe 1 C card 703-and the service of witing data ..to the server
702 can be defined in the IC card entity data. Furtheng AudgastAgsN or its
service nunber is an operational comand issued to the I C card-703 and abl e
to be Analyzed by the I1C card 703 when perform ng a service provi ded by.

t he service businesses. 715 1, 715 232 and 715 3. The application program
AP 1 is defined by the AP 25 nanagenent table data-7300_1 and a

predet er ppRad, rierGRLd 56 4AuQuSt. 20Q5 -- 2 31 eration _nmcro comand
‘script prograﬁ{sfore iﬁqfhgggfng%aF°mﬁgﬁﬁ?y7 AP AR5 pISEF SN pr ogr am

AP -3 is.defiined by the AP nanagenent table data 73002 and a predeterm ned
iCcard 5 DpeT ATTON THET SrdanRERdE e GiqRe fhegFamrmards etnd Feaskense er nal
menory 707. The application program AP -3 is defined by the AP managenent
t abl e data®%30b631iankhe ﬁ?%ﬂe?%ﬁfg?ﬁ‘éopq’ﬂ:%‘avohre%)erea}taxorthmmacmﬂand scri pt
program stored in the external 10 nmenory 707. [SAM Chip 708). The SAM chip
708 is ceFfeeetdinkpdughd anSEBE portyptibheokt HerkgptiehCoft daldae ASP
server 719. The ASP server 719 is connected through the Internet 710 to a

- pl-urdl i tautiBenticatiohnabrappheat He€GalnepudhRfond PR’ sARAkcCRURUL er 705 of
an end user and personal conputers 7161, 7162, and-716-3 of service

busi nessp®3 715 1, 715 2,, and 715 3. )

The personal computers 716 1, 716;2, and 716 3 can
download the later explained script program to the SAM‘chié
708 to customize the application programs AP 1, AP 2, and
10 AP 3. |
FIG. 124 is a functional block diagram of the SAh[chip
708 shown in FIG. 109.
" As shown iﬁ_FIG- 124, the SAM chip 708 has an ASPS
coﬁmunication interface unit 760, external-memdry
15 communication interface unit 761, bus scramble unit 762,
random nugber generation unit 763{ encryption/decrxption
unit 764, sﬁorage uniﬁ 165, an& CPU 766.
The SAM ¢h197703 is a tamper-resistant module.
' The7A$PS-communicatioh'iﬁtérface unit 760 is an
 20. inferface used for input- and outpuﬁ of data with the ASP
éer@er‘?lg'éhown in FIG. 109. .
The exte:nél memory commﬁﬁiqétioﬁ interface unit 761,
is-an‘interfacg used for input.and.output of-daﬁa with thej
‘.exterhal ﬁemo;y 707. | |

- 25 ~ The bus scramble unit 762 scrambles output data and




The -personal conputer. 705, for exainple, is. connected '.through a serial

port or USB part to a Dunmb. type card 20" reader/witeri6 Afdist Foos card
| reader/witer 404 realizes for exanple w rel ess comuni cation-correspondi ng
~ to- the physical level with the IC card 70.3. The operational commuands to
" the.IC-card 703 and response packetghgomthe I1C card 703 are generated and
2 5. - analyzed at the SAM unit- 709 side- Therefore the card 16 August
2005 - %%% der/gﬁlLer ; .4 ersonal nguter 705, and ASP server 719
bet ween on yoRcthPBtsHare PH? cbﬁﬁﬁﬁ&%ng “9e§ﬁ§ﬁ§§t188nF€ﬁF in the
dat a pay] oad gortlon and relay the sane and are not involved in the
encryptlfﬁffﬁ RekkgperbA~Brldaenory ageneRRiEation, intesfrer Hodital
“operations in the IC card 703_ The personal conputers 716 1, 716 2, and
7163 can’6Hownl oad the'l ater explained script programto the SANIChIp 708
to custom ze the application prograns AP 1, AP 2, and 10 AP 3. FIG 124 is
‘a functional bioskeahdg anamstie t hgeibdha E0b P Jx@ﬁtsm%éﬁefé&5199_ As shown
in, FIG 124, the SAM chip 708 has an ASPS conmuni cation interface unit

760, sextedidbm MR §3e8080WHE EhAMN £ BAHAS ditiilon/BlocBUS i ngCr anbl e
unit 762, random nunber generation unit 763, encryptlonlgecryp ion

The encryption/dec_ryption unit 764 encrypts data and

deeryp_ts encrypted data.
The storage anit 765, as explained later, stores tasks,
programs, and data used by the CPU 766.

].0 | The CPU 766 executes the later explained script
dowrniload task, sctipt interpretation task, entity generation
_-t:as_k (Job management data production task), and IC card

. pr‘oc.e-.dure management task (job @anagemeﬂt data management
tgsk) or other tasks baseel on predetermined programe

15 {programs of the present inventic_)_n) ]

Ne’xtl, tasks, programs, and data stored in the storage
. unit '765 will be exple.ined. -
FIG. 125 is a view for.e#pléinf;ng the tasks, programs,
and data stored in-. the st_o::ége- unit 765.

20 . - As shown in FIG. 125, it stdz.:-eer a scripi: download task
769, script .j.nterpx_:'ei-:a_tion i:ask 5170, entity generation task
"77_,1 .. IC card procedure managementit'ask 772 . IC c-erd, operati.oh,

' macro command scr:l.pt programs’ 721 1 to 72i 3, ‘AP management ;
ta.ble data 7300 1 to 7300_3, APP table data 7310 1 to 7310 3,

25 IC caxd entity template data_730___1 to 730_3, IC card entity




|

unit 764, storage unit 765, and CPU 766. The SAM chip 708 is a

tanper-resi stant nodule. The ASPS communi cation i nterfﬂ%g,gg{ 400860 1s. an
20 interface used for input- and output of data with' the ASP server 719
shown in FIG 1.09. The external nmenory comuni cation interface unit 761
Is an interface used for input. and2@8dtput of data with the external
menory ' 707 25 The bus. scranble unit 762 scranbl es output data and 16

- August 28087933 :3 mgs&qliﬂﬁ)iﬁ%?&cﬂ% 22! 2080 DpULL 0g, 359 QULPuLllng

data through the ‘external nmenory conmmni Eation ace unit—"761 The
random e e at.ion.uniy 763 generates a 5 random nunber used at the
time of n"Hao &h‘% (r:i):{(?cokno%r%exeis’s it o Ask A8y fetanPdarck 764
encrypts_,data and decrypts encrypted data. The storage unit 765, as

- explai neﬁ?-a’f%r, stores tasks, prograns, and data used by the CPU 766. 14

The CPU 766 executes the |ater explained script download task, script
i nt er pret ati orfheagicrigt idownjeord atavh 76Askas  sowmnageREGT THs A
production task), and 1 C card procedure managenent task (job nanagenent

- dat asnanimerrids ttdek APomanhemebaskabbasedcH 7 IvEdetwy mzped 3piegr ans 15

(prograns of the present invention). Next, tasks, programs, and data stored
in the Sicféageary, the APP table data 7310_1 to 7310_3), for example,

from the computer of each service business and loads it in
the SAM chip 708.
The script interpretation task 770 uses the service
7-10 definition table data (if necéssary, the APP table data
7310_1 to 7310_3) and script program to generate the IC ca:l;:d
entity template data, input data b10c.k,- output data block,
log data bleock, and computation defining data block for each
‘ business. |
is The number of the data'blo¢k3.generatgd.for.each
service business is not particularly limited-'-

When fhe entity gepe;atién'ﬁask-771 for-exampie
receives an entity ?rqduqtioh request froﬁ the ASP server
719, it perfoﬁns polling with i:he I.C'gai:d 7.03 , ‘th.en- ‘generates |

_20 t'he IC card entity. data to be uls,ed- for i":h_e p:r:b_de—ssix_-_lé fbr
‘Ebe.procedure'between that IC card.?OB and service business
. using the IC ca-:f:d. ent-;i.tjr p]—,ai;-é data qorregponding to that
' servite business. At this time, the IC a_;-;gd_ .en-tity pi_ate
data bec@ﬁes-_ tﬁe .cla's.s, and thel‘ IC card entity data is

- 25 généréted as an ihSta-nce of that class.




data 773-x, input Wata broek

unit 765 wll be'explained. FIG 125 is' a view for explaining the tasks |,

-prograns , and. data stored in the storage unit 765. 2QsAagehramesi n FI G

125, it stores a script download task 769, script interpretation task 770,

entity generation task 771,. IC card procedure nmanagenent task 772, 1C card

oper-ati on macro conmmand script proegpams-7211 to 721 3, - AP managenent table

.data 7300 .1, to 73003, APP table: data 7310 1 to 73103, 25 IC card

entity tenplatg. data 730 | tq 73Qx3, 1 C card entity 16 August 2005 -- 234
i g 109 en Sich AeNERAE b RSk 3YE, T8y dat

bl ock 733°x3, and conputation defining data bl ock 734 x4. The script

downl oad9t28k2%8en af thewhCivrrt entiyy dataavidilodus exipd adRedaiagenent

- table data 73001 to 73003 (if necessary, the APP table data 73101 to 73103)

, for exd@prdl lakemthe conputer of each service business and loads it in
the SAM chip 708. The script interpretation task 770 uses the service 10
definition tabtlee dBt ac4id PLeCEIAEY, mdhegdithh t abh 8k 0278 1d340dnb0 73103)

.and script programto generate the IC card -entity tenplate data, input

dat asbl osk mepé ppt daka@ bhesky ahed §asa,blpgk neﬂgnceﬁgulgg%%ggedefi ni ng

.data bl ock for each business. 15 The munber of the data

gener at ah{ ©176 22 oINS LI NERS 15 ForPY bSULALEY LLELLED
the IC card 703 and the service businesses 715 1 to 715 3.
In the present émbodiment, the plurality‘ of processing
for procedures perfdrmed between the plurality of IC cards
10 703 and the service businesses 715 1 to 715 3 proceed
simultaneous ly . |
The IC card prcédure,ménagement task 772 executes
: these plurality Qf processing for procedures in parallel.
The IC card procedure managemént task 772 delef.es the
15" IC card entity data 773 x when the series of procedure'slv have
- been. finished.
. The processing -of the IC card procedure managemént
task 772 will be explained in detail later.
The script programs 72_'1_1 ‘.30".7"2'1__3 are input by_.lthe
' 20 script download task 769 from for exémple the external memory
707 | and ‘stored in the storage unit 765.
‘The AP management table data '57300_1 to 7300 3 are input
by the .$dri;;t download task 769 from for e:;a:uple the extern-al‘
'mgmey 767 and stored in the storage uﬁit 765.

25 . The APP table data 7310_1 to 7310_3 are input by the




When the entity generation task 771 for-exanple ,receives an entity
production request fromthe ASP server 719, it perfornggp@hklidi?go th the

| C-card 703, then-generates 20 the IC card entity-data to be used for the
processing for the procedure between that |IC card 703 and service.

business wusing the IC card. entity,psate data correspondi ng to that

service business. At this time, the IC card entity plate data becones the
class, and the, IC_card enti data is 25 generated as an instance of that
cl ass. ARfusevsdon szsskﬂé’ proedian pyapylentheseiteyngdneeneryn task 771

for generation of the 1C card entity data will be explained in detail

Clater. THE |a@d ottt pedcirlutiee nebeepemnisk6e Y72 uses one or nore | C card

entity data 773x present in the storage unit 765 to execute the processing
for a procedurmhebeatoveeicd heh i€ enpiQdaanth dher Rerviee pinaesses 715 1 to
715 3. In the present enbodi nent, the plurality of processing for

proceduiRmaidas My Het Weep; beupéé&&%ééytﬂin'&éa@rﬁfo aflg Psegnd the

servi ce. busi nesses 7.151 to 7153 proceed sinultaneo The I C card

procgdurg, s(lg F77 e S thes Pl upali proce sing for
procedureng% par aif]%t%g S'%I‘%jcgﬁril ﬁrec?(?é: uln%%ﬁggfe%nfdt t7%2 del etes
the '1% IC,Jg?ajd eng dat a 7J3 X V\/n n the series of procedures" have

been. f At He procedures re atlng to the service
businessas.
The IC card entity data 773 x is generated by the entity
geﬁera’tion task 771 using the IC card.entity template data
10 730 1 to 730 _3 as for example the class as an instance of
that class.
The input data block 731 _x1, output data block 732 x2.,-
1dg‘ data block 733_x3, and computation-defining data block
134 _x4 are geniaratgd by the script interpretation task 770.
15 . Next, the IC card entity data 773 _x wi.'_Li be expiained. '
The I(; card entity.dlat-:a 77‘53__:; .j.s generated by the entity -_
| gefieration task 771 in the SAM chip 708 using the already
. generated. cor.r.esp'qnding ic card'_e'nti‘ty'_plate data of the
:service business for e_xamplé when the SAM chip 708 receives
) 20 from the ASP server 719 :;\ process:t.né request for process:.ng
uSll.'lg’ the Ic. card 703 and appllcat:l.on program of the
predetermined service buéiness.
FIG. 126 is a view for explalnlng the format of the

IC card entity data T73_x.

' 25 ' As shown in FIG. 126, the IC card entity data 713 x




“The processing of the IC card procedure managenent task 772 will be

explained in detail later. The scrip"t prograns 7211 tqsm‘u&mog | nput by
the 20 script downl oad task 769 from for exanple the external nenory 707
and. _stored in 'the storage unit 765. " The - AP nanagenent table data 7300

"1 to 73003 are input. by the scr4ptadownl oad task 769 fromfor exanple the

external nenory 707 and stored- in the storage unit 7"65. 25: The APP table

data 73 7310 3 .are.i nput by t 16 August_ 2005 -_236 script downl oad
t.ask 763‘%% 1(i)nm\‘ emé?‘é:nﬁf)éntt%é: 3‘3’(‘%&#@?' q@{ Hhdatag 78l or BREFHRY t he
storage unit '765. The 1 C card entity tenplate data 7301 to 7303 are

‘gener at &g e e tis: drprbt 282 oG Saedr typandatised83p BBEFe

tenpl ates (classes) when generating the IC card entity data 773x of the
pr ocedudesignating data W8 Semricedriginensts: daifre 185 card entity data
773_x is generated by the entity generation task 771 using the IC card

entity panpimteratatingl @at30 78,0 st pastfpfoamle ddwn clgss as an
instance of that class The input data block 731 x1, output data bl ock

782-42-, | 0gtial dablagBhehtpdintat CATAIRD OB debiwia Al ock 734 x4

are generated by the script interpretation task 770. 15 Next, the I1C card

Oty SRR adl s RP I AIE cHif |G B M AU B e TS

‘'generated by the enti

storage unit 765.
The entity ID data 781 is used for requests for
generation of IC card entity data 773 x, confirmation of
16 the state of progress, deletion, and other of the series
of processings using the IC card entity data 773_x. The entity
‘ID data 781 is also a rei;_urn value to be_ given to the end
-user. The e_nt:i-.{-:y ID data 781 c;erresponds to a descripto_r
when opening a file in a general fJ.le system.
.' 15 ' The entity status data 782 shows the state of progress
- of the procedures relating to i:_he ic card 703.
| The I_oasi_c stat(as-‘of the IC 'ca.\Ard entity data 773 x
.inélude, as shown in FIG. 127 ,- the state of processing for
investigating the services ﬁhich‘Ath_é IC card 703 can use
é'o . (RS}, the staﬁe of. prggess-ing by'. wﬁich t-i;e SAM chip 708 -
o —autl‘nentj._cates the IC calrd 703 (I.t'l) + the sta.-tg pf progessing,
by which the IC card 703 a_uthe'ntiq_at;es the SAM chip '708‘7 (a2) ,
't‘hé state of . p;:o‘t:essing for reading data from the IC card
'703 ‘(-R) » and the state of. érocess-iﬁg for_wri'tinc;;_ da‘t.a in

25 the IC card 703 (W).




generation task 771 in- the SAM chip 708 using the already generated..
corresponding IC card entity.plate data of the servicasbugusesssfor
exanpl e when the, SAM chip 708 receives 20 fromthe ASP server 719 a
"processing. request for processing using the I1C card 703 and application
_ program of the predeterm ned servigggbusiness. FIG 126 is a view for
“explaining the format of the .25. IC card entity data 773. Xx. As shown in

FIG 126, the JCgcard entity data.773 x 16 August 2005 237 has nanagenent
poi nter data f%b, ?n?f?s?fgd%§399%ﬁ?“5ntF?? EPGeRR et 5T st at us dat a)

. 782, IC card type data 783, APE N designating data 784, processing order
dat a 785invesbivnbtedgstig aaryivscbushnepsss- ptbecpspagsaang ¥8¥ 5 The
managenent pointer data 780 is a bidirectional pointer for managing the IC
card entthyg saaoch¥B X08ntohauthentgeatini thd@65C FhedeW0Bt yth® data 781 is
used for-requests for generation of IC card entity data 773 X,

“confir mgpiote odind OFdhelsd aie calcdd70gr €6 Sautiedti &ke aie Gbeehal t he
series of processings using the IC card entity data 773-x. The entity 1D

dat 25781768, adise &aﬁwmgeéa@_f&éﬁ.ﬁim tQ-duh@n@NecUeqa Y98, entity 1D
data 781 corresponds to a descriptor en opening a file in a general file

system o 1% e SPLELYsBhG B AL 218G 8ROUS; fhenst BtecREaPyRYr eSS

',-correspond-fo jobs.
A "job", as explained later, is a unit of processing
~ for which the order of execution is determined by the IC
10 card procedure-managemenﬁ tésk 772.
Note that, Al and A2 com_prise the mutual authentication
processing between the IC card 703 and SAM chié 708 .
Further, in the prgsent embodiment, cénsidering the
communication time on the Internet vio; the above-mentioned
‘-_15'.baSic states are, as shown in,the state transzition chart
of FIG. 12'3'-,r managed divided into -s!ﬁate‘s after startup (after
~ issuance of command) énd completed ('reépc__m_se received)
stateé;
| Specifically, theAgtAtés of.processipg-using thé.IC
20 . card entity data "17:3__3( are _.manage'_d. by the ingtance generati-on
o (Ié card entity data generation) state, RS post-startup staii_:e,
RS éompleted state, Al pogi:-rsftartup_:staté, a1l completed state,
-V.AZ post-startup s't::lt-:ée_,r A2 COmp;etgdrsﬁaté, R-post-startupr
_'_stat:e_:.; R completed state, W-Apofst::—;_s:tértup staf;e_, W completed

25 state, and instance (I_C card entity data) déleted state.




of the procedures relating to the 1C card 703. The basic states of the IC
card entity data 773x include, as shown in FIG 127, tHheé Migaste2006f

processing for investigating the services which. the IC card 703 can use.
20 (RS), the state of. processing by which the SAM chip 708 authenti cates

the 1 C card 703 (Al) the state of progessing by which the |IC card 703
aut henti cates the SAM chi p 708 (A2) , the state of-processing for reading

data fromthe | R d the state of processing for witing
datain '25 thlglef% c%f?rilr (e(é\?taa%’ Ab@&?ttazeeswfyzag they selrerigeesent
i he grocesm ng for investigating the service businesses, the

enbodi rneﬁD
processi 5 Hest eSeAMehthe 758 eardu?®anticate the I C card 703, the

processing for the 1C card 703 to authenticate the SAMchip 5 708, the
processi ng for TeaditFard atfpeondd tre 7@%@&@&1t@ﬂﬂh££ed@fﬂ9§¢§3| ng for
witing data in the IC card 703 .correspond to jobs. A "job"', as

- expl ai nedy & &1, qmmlinoéh@rm@s&mti&;em&&}%@ ‘[29’? of execution
is determined by the IC 10 card procedure managenent tas Rlote t hat ,

Al ansl AZmeOMilies & hfarnBrie] oAU Pefd CAL | RLOCESST g b en the IC -
card 703 and SAM chip 708. Further, in th%;f)(%eesrg'% é’én"?ygﬁaﬁi —*consi dering

- the communi cat ippa iR 3QI% d hgrnet, 7 0, t above rrent | oned 15 basi c
states are, .as shown in. t tg‘% teenfransdll':“'tl(9r‘|1 84 shows

the AP management table data 7300_1 to 7300_3 and application
element data APE defined in the APP table data 7310 1 tc.).
7310_3 used in Processing us_:i.ng the IC card entity data 773 x.
10 , The service type element designating data 784 is set
with one or more application elgmént data APE designated
' . by the‘_CS command in the .abowf*evmentioned script ptogram. at
the time of generation of the IC card entity data 773 x.
The proceséing’ order data ?Bs'lshows the order of.

15 execution of services (jobs} used in the procéss:tng us:l.ng.
the IC c:ard entity data 773 x that is, the state transition
shown in FIG. 127.

That 13,. the process:.ng order data 785 uses the name
-APE H of the application element data APE to show the order
20 of executlon of JObS correspondlng to basic operations of
the IC card 703.
| Here, the' jobs as expla:l.nedr earller, correspond to
- theRS Al, A2 R, andWshown in FIG 127. Spec:.f:.c operat:.ons
on. 'tl_le. IC card 703 are _real%zed'by the order of processing.

25 desig_nated-using the j—'obs_; For example, for Processing using




i ssui ng the IRFUFH

“entity data 773 x. The processing order

of FIG 127, managed-divided into states after startup. (after issuance of
command) and conpl eted (response received) states. SpeeAugusl 2005 t he '
states, of processing using the IC 220 . card entity data 773_x are managed
by the instance generation (IC card entity data generation) state, RS
post-startup state, -RS conpleted ggate, 'Al post-startup state, Al
conpleted state., A2 post-startup state, A2 conpleted state, R
post - - st aJ WP ..: . compl et ed. state, Wpost-startup state, Wconpl eted
25 st at e%[ g#d(.:?]?étaﬁg%’c%l encrip rﬁe%%f"l‘?-f 49 s legutbgpticagigggust 2005
- 239 T | C card tg{g‘g data 783_is data specifying the service business
Ohfer | e Ekerretioe 8P aiyssetstactRGiPR"dat a defi ned
by a Cl conmmand in_ the above-nentioned script programat the time of
gener at i SPfhehe 1€ Bae Cate ief readingland Whetsey withtmpeuslement
designating data 784 shows the AP managenent table data 7300_1 to 73003
and appl iasdthiegrtictehem tdat prAPEsdehigneddep il ARR iabImglakasdgl01 to
7310 _3. used in processing using the I1C card entity data 773-x- 10 The

servise typerd-ement>adesighaii ng data 784 is set with one or nore
application el enment data APE designated by the CS conmmand in the

above- ment | onedrSe pplealddiABl-ak: thELhTR: 8L JERCLALLOD Of o NE,LC card
ata 785 shOws the order of. 15
executi 0g QS @r/i568% ChBkY) 1HSEYe! N1 e DL OSES S %St % he order
- of service elements designated in the CS command in the
dbove-mentioned script program when generating the IC card
10 entity data 773 x.
The pre-processing information 786 is set from the
'ASE sérver 719 side with management déta for perforﬁing
processing using the IC card entity data 773 x.
For example, the pre4procéésing information 786 is
15 set with points of a computation;formuia of a designated
’se'rvic_e in the SF data ‘block'~ ('application element data APE) .
Further, when aﬁ‘inter—sérviée'p;oqessing function
is not ﬁefinea; the pre—pgoceaﬁiﬁg information 786 is set
-with the reqﬁésted_prodessing chépge..
'zq : For example, in the case -of Qettlement, the state
reiating tp.ghe amount of charge or ébiﬁts given etc. is -
égt. |
Thg'posﬁ—progeSSing ihfq;maﬁion_7é7 is'set with data
6£_the ptqcessing result of the IC'card.entity Aata 773 _x

25 ‘required at the ASP server 719 side. For examé1e¢rin-the




the IC card entity data -773. x, that is, the. state transition shown in.
FIG 12.7. That is, the processing order data 785 uses16h@aigogm®odPE _N of
the application el enent data APE to show t he order .20 of execution of'

j obs corresponding to basi.c operations of the IC card 703. Here, the jobs,
as explained earlier, correspond to 44 RS, A, A2, R and Wshown in FIG
127.. Specific operations on the IC card 703 are realized by the order of
processi egsel5f dRaiRML0 UgikNdst LORS. Rl e,.for. processi-ng using
16 August 2005 - 240 a IC Ca?ﬁs%% {‘/‘mg{'l‘ a5 V S%ég?g:?'ﬁgtwet%xlnsot%‘f%al

aut henti ggt Lo e Jarocessikng aorder information 785 is set to "RS->R".
Further,g?hhtﬁgrgggeeo %gé |ﬁg§§ﬁ¥iﬁﬁﬁqﬁnvath nutual aut hentication

t he processing.order_ information 785 is set 5 to '!RS->A ->A2->R-->W .
The processing order® irﬁf‘g?‘ﬁ‘ﬁtf%’ﬁ PROTeSsing byj the dkccapd ggoasfdymmhs shown
in FIG 127 corresponding to the order of service elenents designated in
the CS cBRhaAE™PRt sk aggvéhﬁﬁﬂtitoﬁ‘é@-sl:?ﬁmelmtigrgaltbvmmtgeﬂﬁrt@ti ng the
|C card .10 entity data 773-x. The pre--processing information 786 is set
from3 heof ASP sarder 7¢39usidg wi pAunranadagesEnticdabad ehthekf aamang
processing using the IC card .entity data 773" x. For exanple, the
" pre-proce33i ngwihlobenekpbaifledis 15 set with points of a conputation
formul a of a designated )

The IC card procedure management task 772 is donstantly

being started up on the CPU 766 of the SAM chip 708 shown
in FIG. 124.

10 . FIG. 128 is a flow chart of the processing performed

by the IC card procedure maﬁagement task 772.

. Step STVQI:
The IC card_. procedure management task 772 selects one

IC card entity data 773_x for executing the next processing

15 out of the plurality of IC card entity data 773 x pres‘ent
~ in the storage unit 765. |
'-th_er methodf of se.le_lc:tion éf' that IC card entity data
773 _x may be t-;o‘suc‘cfassively select IC card entity data 773_;:
presép’t in the storage unit 765 or -to' assign‘a‘L priority ‘o:_r:der
. 26 and selt__act bj( ‘priority in the order bf the_highes't_px;iority.
| - Step ST702:
_The. IC card pr-oc'edurer management ‘task 772 judges’ if
: .t_:'he job of the. ]fé'_card'entity data 773_x .selec“:ted at step
.S“I"_?O'l- has élread’y been started up. When judging that it has -

25 gtarted- up, it proceeds to the processing of step S—',l'"iBS,




service in -the. SF data block (application elenment data APE) . Further,
when an inter-service processing function is not defi nééAutylrst 2005
pre-processing information 786 is set with the requested processing charge.
20 For exanple, in the case of settlenent, the state relating to the -
amount of charge or points given etc. is set. The post-processing
information 787 is - set with data of,the processing result of the IC card
entity. data 773 x 25 required at ThelAsp server 719 side. For exanple; in
the 16 August 2005 - 241 case of settlenent, it is set with data show ng

the exi st #idee shen hedgbhgetrithat dd hassﬁb{-,lkegm{\gta%gd uf r%}:lél De,_for
processing by the | C card procedure managenment task 772 e 125

relating te &hel pralelyiny off IELarg8043 using a pl urality of I C card
entity.data 773x will be expl ai ned The 1 C card procedure managenent task

772 i s constantkyepbgiraigastarted up on the CPU 766 of the SAM chip 708
shown .in FIG 12.4 10" FIG 128 is a flow chart of the processing

perforned by tfhgelfe rocedur e managenent task-772 Step ST701: The IC
card procedure rra?lage(r\r%f?i ?’asﬂ? esg'laé‘@%?“ﬁﬂé" gk chfY andgesy foaima 773X

" for exec nex rocessi ng
% u&ﬁggeﬁgft £a8us foformat1on 782 shown in FIG. 126 of the

IC card entity data 773_x selected at step ST701 which,state

of the status traesition chart shown in FIG. 172 the

processing relating to that entity data is in and decides

.én the Job to be executed next from-the Processing order
10 information 785.

At this time, the processing order information 785
defines the order of ekecution of jobs using the service
elements set in the service definition table data as

" explained earlier,
.iS Step ST704:
Iﬁe IC ecard p;ocecure menacement task 772 .starts ué
the selected job'at.step ST703.
| The ic card procedure management task 772 uses the
! data blocks relatxng to that jOb in the input data block
.20 731 - x1, output data block 732 . x2, log data block 733 %3,
'=._and computatlon deflnlng'data block 734 L x4 explalned above .
'fu31ng FIG. 125 to execute that Job.

At this time the Ic€ card procedure management task

.772 ,when 1ssu1ng'a command.to the Ic card 703 in execution

'25ﬂ'°f a job, uses the serVLce element corxesponding to that




15 out of the plurality of IC card entity data 77.3.x present in the
storage unit 765. The nmethod of selection of that |C capth@ptiddgsdata 773x
may be to successively select I1C card entity data 773 x present in the
storage unit 765 or to assign a priority order .20 and select by -priority
in the order. of the highest .priority. . ~ Step - ST702: The IC card
procedure nmanagenent task. 772 judges' if the job of the IC card entity
data 773x 'sel ected at step ST701 ha¥dlready been -started up. Wen '
judging that it has 25 started up, it proceeds to. the processing of step
ST705, 1Gohugish REY5Sto 2ddroNhinLoviientidId® REnkRakhanle 'EQM%QE} g&e”
started up, proceeds to the processing of step ST703. Step ST 03° The IC

' . p ; 5 th tit L
card procey a wNegeuest v aske Ji? dfﬂéf%gwﬁé%%%berec%m'aﬁgg 59 sel ect ed

information 782 shown T™h FIG 126 o enti

at step 701 whj te, of the status transition chart shown in FIG 172
the pr oce%-sgsigglla\qwégg}rlﬂﬁ% ?]de'flﬁ'éi: g?\‘f‘?’f?/t’o‘é‘f%f ionmand, eHHd6 g8%d T3t he j ob
to be exe fromthe processing order 10 information 785. At this

t ed next
time, th&pfo 8%2@h@“ﬁ¥¥ﬁeqrh%n@ﬁﬂi%ﬁ1qqﬁﬂ W) ndnatieenr dere JIC execut i on
of jobs using the service elenments set in the service definition table
‘dat a &s g}ﬁfigg)ﬁ%ﬁe@mﬂﬁ imanagement task 772 uses the obtained service

number to. issue a command to the IC card 703.

Fur_ther, the IC card procedure management task 772,
as e:éplained ﬁsing FIG. 113, when k.ey information is required
for aécessing the storage area of the IC card 703a, uses

10 the service element correépondi'ng to that job to search
through the AP management table &éta‘7300;1 £o 7300 _3 and
.bbtain the key information corresponding to that 'sez;'w.'rice '
element. '-I-Efurtlier, the IC card procedure manégement task 772 -
uses that key information to-perfoﬁn_ mutual authentication
15 | with the IC card 703 ' encj:yp;tﬁ émd deérypt the data, or perform
other prpéé.ssing -and i.:bi‘:'a;;.n' the ?fight to access a | o
‘ prédétermined‘s_torage area of the IC cara A'703.
Step ST705: | |
Step ST?(_)_s is pgrf_o;:med ﬁhen'- the IC card procedu_:::e
: ..20' -mhnégement task 772‘ issueg a cpmnignd to the IC card 703 and
is ﬁaiti_ng for the processing result of the IC aérd:- 703
. Wheﬁ the IC card proqeduré maz-ljagement task 772 receiveé_
‘the préceési.ﬁg- result from th_e“lI-C' .cg_x.;d 703, ;it '_sets; this
: in‘tﬁe‘;c card entity d;ta_vjq_x{

5 o -S'tép' ST.'iOG_:




15 Step ST704: The IC card procedure managenent task 772 starts tip the
sel ected job at step ST703. The | C card procedure nmanagemegisttoasg 772 uses
the data blocks relating to that job. In the input data block 20 731 x1,
out put data bl ock 732.x2, |log data block 733 x3, -and and conputation
defining data block 734, x4 expl ai Qeg bove wusing FIG 125 to.execute that
job.. At this time, the IC card proc dire managenent task -772, when

i ssuing a conmand to the IC card 703 in execution 25 . of "a job,' uses
the service el MmtIG oansspyndedgreombhageidén AUgask 2A05pEa2é3 thab as a
key to search through the AP managenent table data 73001 to 73003 to

obtai n t henketyi statusbenfennsespANUBNdort BLLNBE SEFYI Eﬁtﬂ:fnﬁgf;
(operational command of 1C card 703 able to be analyzed by the Tc card

703). Furtherx ihewh G pBEd pscedure nanagenent task 772 uses the
obt ai ned service nunber to. issue a command to the |IC card 703. Further,

e 1 C card prace s, TROpOSIPL Sl LR B LAl ned using BLG 3
o B AP T, s RIS 1 L 20,
i nformation corresponding to that service elenment. Further, the IC card
procedur & hERdR TW3sk 97 the galuymtitoefi ForautlsoN03 mpesdoe M nut ual
~authentication- _
_ . in the SAM chip 708 while performing the processing for the
.plurality-of IC cards 703 in parallel. Thérefore, the SaM
- chip 708 can simultaneously proceed with the ?rocessing even
" 10 when‘regeiving processing requests for Procedures using a
plurality of IC cards 703.
FIG. 129 énd FIG. 130 are views for éxplaining the
:-proéessing defined by aﬁothef appligatibn element data APE
in accordance ﬁith a routine defined;bY'application-élement
lé. .data APE or'piocgssing when adcessingjdata performed ‘by the
sAM chip'TOB_when-exécuting'a job at step ST764_in tﬁe above
explaiﬁedeIG; 128,
"Step.ST§41:-
.The SaM chip 708, While executing prqceSsiﬁg in 
20 'acgt':rrdanc';e with predetermined 'ap§1_ication element data APE,
sbecifies an application progféﬁ;for use {(access) and
:applicati?n élement data APE‘ih-that aépliéation pfbgfaﬁ; o
Fyrther, that-qsé—spééifieg one - of readihg, wriéiné,
_and executién»of'th§t épplicétion élement-data AEE-

25 Step ST742:




15 with the I1C card 703, encrypt and decrypt the data, or perform other
processing and obtain the fright to access a predet er nmigedgstofgage area of
the IC card 703. Step ST705: Step ST705 is performed when the 1 C card
procedure 20. -nmanagenent task 772 issues. a command to-the I C card 703
and is waiting for the processingrgs%u%_qf the IC card 703. Wen the IC
card procedure managenent task 772 récélves the processing result fromthe
|.C. .card. 703, it sets this inthe ICcard entity data 773-x.' 25 Step
ST706: 16 AugusTheQ8hM2¢hipTRE8| Qudged pfotbeunpplipageBnnt lbask 772
updates-the entity status information 782 of the I1C card entity data - 773X
“shown in &aGa APB spevificd Wty sthp $h’$4prﬁ§3ﬁtes@m0§!hn’éﬂ£t 34 g gard S
procedure managenent task 772 selects in order the IC card entity data 773X
- for the presal ityj@igitaCensde ¥O3ipr ' h chip,7Q8 while
perform ng the pr:c')cegsﬁg for the %Iﬁgﬁﬁiﬁc}#ﬂ %%@rw % iQ:r? \;,)Q‘real | el .
Ther ef or ,, §fﬁ% ' siaylt aneousl.y proceed with the processing
even 10 re(%l&%écel vi%ggﬁééﬁésﬁﬁfgwbggﬁe% é'uggr"}{'ﬁrtg’bae‘aﬂnte’ss R g
plurakity égcéééga.ds 703. FIG 129 and FIG 130 are views for explaining
the ProdessThg detfPnERS D REFALPIaPHI FLSPI SR78Penent data APE in

accordance with a routine defined by application el enent
Step ST743: ‘

The SAM chip 708 viéws £he'AP management table data
7300_1 to 7300 _3 ,correspoﬁding f.o the application program
.be.ing executed to .a_c-quii:e -'t‘,he key data K sSaM corresponding'
10 to the corresponding service (:appiication element data APE)

and uses that key data K _SAM to fo_r mui:ual authentication

. with the SAM chip 708a having the application element data

APE to be used.

Step ST744:
x5 If the SAM chips 708 and 70,8a-z:1ulthenticate each other’s
-.legitimacy in the mutual authentication of step ST743, the

4

SAM chip 708 .procéeds" to the prbces-_sitig-,of step ST747. If
- not, it lproceeds t.:o é-tef: STTSi. _A
Step ST745: |
20 ‘The SAM chip 708 views: th'e_ AP inanagement table data
‘3"3‘0'0,__1' to 7300 3 corresponc;l:iné to the application pProgram
‘Be'irig exec;uted and acquires the key ‘da-tajl -K___SAM corresponding
to thg se_;:vicer (appliéat_iqh element data KPE) .
.Furthér , For the -appligjatiqﬁ 'éllément dataAPE to be

25 used specified at step ST741 as ﬁé_ll_, the S#H‘c'hip.'loﬁ



15 data APE or processi ng when accessing data perfornmed: by.the SAM chip
708 when executing a job at step ST704 in the above explAignstedeEG.  128.

Step. ST741: The SAM chip 708, whil e executing processing in 2(c)
-accordance with predeterm ned -application el enment data APE, specifies an
application programfor use (access) g - application el enent data APE in
t hat. application program Further, that -use specifies one of reading,

writing, tion of .t |ication el enment data APE. 25 Step

ST742: 16 Ahgégggz‘b’o%" tﬁ‘fsﬂ’ ﬂ%@ﬁﬁ@c‘h‘? P38 F2iRdS00 1t he HMMiZati on
el ement data APE sEemfled at step ST741 is present in that SAMchip 708_
If judgi ng°YhatPPRrding tthptapmtication sdeognti datadPHtocespiing: of step
ST743, while. if judging that it is present, 5 proceeds to the processing
“of step SHrakeysdepadI7el cohreSpbnding FO&he eubréfsonii IGRGRY tabl e

data 73001 to 73003 correspondl ng to the application program being

execut ed (applijcktiohhelémyntdaiatk Salhcorresponding 10 to the
correspondi ng service (application elenent data APE) .and uses that key

LS S A 5 8 MU S LR 19
key data K_SAM.
| - Scrambler 746:
ﬂhen the SAM chip 708 judges at the processing of step
ST745 that the two key data K _SaM match, the routine preceeds
10 ‘tb the processing of step ST747, while-when it does not,
‘it proceeds to step STI51.
Step ST747:
The SAM chip 708 or 708a views the AP management table
data 7300 1 to 7300 3 correspondlng to the application
15 program specified-at step'ST141-and specifies the APP table
data 7310 l to 7310 3 correspondlng to the appllcatlon
element data APE used.
-StEp‘ST748::
.' The SAM chip 708 or 708a Jtdges the access rJ.ght of .
‘-:20’ the appllcatlon element data APE to be used (accessed) based
qn_the_ APP teb.fl.e data 7310_1 to '7310_3— specified at ste'p‘
ST747. | |
Speci.fi._eelly, it judge;.i 't:he.right for rea(:ti;'ng R writiﬁg,
_and executlng the appllcatlon element data.APE to be used.

25 ' s tep ST749:




| 5 1f the SAM chi ps 708 and 70.8a authenticate each other' s .legitimcy
in the nutual authentication of step ST743, the SAM chbepugls Junosceeds to

t he processing-of step ST747. If not, it proceeds to step ST751. Step
ST745. . .20 The SAM chip 708 views: the AP managenent table data 73001 to
73003 correspondi ng-to the applicati ggy. program ' bei ng executed and
acquires the .key data .K SAM corresponding to the service (application

el enent, data Aﬁg@ Further, for the . ,a%)l i cation el enent. data APE to be
25 used speci f i("RFHtRT SPETP 2208ePT 798 Brglgen| Pt 798en 6SAUGRSt 2005
246 simlarly views the AP managenent table data 73001 to 73003

cor r esporfehaly Erpraats sppl aeaesonrigbheni tdatacé@list boastepr 8T76he key data
K SAM corresponding to the correspondi ng service (application elenment data
APE) . Funttiicke whven SAM ddeep A68; COEPAEEScEAS LYOLRE (pis88sskRy data K SAM
Scranbl er 746: When the SAM chip 708 judges at the processing of step
ST745 thajtdghestysr key data K SAM match, the routine proceeds 10 to the
processing of step ST747, while when it does not, it proceeds to step
ST7515 Step ST§4:Z_;p Higs9AM chip 708 or.. 708a views the AP- managenent table

‘The SAM chip 708 or iOSa uses the application element-
data A?E specified at step ST741 for the usage specified
at step ST741.

| Step ST751:
0 - | The SAM chip 708 or 708a does not use the application
element.data APE specified at step.ST741 for the usage |
: épecifiéd at.steé ST741. |
l_ Fu;ther, when exécuting a job at step ST704 of the
above explained FIG. 128, when_the_SAM'chip 708 transfers
15 ‘dgta,with the IC card 703 iﬁuaccotdahqe with the routine
defined ‘.by_ the gpplicé'tioh relgmfer_xt ‘data APE, the SAM chip
708 views the AP management table:data '1:30(_)____1 to '7300;_3-sh-olwn
in FIG. 125 t§ acquire the key data K___CA_DR'cbrresppndir'x:c_.;-
.'.‘t{o that app_]_j.ié:atiqn ele_m_ét.i‘t' data APE and uses that key .data
20 i K__CA‘RD to adccess the memory '159—- m“_= the IC éai:d.?()ﬁ.
— . ﬂe:;t-, .t‘_he overall qpegration of the 'ck.)mmunication
| system 701 shown 1n FIG. 109 Wlll bé éxplained.
-Fin 131 and FIGf 132 are views for explaining the
-dﬁé#allropgration of the cqmmunicgtion-systém_?ﬂl shown ihr

2% FIG. 109




data 730.01 to 73003 corresponding to the application -15 program specified
at step’ ST741 and specifies the APP table data 73101 ferugddfads
correspondi ng to the application. elenment data APE used, Stop ST748:. The
SAM chi p 708 or 708a judges the access right of . 20: the appli catlon

el enent data APE to be used (accessedjigbased 2 on the APP table data 73103
to 731.0 3 specified at step ST747. Specifically, it judges the right for

readi ng, writi a cuting the application el ement data APE to be
used. g25 Step %iﬁ?r?%fﬁ\ugust 2005 - 247 \Wen the SAM chip 708 or -708a

ST7200 " | oF il TerHG TiRinertep Biachoce (1R prochammty of St en
ST751. 5 Step ST750: The SAM chip 708 or 708a uses the application el ement
dat a APE Zj8teited by thepe STFdtiterbuhinessge spedade ethadt sseptST741.
Step ST751: 10 The SAM chip 708 or 708a does not use the application
el enent detegyAREs SjCi ) erb1at2 st '7317431dEQErlbﬁﬁguﬁﬁgepréegggihsd at step
ST741 Further, when executing a job af” step ST704 of the
5 for transactions performed by the service businesses using
the IC card 703 for exaﬁple.on the personal computers 716 1,
716_2, and 716_3 shown in FIG. 109.
. Further, the managér of the SAM chip 708 produces the
AP management table data 7300 _1 to 7300_3 corresponding to
10 the service businesses 715 1 to 715_3.
Step ST722:
The AP mahagement table data 7300 1 to 7300_3 pr«::aduced
at step ST721 are stored in the external memory 707,
- Further, the sc?ipt programs 7'}21__1,_ 72i_2, and 721 3
15 produced at step ST721 are downloaded ffom the pe-,rsénal
computers 716__1-, 716_2, and '716_-3\t‘,hr6u'gh the Intérnet 710,
ASP.server 719, and SAM chip 708 to the ext_—.einz;l memory 707.
‘i‘he procegsiﬁg for that download, as shown i.n'_ FIG. 118,‘ is
' managed by the script d&wnléaq.tagk: 769 in the SAM chip 708.
20 Step ST723: | |
The scr:n.pt J.nterpretatlon task 770 in the SAH clu.p
7 708 shown in FIG. 118 useaes the AP management table data 7300 1
‘to 7300 3 and script program to generate IC ‘card entlty

template dai:a an J.nput data block -output data block log

25 data blqck’, a_nd- comp'uta_t:,c‘m_def;lning data bl;'o,;:k fox; @ach




above explained FIG 128, when the SAM chip 708 transfers 15 data. with the
| C card 703 in accordance with the routine .defined by t6ragag@i0sati on '
~elenment data APE, the SAM chip 708. views the AP nanagenent table data
7300 1 to 7300 3 shown in FIG 125 to acquire the key data K CADR
corresponding to that appli catlon el gg@nt_ data APE and uses that key data
20. . K CARD to access the "menory 7 of the IC card..703 . Next, the
overal | operation of the 'comunication system 701 shovvn in FIG 109 w |
be expl ai fREvierdPusanesfid FIG 132 are views for explaining the overall
‘operation of the conmunication system 701 shown in 25 FIG 109 16 August
2005 - 248 St éphSTgRlerdbed sbrtd Ges Busimes Ses tht5stb@agb53nek geBarty
"requested by these service businesses produce that script prograns 7211,
7212, andoff 2€RBe dsmmrchipg7ohesRswLessi PBcd 194 transactions perforned by
t he. servi ce businesses using the IC card 703 for exanple on the personal
conputers 7161,s¢ei) 6dp72)d 7163 shown in FIG 109. Further, the manager of
the SAM chip 708 produces the AP nanagenent table data 7300.1 to 73003
correspondi ng L he servic u3| sses, 715 1 to 715 3. Step ST722:
The A %rranagerret‘l‘rillt tasbe[ datrs 1 i;(g rcﬂﬁrced at step ST721 are
stored in the %xternal menor

hown in F G 113 the memory 750 of the IC 703a
of the IC card 703 stores the key data used for transactions

by the user with the service business contracted with.

Note that, the contract between the user and a service

© 10  business may also be concluded after issuance of the IC card
703 through the Internet 710 etc.

Step ST72S:

For example, when the user uses the Personal computer

705 to access the server 702 through the Internet 710 to

15 try to_purchase a product, ‘the server 702 issues a processing
request .through t::.he Interuet 710 to the ASP server 719.
‘When. the AsP server 719 reeeives ; precess.i.-ng request
from the server 702, it accesses -the personal computer 705
.through the Internet 710, Further -a processing request:l.ng .
20 relatzs.ng to the IC card -'1.03 issued from the card reader/ writer '
.' 704 is transm:l.tted through the Ieersonal computer 705,
_'..Internet 710, and ASP server 719 to the SAM chip 708.
'Step ST726:
- ‘I'he ASP server 719 outputs to the SAM chip 708 an e-nt:l.i.:y.

25 productlon request That entlty product:l.on request stores .



Further, the script programs 7211, 7212, and 7213 15 produced at step
ST721 are downl oaded fromthe personal conputers 716 , H6,Augddt®(®8 and.
- 716_3 through the Internet 710, ASP . server 719, and SAM chip 708 to the
external menory 707. The processing for that downl oad.; as shown in FIG
118, .is managed by the script downl-oagg ask 769 in the SAMchip .708. 20
Step ST723 The script interpretation task 77.0 in the SAM chip 708 shown
in FIG 148 ﬁ managenent. table data 7300 1 to 7300 3. and script
progran1to genera afg & ?dlgﬁﬁefyoftéhﬁlépecﬁgﬁa 703n i nput data bl ock,
out put data bl ogk, 25 data bl ock, and conputation defining data block
for each 16 Au ?Pzﬁg -249 service business. The generated data is
stored in the storage un|t 765 of the SAM chip 708 shown in FIG 124. Step
© ST724: 5 The us@rensthessd chip | WBardcdDBes Asn SERVDLY NpFb@uctidn the
menory 750 of the IC 703a of the IC card 703 stores the key data used for
transact i vaguedy, t he peeforns hpbhEiRgrwieR BHSI PESSagANypacted with. Note
that, the contract between the user and a service 10 business may al so be
concluded afterstgsusaceg of the IC card 703 through the Internet 710 etc.

Step $T725:
The entity generation task 771 of the SAM chip 708,

after finish_ing the polling, judges if the number of the
IC card entity data 7'7'3__:: present in the SAM chip 708 is

within the maximum number defined by the SC command of the

10 script program. If within the maximum number, it proceeds

to the processing of step ST729, while if not, it ends tile

processing.
Step ST729:
The entity generation task 171, for exetmple specifies,

15 ~based on the data showung the issuer of the IC card 703 stored

in the entJ.t:y product:l.on request, which service. busa.nessl]'

L]

'.,IC card entity template data to use and uses that -sp_e‘cified

IC card entity plate da_té to generate the IC card eatity |

data 773 x.
20 This corresponds to the instance generation shown in
FIG. 127.
Step ST730:

The -SAM chip 708'outputs to the ASP servér 719 the
entz.ty D of’ ‘the ic card entJ.ty data 773 x generated at step

25 '.'ST?29 at step ST731.



For exanpl e, when the user uses the personal conputer 705 to access the
.server '702 through the Internet 710 to .15 try to pur ¢hAasgusd 2popduct, the
- server 702 issues a processing request through the Internet 710 to the ASP
server 719. Wien. the ASP server 719 receives a processing request from

t he 'server 702, it accesses the persé&hhl-conmputer 705 through thelnternet
710. Further, - a processing requesting .20 relating to the I1C card 703

i ssued from theheand cazdepbételite maRdqbschiaslit §9 rpHghghie
per sonal conputer 705, Internet-?lg,méndgAS% server 71% %g ?ﬁ% §§Elchip

. 708.  St#RpST700:inlRe AR SE! V 7 uts to. the . SAMchijp 708 an
“entity. 25 productlinon re(?l%est That Sjéeg??#%/eosprwgﬁ‘lfc iBH Peeqdé'_s’(hijg?%‘ges 16

August. 24 0 al.a jng the issuer of the IC card 703. Step ST727:
When t he %iﬁ%%hﬁp fﬁ%xfg@%*ves an entity production request, it perforns

> polling with the IC card 703. - 5 Step ST728: The entity generation task
771 of the SANFﬁﬁFp17OBF°°ﬁFFé?9fPﬂF§ﬁFH§n@h@gp@¢Ith@,j?hmgﬁﬁsﬁéwmhe nunber
of the [Ccard entity data 773x present in the SAMchip 708 is wthin the
maxi fum &#BnB&F-ddRi7ned by the SC conmand of the 10 script program |f

- within the maxi mum nunber, it proceeds to the processing of step .ST729,
‘while.if not, Stepn8¥78Re processing. _

The IC card procedure management task 772 of the SAM
chi-p 708 authentiqates the legitimacy of the IC card 703.
This is processing correséonding to the job Al shown
‘10 in FIG: 127,
. Step ST733:
| The IC card 703 authenticates the l-egitimac:j of the
SAM chip 708. -
This is pProcessing corresppndiné to the job A2 shown -
15 ih-FIG. 127. -
7 . ﬁceo:.:dj.—ng toe steps ST-'?SZ and ST;T‘B;'i, the IC card 703
" and SAM ghip 708 are mutually 'auji'..hentidated.
At this i_':;i;l‘neA,. as explainéd-eariiei, ln éccbrdance with
- Fﬁe. application element data. APE ‘bc.-.‘.ing executed by the.-.'; SaM
20 chip 708, the AP management table déi:a_fiaeo_l to 7500;_3 shown
.-:i'.n FIG. 1;271- are viewed, the key data K_CARD is ac.qu'i-.red,'
and that key data K__CARD 1,5 ﬁged f-,c.r::‘:{_the'mﬁtugl aut;heﬁ-ticatidn
: betwéé;i the ‘SAM chip 708 ﬁnd CPU 151 of 'thga ‘IC rc_a-rc:i"TOB'.' ,
Step s’r734; |

25 . ‘The IC card procedure management task 772 of the SAM




. ' 1729 . The entit eneration task 771, for exanple, specifies, 15

§L:ge§. on the data shgm?ng the issuer of the IC card TGQUQEﬁE@ﬂﬁln t he

entify production request, which service bqg.sjnessel I1C card entity

tenpl ate, data to use -and uses that sge0|f|ed IC card entity plate data to

generate the IC card entity data 77%°% 720 This corresponds to the

i nstance generation shown in :FIG 127. Step ST730: The -SAM chip 708

out put s tachipmel SR esels) @ind/ 1@ itdees exltat Yei®hdt 6, @h&aﬁﬁoggggﬁ:é data 773

X generated at step .25 ST729.. at step ST731. 16 August 2 51

The |1 C caferpreed ecg@@aggmnt task 772 of the SAM chip 708 investigates

the services which can be utilized by the IC cardS703 S¥gg; I?hpr?E?SSISQ
rrespondi n .t RS, shown in FIG 127 te e car

gfocedgre rra%agglr"?esgtgstpglgi eﬁ?’bc-f t%@%?ﬂ“d&ﬁgpt‘?(fé‘eaaf’ﬁé‘ﬂt hehevwhhe

- legitimcg h card 703_ This is processing corresponding to the job
Al gshown ¥'lgjn’l §12€C 127. Step ST733: The IC card 703 authenticates the

Ieg|t|nacy of the _
urther the IC card procedure management task 772

uses the Processing formula specified based on the
} pre~proces§ing‘data of the IC card entity data 773 _x and
uses the dafa read from the IC card 703 to perform the
pPredetermined computatidn processing.
- io0 - Step ST735:
| .ihe IC card procedure managgmént task 772 of the SAM
) 'Chip_fOB'outputs'the processing result of step ST734 to the
ASP server 719.
Step ST736:

15 . For examplé, the IC card procedure management task

7%2 delaﬁes the IC cgrd eﬁtity'datg1773;x-
As:eiplaipéd abﬁvé; according to the communication
_.Systém 701 and SAM unit 709, by configuring the application
_pr&gram AP:using a plurality of #pplicatipn_element data
20 APE and usiﬁg the AP managemght“téble- data and APP table
daﬁa tq aefiné thg computation co§t§nt ﬁf the‘application
‘c‘-e.leme'xit data APE, it.ié_-possibl’e to 'prqv':'ifde d_ive_r_se seﬁices
_uéiﬁq the'IC-gard 703, |
| Eﬁ¥£her, agcoiding to the-communicgﬁion,system 701,

.25 it is pessible to use the AP management table data and APP




SAM chip 708. This is processing corresponding to the job A2 shown 15
in-FIG 127. According to steps ST732 and ST733, the | @scamndstfi®sand SAM
~chip 708 are nutually authenticated At this tine, as explained earlier, in
accordance with the application el enent data APE , bei ng executed by the:
SAM 20 chip 708, the AP managenent t@PPedata 7300 Ito 7300 _.3 shown .in
FIG. 121 are viewed, the key data K CARD is acquired., and that key data K

CARD i s Usdsilé odathetalf Lekilaly heedl oad | 00i Del Yeein the SHM £0ie; JP8 and CPU
751 of the "1C card 703 Step ST734: 25 The I C card procedure. nmanagenent

task, 772 0imdde SAM IBprunYStR2005 s | p.7PB,Leads and writes data
required for the procedures wth t he %%%c%r% ‘%Bﬁflﬁ'?%o?s‘%rocessi ng

correspongi the [0bs ) ) in FIG 127. 5 Further, the I1C card
pr ocedur e r%a%%r%en %ﬁ%&e%ﬁ%%@ﬁ%ew%%s%%%v?ﬁ%ﬁ@ah ed based
on the . pre--pr.ocessi ng};lata of the IC card entity data 773x and uses the

data read¥rERTHET @ S AW S Berform the  predetermi ned conput ati on
processing. 10 Step ST735: The I C card procedure nmanagenent task 772 of the

'SAM ehip 708 &g t REeqevrsias ity thes ommuin igtady. oBT &34 tem t7l0d ,

| then using appliéation element data APE between different-
SAMs( since mutual authentication is performed between the
SAMs, it is possible to improve the security of the
application programs.

10 Further, according to the communication system 701,
by allocating a éAﬁ_ID of the same class to the applicatidn
programs of the same service business, it is possible t§
prevent complicated mutual authentication pProcessing from
being peiformad between appiiéationrelemenﬁ data APE of

15 _applic‘:ation pPrograms of the sa':_u_e bu.siness and thereby lighten l
the burden-éf’manage@ent of key information and processing
of £he SAM-dhip. |

" Further, adcprding t6 the communication systeﬁ 701,'
it is possible to_generate'ic cérq entity data7773_x for

20 'eaéh processing for proced@res_ocdurring_with therIC card

.‘703 and have the IC card procedure management task 772 uée
the plurality of IC éard entity data 773 x to s‘imtilta.nebusly_-
7-_]‘_:)'1:.'o'c':eed i«i-th pr_:ocessing relating to t_hg plurality of IC cards.
| '-793.. |

25 Furtl‘,_l'e'r,‘ according to the authentication system 701,




ASP server 719. Step ST736: 15 - For exanple, the IC card procedure
managenent task 772 deletes the I1C card entity data 7736Xughst.208%pl ai ned
above, according to the comunication .system 701 and SAM -unit 709, by
configuring the application programAP using a plurality of application.
el erent data 20 APE and using the APZMnagerrent tabl e’ data and APP table
“data to define the conputation content of 'the. application el ement data

R oy SRGsbhe Jorplovide ol ¥EPBE ORI YLLESNSLG (PBLLE 5740, 703

Further, according to th e - conmuni cat I on pesSsible to
use the enENt, ¢ data and APP gust 2005 - 253 tabl e data
to flexib %/&?aea 76 fa PI OHISFeﬁﬁbPFC ?’Fo’#‘ ¢ d%rard d38alnPthen the

same SAM and utilizati on of application elenment data APE between different
SAVE whi IFFTRE AP d§5% kPghsSereeeiyress mf ther stacagrdiniti 365 he
.communi cation system 701, when using application element data APE between
di f f er entcansiyes e@m@nﬁkmmtmm ication is perfornmed between the

SAMs, it is possible to inprove the security of the application prograns.

10 Fust her, ac Fondibey: t addeediaginidi ehti sathyatesatddn spyeahlpeali ng a SAM
I D of the same class to the application prograns of the sane service

busi nessas EhoSmPeaSFIIES 187, since the states of execution of jobs

processed by the IC card procedure management task 772 are

managed divided into post-startup states and completed

states, after starting to execute one job, it is possible

10 to start the processing for another job in the state waiting
for data from the-IC card 703. Therefore, itlis possible
to eliminate ﬁhe wait timé due to the transfer of data with
the IC card 703 thréugh the Internet 710.

Further, according to the authentication system 701,

is the AP managemeﬁt table dat&,7300_1 to 7300_3 describe in
them namgs_shéying the types of gervices p;ovided by thé
individual ser@iég businesses, that is, #hé AﬁE;N, the
humbers of sefvices used in‘the IC-qard 703, and the key
- data used when providing tﬁcse sérviges- Theée are held in
20 the external-ﬁemory 707. Therefore, "se:vit.;.e 'buéines‘ses 715 1
to ‘715;_3 not the developers.of the SAM chip 708 can cu_st:omi.ze '
~ their own application programé xqﬁning-on éhe SAM éhip,?é&
by p:odﬁcing sqfipt piggraﬁs.Tzl;l, 721 2, and 72%_3'aﬁ§'
3d§ﬁgloading’thgm through ﬁhe'SAﬁ 6hip,7é8 to the externél

25 mémory’?ﬂ?,-Tﬁat is, sgr#ice businésses 715_;.to 715;3-éan




. aut hent'i cHY

prevent conplicated nutual authentication processing from being perforned
bet ween application el ement data APE of 15 appli cati onéphupst®@sf the
same business and thereby lighten the burden of managenent of key

i nformation and processing of the SAM Chip. Further, according to the
comuni cation system 701, it is pésgﬁﬁlé to generate ' I1C card entity data
77.3-x for 20 each processing for procedures occurring with the IC card

703 and hewstohgzeGlearl oRhHSSIL € FPOR PRI ansATK e Rt Ut sbiGiRleurality

of 1C card. entity data 773 x to simnultaneously Proceed W th processi ng

rel ating h@sihd8s85Ub8theViRkohfedahfStha /P3, 40, Further, according to the
aut hent i cati on s?sten17'§oi, 96 Augégtt580g§¥ é% 2 en Eéf?gF8n§ fficient

to store - ent it ata 773x. actually used for the processing for
the I1C ca‘%a %’gdlgﬁ%(?ﬁegig?%%fl eo*ﬂl%’f?'zg’f%%, 'P‘Flelét%?"éﬁe"%?e‘% eﬂhﬁlﬁe st or age
uni t _765h.c-a]b be ef%%&ientlf utilized. Further, according to the
THHY sFRYEHT o2t adakhovierther; dha xyereige dbuhinssaces of

execution of jobs processed by the |IC card procedure nanagenent task. 772
are mandRdos hruedte knevpbhe kawdats ot ataasl epdratiphelicdomaaates, after
starting to execute one job, it s possible 10 to start the processing for
anot her jWiiet cusdteomtwing ehid i appioratiaim grafpdihe, |45 cand V0234 dherefore,
it is possible to elimnate the wait tinme due to the transfer of data with

. the service businesses is lightened.

Further, according to the authentication system 701,

since computation content spanning a plurality of services

10 can be defined, it is possible to provide diverse services

combitfin'g a piuxality of rservices‘ .%.n the range of sexvices
which are executed simultaneous with allowance at thé IC

“card 703 side.

Further, according to the _autﬁenticai;ion s'ys-tem 701,

. 15 by introducing the concept of the data.block, the data input
5;’1(_1 output with the IC card 703 and the log ﬁata can be easily

managed.




the 1 C card 103 through the Internet .710. Further, According to the _
aut henti cati on system 701, 15 the AP nanagenent tabl e 1@8&ugust30051 to 7300
3 describe in themnanmes showi ng the types of services provided by the

i ndi vi dual service businesses, that is the APE_N, the nunbers of services
used in the I1C card 703", and the key .-data used when providing those
services. These are held in 20 the expegnal -nenory 707. Therefore, 'service
busi nesses 715 1 to 715 3 not the devel opers of the SAM chip 708 can
custom ze their own application prograns running on the SAM chip 708 by
produci ng script programs .721 1, 724;2sy@nd 721 3 an<! downl oadi ng- them

t hrough the SAMchip 70 8 to the externg? 25 menmory 7(Y7.. That service

busi nesses 715 1 to_ 71 can. 16 August 05 - 25 custqmi ze their_own
appl i cati on progranf V\ﬁ§ ButP T HE T cgle%gi? ] n%%ls’g%r%%uangb%’ n%or n% “of the
key data or_ operational comrands for directly ogerating the 1C ca%d 703 or
ot her higR e Patlaat A LEur (FREMNCTIRA sef i Re BusiHs&ds 57ab ot

have to know t he key data or card operational commands when custom zing the
appl i catimangfieyr agermepdshdd oad semicoheusdoyi cel BisithedBesthes Feghtened.
Further,"” according to the authentication system 701, since conputation
cont ent spandatg.ca ploghdlea,ty of services 10 can be defined, it is possible
to provi de diverse services
said method comprising the steps of:
receiving a plurality of processing requests, each of
the processing requests being sent from an integrated circuit having
a memory which stores data to be used for the processing or a
communication apparatus inputting and butputting data with the
integrated circuit;
generating - job management data including job
execution order data showing an order of |
jobs forming processing in agcordance with a processing
request,and status daté showing the state of progress of
execution éf the plurélity proéeésing requests;
selecting one job - nﬁnageﬁent data from the
~generated job management daﬁa;
selecting a job to be executed next based on
the status data and the proceésing order aata of the sélected.
Jjob management data; | |
executing the seleétéd job;and
-updating the _stafus -data of the selectéd job

‘management data in accordance with the execution of the_jdbf




conbining a plurality of services in the range of services which are
execut ed sinultaneous: with allowance at the IC card 708Asgds206%rt her,
according to the authentication system 701, 15 by introducing the concept
of the data block, the data input and output with the I1C card 703 and the
| og data can be easily managed. 16 August 2005 - 256 CLAIMS 1. A data
processi ng nethod perfornmed by a secue&7applicati on nodul e unit connected
with a server which transfers commands to a sem conductor circuit in the
secure application nodule, said nmethod conprising the steps of: receiving

a plurality ofy processiffar guasissimAChehodt Nes Plseesss At r aguest giRei ng
sent- froman integrated circuit having a nenory which stores data to be

used fory e, PLACESSLAR,OL; A, COTRY CRE . ARRALAT Ushd NUD! i1GARflon e

outpuptidg data wit e 1 grateda circult; generatingjob managenent

ot ocesoidtE A nPEMBoPaec U Vpr 6k e CeFAg THAdset 2 EHiEF SFATEETHA: 2°SRow ng
the state of progress of execution of the plurality processing requests;

sel ecti i B anfagerchts dact o gl enagemandt éd¢5%b managenent dat a;

3. A data processing method as set forth in claim 1,
further comprising a step of deleting said job management
data when all jobs forming processing in accordance with
said processing request finish being executed.

4. A data processing method as set forth in claim 1,
wherein said status data differentiate between a state
before issuance of an instruction relating to execution of
said job to said integrated circuit and a state after
‘issuance;

5. A data processing method as set forth in claim 4,
further comprising a step of issuing an instruction relating
to‘executién of said,job to séid integratéd circuit, then

~ selecting and executing a job of procéssing of a procedure
.using another integrated ciicuit.

0. A data processing method as set forth in claim 4,
further comprising a step of, when 'said status data of said
selected job management rdata .indicaﬁes said étate after
:issuance of an instruction, feéeiving a processing result
correspondinglto said issued instrﬁction and writing it in

said selected job management data.




selecting a job to be executed next based on the status data and the
processing order data of the selected Job managenent da&uguexesusting the
sel ected job;and updating the status data of the selected job nanagenent
data in accordance with the execution of the job. 16 August 2005 - 257 2.
A data processing nethod as set forth in claim 1, further conprising a
step of selecting one job nmanagenent- 2data fromsaid plurality of data
nodul es after updating said status data of said sel ected job nmanagenent
data. 3. A data processing nethod as set forth in claim1l, further
conprising a sfep OTA %&lt%' égégi{xﬁbmgﬁﬂg%e%ntsetd%gr%efnalc:La!'u%b;, .
form ng processing inh accordance w Sai d processing request finish’being
executed. 4.. A data pr.ocessi met hod as set forth in claim1, wherein
sai d staf%gtﬁﬁfac8ppﬁé§%ﬂqeﬁ&%tﬁﬁ%@%do ‘state before issuance of an
instruction relating to execution of said job to said integrated circuit
and a state after ISSRHENT W A HaParpregdessiny datthderedugbionokarki n

.claim4, further conprising a step of issuing an instruction relating to

execut i cNdf gegiarjobngo ssaid abegnanadenentui dataherherselrectiivg randa
executing a job of processing of a procedure ,using another integrated
circuit.pbocdsdahg prouessi;ngamethod as set forth in claim4,
starting up a job management data management task
and selecting said job, exXecuting said job, and updating
said status data when said job management data is generated.
8. A data processing method as set forth in claim 1,
 further comprising a step of polling with said integrated
circuit, then generating said job management data.
9. A data processing method as set forth in claim 1,
further comprising the steps of:
executing a plu;ality- of application programs
corresponding to a plurality of .procedure. prpviders
providing | procedureé j perfofméd | using said integrated
A.circuit, |
specifying a proceduré provider corresponding to
a 'processing request in aécordance with that processing
_request, and |
generating saidrjob management data fér executing
an  application program correéponding to Said speqified

procedure provider.




‘generated. 8. A data processing ne

.further conprising a step of, when said status data of said selected job
managenment data indicates said state after issuance ofiGauguastaasction,
receiving a processing result corresponding to said issued instruction and
witing it in said selected job nanagenent data. 16 August 2005 - 258 7.
A data processing nmethod as set forth in claim1, further conprising the
steps of: starting up a job nanagenmentysdata production task and generating
sai d job managenent data when receiving a processing request; and starting
up a job nanagenent data nmanagenent task and selecting said job, executing

sai d ] ob, and ppdatingiaal 4,50 aLYs; fat Aol sal ddobfrnaceneny datg i s

1
as sSet in ¢lai 0r tHer

conpri si step.of polling with said integrated circuit, then generating
sai d jobP‘grﬁﬁBﬁérre‘?ﬁm 19 2 HaFh ﬁ(rjfoc%%%fgﬂg FEY h%‘aeagliétﬂf or? hSRd9el ai m
1, further conprising the steps of: executing a plurality of application
pr ogr ans] R ofEEs SRy E8ta AR alPifdof sptdc ddaid IPriRa déPs M3RaWE difng
procedures performed using said integrated circuit, specifying a procedure
provi derptoraéipundifng oo mamggaeessi dgtaequest in accordance with that
processi ng request, and

11. A data processing method as set forth in claim 1,

wherein said integrated circuit is mounted on a card.
12. A semiconductor circuit for processing data in
accordance with a plurality of processing requests,

said semiconductor circuit comprising:

an 1interface for ipputting said plurality of
processing reéuests,

a storage circuit for storing job management data
including job execution order déta shéwing an order of
execution of a plurality of jobs forming piocessing in
accordance with a processing request and status data showing
a étate of-progress 6f7execuﬁion of said plurality of jobs,
and |

a control circuit ‘for generating said Jjob
management data for . each rof' the input plurality of
prdcessing requests énd storing it. in said storage circuit,
selecting one job management data from said generatéd
-plurality of job management déta, séiectiné and executing

the job to be executed next based on said status data and




generating said job managenent data for executing an application program
corresponding to said specified procedure provider. 1616Aggust2Q@05 - 259
10. A data processing nethod as set forth in claiml, further conprising a
step of giving an identifier to said job managenent data and using said
identifier to manage a plurality of job managenent data. 11. A data
processing nethod as set forth in claiyggl, wherein said integrated circuit
is nounted on a card. 12. A sem conductor circuit for processing data in
accordance with a plurality of processing requests, said sem conductor

circuit rising:an interface for ipputt.ing said pluralit rocessi ng
request§§8§85 %P§%§88f¥ u%fd?gr(%%%ﬁiﬂg f%ﬂlﬂaﬁ%g%ﬁﬁg? &é#h M?ﬂ%?ﬁﬁ?ﬁ job
execution order data showi ng an,qQrder of executiogn of a plurality of_ jobs
form ng Prbtest PﬁaaE&BSfd%ﬁ% vﬁﬁ%F%§pF%€€%sPﬁgf?%ﬂ%e§ﬁléﬁ&- at8¥ data

showi ng a state of progress of execution of said plurality of jobs, and a
‘cont r ol RARREERENEr dfner 46Y ngcsairdansls waRhgeheat ek tiernesdh bhathe
input plurality of processing requests and storing it in said storage
circuit,jstel ecting one job nmanagenent data from said generated plurality of
j ob managenent data, selecting and executing

13. A semiconductor circuit as set forth in claim 12,
wherein said control circuit selects one job management data
from said plurality of data modules after updating said
status data of said seleéted job management data.

14. A semiconductor circuit as set forth in claim 12,
wherein said control circuit deletes said job management
~data when all jobs forming processing in accordance with
said processing request fipish being executed.

15. A semiconductor circuit‘as set forth in claim 12,
wherein said interface redeives*'said processing requests
from an integrated circuit ‘having' a storage unit storing
‘data to be used fof-procéssing for a procedure performed
with said semiconductor'circuit'or a communication apparatus
-inputting and outputting daﬁa with said integréted circuit.

l6. A semiconductor circuit as set forth in claim 15,
whéreiﬁ said status data is shown differentiating between a
"state Dbefore issﬁance of an inStruction relating fo

execution of said job to said integrated circuit and a- state

after issuance.




the job to be executed next based on said status data and 16 August 2005 -
260 said processing order data of said selected job nmempgeqRnbogsdata, and
updating said status data of said selected job managenent data in
accordance with the. execution of that job. 13. A sem conductor circuit as
set forth in claim12, wherein said control circuit selects one job
managenment data fromsaid plurality.afg;data nodul es after updating said
status data of said selected job managenent data. 14. A sem conductor
circuit as set forth in claim12, wherein said control circuit deletes
said job mana nt . data when. all jobs form. ng processing.in accordance
with said proﬁgSsi SR Ef PghcﬁéFﬁdtefﬁbﬁgaﬂ. QEED ALR i8R GEY or
circuit as set forth in claim12, wherein said interface receives said
processi WgeFeqlleSedd Gk Bnli FidGidtted TFRRYI ANhAVSTFUF st R agelaking
storing data to be used for. processing for a procedure performed wth
sai d sent@oREEaudriqdl redi tsakd ajebmiimi atdonipparated dinputitngthed
outputting data with said integrated circuit. 16. A sem conductor circuit
as set fselbcita dcmd mekmcutvher @ njshi doft aimscalad ang s «hown procedure
differentiating between a state before issuance of an instruction rel ating
10 execulisOngohnsahdr] bt il iciegrated circuit and a state after

i ssuance. 16 August 2005

18. A semiconductor circuit as set forth in claim 16,
wherein said control circuit, when said status data of said
selected job management data indicates said state after

issuance of an instruction, receives a processing result

corresponding to said issued instruction and writes it in

said selected job management data.
19. A semiconductor circuit as set forth in claim 12,
wherein said control circuit:

starts up a job management data production task

and generates said job management data when receiving a

processing request and

starts_up a job management-data management task
.and selects said job, exeautes aaid job, and. updates said_
- status data when said job management data is generated.

20. A.semiconductor circuit. as set forth in claim 15,
wherein said control circuit polls with said‘ integrated _
circuit, then generates said joB management data. |

21. A semiconductor circuit-as set forth in claim 12,

wherein said control circuit:




-- 261 17. A semconductor circuit as set forth in claim116, wherein
said control circuit issues an instruction relating taeseRestiges of said
job to said integrated circuit, then selects and executes a job of
processing of a procedure using another integrated circuit. 18. A

sem conductor circuit as set forth in claim 16, wherein said control
circuit, when said status data of saidg,sel ected job managenent data
indicates said state after issuance of an instruction, receives a
processing result corresponding to said issued instruction and said

sel ected j ob nmanagenent ' dat a. mwg%fs i%.%n 19.. A s%gjco ductor_circuit as
set forth in claimf¥cc eith FArFROMtYol Ofi r GRS ¥ UprATTIBE

managenent data production task and generates sai d j ob managenent _data
when recE AP Piblessitg fequidtirand tst ar P§ upPBOFBBURBNadeFRNd8kEa
managenent task and selects said job, executes said job, and. updates said
st at us dEteviwhend saikkofetiunafagaepenfodaed i sugéngrateaid20.itegrated
sem conductor circuit as set forth in claim15, wherein said control
circuit qatdwsiwith said integrated circuit, then generates said job
managenment data. 21. A sem conductor circuit as set forth in claim12
wherein said controkpeiciGuids al G AMGMSEr&088ovider corresponding to a
processing request in accordance with that processing
request, and
generates said job management data for executing
an application program corresponding to said specified
procedure provider.

22, A semiconductor circuit as set forth in claim 12,
wherein said control circuit gives an identifier to said job
management data and uses said identifier tc manage a
plurality of job management data.

23. A semiconductor circuit as set forth in claim 15,
wherein said integrated ¢ircuit is mounted on a card.

24. A semiconductor circuit as set forth in claim 12,

- which is a tamper-resistant semiconductor circuit.

25. A program to be executed by a semiconductor

circuit for processing data in accordance with a plurality

of processing requests,

said program comprising:




- 262 executes a plurality of application prograns corresponding to a
plurality of procedure providers providing procedures ipeéngast@dsusi ng said
integrated circuit, specifies a procedure provider corresponding to a
processi ng request in accordance with that processing request, and
generates said job nmanagenent data for executing an application program
corresponding to said specified pracedgre provider. 22. A sem conductor
circuit as set forth in claim12, wherein said control circuit gives an
identifier to said job managenent data and uses said identifier to manage

a plurality of job managenment %sta 3. A .sem conduct or circui% Zasggé

.2
forth in claim15, hefern<$4i d Fﬁie&ﬁﬂﬁﬁﬁ%ﬁQ%uﬁF) s TOUhY elcs
24. A_senigﬁnguctor.circuit as.set forth ig claim12; whichis a
t anper - r'gsvst h?gseh?%oﬁﬁﬁ%?BFlEPrcﬁF@?rZS.aﬁﬁprngﬁﬁPgtoaBe gxeedht e8by a

sem conductor circuit for processing data in accordance with a plurality
of proceXeayt Fefuedf s, a sl bk am @bnpi PR ngE o B pgigUREC2e851ng263n- 3
routi ne for generating job managenent data including job execution order
dat a shawiogrdmnoedwitbf a processing request and status data showing
| the state of progress of execution of said plurality of jobs
for each of said plurality of processing requests,
a routine for selecting one job management data
from said generated plurality of job management data,
a routine for selecting ths job to be executed
next based on saild status dats and said processing order
_data of said selected job management data,
a routine for executing said selected job, and
a routine for updating.said status data of said
.selected job management 'data- in accordance with the
execution of said job.
26. A data prscessiﬁg rmEthod performed by a secure
‘-application module unit connected with a server which
. transfers commands to a “semiéopductor circuit running an
application program for processing relating to procedures
using an integrated circuit, |
wherein said semiconductor circuit is configured-to
view correspondence instructing &ata indicatiné correspondence
between'operatign codss used for_£he application program to
operate ths intégrated circsit'and the operation ﬁames, |

said method comprising the steps of:




execution of a plurality of jobs form ng processing in accordance with a
processi ng request and status data showi ng the state of6 fpumgt 2835 of
execution of said plurality of jobs for each of said plurality of

processi ng requests, a routine for selecting one job nanagenent data from
said generated plurality of job managenent data, a routine for selecting
the job to be executed next based an,gaid status data and sai d processing
order data of said selected job managenent data, a routine for executing
said selected job, and a routine for updating said status data of said

sel ected job managenent data in accordance with th execution of said job.
26. A datla procesgi %ecrree ‘ﬁionc? per?%r m&pﬁfaglggcurege%%ﬁjr ta?i on PRSFIPE uni t
connected with a server which transfers commnds to a sem conductor circuit
runni ng gﬁscﬁb]B}P%aﬁQﬁ?a&r]éﬁ’rsarrPfort}b? 0CEPLiLG temat PRYIE 8™ prvtedtfr &8%usi ng
an integrated circuit, wherein said sem conductor circuit is configured to
vi ew cor Ppepahdenceanastandti ng data i ndicating correspondence between
operation codes used for the application programto operate the integrated
- circuit and the opefsatdionmanesperstalch netddes cooprisspgnthagst eps ohe 16
August 2005 - 264 receiving an operation describing program describing

operati afse it idie ARRLECAbEORiBEAYHAMWUS Ngod M ion describing program
by viewing the correspondence instructing data and uses the
obtained operation codes to define the processing of the
.application program.

27. A data processing method as set forth in claim

.26, wherein:
said correspondence instructs data further show
the ‘correspondence between said operation names and key

information used when said integrated circuit performs

operations corresponding to those operation names, and
.said semicqndUctor 'circuit obtains. said key
information correspoﬁding to said opération names described
in said opefatipn déscribing‘ program by viewing said
-correspondence instructing daté and uses that - obtained key
information to define -the procéSsing of. said application

prdgram. |
28. A data processing method'as set forth in'claim

26, further comprising the steps of:




operation nanes; and obtaining operation codes corresponding to the
operation nanes described in the operation describi ng ptougust 2006 vi ew ng

t he correspondence instructing data and uses the obtained operation codes
to define the processing of the application program 27. A data processing
met hod as set forth in claim 26, wherein: said correspondence instructs
data further show the correspondence Jggt ween sai d operati on nanes and key
.information used when said integrated circuit perfornms operations
correspondi ng to those operation nanes, and said sem conductor circuit

obtains. said key QLA eh ogyrespondi ng, 0. sald oper ati on names,,
described in said erati on describing program by vi ew ng sard
correspondence instructing data.and uses that obtained key, .information to
ot | ne’ HERRTEREBE: (AFct "2aF A CHOP of *Ogitighiim CSHoL A Qhith BPOVSES ng
nmet hod as set forth in claim 26, further conprising the steps of: 16
August 2885 9r98L5 génePHECHG N s&fd FenikdoHtictloy cPE cui PPPobioxRRAgenent
data including job execution order data showing an order of execution of a

~pluralityre¢epabsgf orfi ngaipr oeppdiimp oforsaimr@ppincasndn pragunam data

status data showing the state of progress of execution of said plurality
showing the state of progress of execution of said plurality

of jobs,
selecting by said semiconductor circuit the job
to be executed next based on said status data and said
.processing order data of sald job management data,
executing by said semiconductor circuit said
_selected job,.and
updating by said semiconductor circuit said‘
status data of said selected ‘job ménagement data in
accordance with the executidn of that job.
29. A data processing method as set forth in claim
28; further comprisiﬁglthersteps of: -
using _ by said = semiconductor circuit said
.correspondence instructing dgta and séid operation
describing progranl.to .generate 'template data of said job
maﬁagement data and
using by said semiconductor circuit séidtémpléte
.déta-to generate said job management data in accordance with

a processing request.-




of jobs, selecting by said sem conductor circuit the to be executed next
based on said status data and said processing order daimAaefussan@s | ob
managenent data, executing by said sem conductor circuit said selected

j ob, and updating by said sem conductor circuit said status data of said
sel ected j ob managenent data in accordance with the execution of that job.
29. A data processing nethod as set folggh-in claim 28, further conprising
the steps of: using by said senmi conductor circuit said correspondence
instructing data and said operation describing programto generate tenpl ate

dat f id | nagepent_ dat a and usi by said senm.conductor circuit
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a- processing _request. 16 August 2005 - 266 - 30. A data processing nethod
as set foPt hfRALEPZI FOTEF 15 Hete cHRPPEsPAG the steps of : generating by
said sem conductor circuit said job managenent data for each of a

plurality of processlanpratguests, saétleseimigandusdiar sehicehtusadd diobcui t
~one job nmanagenent. data fromsaid plurality of data nodul es,

management data for each of a  plurality of processing
requests,
selecting by said semiconductor circuit one job
management. data from‘said plurality of data modules,
selecting by said semiconductor circuit the job
to be executed next based on said status data and said
processing order data of said selected job management data,
executing by said semiconductor circuit said
selected job,
updating by said Seﬁiconductor ~circuit said
status data of said selected 'jpb management data in
accordance with execution of said job, and
selecting b§ said Semiéonductor circuit one job
| management data from said plurality of data modules after
said updating. |
31. A data processing.method as set forth in claim
30; further comprising a Vstep of deleting by said
semiconductor circuit said job management data when all jdbs
forming processing in accordanée with‘a proéessing request

finish being executed.




sel ecting by said sem conductor circuit the job to be executed next based
on said status data and said processing order data of 1s5aludusetonst ed | ob
management data, executing by said senmiconductor circuit said selected

j ob, ‘updating by said sem conductor circuit said status data of said

sel ected job managenent data in accordance with execution of said job, and
selecting by said sem conductor circubgyone job managenent data from said
plurality of data nodules after said updating. 31. A data processing
“method as set forth in claim 30, further conprising a step of deleting by

said sem conductor ,circuit sald j.ab _mana nt_data jobs, formng
Focesei ng. i n Accor anci{:eéj PR oSS DL e R PRq Rt B e Cheitiy chastit ea.
p g p
16 August 200212 67 - A data proce S|n thod as set forth in claim
30, wherein $A Tgkr é‘ﬁl&n BBEERILBORy %?86 9| BJeFTA™ JeBEPHESON
desi gnating a nexi num nuber of said job nanagenment data which said
senmi condiRIGFLRE +eRi t de4A INHtddeS s, @ salMa@*HEFod TWRledr eénpraasichg 308t ep
of generating by said sem conductor circuit said job managenent data in
accor dameEmagehert pr cedssi nghiehuestaihenserieomgrbsronf sairdyidb can
processing data is not nore than said
- process,
said method further comprising a step of
generating by said semiconductor circuit said job
mahagement data in accordance with a processing request when
the number of said job processing data is not more than said
designated maximum number.
33. A data processing method as set forth in claim
30, further comprising a step of generating by said
semiconductor circuit said Jjob ﬁanagement data including
said execution order data showing an order of execution of a
plurality of jobs corresponding to a plurality of operations
for said integrated éi;cuit,
34. A data processing method as set forth in claim
30,
wherein said operation describing program includes.
descriptions defining at least one data block among a data
block storing data read from said integrated circuit, a data
block storing data to be written in said integrated circuit,

" and a data block storing log information of processing for a

procedure using said integrated circuit,




desi gnat ed maxi mum nunber. 33. A data processing nethod as set forth in
claim 30, further conprising a step of generating by d&ifAligust®i06onduct or
circuit said job managenent data including said execution order data
- showi ng an order of execution of a plurality of jobs corresponding to a
plurality of operations for said integrated circuit. 34. A data processing
nmet hod as set forth in claim30, whereigg said operation describing program
includes descriptions defining at | east one data bl ock anbng a data bl ock
storing data read fromsaid integrated circuit, a data block storing data
to be. witten in sa.d nt - Ci | ta_bl ock | n 0
Yed d NtRAEALRA CHLEURLy a@&ngﬁrﬁégﬁgm eagratss;tgg.go!ﬁg

i nformati on of processing a procedure using sal circuit,
16 August 2005, - 26 sai d method further conprising a step of generating
by sald SEATRORUTEL Y o il ¢ EA Ut oLt o b G36ger BLPGH
describhgg %&o ram ,35. A data processjng nethod as set forth in claim 26,
wher ei n 3&f o%%rﬁ??énoﬁﬁﬁ@§%ﬂﬁaQﬁﬁﬁEﬁ%%%ﬂaHH§9r§@r A data processing

met hod as set forth in claim 26, wherein said integrated circuit is
mounted in a card. 37 datsemrcortdiimingy wetboid dor sednnfegthn immppladéati on

program for performng processing relating to a procedure using an
i nt egr at24l, cWlhevein said operation names are macro commands.

36.- A data processing method as set forth in claim
26, wherein said integrated circuit is mounted in a card.

37. A semiconductor circuit for running an
application programkfor performing processing relating to a
- procedure using an integrated circuit,

said semiconductor circuit comprising:

a storage circuit for storing correspondencer
instructing data indicating correspondenée between operation
codes used for said application program to operate said
integrated circuit and names of said operations, that is,
operation ﬁames,

an ipterface for- inputting an operation
.describing program descfibing ‘ the operation of said
application program using said operation names, and

a control circuit. for obtaining said opération
codes corresponding to said operation names described.'in
.said input operation describiﬁg program bf viewing said

frcqrrespondence ihstructing. data and using the obtained
operétion godes‘to definelﬁhe pfocessing of said appliéation

prégraﬁ.




said sem conductor circuit conprising: a storage circuit for storing
correspondence instructing data indicating correspondeftcauduet 3EEN
operation codes used for said application programto operate said
integrated circuit and nanes of said operations, that is, operation nanes,
an interface for inputting an operation describing programdescribing the
operation b f said application programeusing said operation nanes, and a
control circuit for obtaining said operation codes corresponding to said.
operation nanmes described in said input operation describing program by

. view ng said rrespondence insiructing. .data and using the abtajn
operation codé%gto eﬁ?ﬁ%??%ﬁ%%%ggs %ﬁ%uﬁf ?ﬁ(f%i[)?% i on 5?86@a§?’16
August 2005 -,269 38. A seniconductor circuit ,as sst fo&ép in clahn137,
wher ei n @%?Heéﬁrﬁ¥§ﬁ§n8855§%3%ﬁ § ngNEEERFdrhefaSRod Tiler shows
correspondence between said operation nanes and key information used when
sai d i ntelyeate@r eePRORECPELRf oPREWeEPer 8Ril6ns OPEERESSINdIRG S BRcksekey
-operation names and s 'd al sem conductor circuit obtains said key

i nf or mat imhocwatespondisegl t ovlsan d spidat ionegarassdesciitedt | pesdbdms
operation describing programby view ng said correspondence instructing
data andopisestibak eblraiaighrking to those operation names and

said semiconductor «circuit obtains said key
information corresponding to said operation names described
in said operation describing program by viewing said
correspondence instructing data and uses that obtained key

information to define the processing of said application

program.

- 39. A semiconductor circuit as set forth in claim 37,

wherein said control circuit:

generates Jjob 'management data 1including Jjob
éxecution order data showing an order of exeqution of a
plurality of jobs forﬁing processing of said application
' program and status data showing the étate éf progress of
-execution of said pluralify of jobs in accordance with a
- processing request,
selects the job to be executed next based on said
status data and said processing order data éf said jbb
rmahagement data, |

executes said selected job,'and




information to define the processing of said application program 39. A
seni conductor circuit as set forth in claim37, whereil® Asgust 2004 r ol
circuit: generates job 'managenent data including job execution order data
showi ng an order of execution of a plurality of jobs form ng processing of
said application programand status data showi ng the state of progress of
execution of said plurality of jobs . mp7@ccordance with a processing
request, selects the job to be executed next based on said status data and
sai d processing order data of said job nmanagenent data, executes said

selected job, and 1 -- u es _said .status data, of. said

sel ected job rranagglr@]%qy%tét z%f%lggj acs:g(%lr7E ésncgg\%gt h° hesaelx(%cgtel (?ﬁ%o%d t Hz(f?)

j sem condugt or circuit as set for iE}PcI aim39,. whergin %ai d
u

b. 40. A
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operation describing programto generate tenplate data of said job
nanagerreih‘?bdata and uses said tenplate data to generate said job
managenent data in accordance with a processing request. 41. A

'semi conduct or 40+ cuit smmismyndioctdri aglickailm 3@ set forth in claim 39,

wherein said control circuit
uses sald correspondence instructing data and
said operation describing program to geﬁerate template data
ofrsaid job management data and
uses said template data to generate said job
management data in accordance with a processing request.
41. A semiconductor circuit as set forth in claim 39,
wherein said control circuit:
generates said job-manégement data for each of a
plurality of processing requestsp
| selects one "job management data from Said
plurality of data modules,
seiects the job to be executed next based on said
-status data and said procéssing order data of said selected
- job management data, |
| executes said selected job,
updates said_statﬁs data of said selected jbb
nﬁhagement data in accordance witﬁ execution of said job,

and




wherein said control circuit.: generates said job nanagenent data for each
of a plurality of processing requests, selects one job 1genaugenzons data from
said plurality of data nodules, selects the job to be executed next based
on said status data and said processing order data of said selected job
managenent data, executes said selected job, updates said status data of
said selected job nanagenent data in,aggcordance w th execution of said
job., and 16 August 2005 - 271 selects one job managenent data fromsaid
plurality of data nodul es after said updating. 42. A sem conductor circuit
as set forth in claim4l, wherein said control circuit deletes said.job
managenent dat a wh&TE9tS obS™For M p9883§§mﬁ?qu%ﬁE@rdd%%ﬁ“mﬁFﬁlg

processi ng request finish being executed. 43. A sem conductor circuit as
set for tlFR2LERY nPE| dat@gh&lod il ami aff tdht sl dcHpeaitinashen sai d operation
describing programincludes a description designating a maxi num nunber of
said job nmanadgbmen? darm aghiddcsar desemudbndsctert damcih titanlapmodéss,
~generates said job nanagenent data in accordance
wherein said control circuit deletes said job management
data when all jobs forming processing in accordance with a
processing request finish being executed.
43. . A semiconductor circuit as set forth in claim 41,
whérein said contreol circuit,
when said operation describing program includes a
description designating a maximum number of said job
‘management data which said semiconductor circuit can
process,
generates said job magagement data in accordance
with a processing request conditional on the number of the
job management data being not more fhan said designated
maximum number.
44 A Semiqonductor circuit as set forth in claim 41,
.wherein said control circuit generates sald job management
- data including said executionrorder data indicating an order
of‘ execution of a plurality of jobs corresponding to a
plurality of operations on said integrated circuit.

45, A semiconductor circult as set forth in claim 41,

wherein said control circuit,




Wi th a processing request conditional on the nunber of the job managenent
data being not nore than said- designated maxi num nunblr Aughét 2605

senm conductor circuit as set forth in claim4lf .wherein said contro
circuit gene-rates said job managenent data including said execution order
data indicating an order of execution of a plurality of jobs corresponding
toa plurality of operations on saidjyhptegrated circuit. 45. A

" sem conductor circuit as set forth in claim4l, wherein said contro
circuit, 16 August 2005 - 272 when said operation describing program

i ncl udes descripti def L nj,n t a ne dat.a bl ock anon £ bl ock
storing data read f%gln%ﬁnsaiéégfint éjgerra tgl It(I:i %&ﬁctr,lbal%%t rog{i’%gg g?%??ﬁssdata
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generates_  sajd data bl ock based on said operation descrjibing program 46.
A seni cdntRek of LeFiBgi fade d&ad oripMi patfailRtegratigierdisrehi d dpdrkei on
nanmes are nmacro conmmands. 47. A semiconductor circuit as set forth in claim
41, whdikboksatdringegedttedcibeuititsenoint ediidn imtceyhted. cArcuit,
sem conductor circuit as set forth in claim4l, wherein the circuit is a.
t anper - raasd s& add t sehiloakduttcaringi¥epi information of processing for a
procedure using said integrated circuit,
generates said data block based on said operation
describing program.

4. A semiconductor circuit as set forth in claim 41,
wherein said operation names are macro commands .

47. A semiconductor circuit as set forth in claim 41,
wherein said integrated circuit is mounted in a card.

48. A semiconductor ciréuitas set.forth in claim 41;
wherein the circuit is a tamperwresistant semiconductor
clrcuit.’

49. A prograﬁ, to be‘ executed by a semiconductor
circuit running ‘an application program for performing
‘processing relating to a' prdcgdure using an integrated
circuit,

said program comprising:

a routine for‘inputting an operatioﬁ describiﬁg
program describing an operatién.of said application program
using names of Qperations fof_said integrated circuif, that

is, operation names,




49.. A programto be executed by a sem conductor circuit running an
application programfor perform ng .processing rel ati nd6tAugusp2@Sedur e
using an integrated circuit, said programconprising: a routine for

i nputting an operation describing programdescribing an operation of said
application program using nanmes. of operations. for said integrated
circuit, that 1is, operation nanmes, 1&78ugust 2005 - 273 a routine for
vi'ew ng correspondence instructing data indicating correspondence between
operation codes used by said application programfor operating said
integrated circuit operat d;

codes correspondlngE?gggg?%g%pgﬁgﬁn%ﬁgw£ﬁgEEggg§r|beéﬁ¥§ﬂésﬁﬁgggggrggion
descr i bi r r n sai d_abt ai.n oper ation .codes
to defi n@gpgogglss:pﬁdzaig}dg c§a£§%%ﬂﬂ§§ i%on%pr ovg?am °Pst %gus CZ‘S%% -97% dData
Processi.n 39 Met,hod An . aratus ABSTRACT I n accordance with a

pl urali t% of® c8BE; r]r ééﬂﬁgsPEOgﬁa@A ki PRGEA R Es SPE T at At EAERE$ Mdat a
including job 5 -executlon order data showi ng an order of execution of a
plurali t‘§/l36$ujLBb§I¥Cbr EPRE IRRERLIAR iNRRRToFBaretadhsaid operation

codes corresponding to said operation names described in
said operation describing program, and
. a routine for using said obtained operation codes

to define processing of said application program.




processi ng request and status data showing a state of progress of _
execution of said plurality of jobs for each of said p6duessi20P5 equests.

Further, the SAMchip selects 10. one entity data fromsaid plurality of
entity data, selects and executes the job to. be executed next based on
the status data and processing order data of said selected entity data,
and updates the status data in accorditice with execution of said j ob.

Figure 1

Data Processing Method And Its Apparatus
‘ABSTRACT

In accordance with a plurality of processing requests,
a SAM chip generates XC card entity data :i:nclud‘ing job

‘execution order data showing an order of execution of a

5
| piurality of jobs forming processing in accordance with a
processing request and status data‘ showing a state of .
_ _pr.ogre-ss of execution of said plurality of jobs :éor each
‘ of said p:_r:ocessiug' requests. Further, the SAM chip selects
10. one entity data from s-}aid plurality of entity data, selects

and executes the job to be executed next based on the status
_ data and processing order data of said selected entity data,
and updates the status data in accordaéncf-_- with execution

. of said job.
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