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[0002] The following description relates generally to wireless communications, and

more particularly to access point lists.

Background

[0003] Wireless communication systems are widely deployed to provide various types
of communication content such as, for example, voice, data, and so on. Typical wircless
communication systems may be multiple-access systems capable of supporting
communication with multiple users by sharing available system resources (e.g.,
bandwidth, transmit power, ...). Examples of such multiple-access systems may
include code division multiple access (CDMA) systems, time division multiple access
(TDMA) systems, frequency division multiple access (FDMA) systems, orthogonal
frequency division multiple access (OFDMA) systems, and the like. Additionally, the
systems can conform to specifications such as third generation partnership project
(3GPP), 3GPP long term evolution (LTE), ultra mobile broadband (UMB), and/or
multi-carrier wireless specifications such as evolution data optimized (EV-DO), one or
more revisions thereof, etc.

[0004] Generally, wireless multiple-access communication systems may simultaneously
support communication for multiple mobile devices. Each mobile device may

communicate with one or more access points (e.g., base stations) via transmissions on



support conmmuni cation for nultiple nobile devices. Each nobile device may
communi cate with one or nore access points (e.g., base stations) via
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SUMMARY

[0006] The following presents a simplified summary of one or more aspects in order to
provide a basic understanding of such aspects. This summary is not an extensive
overview of all contemplated aspects, and is intended to neither identify key or critical
clements of all aspects nor delineate the scope of any or all aspects. Its sole purpose is
to present some concepts of one or more aspects in a simplified form as a prelude to the
more detailed description that is presented later.

[0007] In accordance with one or more aspects and corresponding disclosure thereof,
various aspects are described in connection with facilitating maintaining lists of
unsuitable and/or suitable access points, or related cells, at a mobile device. The lists
can be utilized in selecting and/or reselecting access points for receiving wireless
network access where unsuitable access points are not selected regardless of desirability
of other communication parameters and suitable access points can be selected though
other neighboring access points can have more desirable communication parameters. In
one example, the lists can be maintained by the mobile device and updated using a

provided interface, event detector, efc. In addition, however, the wireless network can



networ k access where unsuitable access points are not sel ected regardl ess
of desirability of other comrunication paraneters and suitabl e access
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operator controlled list of identifiers related to access points in a wireless network and a

user controlled list of identifiers related to access points in the wireless network. The
apparatus can additionally include means for determining one or more access points for
requesting access to the wireless network based on the operator controlled list and/or the
user controlled list.

[0011] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
an operator controlled list of identifiers related to access points in a wireless network.
The computer-readable medium can also comprise code for causing the at least one
computer to maintain a user controlled list of identifiers related to access points in the
wireless network. Moreover, the computer-readable medium can comprise code for
causing the at least one computer to utilize the operator controlled list and the user
controlled list in determining one or more access points for requesting access to the
wireless network.

[0012] Moreover, an additional aspect relates to an apparatus. The apparatus can

include a list maintainer that manages an operator controlled list of identifiers related to



The conput er-readabl e nmedi um can al so conprise code for causing the at
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[0015] Yet another aspect relates to an apparatus that includes means for maintaining a
blacklist of access points unsuitable for providing access to a wireless network and
means for modifying the blacklist according to an update command received from the
wireless network. The apparatus can additionally include means for analyzing the
blacklist in requesting wireless network access from one or more access points.

[0016] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
a blacklist of identifiers related to unsuitable access points for providing access to a
wireless network. The computer-readable medium can also comprise code for causing
the at least one computer to modify the blacklist according to a command received from
the wireless network. Moreover, the computer-readable medium can comprise code for
causing the at least one computer to utilize the blacklist in determining one or more
access points for requesting access to the wireless network.

[0017] Moreover, an additional aspect relates to an apparatus. The apparatus can

include a list maintainer that manages a blacklist of access points unsuitable for



bl acklist in requesting wreless network access fromone or nore access
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parameter modification related to an access point in a wireless network. The apparatus
can additionally include means for provisioning a network command to update a local
blacklist to one or more mobile devices in the wireless network based on the parameter
modification.

[0021] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to
determine modification of an operating parameter related to one or more access points.
The computer-readable medium can also comprise code for causing the at least one
computer to transmit a command to update a local blacklist to one or more mobile
devices based on the operating parameter modification.

[0022] Moreover, an additional aspect relates to an apparatus. The apparatus can
include a parameter change evaluator that determines a modified operating parameter
related to one or more access points in a wireless network. The apparatus further
includes a network command provisioner that transmits a list update command to one or

more mobile devices based at least in part on the modified operating parameter.



bl acklist to one or nore nobile devices in the wirel ess network based on
the paraneter nodification. [0021] Still another aspect relates to a
conput er woagesargsoduct, whi ch can have a conput er - r eastablusS2000038453

i ncludi ng code for causing at |east one conputer to determ ne nodification
of an operating paraneter related to one or nore access points. The
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blacklist of access points unsuitable for providing access to a wireless network. The
apparatus can additionally include means for modifying the blacklist according to an
update command received from a provided user interface and means for analyzing the
blacklist in requesting wireless network access from one or more access points in the
wireless network.

[0026] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
a blacklist of access points unsuitable for providing access to a wireless network based
at least in part on one or more commands received from a provided user interface. The
computer-readable medium can also comprise code for causing the at least one
computer to detect an access point that provides access to the wireless network.
Moreover, the computer-readable medium can comprise code for causing the at least
one computer to scan for one or more disparate access points based at least in part on
identifying the access point in the blacklist.

[0027] Moreover, an additional aspect relates to an apparatus. The apparatus can
include an interface that receives one or more commands to update a blacklist of access

points unsuitable for providing access to a wireless network. The apparatus further
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poi nt that provides access to the wireless network. Mreover, the

conput er - r eatRgbis @op EPUhedrfo euivpit persssdo e Wislesg BtiwPikg t he at | east one
conputer to r 0 I 0j : | east in
part on idenﬁ??@ﬁ%%o{ g%%%g§£S%ﬁ%?Q?%%Pﬁgqgﬁ§§§$¥s%g&?ggg§?g%@%§o€er, an
addi ti onal aplpedity hig$ at escessopeint mlopEicat ogresffihndingpioas gtoup of aascdsnobitbe an
interface that. lye e . t : I N f
access pointgaﬁggﬁﬁ?%ﬁﬁgﬁgéﬁg%?gg%%?%ggg%%ggg2@8q§g€%§%$ﬁggg%§?kgﬁﬁ? The
appar at us f uadveeisesnal udegica plasatt imai lrhaione of thedistsrafiegmsthbdhelsd liadides st

based at | east _in_.par n.th e or re ¢ nds and. .an ess_poi nt

eval uator ¢ natelbrRe pheRTie FelaRt Por R sIP ARG BB E G 0% Mom

whi ch to requepkscacceshe identiffeeinvhe &ll@ssonadikawor k. [ 0028] According to

anot her aspec a, method i s provided.including.mintainin lurality

1ot s of - a0clb®l yTer Rt [9HSr S 8T ES OB R TG e PBIBLY G AEUSS

poi nts, Wwhi comh@iéionsShppatadls caf GRHfletad l@sticglr@®sson ebnMikedandnieiest i ng an
access point that advertises an . identjifier present in at |east one ?f t he

lists. The nBPROE of Uy pherseeroipfetdsttific Ay Wraticey 2t gelatsd 4B 13 gRUR ©

connecti on Whdchsstgt@aRepRviei sithildaseds & alv@iRSdss nBrwoA hndBetl @5 QREQs of the
identifier in the at least one |ist. [0029] Another aspect relates to a

wirel ess conPiff tBatreyides apnser tatheswirsteie ngivost euladygtivas Al édetiibsi Praappar at us

can include aticdeasd o€ 1R 0GRS 3Pl QNE HANERE ik FurfRP 2GEicdreR Ykt hiYe OFf
lists of access point identifiers, the identifiers are related to a group

of access poWwhetsertthastaplihyeammunicipnwidicthe gecessopainiwbased o8 Presercgorikthand
detect an acteafidqh Me Epﬁgstm’ngrﬁs?ﬁﬁd ACGHHS 3t R LMRastioh€hRSS THELWRIKs and

advertises an 1dentifier presen
communications apparatus also comprises a memory coupled to the at least one

processor.
[0030] Yet another aspect relates to an apparatus that includes means for maintaining a
plurality of lists of access point identifiers, the identifiers are related to a group of
access points that provide similar access to a wireless network and means for analyzing
at least one of the lists to detect presence of an identifier of an access point. The
apparatus can additionally include means for establishing communication with the
access point based on analyzing the at least one list.

[0031] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
a plurality lists of access point identifiers corresponding to a group of access points,
which provide similar access to a wireless network. The computer-readable medium
can also comprise code for causing the at least one computer to detect an access point
that advertises an identifier present in at least one of the lists. Moreover, the computer-

readable medium can comprise code for causing the at least one computer to determine



at | east one of the lists. The at | east one processor is further configured
to determ ne whether to establish communication with the access point based
on preserwo 2069/02bg98i dentifier in the at |east one |ist &ou/ts2a09088404 the at
| east one list. The wi rel ess conmunications apparatus al so conprises a
menory coupled to the at | east one processor. [0030] Yet another aspect
relates to an apparatus that includes ans for maintaining a plurality of
|ists of access point identifiers, the identifiers are related to a group
of access points that provide S|n1Iar access to a wireless network and
neans for an¥h§herrigedablished sennggiion yrithitheaceess peint bpserbatdeast ip pad @R BESHES an

identifier off@fid@KERSH MO NEast ldGisaPpar at us can addi tionally include neans
for establishing conmunication with the access point based on anal yzing the

at | east onel0P32QtMofeorrs.1pn Sdditipnagmenchierelaeptocen pppagatess {Idhe APpYRATYS tcarR
program pr odgef, eMktcxﬂalﬁﬁ{ﬁeﬁﬂ(t%ﬁlag&@rghﬁht r&%ﬂ@%#%cc@?ﬂ%oml&éﬂﬁh%'tﬂg code

for causing at Teast one conputer y I'ists of access
poi nt i dent i idewifErcormegopd mdiragpstobaczegmoints thit pam@%mrgbmamess towhwictespr ovi de

simlar accegg. Lo arh@‘ang%'ra‘%‘f Hl%etr\,\i?cliulﬁe Ipa?ccgs?gl?npu A rﬁ?%%?{ie‘?ec@a%' Mpagan also

conprlse code Tor caus east Jone. ¢ ect an access
poi nt that aﬂmetrmiltsa&iserases|adedm1t1ﬁerandmstelslehes aotmmtmdaeatsmthmlm :u:bests ipemt i sts.

Mor eover , C r.r eadabl e nedlu t he at
Vonst one cofistt ar s HERL R ek HOSROESTH Pl R SSahite FRURAME 1 s ne
access poi ntidemifedisgtreskast in part on presence of t he |dent|f|er in the at

| east one |is an addj tj.onal e relates.to an

hppar at e, | TRRU LA RO e pGhe obedE Pl BeRiTe b Rindyeer a
plurality of mbicslists 6ff aca&e @smit B&hmtinitaRAtpafanRtcss cdnkifitdddRsHh isfoh&lk Seceived espond
to groups of acc&es points that provide sim/lar access to a wirel ess

net wor k. The rQ‘Bp £ ACUWSCH5r 29qeys P‘H’&tﬁ L?(S‘éscoérﬁ’“’é%%é‘gsacﬁ??? RO\ SHMRERRtPH o t

detects an agf@a&ePRbMta BRI B@WRl thehe Sheddbcb dPtdtf iBle BOHoE sk RAdERES
comuni cation with the accese%50|nt based at least in Fart on anal yzi ng at

| east one of d¢terinipgwhethes tejeytabling heonfpion srithithroacrese RPNt hased qt deapfrip @t |

[0033] Accor gi fdsch& &Rt Mpu&ﬁrégﬁhrun@at%tﬂafb%e'té i oY 188Hodengt udi ng
mai nt ai ni ng one or nore i sts of access POl nt conmuni cati on araneters

conput ed fr o0l givaitler ragrest tedadest to nmvirplessr apaBidaiens Appag’s.p diha tvaredad

conputing anccﬂﬁﬁﬁﬁé&tlgf?é %a&ﬂﬁ‘?&ﬂh&%&e%@ least one processor configured to manage a
list of access point communication parameters computed from one or more signals
received from the respective access points. The at least one processor is further
configured to determine a communication parameter related to an access point and
determine whether to establish communication with the access point based on presence
of the communication parameter in the list. The wireless communications apparatus
also comprises a memory coupled to the at least one processor.
[0035] Yet another aspect relates to an apparatus that includes means for maintaining a
list of access point communication parameters determined from one or more signals
received from the access points. The apparatus can additionally include means for
determining a communication parameter related to an access point and means for
establishing communication with the access point based at least in part on determining
whether the communication parameter is in the list.
[0036] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
one or more lists of access point communication parameters computed from signals

received from the respective access points. The computer-readable medium can also



paranmeter froma signal received fromthe access point. The nethod al so

i ncl udes determ ning whether to establish a connection with the access
poi nt baswo 2a49/12e898t in part on presence of the conput e®Ctarspumiosssss on
paraneter in the at |east one list. [0034] Another aspect relates to a

Wi rel ess communi cati ons apparatus. The w rel ess conmuni cati ons appar at us
can include at |east one processor configured to nanage a |ist of access
poi nt communi cation paranmeters conputed fromone or nore signals received

fromthe respective access points. The at |east one processor is further
configured tePTRRIIE I EOTaciBiEn AF @hHGa8in Olva FRRRHIYIT tOr GBS 2R GIOEHS A0HES S

poi nt and de&&ﬁrﬁﬁﬂ?@aﬂ%%&@ﬁétei Rof St G RGN AR pYhE NMEREyRCEESS
poi nt based on presence of the communication paraneter in the l1st. The

Wi rel ess confamiuiteagdnllc apgdamatansonpyey edambiricgesingatherahisnsy opoeqmmerity t he at
| east one pr 8’&&}%&@ whe{ﬂ%)%é&st%‘ﬁ&h é‘@&h‘@&[ P%&%& aéc%ésaﬁo‘ﬁﬁ bhQdap le%mﬁgéﬁ us that

i ncl udes neans mal ntal ni ng a access polnt conmuni cati
par anet er s den presrnpeef the @mpoted comrrmmcetlos;upgraaleser netbeptleadt fredist-t he access

points. The @BP@VI%I% vt %Qflhéﬂ ?’Aﬁ}lecty ARG HIg, I’lﬁfa?ftusf 0 néageiﬁ rQ{‘ué"cQIQ a

conmuni cati o rane rel 0 'an access po and
establishingmcmdmummmmMnmnmmﬂmhmmhgmachﬂ$$agmmnkmhasmdmamamm%pmanmmxpart on
determ ni ng comuni cat

St 11 anor netHaUISL o SpE STRNR s BReBRLPOR oSl rcpR ottty TR R have
a conputer- rﬂﬁlﬂ&bhﬁclﬁﬂiﬂl am bdeedsughoing eatletdr orhac adisérmineat ah e@@eSsotpemcorrput er

to maintain one or. nore i f ces Int co ni.cati on ara ters
comput adt f r ofgngsaten FapnRo e e B PR Pl T e e P HE phe
conput er - r eaadliepareei aayeg thd 5O EOINEh SR \Gl&ﬁi&:r mrcoﬁﬁuﬁﬂcagort ;kaearaéterl igast one

conputer to conpute an access point communication parameter froma signa
recei ved froPii¥e access point. Mreover, the conputer-readabl e medi um can

conpri se codgoisprA&BHSi S hitfhertaspRasd nfaﬂ@)dqgrﬁ@wl&rd tneludRt ahdThidminghgt her to
establish a connection with the access point based at |least in part on

presence of PAglisoppracery RGHMURUERRIP dor pyayidipgtasees f0 pHEirdess |nsirk gpd | i st .

[0037] Mor eoé(&érmuﬂﬂg quﬁet @R @RREGHhifIEhAL&Ssst RiRNs %R)Qﬁ{t ah Y bIdd&ist.
appar atus can include a |list maintainer that manages a list of access p0| nt

comuni cat i ohhdparethedtadsosinglafiesutommating potplatine tike fanrthe g¢agirapynt Gemithed from
rel at ed acceﬁﬁdﬂlM&&&nuﬂﬂ&1&&9@&@%9%n@%&&ﬂ8ﬁ i ncl udes an access poi nt

eval uat or t hat eterm nes an access polnt
[0039] Another aspect relates to a wireless communications apparatus. The wireless

communications apparatus can include at least one processor configured to manage a
blacklist of access points unsuitable for providing access to a wirecless network. The at
least one processor is further configured to discern a time duration related to presence of
an access point in the blacklist and calculate a deletion time for the access point from
the blacklist based at least in part on the time duration. The wireless communications
apparatus also comprises a memory coupled to the at least one processor.

[0040] Yet another aspect relates to an apparatus that includes means for maintaining a
blacklist of access points unsuitable for providing access to a wireless network and
means for receiving a time duration during which the access point is present in the
blacklist. The apparatus can additionally include means for determining a deletion time
for the access point from the list based at least in part on the time duration.

[0041] Still another aspect relates to a computer program product, which can have a
computer-readable medium including code for causing at least one computer to maintain
a blacklist of access points unsuitable for providing access to a wireless network. The

computer-readable medium can also comprise code for causing the at least one



conmuni cati on paraneter and establishes comunication wth the access point
based at least in part on analyzing the |list to determ ne whether the
conmuni cawopanopareset er is present. [0038] Accordi ng toPramaiShew/oasipect, a
met hod i s provided including nmaintaining a blacklist of access points

unsui table for providing access to a wireless network and determning a
time duration during which an access poﬁ@t is present in the blacklist. The
met hod al so i ncludes conputing a deletion tine for the access point from
the bl acklist based at least in part on the tinme duration, [0039] Another
aspect rel at S¥MRUFT 40 WEteEnipg & t Hioa turias sVhigh iy aEEHs POMhE RAFSCBRY Bshe

comuni cat i opgcIARP AVI&kbeer GRR cofth 436 dable hRARIn QRLoRPAGEIAOFor eVl auE ed to
manage a bl acklist of access points unsuitable for providing access to a

Wi r el ess net #idedet ompremppter agMpyiser frlation sismsriof e pepesshoint deont thg blaeldist o

discern a tigR.fdunakia aﬁg%ﬁ%@ﬁ&gﬂmgﬁgsence of an access point in the
bl acklist and calculate a deletion tine for the access point fromthe

bl ackl i st baHeér] a¥lotcewst ain pdgpaotal grpecheclatesnt adurppargm. The apprrefue san
comruni cati o ar.at us._al | ses mr I t.| east
oo pr ocassomeuiBRERa HEpAlisd FOTRILEES, HIRAR K FOUR Rt SbligoR ol

i ncl udes neapwvidog anwissitoal wirdigys actlode KlThesppaituaficteesngdalen b sisttangyitimebl e f or
provi ding acgcess to a wreless petwrk and a or..recei Vi atinme
urat + on aur e iieh  Hhlsatiae B b Ricks 0t FERR: bRflobfSSH Al b
appar at us caon addéerimsdalnieyduraioh tdevhigans adceds pdiait Basrbieen inghablalkligt i on ti me
for the acces int, fromthe list.based at | east, in rt.on the tine

bor atton L onael ksl inel S abhE oS BE FBedhe i guged Rt Opt ot e
product, whi ghe@asorhiike tiR foamRshatmifadabl @semdi uma patéuldiyngitedsutivr

causing at |east one conputer to nmaintain a blackljst of access points
insui table fOF WDy &ihﬁg@%@a& dlesepptonpide he angietl o kinesTté forth in detail

conput er - r eagRlEIINRAHVO TGRSR SRBY SR SRUR. FfesCRURIAGKE BRIcAtvd east
oneconputer to determne a tinme duration during which an access point is

present in tPVOPREkPIst fewph Bewarious s de mpinhdhe pERRIB of YAEgIYAPeEh

conprise codgpgf BE cmplENShd AR RicripBaTls iRREIAWMELRE all QuALIPLLEariy d&t et i on
time for the access point fromthe blacklist based at |east in part on the

time duratiopAuifa@%2] Moreover, an additional aspect relates to an
apparatus. The apparatus can include a |list nmaintainer that nmanages a

bl ackl i st of access points unsuitable for
BRIEF DESCRIPTION OF THE DRAWINGS

[0044] FIG. 1 is an illustration of a wireless communication system in accordance with
various aspects set forth herein.

[0045] FIG. 2 is an illustration of a wireless communication network in accordance with
aspects described herein.

[0046] FIG. 3 is an illustration of an example communications apparatus for
employment within a wireless communications environment.

[0047] FIG. 4 is an illustration of an example wireless communications system that
effectuates maintaining local lists of access points for subsequent communication
establishment.

[0048] FIG. 5 is an illustration of example interfaces in accordance with aspects
described herein.

[0049] FIG. 6 is an illustration of an example methodology that facilitates utilizing a
locally managed blacklist.

[0050] FIG. 7 is an illustration of an example methodology that facilitates managing

access point lists based on commands received from an interface.



provi ding access to a wireless network. The apparatus further includes a
list entry timer that conputes a deletion tinme for an access point fromthe
bl ackl i stwbasexi2e498] east in part on a determ ned tine decattiseendfnssssnhi ch

t he access point has been in the blacklist. [0043] To the acconplishnent of
the foregoing and rel ated ends, the one or nore aspects conprise the
features hereinafter fully described and particularly pointed out in the
clainms. The follow ng description and the annexed draw ngs set forth in
detail certain illustrative features of the one or nore aspects. These

feat ures ar el®0Pdi St iBvis anhidieipgen obfn sepmple frasthesologl ehaf fpsibgtss gk n whi ch

the principl ﬁ%vf%foni‘ﬁ@roi‘%@ss%%ﬁ?%@aﬂﬁ%la@@u? lsoyed and this description is
intended to 1 nclude all such aspects and their equival ents. BRI EF

DESCRI PTI ON (0527 HEGDRR\AnNBS tpdouef|an pranplg methodlogyl thydeqilifpichmaipfaitingi r el ess

communi cat i opy, SY.af & ¢aekdance with various aspects set forth herein.
[0045] FIG u?dslﬁ)tangHng straltt?'on of a wireless comuni cati on network in
accor dance wop$3] ddpedd s aeuttiahedofer eample[r@@l|deFtzhaBfarigitagny ndnkgisg r at i on
of an exanpl g o i ions apparatus for enploynent within a wirel ess
comuni cat i oﬁ%genw({g%ﬁ%@ﬁt. [0047] FIG 4 is an illustration of an exanple
W rel ess contofd] cAGE dhss syidiberaiomhaf areéfaepteuairadsss maiwnrlaemiirogmbwabdt chn st s of

access poi ntI?e f or S tfse uenré%i cognginivgr?ti (gnsteesstéa I ieihho\%s?t 'cr'tge 214861n FIG 5is
an i |1 ust rat POHTREPYEIRRPNECiof &R L S8riqus SRl e M HAEHEErY descri bed
herei n. [ 004@p5FIKEG. 62,iis amfillustrativdtofahieRm@t sgdtere damplagtaiit holdpleagyest hat
facilitates ut.itlli zing a locally managed bl acklist. [0050] FIG 7 is an
i 1lustrationPdF 5K exanpl e et hodol ogy that facilitates nanagi ng access
point |ists [pas@drion 18 amaRnstriemedVadedfanpPre gRteniher faolitudsdaSidfhing& 8 is
an illustratjon of an exanpl e nethodol ogy that facilitates network
provi si oni ng'o6# bk BasdtIFast indRK OB fitrePEd BRRErkHBATEBS: [0052] FIG 9 is an
i 11 ustrati onpgéy) ancexarrheIUveLRRATLR e¥anifidlysfeRtihdt hali@Rs Hral il Riwigk a
plurality of access point lists.

update commands for local blacklist management.

[0058] FIG. 15 is an illustration of an example system that updates a blacklist of access

points according to user interface commands.

[0059] FIG. 16 is an illustration of an example system that receives whitelist updates

from a provided user interface.

[0060] FIG. 17 is an illustration of an example system that maintains a plurality of lists

of access points.

[0061] FIG. 18 is an illustration of an example system that facilitates maintaining a list

of access points using communication parameters associated therewith.

[0062] FIG. 19 is an illustration of an example system that manages access point lists

based on timers.

DETAILED DESCRIPTION
[0063] Various aspects are now described with reference to the drawings. In the
following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of one or more aspects. It may be

evident, however, that such aspect(s) may be practiced without these specific details.

29 < 29 ¢

[0064] As used in this application, the terms “component,” “module,” “system” and the
like are intended to include a computer-related entity, such as but not limited to

hardware, firmware, a combination of hardware and software, software, or software in



[0053] FIG 10 is an illustration of an exanple nobile device that
facilitates managing lists of access points. [0054] FIG 1 1 is an

i 11 ustratworro@fizesssexanpl e wirel ess network envi r onnent PChAIS2@a038364
enpl oyed in conjunction with the various systens and net hods descri bed

herein. [0055] FIG 12, is an illustration of an exanple systemt hat
mai ntai ns nulti ple access point |ists. i 056] FIG 13 is an illustration of
an exanple systemthat facilitates maintaining a Iocal blacklist based at

| east in part on_received network commands. [0057] FIG 14 is an
i || ust rati onSFUtion. A rsRBDISy S EUARNRETMEYARG. (DUt it 1o Lightsd it Peibe iebiRestk updat e

commands for ,@aalonkl @6ékicsta I%&%Qcﬁnﬁﬂ&bjec[t 0098Lclute, alBrehd ofdkebiloHSE r ati on
of an exanpl e syStemthat updates a bl acklist of access points according to

user interf apegeoprRtes? cqrapsg] By @y afeilipgragon.ibothyax snaticasian snndng @xanpl e
system that ¢ 1}{ Sde{’r‘ﬁ@% LRI R ¢ gﬁb%sdévfc%naaﬂ B QVdy g‘@@n $erohd LELiRCE-

[0060] FIG 1 ustration of "an exanpl e syst at mai ntal ns a
plurality of cdmwmsntbﬁarams@sgv@m npEcefsCOBLT tFead, of I equsionnnd lalcgsipparnt on  of

an exanpl e sys t f CI|I t i f e [nts
asi g commun oL ke s LADRS P UAIENLE fiiah by Gl BFRERRORGHT S 4
illustrati onImﬁdchﬂi‘onethpIoemwmlen‘cmlhatecmrfagmszaamrse@snmtﬁr ntadablst meddased on
tinmers. DETA!ILEnD DEiSCRaE;rt 1[r q%} }{f Qusnaspects are no WmeSCan[I ed with
reference to THE Waw A STHHTTHIOFY 66% eggllpi)pet IPoheY FEPPUroses of
expl anati on, wmyunﬁlbcu]sncymaembteq)r@iﬁtsas !;uahas ﬁl e&ecbrdimew‘ithlmlgmradlwmﬂgo)nproﬂV| de a
t hor ough underst ndll{l}% of onﬁ or jqore a ts may be. evi d however ,
that such as'ﬁl&?t? §CtheSYsP att (1 B4THR POT‘B‘E?@ %ré‘ftfnugcw& t%ﬂofhs"r [0064]
As used in tkurﬁpoaprplm @abdad Bystdnh &lidte gl é'y@téﬁip@ﬁkﬁdﬁl{ across ORI @k ‘suchsyshent and
the like are |ntend%d to incl ude a orrputer-rel ated entity, such as but not
limted to hEfdREMath other piskems by yay ohienitlon of hardware and sof tware,

sof t ware, or[0399‘]tmmermdﬂ@w&&fsla@&ctslawd@mh&eman@@fm@@mmltmbérmal but is
not limted to bei ng process runni n% on a processor, a processor, an
£2Y:

obj ect, an eWB’@hﬂCﬁb a waregl ﬁq—r@g&l oF a él)kré @pttiegwnala A terminal can also be called a

system, device, subscriber unit, subscriber station, mobile station, mobile, mobile
device, remote station, remote terminal, access terminal, user terminal, terminal,
communication device, user agent, user device, or user equipment (UE). A wireless
terminal may be a cellular telephone, a satellite phone, a cordless telephone, a Session
Initiation Protocol (SIP) phone, a wireless local loop (WLL) station, a personal digital
assistant (PDA), a handheld device having wireless connection capability, a computing
device, or other processing devices connected to a wireless modem. Moreover, various
aspects are described herein in connection with a base station. A base station may be
utilized for communicating with wireless terminal(s) and may also be referred to as an
access point, a Node B, or some other terminology.

[0066] Moreover, the term “or” is intended to mean an inclusive “or” rather than an
exclusive “or.” That is, unless specified otherwise, or clear from the context, the phrase
“X employs A or B” is intended to mean any of the natural inclusive permutations.
That is, the phrase “X employs A or B” is satisfied by any of the following instances: X

(13 ”

employs A; X employs B; or X employs both A and B. In addition, the articles and
“an” as used in this application and the appended claims should generally be construed
to mean “one or more” unless specified otherwise or clear from the context to be

directed to a singular form.



program and/or a conputer. By way of illustration, both an application
running on a conputing device and the conputing device can be a conponent.
One or nowe 20@vmRos¥ent s can reside within a process and/ ecTiuse@ad3saf4
execution and a conponent may be | ocalized on one conputer and/or

di stributed between two or nore conputers. In addition, these conmponents
can execute from various conputer reada?ie nmedi a havi ng various data
structures stored thereon. The conponents may communi cate by way of |ocal
and/ or renote ocesses such as in accordance with a signal having one or
nore data pawﬂ%ﬂ sThes fedhniggesd adeacrited mhefis® dBHpobfentsed nfadr yetiousg Wirdsss anot her

conponent inc&h&&&éﬁm§%?&éﬂ§sﬂ%%ﬁrC@NQ@dHﬁMﬁt@E%m@nQFERDQQﬂ9§EhﬁA@ﬁﬁ“ﬂrk
such as the Internet w ot her systems by way of the signal. [0065

Fur t her nor e, othelr §ygiges. agb@éﬁﬁ@s a?Yéte@esiéﬁl ‘pgorke prg eftonrpseb mtrschangmbli th a
term nal, mbﬁM&gy ‘M#l@%eﬁt%rﬂahﬁ%ch%logy Wch 8l 8RR elsaf T fal. Radir M nal
ca a sy

can al so be evl ce subscr uni t, subscri stati on,
nmobi | e st at i dpcesnObiRA), cawiioe, deviUdRA mehrdtseWsctemndo@aDMpAeﬁﬁt@MéD mndal |

access ter M ogle \MBSL, LECHNIR! - phalr! afloohP TNl G30hA0 ASK 681 w38y agent,

user device, 0or user egQ ess term nal a cellul ar
t el ephone, astgakelsl Nﬁ)lplbmsmsi;ernanmn@llmt 4 eldepthdmeloga sﬁésas |(1Msbal &ysttenat i on
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phrase "X enploys A or B" is intended to mean any of the natural i ncl usi ve

per nut at i ons-THRaE GSM arg fesciibad 4 docusneptghiopya osgagzaton pagned A8 1dGenetipy any of

the fol | ow ng,RELBNERR: t”X(3QﬂS|Pb Oyédﬁqorl%ﬁlfn&?&n%éO(ﬁancP"Ul%B%TP'o‘éé’cﬁbQ@W A and
B. In addition, the articles " as used in this application and

t he appendedd@qumem &orp Ut O@ﬂn@mrﬂ ylalmed c 8k tGrenergtieny Pegrgiship faojget Adr e
unl ess speci {3'(%29@%&‘, %h%lreﬁ:'sse&fmrﬁﬁn%ﬂlglb%s%ﬁﬂH%tadalﬂolpa?ly include peer-

to-peer (e.g., mobile-to-mobile) ad hoc network systems often using unpaired
unlicensed spectrums, 802.xx wireless LAN, BLUETOOTH and any other short- or
long- range, wireless communication techniques.

[0068] Various aspects or features will be presented in terms of systems that may
include a number of devices, components, modules, and the like. Tt is to be understood
and appreciated that the various systems may include additional devices, components,
modules, etc. and/or may not include all of the devices, components, modules etc.
discussed in connection with the figures. A combination of these approaches may also
be used.

[0069] Referring now to Fig. 1, a wireless communication system 100 is illustrated in
accordance with various embodiments presented herein. System 100 comprises a base
station 102 that can include multiple antenna groups. For example, one antenna group
can include antennas 104 and 106, another group can comprise antennas 108 and 110,
and an additional group can include antennas 112 and 114. Two antennas are illustrated
for each antenna group; however, more or fewer antennas can be utilized for each

group. Base station 102 can additionally include a transmitter chain and a receiver



directed to a singular form[0067] The techni ques descri bed herein may be
used for various wreless conmunication systens such as CDVA, TDVA, FDVA,
OFDVA, SGvBDRMY/1ams9sot her systens. The terns "systent an@CTrEskavonBs4s5ar e
often used i nterchangeably. A CDVA system may inplenment a radi o technol ogy
such as Universal Terrestrial Radio Access (UTRA), cdnma2000, etc. UTRA

i ncl udes W deband- CDVA (W CDMA) and ot h variants of CDMA. Further,
cdma2000 covers 1S-2000, 1S-95 and 1S-8 standards. A TDVA system nay

i npl enent a radi o technol ogy such as @ obal 5}/stem for Mbile, )
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t hese approaches may al so be used. [0069] Referring nowto Fig. 1,

wirel ess contiftimeten Bamgyehiledevion & oyqr |aLr§qusa?t1éﬁf 120 de @dfrgaene wwﬁn vari ous

embodi ment s pIRASERDEY HEGE! Drwary BhIE Me1OQ GRIIY IiteRnPARASK y ol 1R (kP2 t hat
can include nultiple antenna groups. For exanple, one anteénna rouB
used by reverse link 120, for example. Further in a time division duplex (TDD)

system, forward link 118 and reverse link 120 can utilize a common frequency.

[0071] Each group of antennas and/or the area in which they are designated to
communicate can be referred to as a sector or cell of base station 102. For example,
antenna groups can be designed to communicate to mobile devices in a sector of the
arcas covered by base station 102. In communication over forward link 118, the
transmitting antennas of base station 102 can utilize beamforming to improve signal-to-
noise ratio of forward link 118 for mobile device 116. Also, while base station 102
utilizes beamforming to transmit to mobile device 116 scattered randomly through an
associated coverage, mobile devices in neighboring cells can be subject to less
interference as compared to a base station transmitting through a single antenna to all its
mobile devices. Moreover, mobile devices 116 and 126 can communicate directly with
one another using a peer-to-peer or ad hoc technology.

[0072] In addition, the base station 102 can communicate with a network 122, which
can be one or more networks including a wireless service access network (e.g., a 3G
network), over a backhaul link connection. The network 122 can store information
regarding access parameters related to the mobile device 116 and 126 and other

parameters of a wireless access network to provide service to the devices 116 and 126.



can include antennas 104 and 106, another group can conprise antennas 108
and 110, and an additional group can include antennas 112 and 114. Two

ant ennas wpeo0dd120898r at ed f or each ant enna group; howevePCTrS2@908845€wer
antennas can be utilized for each group. Base station 102 can additionally
include a transmtter chain and a receiverchain, each of which can in turn
conprise a plurality of conponents asso?gated with signal transm ssion and
reception (e.g., processors, nodulators,” multiplexers, denodul ators,
derul ti pl exers, antennas, etc.), as will be appreciated by one skilled in
the art. [ooFgthepade sfemioest 100 camabe pravidghite frdlitaict@momBicging it thobi | e

devi ces suchyg@s;dmRck §266Vdr ¢&whrBliRNG 3 ARPiN G ABW £9 (LiflarPRV@WSIrd 1iht 1S tO
be appreciated that base station 102 can comrunicate with substantially any
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devices 116 %%d?rég&e GRBIIPGevide 28X APl thﬁﬁés' WaRbn PHORESon ﬂ]ﬁaﬁfer Rhgnes,
e c gheldn

| apt ops, han omuni cat 1 on devices, hant | conput 1 ng devi ces,

satel lite rabios,cxghpbafempwsil § 24 ety wyBgwedin PRRNdsncatisioess amgd/ atother
sui t abl e devj for ) ni catin ver -wWirel C ni i t 100.
A dopi ot ea. el SRUEEL B fork Slaithy BafinSaRIINE, GEL LA BURLET 10
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link 120, for g@g&ﬁle. gurther, ina tinme division duplex (TDD) system
forward |ink™? #l&verse link 120 can utilize a common frequency.

[0071] Each gomypA&brant @ninasadpl/ Aobilldi@evade€al BndMiCunttheyl @lke sdeist gnat ed
to communi cate can. be referred to as g}sector or cell of base station 102.
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device 126 can have reselected one or more cells related to the femtocell 124 to receive
more desirable wireless service access. In one example, the femtocell 124 can be a
home access point for the mobile device 126 offering more desirable billing and/or other
access options. In another example, the femtocell 124 can be related to a business or
venue offering options or data tailored to the respective business or venue. Thus,
mobile device 126 can reselect one or more cells related to the femtocell 124, in an idle
and/or connected mode, to receive such tailored options. In addition, where mobile
device 126 moves toward base station 102, it can reselect a cell related thereto, at some
point, for a variety of reasons (e.g., to mitigate interference on the femtocell 124, to
receive a more optimal signal or increased throughput, ezc.).
[0074] In traveling over the service area, a given mobile device 116 and/or 126 can
continually measure available base stations (such as base station 102), femtocells (such
as femtocell 124), and/or other access points, to determine when cell reselection is
beneficial to the mobile device 116 and/or 126. The measuring can include, for
example, evaluating signal quality, throughput, services available, a wireless access

provider related to the access point, and/or the like. Based on one or more of the



nobi | e devi ces. Mreover, nobile devices 116 and 126 can conmuni cate
directly with one another using a peer-to-peer or ad hoc technol ogy. [0072]
| n addi t iwo,20ede0898se station 102 can comuni cate w t h aCmatsamwio3ss22, which
can be one or nore networks including a wireless service access network
(e.g., a 3G network), over a backhaul |ink connection. The network 122 can
store information regardi ng access parapgters related to the nobil e device
116 and 126 and ot her paraneters of a wirel ess access network to provide
service to the devices 116 and 126. Furthernore, a fentocell 124 can be
provi ded to M&wRITcABethe Brohilhiieviaci 1A ad/pihl 20tan Fokiapes et &1 To6leay
forward |inky &ﬁdé’t@&ﬁﬁﬁ%é%rﬂdn@k }{Je31‘ﬁ01§1¥é BT | 1% BrQi/cfrofMa(ﬁ Attt 48 and
reverse |ink 120, as described sSupra). The fentocell 124 can provide access
to one or morescletibn Math deniighsst rafengasesss PPike t he base station 102, but on a
smal | er scal éAn[noﬂﬁht AR SiopiEOER! 14 2 °RB 86 ﬁlgi(xungwg i B
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(not shown), nobile device 126 can have been comunicating with the base
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can have reselected one or nore cells related to the fentocell 124 to
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can resel ect one or nore cel e fentocell 124, in an idle
[0076] In one example, the moblle dev1ce 116 and/or 126 can comprise an interface that

cabl e,

allows a user to manage and maintain the blacklist and/or whitelist; the interface can
permit a user thereof to add and/or remove cells from the lists, mark cells as permanent
list members, and/or the like. In this regard, a user desiring access to a cell whenever
the cell is in range can add the cell to the whitelist, and a user that wishes to ignore a
cell though the cell is in range can add the cell to the blacklist. In the depicted example,
mobile device 126 can have added femtocell 124 to its whitelist, and the mobile device
126 can select femtocell 124 for access though the base station 102 may have more
desirable communication parameters. Similarly, the mobile device 116 can have added
the femtocell 124 to its blacklist and accordingly connect to the base station 102 though
the femtocell 124 may have various more desirable parameters with respect to the
mobile device 116.

[0077] In another example, the mobile devices 116 and 126 can maintain the lists based
on events occurring with respect to the mobile device, base station 102, network 122,
etc. For example, where the mobile device 116 and/or 126 receives one or more denials

or failures in attempting to access a base station related to a given cell, the mobile



and/ or connected node, to receive such tailored options. In addition, where
nobi | e device 126 noves toward base station 102, it can reselect a cel

rel at ed tweree 2088 sone point, for a variety of reason®CraiSgo09/0881541i ti gate
interference on the fentocell 124, to receive a nore optimal signal or

i ncreased throughput, etc.). [0074] In traveling over the service area, a
gi ven nobil e device 116 and/or 126 can ?pntinually nmeasure avail abl e base
stations (such as base station 102), fentocells (such as femocell 124),
and/ or other access points, to determ ne when cell reselection is
beneficial t&videl foBida Pégaperdd 1tBe gplloprelatod basshiatipsatouits Ageldish ihcl ude,

for exanpl e, yRiv@hudld MG sdidp@kmodHRl akYordih @YUM and SRIY HGERtRYAI | BDl e, a
wi rel ess access provider related to the access point, and/or the |ike.
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the like. The npbile devices 11 gnd 126 q@n re eiﬁf such iﬂ)ntifi rs from
the base statyPBA 102VEREY &F TRMCoLNTSS 194 AN Ean UlS FYYE" t P15 i n

sel ecting or cimpseliegibh ig matipls cEinl swhnteH &ampleNmadrocclNeoEx ampbe, walk | east
one nobile device 116 and/or 126 can ignore or otherw se not choo%e cells
or related at®Bse!l BenHELVisrd By & GPECSPPdEcAcRysa ORI 444 5r204G. As described

sel ecti on/ r egRlB6d1Y, a6 BAMR! hEBASUI otk sRIAaL echd Resi&f @ thShidrbab Y024 he
nobi | e device 116 and/or 126 can select cells or related access points or
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device 116 and/or 126 can maintain the blacklist and/or whitelist. [0076]

In one exanpfievicetReAnplpl @ngemimgsicats &itegs oF marz@cesanPEBnMse ¢l pmt er f ace
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the interface can permt a user thereo and/ or renove ce romthe
lists, mark eelshewas Tepareaneht smaller scale access points, such as femtocells, offering

services related to a particular service location, as described. The mobile devices 206A
— 2061 can additionally or alternatively communicate with these smaller scale access
points 208A — 208C to receive offered services. The wireless communication system
200 can provide service over a large geographic region, in one example (e.g., macrocells
202A — 202G can cover a few blocks in a neighborhood, and the femtocell access points
208 A — 208C can be present in areas such as residences, office buildings, and/or the like
as described). In an example, the mobile devices 206A — 2061 can establish connection
with the access points 204A — 204G and/or 208A — 208C over the air and/or over a
backhaul connection.

[0079] Additionally, as shown, the mobile devices 206A — 2061 can travel throughout
the system 200 and can reselect cells related to the various access points 204A — 204G
and/or 208A — 208C as it moves through the different macrocells 202A — 202G or
femtocell coverage areas. In one example, the one or more of the mobile devices 206A
— 206I can be associated with a home femtocell related to at least one of femtocell

access points 208A — 208C. For example, mobile device 2061 can be associated with



list menbers, and/or the like. In this regard, a user desiring access to a
cell whenever the cell is in range can add the cell to the whitelist, and a
user thatwoi2eée089 i gnore a cell though the cell is inPcangeocomsssadd t he
cell to the blacklist. In the depicted exanple, nobile device 126 can have
added fentocell 124 to its whitelist, and the nobile device 126 can sel ect
fentocell 124 for access though the bas%?station 102 may have nore

desi rabl e conmuni cati on paraneters. arly, the nobile device 116 can
have added the fentocell 124 to its blacklist and accordingly connect to

t he base st afeiere @eceprrniggROBRas fteherae Enmtoceb. Thsy theughemobile dsijise Ap¢lds
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anot her exanpl e, the nobile devices %16 and 126 can maintain the lists

based on evenits ﬂ@é@rmora@lh@cw phint A8Papttead o {¢an pasiitidndolkhsgdse pointhy¥4B. 4 at i on
102, networ koéezéqamﬁie theF 2 tcﬁ)éﬁ‘gp(%e?s hesset be I%}E)Qhé SdHENF Sertil& t%”tﬁéaseﬂﬁ

recei ves one or enlials oOr ures In at |ng to access a
station rel amebile de\acegﬂ(\}(én sesd| ds, d¢Sﬁreblﬂrﬂblillhgd>ewh@1@es_L1r61natﬁd1ﬁS©ge l2Barsath add

the cell or &gﬁ Sg g@@ra%gﬁmapmw%515&¥gfﬁ& 5%) In addition, the lists

can be nodifie he fiet wor k 122. Thus t he
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[0078] hbM/referrlng to Fig wirel ess conmuni.cation syst em 200
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200 provi desgsQBaHeat laqervﬁc@rprmihérlr@ﬂa@dqs |tlllesacc§s‘dcﬂ?>nﬁsaﬂcdﬂﬁ {BXARP! The
macrocel I's 202A - 202G, with each cell being serviced yﬁa correspondi ng
nf1

access poi nt mebisadeviezg [)ﬂ§1@@@ﬁmﬁﬁéémﬁﬁﬁm?dﬂ§ﬂWra#éWf ¥t efnthe 2c¢%e access
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204G on a forwar a reverse escri ition,
access poi nt ka2@8ACL thp@EE is in the whitelist, only cells in the whitelist need to be measured.

In one example, the mobile device 206D can consider access points 204C, 204D, and
208C for selection/reselection. Where the access points 204C, 204D, and 208C are in a
whitelist of the mobile device 206D and/or not in a blacklist of the mobile device 206D,
the mobile device 206D can measure parameters for access points 204C, 204D, and
208C and rank the cells to determine whether to perform cell reselection from access
point 204C to one of the others if their rank is higher.

[0081] Where one or more of the access points 204C, 204D, and 208C are in a blacklist
of the mobile device 206D, however, the mobile device 206D can ignore the blacklisted
cells during selection/reselection or measurement, in one example, regardless of other
parameters related thereto. Similarly, where at least one of the access points 204C,
204D, and 208C is in a whitelist of the mobile device 206D, the mobile device 206D
can ignore any of the access points 204C, 204D, and 208C not in the whitelist. The
mobile device 206D can select/reselect at least one of the access points 204C, 204D,

and/or 208C that has the most desirable measurements, is not in the blacklist, and is not



are shown. These can be smaller scale access points, such as fentocells,
offering services related to a particular service |ocation, as descri bed.
The nobi IwOodewesws206A - 2061 can additionally or alteProause@op3sss4
communicate with these snmaller scale access points 208A - 208C to receive
of fered services. The wi rel ess communi cati on system 200 can provi de service
over a | arge geographic region, in one anple (e.g., macrocells 202A -
202G can cover a few bl ocks in a nei ghborhood, and the fentocell access

poi nts 208A - 208C can be present in areas such as residences, office

bui | di ngs, affrireméghg Wkléehafswa%rg&f 19getgne crfrfh%mﬁthé&a%ﬁﬂfSepontthéO%bWQ devi ces

206A - 2061 gan,est@hl jrébnGRR&AMikRR W th the access points 204A - 204G
and/ or 208A - 208C over the air and/or over a backhaul connection. [0079]

Addi ti onal | y[0083 Ahdesribadnghormpbile detasei 285 oo6maintaip @ 1loesd blackhsy eqnd/or
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access point eoni’tﬁﬁﬁca{anOﬁﬂi tliémmolﬁleadmn‘ioe 2060 Iﬁledm\ammaalﬁﬁaﬂromanmbg can

associ at ed WI nt pc |nt hone fent .Thus,
Fhoooh i | MEGLSE Beg s ARES R AR bt BoBE ShaRi° BT s AR Koy LS ea
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208B instead o diti o to) t 204B ne .gxamp t he
fontocor | - acmanitd FidtoBfah ot b HERER PRI dhi 0 dpos el Ry Ao | o
devi ce 2061, cﬁmcgfbna&s d@aséraspé&ﬁdanbﬂ InBGofk speEiBE RS, orBtHRLV e, US &g6sibed@ianced

services (e. ? ter br oadband access, nedia services, etc. ). [0080] For
exanpl e, “I“@e Id& 906D can be associated with fentocel | access poi nt

208C. As the[oﬂmlmn@lgw . 2ORRHRY 8% DRGSR G Eﬁa'ratasoﬁﬁ fhindnghl&Aedat and
cl oser to access points 2 4D and/ or 208C, it can begin the cell reselection

process, as WERErd HEECHFOSIPHNICRHPE WRHOTRILy Jdhe GP@@U@%%%S@PP%@&% 4P9 ng

sur r oundi ng &kl be RAMAIR! &vioe(& 8 portlof! BEESE toP s%%ﬁéllﬁ%ﬁ%%%ﬁé&tm%@‘l[) and
208C) to determi ne a desirable connection. The parangters can relate to,

for exanpl e, 2pPhighil thajramimupicaied A cnilion rqcnwwwpiatto aswire)ese astvorlt. edbel, a
Service provigdeh %!t %ﬁ&m&?@o B4nGfidnad: i ﬁrfa@e”ﬁ/z% ttaﬁ(l‘?\?/é ééollé&ﬁ?a&-%ﬁ ofmb' l'e

devi ce 206D can ad eterm ne an ident e access
access point hst entrles from a user or disparate device or component of the

communications apparatus 300, an event detector 304 that can determine occurrences
that affect list entry maintenance, a network command receiver 306 that can detect
network list maintenance control events, a list maintainer 308 that can manage a list of
access points, a list entry timer 310 that can remove list entries based at least in part on
expiration of one or more timers, and an access point evaluator 312 that can analyze
neighboring access points to determine an identifier, operating or communication
parameters, and/or the like related to the access points to determine whether to establish
subsequent communication therewith.

[0084] In one example, as described, the list maintainer 308 can manages a blacklist of
unsuitable access points from which access should not be requested, a whitelist of
suitable access points from which access should be requested over other access points
regardless or with less emphasis on other communication parameters, and/or the like. In
addition, the list maintainer 308 can manage a local list (e.g., a user controlled list or
device controlled list that can be respectively managed via the interface 302 or the event

detector 304) and/or a global network provisioned list (e.g., an operator controlled list



point, or a related group identifier, is present in a blacklist of

unsui tabl e access points and/or a whitelist of suitable access points, as
descri bedwol2novnessexanpl e, this can occur before cell measorseonenss4such t hat
cells in the blacklist need not be nmeasured, and if at |east one of the
cells isinthe whitelist, only cells in the whitelist need to be neasured.
In one exanple, the nobile device 206D gan consi der access points 204C,
204D, and 208C for selection/res election. Wiere the access points 204C,
204D, and 208C are in a whitelist of the nobile device 206D and/or not in a
bl ackl i st of theheannbhmeeregePricd Poemmins rershictl drae ¢i eV bepeRigh bitdisur e

paraneters f Rl s&C&MTnAAl RESvLB6: 0 2P A wRA2RBCoRNds T RIKibENE 16811k O
determ ne whether to performcell reselection fromaccess point 204C to one

of the ot her®ainfaineh 30§ capapgnagasthp jligiheased PDOVIY PYwe identéftees, pihichsrringfude he
access point devi ce
poi Basé cﬁﬁlﬁ&%éﬁge Q&gssijgﬁlggog%ﬁg'aﬁoaatanQ&ﬁl iers (?% {(:fh?st e%&du vi

206D, however, devi an ignore t
during sel ecoifomereessiactciges.ofc. reas or evEncominication @riameice, sm@élgaarRN ess of

ot her parane y east; he
access poi nt éﬁ%gjfa? e Bse%&l &%%8?@021 hlefrilllli(e Wi VY?% ¢ @né)#e’ taﬁeehs{f)r%gmﬁme%jew ce
206D, t he nobk0Y @nademagea 155@6[hccaﬂpmgmblnaecarm 1dént1tﬂladaasa]niax¢$iste¢)mi wiig:1iged C,
204D, and 208

Th
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t hat has t hethimshmpless walbl e nmeasur errents |s not in the blacklist, and is
not absent fromthe whitelist wher of the other access points
R o . fhe ifEs

204C, 204D, HA 1% 2P BLER C4t 2PHoss] AYOYELEF i ped,

the nobile d&)th[fdﬁerﬁ%&lﬁ@dﬁoﬁajfﬂlsﬁlaﬂdlﬁoﬂsoﬂalbtl@isaﬂKéHnﬁgt oR Al e@ rmaMadrednk St
according to user interfac nput, device events, neg wor k provi si onl ng,

etc. In addi B¥on 1 Heregyyi ‘i%é injgiAce A0 ermrbecaaprer wiesfagee(UhhiSHeheas gngraphical

provi si oni ngut (OO &EappBEaeh KrdefnDinterfb@(A0E A8&oPAE Mks  BOsHE ex£ARAP, th@nd/ or
208C or other access points communicating with the nobjle device 206D). The

mai nt enance PriERAIERBe; 30§ cempanaee @ dlackling of wrsditably agsees ipgingy o the intefase and/ or

gl obal bl ackkists owWideeld aﬁfdsacée%s %omts th %ﬁéblmw@t@@h&ﬁ E&ﬁn@'ﬁfg%é k and
mai nt ai ned at the nobil e device 206D). Moreover, the m)bﬁle devi ce 206D can

conform t he #cassKIoist §/0V\m3tnml¢,§h%mtt%_a§ieﬁ@%_@@ DOuACHRE iveey fgnedditiedionthe ent ri es
via user spegjly ﬁ}ﬂoﬁ’&gte&ﬁfg"éﬂ{e{% 2P&S hhih€ A dHna®y, 1RLNRIMSH? AFaflsSer i bed

in further detal
user to remove access points from the blacklist by displaying the access points and

facilitating selecting one or more for deletion; in one example, the interface 302 can
allow searching for access points in the list for deletion, deletion of groups related by
one or more communication parameters, and/or the like. Similarly, the interface 302
can allow the user to flush the list. In addition, the interface 302 can allow a user or
component to perform similar functionality to a whitelist of suitable access points. For
example, the interface 302 can allow a user to add an access point to the whitelist upon
entering the cell of the access point, receiving an indication to establish wireless access
with the access point, and/or the like. Moreover, the interface 302 can allow permanent
list additions, for example where the list maintainer 308 is limited in list entries. The
interface 302, in one example, can also allow manual scans of neighboring access
points, causing the access point evaluator 312 to detect one or more neighboring access
points and provide a list of resulting neighboring access points for display on the
interface 302.

[0086] In another example, the event detector 304 can perform list operations (e.g.,

add/remove entries, flush the list, efc.) based at least in part on certain events. For



[0083] Turning to Fig. 3, illustrated is a comuni cati ons apparatus 300 for
enpl oynent within a wireless conmuni cati ons environnent. The communi cati ons
appar at uswBQooxiamsoBe a nobil e device or a portion thereeCI/useosobssanti al |y
any comruni cations apparatus that conmuni cates over and/or receives access
to a wireless network. The communi cati ons apparatus 300 can include an
interface 302 that allows specification,pf access point list entries froma
user or disparate device or conponent o% t he conmuni cati ons apparat us 300,
an event detector 304 that can determ ne occurrences that affect list entry
mai nt enance, “EMRE: bARCERSHNEAGVee defrder 30dopn Wrigtmiga Anyet Bete fHtadiseRs | i st

mai nt enance %ﬁﬁpwela?éa%tai acBes! et IR E‘a{nadlﬁ'&ﬁan%glﬁr M&i%e GBRsTBAROS e | | St Of
access points, list entry timer 310 that can renove list entries based at
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control |l ed Ilst or,. device . controlled |list tha ectlvelﬁgnanaged

via the int ePYRcElFnY {hﬁecog\li‘&‘ﬁ’nca%]@e@?%?t“%éﬂ(§ agwaﬂf UEtarT Fét wor k

provi si oned {riteric@ betweedthe QPR RAt O AppRAthesho arﬁltdrmadace@@ poit, Fasaged
based on commands received from a network operator %ﬁ t he networ k conmand
recei ver 306V &R tHE iUk peelensingaPies | ngénta@%}r?ta (Vole 96-st  mai nt ai ner

308 can managgs h@ doeSkEmpPRSBE QBntafkbR®S 3pPich dbWeRhé hi @hSse WpehLgEN
i nclude base identifiers of the access points, group assocjation

i dentifiers pasamgeters pytheragerss pOigfr Sapeagy ﬂlﬁﬁgceé%ﬁﬁ%ﬁa%@ﬂ@iﬂéee%n idgtifiey  one
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channel, and/or the Iike, etc. In one exanpie, the |ist maintal ner 308 can

manage a | i spar@ﬁletezr@c@@sthé)smm §et?¢1@zt 30dagpntsempais e cials BROTheRERITiestingl or
whi telisted %gﬁ rﬂ? e%ca%s@ pRing Wi fode! s8hred. THGelel L pﬁ%ﬁ@{eﬁ' IRSE RA8E£aR JHBNage

both | ocal I'i'sts I n thls exanpl e as
example the event detector 304 can utilize the list maintainer to remove the access point

from the blacklist and/or whitelist so the communications apparatus 300 can determine
whether to re-add the access point based on the modified parameters. Similarly, the
event detector 304 can detect modification in access point authorization credentials (e.g,
and/or the access point evaluator 312 can determine changing parameters upon detecting
a neighboring access point). In this case, the event detector 304 can remove the access
point from the blacklist or whitelist, if present; this allows the communications
apparatus 300 to try selecting/reselecting (or camping on) the access point before
determining whether to re-add it to the blacklist or whitelist. In another example, the
event can be caused by a user on the communications apparatus 300, such as dialing a
number to indicate list operation (e.g., dial *229 to flush the list).

[0088] Moreover, in an example, the network command receiver 306 can determine
network commands related to list management. In one example, the network command
receiver 306 can receive a global blacklist or whitelist of access points from a network
component (via an access point, other communications apparatus, or otherwise).

Similarly, the network command receiver 306 can receive a list related to the



[ 0085] According to an exanple, the interface 302 can allow user and/or
ot her conponent specification of list additions, deletions, flushing, or
ot her mamnsigeneni2089asks. In this regard, the interface 302TasroMe3I5USEr
interface (U), such as a graphical U (GJ), an application program
interface (APl'), and/or the like. In one exanple, the list naintainer 308
can nmanage a bl acklist of unsuitable acgess points, and the interface 302
can allow a user to add access points to the blacklist by explicitly
identifying the access point. For exanple, the interface 302 can pronpt the
user for addfQMBRUIEHOR cAPPRRI 380 sRisHIcAlY efnilioy A wEWPade eddighoi the .
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Simlarly, t#alirthedifeace 302 can al I ow the user to flush the I i st I n
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i ke. Mor EOVBﬂdltlt)IhﬂyJ mb%fmbc&ﬁﬂam;ﬁfbca{/ér@(%pﬁﬁ resaBieta hdtSicatadiftdcens, for
exanpl e where .the |ist naintai n list entries
interface 30PN ﬂp%ﬁglge%%‘ft%r Orcéﬂtﬁgﬁl@BO%lwatﬁgﬁ#}%ges%gan&ccﬁg{lg{%or| ng
access poi nt femov@dfd &igess PRINAGRAS the AcRTist @) Al HiRLIQS aﬁde%cﬁ&dqﬁé\e@islyomh or nore
nei ghboring access p0|nts and provide a list of resul nei ghbori ng
access poi nt $9GE W thepsugyt Sﬁe‘it?fe3(?4ntf8rr F%@l%oéﬂorfmeet%e |nﬁt%ﬁﬁ@mag4<anp| e,

the event detg&lQr308Q4n 6RBivP el @hdRdntsbv @RS At (PNS), (8- Hort nRUGLE SITRE
entries, flush the list, etc.) based at |east In part on certain events.
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failed accesgeabh&AR San' R Bl8E aﬁo?bf@ffhd%&%ﬁe RQI(PUZBNG: [S‘ré’férré’d‘%o‘aﬁﬂig' &l 'y add
the access point to the blacklist via the |ist maintalner by

requesti ng addRli ey oeoristivading ste) thafaceqss oty reélhblaﬂowwhfeﬁommuméqm%t
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determ ne a rrent revi ous access pol at provides eS| r
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the be stored in a PUZL database. In addition, this mechanism can be used to supersede

blacklist entries since PUZL can take precedent over the lists manages by the list
maintainer 308. Where PUZL is utilized, it is to be appreciated that the list maintainer
308 can additionally manage a list of additional parameters not stored in the PUZL, for
example.

[0090] The list maintainer 308, in one example, can manage local and/or global
whitelists and/or blacklists, as described. The lists can respectively relate to a user
controlled list and/or an operator controlled list, as described above. The list maintainer
308 can manage the lists using access point identifiers, which can be received over the
air by the various access points, in one example. Additionally or alternatively, the list
maintainer 308 can utilize a group identifier advertised by a given access point that
indicates a commonality between the access point and other access points (e.g., a
common service provider, architecture, communication protocol(s), bandwidth, and/or
the like). In addition, the list maintainer 308 can manage the list based on

communication parameters, such as a PN offset, bandclass, radio channel, and/or the



access point to the whitelist managed by the |ist maintainer 308. The
determ nation of desirable access can be based on a nunber of access
request s woaoedeogont erf ace 302, a determ ned | evel of secTiusegoBs46ughput
or other functionality, a neasured tinme of access point utilization by the
communi cati ons apparatus 300, a nunber of requests or data transferred

bet ween the comruni cati ons appar at us 3093 and/ or the access point, packet
error rate (PER), such as when using voice over internet protocol (VA P),
etc. [0087] |n one exanple, the event detector 304 can determ ne a change
in oper at i nglikarckie ©raiic sy iR agrsteRAnth ol this Fegparde therist Bl2intdiesr 308 €38 poi nt
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bl ackl i st hortovxtsﬂ biirécidted 1hat aRathRY liexatiplaier B&rr]ce n@ﬁggag lm&m&emwwc& by a
user on the commruni cations apparatus 300, such as dialing a nuy
i ndi cate | i sEONSHRY SR U &8y, 2 logplayhitehsighgyhave fsgpnimpen ?qt@’t‘)”th 1@(%@]2&
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net wor k commnds related to |ist nmanagenent. I n one exanple, the network

conmmand r ecei {8t caads bad Opélé@v%orap(@naﬁ%ﬂaﬂm %Rpmawﬁo%ﬁpmcwean lyt ey access

points from de&?ettYiQé i‘orQﬁU‘I&@&%%m( Vétca RMhdaftioh Sthe IHQt' rﬁ&mta%lh%&% GRAPIHDiIcat i ons
appar at us, otherwse). Sinmilarly, the network comand receiver 306 can

receive a li %qtom@wchtaetavﬂtl%, tfore exsmplani veerd @nwhitghipta peseissPFWOIss prisled ftp cthg | y
(and/or a grpyp Lo éﬂ@hmn&lﬂﬁmgo ncﬂhbrﬂzﬂl%aﬁ}pﬂé‘i@t%ttgé aP&F p&lgt) frofi4hd her,

the network conmand receiver can recel ve conmands re t 0 managi ng
| ocal and/ or whitdisalprdnipstvéy the uthrizes 308 fomam cisoluon, query the underlying wireless

network for resolution, and/or the like.

[0092] Also, the list maintainer 308 can enforce rules for processing additions, deletions
etc. In one example, the lists can have maximum sizes such that the list maintainer 308
can insert entries into the list and expunge some list entries to make room for new
entries where necessary (e.g., in view of the maximum size). In one example, the list
maintainer 308 can use first-in-first-out (FIFO) to remove latest entries in favor of new
entries. Thus, where an access point entry is the oldest or otherwise last entry in the list,
it can be deleted upon the list maintainer 308 inserting a new access point. In another
example, the list maintainer 308 can maintain a histogram of encountered black list
access points and can remove list entries that are oldest and have a lowest number of
encounters, in favor of new entries. In one example, the following formula can be

utilized to compute a metric for given list entries to select for removal.

NE
(K + (Tnow - last ))a




add/ renove certain access point or related group entries, conmands to flush
the lists, and/or the like. [0089] In one exanple, the network conmand
recei ver 80@o@anogvecei ve t he commands based at | east i nPpaRUS2@9/0384p4 eVi OUS
request for network list information; it is to be appreciated that the
commands can be received without query as well, however. Additionally, the
networ k comrand recei ver 306 can receivg,a notification of access point
operating paraneter or authorization créedential change and can accordingly
renove the access point fromthe blacklist or whitelist, as descri bed
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backhaul [|'i nkommndé@iond fpatats 00 4h @@wseldc@me thiiBg ¢AMBRNG CRBvdEesirgbladd a
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descri bed herein, oon an individual access g0|nt basis. In one exanple, the
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PUZL can take precedent over the |lists nanages by the |ist maintai ner 308.
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[0094] In an example, the list maintainer 308 can leverage the list entry timer 310 to

remove list entries. In this regard, after a period of time, entries can be removed from

the blacklist and/or whitelist such that the communications apparatus 300 re-evaluates

the access point or group of access points corresponding to the entry. The list entry

timer 310 can determine times for removing access point list entries using substantially

any timing mechanism. For example, the list entry timer 310 can comprise an

expiration timer where each entry has an associated time after which it is removed from

the list. In another example, the list entry timer 310 can comprise a telescopic timer that

can be index based. For example, a back off timer can be utilized after expiration of an

initial timer where the timer value is based on an index related to a number of times the

access point is added to the blacklist. In another example, the timer can be based on a

number of failed access attempts, as described, such that a back off timer parameter can

be multiplied by the number of failed attempts to produce the timer. It is to be

appreciated that the list entry timer 710 can escalate the back off timer per failed attempt

(or encounter in the previous example), for instance. In addition, it is to be appreciated

that the list entry timer 710 can utilize a combination of the above timers as well.



communi cation paranmeters, such as a PN offset, bandcl ass, radi o channel,
and/or thelike related to one or nore access points. In this regard, the
list mai rwaiznev12898 can al | ow addi ti ons and/ or del eti on®Craskéve/0Bg4st usi ng
the proper indicator. [0091] In addition, the Iist maintainer 308 can
process add/renove requests with respect to the blacklist(s) and/or
whitelist(s) received fromthe interfacg 302, event detector 304, and/or
net wor k command recei ver 306, as described. In addition, the |ist
mai nt ai ner 308 can flush the Iist based on_events or commands recei ved at

t he i nt er f acW0%02Accaiimy: to gbewennyy. thpdist maniingr 30fetapdharageomiyidesddialer 306.
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of the communi cations apparatus 300, such as access point eval uator 312, to
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list and exppoas BOMR biadlpl€Nhé i8& st PolRkLaliOMDrcaReWr eRbbRS WG €
necessary (e.g., in view of the maximmsize). In one exanple, the |ist
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in favor of pewERbY in eﬁrefeﬁ@d’?eo OBE1Ss, AhiALEASR 1H@1beﬂéd S h ¥erl 1o H?é?fa% dest or
otherwise last entry in ist, it can be del eted upon the
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formul a can plﬁ“rent list of neighboring access points. The access point evaluator 312 can filter
access points that do not match desired geo-location parameters out of the list. The
interface 302 can allow selection of an access point from list for which to establish
wireless communications. In one example, the interface 302 can additionally add the
access point to a blacklist or whitelist by explicit indication and/or implicitly based on
selecting the access point for communication establishment. It is to be appreciated that
the access point evaluator can establish connection to one or more access points based
on analyzing the blacklist(s) and/or whitelist(s), in one example.
[0097] Now referring to Fig. 4, illustrated is a wireless communications system 400 that
facilitates wireless device access point list management. Wireless device 402 can be a
mobile device (including not only independently powered devices, but also modems, for
example), a base station, and/or portion thereof, or substantially any wireless device.
The network device 404 can be substantially any core network component that
communicates with and provides wireless access to the wireless device 402 via

substantially any communications medium (e.g., wired or wireless connection, via base



utilized to conpute a netric for given list entries to select for renoval
NE (k +(tnow - tlas )gwhere NE is the nunber of nunber of encounters of the
bl ackl i stw0 2aexie8®spoi nt, K is a positive constant, TnowCIAISkII0/088454 ent
time, Tlast is the last tinme of encounter by the communi cations apparatus
300, an a is selectable tuning variable to achieve desirable results.

[0093] Also, the list maintainer 308 cap.utilize PUZL formatting and/or a
PUZL in the comruni cati ons apparatus 300 to provide the list functionality.
For exanple, the list maintainer 308 can assune all access points are
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point is added to the blacklist. In another exanple, the tinmer can be based
on a or operating parameters of an access point (not shown), and a network command

provisioner 416 that can generate and transmit network commands related to
maintaining the local and/or global whitelist(s) and/or blacklist(s).

[0099] According to an example, the list maintainer 408 can manage local and/or global
whitelist(s) and/or blacklist(s). Management can occur, as described, via a provided
interface, local event processing, network command processing, and/or the like. The list
maintainer 408 can acquire a list or create a list with no initial entries. In addition, as
described, the list maintainer 408 can place access points, which the access point
evaluator 410 initially discovers, in a blacklist allowing subsequent removal and/or
specification in a whitelist. Thus, as the wireless device 402 travels over a wireless
network coverage area, the access point evaluator 410 can discover access points and
provide related information to the list maintainer 408 for list processing, as described
above. In another example, the list maintainer 408 can receive one or more list and/or
list management commands from the network device 404.

[0100] For example, the list generator 412 can generate access point lists related to a
service provider associated with the network device 404, loading of different access
points related to the wireless device 402, a service provider associated with the wireless

device 402, a type or capability of the wireless device 402, a subscription related to the



nunber of failed access attenpts, as described, such that a back off tiner
paraneter can be nmultiplied by the nunber of failed attenpts to produce the
timer. |twD0e2898appreci ated that the list entry ti mePCTAS2aa03%scal at e
the back off tinmer per failed attenpt (or encounter in the previous
exanple), for instance. In addition, it is to be appreciated that the |i st

entry tinmer 710 can utilize a conbinati of the above tiners as
wel | . [0095] According to an exanple the |list maintainer 308 can nanage and
provide virtual lists. For exanp he |ist nmaintainer 308 can consider
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generator 412. The parameters, for example, can relate to PN offset, bandclass, group
association, authorization credentials, added or removed functionality, bandwidth,
service provider compatibility, and/or the like. The network command provisioner 416
can generate a network command update to the wireless device 402 based on the
parameters. The network command analyzer 406 can receive the update and determine
the parameter modification. Based on the modification, the network command analyzer
406 can forward the modification information to the list maintainer 408 for local
updating of the list. In another example, the modification can cause the list maintainer
408 to remove or add the access point to a managed whitelist and/or blacklist. For
example, where the modification is a change in authorization credentials, and the access
point is in a blacklist, the list maintainer 408 can remove the access point from the
blacklist causing the access point evaluator 410 to detect the access point when in range
such that the wireless device 402 can reattempt connection with the modified

parameters. It is to be appreciated, however, that the access point can be re-added to the



on analyzing the blacklist(s) and/or whitelist(s), in one exanple. [0097]
Now referring to Fig. 4, illustrated is a wireless comuni cati ons system
400 t hat weacntytet9es w rel ess device access point |ist mamageeneo8845WV  rel ess
devi ce 402 can be a nobile device (including not only independently powered
devi ces, but al so nodens, for exanple), a base station, and/or portion
thereof, or substantially any wrel ess vi ce. The network device 404 can
be substantially any core network conponent that conmunicates with and
provides wirel ess access to the wireless device 402 via substantially any
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408 can perform the action indicated in the message.
[0103] For example, where the command is a whitelist addition, the list maintainer 408
can add the access point to a whitelist or PUZL in view of the parameter modification to
attempt wircless access to the access point upon a subsequent discovery of the access
point by the access point evaluator 410. In one example, the list maintainer 408 can
determine network provisioned PUZL entries supersede locally housed lists and can
additionally remove the access point from a blacklist, if present, when receiving a PUZL
entry command, as described. In another example, the network command provisioner
416 can indicate the actual update in the SMS message, in which case the network
command analyzer 406 can determine an action based on the SMS message (e.g.,
modify parameters of the local list to match the update, add the access point or related
group identifier to a whitelist, remove the access point or related group identifier from a
blacklist, ezc.). The list maintainer 408 can perform the determined action, as described.
[0104] In yet another example, the network command provisioner 416 can generate
timed events to the wireless device 402. For example, the network command

provisioner 416 can create and transmit an event to flush all lists at a given time in the



descri bed, the list maintainer 408 can place access points, which the
access point evaluator 410 initially discovers, in a blacklist allow ng
subsequernwonremonzesdsand/ or specification in a whitelist. PCHAS200093845€

wi rel ess device 402 travels over a wirel ess network coverage area, the
access point evaluator 410 can di scover access points and provide rel ated
information to the |ist maintai ner 408 r list processing, as described
above. In another exanple, the list naintainer 408 can receive one or nore
list and/or |ist managenent commands fromthe network device 404. [0100]
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or substantially any network or device event. The network command anal yzer
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or locally created, as described herein, the |list maintainer 408 can store
lists and mataglevics bsedpengitviosneonsnan At cYans ahideaqribed aador the lkegofog an

obtain a curggayd | &1 sWREN tRVidlHL 98 BFGASS PR rfallesd Phihds 3h tRElECt 1 ON
or reselection. Once lists are provisioned and/ or created, the network

devi ce 404 caf alhgontsriessi Y0 @polnretidaypdamese fustog 506 glriifagnsmord b was s,
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detect nodification to one nore paraneters re to an access point in
one or nore todlow ﬁlmh'@ge]@b gyiret hs. [If istto be appreciated that many other functionalities

can be provided by interfaces, such as obtaining further information regarding the

access points, setting a timer for access point removal from the blacklist, marking a
blacklist entry as permanent, and/or the like; the interface 500 shown is but one
example.

[0106] Interface 502 shows a list of in-range access points 510. The list 510 can be
displayed in response to engaging a scan button 514, in one example. Again, the list
510 is selectable, and an add button 512 is provided to add a selected access point from
the list 510 to a blacklist. It is to be appreciated that similar interfaces can be provided
for a whitelist; in fact, the interface 502 can have both whitelist and blacklist add
buttons. These interfaces 500 and 502 are but one of substantially limitless possible
interfaces and are presented herein as examples. In addition, the layout of the example
interfaces 500 and 502 are but one of substantially limitless layouts that can be utilized.
Also, it is to be appreciated that substantially any available interface technology or

framework can be utilized to develop and render the interface to a mobile device.



generator 412. The paraneters, for exanple, can relate to PN offset,

bandcl ass, group associ ation, authorization credentials, added or renoved
funct i onawDt2g9q9/aesvdwi dt h, servi ce provi der conpati bilitycTamsddoonssshe |ike.
The network command provi sioner 416 can generate a network comrand update
to the wrel ess device 402 based on the paraneters. The network comand
anal yzer 406 can receive the update and3§eternine t he paraneter

nodi fication. Based on the nodification; the network command anal yzer 406
can forward the nodification information to the |ist maintainer 408 for
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whitelist and/or blacklist. For exanple, where the nodification is a change
i n aut hor i za¢f Fnlasstwgethe mgthodolagies arp shoyaiand slessaibert asiasseries of aptsaekIt9 8¢ | t he
i st mai nf al BefondQ8 8Bl ETRULnANRe ARERESORA! S nbf BIS Bb BRI bSkencauST NG
t he access point evaluator 410 to detect the access point when I n range
such that the winretctswagayiaceorddge with anear empespeanneetl onditipredt ariess

nodi fied par ters. lt.JsS. reei ver t ess
poi nt can be£¥@¥§8§gfe%gFfﬂéﬁngfﬁﬁg?}&?%%8g§g%%¥§?ﬁﬁgg%§ﬁfg%?%gﬁ%ﬁéd
access fail sthosgsakitldde gs tlef att heillmodiefstand qudr @ypetceres that ta msthbdoléy eq@pd eci at ed
that the network .c nd praovjsioner 416 can al so determ ne appropriate
ot action HReli R RO REIH R o an e anT R S ey 1 PPR R
comrand to t hiegraimr el Msoteyinoe afl0Alus{rAdd 2kts| magnie: exquirpd eto  irydemneait wor K
command provisio&gr 416 ca aIS@b enerate and transmt conmmands to the

wirel ess deviPEROITLRY B REOEE OV IR R GORREPTHI | i st si zes and/or i st

removal i nst [owed]i Tsing a5 TESE hibedardo tRothoddicy | GO0 athty facillibies N@lligHzKa command
provi sioner 416 can transmt_conmands to the wrel ess dEVIﬁg 402, and the

net wor k conmBlAcklishiaicyalutingsellcion it &51¢Rtop ARY ergiepigsHEn 15 ispiiyedsat 602,

functional ity ac¢bd pBinP 8®RriRindtan QontiAVEE ddefat KRasclibeaKihe AR chibBe | 1 ke.
I n addition, grOV|S|ons can be PUZL |ist entry conmands. Thus, in one

exanmpl e, t herigdaioet bise dfeatiger ef/ P 3agcsy PATY acHAUMES &HFHOR ddtifiBiEionF @Bt i on to

one or nore PArARhfhtafiG! O}?atrﬁlqetérg A oPHE BRS RPN khe iddRiFRLLWRE kigRIMEBNd
provi si oner 416 can accordi ngly generate an SM5 nmessage conprising a

command to adifferchiate grasselh diont fangoegllvsicese|osits, (e qje , examplglz| Ab o tthen

commnc) o YEIPAT BBk oAy ey i ks, sggend

402. The list can be locally or globally maintained and/or specified, as described. Furthermore,
the functionality can be similarly implemented for a whitelist of suitable access points.
At 606, it can be determined whether to establish communication with the access point
based on the comparison. For example, if the access point is in the list of unsuitable
access points, communication should not be established. At 608, one or more disparate
access points can be scanned based at least in part on identifying the access point in the
list of unsuitable access points. Thus, the blacklisted access point is ignored, as
described.
[0109] Referring to Fig. 7, an example methodology 700 is shown that facilitates
allowing blacklist and/or whitelist manipulation through a provided interface. At 702, a
list of in-range access points is provided to an interface. The list can be obtained, for
example, by scanning for the access points and recording a base identifier, group
association identifier, communication parameters, and/or the like as advertised by the
access point. In addition, the interface can be a GUI, API, and/or the like. At 704, a list

management command can be received from the interface. The command can relate to,

for example, adding or removing access points from the list, flushing the list, retrieving



networ k command anal yzer 406 can receive the SM5 nessage, and the |i st
mai nt ai ner 408 can performthe action indicated in the nessage. [0103] For
exanpl e, wbher®/bgscommand is a whitelist addition, thePCiraiS2oniosgsas ner 408
can add the access point to a whitelist or PUZL in view of the paraneter
nodi fication to attenpt wirel ess access to the access point upon a
subsequent di scovery of the access p0|ng by the access point eval uator 410.
In one exanple, the list maintainer 408 can det erm ne network provisioned
PUZL entries supersede locally housed lists and can additionally renove the
access poi nt 2CPBRCH BragRicrs tid/qrithqliles bt 706whe st eae bF wiodificd tpesficcidhe ry

command, as (&b nt AL NBlus &FBARMR e &H@re&tﬁ%ﬁ"ﬂ 'ﬂleQB%Qﬁnﬁ{rf%é si oner
416 can indicate t actual update in the %I\/B nmessa case the

net wor k conmehi@r %ﬁh@&rlyﬁéqselmg @egsssaetidy 1 the Wemle%scltqﬁmfkb@s@dat@% ligtigan BNVS
message (e. gmnmggghkyrpgggmeters of the local list to match the update, add
t he access point or ated group identifier to a whitelist, renove the
access poi nt [010] rBiraingdo diig U illaéntedl fis en ckarople andthaloloky $00 thstt dagilitatthe | i st

mai nt ai ner 4Qc§w81%rbr9\¢ {)1191[1%] fﬁsqru%%tgs t%‘IO %r?n Eé %%blleaéevgc%éc %8? ali SQJO 4] In

yet anot her exanple connan provi sioner can generate tined
events to tha:cwsrp@hressardbmgemraaém Tﬁerhstexmrpcbreespd:nkietomebkad{lkt oomﬂmdd;t
provi si oner 416 can create 19 LT mt. a Hg 9 k d / is at a
given time i FPHER ?8“01%%’ “IHgt \R%rsﬁe%é“m% ' e?ﬁ%ﬂ”?@ 12{8‘6‘ % SrPe?ES Ve the
nmessage, det aibsdriber dihdevivomarerd thealiick. dacat dkagply, theﬂBitI’cuﬁ:be tdugeved ditom a

mai ntai ner 408 to flush the.li.sts.at th ecif time. The |ist.
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is to be appioesicat @thrd Mabild iG] HaMFRMAEcht PicPMIES TARE thedhbbikalvicepl ement
measures to ensure the commands are received by substantially all_ intended
wirel ess devfaigstaingeqpy s thedisbpng jegeive Prawglml%dsmﬂlﬁtes Fegjifeilly gopy reflects

acknomdedgen&g&m&%?ggmﬁﬁﬁnmgmg{or the like. [0105] Turning nowto Fig. 5,
exanpl e user interfaces 500 and 502 are shown that can be utilized to

provi de acceldlhohind06 p gnodificatieneivetit ongfatige ReBmEsT gbd ewessaing s ghei lised

herein. | ntegf,ageqaQid, &Rfm%%%”@hﬁtm&ﬁ@Wﬁmﬁmﬁh%ﬁn%@t@hﬁﬁﬁ&iﬁiﬁ@cﬁ@%ﬁss
poi nts 504; an access point identifier is shown, but other identifiers can

be used as wabre mghiehdeyirey dihpugoagsowicatl ba aeersnPPINT RS incehirgklist a8d ons
parameters ofp, édrd egﬁﬂg{oaﬁm%ea Hskﬁpda?esmﬁ %ﬁ% tP&%xan§$&n%QQQﬁ§nlﬂgd nts can

have been blac Iste user viat I nter
to the mobile deV1ce indicating to remove the access point from the blacklist. In this

regard, the mobile device can attempt connection to the access point in view of the
modified parameter. In another example, the modified parameter can be transmitted to
the mobile device to allow the device to determine whether to reattempt access in view
of the modified parameter.

[0112] Fig. 9 illustrates an example methodology that facilitates maintaining multiple
access point lists. At 902, an operator controlled list of access points can be maintained.
As described, this can relate to a list of access points for which updates are received
from a wireless network and accordingly processed. In addition, the list can be a
blacklist or whitelist, as described, and/or a general list with blacklist/whitelist
identifiers. At 904, a user controlled list of access points can be maintained as well.
This can relate to a list of access points that can be updated using a provided interface
(e.g., GUI, API, and/or the like), as described. Similarly, this list can be a blacklist,
whitelist, efc. At 906, an access point for providing wireless network access can be
determined based on the user and/or operator controlled lists. Thus, where at least one

of the lists is a black list, access points in the blacklist will not be considered for



t he devi ce based on network command and/or events as described, and/or the
i ke, for exanple. As shown, the interface 500 can all ow sel ection of
access powot2e0910898e |i st 504. The interface 500 al so pPOTiu$e@IA3SISHNDVE
button 506 to facilitate renoval of one or nore selected access points in
the list 504. Additionally, a flush button 508 is shown to allow flushing
the entire list. It is to be appreciated,that many other functionalities
can be provided by interfaces, such as oObtaining further information
regardi ng the access points, setting a tinmer for access point renpval from
t he bl ackl i stequeitpkiviigless BEYeI pesessendimlady. pBerpehderst oxnal Be listels| #ke; the
interface 50QnghRWMd @cUboiN@nDE AR i&red BLO&Ess! Nt 81d BE EpppQ2at&h@iSIs® | 1St
of in-range access points 510. The |list 510 can be displayed in response to
engagi ng a sewRligueancyiiss befwegmthe meer apd apirator pepdioHed kitie apd sreclppgms gan

sel ect abl e, 2 ' SS
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502 can have htel i . | ackl | but t ons, i faces 500
and 502 are g@?ﬁgmgﬁ%%gggéé?%% fé%?@Kf%ﬁﬁ??gggaﬁ%géﬁ6?%JF%%§?#%%%%e§nd are
pr esent ed hehetin, iafrananmph s malleregatding iupdating hlacklawont/ oowhitdists @xanghge

i nterfaces 500 502 ar t.gne of substantially limtless |ayouts that
can be vt i1 pantgecd i, @y Tigedl sPlRl PRl Brink. B AR AR
avai | abl e i nheeihate téractortahfogyor Oinféreanrtweftk geadralbetoutht praced dfacdenieg op and
render the interface.to a nobil.e device.[0107] Referring to Figs., 629,
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Turning to Fig. 6, an exanple net ogy 600 that facilitates utilizing a
are correlated in close temporal proximity, and whether the events and data come from

one or several event and data sources.

[0114] Fig. 10 is an illustration of a mobile device 1000 that facilitates maintaining a
blacklist and/or whitelist related to access points in a wireless network. Mobile device
1000 comprises a receiver 1002 that receives one or more signals over one or more
carriers from, for instance, a receive antenna (not shown), performs typical actions on
(e.g., filters, amplifics, downconverts, etc.) the received signals, and digitizes the
conditioned signals to obtain samples. Receiver 1002 can comprise a demodulator 1004
that can demodulate received symbols and provide them to a processor 1006 for channel
estimation. Processor 1006 can be a processor dedicated to analyzing information
received by receiver 1002 and/or generating information for transmission by a
transmitter 1018, a processor that controls one or more components of mobile device
1000, and/or a processor that both analyzes information received by receiver 1002,
generates information for transmission by transmitter 1018, and controls one or more

components of mobile device 1000.



bl acklist in evaluating cells for initial selection and/or reselection is
di spl ayed. At 602, an access point advertising an identifier is detected.
As descriweapowhesisdentifier can be related to a base i @#emtuskéoon3ssfs t he
access point, a group association identifier, one or nore conmuni cation
paraneters, and/or the like; further, the identifier can be utilized to
differentiate macrocell from fentocell gecess points, in one exanple. At
604, the identifier can be conpared to a list of identifiers related to
unsui t abl e access points, The list can be locally or globally naintained
and/ or speci [Ed, Mglileglexice i1B@H?anﬁﬁﬁﬁlﬁ@l’IW@P“ﬁ%@em%cl%p% Hhat istopergivelpe

simlarly i mpligmant&fodeWNor 30881 A& Haf barPltoRUidAR Bc AGRETRPD IR dala, 606, it
can be determ ned whether to establish communication with the access point

based on t heinéumpten tdied Porvaidabimeliaancly, fdatatpesogistedsiitpanaized sighal anher | i st of
unsui t abl e a@?&é&n@@kt%gm, GRTTHARLE kO t(ﬁgﬁ)%s n'a@fgh%%el‘??&g?{ Fé&e&-thét 608,

one or nore disparate access polnts can be scahned base east 1 n part

on identi fyi hke, pivbanyetles suijpbliennfoinptioh orlestemating aighsnnict anidl comasivissisngpad nt s.

Thus, the bl agkl d LNE. 1Sk d S [i .
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al | ow ng bl agkbdigtd wil fomanhg tel/orsttilizapiapbhak] @, therfougincabgsed) chghedy

i nterface. A% 7 21 a list of in-range access points is provided to an

interface. T'%e’f§p‘can be obtained, for exanple, by scanning for the

access poi nt p1eapdit melE be dppreci@cd aaethc dientdtdre €4.g., geoufy BE¥SDdésatibedrherein

identifier, coq%ynhcathon Rgraneters, and/ or the Iikela aqyertHsed by the
can B¢ Sl YA MERE; HePYUNES FSHOBe CRCBUNC KRN XHE1I5 A he

access point:

like. At 704pomolatiBtmdmIMAIBIRAY o CIOINIRKGH, QAN nBeiniiR66M, ek dinbheryicat er f ace.
The command can relate to, for exanple, addin%%or renobvi ng _access points
fromthe |istclufe yiepd ngply naemerys (ROMy.r ipegraiyadle sSRONbi (RROPAr st &rly  and/ or

the like. Atpf@BmntdbR ROM (ERRORS, RRELAIR cla@ubiePROBt (EREROMS! oFERAGENENT

command. Thus, upon subsequent request for the list by an interface or for
sel ect i ng/ r eBeMaRt i YigJatile @wgwrpeAnringuderangpan ggcews) esory sRAYPK whigh a¢tpdat ed

l'ist can be [gthiiRUaR ANELR! BY WIS DS iR 2AHNDH DFitdBnRAM Bavdilabisd r at ed
is an exanpl e nethodolog% 00" that facilitates network provisioning of |ist
updat es to ofemoroppy esugbbis eyadynees . RAM gORAM), | dyemist RiMedB nts can

e gomer T i SO PUSI L PPN SRR laghageor .

to a SDRAM (ESDRAM), Synchlink DRAM (SLDRAM), and direct Rambus RAM
(DRRAM). The memory 1008 of the subject systems and methods is intended to
comprise, without being limited to, these and any other suitable types of memory.
[0117] Processor 1006 can further be operatively coupled to an interface 1010 that
allows specification of commands related to managing a blacklist or whitelist of access
points, as described herein, a list maintainer 1012 that manages such lists, and an access
point evaluator 1014 that can establish communication with an access points based at
least in part on the list(s). In one example, the interface 1010 can list available access
points and can allow selection and/or specification of access points to a blacklist and/or
whitelist. In addition, the interface 1010 can allow scanning for access points, marking
one or more access points as a permanent list entry, and/or the like, as described. In
addition, the list maintainer 1012 can process requests from the interface 1010 as well as
event driven and network provisioned list management, as described. The access point
evaluator 1014 can initially select and/or reselect an access point or related cell for

wireless network communication based at least in part on whether the access point is in

one or more of the lists. For example, where the access point is in the black list, the



subscri ber or device, and/or the like. In one exanple, the list can be
retrieved froma database that stores the |list for a given nobile device.
At 804, twe 2bigog9an be transmtted to one or nore nobi PeTdS200M384F0r | ocal
managenent thereof. Thus, the nobile device can retain a copy of the |ist
and recei ve provisioned updates to ensure its copy reflects network
specific information. [0111] At 806, a ?pdification in an operating
paranmeter of an access point in the |list can be detected, and at 808, a

| i st update command can be transmitted to the one or nore npbil e devices.
Thus, for ex#FpISe0itfevlhon Etldswn RHrmpt Ralgcqts 22OthAr Ae4aS BPINGFAY NERadBRd an

operating pajalRis&letwd@k héSts. WAGRIElk 2166 {Moruthe ChBRAS a%upa?ortl'b@@sm tted
to the nobile device indicating to renove the access point fromthe

bl ackl i st. [|#ndtrnsmiteyd01s, thettyespegsiclyemerbidte andetsgnsmittsegnpls t¢ dpniagtencsnat o t he
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nodi fi ed paraneter can be transmtted eV|ce to al t he
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facilitates marnta 1 e access porn an oper at or
control |l ed Iﬂ&pnmé$amﬂﬁésrmmhmkaxmaﬁOBQnmmhmmalned As described, this can

relate to a ess 0|nt re ved froma

hir o ess not i Bl ACHE8S aP 2ifile bk bfhtRSRAER R lfot%h?hﬁvgfefleéan be a
bl ackl i st orcodwhiigitatioh sysasn dHE)Crl’epledme dind/sarioa 1 @nat ahe hdoBile tdvide 1150
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and/or the like), described. Simlarl this |ist can be a blackllst
whi telist, e%tetlonman %moaalfsg &8 SahBe ﬁltbS%Bfrlaﬂpfr%W%n Hflrihgre fEs cxsRlr k

access can b@ass%%ﬁmmﬁﬁmﬁﬁl@ﬂﬂ@aevﬁ&el 148 efes@ibed BEIORPEmAIMItioaONtis @ bed
lists. Thus, where at |east one of the lists is a black list, access points

in the bl ackMPEciafd thatrhgse ﬁ@l%}oﬂépéa@l/eﬂmpwer@ﬁ‘qtfésltlﬁ%gawm@mé% Eebr k
access. Sim hagd Y.4 YEI®, ﬁﬁerﬁa@e%s(hgors? aftf/ort ﬁl&h&dss(tﬁgs' §-98 qWatib&l h3lin 1§ he

access point can be considered access. Is to be appreciated that
| i st confl|cﬁ@ﬂﬁﬁmwéﬂp%ﬂowémﬁﬁﬁﬁmﬂhﬁeb@éﬁﬂand operator controlled lists,

and mechani 5[6319?3 W (R Qﬁ fohN§ 5, ki rdrafaell 6r %ﬁiﬁﬂbe? BPddrd sg}egms %%rﬁg@egrffo%g Al

908, access he wireless nétwork can be requeste romt et erm ned
access poi nt data source 1112 to a transmit (TX) data processor 1114. According to an example,

each data stream can be transmitted over a respective antenna. TX data processor 1114
formats, codes, and interleaves the traffic data stream based on a particular coding
scheme selected for that data stream to provide coded data.

[0120] The coded data for each data stream can be multiplexed with pilot data using
orthogonal frequency division multiplexing (OFDM) techniques. Additionally or
alternatively, the pilot symbols can be frequency division multiplexed (FDM), time
division multiplexed (TDM), or code division multiplexed (CDM). The pilot data is
typically a known data pattern that is processed in a known manner and can be used at
mobile device 1150 to estimate channel response. The multiplexed pilot and coded data
for each data stream can be modulated (e.g., symbol mapped) based on a particular
modulation scheme (e.g., binary phase-shift keying (BPSK), quadrature phase-shift
keying (QPSK), M-phase-shift keying (M-PSK), M-quadrature amplitude modulation
(M-QAM), etc.) selected for that data stream to provide modulation symbols. The data
rate, coding, and modulation for each data stream can be determined by instructions

performed or provided by processor 1130.



[0113] It will be appreciated that, in accordance with one or nore aspects
descri bed herein, inferences can be nmade regardi ng updating bl acklists
and/ or whwoebésgigssaccordi ng to i nterface conmand, det ecPet/usSe@ansg4snet wor k
provi sioning, and/or the like. As used herein, the termto "infer" or
"inference" refers generally to the process of reasoning about or inferring
states of the system environnent, and/ user froma set of observations
as captured via events and/or data. Inference can be enployed to identify a
specific context or action, or can generate a probability distribution over

states, for BtHEhpihe madwdationsunbelt &rdhhdae sireanen bF Sravided hae Tos MIME

conput ation %cé%s&ﬁ%@%ﬂ&ﬁ YanOfusthér IQHéeksoﬁhe Y SulaBb AL ERbIA (e' ALRF @‘f?bl\@as ed on
a consideration of data and events. I[nference can also refer to techniques

enpl oyed for TSoMIMK! mgockisghdn 20 ehen pearidse SV modplatigresymbolestesams tandif or
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froma set o erv events an stored event ata not the
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and data congn&mggbgnﬁg h§§gﬁ&ﬁwl%¥§8%f?ﬂq?9ata sources. [0114] Fig. 10 is

an illustration o facilitates maintaining a
bl ackl i st angizx kdoh ttenssitter ¢122t edeita anicmsesmlant@pacnveasymboélsesan net wor k.
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that can denpesileht €22t eeaiavafitsy FO@ING a8REndN 0¥adRrotiflemuQ rapgtioggssor 1006
for channel estimation. Processor 1006 can be a processor dedlcated to
anal yzi ng i nf9&#3ety @ﬁbliee%f‘éweld%yt § dapinylied T@@éata%a%%ls genarasdny N

information §Q&nhd AN SEdueR MY¥2Radd HRSRETARI sidfdl 8ron? cRMOSRSHO 1 15D at
controls one or nore conponents of nobile device 1000, and/or a processor

that both anBioyisedq prsperivs sirciveic @GR bypdr duerahet! S4p0bachyserivostldsd

information fapidoha SRrOAnPYALS aR6 BASH £ € QBh1 O4igitioRGnOr nore
conmponents of ngbl G%?LV|ée 1% 0115] Nbbr%gﬂdgﬁﬁggvlo cé%naddltlonally

conpri se rren@ﬁrnyllt@e@BSIglwétto D@V@pémplpwn@ furgppedesse the @%ﬁ%@sotp PIQO®® and t hat
can store da&ﬂm%@nﬂﬁﬁtﬁﬁg§&ﬁ%gﬁﬂﬂs gﬁglved data, information related to

avai |l abl e channel s ata assotiated Wth anal yzed si gnal and/or
[0124] An RX data processor 1160 can receive and process the Ny received symbol

streams from N receivers 1154 based on a particular receiver processing technique to
provide Ny “detected” symbol streams. RX data processor 1160 can demodulate,
deinterleave, and decode each detected symbol stream to recover the traffic data for the
data stream. The processing by RX data processor 1160 is complementary to that
performed by TX MIMO processor 1120 and TX data processor 1114 at base station
1110.

[0125] A processor 1170 can periodically determine which precoding matrix to utilize
as discussed above. Further, processor 1170 can formulate a reverse link message
comprising a matrix index portion and a rank value portion.

[0126] The reverse link message can comprise various types of information regarding
the communication link and/or the received data stream. The reverse link message can
be processed by a TX data processor 1138, which also receives traffic data for a number
of data streams from a data source 1136, modulated by a modulator 1180, conditioned

by transmitters 1154a through 1154r, and transmitted back to base station 1110.



interference strength, information related to an assigned channel, power,
rate, or the like, and any other suitable information for estimating a
channel aw0 20@ovm8¥8cati ng via the channel. Menory 1008 eam/tsdavvssanal |y
store protocols and/or algorithnms associated with estimting and/ or
utilizing a channel (e.g., performance based, capacity based, etc.). [0116]
It will be appreciated that the data store (e.g., nenory 1008) descri bed
herein can be either volatile nmenory or nonvolatile nmenory, or can include
both volatile and nonvolatile nmenory. By way of illustration, and not

limtation, W& ohabiseestationoth)OcHi Inﬁ@l!l%fé Slrg@@!a fesrn ynehdlgorleyice RORY , are
progr ammabl erBM A B tenn%!s eﬁtﬂ' %a‘llldltYOI]@&Ow que 1M (ERRMed by a

el ectrically erasable EPROM) , menory. Volatile rrermry can
i ncl ude r andé@@@@béssllﬂ%mdprqmm bymwa@d:tr@cewr éxtletorrxiragdbhecvaseory. By

way of illus EYalel I i i a i ms such
asysynchronohlg Rks(l%/lg% ﬁ};’m{eg bka%n%}bgglg%\l/f Bg% ﬁﬂgé;n i?%%}cguls‘}@ rfzs%f-?AM,
doubl e data ﬁ@K%H@IW#mW$@£FDQBRmN@GW@Nh@ﬁ@@dﬂSDRANH©E@DRAM%WHE@h@Hh?nk DRAM
( SLDRAM) , angleal f&%ﬁﬁ% SRQTTH%JS RAM (DRRAM) . The nmenory 1008 of the subject

systens and ne ‘ended to conprise, without being limted to,
t hese and anpo128] hipcessoird atHOeartdybléQ @h diecmniey., c[oﬁttdl?]:odi’dmaie,sma:mag&,%ﬁ)can

further be oper IIV ter ace

spect T cari osroRaitGSPer 0 16 B8 hAELIREE I arkrely®yr WRrsctit ot o
access poi nt procasorgde $3r hlﬁEdl?lOed’aﬁlba,asa)clalteﬁltwmalm’emry‘ler32lﬂ1ﬂ21 1t7hahatr§lmages
such lists, and an gccess oi nt eval Ebjg%tso d?ﬁ 4 th t can est abl

cormuni cat i oRfORRPHCOSR OrHitss (?836{15 59 Wrﬁgﬁco‘@')‘ﬂutf‘thoéls 9 st (s).

I n one exanpli@ivet hequeidye bh@Gplidd Gegasel bsimatdéatdralk eufinkessl @owAligk, and can
al | ow sel ection and/ or specification of access points to a blacklist and/or
whitelist. |%2§8Y%-0n, the interface 1010 can al | ow scanning for access

poi nts, mar k[omzp]omes Rbe RIS REE BB HROUsPE ﬁcr%e@%éﬂ%ﬁlﬂ&ﬂtbehh?tenﬁﬁﬁeﬂyn and/ or
t he Ilke as described. In addition, the |list naintainer 1012 can process

requests fr oPrWES R aldEase, aniddleviup migEocedee it Aty COPRIAGGTNAEe g 0K

provi sioned } irgliwARNASRIRMatioRSthd §36 iR dunitt N&n %Ci%ferr&ﬁ{eﬁtwﬁl\ﬁ@loﬁ@topr 1014
can initially select and/or reselect an access CEm nt or related cell for

Wi r el ess net Worckappbention seegtficonteprated giretits| (AgEes) Heiph pigndrogeesorsePSPRe access
point is in digital signal processing devices (DSPDs), programmable logic devices (PLDs), field

programmable gate arrays (FPGAs), processors, controllers, micro-controllers,
microprocessors, other electronic units designed to perform the functions described
herein, or a combination thereof.

[0130] When the aspects are implemented in software, firmware, middleware or
microcode, program code or code segments, they can be stored in a machine-readable
medium, such as a storage component. A code segment can represent a procedure, a
function, a subprogram, a program, a routine, a subroutine, a module, a software
package, a class, or any combination of instructions, data structures, or program
statements. A code segment can be coupled to another code segment or a hardware
circuit by passing and/or receiving information, data, arguments, parameters, or memory
contents. Information, arguments, parameters, data, efc. can be passed, forwarded, or
transmitted using any suitable means including memory sharing, message passing, token
passing, network transmission, efc.

[0131] For a software implementation, the techniques described herein can be
implemented with modules (e.g., procedures, functions, and so on) that perform the

functions described herein. The software codes can be stored in memory units and



one or nore of the lists. For exanple, where the access point is in the

bl ack Iist, theaccess point evaluator 1014 can attenpt to | ocate another
access powotodnrogssovi di ng wirel ess network access. MobiPCe/useao 8843000
still further conprises a nodulator 1016 and transmitter 1018 that
respectively nodul ate and transmt signals to, for instance, a base
station, another nobile device, etc. Al though depicted as being separate
fromthe processor 1006, it is to be appreciated that the interface 1010,
i st maintainer 1012, access E0|nt eval uator /1014, denvodul ator 1004, and/or
modul at or  10PECwah by Bropersers-of hg MEMpRoHEap be implgmesttediyithin ﬁhleeprme&%%or s

(not shown) . o{{Q3A48L tht Proctdos NRWSHhiA c&X AMBLE b¥Mch BhERR AR h ARe SYSt €M
1100. The wirel ess comuni cation system 1100 depicts one base station 1 1

10 and one nblspiseorgérnagieusInsOs pois kaakeinghe #tevity. However, it is to be
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e wmr ica nt r ween.
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According to.an exanpl e am can transmtted ov
Mespect | ve ShrBr: Sracnatdl hebRbSBee i by et S5 RS hoaigS o
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selected for that data streamto provide c fg, ata. [0120] The coded data
for each dat $PPRPEYMPE BFINNIAE PR |OB?ré‘>9ééIOIWF ﬁ%ftlderatﬁarsu@ attd 8ractfdyonal

frequency di ¥iisk QR a"ikdidsP ne¥oRgadd O bishiRE aWest iabsdictd Rl % a@bess
alternatively, the pilot synbols can be frequency division nultiplexed

(FDV), time B4R 815 Wigless pravesd 1{0fpNjor eapmplpdhe apsrter epttiplisd lissicascbel (coM) .

The pil ot da{n@ndg@d tRARIAC 8 | ok BO W Had qrmttﬁeervﬂreﬁe@@tneiv&%rlpr%eﬁl%egsef n a
known manner can be used at nobile device 1150 to esti mate channel

response. Theontralled Pitesescbepinpisged bascd gl dersdan aarf on comamndasrecticd edind can be
rochl et (e XAl BB POSECy i RO LEUL A TS oo
clectrical component for determining one or more access pomts for requesting access to
the wireless network based on the operator controlled and/or the user controlled list
1206. As described, the lists can relate to blacklists and/or whitelists, and access points
can be selected if in the whitelist or ignored if in the blacklist. Additionally, system
1200 can include a memory 1208 that retains instructions for executing functions
associated with electrical components 1204 and 1206. While shown as being external to
memory 1208, it is to be understood that one or more of electrical components 1204 and
1206 can exist within memory 1208.
[0133] With reference to Fig. 13, illustrated is a system 1300 that maintains a local
blacklist through network provisioning for subsequent utilization in selecting/reselecting
access points for receiving access to a wireless network. For example, system 1300 can
reside at least partially within a base station, mobile device, efc. It is to be appreciated
that system 1300 is represented as including functional blocks, which can be functional
blocks that represent functions implemented by a processor, software, or combination
thereof (e.g., firmware). System 1300 includes a logical grouping 1302 of electrical

components that can act in conjunction. For instance, logical grouping 1302 can



keyi ng (QPSK), M phase-shift keying (M PSK), Mquadrature anplitude

nodul ation (M QAM, etc.) selected for that data streamto provide

nodul at i onoxyeshiahsws The data rate, coding, and nodul ati eaTfuseocemssssdat a
stream can be determ ned by instructions perforned or provided by processor
1130.[0121] The nodul ation synbols for the data streans can be provided to
a TX M MO processor 1120, which can fur §1er process the nmodul ation symbol s
(e.g., for OFDM. TX M MO processor 1120 t hen provi des N nodul ati on synbol
streans to Nr transmtters TNrI'Rz3 1122a througi;h 11221 In various_ aspects,
TX M MO pr oc@skide an shefriggd spmpenchietorfmsinidinige wdilagklis of geactieradytnbpiuiatde t he

data str eamfo@@%vﬁcﬁ’n% DA £WRRIL I MRG0 TR IUFRO] asdSscBBEd) theldeaRSM T T ed.
[0122] Each transm't 1122 receives and processes a respective synbol
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anplifies, f vert
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provi ded to respective ecel v h 115 Each ecei ver
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si gnal, digitedesl ﬂrdﬁﬁthmﬂdaﬂdss ﬁ)en@drksmg@al to provide sanples, and further
processes the pr ov a cor ndj n ecei.v stream
P0754] an Rl o fotehie bisgiBn it bESPORSLATY ot SERLET BTN RRSR ved
synbol st r ean@wbikomd R 5R68i ViNsad k&p abla@ﬂedo@nfoau@aﬁ temwt@g aéc%@&epo\ﬁﬁﬁ

pr ocessi ng t chni que to provide N "detected"” streans. RX data
processor SRR B h AR IOy g5t ighment,, Eurﬂ&ﬁaoraele&a@ EoPing Y08 R d

synbol st reaﬁsbruae ECAY&fical R8mp6Rhf it Sal3ideothet Neckiiat & Sqhany wiless
processi ng by RX data processor 1160 is conpl enent ar&éﬁto t hat perfornmed by

TX M MO pr ocB&¥eik acesre feoiy omexor Bk w%é@m 13081 4Inggddiggelogicak gr@ﬁplng_lo
[0125] A progfpsah ikdd ﬁﬁ@le&ﬁédl%@ ﬁa{ewf&%&mgﬁ@ Wb ChucRr cqibagnaat ri x

to utilize as di scussed above. Furt processor 1170 can fornulate a

reverse |i nkblﬁ@{élgtaéélo Thus, blacklist updates can be generated not only at the wireless
network, but also on the system 1300 by user specification, for example. Additionally,
system 1300 can include a memory 1312 that retains instructions for executing
functions associated with electrical components 1304, 1306, 1308, and 1310. While
shown as being external to memory 1312, it is to be understood that one or more of
clectrical components 1304, 1306, 1308, and 1310 can exist within memory 1312,
[0135] With reference to Fig. 14, illustrated is a system 1400 for provisioning blacklist
updates to a mobile device over a wireless network. For example, system 1400 can
reside at least partially within a wireless network component. It is to be appreciated that
system 1400 is represented as including functional blocks, which can be functional
blocks that represent functions implemented by a processor, software, or combination
thereof (e.g., firmware). System 1400 includes a logical grouping 1402 of electrical
components that can act in conjunction. For instance, logical grouping 1402 can
include an electrical component for receiving a parameter modification related to an
access point in a wireless network 1404. The modification, for example, can correspond
to authorization credentials of an access point, changes in support protocols, supported
services, supported network providers, supported devices, and/or the like. Further,

logical grouping 1402 can comprise an electrical component for provisioning a network



conprising a matrix index portion and a rank value portion. [0126] The
reverse |link nmessage can conprise various types of information regarding

t he conmmiDcatwiamsIBi nk and/ or the recei ved data stream PThAIS@9MB®IS4 | | nk
nmessage can be processed by a TX data processor 1138, which al so receives
traffic data for a nunber of data streams froma data source 1136,

nodul at ed by a nodul ator 1180, conditi o?@d by transmtters 1154a through
1154r, and transmtted back to base station 1110.[0127] At base station
1110, the nodul ated signals from nobile device 1150 are received by

ant ennas 112910m16%ﬂﬁ1d'i°t‘ip%ﬁ‘§oﬁ bgaly leckiliteto song 109 omorg angdulg| dgtrises Byt am&lﬁﬁam at or
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message transmtted by nobile device 1150. Further, processor 1130 can

process the baverdskledednbaisagerss pointeandieriegiarodtio éﬂetprﬂ@fwdm@omafrpmxth@lb use
for determ ”bl@&lﬁsﬂ"{% Q&fégfp‘?rcﬁh e/ﬁeingmv% of B 28l ﬁ%ﬂ%&?@of\/ﬁ)r%éol & 1170
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devi ces (PLDs) field programmabl e gate arrays (FPGAs), processors,
control | ers, ClRGtETah comRaneRsf | &g 1406 P} et withigrpegiors [ 810 r oni ¢ units

desi gned t o peid] oWith tdrerchdins Figd 8, id@seicl RedsRREE] J00 Rk updatRRYIRRL QN
thereof. [0130] Wen the aspects are inplenented in software, firmare,

m ddl ewar e oRCCRIS GIOHEDAEOT MO WAl BISHRCH FOBBAIS s digisrEnle.t HasgmcloR0 1581 st or ed

in a machi neregﬁ@qﬂgas@pmmwmﬁlaodas@ssat@nslal%&%vfemw&nmttobé 2FREGas@gTENt
can repr esent a pr ocedur e, a functi on, a sub %I’ am a program a routi ne,

a subr out i nethagsygigarulSe0 1saregrg$epwgra@ 1nclud1ng functlonal locks, which can be functional
blocks that represent functions implemented by a processor, software, or combination

thereof (e.g., firmware). System 1500 includes a logical grouping 1502 of electrical
components that can act in conjunction. For instance, logical grouping 1502 can
include an electrical component for maintaining a blacklist of access points unsuitable
for providing access to a wireless network 1504. For example, as described, the access
points in the list can be identified using a base identifier, group identifier,
communication parameter, efc. to allow granular specification of access points for
which connection is not desired. Thus, in addition, the blacklist can be consulted in
subsequent access point selection/reselection to determine whether one or more access
points considered are in the blacklist. Further, logical grouping 1502 can comprise an
electrical component for modifying the blacklist according to an update command
received from a provided user interface 1506.

[0137] As described, the blacklist can be updated according to user specification using a
GUIL In this regard, for example, blacklist entries can be added, deleted, marked as
permanent, efc. using the interface. Furthermore, logical grouping 1502 can include an
electrical component for analyzing the blacklist in requesting wireless network access

from one or more access points 1508. Additionally, system 1500 can include a memory



package, a class, or any conbination of instructions, data structures, or
program statenents. A code segnent can be coupled to another code segnent
or a har dwereoxizng®8it by passi ng and/ or receiving infor FaETiusR009038484
argunents, paraneters, or nenory contents. Information, argunents,
paranmeters, data, etc. can be passed, forwarded, or transmtted using any
sui tabl e neans including nenory sharing,, message passi ng, token passing,
network transm ssion, etc. [0131] For a software inplenentation t he

t echni ques descri bed herein can be inplenmented with nodules (e
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system 1200 CAR T esi de’at Teast partially ase statior
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on conmmands Wpriticd; winsoh base g il drappeidcntificeraprinicaion By PP ¢/ M t her ,

l'ogi cal groupid¥derdRf%: HRARGABRLE fReRMofiteft thcﬁlcoﬁ&@@&pr%@%sﬁfegr TH&L &% M ni ng
one or more access points for requesting access to the wireless nétwork

based on t headsigeanathewhitehist cayl beepnared or subnequarierccasd pRinpiclcsdon/esdlections.  As
descr oot Rl AT kR Per bl SR 5 ] g, e
Addi ti onal | ylogeglsgreyning 1602 can comprise an electrical component for modifying the whitelist

according to an update command received from a provided user interface 1606.

[0139] As described, the whitelist can be updated according to user specification using a

GUIL In this regard, for example, whitelist entries can be added, deleted, marked as

permanent, efc. using the interface. Moreover, logical grouping 1602 can also comprise

an electrical component for analyzing the whitelist in requesting wireless network

access from one or more access points in the wireless network 1608. Additionally,

system 1600 can include a memory 1610 that retains instructions for executing

functions associated with electrical components 1604, 1606, and 1608. While shown as

being external to memory 1610, it is to be understood that one or more of electrical

components 1604, 1606, and 1608 can exist within memory 1610.

[0140] With reference to Fig. 17, illustrated is a system 1700 that maintains a plurality

of lists of access points for utilization in requesting wireless network access. For

example, system 1700 can reside at least partially within a base station, mobile device,

etc. It is to be appreciated that system 1700 is represented as including functional

blocks, which can be functional blocks that represent functions implemented by a



1200 can include a nenory 1208 that retains instructions for executing
functions associated with electrical conponents 1204 and 1206. Wil e shown
as bei ng wetemmabssBo nenory 1208, it is to be under st oo#Crhsooonss4ss nore
of electrical conponents 1204 and 1206 can exist within nenory 1208. [0133]
Wth reference to Fig. 13, illustrated is a system 1300 that maintains a

| ocal bl acklist through network provisigping for subsequent utilization in
sel ecting/resel ecting access points for receiving access to a wreless

net wor k. For exanple, system 1300 can reside at least partially within a
base st ati onPTOR®HT WIgels Ok combipationtthreofi(g gpdirmpigice c Sutterd 17Hhinchylet #m 1300
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bl ocks that represent functions inplenmented by a processor, software, or
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mai nt ai ni ng ecchisaokity hat mhvide siosler potsstts aurimldss adiverkf bi04pFov extimple, access to
awreless n e . A8, . j e ints in
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bl acklist. Further, |ogical .grouping 1302 can conprise an.electrical
component " f of RIS TR Bl PIE RS Y Fo aRTgh eSSy

recei ved fromagshe wirel ess network 1306. [0134] As described, the bl ackli st
can be updated and/or specified by the wirel ess network, and the_system
1300 can keeld14!l %&he“@gfﬂ, gy lighs &ap FeliFaltqy arCE]@Stsa(le@@g vHichits £ SR,

subsequent CRERRMPING Ahi &€ pbiabldesTR M theFlE LALMARER, wicBt €R! acBés@PBindg 1302
can include an electrical component for analyzing the blacklist in

requesting wioaldebs igaergdro seeilsnds dyingord! Selesinacssleedds Poreeaberd3o8. I n

addi tion, |Oﬁ%ﬂﬁhngéﬂHQEﬂ%n$§Q§1@@?aﬁﬁﬁﬁ&ﬁ%n%Rm@kﬁQ%ﬁbSﬁ%tRQQ@Q%@MﬁgfOr
recei ving a user request to update the blacklist 1310. Thus, blacklist

updat es can HEngeHeatiar edthnide asersy peint bared whrashlysiag ks plolekst Metlisal B on t he
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executing functions associated with electrical components 1704, 1706, and 1708. While
shown as being external to memory 1710, it is to be understood that one or more of
clectrical components 1704, 1706, and 1708 can exist within memory 1710.
[0142] With reference to Fig. 18, illustrated is a system 1800 that facilitates maintaining
a list of access points using communication parameters associated therewith. For
example, system 1800 can reside at least partially within a wireless network component.
It is to be appreciated that system 1800 is represented as including functional blocks,
which can be functional blocks that represent functions implemented by a processor,
software, or combination thercof (e.g., firmware). System 1800 includes a logical
grouping 1802 of electrical components that can act in conjunction. For instance,
logical grouping 1802 can include an eclectrical component for maintaining a list of
access point communication parameters determined from one or more signals received
from the access points 1804. For example, as described, the access points in the list can
be identified using the associated communication parameters, such as PN offset,
bandclass, radio channels, and/or the like. Further, logical grouping 1802 can comprise

an electrical component for determining a communication parameter related to an access



functions associated with el ectrical conponents 1304, 1306, 1308, and 1310.
Wil e shown as being external to nenory 1312, it is to be understood that
one or nowe 20069/kebs¥8tri cal conponents 1304, 1306, 1308, a&nu/uk3M0/038¥84 exi st
within nenory 1312. [0135] Wth reference to Fig. 14, illustrated is a
system 1400 for provisioning blacklist updates to a nobil e device over a

W reless network. For exanple, system 1400 can reside at |least partially
within a wirel ess network conponent. It Ts to be appreciated that system
1400 is represented as_ incl udi ntlg functional bl ocks, which can be functi onal
bl ocks that Pepr E9&nIhisGatbesHalalctmamed dopye el sepyaed by drtgese, or

combi nat i on g&ﬁtr aQbrebfer Qoglcafl'gw{l\ﬁ/ﬁl €R02 @Mﬁ&lm&fb@@e hEMAES cBmbRBhCRL
groupl ng 1402 of electrical rrponents that can act in conjunction. For

i nstance, | ogftablithigg m;mwgcammzn@ahﬁ fqgess gt Apsee pllepst icpdrt ebAgiTRBNDE f or
receiving a &ﬁérﬁémh@gorgﬁlqh&é&ﬂtﬂa ki@t P tlgt f'f‘ébsacﬁg%l%sc%%ﬂ?%é ftRaM 1 €l €ss

net wor k 1404 cation exanpl e, can correspon '
aut hor i zat i orelaty waeadkiitsingfor whltesh@t@kacqmnmlcatlcmamglaesacbwdmgbrﬁ@wbllqbpd)t ocol s,

supported s eff\ﬁil] Cceo%qlén%glp 81{ {)aﬁgmg{gl.l 1@91{ %ﬁ%@?tgflsq eorr%ot gs%ﬁa{eh ?p g@vﬂ)lg&&lft and/ or

the like. Furt i cal “groupin nprise an rrca
conponent foAdqhn(malls; smtenglwmeﬁmmclud@mmﬂdowolmpdhaterewﬂsanﬂtucﬁd)racﬂoti st to

one or nore nobil evices in.the S net a r.anmet er
i 1 cott on Rt HRNLS R R R ERARY IncB 8020, 505, RRIETT: pac
access poi ntshoamn ReeingOtkaied td medrabeu&lm heis mbea&dqmmadtthitr@mdrhmw of

bl acklist to reattenpt connecti i i.ew of .t he new ters. Moreover,
Cogt oal gr ouBFiace GoBPE® af o | fB i B0F S et Pty Wihent t or
creating thepohgawithkerekhdess Fid 08.illdkeed istd s slohmaokd Fstimabagindgecesk pained by

the wrel ess,neltgwork and can be based on the npbi]e device, subscri ber, a
net wor k pr ovligiePased qp/igiers Hepr|crumpleRystemelonp can resis abfeattmaitially Wbipbnent

1406 can al s@iple@\icti @R cbliforRh@akisits be hlsps&lwftematt ?aeﬁmboé 8 rERVcaRE as
Additionally, system 1400 can include a nenory 0 that retains

i nstructi onsmpwmé%ée%@nﬂdolmlfﬁcwhlélﬁ§ala§§ 6%4089@& b\}N‘h thet egveseraiingoiponent s

1404, 1406, aRfer488 by Wirb&sSRURWES, BRI ABiBRSEMBRbS Q. TRARGAY) 14)dm i t IS
to be understood that “one or nore of electrical conponents 1404, 1406, and

1408 can exi §100winchides gelesicyl gwuping [199269f weetrical eqomémlé% thet [y act 5n
Il1ustrated &o%gﬁlcﬁé/étﬁdp i@ LDAE alép%i__r%slﬁ2 %@ﬁ%lddétan %@e@%ﬁagB&énW S

according to u interface co exanpl e, syst em an reside
at | east par for alainpaiping hibtecklisb a#scess avintrunsureblelfer mevdipg acastsdo alwirdless t o be
appr eci at ed network 1904. For example, as described, the access points in the list can be identified
using a base identifier, group identifier, communication parameter, efc. to allow
granular specification of access points to which connection is not desired. Thus, in
addition, the blacklist can be consulted in subsequent access point selection/reselection
to determine whether one or more access points considered are in the blacklist. Further,
logical grouping 1902 can comprise an electrical component for receiving a time
duration during which the access point is present in the blacklist 1906.

[0144] As described, time duration can be determined from a timer initialized upon
entry of the access point in the blacklist. Moreover, logical grouping 1902 can also
comprise an electrical component for determining a deletion time for the access point
from the list based at least in part on the time duration 1908. Thus, for example, a
deletion threshold can be compared to the time duration to determine when to delete the
access point from the list, as described. Additionally, system 1900 can include a

memory 1910 that retains instructions for executing functions associated with electrical

components 1904, 1906, and 1908. While shown as being external to memory 1910, it



that system 1500 is represented as including functional blocks, which can
be functional blocks that represent functions inplenented by a processor,
sof t war e, wono@ornmgosat i on t hereof (e.g., firmmare). SystecTAS@Iissssudes a

| ogi cal grouping 1502 of electrical conponents that can act in conjunction.
For instance, |ogical grouping 1502 can include an el ectrical conponent for
mai ntai ning a bl ackli st of access point§3unsuitable for providing access to
a wreless network 1504. For exanple, as described, the access points in
the list can be identified using a base identifier, group identifier,
conmmuni cat i off (phAe wiAstsqod that @ne promeyE (ohgleesrieah 8131‘&?01’%‘@&994’ ég% gl Bi08gekess

poi nts for waiighi@@A&aLA QD10 s not desired. Thus, in addition, the
bl ackl i st can be consultéd in subsequent access point selection/resel ection

to det er ni nelOifdt Hisrvagaws iBpstigdycelogics degicab bloplss mediHey, ded @ulty despribed e

bl ackl i st. FUJnBEkgilroP \’J{iﬁlgtihg%hlbg(figlg %.’&%cl%?egzhe&gxli‘ nfaf R Eﬁﬂlglgtg(?lg?gérfd-rﬁl@&

conponent for no yi ng the ist according’to a ommand
recei ved fromth apeogial edrpese pricesser; faadigitdl5o$hal [pO8Rpr AISR)e 9 rapbladtion he

bl ackl i st ca i S L.fication i . In
this regard,Q?gﬁcg%gg%ﬁgfﬁéﬁgggﬁ?gtég#@ﬁ?éggﬁgﬁﬁ%éﬁgdggﬁfﬁggﬁgfggﬁkﬁarked
as per manent progtammabki hggid hlevicet disérate e gaté-uort hremsisvare Joghoo gdiscadte graodwparerlg 1502
can include an_electrical copmponent for . analyzing.the, bl.acklist in
Conueeti ng uf PurngE il R ERRAE e aSRENL ' Ak InCEBE b et o
Addi ti onal | yhersiyste gentEDPuipase proekdsdeag bernaicydbbdd@ssbh) diut, e tiai altsrnative,
instructions_ for executing functions associ ated wji.th electrical conponents
1504, 1506,  BAPTOEVET TYHOF ETS ORI hRIORGS i ERTHLTT PRI AR TR 1 ¢ i s
to be under simagfind hat peiRessOr nfaprdsoobe @hpletentedlas COBRMIRMOE d5&Mpulib®6, and
1508 can exist within nenory 1510. [013%} Wth reference to Fig, 16

i |l ustrated 1985 s§Eref ABTIAIGR Pleiling hnt tBICT®focE et 2sPlrbr &

provi ded useidriPr6detREE ond6F mEXaABloBrocSYSE SN AHRRiSARith @PSIec, Jr aapt
partially within a wirel ess network conponent. It is to be appreciated that

syst em 1600 Pter Bish cerligusations Adfifiqngibn it Aefsic PRcoPraFeSHIr JBRSCONMHISE RNE &R be

functional bleekSodial opeRBleES §kfofnt B bORSre SIthe TRM SR YacBoR RESDSP! -
software, or conbination thereof (e.g., firmvare). System 1600 i ncludes a

| ogi cal groupiong 1602 of el ectrical components that can act in conjunction.

For inst ancegnm?ftug@ler QBQ%P&SQ%n%Q%cﬁ&% iofga'r ‘I{Qﬂloﬁf‘%\fh%‘&}i{hhc%lescﬁﬁé’@?ﬁ‘e”t for

mai nt ai ni ng I'St of access polnts provi access to a
connection with the aspects disclosed herein may be embodied directly in hardware, in a

software module executed by a processor, or in a combination of the two. A software
module may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, a hard disk, a removable disk, a CD-ROM, or any other
form of storage medium known in the art. An exemplary storage medium may be
coupled to the processor, such that the processor can read information from, and write
information to, the storage medium. In the alternative, the storage medium may be
integral to the processor. Further, in some aspects, the processor and the storage
medium may reside in an ASIC. Additionally, the ASIC may reside in a user terminal.
In the alternative, the processor and the storage medium may reside as discrete
components in a user terminal. Additionally, in some aspects, the steps and/or actions
of a method or algorithm may reside as one or any combination or set of codes and/or
instructions on a machine readable medium and/or computer readable medium, which
may be incorporated into a computer program product.

[0147] In one or more aspects, the functions described may be implemented in

hardware, software, firmware, or any combination thereof. If implemented in software,



wi rel ess network 1604. For exanple, as described, the access points in the
|ist can be identified using a base identifier, group identifier,

comuni cawpanoypierset er, etc. to allow granul ar specifi eariusrof3sascess
poi nts for which connection is desired. Thus, in addition, the whiteli st
can be consulted in subsequent access point selection/reselection to

det erm ne whet her one or nore access pojnts considered are in the
whitelist. Further, |ogical grouping 16 can conprise an electri cal
conponent for nDdlfylng the whitelist according to an update comrand

recei ved frofhedUpsiighs mey basired oit EFREEd PE0BC of OITOINSIECIRBS £F PN ¢ he

whitelist cag,ffidRARbRd RAGAT A& kG-rUiBble SRAR 1f1élﬁ<?e% 18 dSRpRQr &ofdbl - N

this regard, for exanple, whitelist entries can added, del eted, nmarked
as per manent megip @nd @Qmﬁgnmh@m medp fl@éléhng\mywv@um th@gﬁa@mategrt@m:fﬁrngf 4602 can
al S0 COMPI | SEfifh & pfRfikdih i GORRRORNnlRE, ANAIIE! M BBl bl hahiath
requesting wr et wor fromone or nore access points I n

Wi rel ess netmbwkﬂmﬁaﬁlmﬁﬁdﬂﬁﬂbnambwpwsy§bewwﬂ@h@mmah mﬁcmumenawnawdmy 1610
that retai ns f X oﬁw? i

el ectrical neglrli dh@%gﬁed?alg & ’59%5{}\3 o% C?sﬁ g)lfmr?%%(tahff er nal
to nmenory 166.1511,ca]| disk Stotage bfeagnatntedlslt emdagb lvatothen magmetmtceagaf deeicac tor jacwl
conponents 1604 can eX| Wi thin nme 6 140 Wth
Fof bronce. t ooirgmedipn i Y area e o ot LS TR el et R &

plurality of mbﬂn&ihﬁnwﬁr ammeesctmes ahd tlfaDI‘caruﬂaHabdeaieHCh‘y amompqmesmsmg aif r el ess

net wor k access. For stem 1700 reside at | east rt| al |
Mt s bastSaedion g ibsied EUTR reese Mo RE | oty Pl it

fsyst em 17P0bt|rﬁlsfl§ﬁwaﬁ&ﬁ1ﬂh®&b§iﬁe smc%rush ditgerfrumsttelslemaé uﬁhg;EESama\M&hlﬂ@ firn be
uncti ona ocks that r epr esent uncti ons | enente apr ocessor,
sof tware, or RSP e ighs! splscgber Ing KIH%» &y W“@ﬁ%*tt%%“ﬁ‘?é‘es 1B RYdes a

| ogi cal groupiRgdlddn, afd Ai@shdveChbn GRMRAKENESIt NBEr HAD caflt, dvikt&opiginct i on.
For instance, |ogical grouping 1702 can include an electrical conponent for

mRi nt ai ni ng RSHi Y wielesy tepnplpgiessush an sfEsed, pirtaad imjenpRYS We doclyded in

identifiers f%%leﬁﬁh@ﬁ §mbAuR. 9519&191100315@%%%% h@&ﬁrﬂﬁ&l&d@?&orﬁﬁa@%’ﬂ@@((ﬁb)m | ar
access to a wreless network 1704. For exanple, as descri bed,

identifiers ks dbe @t@ﬂpﬂlﬁCd@ﬁﬁalf\fp@atée WhefleVbhdlogpy disls argﬁoblmr@ ¢1$F Whﬁée gr oup
have a commogald fYaiySHGRd@s 09191 cgﬁy | Cf1eRAQY 'uﬁﬁa[l?/ %‘%@cﬁblge deﬂ?%ﬁl&ﬁy type,

supported protocols, rvi ces price packaging, bandw
connection cwnhtlafsallsnt@qm‘tammﬁr Oﬁthe abDWeshOFldratlf’@ebe, inflodédcaithigrtbapiong 0702 can

conprise an gl egtdlcabpicfizpgnent for

[0148] While the foregoing disclosure discusses illustrative aspects and/or
embodiments, it should be noted that various changes and modifications could be made
herein without departing from the scope of the described aspects and/or embodiments as
defined by the appended claims. Furthermore, although elements of the described
aspects and/or embodiments may be described or claimed in the singular, the plural is
contemplated unless limitation to the singular is explicitly stated. Additionally, all or a
portion of any aspect and/or embodiment may be utilized with all or a portion of any
other aspect and/or embodiment, unless stated otherwise. Furthermore, to the extent
that the term “includes™ is used in either the detailed description or the claims, such
term is intended to be inclusive in a manner similar to the term “comprising” as
“comprising” is interpreted when employed as a transitional word in a claim.
Furthermore, although clements of the described aspects and/or aspects may be
described or claimed in the singular, the plural is contemplated unless limitation to the

singular is explicitly stated. Additionally, all or a portion of any aspect and/or



anal yzing at |east one of the lists to detect presence of an identifier of
an access point 1706. [0141] As described, the lists can relate to

bl ackl i stwoana@yiansoshi t el i sts. Thus, identifying an acce®€TasRow/0BsIeNt i fier
in the list can indicate whether the access point should be ignored or
considered during cell selection/reselection, as described. Furthernore,

| ogi cal grouping 1702 can include an el getrical conmponent for establishing
comuni cation with the access point based on analyzing the at | east one
list 1708. Addjtionally, system 1700 can include a nenory 1710 that retains
i nstructi onsehpdimscuRy My Pilivet i wits 2ls b apEan wift hnyelogt?f riel @éRponent s
1704, 1706, aichbdmhds- uni {efbaumi@S being external to menmory 1710, it is
to be understood that one or nore of electrical conmponents 1704, 1706, and
1708 can exist within menory 1710. [0142] Wth reference to Fig. 18,
illustrated is a system 1800 that facilitates maintaining a |list of access
poi nts using comuni cati on paraneters associ ated therewith. For exanpl e,
system 1800 can reside at least partially within a wirel ess network
conponent. It is to be appreciated that system 1800 is represented as

i ncluding functional blocks, which can be functional blocks that represent
functions inplenmented by a processor, software, or conbination thereof
(e.qg., firmvare). System 1800 includes a |ogical grouping 1802 of

el ectrical conponents that can act in conjunction. For instance, |ogical
groupi ng 1802 can include an electrical conmponent for maintaining a |list of
access point comunication paraneters determned fromone or nore signals
received fromthe access points 1804. For exanple, as described, the access
points in the list can be identified using the associated comruni cation
paranmeters, such as PN offset, bandcl ass, radio channels, and/or the |iKke.
Further, | ogical grouping 1802 can conprise an el ectrical conponent for
determ ning a conmuni cati on paraneter related to an accesspoint 1806. This
can be simlarly determned froma signal transmtted by the access point.
Mor eover, | ogical grouping 1802 can al so conprise an electrical conponent
for establishing communication with the access point based at |east in part
on determ ni ng whet her the conmmuni cation paraneter is in the list 1808. As
described, the list can relate to a blacklist and/or whitelist, and

communi cati on can be accordingly established if the comruni cati on paraneter
isin the whitelist, or not established if in the blacklist.



Addi tionally, system 1800 can include a nenory 1810 that retains
instructions for executing functions associated wth electrical conponents
1804, 180W0 20090120888. Wil e shown as being external to memarSgodB®Ifs4it is
to be understood that one or nore of electrical conponents 1804, 1806, and
1808 can exist within menory 1810. [0143] Wth reference to Fig. 19,
illustrated is a system 1900 for nanagimg access point lists based on
timers. For exanple, system 1900 can reside at least partially within a

Wi rel ess network conponent. It is to be appreciated that system 1900 is
represented as including functional blocks, which can be functional bl ocks
that represent functions inplenmented @yspvgrocessor, software, or

conbi nati on thereof (e.g., firmvare). System 1900 includes a | ogical
groupi ng 1902 of electrical conponents that can act in conjunction. For

i nstance, | oYRAT 1I§8uMEP 1502 can include an el ectrical conponent for

mai ntai ning a bl ackli st of access points unsuitable for providing access to
a wireless network 1904. For exanple, as described, the access points in
the |ist can be ildent ¥ medodisomgriangase i dentifier, group identifier,
comuni cati on par ikt &fne Alderat? Bt A4 ALNGPREIE] GAELRN Qs 3FFESS
points to which connection Is not desired. Thus, In addition, the blackli st
can be consubireldssinetvgulisequent access point sel ection/reselection to
det er m ne whet her - FoJo) i e i.n:

bl ackl 1 ot Fur ¢ nepRnisf LT BRERRS RCLOMENFRACIARCE SR8 plinkrf
conponent f owirclesaietwanlg aadti me durati on during which the access point is
present in the bl agkli 1906. [0 descri bed,  tine.duratiaon.can be
Getorm ned 1 rom At e fTa cbash AR TE AR SRt BRI he
bl ackl i st. Mocagwerrs adcegipomits for @gystige (L8R tccthe watkles reonpk.i se an el ectri cal
conponent for determning a deletion tinme for the access point fromthe
|ist based at least in part on the tinme duration 1908. Thus, for exanple, a
delgt:on thLeshoIﬂ canhbamﬂ?ﬂmﬁbﬁﬁnUfwh&ﬁn&&ﬂ%mduﬁaghgmcﬂggdehemﬁFPe when
to delete the. access int fromthe list, as_described. Additiona ,
system 1900 th ChfRry ey foetfossy RGOS BY ARSI SR BRI
executing fupgkb@ns associated with electrical conponents 1904, 1906, and
1908. Wil e shown as being external to menory 1910, itis to be understood
that one or nore of electrical conponents 1904, 1906, and 1908 can exi st

within menory 1919). [ GddMethbacor\édih QUshblelnUfié bak ic¥@rdie@iisSs albR@kgRlor bl ocks,
I N

nodul es, and circuits described i ' o '
identifiers related to access points unsuitable for providing access to the wircless

network.

4. The method of claim 1, further comprising modifying the operator
controlled list of identifiers based at least in part on a command received from the

wireless network.

5. The method of claim 1, further comprising modifying the user controlled
list of identifiers based at least in part on a command received from a provided user

interface.



connection wth the enbodi nents disclosed herein nmay be inplenented or
performed with a general purpose processor, a digital signal processor
(DSP), arwapptyretdson specific integrated circuit (ASI CpCTAISRI0RI0BS454
programuabl e gate array (FPGA) or other programmbl e |ogic device, discrete
gate or transistor logic, discrete hardware conponents, or any conbination
t hereof designed to performthe functio descri bed herein. A
gener al - pur pose processor may be a mcroprocessor, but, in the alternative,
t he processor may be any. conventlonal processor, controller

m crocontrol ler, Gr stabEcliCAMABNICAIGH RBEEEs CHRRFISHIEso be | npl enented as a
conbi nati on of cqug&kﬁgpggM$&Q§nﬁ§H&hD a conbi nation of a DSP and a

m croprocessor, a plurality of mcroprocessors, one or nore m croprocessors
in conjunction wth anRSERecHYeperar capijolisd Hist ofsld@mlf@@rrﬂa@dﬁ@wcmﬁ points
Additionally, at | &agf.Q0&RERCESSOr may conprise one or nore nodul es
operable to performone or noré of the steps and/or actions described
above. [0146] Further manhge sesepeonemb¢dlist at tdewiferoflagedite aérosh mintalngbe i t hm
described in conngg&&ggmmmh( é?e aspects disclosed herein nay be enbodied
directly in hardmare in war e nodul e executed by a processor, or in a
conbi nati on of the tv@ete%m@bmmmrmdm@ommr mhd;ﬁng accBRAND merwjreyqss fl ash

menory, ROM nmeno i ster rdm% a
emovabl 6 di sk~ AesTRERL 07 TR pferg RE TP URFIS o aBdt Bl RRGIAT, 5 e
art. An exenpl ar ya mtmas@geupi@bio s arteistloac poupk@d to the processor, such that
the processor can read information from and wite information to, the
storage nedium In the alternative, the storage nmedium may be integral to

the processor. Furtherthe iwﬁreﬁe@mmaﬁmhsns dpp&rafdk OCEBIHOG, vaRetit he opératonge
medi um nay re5|de inan ASIC. Additionally, the ASIC may reside in_a user
termnal . | ncqfelled digh KapiRigeklijthe Klept %6?latsﬁd0t%é%§m%~°gém%tabanﬁ%ay

resi de as d|@@gﬁh%ag@gp@n@g®§d&@ngwM@gr termnal. Additionally, in sone
aspects, the steps and/or actions of a nethod or algorithmmay reside as

one or any conbination or set of codes and/or instructions on a nmachine
readabl e medi um and/ ors CHRRYLE omBALAD! € medi um  which may be incorporated
into a conputer progran1product ?014 In one or nore aspects, the
functions descri bBernprisy %ntpmg@m@r@@r pentrolled list of identifiers related to access

points in a wireless network and a user controlled list of identifiers related to access
points in the wireless network; and
means for determining one or more access points for requesting access to the

wireless network based on the operator controlled list and/or the user controlled list.

9. The apparatus of claim 8, wherein the operator controlled list is a
blacklist of identifiers related to access points unsuitable for providing access to the

wireless network.



hardware, software, firmmare, or any conbination thereof. If inplemented in
software,the functions may be stored or transmtted as one or nore

i nstruct iwog0@vi2essde on a conput er -readabl e nmedi um CompaTArs2e0eassss e nedi a
i ncl udes both conputer storage nedia and comruni cati on nedi a i ncludi ng any
mediumthat facilitates transfer of a conputer programfrom one place to
anot her. A storage nedium may be any avgi |l abl e nedia that can be accessed
by a conputer. By way of exanple, and not limtation, such
conput er -r eadabl e nmedi a can conpri se RAM ROM.  EEPROV CD- ROM or ot her
optical disk storfge, AeRipatar erograskPedt.£gBPEYSt her nagnetic st orage
devices, or any of hefhufiReiuiB1L Aediua@BmpPasiksed to carry or store desired
progran1code in the formof instructions or data structures and that can be
accessed by a conput ercodeafoseausignpt lewsh Aeceompriciiympataineanrapgrater controlled

conput er - 1 eadabl &gt ARG philus S04 WIBES efivrkansm tted from a
website, server, er renote sourcg using a coaxi al cable, fiber optic
cable, twi sted pair, dpdifoakausingsey atheast prienmpDBL Jo, maintay # afee sentrolled

t echnol ogi es suc fr dj L h e coaxia

cabl e, fiber optﬁg?§gggg¥%%&gg?%g”%§§??ﬁgémk% gygﬁggv%gg&teghnologles such
as infrared, radio, amdmﬂﬁ@TOMEMg‘&eeunamtudedmnmuwheodﬂﬂuﬂnhe@pmabrnedlum

D sk and disc, as_u erel |nc u ser disc

opt i cal di se. " d grRErdarE Ry me' GELETTRUES TRAR Rtk BRE e 8%Gi c
wher e di sks usuahkmugﬁpﬁmdumﬁgdmkat@ﬂ@naﬁﬂ@ah&wowmhlIe di scs usual ly
reproduce data optically with | asers. Conbi nations of the above should al so
be included within the scope of conputer-readable nedia. [0148] Wile the
fﬁr e?ﬁi Bg di scljos%re dihsum&riﬂrbgtsﬁqr@tghwd@fsae@ﬁ soawd{efbﬁnl glﬁﬁg@gérmgﬂtﬁ it
shou e noted that various c modi fi cations ¢cou e made herein
wi t hout depaf¥tRbed Highrist ﬁ@l%BﬁeO%fdefl‘i‘@r%é@&tP?‘ He RCesH oS FRgighle for

enbodi ment s ggvidafei0ads BYhd WRcIdRReAEd claims. Furthernore, although
el ements of the described aspects and/ or enbodi nents may be descri bed or

claimed in the singular, the plural is contenplated unless limtation to

the singular is eﬁp|IQh{&¥m§&§%% rififidi tionally, all or a portion of any
aspect and/or enbodi nent nmay P lized with all or a portion of any other

aspect and/ or enboldit nmmtamqyﬁhaéwnwea@@apmthwqmrgléed Istipt Hentifisrserclated tg he
extent that EJEQSSEP%EAH i DGIMAESneth§ kga%ﬁda %@r 8611&{6?1&1 héleof%énﬁhlelgqel%é gl pt I on

or the clains termis I nten e I ncilusive I n manner simlar to
t he term " comgeispomg'in de wireless network; and

an access point evaluator that utilizes the operator controlled list and/or the user
controlled list in selecting an access point from which to request access to the wireless

network.

13. The apparatus of claim 12, further comprising a network command
analyzer that processes one or more commands, received from the wireless network, to

update the operator controlled list.

14. The apparatus of claim 12, further comprising an interface that processes

one or more commands presented on the interface to update the user controlled list.

15. The apparatus of claim 12, wherein the operator controlled list is a
blacklist of identifiers related to access points unsuitable for providing access to the

wireless network.



"conprising” is interpreted when enployed as a transitional word in a
claim Furthernore, although elenents of the described aspects and/or
aspects 9 2b@/1des98ri bed or clained in the singular, thecpluseal/ossts4
contenplated unless limtation to the singular is explicitly stated.
Additionally, all or a portion of any aspect and/orenbodi nent may be
utilized with all or a portion of any ojher aspect and/or enbodi nent,

unl ess stated otherw se. CLAIMS WHAT IS CLAIMED I'S: 1. A nethod, conpri sing:
mai nt ai ni ng an operator controlled list of identifiers related to access
points in a wirel¥ss rddevippratupgl fladnn} Zgvherais dhe epsmttPorongllpd dist fa
identifiers pghakesr fenBRAERRutdI0LMesest PoinRCuFBILRS PRAEMRS Koce@Nd L1 |1 zi ng
t he operator controlled |list and the user controlled list in determ ning
one or nore #Eelesgepsitht s for requesting access to the wirel ess network. 2.
The nethod of claim1, wherein the operator controlled list is a blacklist
of identifiers related to access points unsuitable for providing access to
the wirel ess net wok k. /8methd foreidhiddyiog cellsafirom Whichhterrequestt Wiecless exctvaoint r ol | ed
list is a blackl.i f. identifiers related to access points unsuitable for
provi di ng ac%%g%’i%mfﬁgéMﬁreless network. 4. The nethod of claim11, further
conpri si ng nodi f ymmgtaining o pdachliorofcidattifiots| wthtddl &t wiochitabde atdefs poigtsbfased at

| east in part on.a co nd .r cei%ed fromthe wireless network. 5. The

met hod of cl A°PM s F TPt 3?“5%?%??%?%@ nodi fyi ng the user controlled Iist of
identifiers basednadifyirgagit blavkpardcc@ting tc anvamndarnderediveld fbmothe avipleayi ded
user interface.6. A wreless communications apparatus, conprising: at |east
one processof¥81i Yured to: nmanage an operator controlled |ist of
identifiers rel at@flizing tReBREGiISPRI ddtEminin@od sreh6R Sactst Poink; foNRiagen@ user

controlled Iist of iden}ifiers related to access points in the
access to the wireless network.

18. The method of claim 17, wherein the command relates to an update in
operating parameters for an access point and modifying the blacklist includes removing

an identifier related to the access point from the blacklist.

19. The method of claim 18, further comprising adding the identifier of the
access point to a whitelist of suitable identifiers related to suitable access points for

providing access to the wireless network.

20. The method of claim 19, wherein the whitelist is stored in a preferred

user zone list (PUZL) database.

21. The method of claim 19, wherein the blacklist and whitelist correspond
to a single list of access points each entry in the single list having a blacklist or whitelist

identifier.

22. The method of claim 17, wherein the command is a request to flush the

blacklist and modifying the blacklist includes removing all entries from the blacklist.

23. The method of claim 17, further comprising receiving the command from

the wireless network as a short message service (SMS) message.



wi rel ess network; and determ ne one or nore access points for requesting
access to the wireless network based on the operator controlled Iist and/or
t he user worei2bsdd |ist; and a menory coupled to the aPCrasge090ss354
processor. 7. The wirel ess conmunications apparatus of claim®6, wherein the
operator controlled list is a blacklist of identifiers related to access
poi nts unsuitable for providing access & the wirel ess network. 8. An
apparatus, conprising: neans for maintaining an operator controlled |ist of
identifiers related to access paoints in a wireless netwrk and a user
control led Iist of*iddheiPpteed Of ellaime .t Brtherc eapipdienindtially tepdvipg rtbf ess

net wor k; andy, B3RSk R hed8ifL MMy BE one or nore access points for requesting
access to the wrel ess network based on the operator controlled |ist and/or

the user controlled list. 9. The apparatus of claim8, wherein the operator

controlled list is a Biackhldlrefhid Qﬁ%ﬂtﬁe'r g?lﬁ%ﬁsﬂﬁ%ﬁgtﬁ{?glfgacﬁiﬁ%lagﬂism S

unsui tabl e for providing access to the wire conput er
progr am pr odeictnsuitablepreeess pgnt identideiput er - r eadabl e nmedi um conpri si ng: code
for causing at | east one conputer to nmaintain an operator controlled |ist
of identifiers related to access points in a wireless network; code for
causing the at | exst dmenﬁﬂnnuﬁehnhdSnﬁmhMamnmamugepmmmgMEdbME6kmkmﬁ of

[ et wor k; and code for

Iden-tifiers é (?tg El & Cesslg I'CG{. ﬁl%roma rvclle tgc

causi ng the AP G RAT O EPNPRIS FECNET PP FRaiGRFHSr control led |i st
and the user controlled list in deternlnlng one or nore access points for
requesting access to e W The, c ter program product
f ol ai m 10 whort n (e TpisHa g Dot Po A b SHRRH S g

identifiers g@langge adaesaeeme&‘omqmsﬁngmsm toxhé erél%s etvtk dichildesaccess to the
w rel ess network. 12. An apparat us, r|5|n a |ist pmintainer that
manages an oper at $ICOXSHERBI-ER ?%?SSBPI .V?rfleqsgn peptifigepndo

scanning for one or more dlfferent access points upon determining that the

identifier is in the blacklist.

28. A wireless communications apparatus, comprising:
at least one processor configured to:

manage a blacklist of access points unsuitable for providing wireless
network access to the wireless communications apparatus;

update at least one blacklist access point entry based at least in part on a
network command related to a determined modification in an operating
parameter for the blacklist access point entry; and

request network access to an access point based at least in part on
verifying absence of the access point in the blacklist; and

a memory coupled to the at least one processor.

29. The wireless communications apparatus of claim 28, wherein the
network command relates to an update in operating parameters for an access point and
updating the at least one blacklist includes removing an identifier related to the access

point from the blacklist.



access points in a wireless network and a user controlled |ist of
identifiers related to access points in the wirel ess netwrk; and an access
poi nt evaWvoabevi20dsat utilizes the operator controll ed | iPST/imp@do8845he user
controlled list in selecting an access point fromwhich to request access
to the wreless network. 13. The apparatus of claim 12, further conprising
a network command anal yzer that processgs one or nore comands, received
fromthe wireless network, to update thé operator controlled list. 14. The
apparatus of claim 12, further conprising an interface that processes one
or nore commands ¥ eseHtPAUBHSRBPIIHESr f ace to update the user controlled
l'ist. 15. The appakal Ys: RaintdidhgNalBlaciebehelshBoifRandhiRbICRPIEQldigE |1 st
is a blacklist of identifiers related to access points unsuitable for

provi di ng aceesss t¢ ewiklessiiciedtiss net wor k. 16. The apparatus of claim 12,
wherein the oper : i {: ; iS5t i ha el at ed
to access pointsqﬁ%@ﬁ?@2%F§h+%$ﬂ%”%%%gﬁﬁgagg%ggéaﬁémgﬁgcgﬁggrig§£ﬁgémork.
17. A net hodfrborthd wiegless figtimogk;eed | s from which to request wirel ess network
access, conprising. i inin lLackl | st _.of . A 0
unsui t abl e acces§%%%?ﬁ¥Ehﬁ%ﬁ&%@g5?%9%ghééﬁg%%gfggggék?gﬁ%gg&%%ﬁ§§gﬁ%

nodi fyi ng t her héraeédessstoimccordi ng to a command received fromthe wrel ess
network; and utilizing the blacklist in determ ning one or nore access

poi nts for requesting access to the wireless network. 18. The nethod of
claim 17, wherei it he Thenrppaauys ef alhids 30,0wledicinl plcadelaicncoapematrelags pam@net er s
for an access point and nndifging t he bIackListdhﬁcludes rennwj%% an

i dentifier r&8M%{%H P5Y A% PAREEEE 195 AR AR P o s AP for My tret hod
of cl ai m 18, plheMlishemotRplidesiifig rasdd tahé eedsgomt irbmelc Wicklifte access poi nt
to a whitelist of suitable identifiers related to suitable access points
for providing access to the wirel ess network.

32. A computer program product, comprising:
a computer-readable medium comprising:

code for causing at least one computer to maintain a blacklist of
identifiers related to unsuitable access points for providing access to a wireless
network;

code for causing the at least one computer to modify the blacklist
according to a command received from the wireless network; and

code for causing the at least one computer to utilize the blacklist in
determining one or more access points for requesting access to the wireless

network.

33. The computer program product of claim 32, wherein the command
relates to an update in operating parameters for an access point and modifying the

blacklist includes removing an identifier related to the access point from the blacklist.



20. The nmethod of claim 19, wherein the whitelist is stored in a preferred
user zone |ist (PUZL) database. 21. The nethod of claim 19, wherein the

bl ackl i stwarrdoo2dgoel i st correspond to a single |list of &CTASI00OBISE each
entry in the single list having a blacklist or whitelist identifier. 22.
The nethod of claim17, wherein the command is a request to flush the

bl ackl i st and nodi fying the bl ackli st $$Iudes renmoving all entries from
the blacklist. 23. The nmethod of claim further conprising receiving the
command fromthe wireless network as a short nessage service (SMV5)

nessage. 24. The sk hod\IPPEPEF-FOMPIISIRgir t her conprising initially receiving
the Dbl acklist fromiheaidifles Hﬁﬁé’@g ke pReklisf e d@@ésp%nﬁg ubd a2
further conprising maintaining a |local blacklist of unsuitable access point
i denti fi ers. pPrRBidimEHecoEoRoHIdds a¢tars 25, further conprising updating the

| ocal bl ackli st t kﬁ@ﬁ r pgRd ' rovi ded
interface. 27. Tﬁgﬁﬁg?ﬁcg gag?%??%%“$ﬂ§§§|n ut?????ﬁ%xk n@s? ﬁf?st in
det er mi ni ng ﬁn@ibwwm@ﬁena®®ésyﬂg@ﬂmﬁQﬂﬂﬁkﬁﬁeqmesting access to the wirel ess
.net V\Dr k. ' nf:l udes: Ac%esg)égl;n{ Q\gah%?orltﬁlit ru%ﬁgeg aﬁt—;(f: aghs ?1' s@fectﬁrg s?rp%i ?es an
identifier; and sCannin or one or nore di ere acces p0|n S "upon

det er m ni ng frhatwhidbgo ra@edt nddessrto tte wireldsheetybikckl i st. 28. A wirel ess
comuni cati ons apparatus, conprising: at |east one processor configured to:
manage a bl acklist of access points unsuitable for providing wreless

net wor k access tdBtheImbagkmﬁﬁuﬁmnmnBhp@m&@mﬂwamaafﬁbuﬂmnmmﬂaien@ﬁméeast

one bl acklist acces entr based at n.a network
Command r el af SHITERS SRear s Mt Hot 1 £ e kB gal 4B HY BEPHEt er for
t he bl ackl i stenRee£E8 B fidm AbIkKIis@Nd request network access to an access
poi nt based at least in part on verifying absence of the access point in
the bl acklist; and a nenory coupled to the at | east one processor.

36. The apparatus of claim 35, wherein the list maintainer further adds the
entry to a whitelist of suitable access points for providing access to the wireless

network.

37. The apparatus of claim 36, wherein the whitelist is stored in a preferred

user zone list (PUZL) database.

38. The apparatus of claim 36, wherein the blacklist and whitelist correspond
to a single list of access points each entry in the single list having a blacklist or whitelist

identifier.

39. The apparatus of claim 34, wherein the one or more commands comprise
a command specifying an update to one or more parameters of an entry in the blacklist

and the list maintainer removes the entry from the blacklist based on the command.



29. The wirel ess comuni cati ons apparatus of claim28, wherein the network
command relates to an update in operating paraneters for an access point
and updatwogoiieosss | east one bl acklist includes renovi RGTAS200d088454 1 er
related to the access point fromthe bl acklist.30. An apparatus,
conprising: neans for maintaining a blacklist of access points unsuitable
for providing access to a wirel ess net k; means for nodifying the

bl ackl i st according to an update command received fromthe wreless
network; and neans for analyzing the blacklist in requesting wreless

net wor k access fr¥m orfe Msthorfpl PERisEgEeyRstHerK. cogymantdy, eelafprh & BRIIHAE | ai m

30, wherein fihe thRaal foiQMIMACidift AliRSklalecdl) cRpiaLfy: | N operating paraneters
for an access point and the nmeans for nodifying the blacklist renoves an

i dentifier rel at ed¢tapininge madifisaiionpefi ait operating pasametec kalaterk to goe oA mBerput er
program prodyet. sRMPLISI Ng: a conput er -readabl e medi um conpri sing: code
for causing at ﬁéﬁst’one conputer to maintain a blacklist of identifiers
rel ated to unsui ttenbmitiaiee eompuindtte update pr beildblagklisictreswe o mrepimoblless

net wor k; cod&“&ggb%gggéﬁgoéggj Hpk%&%%n%ﬂﬁk&&ﬂPUter to nodify the blackli st

according to a command receive romthe wreléss network; and code for
causing the at |least one conputer to utilize the blacklist in determ ning

one or nore access points for.r esting.access to the wirel es et wor k.
33. The computer Bt ogria Bl CBIT AORTIRES! tinssmmet, Ko lainBhdSLl at es
t o an updat eblackliof@hpiitdddngoacéme teededetd HE a@RssgoOR SiHmpbe taldidkimpdi fyi ng t he
bl acklist includes renoving an identifier related to the access point from
the bl acklist.34. An apparatus, conprising: a list maintainer that nanages

a bl acklist of acpess pal MethodnSuthiabl4®, fudieretf AvicthinBgamogisiatioa & wh r el ess
network; a network connand,analyzgr t hat processes one or nore conngnds,
recei ved operating parameter include$ determining modification of one or more relate

authorization credentials.

43. The method of claim 42, wherein transmitting the request to the one or
more mobile devices includes transmitting a short message service (SMS) message

comprising the command.

44, The method of claim 40, wherein transmitting the command to the one or

more mobile devices includes transmitting a command to flush the local blacklist.

45. The method of claim 40, further comprising transmitting a request to the
one or more mobile devices to add the one or more access points to a whitelist based at

least in part on the determined modification.

46. The method of claim 45, wherein the whitelist is stored in a preferred

user zone list (PUZL) database.

47. The method of claim 40, further comprising:
generating the local blacklist based at least in part on access points determined
unsuitable for providing network access to the one or more mobile devices; and

provisioning the local blacklist to the one or more mobile devices.



fromthe wreless network, to update the blacklist; and an access point
evaluator that utilizes the blacklist in selecting an access point from

whi ch t o wequ@si2osescess to the wirel ess network. 35. Thecapsasawsstsof claim
34, wherein the one or nore conmands conprise a command specifying renova
of an entry in the blacklist and the Iist maintainer renoves the entry from
the bl acklist. 36. The apparatus of cIa% 35, wherein the |ist maintainer
further adds the entry to a whitelist of suitable access points for

provi ding access to the wirel ess network. 37. The apparatus of claim 36,
wherei n the whitetS st Tihg nagthoderf dlaim£0p fusther saapprisigig droradiae thesene (opORLy

dat abase. 38yJiiedARRAGAE YS1dBh1 QAP R eccW il that 18 uRLAGHLE st rdRdng
whitelist correspond to a single |list of access points each entry in the
single |ist mAVPHgceessl acklist or whitelist identifier. 39. The apparatus
of claim 34, wherein the one or nore conmands conprise a comuand speci fying
an update to one or nore paraneters of an entry in the blacklist and the
li st maintainer réoveswirtlessenmmpnicatams pprardiisacdirsingbased on t he
conmand. 40. A nmethod far Rk&¥&§%?§%$giggtmork_connands related to
maintaining lists o accBss points”tor providing network access,

conpri sing: determ ni nigteotad mbilifiadtionrto af cporatpepatmeg ptanetae or ehat ed t o
one or nore access goiqﬁ§; and transmtting a conmand to update a | ocal

bl ackl i st to one SF°MBY& 1obi |l e devices based on the operating paraneter
nodi fication. 41. The goefrliod wiwakaomndid twipesviion ihepdaamuandldkiisupdat e t he
| ocal bl acklist conprises instructions.to delete the access point fromthe
ocal bl ackl i st. Hou RS HBURERIS G PEAIiNS DR0YOkpescer Aniet er mi ni ng

nodi fication of an opefaainin@epakadredoaimdndcd & 8RBild@vRedndi ng nodi fi cati on of
one or nore related authorization credentials. 43. The nethod of claim42,
wherein transm t t4 REMPHSOMIeiadhe &t fFagtipae BIvES8? nore nobi | e devi ces i ncl udes

transmtting a short nessage service (SM5) nessage
50.  The wireless communications apparatus of claim 49, wherein the

command to provision the update comprises instructions to delete the one or more

access points from the blacklist.

51.  An apparatus, comprising:

means for receiving a parameter modification related to an access point in a
wireless network; and

means for provisioning a network command to update a local blacklist to one or

more mobile devices in the wireless network based on the parameter modification.

52. The apparatus of claim 51, wherein the network command comprises

instructions to delete the access point from the local blacklist.

53. A computer program product, comprising:
a computer-readable medium comprising:

code for causing at least one computer to determine modification of an
operating parameter related to one or more access points; and

code for causing the at least one computer to transmit a command to
update a local blacklist to one or more mobile devices based on the operating

parameter modification.



conprising the command. 44. The nethod of claim40, wherein transmtting
the command to the one or nore nobile devices includes transmtting a
command twof2bessizog9Be | ocal bl acklist. 45. The net hod of Pciraisned@3s4ur t her
conprising transmtting a request to the one or nore nobile devices to add
the one or nore access points to a whitelist based at |least in part on the
determ ned nodification. 46. The nethod.of claim45, wherein the whiteli st
is stored in a preferred user zone |ist (PUZL) database. 47. The nethod of
claim 40, further_ conprising: generating the |ocal blacklist based at |east
in part on access>poi e HEPRENPIEHRILADATS MBIcEIP oY, Pheigindihs Fomatibik access
to the one of,@RI ke ﬁ@ﬂ'bﬁa%kl%@h‘érﬁ[?r%es ﬁE‘tﬂwHBﬁ%\&b LRI EAE phiBCRSm l&lea;&é%'l' st to
the one or nore nobile devices.48. The net hod of cl almg further

conpri si ng pbleskligi ng t he one or nore nobile devices with a gl obal bl ackl i st
of access points that are unsuitable for providing network access. 49. A
W rel ess communi cati ons apparatus, conprising: at |east one processor
configured to: detlect 4 appdifu,campusing.o an oper at i ng paraneter related to
one Or nore access ' , e t n
update to a bl ackl PB?&%E%%%%{%%%?%? }éﬂu%ﬁégﬂ{lba%? ed ﬁjg%ng‘%/ R%‘laﬁlg e\fjxllor Kk
access; and teﬂamistmone @ﬂmorae%mrﬂmrﬁsmmmd:l&sonﬁwnﬂdaaﬂde deV| ce; and a nenory
coupl ed to the at Zas R@'ocessor 0, % Wl)t ﬁ% conmru t|cat| ons
apparatus of claihd 28" \XBE‘P‘& plEOP{élO@Srrﬁ}%% Ef‘nfno“p vi'8roh “thd*tpdat’s

conpri ses i nebreutdbilersvited bdeklat kadt hepading the modified aeeaisg ppamates from t he

bl acklist. 51. An apparatus, conprising:. nmeans for receiving a paraneter
nodi fication related to an access point in a wireless network; and nmeans
for provisioning s. netierakpLatATBNElaind SsipUiRdrén ahd B alpdhit aciinasd spedifiene or

deletion of one or more entries in a local blacklist of access points unsuitable for

providing access to the wireless network.

57. The apparatus of claim 56, wherein the list update command indicates a

flush of the local blacklist of access points.

58.  The apparatus of claim 55, wherein the list update command specifies
insertion of one or more access point identifiers to a whitelist of access points suitable

for providing access to the wireless network.

59. The apparatus of claim 58, wherein the whitelist is stored in a preferred

user zone list (PUZL) database.

60. The apparatus of claim 55, wherein the list update command specifies a
parameter update to one or more entries in a local blacklist of access points unsuitable

for providing access to the wireless network.

61. The apparatus of claim 55, wherein the network command provisioner

transmits a short message service (SMS) message comprising the list update command.



nore nobile devices in the wirel ess network based on the paraneter
nodi fi cation. 52. The apparatus of claimb51l, wherein the network comrand
conpri seswpnsiwzesBons to del ete the access point from rhe/useaalossasackl i st .
53. A conputer program product, conprising: a conputer-readable nmedi um
conprising: code for causing at |east one conputer to determ ne
nodi fi cati on of an operating paraneter | ated to one or nore access

poi nts; and code for causing the at | eaSt one conmputer to transmt a
command to update a | ocal blacklist to one or nore nobile devices based on
t he operating par@nmet ¢t metaf fprcidentdying gellsthiem ydrghuograysiioyirderss petpiet  of
claim 33, wherelndnpgism@mmand to update the local blacklist conprises
instructions to del ete the access point fromthe |ocal blacklist. 55. An
apparatus, conpriBiipgning pRlaghkist of agteanpeinevbytbler for aavidieg eeasin®sa a

modi i ed oPerALLA AR af RARGPHal AnOR @ mBRIBIREAES B idm' £ &

wi rel ess network; and a network co nd provisioner that transmts a |ist
updat e conmapvided eseeingarfapr e nobi | e devi ces based at least in part on the
nodi fied operatin t A of .clal i rein the

| i st update Conna%ﬁgﬁ%%%ﬁ??%éP@%VEFE%R%%$§%%%H§PWﬁ%%%%%ﬁ%ggggw@ﬁ a |l oca

bl ackl i st of accessunpgy filr songnsumb@bdiepafae apresss paintsgbaaal es Eagtoint et v r el ess
net wor k. 57..Tq agﬁgratus Of'C|aHﬁ1?ﬁﬁ wherein the list update conmand

i ndi cates a [FUTKRIBGHES BN T HC 8RSt of access points. 58. The
apparatus of claimb55, wherein the |list update command specifies insertion
of one or nore acgcess . point identifier o a whitelist of .access ints
sui tabl e for providi né[Q‘Sél&eéléog ¢ c?tlat“ﬁe P BFLEUNISING ARG 28 1 @Pﬂgefa%fgtg? atus of
clai m 58, whggcedspolnieo WhidlRkiiGhaicd a$1@kted paft od pRéRfsaly £ebqlksefor 2aMi€ion | St
(PUZL) dat abase. 60. The apparatus of claim55, wherein the |ist update
command specleFsiEd! o e iiFrfdfsdate to one or nore entries in a | oca

bl ackl i st of access points unsuitable
64. The method of claim 63, further comprising displaying a prompt on the
user interface related to adding the identifier of the access point to the blacklist upon

detecting the access point.

65.  The method of claim 63, further comprising removing the identifier of
the access point from the blacklist based at least in part on processing a request for

deletion received from the user interface.

66.  The method of claim 65, wherein the request for deletion received from

the user interface is a request to flush the blacklist.

67.  The method of claim 63, wherein adding the identifier of the access point
to the blacklist includes specifying the identifier as a permanent entry such that deletion

by a command from the wireless network is prohibited.

68. The method of claim 62, further comprising storing the blacklist on a

removable memory device.



for providing access to the wreless network. 61. The apparatus of claim
55, wherein the network command provisioner transmts a short nessage
servi ce (\GhBpowmessage conpri sing the list update conmmanaC®AIS2009m88480d f or
identifying cells fromwhich to request wireless network access,

conprising: maintaining a blacklist of access points unsuitable for

provi ding access to a wireless network sed at least in part on one or
nore commands received froma provided User interface; detecting an access
poi nt that provides access to the wirel ess network; and scanning for one or
nore di sparate ac®ess BiTPEY CHREBHICAIONS ARPFAUPNCYPRIBINGh | denti fying the
access point in theblACkldeskor Bafigullfomet hod of claim 62, further
conprising adding an identifier of the access point to the blacklist based
at least in part on preseegesh mipcllist e eesss pomtsaeghitabdm for gueyidiag Wirehiys t he
user interface. : l bt Iy Si i aying a
prompt on the us%%tvﬁgggﬁigq?%%f %%%@nﬁaﬁaﬁgﬁst%g&fﬁg%e ?{efrég%?]l\ ? ﬂjtta access
poi nt to the bl ackldnstor momreaisste cactingd frore apowedsd upasiinierfacgs. The net hod of
claim63, further conprj.si Vi . i.fier e poi nt
from the bl ackli st bg]s%lgéﬁaaa@%‘re"’gg&‘?tﬁ%ﬁ)ﬁb? IJS%E%%&%@S i“ﬁlfgleé@‘?%%%%s%ﬁf or

del etion recei ved fromilhe usesr mpteediffmcde adéss pies retch ad 1okt @l garmB5,
wherein the requeﬁtt%or eIetion.rec&igF 1fﬁo the user interface is a
request to flush THETBMAERPTSE P8 M PRAHEFRSEY of claim 63, wherein adding
the identifier ofambeogecogdsl poheit ldag dhbprobésaak! i st 1 ncl udes specifying the
identifier as a permanent entry such that deletion by a conmand fromthe
wirel ess network is prohibited. 68. The nethod of claim62, further
conprising storing.t hehbhagkkd SImmihiatibRppabiue oNEHBRT §O, GevtcGeth® 9 leht

wi rel ess conmmuni cati ons apparatuys, conprising: at |east one processor
configured t9o% REQAHY i ﬁaﬁﬁww gureft tyadden lg%iﬂﬁ?rsotejﬂgeuw%wnftdp B¢ ovi di ng
Wi rel ess net wREHisOERES St (bt thBarbfi BFRESing WMIHISE B l0MEo R PREF &I HEmbased at

| east in part )
provided user interface.

71.  An apparatus, comprising:

means for maintaining a blacklist of access points unsuitable for providing
access to a wireless network;

means for modifying the blacklist according to an update command received
from a provided user interface; and

means for analyzing the blacklist in requesting wireless network access from one

or more access points in the wireless network.

72. The apparatus of claim 71, wherein the means for maintaining the
blacklist adds an identifier of the one or more access points to the blacklist based at least

in part on processing a request for addition received from the provided user interface.



on one or nore requests received froma provided user interface; detect an
access point that provides access to the wireless netwrk; and anal yze one
or nore dveparaesdaccess points based at |east in part @aTiuseeomwiossssng t he
access point in the blacklist; and a nenory coupled to the at | east one
processor. 70. The wi rel ess comuni cati ons apparatus of claim69, wherein
the at | east one processor is further chfigured to add an identifier of
the access point to the blacklist based”at |east in part on processing a
request for addition received fromthe provided user interface. 71. An
appar at us, conpri i ng:A FRIFNET PEACTAREPIRE G IFORGIIENS| ackl i st of access points
unsui tabl e for proyW,HuRe 8888 RedifmRoMbfi§hgss network; means for nodifying
the bl acklist according to an update conmmand recei ved from a provided user
interface; and neans fcode fnatupingrid laakfeong|camruteisto meinteiacplacklipofigceass ess
networ k access frQor NS i k. 72.
The appar at us of %@%?ﬁ??%%*ﬁﬁéEg?ﬁﬁgﬁg“%§?2§§¥%§“hgﬁﬁﬁg%%%ﬁgﬁ?ﬁgﬁg?gck|ist
adds an identifi em af ot merememnemndymseaycalduwss pvided sset mtarfaee;bl ackl i st based
at least in part on proe¢essing. e or Ltion i r t he
provi ded user interfa€§&3§$C%ﬁ%%%%ﬂ%gggég%épgﬁg%%%ﬁ%%??ggg%%gggﬁﬁgg}a
conput er - r eadabl eproedisumnTesotophd wirelgss nctodek; fand causi ng at | east one conputer
to maintain a bl ackli st og access ounfstunsuitaQIetfor q{ovidin access to
a wireless network badslf & FEdLE Me5RY C8R CONBUSE “hird RoManid YEcei ved
froma provi ded udigharatniceeds aodits Enetbatl lodst aapsi g idehiyalk theastssqmt Gonput er
to detect an access B int that provides access to the wirel ess network; and
code for causing R Q?“Weast one conputer to scan for one or nore

di sparate access points based at least in part on identifying the access

point in the blacklist, 74. The conputer program product of claim73,
wherein t he corrpu%“er r 48 g9mwuter program product of claim’ 73, wherein the computer-

readable medium further comprises code for causing the at least one computer to add an
identifier of the access point to the blacklist based at least in part on processing a

request for addition received from the user interface.

75.  An apparatus, comprising:

an interface that receives one or more commands to update a blacklist of access
points unsuitable for providing access to a wireless network;

a list maintainer that manages the blacklist based at least in part on the one or
more commands; and

an access point evaluator that utilizes the blacklist in selecting an access point

from which to request access to the wireless network.

76. The apparatus of claim 75, wherein the interface receives a command to
add an unsuitable access point to the blacklist and the list maintainer adds the unsuitable

access point to the blacklist.

77. The apparatus of claim 76, wherein the access point evaluator ignores the
unsuitable access point in selecting an access point based at least in part on identifying

the unsuitable access point in the blacklist.



medi um further conprises code for causing the at | east one conputer to add
an identifier of the access point to the blacklist based at |east in part
on proceswprgo2osdguest for addition received fromthe ®BsEUS20M@BE48€ce. 75.
An apparatus, conprising: an interface that receives one or nore conmmands
to update a bl acklist of access points unsuitable for providing access to a
W reless network; a list maintainer tha manages the bl acklist based at

| east in part on the one or nore connand% and an access point eval uator
that utilizes the blacklist in selecting an access point fromwhich to
request access to/% he THF PRIIENE Hétalp k. Whieesin the dnterfies displaxs oToRPEP #ld s,

wherein the ﬂ@ﬁﬁ&hﬁﬁﬁzk&%?bMﬁﬁuﬂﬂEQﬂﬂﬁﬂQtk&ﬂ@QQmﬁﬂnPﬂﬁﬁbﬂﬁﬁhﬁc&Q%ﬁﬁ@ poi nt
to the blacklist and the Iist naintainer adds the unsuitable access point

to the bl ackfvatator preoumngaihpansatieie eessipainim 76, wherein the access point
eval uator ignores the unsuitable access point in selecting an access point
based at least in part on identifying the unsuitable access point in the

bl ackl i st.78. The/%appdhatapgaratus gif ailam7d, wheseiai the tilh'terﬁiqat@rth%tc@cqii/@pflt ays a

prompt to ad ontlrggndu%s lljéntlc%fgl fic % %31 %leo%cggs E}Q}tn{ r}’Ieonpl %ﬁlﬂacﬁ st . ﬁe ¢ & stI east

in part on the access point Sval Uat or "enco e unsui ab © ‘access
poi nt. 79. Theinmpparaatoyss thé unsluaabh aGess \whiar &opm tlnertéaqkmter face further
receives a conmand to renove the unsuitable access point fromthe blackli st
and the |list maintainer renoves the unsuitable access point fromthe
blacklist. 80. A goet hodnfetiod ifaeidtitifyinggelefrds whidnowbqueke wivelese qaeaik

w rel ess network access, conprising: maintaining a plurality lists of
access p0|nth8§ﬁFP%¥%?§ corresponding to a group of access points, which

provide simlar aggif@Rhidgs fulifyeis@SE 0eky\psils; iddrifieR tdongpddife wes gropei Nt
that advertises an identifier present in at |least one of the lists; and
det er i ni ng Qﬂ@?%éPOWE'%@@hEPY@ﬁS%n@b%ﬁ@%fq%W“WF%HwFﬁ%kaccess poi nt based

at least in part QucREEHEREessQoidt Mgt la@RAtided b tdehfidrPeesatt ih @B Rhst QB of i St .
the lists; and
determining whether to establish a connection with the access point based at

least in part on presence of the identifier in the at least one list.

81. The method of claim 80, wherein the at least one list is a blacklist of
access point identifiers indicating access points unsuitable for providing access to the

wireless network.

82. The method of claim 80, wherein the at least one list is a whitelist of
access point identifiers indicating access points for providing access to the wireless

network.

83.  The method of claim 80, further comprising modifying the at least one
list based at least in part on one or more commands received from a provided user

interface.

84. The method of claim 80, further comprising modifying the at least one

list based at least in part on one or more commands received from the wireless network.



81. The nethod of claim 80, wherein the at |east one list is a blacklist of
access point identifiers indicating access points unsuitable for providing
access t owoheowviosBess network. 82. The nethod of cl ai mPBO/US4DOM88454 t he at

| east one list is a whitelist of access point identifiers indicating access
points for providing access to the wirel ess network. 83. The net hod of
claim80, further conprising nodifying e at |least one list based at |east
in part on one or nore commands received froma provided user interface.

84. The nethod of claim 80, further conprising nodifying the at | east one
list based at |ea®t idhparathadrrfsiemaio. fsther easmriaingsmediiyaieBe af legvnonhe

wirel ess net nQhlscdar 1k PHRIAHe 8f mGle el BPevehidr t her conpri si ng nodi fying
the at |least one |ist based at least in part on one or nore detected
events. 86. The nethod of claim 85, wherein the one or nore detected events
conpri ses one or {or & 1UGHARST b cRifm ) LAk GPEEH QP HERL AL ADTBE
requests to the access point. 87. A wreless conmunications apparat us,
conpri si ng: eamprsesbncoprempreowiesssydnl egofatledyoeradction: estrhhdigwntareghastsatoithy  of
lists of acc§§§%@8hpt identifiers, the identifiers are related to a group
of access points that provide simlar access to a wireless network; detect
an access point that provides access to the wireless network and adverti ses
an identifier p;sﬁent in.qt | east gne of th@ Iistsi.and det ermi ne whet her
to establish conmini cAt MERENCPRTAGUNE 3UEa: (¥EEYEY on presence of the
identifier in thetédastloaaptocone cohguraind: a type of the at |east one |ist;
and a nenory coupled to the at |.east.one. processor. 88. The W reless
communi cat i ons appar attf8*%t? @I“Eﬁhm %él}StWqu&‘?sﬁ p?lﬁéldﬁ?“f%ésa&e g Ae | 5 4

bl acklist of accegsktpabm gioteniiabicey BoinRdh&alrbvige 3BERE Sc@RN Bf & wirksddé t abl e

for providing access to the wirel ess network.
network;

detect an access point that provides access to the wireless network and
advertises an identifier present in at least one of the lists; and

determine whether to establish communication with the access point
based on presence of the identifier in the at least one list and a type of the at least
one list; and

a memory coupled to the at least one processor.

88.  The wireless communications apparatus of claim 87, wherein the at least
one list is a blacklist of access point identifiers indicating access points unsuitable for

providing access to the wireless network.

89.  An apparatus, comprising:

means for maintaining a plurality of lists of access point identifiers, the
identifiers are related to a group of access points that provide similar access to a
wireless network;

means for analyzing at least one of the lists to detect presence of an identifier of
an access point; and

means for establishing communication with the access point based on analyzing

the at least one list.



89. An apparatus, conprising: nmeans for nmaintaining a plurality of lists of
access point identifiers, the identifiers are related to a group of access
poi nts t halD 2pe9on2dgd8 simi | ar access to a w rel ess networ PCTES2a009/088354

anal yzing at |east one of the lists to detect presence of an identifier of
an access point; and means for establishing conmunication with the access
poi nt based on anal yzing the at |east ogf list.90. The apparatus of claim
89, wherein the at least one list is a blacklist of access point
identifiers indicati ngf access points unsuitable for providing access to the
wirel ess networ k.9091. TAe copastites! Gaivgtoambgicadtlie £t leatops iglih g Dlagklist of

conput er - r eaglabls 6, dh TGO MRfidafhd JeceGOEntE AhsuftaS G r&idih € asdesORERE O UL er
to maintain a plurality lists of access point identifiers corresponding to
a group of awgélﬁﬁlﬁmqliﬁl-s, whi ch provide simlar access to a wireless

networ k; code for causing the at | east one conputer to detect an access
point that advertises an identifier present in at |east one of the |ists;
and code for causilng theomutdr progtanopredestrppupasing:o det er mi ne whet her to
establish a connection w t jnt based at least in part on
presence of the i%ﬂ?ﬁu}e%%ag?brllg%‘ﬁ@ﬁlgltecgﬁggg%gone list. 92. The conputer
program of claim 91, whdr &irratde atlecdseast cangutéri totmaistam Dplclity Ests of access

poi nt identifi ers, i ndi clgg.i ir::;%ﬁa%:cersrs Bo(iirrlltts aunsui ttabl e forrlt Pr.Q i dri nlﬁ access
to the wirel ess nSEROPRM YIRS SREFRP AT dBRT TECHS: P THEPHESI ner
t hat manages a pldimBdriateesoto alwisdlss oftwakeess point identifiers, the

identifiers correspond itio roups of gecess oints that provide simlar
access to a wirel ess (8 ‘?/\f??ﬁ?usglﬁdheaﬁ FECUESLOFRIE etFiictat Fret Rt Bt ect s an
access point t hatadaelviesstah 3REtifdE pred@ntin dtil@kt @O df @8llied] dnghes communi cati on
wi th the access point bas?d at least in part on analyzing .
code for causing the at least one computer t0 determine whether to
establish a connection with the access point based at least in part on presence of

the identifier in the at least one list.

92. The computer program of claim 91, wherein the at least one list is a
blacklist of access point identifiers indicating access points unsuitable for providing

access to the wireless network.

93.  An apparatus, comprising:

a list maintainer that manages a plurality of lists of access point identifiers, the
identifiers correspond to groups of access points that provide similar access to a wireless
network; and

an access point evaluator that detects an access point that advertises an identifier
and establishes communication with the access point based at least in part on analyzing

at least one of the lists to determine whether the identifier is present.

94, The apparatus of claim 93, wherein the at least one list is a blacklist of
access point identifiers indicating access points unsuitable for providing access to the

wireless network.



at least one of the lists to determ ne whether the identifier is present.
94. The apparatus of claim93, wherein the at |east one list is a blackli st
of accesswpapowizogdenti fiers indicating access points un®airtsecs/ ossass

provi ding access to the wirel ess network.95. The apparatus of claim 93,
wherein the at |east one list is a whitelist of access point identifiers

i ndi cating access points for providing cess to the wirel ess network. 96.
The apparatus of claim93, further conprising a user interface wherein the
i st maintainer further nodifies at |east one of the lists based at |east
in part on one or%mor &hedppratesol @il Ve drheietnihe Aeleys ope lisftipp Mditelistof. A
met hod for 'Q&Qsts'JoYﬂtrlgerfﬁ%EJsSm&EQﬂﬂg%bé%E‘ pbits’ RAYESLiME L&&SR MELWRIKs access,
conprising: naintaining one or nore |lists of access point conmunication
parameters cedtpotked from si gnal s received fromthe respective access

poi nts; conputing an access point comuni cation paranmeter from a signal
recei ved fromthe access point; and determ ning whether to establish a
connection wth tY¥e adbesppysdinel cld@ime%B,eftlrtheeasmpliising)amserdnteltﬁftoes’elmeén of the
conput ed co n r 1N t | thod
of claim 97%8{?%51%8?%@%5? grrFJ[elg(Islgl(!:Soartlté‘Ql t|O§Ie Olfgl%g SE)SI acdl ﬁ%am lﬁ %aré-(l:o-gss poi nt
conmuni cat i oor par aometnends reeivieé Sportble wgr inerfaccess poi nts unsuitable for
provi ding access to a wireless network. 99. The nmethod of claim97, wherein
the at least one list is a whitelist of access point conmunication

par anmet ers cor r esppondimencthod decidsigifpiag tlB fran wiidviodengstaetass netvoak

wi rel ess network. 100.. The met hod of claim 97, further conprising nodifying
the at |east?GhRE 9" Pased at least in part on one or nore conmands
received from a phéitameg Uselorimber fiacef akOds poe eotiM@Odcadibn GlapdniBtdy
further conprising nodifying the at | east one |ist based at |least in part
on one or nof¥" SERAORTIEd TP SEECT Y S8 Mellor k. 102, The met hod of

claim 97, furthercoaPuRid sh R6ccOPPbihdy batmbhEatidh JaPAfter GRS a signal received
from the access point; and

determining whether to establish a connection with the access point based at

least in part on presence of the computed communication parameter in the at least one

list.

098. The method of claim 97, wherein the at least one list is a blacklist of
access point communication parameters corresponding to access points unsuitable for

providing access to a wireless network.

99, The method of claim 97, wherein the at least one list is a whitelist of
access point communication parameters corresponding to access points for providing

access to a wireless network.

100. The method of claim 97, further comprising modifying the at least one
list based at least in part on one or more commands received from a provided user

interface.

101. The method of claim 97, further comprising modifying the at least one

list based at least in part on one or more commands received from a wireless network.



list based at least in part on one or nore detected events. 103. The net hod
of claim 102, wherein the one or nore detected events conprises one or nore
successf uwoano%apdosed connecti on establishnent requests POTIUSR0QO8SE poi Nt .
104. A wirel ess communi cations apparatus, conprising: at |east one
processor configured to: manage a list of access point conmmuni cation
paraneters conputed fromone or nore sigpals received fromthe respective
access points; determne a comuni cation paraneter related to an access
point; and determ ne whether to establish comunication with the access

poi nt based on pr¥8endédecdrctieofehimiti Sathrosrpuisigeredilying hnat kpsenc and a
menory coupl gg phQqbiRaskin ﬂaﬁ%%n@@?mWquﬁ%@Even%OS The wirel ess
comuni cati ons apparatus of claim 104, wherein the list is a blacklist of
access point conmuni cation paraneters corresponding to access points

unsui tabl e for praxi dinhg AGRRS St LAIR 1Wh! Shash AEINRId mdOSeicbila aRBAL At us,
conprising: neans for maintaining a access point comruni cation

par anet er s deteprisenert 6 warconwecassfulnor Rilgd gomakgiones@bNsbaeht wrveshetodbeess

poi nts; nmean gﬁternlnlng a comuni cation paraneter related to an
access point nmeans for establishing communication with the access
poi nt based at least in part on deternlnlng whet her the communi cation
parameter is in tﬂﬁ Ilst1r1 m q&g» 21% of claim 106, wherein the |ist
is a blacklist of accdS¥REPIP ggﬁﬁu & ¥°6 wb%?%ﬁgférs corresponding to
access points unsaidagtine pfooess@roonfigliraiyoaccess to a wirel ess network. 108. A
conput er program product, ri.sin uter-readabl e nedi

Conri 51 b code For ISPt FeRSiroB EBBHBETish TG TR MDD o o
lists of access paicht H@ﬁH@i@JﬂalsGaielV@dlfrl@ﬁﬁﬂéﬁ%h@bﬁve%fﬂwp@ﬁitsf rom signals

received fromthe respectlve access points
determine a communication parameter related to an access point; and

gCCGS%gO

determine whether to establish communication with the access point
based on presence of the communication parameter in the list; and

a memory coupled to the at least one processor.

105. The wireless communications apparatus of claim 104, wherein the list is
a blacklist of access point communication parameters corresponding to access points

unsuitable for providing access to a wireless network.

106.  An apparatus, comprising:

means for maintaining a list of access point communication parameters
determined from one or more signals received from the access points;

means for determining a communication parameter related to an access point;
and

means for establishing communication with the access point based at least in

part on determining whether the communication parameter is in the list.

107.  The apparatus of claim 106, wherein the list is a blacklist of access point
communication parameters corresponding to access points unsuitable for providing

access to a wireless network.



code for causing the at |east one conputer to conpute an access point
communi cation paraneter froma signal received fromthe access point; and
code for wausinigogdRe at | east one conputer to determ nePalatShen9/ 088354
establish a connection with the access point based at |least in part on
presence of the conputed conmunication paraneter in the at |east one |ist.
109. The conputer program product of clgaim108, wherein the at | east one
list is a blacklist of access point comruni cati on paramneters correspondi ng
to access points unsuitable for providing access to a wirel ess network.
110. An appar at usl08corfpfamaIufeg Progrant BodushiCRMATIHESE t hat manages a |i st of

access point com%&%@;&_%dmgﬁg@{lﬁrcgmgﬁgiggl ated fromone or nore signals
received fromrelated access points; and an access point eval uat or that

determines an access godmfor comingrit duatti @n cpapairetoePaiai estainire Hes of
communi cation w t&ﬁg?ﬂg‘fﬁé@ﬁﬁuﬁ%ﬁh ARRE Lo RARE frbfl AALE rQ&i\%Haéa{E'lng the

list to determ ne ' e conmuni cation paraneter 1I'S present.
The apparatus of tbé epactiddacceshpoieisn the |list is a blacklist of access point

communi cati on_par amet g3, #0911 R5ROANLNA.G % AS6ERAR A HNRUL RS O

provi ding access to a wreless e apparatus o rm 110,
wherein the |ist domnamwhiitreparabetaffrance egml poeintd Tamtherriccas pant; patr amet er s
correspondi ng to access ints .for, proyviding access.to a Wrel.ess network.
5 SThe appar at uo_of eiattn rghe i bl R BREIRE 1 Alutht RiERRLdE
wherein the |ist &mbhithal svanedivi itk theraeddst peiat bdal atilGikt aae dn picstreast i n
part on one or m)ée (of0) nds recei.ved from.the uliser ieglterface. 114. A net hod
for identifying cBf PUMRYSHOMMURIAHY R0 (e AR 25/ wor k access,
conprising: maintaining a blacklist of access points unsuitable for

provi ding access to a wireless network; determning a tinme duration during
which an access pldPnt T CHPRYEBROFHN PHRIVE AERIT 405 VAR LRAUEIhY el et i on
time for thejacagsstRPabiesd s cbRghullcatdtl fasdmdbas 86hra@bondBRSH abddss points

unsuitable for providing access to a wireless network.

110.  An apparatus, comprising:

a list maintainer that manages a list of access point communication parameters
calculated from one or more signals received from related access points; and

an access point evaluator that determines an access point communication
parameter and establishes communication with the access point based at least in part on

analyzing the list to determine whether the communication parameter is present.

111.  The apparatus of claim 110, wherein the list is a blacklist of access point
communication parameters corresponding to access points unsuitable for providing

access to a wireless network.

112.  The apparatus of claim 110, wherein the list is a whitelist of access point
communication parameters corresponding to access points for providing access to a

wireless network.

113.  The apparatus of claim 110, further comprising a user interface wherein
the list maintainer further modifies the list based at least in part on one or more

commands received from the user interface.



part on the tine duration. 115. The nethod of claim 114, wherein the
deletion tine is conputed using the tine duration and a nunber of tines the
access powotoesieoesect ed during the tinme duration. 116. PChaSaedlossgdsof cl ai m
114, wherein the deletion time is conputed further based at |east in part
on a nunber of tinmes the access point is added to the blacklist by a
provi ded user interface. 117. The nethod. of claim 114, wherein the deletion
time is conputed further based at least in part on a nunber of failed
access attenpts to the access point. 118. The nethod of claim 117, wherein
the deletion tinellis ésashad der identifriag seftbléom ghighalol regreaicwisdess actenpt s
increases. 1]QcsAoMpii€ih€SS communi cations apparatus, conprising: at |east
one processor configured to: manage a bl acklist of access points unsuitable
for providing acceastapggaa hacklise 98 apeets\peiRts wiseitablenfon pravidingiaecsss ®na r el at ed
to presence of .@an ARGESS point in the blacklist; and calculate a deletion
time for the access point fromthe blacklist based at least in part on the
time duration; andteammérgeyingodphieeh thoinghehigh anespstss qomt pr pesegon. the0. The
wireless co 1&%118?5&9”5 apparatus of claim 119, wherein the at |east one
processor calculates the deletion tine using the tine duration and a nunber
of tinmes the accessmppingd ddlgiodetredbettle secedspgint Femtthatdacklistdtabalrat led@in  An
appar at us, co%r}prni%gg%é means for maintaining a blacklist of access points
unsui tabl e fBF PrBY AT {4 4%%ess to a wirel ess network; nmeans for receiving
a tinme duration during which the access point is present in the blacklist;
and neans for detEsm rMmhagnethodalfeldimn 18] Weeréifrthd fdetda a@ssSis @ompited ndng t he
i st based ath Ieasé in part on the_ time duration. . . :

the time duration” and a number of times the access point is detected during the time

duration.

116. The method of claim 114, wherein the deletion time is computed further
based at least in part on a number of times the access point is added to the blacklist by a

provided user interface.

117.  The method of claim 114, wherein the deletion time is computed further

based at least in part on a number of failed access attempts to the access point.

118. The method of claim 117, wherein the deletion time is escalated as the

number of failed access attempts increases.

119. A wireless communications apparatus, comprising:
at least one processor configured to:

manage a blacklist of access points unsuitable for providing access to a
wireless network;

discern a time duration related to presence of an access point in the
blacklist; and

calculate a deletion time for the access point from the blacklist based at
least in part on the time duration; and

a memory coupled to the at least one processor.



122. The apparatus of claim 121, wherein the neans for determning the
deletion tine determnes the deletion tinme using the time duration and a
nunber ofwoOi20®g120498 access point is detected during thePCirras2eanag4son. 123.
A conput er program product, conprising: a conputer-readabl e nmedi um
conprising: code for causing at | east one conputer to maintain a blacklist
of access points unsuitable for provid|@9 access to a wirel ess network;

code for causing the at |east one conputer to determne a tine durati on
during which an access point is present in the blacklist; and code for
causing the at | ekt dhe eEpucernmupiceinp ppearguyef sleitarl 1D; whereigrthe e access

poi nt from t peBhagkbdsss RRseds B deRAST tihEufRE the GhelddGutibh gﬁd gHnatd-op. 124.
The conputer program product of claim 123, wherein the deletion tine is

conput ed usi fAges @ aqCR TPOMG Saleleaind dwingtheimbdwragin. t i nes t he access point is
detected during the tinme duration.125. An apparatus, conprising: a |ist
mai nt ai ner that manages a bl ackli st of access points unsuitable for
provi di ng access 12d. a Aiapphrews cepuongk, and a |i st entry timer that

computes ‘a_del eti go, 1P 1.0k AN. ACHESTHPO Dleeld RULA NERlBRKEL SoRARE At

| east in part on a det ér m'ne ron e access po nt has
been in the Mkaskéasmrwﬁﬂﬁhmfhe apparatus of cIa|n1125 wherein the |ist
entry tiner conput es he de me_duratj.on _an nunber

of 11 mes the accate Bl d s Fle kb ag VRE beREetbdh SRR

the blacklist; and
means for determining a deletion time for the access point from the list based at

least in part on the time duration.

122.  The apparatus of claim 121, wherein the means for determining the
deletion time determines the deletion time using the time duration and a number of

times the access point is detected during the time duration.

123. A computer program product, comprising:
a computer-readable medium comprising:

code for causing at least one computer to maintain a blacklist of access
points unsuitable for providing access to a wireless network;

code for causing the at least one computer to determine a time duration
during which an access point is present in the blacklist; and

code for causing the at least one computer to compute a deletion time for

the access point from the blacklist based at least in part on the time duration.

124.  The computer program product of claim 123, wherein the deletion time is
computed using the time duration and a number of times the access point is detected

during the time duration.
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125.  An apparatus, comprising:

a list maintainer that manages a blacklist of access points unsuitable for
providing access to a wireless network; and

a list entry timer that computes a deletion time for an access point from the
blacklist based at least in part on a determined time duration for which the access point

has been in the blacklist.

126. The apparatus of claim 125, wherein the list entry timer computes the
deletion time using the time duration and a number of times the access point is detected

during the time duration.



