1 NATIVE WI-FI ARCHITECTURE FOR 802.11 NETWORKS FIELD OF THE INVENTION [0001] This
invention relates generally to wireless computing configuration and connectivity and, more particularly,
relates to system configuration and connectivity provided for wireless computing for IEEE 802.11
networks. BACKGROUND OF THE INVENTION [0002] Most businesses have recognized the substantial

benefits gained by opefgtingwEa\Nat\vAReHITRLItDR G REeNt REgsiabligking local area networks
(LAN), businesses allow their employees to share network resources, such as printers, file servers,

modem banks, e- mail servers, etc., while maintaining the distributed computing power of having a

plurality of individual work station compytars thdaes: irgagefitsof networked computing are now
available for home computing environments as more and more households begin having more than one

computer. Now, as with at the office, network resources (e.g., a printer) may be shared among the
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hardwire chitecture presents several problems that tend to limit the users ability to compute In a

flexible mRNNARSrERABAMINE rANABY (DR INRKRAOSIRHIEH HAE EARBTRMYASRYGRS top Wiavially to take

their computers with them wherever they go by utilizing laptop and notebook sized computers.
Unfortunaiphp ey evels He dipysicadtiisaes architecture often does not accommodate multiple users in a
particular location (e.g., in a meeting room) due to the limit of network connection port 2

BACKGROUND OF THE INVENTION

[0002] Most businesses have recognized the substantial benefits gained by operating in a
networked computing environment. By establishing local area networks (LAN), businesses
allow their employees to share network resources, such as printers, file servers, modem banks, e-
mail servers, etc., while maintaining the distributed computing power of having a plurality of
individual work station computers. Indeed, the benefits of networked computing are now
available for home computing environments as more and more households begin having more
than one computer. Now, as with at the office, network resources (e.g., a printer) may be shared

among the members of the household.

[0003] Unfortunately, despite all the benefits that the networks provide, their hardwired
architecture presents several problems that tend to limit the users ability to compute in a flexible
manner. For example, many networked computer users are now provided the flexibility to take
their computers with them wherever they go by utilizing laptop and notebook sized computers.
Unfortunately, however, the physical wired architecture often does not accommodate multiple

users in a particular location (e.g., in a meeting room) due to the limit of network connection port



outlets that are physically installed at that particular location. Therefore, while a user has the theoretical
ability to connect to the network from any location wherein a network port outlet is provided, the physical
realities of the wiring installation often limit this. Addiffonally, even if a sufficient number of outlet ports
were provided, the requirement for each user to carry around network cabling of lengths sufficient to

couple topathgdwaikapd Ry dtchg esitanie sanacpHafiulaaBERMAT. Tieufise, indeestanaaifeulty of
installing network cabling within a household to provide connectivity for each room of the house often

limits thetpgdvai caklsilingtalrmieceidtnnstned ipeangnscatiai eveerapLigic ROk RERVAIKdEROUrces are
currently located. Therefore, such hardwired systems essentially preclude the mobile computing that has

been enghtgddey the peiRale€OMBTNNE QN IRES iIBSHBAYNOSTHIE Mmarket. (21 dnapgagatiighof the

significant limitations that a wired LAN architecture places on the mobility and flexibility of modern

computinguffiaént ingissnoieastespoRaVdry proprIRANNea@ UNWMdMTEBRIHInG MERIase Avimarks. These
wireless networks allow for substantially increased flexibility by enabling truly nomadic computing from

any locatieawith tabie PosieegH SEUENpSE teovapRaidy Hwiie Batet ANnMilapRefr6in BseEs need to
carry network connection cables and restrict themselves to computing only in physical locations where

network eemapeiiin DikiSkartherestded difficunyrefaastaivgaiking e chbiohgayitlfodasusépoliticant
advantages for the home computer user who may now have full home network accessibility from any

location widviuthsorneuseithadisanneeniest 0 GRbiRseaghizinaibeadteaneasiousskergfitsamgvided by
wireless networking, their deployment in airports, hotels, schools, etc., is becoming much more
widespregdséfibe fovdiiord where computers and network resources are currently located. Therefore,

such hardwired systems essentially preclude the mobile computing that has been enabled by the

portable computing devices currently on the market.

[0004] In recognition of the significant limitations that a wired LAN architecture places on
the mobility and flexibility of modern computing, many industry leaders have developed and are
now implementing wireless networks. These wireless networks allow for substantially increased
flexibility by enabling truly nomadic computing from any location within the business enterprise
covered by the wireless LAN. No longer do users need to carry network connection cables and
restrict themselves to computing only in physical locations where network connection outlets are
provided. This wireless networking technology also has significant advantages for the home
computer user who may now have full home network accessibility from any location within the

house that is convenient.

[0005] Recognizing the tremendous benefits provided by wireless networking, their

deployment in airports, hotels, schools, etc., is becoming much more widespread. Further, with



the increasing popularity of handheld computing devices, the deployment of such wireless networks in
shopping malls, grocery stores, and the like is envisigned. Further, wireless wide area network computing
having coverage areas similar to that currently in Wiagéspread use for wireless telephone systems enable
true nomadic computing regardless of a user's physical location. In this way, nomadic computer users

are able tRedipeRSBIMPHoPEIMPKKIPRAMIEEE abfplRMGPIQLUE/EeplBimuRiIENGUeRn wikdaize, commuting
on a train, etc. [0006] Recognizing that compatibility among the various network service providers who

may depigstiiirereinbiippmpenamskeriserynacan ot i PKEan eaviti eRclr ¢ i @onires giewth and
acceptance of such technology, various industry standards have been developed. One such standard

developegtdayndia bnsiEbrim ofifg erivieg| avdriecierichifagtoanss dineR)ysorsienaied (e lEE 802.11.

Under this wireless standard, nomadic computer users may form their own network in an ad hoc mode,

or may coingéisterpresiabliskat seinierkis ehiadiesiougiutiddnredadiigioe adsbes ghpsealthere is no
structure to the network, and each member is typically able to communicate with every other member.

These addradigietwothis W&y, herfatias WheReVesra agrabe &) HEQIS Wisi Hete@TKIeGRISs aRpng
themselves to share information such as during a meeting. An example of such an ad hoc formed

network yadeinl pioBudtideddtifdlivaitiateona fTiguredinmatingyibe seendtom this simplified Figure, multiple
users 802, 804, 806 communicate with one another in their own loosely formed network 800, all without

the requirement of being coupled together by hard wires. [0007] The second type of network structure of
IEEE 802.11 is known as an infrastructure network and is illustrated in simplified form in Figure 9. As may

be seen, [hi9a&jrchitRetogniking that compatibility among the various network service providers who
may deploy these wireless networks is of paramount importance to ensure the continued growth
and acceptance of such technology, various industry standards have been developed. One such
standard developed by the Institute of Electrical and Electronics Engineers (IEEE) is designated
by IEEE 802.11. Under this wireless standard, nomadic computer users may form their own
network in an ad hoc mode, or may connect to an established network in an infrastructure mode.
In the ad hoc mode, there is no structure to the network, and each member is typically able to
communicate with every other member. These ad hoc networks may be formed whenever a
group of users wish to communicate among themselves to share information such as during a
meeting. An example of such an ad hoc formed network under IEEE 802.11 is illustrated in
Figure 8. As may be seen from this simplified Figure, multiple users 802, 804, 806 communicate
with one another in their own loosely formed network 800, all without the requirement of being

coupled together by hard wires.

[0007] The second type of network structure of IEEE 802.11 is known as an infrastructure

network and is illustrated in simplified form in Figure 9. As may be seen, this architecture



utilizes at least one fixed network access point (AP) 900 through which a mobile computer user 902, 904,
906 can communicate with the network members 908, 910 and resources 912, 914. These network
access points 900 may be connected to hardwired LAN lines to broaden the wireless network's capability
by bridging these wireless nodes to other wired nodes on the established network 916 and the

architectutgiiz4aiesstoik SiRaleravRTRaeRa086m® (RM'9(0CARIIYiA NS develirraeniand deployment of

wireless networking devices and infrastructures, consumers and businesses are increasingly being able

to realizegiiie benefis @in toRmaniasanp wingeoalikaeaticus 80d, inforapatiesoaxaanige oiNp longer are
business travelers required to carry an assortment of cables and search endlessly for an available data

port simpiyete aeRReK decash BBIREED RHIENE @MALIRess AgRRvidMNoadifiteso Orcaddhaige information.
No longer are companies and home consumers restrained in where they may access their networks by

the locatigirglbsbadniirkietdpabaigrotiheritiglhdMesiingi pasticiairtstanther upsd AddeeoAsH®may now form
their own ad hoc networks without connecting cables between themselves or logging in to some

preexistingtasivyetknERON dsfany ratakehitesite it knsigaitcaniagy djagespadciexilulity, that wireless
networking brings to the computing environment, the hardware to implement these networks is quite

complex and expensive. For example, the wireless network interface card (NIC) that provides the means
for computers to communicate wirelessly must support most, if not all, of the functions specified in the
802.11 spemiBtationy@nee daetspheninstalbiegiaywicatasviNiéledh actuisekiss déldcssusicbe either

reconfigured or replaced when a wireless standard changes. The current user experience in configuring
and updatifgsirgciuigl essnbliias aiill Gusieesessplexinbreasingly being able to realize the benefits of

true mobile computing, collaboration, and information exchange. No longer are business

travelers required to carry an assortment of cables and search endlessly for an available data port

simply to connect to a network to retrieve email messages, download files, or exchange

information. No longer are companies and home consumers restrained in where they may access

their networks by the location of the Ethernet jacks on the wall. Meeting participants and groups

of friends may now form their own ad hoc networks without connecting cables between

themselves or logging in to some preexisting network.

[0009] Unfortunately, despite the significant advantages and flexibility that wireless
networking brings to the computing environment, the hardware to implement these networks is
quite complex and expensive. For example, the wireless network interface card (NIC) that
provides the means for computers to communicate wirelessly must support most, if not all, of the
functions specified in the 802.11 specification. Once a user has installed a wireless NIC, the
wireless NIC must be either reconfigured or replaced when a wireless standard changes. The

current user experience in configuring and updating the wireless NIC is still quite complex.



[0010] Further detracting from the user experience is the limitation of current wireless networks and
mobile computing devices in providing the capability to form a wireless network using multiple layer deep
access points. Figure 10 illustrates the limitation of available systems. A conventional access point 1000
connected to a wired network 1002 has the limited capability to communicate with device 1014that is
connected to access point 1006. Devices 1006 - 1012 in communication with the wire access points
1004, 1014 can route packets to wired access point 1000 and get connectivity to the wired network 1002.

BRIEF SIHMMIARY artrierBetPdvtiy FIOMI 10kl Axpefivmieibareinitgies s fnliasugiverRaystem is

provided. The system has a station driver that communicates with the network stack and a network

interface maigb i @ldar@ibilie BosRMAT]RISAtREMNealiamy ith b sbtaiignaifbmar andrarSoravsisupplicant,

an access point driver that communicates with a NIC and either a network bridge or a network stack that

is in comujeatinipWithyarWigsaseswskirag dragure ceSH pRitteSendainiiteRonOE ek [k Biklclhe. access
point driver and an 802.1X authenticator. Each NIC provides station and/or access point functionality

support. [Q@drR}drmrrintctest hEihanchtheoansess pENlitEueBacik Nave BabltesiNenreginpabaitgdrops
packets that have been received if the packet has not been authenticated and associated. A packet

processoforesaiveaipaekeith halibavelagen rubhenitaiad andsasroctaiesiroyevicesiitegl@wine and

reassembles packets that have been fragmented. An association manager is used in conjunction with a

configuragignriahleatiGnagertte adso s Shaiite e d0TLSSPINIS ploketitenageinmat gaskiats. A
second filtering engine acts like a switch and receives data packets from

1000 and get connectivity to the wired network 1002.

BRIEF SUMMARY OF THE INVENTION

[0011] A software based wireless infrastructure system is provided. The system has a station
driver that communicates with the network stack and a network interface card (NIC), a station
server in communication with the station driver and an 802.1X supplicant, an access point driver
that communicates with a NIC and either a network bridge or a network stack that is in
communication with a wired network, and an access point server in communication with the
access point driver and an 802.1X authenticator. Each NIC provides station and/or access point

functionality support.

[0012] The station driver and the access point driver each have a filtering engine that drops
packets that have been received if the packet has not been authenticated and associated. A
packet processor receives packets that have been authenticated and associated from the filtering
engine and reassembles packets that have been fragmented. An association manager is used in

conjunction with a configuration table manager to associate stations and access points via



the packet processor and drops data packets sent by an unauthenticated sending device and sends data
packets sent by an authenticated sending device up fo the first network stack. A manager receives
802.1X data packets from the packet processor and Sends them up to a station server that
communicates with user mode applications and either an 802.1X supplicant or and 802.1X authenticator

that are upgshiRALNIpAtkate ANckEnRINRMICARPINRRICE AeNSAIRIRGRE FecRRIB BB PhdkaAb froate also

provided that provide methods to communicate between the user mode applications and the layers of the

network staqiaskeip A Sdadiont ARchacRespderIttS et neiutaEkiitrERseharg dEdArdaitignal
features and advantages of the invention will be made apparent from the following detailed description of

illustrativeigajaeriRest: WhieranieatRAeW i Bigreadgedoihe taeepsnpenong AatkeR B Eder
DESCRIPTION OF THE DRAWINGS [0015] While the appended claims set forth the features of the

present ipasiNigeoath Xpgaticodakitys thevinne pHoksttogrREzesitd Esnabieein apdoatsantragsvenay be best
understood from the following detailed description taken in conjunction with the accompanying drawings

of whichtH{@Qmimigcetdsiganleekmitagrasplaarnens|hniluatietingsan. exempidioastotrgineentix which the
present invention operates; 7 [0017] Figure 2 is a block diagram generally illustrating an exemplary

computeggiRigitaesr titiarethsdrosefidnientenderidlerc B0 dtievstaddasahipatciagpmnsgenerally
illustrating the architecture of the station and
[0013] APIs are also provided that provide methods to communicate between the user mode
applications and the layers of the network stack such as stations and access points and the

network interface card.

[0014] Additional features and advantages of the invention will be made apparent from the
following detailed description of illustrative embodiments which proceeds with reference to the

accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] While the appended claims set forth the features of the present invention with
particularity, the invention, together with its objects and advantages, may be best understood
from the following detailed description taken in conjunction with the accompanying drawings of
which:

[0016] Figure 1 is a block diagram generally illustrating an exemplary environment in which

the present invention operates;



access point of the present invention in the computer system of Figure 2; [0019] Figure 4 is a block
diagram of the station of the present invention; [002(2] Figure 5 is a block diagram of the access point of
the present invention; [0021] Figure 6 is a block diagfam illustrating the flow of data and commands in the
access point in accordance with the present invention; [0022] Figure 7 is a block diagram illustrating the

flow of datmeyd compmaadsdn BieckaiRain GreesdgnnasviiidhernsreeRldRy esHpIdOSA fTigwre 8
illustrates an IEEE 802.11 Ad Hoc wireless network; [0024] Figure 9 illustrates an IEEE 802.11

Infrastruciienthelasseneinantianepiiiad] Figure 10 is a block diagram generally illustrating the limitation
of prior art access points and stations. DETAILED DESCRIPTION OF THE INVENTION [0026] Turning

to the drapongs, WheiRire KR eehifsenafagrameseisredlfe ilasikei slementishitbeute\smtiontigidkist@ted as
being implemented in a suitable environment. Although not required, the invention will be described in

the geneggtesyiekiteifenedientaxoentiablénirsititposr sysinasfFreran, modules, being executed by a
computing device. Generally, program modules include routines, programs, objects, components, data

structurefp@ite] thatmgueraipanictiadidqeks of toptamerifatiswkenahsisagbdata types. Moreover, those
skilled in the art will appreciate that the invention may be practiced with other computer system

configurgoore] 8 inFiigdied iandibekcieyicrsfmaltiderespshrof)thtepcsentidoptideassor based or
programmable consumer electronics, network PCs, minicomputers, mainframe computers, and the like.
The [0021] Figure 6 is a block diagram illustrating the flow of data and commands in the access

point in accordance with the present invention;

[0022] Figure 7 is a block diagram illustrating the flow of data and commands in the station

in accordance with the present invention;

[0023] Figure 8 illustrates an IEEE 802.11 Ad Hoc wireless network;

[0024] Figure 9 illustrates an IEEE 802.11 Infrastructure wireless network; and

[0025] Figure 10 is a block diagram generally illustrating the limitation of prior art access

points and stations.

DETAILED DESCRIPTION OF THE INVENTION

[0026] Turning to the drawings, wherein like reference numerals refer to like elements, the
invention is illustrated as being implemented in a suitable environment. Although not required,
the invention will be described in the general context of computer-executable instructions, such
as program modules, being executed by a computing device. Generally, program modules
include routines, programs, objects, components, data structures, etc. that perform particular
tasks or implement particular abstract data types. Moreover, those skilled in the art will

appreciate that the invention may be practiced with other computer system configurations,



invention may also be practiced in distributed computing environments where tasks are performed by
remote processing devices that are linked through a communications network. In a distributed computing
environment, program modules may be located in both local and remote memory storage devices. [0027]
Figure 1 illustrates an example of a suitable operating environment 20 in which the invention may be

operatedirm|GHiBENBRESRIOINT2E, hadtivirepNgaiixiig, (MRorip lRedvdF SedetPod pigamataEk 24 such
as a LAN. The other access points 26 - 38 are be placed anywhere and these access points are in

wireless gonaDmEHeRiADARCEN ANIGT RCREBsiMelhBaasthigieReMeAGRPpuTdrS, BFRSPBIRYETHen provides
the capability to Stations 40 - 44 are in wireless communication with wired access point 22 and can route

packets tpvetigdraergsiseaprdiont iceaptiuty denpieingbnSiatitnentOHeteatsknamreless
communication with wireless access point 26 and can route packets to wired access point 22 and get

connectiyjtyfisniee wiresnoetprotesithg didiitesn aibt, 4hel ipleseint ddyanticunpravidesdneneanaklitinfar

stations 46-50 to route packets to stations 52-56 wirelessly via the wireless access points 28, 32. Station
52 is in wiselipaseaabmpUTIngEpNivdimerite|asgrancarsinRNAG BatbesassHathI6carand wirklgss
communication with wireless access point 32. Station 58 is in wireless communication with wireless
access paigndpy Statignadyzess route packets to other stations in the network without having to route the
packet to wired access point 22. For example, stations 58 can send packets to device 56 via access
points 30-26-28-32. 9 [0028] Figure 2 illustrates an example of a suitable computing system environment
100 on which the invention may be implemented. The computing system environment 100 is only one

[0027] Figure 1 illustrates an example of a suitable operating environment 20 in which the
invention may be operated. A single access point 22 has wired connectivity (i.e., is hardwired)
to a wired network 24 such as a LAN. The other access points 26 — 38 are be placed anywhere
and these access points are in wireless communication to the wired access point 22 and to each
other. The present invention provides the capability to Stations 40 — 44 are in wireless
communication with wired access point 22 and can route packets to wired access point and get
connectivity to Internet. Stations 46 - 50 are in wireless communication with wireless access
point 26 and can route packets to wired access point 22 and get connectivity to the wired
network 24. Additionally, the present invention provides the capability for stations 46-50 to
route packets to stations 52-56 wirelessly via the wireless access points 28, 32. Station 52 is in
wireless communication with wireless access point 28 and stations 54-56 are in wireless
communication with wireless access point 32. Station 58 is in wireless communication with
wireless access point 30. Stations 52-58 route packets to other stations in the network without
having to route the packet to wired access point 22. For example, stations 58 can send packets to

device 56 via access points 30-26-28-32.



example of a suitable computing environment and is not intended to suggest any limitation as to the
scope of use or functionality of the invention. Neither should the computing environment 100 be
interpreted as having any dependency or requiremer’?t relating to any one or combination of components
illustrated in the exemplary operating environment 100. [0029] The invention is operational with numerous

other gerjepaBpurpPaSguURE SRRGIM MY BASKaAPRIHCLRYBIE BORIPYIPG BRMMAhCABReRtTITSofEXamples
of well known computing systems, environments, and/or configurations that may be suitable for use with

the invenjincHnGilideemit raneap GeliMBRArEhtBEr ST SAPIRKIG Eys R vRTVARMBLIE I RMshaIFr laptop
devices, multiprocessor systems, microprocessor-based systems, set top boxes, programmable

consumesglegleosi essuieiie to i pLi g EeaBHERIS Y ORI R 660 Ry Rigy i Uiedagoneauiing
environments that include any of the above systems or devices, and the like. [0030] The invention may be

describeghinsdip @enasaloednieonbigroptieretidiabieiimet tesigashs uempstpigeneironmehies, being
executed by a computer. Generally, program modules include routines, programs, objects, components,

data strugbyes,isterpieaicogy feivingoatticidasiasks or inpierieatrartichipioalpstmet slajenyegiothe

invention may also be practiced in distributed computing environments where tasks are performed by

remote pePeensiogcieyifastrdiat arenbnierhappoperatingenuitieaiionsioetwork. In a distributed computing
environment, program modules may be located in both local and remote computer storage media

including memory storage devices. 10 [0031] With reference to Figure 2, an exemplary system for
implementing the invention includes a general purpose computing device in the form of a computer 110.

Compon¢oegd}f  The invention is operational with numerous other general purpose or special purpose
computing system environments or configurations. Examples of well known computing
systems, environments, and/or configurations that may be suitable for use with the invention
include, but are not limited to, personal computers, server computers, hand-held or laptop
devices, multiprocessor systems, microprocessor-based systems, set top boxes, programmable

consumer electronics, network PCs, minicomputers, mainframe computers, distributed

computing environments that include any of the above systems or devices, and the like.

[0030] The invention may be described in the general context of computer-executable
instructions, such as program modules, being executed by a computer. Generally, program
modules include routines, programs, objects, components, data structures, etc. that perform
particular tasks or implement particular abstract data types. The invention may also be practiced
in distributed computing environments where tasks are performed by remote processing devices
that are linked through a communications network. In a distributed computing environment,
program modules may be located in both local and remote computer storage media including

memory storage devices.



computer 110 may include, but are not limited to, a processing unit 120, a system memory 130, and a
system bus 121 that couples various system components including the system memory to the processing
unit 120. The system bus 121 may be any of severaltypes of bus structures including a memory bus or
memory controller, a peripheral bus, and a local bus using any of a variety of bus architectures. By way
of example, and not limitation, such architectures include Industry Standard Architecture (ISA) bus, Micro
Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards Associate

(VESA) lpggsijus, anstiPesisvenataliddagineneai bxeargnanesis(Be bobuaaisadetiny hasivigrzamnine bus.

[0032] Computer 110 typically includes a variety of computer readable media. Computer readable media

can be aptRREabiRIBRMRAIHatcahiriBegessr: y themprier 4 toapaénaisiesopgibnetatde and

nonvolatile media, removable and non-removable media. By way of example, and not limitation,

computetsasiagla 10emisy Maludompriae ReMipuitet tLeR casihy and 100mmystigatineniapdiesoComputer
storage media includes both volatile and nonvolatile, removable and non-removable media implemented

in any metpsl yetaahinglegy fiutsioupee wiriniosyadiarcsmpommeanPuieig eadaBlerinaienwions, data

structures, program modules or other data. Computer storage media includes, but is not limited to, RAM,

ROM, EERRS2ddedtasihunmenoryoeciigsmiamsan terlytelagy, of B RRMy pigitdl bier satitgudisks (DVD) or
other optical disk storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic

storage {leNicksy amdiaihistsoedigmonhiontcaiebe weeipiiorstdie thedderitatiindarsatignyafd which can
11 be accessed by computer 110. Communication media typically embodies computer readable
instructionsigtgtef Sl ciierdcniegraBy may viesxamplbedrdatatifiraitagoh) lated sletatsianat shidhdes a
Industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA) bus, Enhanced
ISA (EISA) bus, Video Electronics Standards Associate (VESA) local bus, and Peripheral

Component Interconnect (PCI) bus also known as Mezzanine bus.

[0032] Computer 110 typically includes a variety of computer readable media. Computer
readable media can be any available media that can be accessed by computer 110 and includes
both volatile and nonvolatile media, removable and non-removable media. By way of example,
and not limitation, computer readable media may comprise computer storage media and
communication media. Computer storage media includes both volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for storage of
information such as computer readable instructions, data structures, program modules or other
data. Computer storage media includes, but is not limited to, RAM, ROM, EEPROM, flash
memory or other memory technology, CD-ROM, digital versatile disks (DVD) or other optical
disk storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage

devices, or any other medium which can be used to store the desired information and which can



carrier wave or other transport mechanism and includes any information delivery media. The term
"modulated data signal" means a signal that has one or more of its characteristics set or changed in such
a manner as to encode information in the signal. By \"ily of example, and not limitation, communication
media includes wired media such as a wired network or direct-wired connection, and wireless media

such as aei¢slssdd byibhinfrieandmticenmigissiohadiiamaimataits Gt @apyef Fgdabryve should

also be included within the scope of computer readable media. [0033] The system memory 130 includes

computefrheliegens)erlia stribrifesmeprataiiedard/@r apavesadiia ety caB iR waly angmory
(ROM) 131 and random access memory (RAM) 132. A basic input/output system 133 (BIOS), containing

the basicceprtingaveal ehertaatispastendofarnatiandiatierRs lemeotm it aamguieidld OTRECh as
during start-up, is typically stored in ROM 131. RAM 132 typically contains data and/or program modules

that are igmediatRiM@aRESHIhEY aNeHEs PERGRNUNAGRDAP eratRAlOsT ity FHaLREsIRAddNEt 0. By way of
example, and not limitation, Figure 2 illustrates operating system 134, application programs 135, other

program gnatgdesnldehancaregramaoiaiotis Tnifddtohhie earmpuEr ByowagyBésarisisidedtioer

removable/non-removable, volatile/nonvolatile computer storage media. By way of example only, Figure

2 illustratemiabiard cdiakndnicatiohlntbaiar erilsdbOm U wWitigia todhoas tewinsahéewbanyotatie magdetic
media, a magnetic disk drive 151 that reads from or writes to a removable, nonvolatile magnetic disk 152,

12 and apoppticabaliskdiviebbortaid eactsds@obostivfies iafereinoveditrvoinyelatieediatical disk 156
such as a CD ROM or other optical media. Other removable/non-removable,
Combinations of the any of the above should also be included within the scope of computer

readable media.

[0033] The system memory 130 includes computer storage media in the form of volatile
and/or nonvolatile memory such as read only memory (ROM) 131 and random access memory
(RAM) 132. A basic input/output system 133 (BIOS), containing the basic routines that help to
transfer information between elements within computer 110, such as during start-up, is typically
stored in ROM 131. RAM 132 typically contains data and/or program modules that are
immediately accessible to and/or presently being operated on by processing unit 120. By way of
example, and not limitation, Figure 2 illustrates operating system 134, application programs 135,

other program modules 136, and program data 137.

[0034] The computer 110 may also include other removable/non-removable,
volatile/nonvolatile computer storage media. By way of example only, Figure 2 illustrates a hard
disk drive 141 that reads from or writes to non-removable, nonvolatile magnetic media, a

magnetic disk drive 151 that reads from or writes to a removable, nonvolatile magnetic disk 152,



volatile/nonvolatile computer storage media that can be used in the exemplary operating environment
include, but are not limited to, magnetic tape cassetti , flash memory cards, digital versatile disks, digital
video tape, solid state RAM, solid state ROM, and theTike. The hard disk drive 141 is typically connected
to the system bus 121 through a non-removable memory interface such as interface 140, and magnetic

disk driveddanasislientiiok disticdI BRIARS @I® iitalwaRBcieehio Vs e YiauD Rtk bplidy déigemovable
memory interface, such as interface 150. [0035] The drives and their associated computer storage media

discussedsgaang ang GiyRONEEriBtigeRicaprote DRiaoRboaPMIHEREI@ABAME iInstructions, data
structures, program modules and other data for the computer 110. In Figure 2 for example, hard disk

drive 141yisiatileritaiasl asestonipatepsitins meaiethai44ndenlizationter egsmprAASppifiag program
modules 146, and program data 147. Note that these components can either be the same as or different

from opegatingrsysigindlade, anplieaton Iprogibsnidmetthenpwesames Nt eseiipy apdiprogiam data
137. Operating system 144, application programs 145, other program modules 146, and program data

147 are giveatdiigiore! cmgmbeigdierie dbriratectRat\atsainaisiat ROMeNmrehedifierentheppieslidk user
may enter commands and information into the computer 110 through input devices such as a keyboard

162 and paipgingldevescait conneaenty tréatye@ioRs aanavsaghracshatmovablemio@ther input
devices (not shown) may include a microphone, joystick, game pad, satellite dish, scanner, or the like.

These aridtotfaee kyeutddriceacreqoitendopapesiedisk thiepioaessingticit didQ thresghsatesser input
interface 160 that is coupled to the system bus, 13 but may be connected by other interface and bus
structuregysivgiyaanpatalle) pertysemepoIory a removable memory interface, such as interface

150.

[0035] The drives and their associated computer storage media discussed above and
illustrated in Figure 2 provide storage of computer readable instructions, data structures, program
modules and other data for the computer 110. In Figure 2 for example, hard disk drive 141 is
illustrated as storing operating system 144, application programs 145, other program modules
146, and program data 147. Note that these components can either be the same as or different
from operating system 134, application programs 135, other program modules 136, and program
data 137. Operating system 144, application programs 145, other program modules 146, and
program data 147 are given different numbers hereto illustrate that, at a minimum, they are
different copies. A user may enter commands and information into the computer 110 through
input devices such as a keyboard 162 and pointing device 161, commonly referred to as a mouse,
trackball or touch pad. Other input devices (not shown) may include a microphone, joystick,
game pad, satellite dish, scanner, or the like. These and other input devices are often connected

to the processing unit 120 through a user input interface 160 that is coupled to the system bus,



a universal serial bus (USB). A monitor 191 or other type of display device is also connected to the
system bus 121 via an interface, such as a video interface 190. In addition to the monitor, computers
may also include other peripheral output devices such as speakers 197 and printer 196, which may be
connected through a output peripheral interface 195. [0036] The computer 110 may operate in a

networkesl,emdyaieenhatirbipttal AABECAIaNS bl oNecalira3sadie IR AANPRIRESgawerhag arremote
computer 180. The remote computer 180 may be another personal computer, a server, a router, a

network BGnigdiSSrseAxicRiO(OYm) SOMBARGr NS stRedspand dyspraliidnick fedsyaoynetel af the
elements described above relative to the personal computer 110, although only a memory storage device

181 has keesysttustiatad in/Hanrm2rfibe gital acnaasriinagdenioted mabimtion Hinrlushadpcal area
network (LAN) 171 and a wide area network (WAN) 173, but may also include other networks. Such

networkingrapyisenmanissaidcatenoaiplsaspifcaificempue ateipessuride gaumruiterIreinprmtdntranets and
the Internet. [0037] When used in a LAN networking environment, the personal computer 110 is

connecteth®) WieidbAN Y Bé toreiatedtneiMgry tiigdaperiphedamiesriate.1081en used in a WAN networking

environment, the computer 110 typically includes a modem 172 or other means for establishing
communications over the WAN 173, such as the Internet. The modem 172, which may be internal or
external, may be connected to the system bus 121 via the user input interface 160, or other appropriate

mechanigona3b] a netwotksatheryitodmanto peegsdmamesviesedepidied nielativingd dhr demanationsputer
110, or portions thereof, may be stored in the remote memory 14 storage device. By way of example, and
not limitatioomd-dguiers Musitatesnsunetesapplisati®mote computer 180. The remote computer 180

may be another personal computer, a server, a router, a network PC, a peer device or other

common network node, and typically includes many or all of the elements described above

relative to the personal computer 110, although only a memory storage device 181 has been

illustrated in Figure 2. The logical connections depicted in Figure 2 include a local area network

(LAN) 171 and a wide area network (WAN) 173, but may also include other networks. Such

networking environments are commonplace in offices, enterprise-wide computer networks,

intranets and the Internet.

[0037] When used in a LAN networking environment, the personal computer 110 is
connected to the LAN 171 through a network interface or adapter 170. When used in a WAN
networking environment, the computer 110 typically includes a modem 172 or other means for
establishing communications over the WAN 173, such as the Internet. The modem 172, which
may be internal or external, may be connected to the system bus 121 via the user input interface
160, or other appropriate mechanism. In a networked environment, program modules depicted

relative to the personal computer 110, or portions thereof, may be stored in the remote memory



programs 185 as residing on memory device 181. It will be appreciated that the network connections
shown are exemplary and other means of establishir}%a communications link between the computers
may be used. [0038] In the description that follows, tfié invention will be described with reference to acts
and symbolic representations of operations that are performed by one or more computers, unless

indicatedse3hgjadsgichs BYchaytoFékamprdenataet ihrkGoahrRgiscn fIopesaiaamotd uphlasgish times
referred to as being computer-executed, include the manipulation by the processing unit of the computer

of electrigpbgiams!$a%pEqesiainp iR Monsdacsdregt fornyillnie apprisiatet eRatttaa atawaathe data or
maintains it at locations in the memory system of the computer, which reconfigures or otherwise alters

the operajgpncetidip caonaLies éxshrpRANeRYEhdmdeistasTh b iRRRR skibeshiniratis Tig data structures
where data is maintained are physical locations of the memory that have particular properties defined by

the formajepithn thataompurerdenaybiaiseg. invention is being described in the foregoing context, it is not
meant to be limiting as those of skill in the art will appreciate that various of the acts and operation
described hereinafter may also be implemented in hardware. The invention will describe a software
based access point (AP or access point) in an infrastructure mode wireless LAN and a software based

station (Stad®8Y) in RitherReINfeetrteiuls 10vsienyiieest drAN IDhades3orined Witk ecegiessolasiy. The
invention will describe the AP and station separately for clarity. The implementation may be integrated

into a singid byirasiidapedbahatnwstiosalxmiamith AR rerpsiftioneddyfigng alionoviccampigers intaeace. 15

[0039] Turning now to Figure 3, there are two categories of 802.11 service. These categories
indicated otherwise. As such, it will be understood that such acts and operations, which are at
times referred to as being computer-executed, include the manipulation by the processing unit of
the computer of electrical signals representing data in a structured form. This manipulation
transforms the data or maintains it at locations in the memory system of the computer, which
reconfigures or otherwise alters the operation of the computer in a manner well understood by
those skilled in the art. The data structures where data is maintained are physical locations of the
memory that have particular properties defined by the format of the data. However, while the
invention is being described in the foregoing context, it is not meant to be limiting as those of
skill in the art will appreciate that various of the acts and operation described hereinafter may
also be implemented in hardware. The invention will describe a software based access point (AP
or access point) in an infrastructure mode wireless LAN and a software based station (station) in
either an infrastructure mode wireless LAN or an ad-hoc mode wireless LAN. The invention
will describe the AP and station separately for clarity. The implementation may be integrated

into a single infrastructure that allows for dynamic AP or station configuration via an user

interface.



are the station service and the distribution system service. The 802.11 services are authentication,
association, deauthentication, disassociation, distribytion, integration, privacy, reassociation, and MSDU
(MAC [media access control] service data unit) delivi . The station services are authentication,
deauthentication, privacy, and MSDU delivery. The distribution system services include association,

deassocipggy) distritutiniy rotegoatignrard tReasaecialiptategtriienss 802 CrsMIHICTIke aaegsRdRoINts
300 wirelessly. [0040] In the description that follows, the architecture will be described with the station

driver angrageesaitrsinietliivehag srrasaiedioreigstihierviescritrdes. sepanatediivers, it is recognized
that the drivers may be combined into a single driver. Figure 4 illustrates the overall architecture of a

station in;aeeene@RRM Vbotigipre SRakINMaAGIN | fiea8ERL bl die tvarkolnie e grard AN 292 is
connected to a wireless LAN 204. When an 802.11 packet is received, it passes some 802.11 packets to

its protoa@kssdrtiih StatM SIDVEMEAE (Wbeia accé4ddtickeatite sartuie biVERR Eeeiiason02.11

packets from station driver 206 and sends them to destinations via wireless LAN 204. The NIC 202 may

also perfesr)iBéatd sspesificiait wasetHepatationspi agsciidad $o o wefives/ N ithe8R thastiarocessing
unit, in which it may subsume some 802.11 packets instead of indicating them up and also generate

802.11 peypdtets wnices vzl [8O43dosiation dekssoeifios, aisBSonrinagnindparidltearebiesdd02.11
packets from NIC 202 and converts some 802.11 packets to 802.3 packets before indicating them up to

802.3 pretatols 208 eumsmasidateRd Beddae shinerip0onatszésilgicates 802.1X packets to 802.1X supplicant
210 via upcalls to station server 212. On the send path, the driver 206 receives 802.3 16 packets from

802.3 protocols 208 and converts them as 802.11 packets before passing them to
[0040] In the description that follows, the architecture will be described with the station
driver and access point driver as separate drivers. While described as separate drivers, it is
recognized that the drivers may be combined into a single driver. Figure 4 illustrates the overall
architecture of a station in accordance with the present invention. The 802.11 network interface
card (NIC) 202 is connected to a wireless LAN 204. When an 802.11 packet is received, it
passes some 802.11 packets to its protocol, which is station driver 206. When an 802.11 packet
is sent, the NIC 202 receives 802.11 packets from station driver 206 and sends them to
destinations via wireless LAN 204. The NIC 202 may also perform 802.11 specific hardware
operations as described below if the NIC 202 has a processing unit, in which it may subsume

some 802.11 packets instead of indicating them up and also generate 802.11 packets on its own.

[0041] Station driver 206 is an 802.3 virtual miniport. It receives 802.11 packets from NIC
202 and converts some 802.11 packets to 802.3 packets before indicating them up to 802.3
protocols 208 such as TCP/IP. The driver 206 also indicates 802.1X packets to 802.1X

supplicant 210 via upcalls to station server 212. On the send path, the driver 206 receives 802.3



NIC 202. The driver 206 also sends out 802.1X packets received from 802.1X supplicant 210 via station
server 212. In addition to 802.3/802.11 packet conveysion, the driver 206 performs other 802.11 station
operations in software, in which it may subsume some 802.11 packets instead of indicating them up and
also generate 802.11 packets on its own. [0042] 802.1X supplicant 210 sends and receives 802.1X

packets gskeedriPeohimfobstoBO208% R1EBANEGE IAEVIAsSEANON $REKRIsedo Rlpliainganen &l2 acts a

conduit between all interested user mode applications (like 802.1X supplicant 210, station
managerfmerit. 2k defidel 206! Atatindl iargd06L X Beckery e @ Rivps 8 A\Bissifgel ivanenipterested

user mode applications can call into to make a down call to station driver 206. Station server 212 also

receives gijutaismsiable Som pegiuirite &s8ob Bsermadearplieatiersivhandiie waivaperforegisters itself
with the server 212. The server 212 uses this function table to pass the upcall from station driver 206 to

the destingsbuisez. MosigtiapRligatioonSiationalieh SR ilndiGuayritesiesoanaliiskiesremote the

APIs exposed by the server. [0043] Figure 5 illustrates the overall architecture of an access point 300 in

accordanpetyidiofifieieepg vt dibe @it BOyIcahbiéisHIViis @nnected to a wireless LAN 204.
When 802.11 packets are received, NIC 302 passes some 802.11 packets to its protocol, which is AP

driver 304. On the send path, the NIC 302 receives 802.11 packets from AP driver 304 and sends them
out via wireless LAN 204. The NIC card 302 also performs 802.11 specific hardware operations, in which

it may sufgg4zie sogr A02slpmirakes (nsirasatindicatngihan packed ddstingenesatefidia dil packets on
its own. 17 [0044] AP driver 304 is an 802.3 virtual miniport. It receives 802.11 packets from NIC 302

802.1X authenticator via station server 212. Station server 212 acts a conduit between all

interested user mode applications (like 802.1X supplicant 210, station manager/monitor 214,

etc.) and station driver 206. The server 212 exposes APIs into which interested user mode

applications can call into to make a down call to station driver 206. Station server 212 also

receives a function table from each interested user mode application when the application

registers itself with the server 212. The server 212 uses this function table to pass the upcall from

station driver 206 to the destined user mode application. Station Client Side DLL 216 provides

the capability to remote the APIs exposed by the server.

[0043] Figure 5 illustrates the overall architecture of an access point 300 in accordance with
the present invention. The 802.11 Physical NIC 302 is connected to a wireless LAN 204. When
802.11 packets are received, NIC 302 passes some 802.11 packets to its protocol, which is AP
driver 304. On the send path, the NIC 302 receives 802.11 packets from AP driver 304 and
sends them out via wireless LAN 204. The NIC card 302 also performs 802.11 specific hardware
operations, in which it may subsume some 802.11 packets instead of indicating them up and also

generate 802.11 packets on its own.



and converts some 802.11 packets to 802.3 packets before indicating them up to the optional bridge 306.
The AP driver 304 also indicates 802.1X packets to §02.1X authenticator 308 via upcalls to AP server
310. On the send path, the AP driver 304 receives 802.3 packets from the bridge 306 and converts them
as 802.11 packets before passing them to the NIC 302. AP driver 304 also sends out 802.1X packets
received from 802.1X Authenticator 308 via AP server 310. In addition to 802.3 to 802.11 and 802.11 to
803.2 packet conversion, AP driver 304 performs other 802.11 access point operations in software, in

which it men4spbsume Gevee RA2sldnBacketdrinstadadipdindic aliees tiamup padkelsFrernRas@o2.11
packets on its own. [0045] The 802.3 NIC 312 is connected to a wired LAN 314. The bridge 306 runs on

the 802.3n 6okt aBshr3oliven3tket802eh% . pHikaticodairs Missining anshrapat/gr 8g8cksl packets

destined to and from an 802.1X supplicant 210 via AP server 310. The authenticator 308 also sends and

receives Bidg X ckatsAteatived3o4anshitaaicar S8R X pdthetiieagop 3o0veit{aicsioedo8 via the bridge
306, which ultimately passes or receives these packets to/from 802.3 NIC 312. Turning briefly back to

figure 3, thr8R2c X RN BIAO 0B EpaIN) tivcaredwiibr S0 eeitalsape 4Qx et Radiugclient 402.

The SAM database 400 may send messages to Passport Server 404 or Radius server 406, which may

be collochirig®B0EANE dunvetNRhRas SRork. Jake6] Kfosepaesing thasts@atcondaiBoeiwrRradlkeinterested
user mode applications (like 802.1X authenticator 308, AP manager/monitor 318, etc.) and AP driver

304. The3dR detvendd OuespmsspaAtiaintesibgfraiesesien vaahemdogaBuB ations carvaadiinto to make
a down call to 18 AP driver 304. The AP server 310 also receives a function table from each interested

user mode sagiticatoB0aE0 B2 AnRlithE0R Tegisteitsatketitotberdbhsamerisdp30hpepBrasyver 310
uses
other 802.11 access point operations in software, in which it may subsume some 802.11 packets

instead of indicating them up and also generate 802.11 packets on its own.

[0045] The 802.3 NIC 312 is connected to a wired LAN 314. The bridge 306 runs on the
802.3 NIC 312 and AP driver 304. 802.1X authenticator 308 sends and receives 802.1X packets
destined to and from an 802.1X supplicant 210 via AP server 310. The authenticator 308 also
sends and receives 802.1X packets destined to and from an 802.1X authenticator server (not
shown) via the bridge 306, which ultimately passes or receives these packets to/from 802.3 NIC
312. Turning briefly back to figure 3, the 802.1X authenticator 308 can communicate with SAM
database 400 and Radius client 402. The SAM database 400 may send messages to Passport

Server 404 or Radius server 406, which may be collocated on same box or over a network.

[0046] AP server 310 acts a conduit between all interested user mode applications (like
802.1X authenticator 308, AP manager/monitor 318, etc.) and AP driver 304. The AP server 310

exposes APIs into which interested user mode applications can call into to make a down call to



this function table to pass the upcall from the AP driver 304 to the destined user mode application. The
AP client side DLL 320 provides to the capability to remote the APIs exposed by the AP server 310.
[0047] Turning now to figures 6 and 7, the routing of 802.11 packets in a station 200 and access point
300 will now be described. For purposes of explanation, routing in an access point 300 will be described.

Once theApufinghesubere dgsssivedstoafsnaiiensethefdHEima @blsPrdnpesrmianditie fenaigms the AP
driver 304 and station driver 206 perform will be described. [0048] When an 802.11 packet has been

received gpgititfoB AR &e fiHsappl RAHchlr@sisked iteseivRHNBICAPOR QP3N PrRviRsaredice1 ke AP

driver 304 that an 802.11 packet has been received. The filtering engine 602 determines if the packet is

to be drogeelipttiadietiRddipaienengiag apihthagsodialiaoipie vkthe haskated hpddate of the packet
indicates the type of packet and the state maintained by the sender of the packet as indicated by an

associatigppiadigonP aetetslieien stidio Dg_ (2820 R GrceSH P olpkhi it ArRdie gk INPRarpsdddnenticated
and associated are indicated up. Data packets from stations (and access points) that have not been

properly pytihertieatedepagsociated are dropped. 802.11 management packets are forwarded up to be
processed by association manager 608 unless a user has implemented a form of early denial of service
check on particular MAC addresses to drop all packets. 19 [0049] The packet processor 604 receives the
packet and reassembles the packet if the packet has been fragmented. The initial packets the packet

processofoba] receivemarg oo famirddBRkLES IMAG dmiediafeuEss patkealliptoietivima2a umits). The
MPDU packets could be fragments of an MSDU (MAC service data unit). The packet processor 604
decrypts geke®int 300 will now be described. For purposes of explanation, routing in an access point

300 will be described. Once the routing has been described, the functions the NICs 202, 302

perform and the functions the AP driver 304 and station driver 206 perform will be described.

[0048] When an 802.11 packet has been received, the NIC 302 sends an 802.11 packet
receive indication 600 that provides notice to the AP driver 304 that an 802.11 packet has been
received. The filtering engine 602 determines if the packet is to be dropped or indicated up
depending on the association state of the packet. The state of the packet indicates the type of
packet and the state maintained by the sender of the packet as indicated by an association table.
Packets from stations (and other access points) that have been properly authenticated and
associated are indicated up. Data packets from stations (and access points) that have not been
properly authenticated or associated are dropped. 802.11 management packets are forwarded up
to be processed by association manager 608 unless a user has implemented a form of early denial

of service check on particular MAC addresses to drop all packets.



that have been encrypted and if the decrypted packets are fragmented, the packet processor 604
reassembles them. The packet processor 604 then s]%?ds the MSDU up to the 802.11 data/management
demux 606. It should be noted that the NIC 302 may tiave the ability to decrypt and defragment packets.
Hence, depending on the offload/upload capability configured by the driver 206, 304, decryption and

defragmeotaign of tihe pacrRéverobtEIas0a" R ReTEY e dasikdienatrtassBiHbledthee at inendheekat06, 304.

[0050] The 802.11 data/management demux 606 separates out management packets from data packets.

The manpgereenfRgakeie@raRemitaipadesotiairtkeatoasseOsh RS WhekRolhe:state engine is
maintained for 802.11 associations. The 802.11 data packets are indicated up. They data packets could

include 8RROXIPackRGS[MEtiRaatesidbiaysl] dratsbeniinatipngackeimping pasrétdesdd gemux 610 sends
802.1X packets to the 802.1X manager 612. The 802.1X manager 612 has an upcall module 614 to

indicate thegBhbeackes Dp (A 80X GutRRMEBNTT R Pasiee fiadeesd) e04hrE(pid Yaskdhenticator

308. The authenticator 308 (or supplicant 210) has its own state engine running. If the authenticator 308

(or supplipanhR&)depedeigtershdidckefedtypidpaeibe packeiPienrdipptricetrbcd2d(2ba) and the

packet will come to the AP server 310 (or station server 212) and the packet will go down via a down call

to the 80sdXemisioagrit1Rrrnshiket prsketis centiibroiatistie dasB80dply mase@1tand 802.11
data/management mux 618 to the NIC 302 (or NIC 202). 20 [0051] Proceeding on the receive path

further, ngaryah §Q3chiedatrpagleds. ansisaultiemdied tHatei8 QAC 3otemiyale tigethsild)2oLX filtering
engine 620, which behaves like a 802.1X port. The 802.1X filtering engine 620 allows packets to proceed
through thecfijistring eefineneaOpackets. Hence, depending on the offload/upload capability configured

by the driver 206, 304, decryption and defragmentation of the received MPDUs are performed

either at the NIC 202, 302 or the driver 206, 304.

[0050] The 802.11 data/management demux 606 separates out management packets from
data packets. The management packets are sent to the association manager 608, which is where
the state engine is maintained for 802.11 associations. The 802.11 data packets are indicated up.
They data packets could include 802.1X packets, which are full layer 2 authentication packets.
The data/802.1X demux 610 sends 802.1X packets to the 802.1X manager 612. The 802.1X
manager 612 has an upcall module 614 to indicate the 802.1X packet up to the 802.1X supplicant
210 (see figure 7) or the 802.1X authenticator 308. The authenticator 308 (or supplicant 210)
has its own state engine running. If the authenticator 308 (or supplicant 210) needs to send
packets, it will give the packets to a client side DLL 320 (216) and the packet will come to the
AP server 310 (or station server 212) and the packet will go down via a down call to the 802.1X
manager 612 and the packet is sent through the data/802.1X mux 616 and 802.11

data/management mux 618 to the NIC 302 (or NIC 202).



if an 802.1X authentication has occurred for the sending station (or access point). The filtering engine
620 does not allow packets through prior to the sendjng device being authenticated. Up to this point in
the process, the following events have occurred. First, at the 802.11 filtering engine 604, the sending
station needs to be associated with the access point 300. Before association, the filtering engine 604
drops all packets (including 802.1X packets) except 802.11 management packets. Once the association
is up, 802.11 and 802.1X data packets are allowed but the 802.1X filtering engine 620 drops data

packets \jdum1 the migdeegidgash he rser e fuathBRhhdkhiBoDsedamesrkitadroasketfoaienaot allowed
to pass. A port that is open allows packets to pass. Only 802.1X packets are allowed up to the

AuthenticaiiargdR8L viehusesidsip aekets hackltariagramniaie 626, auingNbigaiies Kkecess.OXeprt.

authentication is done, the 802.1X filter port 620 is opened for that particular station (i.e., for that

particularmieAgd 205t eise)i g engria arackess fosatkets bAsrosestiésmagh theifRtemhyprigindeBLhAX filtering

engine 620. [0052] The wired/wireless LAN demux 622 determines if the packet is ultimately destined to

a station hat Berongadenthe cave metvmi@efothResiatiging aasoniddedosed’ panpNTaRCRRErPYN that are
within the access point's cell coverage). If the packet is destined to a station that belongs to the same

network, éhgprssnotdoes ddoatiow pableepaidadh e ibrlay Be3eAdipiyreeiibg hepisutiinastidasig¢adipthe packet
is sent to the AP Bridge 624, which will reroute the packet on the transmit path on the same network. If

the packes inis@oitadiingel fescasstatio fiolihaw helengnihak e sasie ARt tkhth8oRAdKE tIFiIAgNt Up to the
packet converter 626 where the 802.11 packet is converted to an 802.3 packet and indicated up to either

an optioraigied\Bouk thedgedpipstitibroaeddshe e RQBcHtangvitn thp aicisRwitingotheRickage through the
AP bridge 624 conserves

association, the filtering engine 604 drops all packets (including 802.1X packets) except 802.11

management packets. Once the association is up, 802.11 and 802.1X data packets are allowed

but the 802.1X filtering engine 620 drops data packets when the port is closed. As used herein, a

port that is closed means that packets are not allowed to pass. A port that is open allows packets

to pass. Only 802.1X packets are allowed up to the Authenticator 308, which sends packets back

to complete the authentication process. Once authentication is done, the 802.1X filter port 620 is

opened for that particular station (i.e., for that particular MAC address). The data packets for

that MAC address are indicated up by the 802.1X filtering engine 620.

[0052] The wired/wireless LAN demux 622 determines if the packet is ultimately destined to
a station that belongs to the same network (i.e., the stations associated with a given access point
that are within the access point's cell coverage). If the packet is destined to a station that belongs
to the same network, it does not need to go up the path to the IP layer 306 for routing
instructions. Instead, the packet is sent to the AP Bridge 624, which will reroute the packet on

the transmit path on the same network. If the packet is not destined for a station that belongs to



resources because no 802.11 to 802.3 conversion is needed. [0053] On the transmit path, an 802.3
packet transmission indication 630 is received when g packet is being sent from the network bridge 306
or IP layer 208. The 802.3 packet is converted to an“802.11 packet by the packet converter 626 and sent
to the wired/wireless LAN Mux 632, which receives packets from the packet converter 626 or from the AP

Bridge 621e Jdreenmekeikoarspibiauahsif §9% 1t fiieiaaenaineree WiHae th&gort islasadsfor the

destination MAC address, no 802.11 packets are sent. However, the AP filtering engine 602 allows clear

text packetnter@etoentsn detele Bt enticatéanipeseithel AR ogtafRDAdanunride Boeedves data
packets and 802.1X packets. As previously indicated, the 802.1X authenticator 308 (or 802.1X supplicant

210) coulshipel BeNHIPgSRALIR]SH @b TatS P diing BB kAFeRnd dhens araged s> senties 802.11
packets for 802.1X packets and gives them to data/802.1X mux 616. [0054] The data packets are sent to

the 802.frdsdataéniestagsampraciemuys 6083 0oavassaristieadamnager 612 could be generating 802.11
management packets and these management packets are multiplexed with the 802.11 data packets. The

packets go through the packet processor 604. Fragmentation is first applied and then encryption if
necessary. The filtering engine 602 makes sure that only packets for the valid associations are sent out.

22 [0055](¢¥e9] that@iatad aatieainaatheansdesT pbeikbt canyiRissieasA0RA00NBIONEI raovivee whsaussed.
There are control I/O calls from the servers 212, 310. The server 212, 310 exposes the APIs that can be

called bypaokeoishveiH§soaefrom de apnlioatinridgd Besecilfagee 2081sT @d2fgamadke Besveverted, 310
through control 1/O calls to the control I/O demur 700, which sends the calls to the 802.1X manager 612,
to the assoaingoR. M aarer OB opiokiie ooiigueRBandbéat to the wired/wireless LAN Mux 632,

which receives packets from the packet converter 626 or from the AP Bridge 624. The packet

goes through the 802.1X filtering engine 620. If the 1.X port is closed for the destination MAC

address, no 802.11 packets are sent. However, the AP filtering engine 602 allows clear text

packets to be sent out before authentication occurs. The data/802.1X mux 616 receives data

packets and 802.1X packets. As previously indicated, the 802.1X authenticator 308 (or 802.1X

supplicant 210) could be sending packets down to 802.1X manager 612 and the manager 612

generates 802.11 packets for 802.1X packets and gives them to data/802.1X mux 616.

[0054] The data packets are sent to the 802.11 data/management demux 616. The
association manager 612 could be generating 802.11 management packets and these management
packets are multiplexed with the 802.11 data packets. The packets go through the packet
processor 604. Fragmentation is first applied and then encryption if necessary. The filtering

engine 602 makes sure that only packets for the valid associations are sent out.



manager 702. The configuration table manager 702 holds configuration data for the access point 300 (or
station 200). The configuration data includes what type of encryption to use, what type of packets can be
accepted, the stations and/or access points in which‘Packets will always be dropped, etc. The
configuration table manager 702 can further pass down the calls to the NIC 202, 302. The upcalls are

passed updss) thenefiBatradiandaiigy ManReardéseiftamdhe S03cbagmanamg Ailihenfmm the

association manager 608 to the upcall module 614. These upcalls are transferred via control I/0Os 706 to

the servedigdldsétl OT Mepichr € a0AtHOE ILDAIMGEEHaRRIcaTeR Jisteping idkatenlb1E16] dpests 300 and
station 200 exposes itself as an 802.3 Media type. It maps 802.3 OIDs (object identifiers) to 802.11 OIDs

at privategIRrmapRetafiQft 2alanBpRAYy 61 theleseeHtdde Whinbatishdesedbecahe g rargfeaptito the
NIC 202, 302 where they are supported. The configuration OIDS 712 are 802.11 Configuration Specific

Query arfiohetreeatvel IferaiativinoGIiPsontit? HesedigtiothaanaesiifO3ganxalso,caliamdeagt seme of the
OIDs in the NIC 202, 302. [0057] Now that the overall data and control flow has been described, the

partitioniggl Bftt e e802.1X inastigansshewesie Hsodrivioh2hdha3ef 6oBbihe K caiRydafonithprw be

described, including functions that may be offloaded to the NIC 202, 302. In general, functions that are

23 bettermaitgemeobinthe epdiqling Sy #BI (RuthgStBRrMERE corERfeat ot )inedrasitiied into
the operating system and the remaining functions are placed in the NIC 202, 302. The remaining

functions3gher saritihecdond e Hoafipetaioncaxsiesiugeihaal peastieaipiiendonsd witk wperating
system. For example, granularity of the operating system on Intel X86 platforms is 5 microseconds.
Operation$ phekde @it @ beadptcdr ahe kutiy maan b beddengain iz opacatizgkets will always be

dropped, etc. The configuration table manager 702 can further pass down the calls to the NIC

202, 302. The upcalls are passed up from the configuration table manager 702, from the 802.1X

manager 612 or from the association manager 608 to the upcall module 614. These upcalls are

transferred via control 1/Os 706 to the server 212, 310, which calls the user mode application

listening for that call.

[0056] The AP 300 and station 200 exposes itself as an 802.3 Media type. It maps 802.3
OIDs (object identifiers) to 802.11 OIDs at private OID mapper 708 and mapper 710. These
OIDS, which are described below, are sent to the NIC 202, 302 where they are supported. The
configuration OIDS 712 are 802.11 Configuration Specific Query and Set Control Information

OIDs. The association manager 608 can also call and set some of the OIDs in the NIC 202, 302.

[0057] Now that the overall data and control flow has been described, the partitioning of the
802.11 functions between the driver 204, 304 and the NIC 202, 302 will now be described,

including functions that may be offloaded to the NIC 202, 302. In general, functions that are



systems, so these operations are placed in the NIC 202, 302. Beacons must be sent periodically (that
may in practice vary between 100 msec and higher), which is time consuming and is not practical to
perform in the operating system. The NIC 202, 302 C%l ensure a better periodicity for the transmission of
beacons and also ensure that the time-stamping of the beacon is done just prior to its transmission on

the air, thestelyyperfoimiedng the opriainiityyadhedEmestan toatorudid esit Boe)jHie pastriegult, beacon
generation is offloaded to the NIC 202, 302. [0058] A NIC implemented in accordance with the present

inventionj Rt Sieedha@h s ppsteptatiothnetignaii)uacaens Aeiplatsadianaliycordpotinacaess point and
station functionality. Additionally, the NIC must support at least one of Frequency-Hopping Spread

Spectrumelikifiby fBhtYidphyaicaldayen:fasibendth Gitrabiag dySEiecraesHensactiesd a6l lerreisum (DSSS)
PHY for the 2.4 GHz ban, or Infrared PHY. Additionally, other PHY standards such as IEEE 802.11g

(e.g., higher greashb khéteateFur 3xdriie YRINGISTPH jerihingena) bpaeaneyiaivises priftpexiag] and

other optional alternatives such as PBCC [packet binary convolution coding] and CCK [complementary

code keygwgl@osetofds. 809ekai(Rthdr felilAregjraterdeaviiarity ben refuiedie paisuppasesyby the NIC.
24 [0059] The MAC Protocol capabilities must be supported by either the NIC 202, 302 or the station 200

or access\RaNis38 thebesprapamiliiiepiacitde tiauNENE0R BT saBvicens WET K¥\deatpéridicalent Privacy
protocol) algorithm, distributed coordination function, point coordinator, CF- Pollable (Contention Free

-Pollablejtifsagmmge Matract cteferg raniesrono MhAde cdaia Isighaoe wiidhi iy et staizorhinguiinli avtstanding
MSDU support, timing synchronization, infrastructure power management, IBSS power management,
and assogiattivaliodeefass deitdaperiatigugsesa. AUeesEC 202, 302 can ensure a better periodicity

for the transmission of beacons and also ensure that the time-stamping of the beacon is done just

prior to its transmission on the air, thereby minimizing the variability in the timestamp that

would result in a jitter. As a result, beacon generation is offloaded to the NIC 202, 302.

[0058] A NIC implemented in accordance with the present invention must either support
station functionality, access point functionality, or both access point and station functionality.
Additionally, the NIC must support at least one of Frequency-Hopping Spread Spectrum (FHSS)
PHY (physical layer) for the 2.4 GHz band, Direct Sequence Spread Spectrum (DSSS) PHY for
the 2.4 GHz ban, or Infrared PHY. Additionally, other PHY standards such as IEEE 802.11g
(e.g., higher speed PHY rates in 2.4 GHz using OFDM [orthogonal frequency-division
multiplexing] and other optional alternatives such as PBCC [packet binary convolution coding]
and CCK [complementary code keying] and IEEE 802.11a (e.g., 5 GHz using OFDM) may be

required to be supported by the NIC.



Points must provide authentication services. The authentication service includes authentication state,
open system authentication, and shared key authentécaation. These may not be offloaded to a NIC. The
WEP algorithm consists of the WEP encryption proc&dure, the WEP decryption procedure, and security
services management and it must be implemented in stations and access points. The WEP encryption

procedurpesg the YWz R/oeCyRliesoPrapesivite:easpeciiipgsies By ailNEe tHe Wi 202n00 seppaited by a

NIC, the NIC must support 802.11 extensions to standard NDIS functions as will be described herein.
[0060] TheatlisirnatedeeessmakosobinThes: isamapi rire et thathbstichiiendistiiRdte W EPQUFiRgiion

function includes the net allocation vector (NAV) function, interframe space usage and timing, the

random lragkiolidnnprHOBcSr G4 iringbathap adiriatien Eowetinalisadanstipnopefit e JRpeMery pFocedures
and retransmit limits, RTS/CTS (request to send/clear to send) procedure, directed MPDU transfer,

broadcast@ing e iiizasttdR Prddraasigile)] Aaglevatatcknimegoentan amhdugpliaaedeseatinn and

recovery. [0061] The point coordinator is optional in NICs supporting only access point functionality and is

mandatorytéoduiiso At e tses ekihamstaspuchpbr ailpna)ity emisiataoranefascast Rbppaist

functionality). The point coordinator includes maintenance of CFP (contention free period) structure and

timing, PEEniRMeh{prBsSoeswdinatinagimetioany Aésoeiationl itbite- asais} iansfestdiions Rt RéctshPDU
transfer to PC, overlapping PC provisions, and polling list maintenance. PCF MPDU transfer to PC is

optional. ot ke viamatendatictliishepaoste dT odinge hsicanannienaica chidss bathonpeitied.
CF-Pollable must be implemented in the NIC. CF-Pollable includes interpretation of CFP structure and
timing, P§i&tdYigHoh) siysteafeilthéianation; Bodahleed key authentication. These may not be offloaded to

a NIC. The WEP algorithm consists of the WEP encryption procedure, the WEP decryption

procedure, and security services management and it must be implemented in stations and access

points. The WEP encryption procedure and the WEP decryption procedure may be offloaded to

a NIC. If WEP is not supported by a NIC, the NIC must support 802.11 extensions to standard

NDIS functions as will be described herein.

[0060] The distributed coordination function is implemented in the NIC. The distributed
coordination function includes the net allocation vector (NAV) function, interframe space usage
and timing, the random backoff function, DCF (distributed coordination function) access
procedure, recovery procedures and retransmit limits, RTS/CTS (request to send/clear to send)
procedure, directed MPDU transfer, broadcast and multicast MPDU transfer, MAC level

acknowledgement, and duplicate detection and recovery.

[0061] The point coordinator is optional in NICs supporting only access point functionality

and is mandatory for the other types of NICs (station only functionality and station and access



stations, and polling list update. [0062] Fragmentation and defragmentation of packets must be
implemented in stations and access points. The frag(pentation and defragmentation of packets may be
implemented in the NIC. If fragmentation or defrag tation functionality is implemented by the NIC,
then the NIC must implement WEP offload. If fragmentation or defragmentation functionality is not

implemenisiatinHea N Biie HCoBIHSE SotaRRItoBR LE@densianmER srrDNREMNRIBisHTROperRe) ill be

described herein. [0063] MAC data service is implemented in the NIC. MAC data service includes

reorderabif BiulticagitianiecrsarDO sHoatcotigindisefisaiclansARentiekIe dRdItinastis@Erige class is
mandatory and strictly ordered service class is optional. Multi rate support is implemented in the NIC.

Multiple grgai@TlipgMAPDStRRSErab® 1 WipiReitisiaTine Wsriat) aiapsmissien restictiansare
implemented in stations, access points, and NICs. [0064] Timing synchronization is implemented in the

NIC. ThepICMRBUSHARSE! RERCOB ganstaltian PTE MyDChtenifati el & 3aepsary, peRRiydiscanning,
active scanning, and probe 26 response. NICS that support access point functionality must support timing

in an infragiiehHiecen@tbyobls, sapgont@sTHoRIE RS t (besic spivinersed)imniialN o CAGIsathat support
station functionality must support timing in an independent BSS (IBSS) and independent BSS

initializatipiol NS ntbarstappard FEFS SRt fo aitdeithih & IHZ baneuus tssfep astitb e G Peyas iy onization
function. The NICs may be required to support other PHY standards such as IEEE 802.11g and IEEE

802.1la [eR6Dhinkes oG ipoypertmanagement is implemented in the NIC. NICs that support

[0062] Fragmentation and defragmentation of packets must be implemented in stations and
access points. The fragmentation and defragmentation of packets may be implemented in the
NIC. If fragmentation or defragmentation functionality is implemented by the NIC, then the NIC
must implement WEP offload. If fragmentation or defragmentation functionality is not
implemented in the NIC, the NIC must support 802.11 extensions to standard NDIS functions as

will be described herein.

[0063] MAC data service is implemented in the NIC. MAC data service includes
reorderable multicast service class and strictly ordered service class. Reordable multicast service
class is mandatory and strictly ordered service class is optional. Multi rate support is
implemented in the NIC. Multiple outstanding MSDU support and multiple outstanding MSDU

transmission restrictions are implemented in stations, access points, and NICs.

[0064] Timing synchronization is implemented in the NIC. The NIC must support beacon

generation, TST synchronization and accuracy, passive scanning, active scanning, and probe



station functionality shall provide station power management modes and implement the receive function
during CP. NICs that support access point functional'%ﬁ shall implement TIM transmission, AP function
during CP, and the aging function. NICs that provide‘the point coordinator function must implement the
AP function during CFP. NICs that provide CF- pollable functionality must implement the receive function

during CRRpINREENRSSHReWRIpaIanaaes R hiFinemaAneaLE NISEethahspRrahsHEHRN fengdonality.

The IBSS power management function includes initialization of the IBSS power management, station

power sta@iGRSERNBfRRE TN BIN@skemediiicinicatian messaaek snghamatigiansmission.
[0067] Association and reassociation functionality is implemented in stations and access points. This

functionafifiidnichatiep ey iRt AniafRgGIRte ek dhe H88qIBIS)epasSadpidassBsEtion procedure,
and the station or access point reassociation procedure. These functions should not be implemented in

the NIC. diitiQ0eBbhheust wat30PpaecERS SFIRLY soinperk MAaQAeme inedappdity thithopome frame
functionality implemented in NICs. MAC frame functionality includes transmission capability, reception

capabilityyfietrenextivaraactRuaucrieesiesthhAle addieskiogdppetiviteSnevilkealtiardsanshission
capability includes association and reassociation request functionality, association and reassociation

response RREEBORAlity afis #sEE@aNN.authentication, and deauthentication functionality, probe request,
probe response and beacon functionality, PS-poll functionality, RTS, CTS and ACK functions, CF-End,
CF-End + CF-Ack, Data, Data + CF-Ack, Data + CF- Poll, Data + CF-Ack + CF-Poll, NULL, CF-Ack (no
data), CF-Poll (no data), CF-Ack + CF-Poll

[0065] Infrastructure power management is implemented in the NIC. NICs that support

station functionality shall provide station power management modes and implement the receive

function during CP. NICs that support access point functionality shall implement TIM

transmission, AP function during CP, and the aging function. NICs that provide the point

coordinator function must implement the AP function during CFP. NICs that provide CF-

pollable functionality must implement the receive function during CFP.

[0066] IBSS power management is implemented in NICs that support station functionality.
The IBSS power management function includes initialization of the IBSS power management,
station power state transitions, and ATIM (announcement traffic indication message) and frame

transmission.

[0067] Association and reassociation functionality is implemented in stations and access
points. This functionality includes providing an association state, the station or access point
association procedure, and the station or access point reassociation procedure. These functions

should not be implemented in the NIC.



(no data) functionality. Association and reassociation request functionality is implemented in stations, and
association and reassociation response functionality js implemented in access points. Disassociation,
authentication, and deauthentication functionality is ifiplemented in stations and access points. Probe
response and beacon functionality is implemented in NICs. NICs that support station functionality must
implement the probe request function and PS-poll functionality. RTS, CTS and ACK functions are
implemented in NICs. CF-End and CF-End + CF-Ack functions are implemented in NICs that provide

point cooputigeior fungéiondily ahthacéiadpdimstapgsrimmineatedfihstRians avithacsessragints. The
NULL functionality is implemented in NICs. NICs that provide PCF MPDU transfer to PC functionality

also imptenreiahRaieirh Semeeibdlatel € ek frapte-RadticialRol o dta idnamik Sidn Agkabiidy;Poll (no
data) functionality. Data + CF-Ack and CF-Ack (no data) functionality is implemented in NICs that provide

point coorghegion iskpetiangityrCdxdiatigh ke duastianality VeBE aRISMAY T drrtiense SrridprcaRpability

includes association and reassociation request functionality, association and reassociation response

functionafitinseisReeOCiPABNitauNaRIIEc eI AI0A BehiheotRalivndyneitcnatbtiorainbeassatiatbriprobe
response and beacon functionality, ATIM, PS-Poll functionality, RTS, CTS and ACK functions, CF-End,

CF-End hrfdfreAsiochaich réxptinge Endichalgtadisdssotigtion) atanerticaticn, aridfddaathditidation F-Ack (no
data), CF-Poll (no data), CF-Ack + CF-Poll (no data) functionality. Association and reassociation request

functionafifsidgsonapigsobed dqREC B ROINIS0 ALt AS SRAEIOMURTbRaHBE FtSatioln figrpidngHtyuNnctionality is

implemented in stations. Disassociation, authentication, and deauthentication functionality is

implemeRed,iC Tdoh s ardfaccesssponEn R robeaiebpase\akdgadnta + CF-Ack, Data + CF-
Poll, Data + CF-Ack + CF-Poll, NULL, CF-Ack (no data), CF-Poll (no data), CF-Ack + CF-Poll
(no data) functionality. Association and reassociation request functionality is implemented in
stations, and association and reassociation response functionality is implemented in access
points. Disassociation, authentication, and deauthentication functionality is implemented in
stations and access points. Probe response and beacon functionality is implemented in NICs.
NICs that support station functionality must implement the probe request function and PS-poll
functionality. RTS, CTS and ACK functions are implemented in NICs. CF-End and CF-End +
CF-Ack functions are implemented in NICs that provide point coordinator functionality. The
Data function is implemented in stations and access points. The NULL functionality is
implemented in NICs. NICs that provide PCF MPDU transfer to PC functionality also
implement Data + CF-Poll, Data + CF-Ack + CF-Poll, CF-Poll (no data), and CF-Ack + CF-Poll

(no data) functionality. Data + CF-Ack and CF-Ack (no data) functionality is implemented in

NICs that provide point coordinator functionality or CF-Pollable functionality.



functionality is implemented in stations, access points, and NICs. NICs that support station functionality
must implement the ATIM functionality. NICs that support access point functionality must implement the
PS-Poll function. RTS, CTS, ACK, CF-End and CF-Erid + CF-Ack, Data + CF-Ack, and NULL
functionalities are implemented in NICs. The Data function is implemented in stations and access points.

NICs thafgueyjde GitARDiabIR fedaptionaliyalniie Mentbiaissdcfation ahdledssdciatiohgkquést-Poll, CF-Poll
(no data), and CF- Ack + CF-Poll (no data) functionality. CF-Ack (no data) functionality is implemented in

NICs thapeaivicheiBoiniseerREBAANT feurctiondlily iesgonsk pliakiefumstianakityciffid®]alifie Maagoaxchange
sequences include basic frame sequences and CF-frame sequences. Basic frame sequence functionality

is implemgateehitHyHtsation-fuisitieratigy enese fagctianplibdsdsppiseaidesdooN fuadhaifangvide point
coordinator functionality or CF-Pollable functionality. 29 [0071] MAC addressing functions include station

universalAE g, 8G2radidiassibrantiprriity, OFS Sridextiefugenenstion. Bl Creeine adiossdieing.

Station universal IEEE 802 address functionality and receive address matching is implemented in

stations, PaeesPOMER, Bath N CE-PBF Disdentifier generaiopol, INGleM@Heak (Bintiens @rrREess
points. [0072] Now that the partitioning of the 802.11 functions between stations, access points and NICs

of the preagniatayeoronchas teen Wess dard finetromIu NEaiRmGal ke epeociaBoslaéiqust access
points, and NICs will now be described. [0073] Stations and access points can offload functions to the

NIC. OIDrérrilipraBtysethipletnipigdhe ddtestpdrigrrnidesbekajpakilitiesetecNiion Tepénde calls for
determining the
functionality is implemented in stations. Disassociation, authentication, and deauthentication
functionality is implemented in stations and access points. Probe response and beacon
functionality is implemented in stations, access points, and NICs. NICs that support station
functionality must implement the ATIM functionality. NICs that support access point
functionality must implement the PS-Poll function. RTS, CTS, ACK, CF-End and CF-End +
CF-Ack, Data + CF-Ack, and NULL functionalities are implemented in NICs. The Data
function is implemented in stations and access points. NICs that provide CF Pollable
functionality implement Data + CF-Poll, Data + CF-Ack + CF-Poll, CF-Poll (no data), and CF-

Ack + CF-Poll (no data) functionality. CF-Ack (no data) functionality is implemented in NICs

that provide point coordinator functionality or CF-Pollable functionality.

[0070] The frame exchange sequences include basic frame sequences and CF-frame
sequences. Basic frame sequence functionality is implemented in NICs. CF-Frame sequence
functionality is implemented in NICs that provide point coordinator functionality or CF-Pollable

functionality.



capability of a NIC are OID_DOT11_Offload _Capability, OID_DOT11_Current _Offload _Capability,
OID_DOT11_Operation _Mode_Capability, OID_DQJ11 Optional_Capability,
OID_DOT11_WEP_Offload, OID_DOT11 WEP_Upldad, OID_DOTI 1_ Default. WEP_Offload,
OID_DOT11 Default  WEP_Upload, and OID_DOT11 MPDU_Maximum Length. The

OID_DOTdd71Pffload A€ agalediin galltmndescitite staien pirgssasEpeigothediiressinn fianbihg, NIC

supports. The functions that may be offloaded include WEP, fragmentation, and defragmentation. If WEP

is supponsxs iteniifiier yateraeivingnth Rcamd TR sMENIAG V\Eritisawailasgan e gdfieadestdo the NIC.
The OID_DOT11 Current Offload _Capability call provides the current offload capabilities of the NIC.

The OID faRetibhanitl Bnotbesd calldrsised it frichp WieRtsaunistaitie, Mtceahpoisies aifi¢ stlas . algorithm
to be used, the direction of the WEP row, the MAC address of the peer, the key length in bytes, and the

call contayss tieramivahketalite i AR Ittaio s hAnARAQ poiis. station 200 or access point 300.
The OID_DOTI | WEP_Upload call is used to upload a specified WEP row from the NIC. The

OID_DOT11 Default WEP_Offload call offloads a default WEP row into the NIC. This call also specifies
the algorithm to be used, the index in the default WEP table at which the WEP row needs to be

populategoahg]addngss tyaethe yahiciotivgy Y ER 802 Bpfliesidhchseydengtitivhbyiesesspditits 4all contains
the actual key. The OID_DOT11_Default WEP_Upload call is used to upload a default WEP row from

the NIC. Nii@z 6Xithe prestatlinVinBeh Mesisonaesdritied treadoin maaitia srueastberNéenttheletgionsie the
maximum MPDU length that is supported by the NIC. [0074] The stations and access points use

configuradteessPlsrie, configune Wid nodeslyirgcribed.

[0073] Stations and access points can offload functions to the NIC. OID Calls are used to
query the NIC to determine the capabilities of a NIC. The OID calls for determining the
capability of a NIC are OID_DOT11_Offload_Capability,

OID_DOT11 Current_Offload_Capability, OID_DOT11 Operation_Mode_Capability,
OID_DOT11 Optional_Capability, OID_DOT11 WEP_Offload, OID_DOT11 WEP_Upload,
OID_DOT11_Default WEP_Offload, OID_DOT11_Default. WEP_Upload, and

OID_DOT11 MPDU_Maximum_Length. The OID_DOT11 Offload_Capability call provides
the station or access point the functions that the NIC supports. The functions that may be
offloaded include WEP, fragmentation, and defragmentation. If WEP is supported, the NIC also
returns the maximum number of WEP rows that can be offloaded to the NIC. The
OID_DOT11_Current_Offload_Capability call provides the current offload capabilities of the
NIC. The OID_DOT11 WEP_Offload call is used to offload a WEP row into the NIC and
specifies the algorithm to be used, the direction of the WEP row, the MAC address of the peer,

the key length in bytes, and the call contains the actual key. The NIC 202, 302 returns a handle



NIC. These calls include OID _DOT11_Operation _Mode _Capability, OID_DOT11_Current _Operation
_Mode, OID_DOT11_Current_Packet _Filter, OID g% 11_ATIMWindow, OID_DOT11_ Scan_Request,
OID_DOT11-Current _PHY_Type, OID DOT11 Joi equest, OID_DOT11_Start Request,
OID_DOT11 Reset Request, OID _DOT11 Optional_Capability, and OID_DOT11 Current _Optional

Capab”tb’thﬁh@aﬁﬂ@i@@&h@@@@@m dodeakeepabiliyovall ipursedisisietesmisesbe orpretien mode
capability supported by the NIC. The NIC returns a value that indicates whether the NIC supports only

station fuém‘édIWF_‘F\M@WWN\UUWE@I@WY)@TDP@@F@H@WEFU@HFUHN &FoRAeesS Point
functionality. The OID_DOT11 Current _Operation _Mode call is used to set the operation mode in

which theidfiGItWIEStastnepealeI T e rpesatiasredema e s amanomeds@eresaderint vrly mode,
or station and access point mode. The OID_DOT11_Current _Packet _Filter call is used to indicate

which pagkpisitynes tapldNdCIpP eitsSWEBetinada eppeqiviatatiiaahd hediagstypeludeBith #e31 unicast

control packets, 802.11 unicast management packets, 802.11 unicast data packets, 802.11 multicast

control pygketsoRRadliesntititastisnataienyent peskeisalQddtdinulicagudpkeyparkets, 802.11 broadcast
control packets, 802.11 broadcast management packets, 802.11 broadcast data packets, promiscuous

mode (alli02 DO Packpithamd/ai8A2pldatnedtidesispaekfsiodde dafUROER A ivbiYimdawall is used to
determine and set the ATIM window size. The OID_DOTI | Scan Request call is used to request a survey

of potentiphé3SEs (hatra StatieD nayalateureleangtinyald ijpired tedudby (RON A tédsremin@tie’ _Type call
is used to query and set the current physical medium type that should be used by the NIC. The

OID_DO HaxdmimiRepmastiength that is supported by the NIC.

[0074] The stations and access points use configuration calls to configure the underlying
NIC. These calls include OID_DOT11_Operation_Mode_Capability,

OID_DOT11 Current_Operation_Mode, OID_DOT11 Current_Packet_Filter,

OID_DOT11 ATIM_Window, OID_DOT11 Scan_Request,

OID_DOT11 Current_ PHY Type, OID_DOT11 Join_Request, OID_DOT11_Start Request,
OID_DOT11 Reset Request, OID_DOT11 Optional_Capability, and
OID_DOT11_Current_Optional_Capability. The OID_DOT11 Operation_Mode_Capability
call is used to determine the operation mode capability supported by the NIC. The NIC returns a
value that indicates whether the NIC supports only station functionality, only access point
functionality, or both station functionality and access point functionality. The

OID_DOT11 Current_Operation_Mode call is used to set the operation mode in which the NIC
will start to operate. The operation modes are station only mode, access point only mode, or
station and access point mode. The OID_DOT11_Current_Packet_Filter call is used to indicate

which packets types the NIC supports by setting the appropriate flag. The flags include 802.11



call is used to request the NIC to synchronize with a BSS. The OID_DOT11_Start _Request call is used
to request the NIC to start a BSS. The OID_DOT11_Reset Request call is used to request the NIC to
reset itself. The OID_DOT11 Optional_Capability catlis used to determine the optional point coordinator
function capabilities supported by the NIC. The OID_DOT11_ Current _Optional _Capability call is used

to query aRREeCHMreHpERREGPEON AN GARAbIIHIBsaRthen\I6ekiS) QD prits Bdat@lsr kas B datermine

and set MIB (management information base) parameters. These calls are OID_DOT11 Station_ID,

OID_DOHUIiastdontfOrpadians g0 mitnfa | ediahbgérreRodaiNets, @02 10 @i kikaSifoRti paiets,
OID_DOT11 CFP_Max_Duration, OID_DOT11 Power_Mgmt_Mode Operational _Rate Set,

OID_DO§04.1Bepsatatterdacol @HkdXOFAZ 1 DIdA R0t BenhtptTHab RAE ROICM_irticdsogkit,
OID_DOT11 MAC-Address, OID_DOT11_RTS_Threshold, OID_DOT11_ Short_Retry _Limit,

OID_DOpddketpaniissiivusimaide QP3O datkagmentalieol hrestricas8 A4k Okl Max Transmit
MSDT]J Lifetime, OID DOT1 1 Max Receive Lifetime, OID_DOT11_Counters _Entry, OID_DOT11

Supported B HHOTypesT MPWREIbhcal Gyt tdrgdelAnneaind YRhOATIV wiagen sTapahe!D_DOT11_
Current-TX Antenna, Diversity Support, OID_DOT11_Current_RX_Antenna, OID _DOT11_

Supported|[PaET Juegetkh RHJueOalllis @aareﬁteﬁxeaca/\s@w@v@ p@t@na@mﬂd@sﬁtmﬁ m@DDOT11
Current Channel Number, OID_DOT11_ Max_DwellTime, OIDDOT11 Current Dwell Time, OIDDOT11
Current Jgtbr@IE2PQ T/ tdjdirentiRa@EDNDOT11 Current_PHY _Type call is used to query and set the

current physical medium type that should be used by the NIC. The OID_DOT11_Join_Request

call is used to request the NIC to synchronize with a BSS. The OID_DOT11_Start_Request call

is used to request the NIC to start a BSS. The OID_DOT11_Reset_Request call is used to

request the NIC to reset itself. The OID_DOT11_Optional_Capability call is used to determine

the optional point coordinator function capabilities supported by the NIC. The

OID_DOT11 Current_Optional_Capability call is used to query and set the current optional

capabilities in the NIC.

[0075] OID calls are also used to determine and set MIB (management information base)
parameters. These calls are OID_DOT11_Station_ID,

OID_DOT11 Medium_Occupancy_Limit, OID_DOT11 CF _Pollable,

OID_DOT11 _CFP_Period, OID_DOT11 CFP_Max_Duration,

OID_DOT11 Power_Mgmt_Mode Operational_Rate_Set, OID_DOT11 Beacon_Period,
OID_DOT11_DTIM_Period, OID_DOT11_WEP_ICV_Error_Count,
OID_DOT11_MAC_Address, OID_DOT11 RTS_Threshold, OID_DOT11_ Short_Retry Limit,

OID_DOT11 _Long_Retry Limit, OID_DOT11_Fragmentation_Threshold,



OID_DOT11_ Current Index, OID_DOT11_ Current Channel, OID_DOT11_ CCA_Mode_Supported,
OID_DOT11_ Current_CCA_Mode, OID_DOT11_ED_ Threshold, OID_DOT11_
CCA_Watchdog_Timer_Max, OID_DOT11 CCA_ Wdtchdog_Count_Max, OID_DOT11
CCA_Watchdog_Timer_Min, OID DOT11 CCA Watchdog_ Count_Min, OID_DOT11

Reg_DomainsnBunnomiyaiiensiR_RSTULL ifupnotid THXOTIENMax REDOT iktidpported _RX
Antenna, OID_DOT11_Diversity _Selection_RX, OID_DOT11_ Supported-Data Rates Value. [0076] The

OID_DOBh_Hetran _deustdtisErred DIdeBOTIE Beppatad HHNd gedstieist@oniD. This allows a

manager to identify a station for its own purposes while keeping the true MAC address independent. The

OID_DOTLirdMedun [$3ecina0ey_Doitcalriewsed /e, deiermoreiandsetdie ThRoAmeAmamount of time,
in TU, that a point coordinator may control the usage of the wireless medium without relinquishing control

for long epivegitio Suispvet taastDoF 1ntaneptoRXSAl(daia serpcerilty) access to the medium. The
OID_DOT11_CF_Pollable call is used to determine if the station is able to respond to a CF-Poll with a

data framw&nteng&We‘ﬁ_Lmﬁ @O IDEAT1EHHNPENOS SRS Wser thDe®oTiie #ub SEirHee number
of DTIM 33 (delivery traffic indication message) intervals between the start of CFPs. The OID DOT11

CFP MaxOhurgsiomcalldsnsed Ghaeiermne srdGH) thomaxinuer duatioreidgheICHROm U that may be
generated by the PCF. The OID_DOT11_Power_Mgmt_Mode call is used to determine and set the

power managenentel otizref s 1t ipdieate SWhetme o stat@urenin Rawar-save mode. The OID
_DOT11_Operational_Rate Set call is used to determine and set the set of data rates at which the station
may trangTii @G fheCurrent_Index, OID_DOT11_ Current_Channel, OID_DOT11 _
CCA_Mode_Supported, OID_DOT11_ Current_CCA_Mode, OID_DOT11_ED_Threshold,
OID_DOT11_CCA_Watchdog_Timer_Max, OID_DOT11 CCA_Watchdog_Count_Max,
OID_DOT11_CCA_Watchdog_Timer_Min, OID_DOT11 CCA_Watchdog_Count_Min,
OID_DOT11_Reg_Domains_Support_Value, OID_DOT11_ Supported_TX_Antenna,
OID_DOT11_ Supported_RX_Antenna, OID_DOT11_ Diversity_Selection_RX, OID_DOT11_

Supported_Data_Rates Value.

[0076] The OID_DOT11 Station_ID call is used to determine the station ID and set the
station ID. This allows a manager to identify a station for its own purposes while keeping the
true MAC address independent. The OID_DOT11 Medium_Occupancy_Limit call is used to
determine and set the maximum amount of time, in TU, that a point coordinator may control the
usage of the wireless medium without relinquishing control for long enough to allow at least one
instance of DSF (data service facility) access to the medium. The OID_DOT11_CF_Pollable
call is used to determine if the station is able to respond to a CF-Poll with a data frame within a

SIFS time. The OID_DOT11 CFP_Period call is used to determine and set the number of DTIM



OID_DOT11 Beacon _Period call is used to determine and set the beacon period (i.e., the number of TU
that a station shall use for scheduling Beacon transmjssions). The OID_DOT11_DTIM Period call is used
to determine the DTIM period (i.e., the number of bedcon intervals that shall relapse between
transmissions of Beacon frames containing a TIM element whose DTIM Count field is zero). The

OID_DOTdelivér RatfivinBicatiarGnbsdhgalliitenspdoqwieis tmineher\WEPS | G¥idintegrity check value) error
count value. [0077] The OID_DOT11_ MAC Address call is used to determine the unique MAC address

assignedadeshp otptiprc AMeVRAID DRATTALAR TSusEitesheirarlk indsee e deleiminedngisatdhgeR TS

threshold value. The value indicates the number of octets in an MPDU below which an RTS/CTS

handshalgrphalimptiaemeyipsgeskriies 63 the PO 1theIost iRty LR6vicealignis&tbde sigtesmine and

set the maximum number of transmission attempts of a frame, the length of which is less than or equal to

the RTS tReesbaldicbeinteaad sdtfieegrnditiamindacieatetodenss 1ot abéaT Il indieats Rewthek it call is

used to determine and set the maximum number of transmission attempts of a frame, the length of which

is greatestiiash tharFbléhresholbiefanees0 fBilwe Tondiissdsdnaicrtes. SeheaNlid uR@Td 1_Fragmentation

_Threshold call is used to determine and set the current maximum size of the MPDU that may be

delivereddneiing it Bk alye se Aot MbEDekahallpadhrotenainn fragmendmit tatsizemexceeds the value of
this attribute after adding MAC headers and trailers. The OID _DOT11_Max_Transmit _MSDU_Lifetime

call is usettoDERIMBeaenrt Betituccanisiovdmtdrdaenitind 2R stfetiee aaln@eabar(drichefurther
attempts to transmit the MSDU shall be terminated. The OID _DOT11 Max Receive Lifetime call is used
to determipmisndsTUhRaetagiaaditishel ladterfiiedniillieg Setioonaf anéragsieisedrhe
OID_DOT11_DTIM_Period call is used to determine the DTIM period (i.e., the number of
beacon intervals that shall relapse between transmissions of Beacon frames containing a TIM

element whose DTIM Count field is zero). The OID_DOT11_WEP_ICV_Error_Count call is

used to determine the WEP ICV (integrity check value) error count value.

[0077] The OID_DOT11_MAC_Address call is used to determine the unique MAC address
assigned to the station. The OID_DOT11_RTS_Threshold call is used to determine and set the
RTS threshold value. The value indicates the number of octets in an MPDU below which an
RTS/CTS handshake shall not be performed. The OID_DOT11_ Short_Retry_Limit call is used
to determine and set the maximum number of transmission attempts of a frame, the length of
which is less than or equal to the RTS threshold, before a failure condition is indicated. The
OID_DOT11 Long Retry Limit call is used to determine and set the maximum number of
transmission attempts of a frame, the length of which is greater than the RTS threshold before a
failure condition is indicated. The OID_DOT11 Fragmentation_Threshold call is used to

determine and set the current maximum size of the MPDU that may be delivered to the PHY



MPDU or MSDU after which further attempts to reassemble the MPDU or MSDU shall be terminated.
[0078] The OID_DOT11_Counters_Entry call is usegé%o determine the 802.11 statistics counters
settings. The counters include counters for the number of transmitted fragments, the numbe of multicast
transmitted frames, the number of failed transmissions, the number of successful retransmissions, the

number qhghiplikatBBUISRatheTHERRAN HotimEManksTiBiis sracekieedensenalie e iitréldfiripseonse to an
RTS, the number of times when an ACK is not received when expected, the number of received

fragmentgfttheduinsaerd Rvddigssintianies sretrivet apd el nwrkeT pinsHicadSIUtrpremitteshi SDUs.
The OID _DOTI1_ Supported_PHY_Types call is used to determine the physical medium types

supporteg pyedhe deterntine 4AtPsetRe TdxirkuiT eRhIReoM3OUdITetiRtc$ Al6e chfte fRITIEMiNGtHae current

regulatory domain the present instance of the PMD (Physical Medium Dependent) is supporting. The

OID_DO%#tdmptetoprdigpeicak iv195rd denfiele tepinm el OmeE0ND tpopenatwax arescapakitynée.g, 0 to
40 degrees C, -30 to 70 degrees C) of the physical layer. The OID_DOT11_ Current_TX_Antenna call is

used to deleigiRedandieettiinecalitest artenpadoaing: used tw inandmitephiendremiynseneaprt call is used
to determine the diversity support value. The 35 OID_DOT11 Current_RX Antenna call is used to

determing/amiUset khsmUraeet amienfarbringtosetsto ieasivmbleAFO MIEBIDIPMIO Ulshall be
Supported_Power_Levels call is used to determine the number of supported power levels and the

transmit easiplitapsiver in milliwatts for all the supported power levels. The OID DOT11 Current TX Power
Level call is used to determine and set the

[0078] The OID_DOT11_Counters_Entry call is used to determine the 802.11 statistics
counters settings. The counters include counters for the number of transmitted fragments, the
numbe of multicast transmitted frames, the number of failed transmissions, the number of
successful retransmissions, the number of duplicate frames, the number of times a CTS is
received and not received in response to an RTS, the number of times when an ACK is not
received when expected, the number of received fragments, the number of multicast frames
received, and the number of succesfully transmitted MSDUs. The OID_DOT11_
Supported PHY _Types call is used to determine the physical medium types supported by the
NIC. The OID_DOT11_Current_Reg_Domain call is used to determine the current regulatory
domain the present instance of the PMD (Physical Medium Dependent) is supporting. The
OID_DOT11_ Temp_Type call is used to determine the operating temperature range capability
(e.g, 0 to 40 degrees C, -30 to 70 degrees C) of the physical layer. The OID_DOT11
Current_TX_Antenna call is used to determine and set the current antenna being used to

transmit. The Diversity_Support call is used to determine the diversity support value. The



current transmit power level. The OID_DOT11_Hop Time call is used to determine the time in

microseconds for the PMD to change from channel 2[35] channel 80. The OID _DOTI1_ Current Channel
Number call is used to determine and set the current’thannel number of the frequency output by the RF
synthesizer. The OID_DOT11 Max_Dwell_Time call is used to determine the maximum time in TU that

the tfanS(DItDEID@Wﬂm@ﬁr@pmaﬁmﬁaﬁmﬁ L@Bé'ﬁ@@btéﬁﬁﬁr@'&?@@tﬂhb@bﬂﬁ@ﬁ@ﬁt@ﬁﬁaﬁ&@g@” is
used to determine and set the current time in TU that the transmitter shall operate on a single channel,

as set by g MAEce[(®80] The OID_DOT11_Current Set call is used to determine and set the current set
of patterns the PHY LME (layer management entity) is using to determine the hopping sequence. The
OID _DOT11_Current Pattern call is used to determine and set the current pattern the PHY LME is
using to determine the hopping sequence. The OID_DOT11_Current Index call is used to determine and

set the cyogy] indernetiotdIHY Ldvppistedimbiceddatermineini asudentdsannel themieber be OID
DOTI | Current Channel call is used to determine and set the current operating frequency channel of the

DSSS PH)ppbhedienePRVEL and @ tiedeit Suppeped«at iniuseattofdetermnsuippseppovied CCA
(Clear Channel Assessment) mode. The OID_DOT11 Current. CCA_Mode call is used to determine

and set 3eviste. cuneot © Gromethatlinepperaticowene @Bl calQd dsed Eidibreshetthgabtighesed to
determine and set the current energy detect threshold being used by the DSSS PITY. The OID_DOT11_

CCA_Wajghdagrdrisneit fdaxrdalids a3eddiDdegiemine Hog Jeinheathaxisudo Geinaéahadgdimer value.
The OID_DOTI1_CCA_Watchdog_ Count_Max call is used to determine and set the maximum CCA
watch dogieessecuadiseforl the OLUID BRXQHAAge from channel 2 to channel 80. The OID_DOT11

Current_Channel_Number call is used to determine and set the current channel number of the

frequency output by the RF synthesizer. The OID_DOT11_Max_Dwell_Time call is used to

determine the maximum time in TU that the transmitter is permited to operate on a single

channel. The OID_DOT11 Current_Dwell Time call is used to determine and set the current

time in TU that the transmitter shall operate on a single channel, as set by the MAC.

[0080] The OID_DOT11 Current_Set call is used to determine and set the current set of
patterns the PHY LME (layer management entity) is using to determine the hopping sequence.
The OID_DOT11_Current_Pattern call is used to determine and set the current pattern the PHY
LME is using to determine the hopping sequence. The OID_DOT11_ Current_Index call is used
to determine and set the current index value the PHY LME is using to determine the current
channel number. The OID_DOT11_ Current_Channel call is used to determine and set the
current operating frequency channel of the DSSS PHY. The OID_DOT11
CCA_Mode_Supported call is used to determine the supported CCA (Clear Channel

Assessment) mode. The OID_DOT11_Current. CCA_Mode call is used to determine and set



CCA_Watchdog_Timer_Min call is used to determine and set the minimum CCA watch dog timer value.
The OID _DOTI1_ CCA_Watchdog_Count_Min call |§ used to determine and set the minimum CCA
watch dog count value. The OID_DOT11 Reg Dom Fhs -Support Value call is used to determine the
regulatory domains the PLCP and PMD support in the present implementation. The OID_DOT11

Supporteie Erréittemm mathisiurepdadetermis@andsetr the sppppraddiaramit assgrpa truth values.
The OID_DOTI1_ Supported_RX_Antenna call is used to determine and set the supported receive

antenna tatdirelbend BoeuRI BurRAEhérgyRiveEitirSpigc iemgR Xeertyisheogds Aeterntine and set the

receive diversity selection truth values. The OID_DOT11 Supported Data_Rates Value call is used to

determing e SEARArteTC Kangwihasg nﬁﬁ@wwiﬂt@mﬁ@ vaiues 8%t hacesens paithand station of
the present invention also support private 802.11 calls. These calls are

OID_DOTHA Mawimiuy tireakaheadT 01D PIAT1 Cugent Viawokabgatoutt RAXQAIL Is Geeirent _Packet
_Filter, OID_DOT11_Current _Address, and OID_DOT11_Permanent _Address. These private 802.11

calls are gapenind/ME Jayeenagiinnm exposeddodbe ASMByer TRIR)IDOFG T 1Maximum _Lookahead is
the maximum amount of lookahead buffer supported by the NIC miniport driver to provide a preview

version o g Aepeivtddapokeido i eanes dedSdayesrining ipdissemaindnneth e argepddie particular
37 packet or discard it. OID_DOT11_Current _Lookahead is the size of the lookahead buffer being used.

OID_DOfiiikr GatlirenThP anketDGiitEr iTha paskeidiie Coumeinaing used toyithe piatiand2e0 or access
point 300. OID_DOT11 Current _Address is the IEEE 49-bit address currently being used by the station
200 or acpessipEmnin3AT LONatchEdDl doder anenTAsldESsDOTEL.  Reg Domains_Support_Value
call is used to determine the regulatory domains the PLCP and PMD support in the present
implementation. The OID_DOT11_Supported_TX_Antenna call is used to determine and set
the supported transmit antenna truth values. The OID_DOT11_Supported RX_Antenna call is
used to determine and set the supported receive antenna truth values. The OID_DOT11
Diversity_Selection_RX call is used to determine and set the receive diversity selection truth

values. The OID_DOT11_ Supported_Data_Rates_Value call is used to determine the supported

transmit and receive data rate values.

[0081] The access point and station of the present invention also support private 802.11 calls.
These calls are OID_DOT11 Maximum_Lookahead, OID _DOT11 Current_Lookahead,
OID_DOT11 Current_Packet_Filter, OID_DOT11 Current_Address, and

OID_DOT11 Permanent_Address. These private 802.11 calls are generic MAC layer functions
exposed to the NDIS layer. OID_DOT11 Maximum_Lookahead is the maximum amount of
lookahead buffer supported by the NIC miniport driver to provide a preview version of a

received packet to the upper NDIS layer for it to determine whether to accept the particular



IEEE 48-bit address that is resident in the non-volatile portion of the NIC 202, 302 that is pre-
programmed by the NIC manufacturer. [0082] Commﬁtflcation between an access point (or a station) and
user mode applications have IOCTL (I/O control) calis that provide the same functions as described
above that allow user mode applications to determine and set NIC parameters (i.e., they map to the OIDs

defined @BQ&@)@ME@X@%P@I@@@Wi@@ﬁlﬁbﬂf}ﬂ@fﬂéﬂ@admﬁﬁﬁmmmmw buffer being
OID_DOT11_Operation_Mode _Capability. In addition, IOCTL calls are provided to allow applications to

determingseg detENHIETAN SetracCPes i M Ker Riatopadkatametelsrdnissha)lasdaaydresaitivare
infrastructure configuration calls and software infrastructure MIB calls. The software infrastructure

configuragtgmeealtsdespaiet $30. TOID QI3 T11CaUestBAGIRssI O EhELERO 13 hit ReisesicRehtly,
IOCTL_DOT11 Current SSID, IOCTLDOTI1Current BSS _TYPE, IOCTLDOT11Exclude 8021X,

IOCTLD@dibg usesagigie stidion ROD6Y Bliesdisasssonate) [ © 0TI Pelharfue AddeRpierthdst,
IOCTL_DOT11_ Query_BSSID _List, IOCTL_DOT11_ Send_8021X_Pkt, IOCTL_DOT11_

Receive_|gpeadg IShGlbrdRdtlis (ehieek AvartaonOsiille PO oBORINIStaE, 382 hHDS PreDOT11
8021X Filter. The software infrastructure MIB calls include IOCTL_DOTI |

Authentigatigraptesidonsee Nioenthifatfeerl._DOT11_ Privacy_Option_Implemented, IOCTL_DOT11_
Desired SSID, IOCTL_DOT11_ 38 Desired_BSS_Type, IOCTL_DOT11_Association-Response _Time
_Out, IOCTL_DOT11 Disassociated_Peer, IOCTL_DOT11 Deauthenticated Peer, IOCTL _DOT11

Authentication_ Falled Peer, IOCTL_DOT11_ Authentication Algorlthm IOCTL_DOT11

[0082] Communication between an access point (or a station) and user mode applications
have IOCTL (1/0 control) calls that provide the same functions as described above that allow
user mode applications to determine and set NIC parameters (i.e., they map to the OIDs defined
above). For example, IOCTL_DOT11_Operation_Mode_Capability maps to
OID_DOT11_Operation_Mode_Capability. In addition, IOCTL calls are provided to allow
applications to determine or determine and set access point (or station) parameters. These calls
include software infrastructure configuration calls and software infrastructure MIB calls. The
software infrastructure configuration calls include IOCTL_DOT11_ Current_BSSID,
IOCTL_DOT11 Desired_BSSID, IOCTL_DOT11 Current_SSID,
IOCTL_DOT11 Current BSS_TYPE, IOCTL_DOT11_Exclude 8021X, IOCTL_DOT11_
Associate, IOCTL_DOT11 Disassociate, IOCTL_DOT11 Query Adapter_List,
IOCTL_DOT11 Query BSSID List, IOCTL_DOT11_Send 8021X_Pkt, IOCTL _DOT11_
Receive_Upcall, IOCTL_DOT11 Check Adapter, IOCTL_DOT11 8021X_State, and
IOCTL_DOT11_8021X_Filter. The software infrastructure MIB calls include

IOCTL_DOT11 Authentication_Response_Time_Out, IOCTL_DOT11

Privacy_Option_Implemented, IOCTL_DOT11_ Desired_SSID, IOCTL_DOT11_



WEP_Default_Key Value, IOCTL_DOT11_ WEP_Key Mapping, IOCTL_DOT11_ Privacy Invoked,
IOCTL_DOT11_WEP_Default_Key Id, IOCTL_DOT11 WEP_Key_ Mapping_Length, IOCTL_DOT11
Exclude_Unencrypted, IOCTL_DOT11 WEP_Excluded_Count, IOCTL_DOT11

Dissassociate _Notification, IOCTL_DOT11_ Deauthenticate_Notification, IOCTL_DOT11_ Authenticate

Fail Notiffoadiasy ES@TH@QMWHMWW@MH%QMﬁ@@kmwwm Address
calls. [0083] The IOCTL_DOT11_ Current_BSSID call is used to determine the MAC address of an

aSSOCIat@is’&@@%ét@@"P‘e@f acttionpththa slaa@rth@mm@s@@@tq@mn BCLEBB point, then the station
returns a zeroed out MAC address. The IOCTL DOT11 Desired BSSID call is used to determine or set

the MAC agieesr etidherafiegspdepinOoWhDD RSSO GAakRENtFcARsir eligbhgntDIETD®TI1 Current _SSID
call is used to determine the SSID of an associated access point. The IOCTL_DOT11_Current

_BSS_TYEPcabiausacio Yetesmbe The poTant BESPtyweyinviafpaiyalstetion s@perating. The
IOCTL_DOTI | Exclude 8021X call is used to determine or set the exclude 802.1X truth value. The

IOCTL_Dravady_wereintrociilismoad 10 were Sctasiaiey triapsodiatedselfwith an access point based
upon the current values of desired BSSID, desired SSID, and desired BSS type parameters. [0084] The

|IOCTL_DQFR IKivaappivigie eadtlis M3ET o DEYLES Bxaikideninahicassesiatomith poulrently associated
access point. An error code is returned if a station is not associated 39 with an access point. On a

successfu/EBascla@itbCanade Discromect iDgsenesaied Ndtificaiatiorodne IOCTLL DOT11_
Query_Adapter_List call is used to determine the list of virtual adapters that the station driver 206 (or
access pDisdudnisraica@4 Nutifeatlyrhae e DOT11_ Authenticate_Fail_Notification,

IOCTL_DOT11_WEP_Undecryptable_Count, and IOCTL_DOT11_ Group_Address calls.

[0083] The IOCTL_DOT11 Current_BSSID call is used to determine the MAC address of
an associated access point of a station. If the station is not associated to an access point, then the
station returns a zeroed out MAC address. The IOCTL_DOT11 Desired_BSSID call is used to
determine or set the MAC address of the access point to which association is desired. The
IOCTL_DOT11 Current_SSID call is used to determine the SSID of an associated access point.
The IOCTL_DOT11 Current BSS TYPE call is used to determine the current BSS type in
which a station is operating. The IOCTL_DOT11_Exclude_8021X call is used to determine or
set the exclude 802.1X truth value. The IOCTL_DOT11_ Associate call is used to request a
station to associate itself with an access point based upon the current values of desired BSSID,

desired SSID, and desired BSS type parameters.

[0084] The IOCTL_DOT11_ Disassociate call is used to request a station to disassociate

with a currently associated access point. An error code is returned if a station is not associated



IOCTL_DOT11_Query_BSSID _List call is used to determine the current BSS description list. The
IOCTL_DOT11_Send_8021X_Pkt call is used request the station or access point to send an 802.1X
packet. [0085] The IOCTL_DOT11 Receive_Upcall*call is used to pend the call so that the station driver
or access point driver sends the requesting application upcall information when the station driver or

access pifth dH (eEESLEHIRS @huRtREdeAUescaYbantibis £Mldsiamareoanedt hgeatatiea Wriver or access
point driver already has an outstanding upcall, then the driver fills in a buffer with the outstanding upcall

informatigftnt Mvedetaly pomnpletes thp galbhpfdhenet aegl nOusidt standend irRomesis; dhenthng station
driver (or access point driver) returns a STATUS PENDING and completes the call when an upcall

request igdgnerserat the dapen afivepcalbs(bhadeeas GiraaiveppBiayc desEt Ik@NfiTAy an 802.1X packet
send confirm, an 802.1X packet receive indication, a disassociate notification, a deauthenticate

notificatiq@cand @0 RUthentiggtesadure InigtiigRionDsddnealiscioninccrs sureintBISAésctiiRpaiAssociate
indication and a disassociate indication. The IOCTL_DOT11_ Check Adapter call is used to request the

station ormaedexsSTOIMAT thesk far gogiverradagias ssdstenes: thbetatidl b-ateext bbifiQg tenddate call is
used to determine or set the 802.1X state on a particular instance. The IOCTL DOT11 8021X Filter call is

used to degerpRekeget the 802.1X filters on a particular station or access point virtual miniport instance.
40 [0086] The IOCTL_DOT11_Authentication _Response _Time _Out call is used to determine or set the
authentication response time out value. The time out value is the time that a responding station should
wait for the next frame in an authentication response. The

[0085] The IOCTL_DOT11_ Receive_Upcall call is used to pend the call so that the station

driver or access point driver sends the requesting application upcall information when the station

driver or access point driver receives an upcall request. When this call is made and if the station

driver or access point driver already has an outstanding upcall, then the driver fills in a buffer

with the outstanding upcall information and immediately completes the call. If there are no

outstanding requests, then the station driver (or access point driver) returns a

STATUS_PENDING and completes the call when an upcall request is received. The types of

upcalls made are a scan confirm, a reset confirm, an 802.1X packet send confirm, an 802.1X

packet receive indication, a disassociate notification, a deauthenticate notification, and an

authenticate failure notification. Upcalls for access points also include an associate indication

and a disassociate indication. The IOCTL_DOT11 Check Adapter call is used to request the

station or access point to check for a given adapter’s existence. The

IOCTL_DOT11 8021X_State call is used to determine or set the 802.1X state on a particular

instance. The IOCTL_DOT11 8021X_Filter call is used to determine or set the 802.1X filters

on a particular station or access point virtual miniport instance.



IOCTL_DOT11_ Privacy_Option_Implemented call is used to determine the privacy option implemented
truth value. When set to true, it indicates that the WE%3 option is implemented. The IOCTL DOT11
Desired SSID call is used to determine or set the des Ped service set ID used in the desired SSID
parameter of the most recent scan. The IOCTL_DOT11 Desired_BSS_Type call is used to determine or
set the desired BSS type. The IOCTL_DOT11_ Association_Response_Time_Out call is used to
determine or set the association response time out value, which is the time that a requesting station

should wEib&w] a resRENSE K aeTIMilteth@aRtiaNReEpaHESTTYMPDU cEhesRed ta RERTHihe

Disassociated Peer call is used to determine the last disassociation reason and address of the last

disassocigtest giatiothehtieatio-rEbpbiad litnPeauiariticRiedinesiucallli ¥sak tntietesnaine the last
deauthentication reason and address of the last deauthenticated station. The IOCTL DOT11

Authentigatisunfiadedateeskalllibwiethiatitatexiinent i lashatihitivicatiaasigie reeson and the
address of the last station for which authentication failed. [0087] The IOCTL_DOT11_ Authentication

Algorithm@eltis ussi1to daietryne priedisihgilemiditeneshenticediandelgariihendspapasieshtiga station and
their states. The call is also used to set the states for the list of authentication algorithms. The

|IOCTL_DRjikieMéd RruBelalile. Kavel stueaalkistusgitieseidheaeiamopioR kdanprmeracdhe specified
index. The IOCTL_DOT11_WEP_Key_Mapping call is used to determine the list of WEP key 41

mappingJ i ReCthe WEP1ke\DwsinpingSADa s eciiied ibdereriinc @GaLthDaTikdd JeriieegdnNwked call is
used to determine or set the privacy invoked truth value. When set to true, the value indicates that the
WEP megbahisnmésdbsiieg 8S€U fardnansnutting diesoesaittyg. The IOCTL_DOT11
Desired_BSS_Type call is used to determine or set the desired BSS type. The IOCTL_DOT11
Association_Response_Time_Out call is used to determine or set the association response time
out value, which is the time that a requesting station should wait for a response to a transmitted
association-request MMPDU. The IOCTL_DOT11 Disassociated Peer call is used to
determine the last disassociation reason and address of the last disassociated station. The
IOCTL_DOT11 Deauthenticated Peer call is used to determine the last deauthentication reason
and address of the last deauthenticated station. The IOCTL_DOT11

Authentication_Failed Peer call is used to determine the last authentication failure reason and

the address of the last station for which authentication failed.

[0087] The IOCTL_DOT11 Authentication_Algorithm call is used to determine the list of
all the authentication algorithms supported by a station and their states. The call is also used to
set the states for the list of authentication algorithms. The IOCTL_DOT11
WEP_Default_Key Value call is used to set the default WEP key value at the specified index.

The IOCTL_DOT11_WEP_Key_ Mapping call is used to determine the list of WEP key



data. The IOCTL_DOT11_ WEP_Default_Key Id call is used to determine or set the WEP default key ID
value for the specified element (i.e., the first, second, third, or fourth element of the WEP default key
array). The IOCTL_DOT11 WEP_Key Mapping_Lehgth call is used to determine or set the WEP key
mapping length. The IOCTL_DOT11 Exclude_Unencrypted call is used to determine or set the exclude

unencrypieghsiHgs yabee the/erprcréortipeing statigpecsifiall ineéndreateod tie tAYA service interface
received MSDUs that have the WEP subfield of the Frame Control field equal to zero. The

IOCTL_DOfavddy  MoRedrxglilidedad ruadiealiie bseet heqrieasyne/died ik exalidded roust tbhe IOCTL

DOT11 Dissassociate Notification call is used to determine or set the disassoicate notification truth value.

When thig e the/ahige i 8Rktes tHAC R YIEESSOIALR BOLIRIRLING UScsEf WRSHBNENR G PRGOS eysis a
dissassociation frame. The dissassociate notification includes the MAC address of the MAC to which the

disassocigtign TH@W@OW&E Gﬂﬁﬁdﬁ@[%@@lﬁ 9(@9'3 Idisais$o akata0.dEfeniie bk Qe WPBrauthenticate
Notification call is used to determine and set the deauthentication notification truth value. When set to

true, a depfihRKiGAP® Dgliicdatianispeeficyenayer (@ slationserdsonddeatthenticatiosidraeneofl he
deauthenticate notification includes the MAC address of the MAC to which the deauthenticate frame was

sent and tieigzsderialttkey deayihentic a0 oT.LT IO TQC TWEO Kl Avtppiiigatengeil dintificat@rocall is
used to determine and set the authenticate fail notification truth value. When set to true, a authenticate
failure natteatiine isr sanhewaERKey mstpilanisegids TdemUEntpaan fraxuudhe/deasitesdicalie
notification includes the MAC address of the MAC to which the deauthenticate frame was sent and the
reason fds tked}d deruthiepticatotheldhel(dElheriRpibd_trutitialudndatimpiabte tliounttagbishisied to

determine
not indicate at the MAC service interface received MSDUs that have the WEP subfield of the
Frame Control field equal to zero. The IOCTL_DOT11 WEP_Excluded_Count call is used to
determine the WEP excluded count. The IOCTL_DOT11 Dissassociate Notification call is
used to determine or set the disassoicate notification truth value. When this truth value is set to
true, a disassociate notification is sent whenever a station sends a dissassociation frame. The
dissassociate notification includes the MAC address of the MAC to which the disassociation
frame was sent and the reason for the disassociation. The IOCTL_DOT11
Deauthenticate Notification call is used to determine and set the deauthentication notification
truth value. When set to true, a deauthenticate notification is sent whenever a station sends a
deauthentication frame. The deauthenticate notification includes the MAC address of the MAC
to which the deauthenticate frame was sent and the reason for the deauthentication. The
IOCTL_DOT11 Authenticate Fail Notification call is used to determine and set the
authenticate fail notification truth value. When set to true, a authenticate failure notification is

sent whenever a station sends a deauthentication frame. The deauthenticate notification includes

the MAC address of the MAC to which the deauthenticate frame was sent and the reason for the



the WEP undecrypted count. The IOCTL_DOT11 Group Address call is used to determine the list of
multicast addresses and their row status and set the julticast address and row status at a specified

index. [0088] Now that the IOCTL calls have been deScribed, the 802.11 extensions to standard NDIS
functions will be described. The NIC 202, 302 must implement these extensions as they are described

below. [08&RkhEHIRANER 2GRe 30T FUPPTIIITaguEMtafiRBPiiasidhesuhoasisuprpid Wekmmfétoad. In this
case, the interaction is at MSDU level except when WEP keys are not offloaded or the NIC 202, 302,

does notiaapner thrisegpiercdiny TigordumLIfterMERKeys aAedneseHlPRARE®H WteviMiie ghgorithm is

not supported, the interaction also includes the MSDU represented as a chain of one or more MPDUSs.

[0090] If 1he d¥ IR 2GcasBaddse PO EiIsIMAHE @iflaRat Rutrdoss thetreulpieast Adrmsatlionaifiaachtthen in

addition to the MSDU the interaction also includes the MSDU represented as a chain of one or more
MPDUs gpecifiedsiadion driver 206 or access point driver 304 applies fragmentation if needed and the
fragments are sent in MPDUSs. If the NIC 202, 302 does not support fragmentation offload or WEP offload,
the interaction between the NIC and the station 200 or access point 300 also includes the MSDU
represented as a chain of one or more MPDUs and the station 200 or access point 300 applies

fragmentpess]fragnentsarehse0OTIMBI Isvamer duErib Y R 89 2pplisdeationsragsm@idtation). 43
[0091] In addition to the NDIS_PACKET, the access point 300 and station 200 passes information
specific t IS 8afidnereifids testribbt CTABINBO202 hgopaiistritaplbiads®Zhéde extensions as they

are described below.

[0089] If the NIC 202, 302 supports fragmentation offload then it must support WEP offload.
In this case, the interaction is at MSDU level except when WEP keys are not offloaded or the
NIC 202, 302, does not support the required WEP algorithm. If the WEP keys are not offloaded
or the WEP algorithm is not supported, the interaction also includes the MSDU represented as a

chain of one or more MPDUSs.

[0090] If the NIC 202, 302 supports WEP offload but does not support fragmentation offload
then in addition to the MSDU the interaction also includes the MSDU represented as a chain of
one or more MPDUs and the station driver 206 or access point driver 304 applies fragmentation
if needed and the fragments are sent in MPDUSs. If the NIC 202, 302 does not support
fragmentation offload or WEP offload, the interaction between the NIC and the station 200 or
access point 300 also includes the MSDU represented as a chain of one or more MPDUs and the
station 200 or access point 300 applies fragmentation (fragments are sent in MPDUSs) and/or

WEP (WEP is applied after fragmentation).



extension information can be retrieved through the command Ndis_Get_Packet_Media_Specific_Info.
This command returns a pointer to the media specific . info, which is actually a pointer to DOT11
Send_Extension_Info. The NIC 202, 302 must retriev% the extension information of an outgoing packet
using Ndis_Get_Packet Media_Specific_Info. The information included in the response to this command
includes information necessary to retrieve the MPDU from an MDL chain. The packet descriptor can
describe either a single MSDU or all MPDUs (fragments) of a single MSDU. [0092] Other information that

is providgdog1g uDentT@GIdER thié, N EPACH ead thargdiesapsitbeotang etabii20mpaisesThe
uDontFragment bit denotes whether the NIC 202, 302 can fragment the packet. The hWEPOffload

handle isjgftangtioriebeifity ERiew0R beprsed o CIBipgi B Ragket {Hifts fotHiegupeanted) or for
encrypting each fragment of the packet (if it is fragmented). The station 200 or access point 300

guaranteggiéhgivhp foarditovialaie shaétit passesohigtieleooainsamalid for the duration of the call. If the NIC
202, 302 supports fragmentation offload, then it must support WEP offload. If the NIC 202, 302 does not

support fragin@uaraokeffiviedidhssitcsiaion2(9 @nanaassdoint 3p0iarpliesHsageaenipscind needed.
The access point 300 or station 200 applies WEP encryption if the NIC 202, 302 does not support WEP

encryptionfd kagmentatien ynahdate SODL SuRpertestansddhe MC2E2NRO2caBomhasnd the packet
unfragmented, then the NIC 202, 302 returns an appropriate status up. On receiving that 44 status code,

the statiortZie0cthaesessionimfaaidhref aneiytgoinl pgerentstign threshold and maximum MPDU size
from the NIC 202, 302.

Ndis_Get _Packet Media_Specific_Info. The information included in the response to this

command includes information necessary to retrieve the MPDU from an MDL chain. The

packet descriptor can describe either a single MSDU or all MPDUs (fragments) of a single

MSDU.

[0092] Other information that is provided is a uDontFragment bit, a hWEPOffload handle
and the number of fragments. The uDontFragment bit denotes whether the NIC 202, 302 can
fragment the packet. The hWEPOffload handle is a handle to the WEP row to be used for
encrypting the packet (if it is not fragmented) or for encrypting each fragment of the packet (if it
is fragmented). The station 200 or access point 300 guarantees that the handle value that it passes
here remains valid for the duration of the call. 1f the NIC 202, 302 supports fragmentation
offload, then it must support WEP offload. If the NIC 202, 302 does not support fragmentation
offload, then the station 200 or access point 300 applies fragmentation if needed. The access
point 300 or station 200 applies WEP encryption if the NIC 202, 302 does not support WEP
encryption. If fragmentation in hardware is not supported and the NIC 202, 302 can not send the

packet unfragmented, then the NIC 202, 302 returns an appropriate status up. On receiving that



[0093] The NIC 202, 302 must use the supplied 802.11 send extension information in specific ways. The
following enumerates how the 802.11 NIC must use Bge supplied 802.11 send extension information: 1)
uDontFragment bit is clear, Number Of Fragments = U and hWEPOffload is NULL The NIC 202, 302
uses the top level NDIS_PACKET structure to get the description of the packet buffer chain, fragment the
packet if igeRsERIP, BRGEASH POO SPREX.AASTIH SeTvifTagment eharegrekeit(triie@askehir fragmented)

or to the packet (if the packet is not fragmented). 2) uDontFragment bit is clear, Number Of Fragments =
0 and hWisR@flaamronosidedtdmitne NIE 262,3802 uses the top level NDIS_PACKET structure to get the
description of the packet buffer chain, fragment the packet if necessary, use hWEPOffload handle value
to locate the WEP key and apply WEP to each fragment of the packet (if the packet is fragmented) or to
the packet (if the packet is not fragmented). In either case, the NIC needs to allocate buffers for ICV and

IV. The r¢gsug] the Tppen yep wEshitiglieratee g plied 8041 inséhis sasssisrhiptaungtibsiaesn't know
whether the NIC 202, 302 will fragment the packet (MPDU maximum length state in the NIC can be

changed gheoEivinals. by Hb€o N\ te pend iratetiasi e RO 1arrorg atest 33a Restipmipmeot i is clear,
Number Of Fragments > 1 and hWEPOffload is NULL The station 200/access point 300 guarantees that
this casesapyexesivn msonheiioniDontFragment bit is clear, the NIC 202, 302 supports fragmentation in
hardware. 4) uDontFragment bit is clear, Number Of Fragments > 1 and hWEPOffload is not

1) uDontFragment bit is clear, Number Of Fragments = 0 and hWEPOffload is NULL

The NIC 202, 302 uses the top level NDIS_PACKET structure to get the description of
the packet buffer chain, fragment the packet if necessary and does not apply WEP to each
fragment of the packet (if the packet is fragmented) or to the packet (if the packet is not
fragmented).

2) uDontFragment bit is clear, Number Of Fragments = 0 and hWEPOffload is not
NULL

The NIC 202, 302 uses the top level NDIS_PACKET structure to get the description of
the packet buffer chain, fragment the packet if necessary, use hWEPOffload handle value
to locate the WEP key and apply WEP to each fragment of the packet (if the packet is
fragmented) or to the packet (if the packet is not fragmented). In either case, the NIC
needs to allocate buffers for ICV and IV. The reason the upper layer doesn’t allocate the
ICV or IV in this case is because it doesn’t know whether the NIC 202, 302 will fragment
the packet (MPDU maximum length state in the NIC can be changed dynamically by the
NIC depending upon the PHY error rate).

3) uDontFragment bit is clear, Number Of Fragments > 1 and hWEPOffload is NULL

The station 200/access point 300 guarantees that this case never occurs as when
uDontFragment bit is clear, the NIC 202, 302 supports fragmentation in hardware.

4) uDontFragment bit is clear, Number Of Fragments > 1 and hWEPOffload is not
NULL

The station200/access point 300 guarantees that this case never occurs as when
uDontFragment bit is clear, the NIC 202, 302 supports fragmentation in hardware (which
implies that it also supports WEP offload).

5) uDontFragment bit is set, Number Of Fragments = 0 and hWEPOffload is NULL

The NIC 202, 302 uses the top level NDIS_PACKET structure to get the description of
the packet buffer chain, does not fragment the packet and does not apply WEP to the
packet before transmitting it on air.

6) uDontFragment bit is set, Number Of Fragments = 0 and hWEPOffload is not NULL

The NIC 202, 302 uses the top level NDIS_PACKET structure to get the description of
the packet buffer chain, does not fragment the packet and uses the hWEPOffload handle



NULL The station200/access point 300 guarantees that this case never occurs as when uDontFragment
bit is clear, the NIC 202, 302 supports fragmentation jp hardware (which implies that it also supports
WEP offload). 5) uDontFragment bit is set, Number Of Fragments = 0 and hWEPOffload is NULL The
NIC 202, 302 uses the top level NDIS_PACKET structure to get the description of the packet buffer
chain, does not fagimenséhe RRCWEE RREYIARFABHAIY YR tnthet. Prcikes Beor@drRnsmesngoit on air.
6) uDontFragmejakpiids meld UMbei b ffragranie\z dhany BVRRQeHbt7aeetdy dbiht 308 WIE 202, 302
]ICJSGS the t?]p |eV§i§NE@'ﬁaﬁﬁ§lﬁEf’ér§\tX/U§;%v aevthe éﬁfgdkpllinﬁcéf?dh@rﬂ%'@thétﬁer chaig doels \r/l\(IJItEP
ragment the p uses t e 45 value to loca apply

1 the packet 11 S0 AL SN 3°1 AL gt AGE S 8800 LR o the
statlon200/acceBstprs|a¢3(aﬁwllheema‘tﬁeedihmhth‘étlhmf{miﬁfml NMarrNT KIS aesadheattdeted Wer the
packet. 7) uDonThealyhte2dDiBd? seoultlinsbendCifasaghiz0isl 2 FRAGMERFOIEZCREPNORL In this
scenario, the busfierctiras(thietDe - tageleNDIS cRA QK Ed] dlos @D E$ 1al6 END WS TENSINDGI 2085302 should
use the array ofsbD@Ture) FFRAGMEASpeEITRIRITOR petntatofabdtiop ot INRER2PRAMESriptors field of
DOT11 SEND EBXUE&NS IO et\ie®fseuatdriEntiino MechdBpewhic inionbetionf pometoistbguadpdevel NDIS
PACKET structusi umbertQfferaxffsentanahid dg thod bpeiyhiitae oesatc (ninagbeend b éfagertearntsist oy el do
usNumberOfFragments) and do not apply WEP to each fragment before transmitting it on

8) uDontFragment bit is set, Number Of Fragments > 1 and hWEPOffload is not NULL
In this scenario, the buffer chain of the top level NDIS_PACKET describes all MPDUs.

The NIC 202, 302 should use the array of DOT11_FRAGMENT_DESCRIPTOR
structures (the Dot11FragmentDescriptors field of DOT11_SEND EXTENSION_INFO
structure) from the MediaSpecificinformation pointer of the top level NDIS_PACKET
structure to get the offset and length of each fragment (number of fragments is equal to
usNumberOfFragments) and use hWEPOffload handle value to locate the WEP key and
apply WEP to each fragment before transmitting it on air. In this case, the NIC does not
need to allocate buffers for ICV and IV as the station 200/access point 300 will ensure
that the buffers for ICV and IV are already allocated for each fragment of the packet.
[0094] If there’s any failure while processing the packet, the NIC should indicate an
appropriate status and should also update appropriate statistics in its configuration table. The
status codes returned should be one or more of the following (these are defined in a later
section): DOT11 STATUS_SUCCESS - For successful transmit or receipt of a MSDU;
DOT11_STATUS_RETRY_LIMIT_EXCEEDED - Undeliverable for an unacknowledged
directed MSDU when the ShortRetryMax or LongRetryMax retry limit would otherwise be
exceeded. Type of status — Failure; DOT11 STATUS_UNSUPPORTED_PRIORITY - For
unsupported priority for priorities other than Contention or ContentionFree. Type of status —
Failure; DOT11 _STATUS _UNSUPPORTED_SERVICE_CLASS - For unsupported service

class for service classes other than ReorderableMulticast or StrictlyOrdered. Type of status —

Failure; DOT11_STATUS_UNAVAILABLE_PRIORITY - For unavailable priority for



air. 8) uDontFragment bit is set, Number Of Fragments > 1 and hWEPOffload is not NULL In this
scenario, the buffer chain of the top level NDIS_PACKET describes all MPDUs. The NIC 202, 302 should
use the array of DOT11 _FRAGMENT DESCRIPTOR' structures (the Dotl IFragmentDescriptors field of
DOT11 SEND EXTENSION INFO structure) from the MediaSpecificlnformation pointer of the top level

NDIS PACGHrhtiiiFesbiRHenars pomptiseidantoeraianbisCih aasrersénHensD firganemists equal to
usNumberOfFragments) and use hWEPOffload handle value to locate the WEP key and apply WEP to

each fragmend pefeikd arnsmitieobermionNTie easetise Mordegmat need to allocate buffers for ICV
and IV as the station 200/access point 300 will ensure that the buffers for ICV and IV are already

allocatedpgrraacis fragusnuefAvenpapist H008rMIcre e sray -fadrimavhilkineoeesringlbe foacket, the
NIC should indicate an appropriate status and should also update appropriate statistics in its

configuragieietiglelefdtbsetatiesgraand etatiort poakidniaanerehnhesact b dptimingliheseagpe defined
in a later section): DOT11_STATUS SUCCESS - For successful transmit or receipt of a MSDU; DOT11

STATUSoRIRER Y- Jkifgirhafotz BDEDL - Sindglysraing fovsDunackvier| aoge iR EveateddiGerabwhen the

ShortRetryMax or LongRetryMax retry limit would otherwise be exceeded. Type of status - Failure;

DOT11_Shéd B@nskiNSId BBOREE 242 RdOENTBX FramithsSDRAR S IpE Qéty fo sudestifab datiigsrihan
Contention or ContentionFree. Type of status - Failure; DOT11

STATUSTUNSYRRQGRTIENUSERVICE SLAESS- BANVAIRPGLE BIYicendesgfablser/iteRsssses other
than ReorderableMulticast or StrictlyOrdered. Type of status - Failure; DOT11
STATUSwaNAXsbIABLyme PREQER ET-YFafarey maypila b privyidy FXCESSIVE_ DATA_LENGTH

- For excessive data length packet if uDontFragment bit is set and the card can not send the

packet unfragmented. Type of status — Failure; and DOT11 STATUS _ENCRYPTION_FAILED

— Failed to encrypt the packet for any reason. Type of status — Failure.

[0095] In addition to the NDIS_PACKET, the NIC 202, 302 shall pass up information
specific to the 802.11 protocol. The pointer to the extension information can be retrieved through
Ndis_Get _Packet Media_Specific_Info. The 802.11 NIC must use

Ndis_Set Packet Media_Specific_Info to set the extension information of an incoming packet.
The NDIS packet descriptor containing the DOT11_Recv_Extension_Info will describe a
reassembled full size packet (only if the NIC 202, 302 has performed reassembly) or a packet
that is not a fragment while the pNdisPackets in the DOT11 Recv_Extension_Info will describe
the fragments only if fragments were received and were not reassembled. The top level NDIS
packet descriptor containing DOT11 Recv_Extension_Info will not describe any packet buffer

chain in the case when the packet was received as a set of fragments and was not reassembled. It



46 ContentionFree when no point coordinator is available, in which case the MSDU is transmitted with a

provided priority of Contention. Type of status - Infor%‘ftional; DOT11 STATUS UNAVAILABLE SERVICE
CLASS - For unavailable service class for StrictlyOrdered service when the station's power management
mode is other than "active". Type of status - Informational; DOT11_STATUS XMIT_MSDU_TIMER

EXPIRERyi Iknghelivesehls: avkassdirdniamiid ReHitimeeercpetaliasDensmithés i Nibesin et before
successful delivery. Type of status - Failure; DOT11_STATUS_UNAVAILABLE _BSS - Undeliverable as

no BSS wabranmilzbiee Iopensd plabisfersaitoes PENEAIngST 4g US _EXCESSIVE _DATA _LENGTH - For
excessive data length packet if uDontFragment bit is set and the card can not send the packet

unfragmented. Type of status - Failure; and DOT11 STATUS ENCRYPTION FAILED - Failed to encrypt
the packet for any reason. Type of status - Failure. [0095] In addition to the NDIS_PACKET, the NIC 202,

302 shalljpass] up igaienaifermapesifitatostea BYha Npoo2oeoRORAdGHatSSreribe rxEnsipsighiprmation
can be retrieved through Ndis_Get_Packet _Media_Specific_Info. The 802.11 NIC must use

Ndis_SettRagkein Meaiandpeaitioaliticve setibeastensignysfcinedifin 9has naosingrrekdt. The NDIS
packet descriptor containing the DOT11_Recv_Extension _Info will describe a reassembled full size

packet (auipfub ecdlve) AuB bR hsfsrRgrermethdersaeaydy hointepaekRD iBadskeotmucagaenthahile the
pNdisPackets in the DOT11_Recv_Extension _Info will describe the fragments only if fragments were

received et iyeserting spesisienteiestibnetogeieir) pHdifty phaketslasarifdpthecdiainmigtransfer.

DOT11 Recv_Extension _Info will not describe any packet buffer chain in the case when the packet was

received Bisecalehvet fvalmeats cottenasmot Ceassaivhiede.[The status information contains the status
filled by the NIC 202, 302 when it indicates a MSDU up. If the status is success, this field
contains DOT11_Status_Success plus any informational status codes if applicable (all applicable
status codes need to be OR’ed). If the NIC 202, 302 encounters a failure before it could indicate
the packet up, then it should drop the packet and update appropriate statistics in its configuration
table. In this case, the NIC 202, 302 must not indicate the packet up. The number of MPDUs
received contains the number of MPDUSs received by the NIC 202, 302 to form the MSDU that is
being indicated up and it must contain a value that is greater than or equal 1 and less than
DOT11_Max_Num_Of_Fragments. The number of fragments contains the number of fragments
returned by the NIC 202, 302. If the NIC 202, 302 supports defragmentation offload, then it
must support WEP offload. If the NIC 202, 302 does not support defragmentation offload, then

the station 200/access point 300 applies defragmentation if needed. If the NIC 202, 302 also

does not support WEP offload, then the station 200/access point 300 applies WEP decryption.

[0097] The following enumerates how the NIC 202, 302 must fill in the 802.11 receive

extension information in each of the following scenarios.



47 will either describe a reassembled or a non-fragmented packet (MSDU). In case of MSDU, it will

remove the ICV and IV buffers before indicating it up é0096] Other information that is set by the NIC 202,
302 includes priority, received signal strength in dBnL]i and in a qualitative metric across all physical media
types, status, number of MPDUSs received, number of fragments and an array of pointers to NDIS-Packet

structures. The 119fiPH&m@H&/EQ%H&%fﬁﬁgmﬁﬂde@%PiGQeﬁfﬂ@[ihééhﬁbWQ%Mﬁ%ﬂ f@ftﬂéepdéﬁ@tunit
transfer. The allowed values are Contention or ContentionFree. The status information contains the

tatus filled b IC.202, 302 when.it indjcates.a MSDU up. If the st ' , this field tai
DOTL1. Statue-SIAMELbIEk M HFSMRAIGH A R L Ab L RCERe ep BB Bk codes
need to be OR'ed).

If the NJC 202 t failyre before.i indicate th Kk , then it
Chould drop the FREREU Bt bt Al Blo A StEERs NP ED QAR EERE o o QLR e NiC.
202, 302 t indicate th ket up, Th PDU ived ins.t ber of
MPDUS receneltby/ HERIE 30 58 IEHH] FERRBEHHAER Slinh RN U B KLt contan a
value that is greater %pan r? ual ]}ga d%lfiss Fan DOT11 Max_Num_Of Fragments. The number of
fragments contalt§ Ssﬁu%ﬁbg? B% gtl% t5M&lrned by the NIC 202, 302. If the NIC 202, 302 supports

defragmentation offload, then it must support WEP offload. If the NIC 202, 302 does not support
defragmentatiorifdfftved, aing faithe beftontROOIKEAO2s 30 w8 QDI aqhiptitest loke fradetdn s thaedued. If the
NIC 202, 302 also does not support WEP offload, then the station 200/access point 300 applies WEP
decryption. [009Y]T BeZcdashgudth droprthtegaaket dthd dxRGPPBOX intestdiibiltthe B0 Ll geetior
extension information in each of the following scenarios.

table.

2): Packet received is not a fragment, WEP needs to be applied to the packet and WEP

key needed is not available in the card or WEP in hardware is unsupported

Set 802.11 receive extension information in the following way before indicating the
packet up: Status = DOT11 STATUS_SUCCESS |
DOT11_STATUS_WEP_KEY_UNAVAILABLE, Number Of MPDUs Received =1,
Number Of Fragments = 0, pointer to array NULLed out. The top level NDIS PACKET

must describe the packet buffer chain.

If there’s any failure before the NIC 202, 302 could indicate the packet to NDIS then the
NIC 202, 302 should drop the packet and update appropriate statistics in its configuration

table.

3): Packet received is not a fragment, WEP needs to be applied to the packet and WEP

key needed is available in the card

Set 802.11 receive extension information in the following way before indicating the

packet up: Status = DOT11_STATUS_SUCCESS | DOT11_STATUS_ICV_VERIFIED,



48 1): Packet received is not a fragment and WEP does not need to be applied to the packet Set 802.11
receive extension information in the following way befgre indicating the packet up: Status =

DOT11_ Status_Success, Number Of MPDUs Received = 1, Number Of Fragments = 0, and pointer to
array NULLed out. The top level NDIS_PACKET must describe the packet buffer chain. If there's any

failure before thriiMhge2 @4, MPD crutd deidigdte the paskeOIFNIgH: Hien Bpoter 202rapRishqwd drop the

packet and update appropriate statistics in its configuration table. 2): Packet received is not a fragment,
WEP needs to heiampkaditeiie RenkePATKWE hisieeemedHe palkavailalieckuihe card or WEP in

hardware is unsupported Set 802.11 receive extension information in the following way before indicating
the packet up: Status = DOT11 STATUS, S OT 11 STATUS WEP K AVAILABLE,
Nurnber Of MPOUHREABFLTE RRIRBAROYIG20mele DB E Py RUPLI SR ESop evel
NDIS PACKET m so%e ribe the packet buffer chaip. If there's any failyr .thefore.he NIC 202, 302 could
inlicate the pachlt EKOIC A T8 RS H3S 502 LR B TR AUCREL e JpeoADBHbiRe
statistics in its Co?’ji uration table. 3): Packet received is not a fragment, WEP needs to be applied to the
packet and WEHS y needed is available in the card Set 802.11 receive extension information in the
following way before indicating the

4): Packet received is a fragment, all fragments have been received within the fragment

receive time interval and WEP does not need to be applied to the fragments

Set 802.11 receive extension information in the following way before indicating the

packet up:

If the card supports defragmentation in hardware then the values should be as
follows: Status = DOT11 STATUS_SUCCESS |
DOT11_STATUS_PACKET_REASSEMBLED, Number Of MPDUs Received =
Number of fragments received, Number Of Fragments = 0, pointer to array
NULLed out. The top level NDIS_PACKET must describe the reassembled

packet buffer chain.

If the card doesn’t support defragmentation in hardware then the values should be
as follows: Status = DOT11_STATUS_SUCCESS |

DOT11 STATUS PACKET_NOT_REASSEMBLED, Number Of MPDUs
Received = Number of fragments received, Number Of Fragments = Number of
fragments received, pointer is to an array of NDIS_PACKET structures with the

number of entries in the array equal to the number of fragments received. Top



packet up: Status = DOT11_STATUS SUCCESS | DOT11_STATUS _ICV_VERIFIED, 49 Number Of

MPDUs Received = 1, Number Of Fragments = 0, p(#] ter to array NULLed out. The top level
NDIS_PACKET must describe the packet buffer chain: If there's any failure before the NIC 202, 302 could
indicate the packet to NDIS then the NIC 202, 302 should drop the packet and update appropriate

statistics in its configurpijienNB e PACRETKRiUKE cREGEiS IR fhackeeptiRY BiRgemis averheprereceived
within the fragment receive time interval and WEP does not need to be applied to the fragments Set

802.11 receive extensiprotdr o aijpasihaedbiis whagkivy((REieseltedicatnevine Rakrkgtvpadképe card

supports defragmentation in hardware then the values should be as follows: Status = DOT11 STATUS
SUCCESS I DOT11_STATUS PACKET REASS mber Of MPDUs Received = Number of
tagments received, NUMURF SPRIAGHHREEDE BBy (0 Ay OBl Fhec R
NDIS_PACKET must desgribe the reassempl ack ti\i@g in,,If the card doesn't support
defragmentation i narlRRAFL G AT TR S TR Be A ron 2 SH e ahe BHaHG SuCCess
| DOT11_STATUS PACKET NOT REASSEMBLED, Number Of MPDUs Received = Number of
fragments received, NG lérlrdé Iﬁ%ﬂ%ﬁ’l@ ét%'ﬁhﬁépﬁf ?P&Eﬁ‘érﬁgﬂope%g‘?ed, pointer is to an array of
NDIS PACKET structures with the

5): Packet received is a fragment, all fragments have been received within the

fragment receive time interval, WEP needs to be applied to the fragments and

WEP key needed is not available in the card or WEP in hardware is unsupported

Set 802.11 receive extension information in the following way before indicating
the packet up: Status = DOT11_STATUS_SUCCESS |
DOT11_STATUS PACKET _NOT_REASSEMBLED |

DOT11 STATUS WEP_KEY_UNAVAILABLE, Number Of MPDUs Received
= Number of fragments received, Number Of Fragments = Number of fragments
received, Pointer to an array of NDIS_PACKET structures with the number of
entries in the array equal to the number of fragments received. Top level

NDIS_PACKET must describe the packet buffer chain of the first fragment.

If there’s any failure before the NIC 202, 302 could indicate the fragments to
NDIS then the NIC 202 ,302 should drop the fragments and update appropriate

statistics in its configuration table.

6): Packet received is a fragment, all fragments have been received within the
fragment receive time interval, WEP needs to be applied to the fragments and

WEP key needed is available in the card



number of entries in the array equal to the number of fragments received. Top 50 level NDIS PACKET
must describe the packet buffer chain of the first fragment in order to bypass the NDIS checking (NDIS
doesn't allow zero-length packet) If there's any failur %)efore the NIC 202, 302 could indicate the
reassembled packet or fragments to NDIS then the NIC 202, 302 should drop the fragments and update

appropriate statistics irsisgeRnfiDrieion drfiesion: iTReketieCRi e sl RWRGIRY bafbfeaaenindave been
received within the fragment receive time interval, WEP needs to be applied to the fragments and WEP

key needed is not avaitableaikéhapareing YR IpJoasinargin dnauepaTied dvrir8 02:A thkeeslive extension
information in the following way before indicating the packet up: Status = DOT11 _STATUS SUCCESS |

DOT11 _STATUS PAGHBUIdNSE BHEWSWBEMELEP DO ETATABUSUGEEBSKEY UNAVAILABLE,

Number Of MPDUs Received = Number of fragments received, Number Of Fragments = Number of

fragments received, PpIOtEI tosarnaiey PARR ST PRIEASSE MBIcEMes with the number of entries in the
array equal to the number of fragments received. Top level NDIS_PACKET must describe the packet

buffer chain of the firstiregmesT Athegeleany/eruresmsmeriber RIVIAZUS (R esvkd indioatBenes
fragments to NDIS then the NIC 202,302 should drop the fragments and update appropriate statistics in
its configuration table. filighrakeidreeddedlisrbéragnreagnalhtsag0)@ointbaucapegy areivest within the
The top level NDIS_PACKET must describe the packet buffer chain of the first
fragment in order to bypass the NDIS checking (NDIS doesn’t allow zero-length

packet)

If the card doesn’t support defragmentation in hardware then the values should be
as follows: Status = DOT11_STATUS_SUCCESS |
DOT11_STATUS PACKET _NOT_REASSEMBLED |

DOT11 STATUS ICV_VERIFIED, Number Of MPDUs Received = Number of
fragments received, Number Of Fragments = Number of fragments received,
pointer is to an array of NDIS_PACKET structures with the number of entries in
the array equal to the number of fragments received. The top level
NDIS_PACKET must describe the packet buffer chain of the first fragment in

order to bypass the NDIS checking (NDIS doesn’t allow zero-length packet)

If there’s any failure before the NIC 202, 302 could indicate the reassembled
packet or fragments to NDIS then the NIC 202 ,302 should drop the fragments

and update appropriate statistics in its configuration table.



fragment receive time interval, WEP needs to be applied to the fragments and WEP key needed is
available in the card 51 Set 802.11 receive extensiorﬁiﬂformation in the following way before indicating
the packet up: If the card supports defragmentation in“hardware then the values should be as follows:
Status = DOT11 STATUS SUCCESS | DOT11_STATUS PACKET_REASSEMBLEDI DOT11 STATUS

_ICV_VHBHBHFD, NuswpeiaBhMBRmReoeiveda Namaherof fragasaitisHege ed ektemfri @f theagments
= 0, pointer to array is NULLed out. The top level NDIS PACKET must describe the packet buffer chain of

the first tiaggaedND Ry d@ideopyPRse HeerNiedtrithactingniditboiarsnéaiow ReCOENBI? RAGKRS) If the

card doesn't support defragmentation in hardware then the values should be as follows: Status = DOT11

STATUSsE 6 08RO pdiht ST aHd thE expkEtdd Néd lieFdeAh el b He(MIE LO5 BT W&y be
_ICV_VERIFIED, Number Of MPDUs Received = Number of fragments received, Number Of Fragments

= Numbe&sﬂétﬁfﬁgﬁéﬂfmﬂﬂﬂﬁlﬁﬁw be@iEsehedFav iy op&RIGNPACIKE Tral veduepseditethataumber of
entries in the array equal to the number of fragments received. The top level NDIS_PACKET must

describe fie nacketdeytienehria ghibs Hesofragengnt in order to bypass the NDIS checking (NDIS doesn't
allow zero-length packet) If there's any failure before the NIC 202, 302 could indicate the reassembled
[0099] A NIC supporting a station 200 operating in the infrastructure mode may be asked to
perform the following sequence of operations after a reboot or a software reset. Those skilled in
the art will recognize that only portions of the sequence of operations might be executed in each

pass since the previous software reset or reboot.

[0100] The station 200 may query the capabilities of the NIC 202. The calls made to the NIC
202 includes the following OID calls: OID_DOT11_Offload_Capability,

OID_DOT11 Operation_Mode_Capability, OID_DOT11 Optional_Capability,
OID_DOT11 CF _Pollable, OID_DOT11 Operational Rate Set,

OID_DOT11 Supported PHY_ Types, OID_DOT11 Diversity Support,

OID_DOT11 Supported Power _Levels, OID_DOT11 Reg Domains_Support_Value, and
OID_DOT11 Supported_Data_Rates Value. Once the capabilities are known, the station 200
may optionally set current capabilities of the NIC 202. This includes the following OID calls:
OID_DOT11 Current_Offload_Capability, OID_DOT11 Current_Operation_Mode,
OID_DOT11 Current_Phy Type, OID_DOT11_Current_Optional_Capability, and

OID_DOT11_Diversity_Selection_RX.



packet or fragments to NDIS then the NIC 202,302 should drop the fragments and update appropriate
statistics in its configuration table. 52 [0098] Now that the OID and IOCTL calls and IOCTL calls and the
802.11 extensions to the standard NDIS functions have been described, the interaction between the NIC
202, 302 and the station 200/access point 300 and the expected sequence of operations the NIC 202,

302 may peo@pkedtadeaitrsimonmayake gessrristoNier igiareeraliRnonodess Theesequence of
events that will be described is a typical set of events. [0099] A NIC supporting a station 200 operating in

the infrasivgivergdarvayidarasies it apstasmohentotmenoserevenresoaneraions wirha reboot or a
software reset. Those skilled in the art will recognize that only portions of the sequence of operations

might be @¥equiedd v astingaSstiare dRenfiey for o B9 tnese paaricasrsabnede [FR0} Vaesiatientd00 may
guery the capabilities of the NIC 202. The calls made to the NIC 202 includes the following OID calls:

OID_DOhd th&Xdiend_isesfaifdmetiOunmehThiy Gpenatiged MeeriddapatidinoifdllteDOT11_Optional
_Capability, OID_DOT11_CF_Pollable, OID_DOT11_Operational_Rate_Set, OID_DOT11

Supported[F O Typerer DryROD10_Dusisit\SupparixQlBndODld SoporadRoveidiesyels,
OID_DOT11_Reg_Domains-Support _Value, and OID_DOT11 Supported_Data_Rates_Value. Once the

capab|I|t|@5|[ale)mNgsmmat_atmmﬂggomaygmlgnm@ibivsm_m[@magapab|I|t|es of the NIC 202. This

includes the following OID calls: OID_DOT11_Current _Offload _Capability, OID_DOT11_Current

_Operatign D Mxo®1 O CurRarT RX Quitedint, 8Iy_DyeL 106 TEX_Rewkant e@ptional _Capability, and
OID_DOT11 Supported_TX_Antenna, and OID_DOT11 Supported RX_Antenna. For NICs
supporting FHSS PHY, the list of parameters also includes: OID_DOT11 Hop_Time,
OID_DOT11_Current_Channel_Number, OID_DOT11 Max_Dwell_Time,
OID_DOT11_Current_Dwell_Time, OID_DOT11_Current_Set, OID_DOT11_Current_Pattern,
and OID_DOT11_Current_Index. For NICs supporting DSSS PHY the list of parameters also
includes: OID_DOT11 Current_Channel, OID_DOT11 CCA Mode_Supported,
OID_DOT11_Current_ CCA_Mode, OID_DOT11 _ED_Threshold. For NICs supporting IR
PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,

OID_DOT11_CCA_Watchdog_Count_Max, OID_DOT11_CCA_Watchdog_Timer_Min, and

OID_DOT11_CCA_Watchdog_Count_Min.

[0102] The station 200 issues a scan request (active or passive) OID call
(OID_DOT11_Scan_Request). The beacon and probe response frames during the scan are
indicated using the rules of the miniport receive path extension as explained in the discussion on

802.11 extensions to standard NDIS functions. These rules apply to all received packets.



OID_DOT11 Diversity _Selection _RX. 53 [0101] The station 200 may also query and set NIC
parameters via OID calls. These parameters are the_gnes that are not affected by the current state of the
802.11 LAN in which they will be operating. Set callé%re made for only those parameters whose default
values need to be changed. List of parameters which may be changed or queried at this point are:

OID_DOfdih3]emmntyResctN Redaédl Ads e Jcddasuilhe batip e ROSdiaMOE nddiassaally
OID_DOT11 Station-ID, OID_DOT11_Current_TXAntenna, OIDDOT11Current RXAntenna, OID DOT1 1

Current TydrpwRT dee YaIC PHnkR TSIV SOOI TeReskXalintieriaa @t Lhes 1A hidlaffidprphiethe
_RX_Antenna. For NICs supporting FHSS PHY, the list of parameters also includes: OID

_DOT11 chiegnt ktare of@he sPOMULARUF eicl-ihep gl LNwpsarting] Kebéalld Ard\icatedwiedhly ime,
OIDDOT11Current Dwell Time, OIDDOTllCurrent Set, OID_DOT11 CurrentPattern, and OID

_DOT11 iKederparanis@exwhosd\NI&sust0si nedd 386 Rhhidee lisisobppasimrters wisieh imalides:
OID_DOT11_Current _Channel, OID_DOT11_CCA_Mode_Supported, OID_DOT11_Current

_CCA_MgitipgdBr ol £ Bt heashivielufierd IS DrupportnertfioRil e kst of parameters also
includes: OID_DOT11 CCA_Watchdog _Timer Max, OID_DOT11 CCA Watchdog _Count Max,

OID_DOtih_OOA1YVaighangRey gmmmmmm QHguinesthdt @@%W@S@hﬂ@gs@@embéﬂmn{{bm%} The
station 200 issues a scan request (active or passive) OID call (OID _DOTI | Scan _Request). The beacon

and probgh¢agonee)fremmeDdITing theseamX eAiidicaled DSIDO 1 raes i tiReKmirireriaeceive path

extension as explained in the discussion on
OID_DOT11 Current_TX Power_Level, OID_DOT11 Supported TX_ Antenna,
OID_DOT11_Supported RX_Antenna, and OID_DOT11_Diversity_Selection_RX. For NICs
supporting FHSS PHY, the list of parameters also includes: OID_DOT11 Hop_Time,
OID_DOT11_Current_Channel_Number, OID_DOT11 Max_Dwell_Time,
Current_Dwell_Time, OID_DOT11 Current_Set, OID_DOT11 Current_Pattern, and
OID_DOT11_Current_Index. For NICs supporting DSSS PHY the list of parameters also
includes: OID_DOT11 Current_Channel, OID_DOT11 CCA Mode_Supported,
OID_DOT11_Current_ CCA_Mode, OID_DOT11 _ED_Threshold. For NICs supporting IR
PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,

OID_DOT11_CCA_Watchdog_Count_Max, OID_DOT11_CCA_Watchdog_Timer_Min, and

OID_DOT11_CCA_Watchdog_Count_Min.

[0104] The station 200 may send the NIC 202 a join request (OID_DOT11_Join_Request) to
an Infrastructure BSS. Once a join request has been successfully completed, the NIC 202 may

on its own or may be asked to do the following:



802.11 extensions to standard NDIS functions. These rules apply to all received packets. 54 [0103] Once
a scan request has been successfully completed, thggtation 200 may optionally query and set NIC
parameters via OIDs. These parameters are the ones'that are affected by the current state of the 802.11
LAN in which they will be operating. Set calls are made for only those parameters whose default values

need to be changeth|lgdt Bk Para aeiaIRipdHciMPatbecarIgedsaxpLahiRfablkisnaangoaciude:
OID_DOT11 Operational_Rate Set, OID_DOT11_Current _Reg_Domain (the call requires that a passive

scan has been pgri¢AsBAS toystahga NBO2 FukiRure @ Tpkdcdss HiRNtenbXhA PIras, ¢WEh BEEINICUrrent
_RX Antenna, OID_DOT11 Current _TX Power Level, OID DOT11 Supported TX Antenna,

OID_DOT11 SupympiptheR¥tidAEINAT RN @1B02RRAY bb dRivRislinG elegtnowiRKOforcMIE & eupporting
FHSS PHY, the list of parameters also includes: OID _DOT11_Hop_Time, OID_DOT11_Current

_Channel _Nunmbegiiafds_pa@mhatbrdasadie] hwitintese ompaavaitifivnenc3taiR 2dd critent Set,
OIDDOT11Current Pattern, and OID_DOT11_Current _Index. For NICs supporting DSSS PHY the list of

parameters alsaHaejdesUGHINDIO Tadicaiorne o [Cipomel, MPDDAWAL_IGRdhMode_Supported,
OID_DOT11 Current CCA _Mode, OID _DOTI | ED Threshold. For NICs supporting IR PHY the list of

parameters als@jnahiigsn4MND tRATC 02 Gy \Wikshdng ruTessmiviasrt @4RiVE @b kx@BhaWatchdog
_Count _Max, OID_DOT11_CCA_Watchdog _Timer _Min, and OID-DOT11-CCA-Watchdog Count Min.

[0104] The statiexplifethalyosend thedyiCl 26Rtenidinse0sesidda NSO Tkt eis Bencwsy te an
Infrastructure BSS. Once a join request has been successfully completed, the NIC 202 may
received packets and pass them up to the station 200. If the NIC 202 supports WEP
offload / upload, the NIC 202 may be offloaded a WEP row or an already offloaded WEP
row may be uploaded at any time using the OID_DOT11 WEP_Offload,
OID_DOT11 WEP_Upload, OID_DOT11 Default WEP_Offload, and
OID_DOT11 Default WEP_Upload calls.
3) Process scan requests (OID_DOT11 Scan_Request) when asked
4) Always indicate probe response and beacon frames up. Also, indicate selected ACK
packets received for certain packet transmissions. NDIS send path extension is used to
indicate for which of the transmitted packet should the received ACK packets be
indicated up
5) Process all parameter query requests on Read-Only and Read-Write OIDs (including
statistics OIDs like OID_DOT11 WEP_ICV_ERROR_COUNT and
OID_DOT11_COUNTERS_ENTRY). In addition, the list of parameters which may be
changed at this point include: OID_DOT11_Current_Packet_Filter,

OID_DOT11_Power_Mgmt_Mode, OID_DOT11 _RTS_Threshold,

OID_DOT11_Short_Retry Limit, OID_DOT11 Long_Retry_Limit,



on its own or may be asked to do the following: 55 1) Follow the rules of miniport send path extension as
explained above in the 802.11 extensions to standard NDIS functions to process and send the packets
given to the NIC 202 by the station 200. The NIC 202"may be queried using the following OID calls when
it changes parameters associated with these OIDs and notifies the station 200 of the change through

NDIS indicationg)|O1BAXQT IHralyhrdatdtieHresaia, 2) Additionally, the NIC 202 may follow the rules of
miniport receive path extension explained above in the 802.11 extensions to standard NDIS functions to

process the rea@igedEFcketsRRARasSHREMIDUO [tifetFialiaRd00. If the NIC 202 supports WEP offload
/ upload, the NIC 202 may be offloaded a WEP row or an already offloaded WEP row may be uploaded

at any time using fibes2yp1 D Mkl RU¢ERe QfffeagheOID _DOT11 WEP_Upload, OID_DOT11 Default
_WEP_Offload, and OID_DOT11_Default WEP_Upload calls. 3) Process scan requests
(OID_DOT11_Scan_Request) when asked 4) Always indicate probe response and beacon frames up.
Also, indicate selected ACK packets received for certain packet transmissions. NDIS send path

extensionf0sosed tahadigase fmwowmgtarb theuransraietwaeketaheylgshReseeirequbsiK waidkets be

indicated up 5) Process all parameter query requests on Read-Only and Read-Write OIDs (including

statistics iOHiscliket Pn PDONDU YVt IleyUERROR SotWhié roet rey BesBEEINICRINTFRR[ENTRY). In
addition, the list of parameters which may be
itself for a new join or a new start request with some intervening configuration OIDs and/or scan
request OID. The request also has a flag that tells the NIC 202 whether to preserve the current
settings or to reload the default settings. Upon successful completion of this request, the station
200 can repeat the expected operation sequence for any one of the four configurations depending

upon the capabilities of the NIC, surrounding 802.11 LAN state and user requested

configuration.

[0106] A NIC supporting a station 200 operating in an IBSS join mode may be asked to
perform the following sequence of operations after a reboot or a software reset. Those skilled in
the art will recognize that only portions of the sequence of operations might be executed in each

pass since the previous software reset or reboot.

[0107] The station 200 may query the capabilities of the NIC 202. The calls made to the NIC
202 includes the following OID calls: OID_DOT11_Offload_Capability,

OID_DOT11 Operation_Mode_Capability, OID_DOT11 Optional_Capability,
OID_DOT11_Operational_Rate_Set, OID_DOT11_Supported_Phy_Types,

OID_DOT11_Diversity_Support, OID_DOT11_Supported_Power_Levels,



changed at this point include: OID_DOT11_Current _Packet _Filter, OID_DOT11 Power_Mgmt_Mode,
OID_DOT11_RTS_Threshold, OID_DOT11 Short_ e/try Limit, OID_DOT11_Long _Retry _Limit, 56
OID_DOT11 Fragmentation_Threshold, OID_DOTI1"Max Transmit MSDU Lifetime, and OID DOT11
Max Receive Lifetime [0105] The station 200 may also issue a NIC software reset request

(Reset_RemieshTwhiregsphiieinst $appohe\NRIE des@ sopest1 e sashsarmsaraeguesisdhe NIC

202 to prepare itself for a new join or a new start request with some intervening configuration OIDs

and/or sagpcdemiesidBiRicEhesRALOA! Mlsethrsnlaantipbpabadng MCRAMVRsMaITesIESRIVE the

current settings or to reload the default settings. Upon successful completion of this request, the station

200 can reeabthe sxsnecigkonrr fditsnaag aanceafs anp opevithefprhcanfitsi@togsapipgnding upon
the capabilities of the NIC, surrounding 802.11 LAN state and user requested configuration. [0106] A NIC

supporting|@ SO 2L aeerabpardtien NS, jomModa may beeagkerltoryprrform the following sequence
of operations after a reboot or a software reset. Those skilled in the art will recognize that only portions of

the sequence plooperatensniobtibaae>CaHBiiy, aA6ID IPAISGTNCE hiedpsayi B eabwarxreset or reboot.
[0107] The station 200 may query the capabilities of the NIC 202. The calls made to the NIC 202 includes

the following OID calls: OID_DOT11_Offload_Capability, OID_DOT11 Operation_Mode _Capability,

OID_DOT11_Optional _Capability,
[0108] The station 200 may also query and set NIC parameters via OID calls. These
parameters are the ones that are not affected by the current state of the 802.11 LAN in which
they will be operating. Set calls are made for only those parameters whose default values need to
be changed. List of parameters which may be changed or queried at this point are:
OID_DOT11_Temp_Type, OID_DOT11 MPDU_Max_Length, OID_DOT11_MAC_Address,
OID_DOT11_Station_ID, OID_DOT11_Current_TX_Antenna,
OID_DOT11_Current_RX_Antenna, OID_DOT11 Current_TX_Power_Level,
OID_DOT11 Supported_TX_Antenna, and OID_DOT11 Supported RX_Antenna. For NICs
supporting FHSS PHY, the list of parameters also includes: OID_DOT11 Hop_Time,
OID_DOT11_Current_Channel_Number, OID_DOT11 Max_Dwell_Time,
OID_DOT11_Current_Dwell_Time, OID_DOT11_Current_Set, OID_DOT11_Current_Pattern,
and OID_DOT11_Current_Index. For NICs supporting DSSS PHY the list of parameters also
includes: OID_DOT11 Current_Channel, OID_DOT11 CCA Mode_Supported,
OID_DOT11_Current_ CCA_Mode, OID_DOT11 _ED_Threshold. For NICs supporting IR
PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,

OID_DOT11_CCA_Watchdog_Count_Max, OID_DOT11_CCA_Watchdog_Timer_Min, and

OID_DOT11_CCA_Watchdog_Count_Min.



OID_DOT11 Operational_Rate Set, OID_DOT11_Supported_Phy_Types, OID_DOT11_Diversity
_Support, OID_DOT11 Supported_Power_Levels, 57 OID_DOT11 _Reg_Domains_Support_Value, and
OID_DOT11 Supported Data_Rates Value. Once ecapabllltles are known, the station 200 may
optionally set current capabilities of the NIC 202. This includes the following OID calls:

OID_DOT11 Current _Offload _Capability, OID_DOT11_Current _Operation _Mode,
OID_DOT11_Current_Phy Type, OID_DOT11_Current _Optional _Capability, and

OID_DOTd1hdpiversity sHRISEH00 isR¥%s DINB] rEhecstasian 20 paasnalso el pnsisardiespprameters

via OID calls. These parameters are the ones that are not affected by the current state of the 802.11 LAN

in which Theysditbbesppratinespetedtarss duaeg fies sily dhoRriivatameintstieess defavlt values need
to be changed. List of parameters which may be changed or queried at this point are:

OID_DOWidipberraeily patHaberddion d ehpRiHdd Make ldesaitRidaleh 80211 kxMAard delkeasard
OID_DOT11 Station-I1D, OID_DOT11_Current_TXAntenna, OIDDOT11Current RXAntenna, OID DOT1 1

Current TROPOWeIctione! TSR MRTddbHupparteckivet guaietna, and OID _DOT11_Supported
_RX_Antenna. For NICs supporting FHSS PHY, the list of parameters also includes: OID

_DOT11 _Hop_Time, OID_DOT11 Current _Channel Number, OID_DOT11 Max_Dwell _Time,
OIDDOT11Current Dwell Time, OIDDOT11Current Set, OID_DOT11_CurrentPattern, and OID

_DOT11[@uognt _(hitexa Svah MGiesuppdaissossessilcoheplistof tharanneieco@isayioptistasy
OID_DOT11 Current _Channel, OID_DOT11 _CCA Mode_Supported, OID_DOT11 Current
_CCA_Mqlmy@iB)EDI@I'U paréinktyigshelolbor Niese parpatingdid the ones that are affected by the

current state of the 802.11 LAN in which they will be operating. Set calls are made for only
those parameters whose default values need to be changed. List of parameters which may be
changed or queried at this point include: OID_DOT11_ATIM_W.indow,

OID_DOT11 Operational Rate Set, OID_DOT11 Beacon_Period,
OID_DOT11_Current_Reg_Domain (the call requires that a passive scan has been performed by
the NIC 202), OID_DOT11 Current_TX_Antenna, OID_DOT11_ Current_RX_Antenna,
OID_DOT11 Current_TX Power_Level, OID_DOT11 Supported TX_ Antenna,
OID_DOT11_Supported RX_Antenna, and OID_DOT11_Diversity_Selection_RX. For NICs
supporting FHSS PHY, the list of parameters also includes: OID_DOT11 Hop_Time,
OID_DOT11_Current_Channel_Number, OID_DOT11 Max_Dwell_Time,
OID_DOT11_Current_Dwell_Time, OID_DOT11_Current_Set, OID_DOT11_Current_Pattern,
and OID_DOT11_Current_Index. For NICs supporting DSSS PHY the list of parameters also
includes: OID_DOT11 Current_Channel, OID_DOT11 CCA Mode_Supported,

OID_DOT11_Current_ CCA_Mode, OID_DOT11 _ED_Threshold. For NICs supporting IR

PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,



PHY the list of parameters also includes: OID_DOT11_CCA_Watchdog _Timer _Max,
OID_DOT11_CCA_Watchdog _Count _Max, OID_DQT11 CCA_Watchdog _Timer _Min, and
OID_DOT11 CCA Watchdog_Count Min. 58 [010 9The station 200 issues a scan request (active or
passive) OID call (Scan_Request). The beacon and probe response frames during the scan are indicated

using thegute el the CUAPLIERIYE CaihtexensmIDap eralaimiNningcHissy SHiRROMFD 24Ad
extensions to standard NDIS functions. These rules apply to all received packets. [0110] Once a scan

request hampbgsnsUceEsAfUlaetgde Bslithevatation 200 may optionally query and set NIC parameters
via OIDs. These parameters are the ones that are affected by the current state of the 802.11 LAN in

which they will be operating. Set calls are made for only those parameters whose default values need to
be changed. List of parameters which may be changed or queried at this point include: OID

_DOT11 [#{iy Windeweétafi2000disénp eratbaicapoRatstdretedaidat (BT Heddeayomicedehrt

OID_DOT11_ Current _Reg_Domain (the call requires that a passive scan has been performed by the

NIC 202)reqliest R&3 bbdn Siwtentulfycomigaed, GeNIRQDL hnfywiart oioAmgNbe askdPtd A9 THel_Current
_TX Power Level, OID _DOT11 Supported_TX Antenna, OID_DOT11 Supported_RX_Antenna, and OID

_DOT11 fedwevisity _Selection _RX. For NICs supporting FHSS PHY, the list of parameters also includes:
OID _DOT11 Hop_Time, OID_DOT11 Current _Channel _Number, OID_DOT11_Max_Dwell _Time,
OIDDOT11Current hanel CT2orndofTd Goristit Beicé Brames Bhl_hitraipiiyatierobeaaduedts

_DOT11_Current _Index. For NICs supporting DSSS PHY the list of parameters also
frames by probe responses.
2) Follow the rules of Miniport Send Path Extension as explained above in the 802.11
extensions to standard NDIS functions to process and send the packets given to the NIC
202 by the station 200. The NIC 202 may be queried using the following OID calls when
it changes parameters associated with these OIDs and notifies the station 200 of the
change through NDIS indications: OID_DOT11 _MPDU_Max_Length.
2) Additionally, the NIC 202 may follow the rules of miniport receive path extension
explained above in the 802.11 extensions to standard NDIS functions to process the
received packets and pass them up to the station 200. If the NIC 202 supports WEP
offload / upload, the NIC 202 may be offloaded a WEP row or an already offloaded WEP
row may be uploaded at any time using the OID_DOT11 WEP_Offload,
OID_DOT11 WEP_Upload, OID_DOT11 Default WEP_Offload, and
OID_DOT11_Default. WEP_Upload calls.
3) Process scan requests (OID_DOT11 Scan_Request) when asked

4) Always indicate probe response and beacon frames up. Also, indicate selected ACK

packets received for certain packet transmissions. NDIS send path extension is used to



includes: OID_DOT11_Current _Channel, OID_DOT11_CCA_Mode_Supported, OID_DOT11_Current
_CCA_Mode, OID DOTI | ED Threshold. For NICs sngorting IR PHY the list of parameters also
includes: OID_DOT11 _CCA_Watchdog Timer MaXx, 59 OID_DOT11 CCA_ Watchdog Count Max,
OID_DOT11 CCA_ Watchdog _Timer _Min, and OID-DOTII-CCA- -Watchdog Count Min. [0111] The

station 200 mayisgiaskdiTerM ki cH0ar ahetadnspaivesipRiat sRemy e eciivelansirhaaeuest has been
successfully completed, the NIC 202 may on its own or may be asked to do the following: 1) The NIC 202

must send out patipdiedggacon frames and must reply to probe requests frames by probe responses. 2)
Follow the rules of Miniport Send Path Extension as explained above in the 802.11 extensions to

standard NDIS ByriiRess g iliaeesaaniasnddhe RaskrisdiventendONEHE OYDb¢istRiin200. The

NIC 202 may be queried using the following OID calls when it changes parameters associated with these

OIDs and notifiegdigistatimms20@ ofitheDchangeuhrougly NINRORIICIONST and
OID_DOT11_MPDU_Max_Length. 2) Additionally, the NIC 202 may follow the rules of miniport receive

path extension @m@n@ﬂﬂQ@WfoER&lEIQJIFextﬁmﬁImﬂ@rﬁtm@def\@P%@twﬁQﬂﬁdﬁ REYARSS the
received packets and pass them up to the station 200. If the NIC 202 supports WEP offload / upload, the

NIC 202 may beipffigedieckisis/EiRt idvl wrea® Hiy ey offl cadesh\Habkaiowineay be uploaded at any time
using the OID_DOT11_WEP_Offload, OID_DOT11 WEP_Upload, OID_DOT11_Default _WEP_Offload,
and OID_DOT11_Power_Mgmt_Mode, OID_DOT11 _RTS_Threshold,
OID_DOT11_Short_Retry Limit, OID_DOT11 Long_Retry_Limit,
OID_DOT11_Fragmentation_Threshold,
OID_DOT11_Max_Transmit_MSDU_Lifetime, and

OID_DOT11_Max_Receive_Lifetime

[0112] The station 200 may also issue a NIC software reset request
(OID_DOT11_Reset_Request), which is different than the NDIS reset request. This software
reset requests the NIC 202 to prepare itself for a new join or a new start request with some
intervening configuration OIDs and/or scan request OID. The request also has a flag that tells
the NIC 202 whether to preserve the current settings or to reload the default settings. Upon
successful completion of this request, the station 200 can repeat the expected operation sequence
for any one of the four configurations depending upon the capabilities of the NIC, surrounding

802.11 LAN state and user requested configuration.

[0113] A NIC supporting an access point 300 may be asked to perform the following

sequence of operations after a reboot or a software reset. Those skilled in the art will recognize



OID_DOT11 Default WEP_Upload calls. 3) Process scan requests (OID_DOT11_Scan_Request) when
asked 4) Always indicate probe response and beacop, frames up. Also, indicate selected ACK packets
received for certain packet transmissions. NDIS sen Jpath extension is used to 60 indicate for which of
the transmitted packet should the received ACK packets be indicated up 5) Process all parameter query

requests gt BeBhEbhaBH theadnWite & B dfchiinghstrtistes tetNa Bken@HasBiRdelthdVEP ICV
ERROR COUNT and OID_DOT11_COUNTERS ENTRY). In addition, the list of parameters which may

be changed pithiofenirt rRchide rébdat DOT11 Current _Packet _Filter, OID_DOT11
Power_Mgmt_Mode, OID_DOT11 RTS_Threshold, OID_DOT11 Short_Retry Limit, OID_DOT11 Long
_Retry Limit, OID_DOT11_Fragmentation_Threshold, OID_DOTI | Max Transmit MSDU Lifetime, and
OID DOT11 Max Receive Lifetime [0112] The station 200 may also issue a NIC software reset request

(OID _D@yihk] Resehe Reeasepbinnduohisydifiergihdrapbieitd b3 iesril C280E st heNH Beftemithdgset
requests the NIC 202 to prepare itself for a new join or a new start request with some intervening

configuraigei@ ks epeisermgaveRyurs PANDuIdie Eiakesialbmans hegibeafiallthihaddpedé whether
to preserve the current settings or to reload the default settings. Upon successful completion of this
request, thesiation 205/ean Ereal heaxkproies vIEaRangedeehedollowing OID calls:
OID_DOT11 Offload_Capability, OID_DOT11_ Operation_Mode Capability,
OID_DOT11 Optional_Capability, OID_DOT11 Operational Rate Set,
OID_DOT11 Supported PHY_ Types, OID_DOT11 Diversity Support,
OID_DOT11 Supported Power_Levels, OID_DOT11 Reg Domains_Support_Value, and
OID_DOT11 Supported_Data_Rates Value. Once the capabilities are known, the access point
300 may optionally set current capabilities of the NIC 302. This includes the following OID
calls: OID_DOT11 Current_Offload_Capability, OID_DOT11 Current_Operation_Mode,
OID_DOT11 Current_ PHY Type, OID_DOT11 Current_Optional_Capability, and

OID_DOT11_Diversity_Selection_RX.

[0115] The access point 300 may also query and set NIC parameters via OID calls. These
parameters are the ones that are not affected by the current state of the 802.11 LAN in which
they will be operating. Set calls are made for only those parameters whose default values need to
be changed. List of parameters which may be changed or queried at this point are:

OID_DOT11 Temp_Type, OID_DOT11 MPDU_Max_Length, OID_DOT11 MAC_Address,
OID_DOT11_Station_ID, OID_DOT11_Mediuim_Occupancy_Limit,

OID_DOT11_CFP_Max_Duration, OID_DOT11_Current_Reg_Domain,



for any one of the four configurations depending upon the capabilities of the NIC, surrounding 802.11
LAN state and user requested configuration. [0113] ?é\llc supporting an access point 300 may be asked
to perform the following sequence of operations aft reboot or a software reset. Those skilled in the art
will recognize 61 that only portions of the sequence of operations might be executed in each pass since

the previgypspiyvare maeir TootdRda4) IthearressmperehBfmantauely the capabilities of the NIC
302. The OIDs described herein are representative for the PHY used. Different OIDs may be specified

that are speSIfsoOtPIotiEIrRiNtY Toy evewene eads oy the Nifgpipddngindantamiolawing OID calls:
OID_DOT11_Offload_Capability, OID_DOT11_Operation_Mode _Capability,

OID_DO®it_Optionalsrppaetitir O IRnterad 1 EoOReTatapphriRaiFHst FPND,_ BTt bf parameters
Supported_PHY_Types, OID _DOT11 Diversity _Support, OID_DOT11 Supported_Power_Levels,

OID Doiﬁémommmomaplwuﬁe anb POTRO ELkr&iipoRae®] DatmbRates_Value. Once the
capabilities are known, the access point 300 may optionally set current capabilities of the NIC 302. This

includes thefaioving MR _palish OlimeDOIDL DO niremyéhoavlyelppakibity,
OID_DOT11 Current_Operation _Mode, OID_DOT11 Current PHY_Type, OID DOT11 Current

_OptionabSapatility, Gureer®!Set INDL bddiversiiyreheleation, XM 16DTe acersstpRigéd00 may also
query and set NIC parameters via OID calls. These parameters are the ones that are not affected by the

current staieNfCheudPariihd-BSSH PENChdhigy ofidpentmearadleg itlidialls are made for only those
parameters whose default values need to
OID_DOT11_Current_Channel, OID_DOT11 _CCA_Mode_Supported,
OID_DOT11_Current_ CCA_Mode, and OID_DOT11_ED_Threshold. For NICs supporting IR
PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,
OID_DOT11_CCA_Watchdog_Count_Max, OID_DOT11_CCA_Watchdog_Timer_Min, and

OID_DOT11_CCA_Watchdog_Count_Min.

[0116] The access point 300 issues a scan request (active or passive) OID call
(Scan_Request). The beacon and probe response frames during the scan are indicated using the
rules of the miniport receive path extension as explained in the discussion on 802.11 extensions

to standard NDIS functions. These rules apply to all received packets.

[0117] Once a scan request has been successfully completed, the access point 300 may
optionally query and set NIC parameters via OIDs. These parameters are the ones that are
affected by the current state of the 802.11 LAN in which they will be operating. Set calls are
made for only those parameters whose default values need to be changed. List of parameters

which may be changed or queried at this point include: OID_DOT11 Operational_Rate_Set,



be changed. List of parameters which may be changed or queried at this point are: OID_DOT11_Temp

_Type, OID_DOT11_MPDU_Max_Length, OID_DOT]11 MAC_Address, OID_DOTI | Station ID,

OID_DOT11 Mediuim_Occupancy _Limit, OID_DOT11 CFP_Max_Duration, OID_DOT11 Current
_Reg_Domain, 62 OID_DOT11_ Current_TX_Antenna, OID_DOT11 Current_ RX_Antenna,

OID_DO®ih_Bwrant . B‘gaﬁolﬂop@erL@;g @dﬁi@Qj'mMSp@m@rted TX Antenna, and OID_DOT11
Supported_RX Antenna. For NICs supporting FHSS PHY, the list of parameters also includes:

OID_DO®ih_BoprifinmurfeH? TRONARnfalmeDt DOTANNGurfHMRST, AenfROTI | Max_Dwell_Time, OID
_DOT11_Current _Dwell _Time, OIDDOT11Current Set, OID_DOT11_CurrentPattern, and OID

DOTllC@fIﬂBnDUJ‘ﬂQX ﬁmr&ﬂ@&@m@tln@mﬁsﬁtﬁ’@\oﬂﬂIlsUpbwametemméﬁmancludes
OID_DOT11_Current _Channel, OID_DOT11_CCA_Mode_Supported, OID_DOT11_Current

_CCA_Mote, padr Qi Dsiippbiel_BR_Ahteshnlshd-on D69 FuppDitegi sHxtite Rx ofFparrgsters also
includes: OID _DOT11_CCA_Watchdog_Timer_Max, OID_DOT11_CCA_Watchdog _Count _Max,

OID_DOigndning RMeBReing thEimrof mneetdrsQIEy PRITdds COP Virbandogieaniéin. [0116] The

access point 300 issues a scan request (active or passive) OID call (Scan_Request). The beacon and

probe regpansedremes @hugitgthenseanaiiabiadicaOeTd theaxuldsdf thenminiport receive path
extension as explained in the discussion on 802.11 extensions to standard NDIS functions. These rules

apply to @ireeyedipatkeist Dkl Oime @ EaDOIYUESMARDSeT SUCCERSTlY Gunpietexttg, access
point 300 may
and OID_DOT11 Current_Index. For NICs supporting DSSS PHY the list of parameters also
includes: OID_DOT11 Current_Channel, OID_DOT11 CCA Mode_Supported,
OID_DOT11_Current_ CCA_Mode, and OID_DOT11_ED_Threshold. For NICs supporting IR
PHY the list of parameters also includes: OID_DOT11 CCA_ Watchdog_Timer_Max,
OID_DOT11_CCA_Watchdog_Count_Max, OID_DOT11_CCA_Watchdog_Timer_Min, and

OID_DOT11_CCA_Watchdog_Count_Min.

[0118] The access point 300 may send the NIC 302 a start request (Start_Request) when
operating in an infrastructure mode. Once a start request has been successfully completed, the
NIC 302 may on its own or may be asked to do the following:
1) Send out periodic beacon frames and must reply to probe requests frames by probe
responses.
2) Follow the rules of miniport send path extension as explained above in the 802.11
extensions to standard NDIS functions to process and send the packets given to the NIC

302 by the access point 300. The NIC 302 may be queried using the following OID calls



optionally query and set NIC parameters via OIDs. These parameters are the ones that are affected by
the current state of the 802.11 LAN in which they will he operating. Set calls are made for only those
parameters whose default values need to be changed: List of parameters which may be changed or
gueried at this point include: OID_DOT11_ Operational Rate _Set, 63 OID_DOT11 Beacon _Period,

OID_DOT11_DWhrPietRshgéal parkitekd aSzgbiatid WhAMIGNDADOARI REATidd tHewiesnt fktAotenna,
OID_DOT11 Current _TX Power Level, OID _DOT11_Supported_TX Antenna, OID_DOT11

Supported_RX_dfnterimangathtligh NOBLhdiatesaiyQIBe AP _RKDEPNNCS esigigporting FHSS PHY,
the list of parameters also includes: OID _DOT11 Hop Time, OID_DOT11 Current Channel _Number,

OID_DOT11_MgyxAluebnaliynenhe RICRON dbG forriv BieelllddmemiMbiraréddtaiseemeaension
OID_DOT11_CurrentPattern, and OID _DOT11_Current _Index. For NICs supporting DSSS PHY the list

of parameters ais@|4anltAesyEIPHP G111 BuereidnsGhamnahrENNDIBARLLoRGA pMesis tfipported,
OID_DOT11_Current _CCA_Mode, and OID_DOT11_ED_Threshold. For NICs supporting IR PHY the

list of parametergisedrpeiticies aft Padd @EAiluSo ANedesrdagnt Booerf MexIC 302 supports WEP
OID_DOT11 CCA Watchdog Count Max, OID_DOT11 CCA Watchdog _Timer _Min, and

OID-DOT11-CCa¥flbiatehpnsad; ovNWIrBAQ hid] Tdefficaess PONFGN oRNNSE rehde MIda R\ aeart
request (Start Request) when operating in an infrastructure mode. Once a start request has been

successfully complated; tbeiphiddaiNa agpioneitsinytheOTRYHE Fisked Ep doffisadipllowing: 1) Send out
periodic beacon frames and must reply to probe requests frames by probe
OID_DOT11 WEP_Upload, OID_DOT11 Default WEP_Offload, and
OID_DOT11_Default. WEP_Upload calls.
3) Process scan requests (OID_DOT11 Scan_Request) when asked
4) Always indicate probe response and beacon frames up. Also, indicate selected ACK
packets received for certain packet transmissions. NDIS send path extension is used to
indicate for which of the transmitted packet should the received ACK packets be
indicated up
5) Process all parameter query requests on Read-Only and Read-Write OIDs (including
statistics OIDs like OID_DOT11 WEP_ICV_ERROR_COUNT and
OID_DOT11_COUNTERS_ENTRY). In addition, the list of parameters which may be
changed at this point include: OID_DOT11_Current_Packet_Filter,
OID_DOT11 Power Mgmt_Mode, OID_DOT11 RTS Threshold,
OID_DOT11_Short_Retry Limit, OID_DOT11 Long_Retry_Limit,
OID_DOT11_Fragmentation_Threshold,

OID_DOT11_Max_Transmit_MSDU_Lifetime, and

OID_DOT11_Max_Receive_Lifetime



responses. 2) Follow the rules of miniport send path extension as explained above in the 802.11
extensions to standard NDIS functions to process ang send the packets given to the NIC 302 by the
access point 300. The NIC 302 may be queried using'the following OID calls 64 when it changes
parameters associated with these OIDs and notifies the access point 300 of the change through NDIS

indicationfe1 @P_DOfd stk Lol may-anretisds Additionibarthed ceg@atmay follow the rules of miniport

receive path extension explained above in the 802.11 extensions to standard NDIS functions to process

the rece(@bppcieis Rebaasednes) uphierheameass PANRONDIShesbl ke tsumossiwap offload /
upload, the NIC 302 may be offloaded a WEP row or an already offloaded WEP row may be uploaded at

any time rasinge s thePOT Bb2\eErefAfé ogelf @IP1 RATbih biaMeWiieackeQiB RAHT ddmPefault
_WEP_Offload, and OID_DOT11_ Default WEP_Upload calls. 3) Process scan requests

(OID_DQktyéndachrgipuesibn e Dasked riciwey bt diepte THobsyiespass e andfkganantéiames up.

Also, indicate selected ACK packets received for certain packet transmissions. NDIS send path

extensionhe NSEGQ Whdibatad pravbich Bk theisansmitigsd dackelosdabididtauieseiirgs AQKopackets be
indicated up 5) Process all parameter query requests on Read-Only and Read-Write OIDs (including

statistics fotiossdike €3HaplREONLAF s Petfuls BR Qe PiNTT380¢ a Hehe@Heldx e N PEREOENTRY). In
addition, the list of parameters which may be
sequence for any one of the four configurations depending upon the capabilities of the NIC,

surrounding 802.11 LAN state and user requested configuration.

[0120] It can be seen that a software based wireless infrastructure for 802.11 stations and
access points has been described that simplified the hardware needed for the access points and
stations. The infrastructure will run on any computing platform that is equipped with a wireless
NIC that supports the access point and/or station functionality. The infrastructure allows for
dynamic access point or station configuration and provides the ability to form a multi-layer

wireless network.

[0121] In view of the many possible embodiments to which the principles of this invention
may be applied, it should be recognized that the embodiment described herein with respect to the
drawing figures is meant to be illustrative only and should not be taken as limiting the scope of
invention. For example, those of skill in the art will recognize that the elements of the illustrated
embodiment shown in software may be implemented in hardware and vice versa or that the

illustrated embodiment can be modified in arrangement and detail without departing from the



changed at this point include: OID_DOT11_Current _Packet _Filter, OID_DOT11 Power_Mgmt_Mode,
OID_DOT11 _RTS_Threshold, OID_DOT11 Short_Retry _Limit, OID_DOT11 Long _Retry _Limit,
OID_DOT11 Fragmentation_Threshold, OID_DOTI1"Max Transmit MSDU Lifetime, and OID DOT11
Max Receive Lifetime 65 [0119] The station 200 may also issue a NIC software reset request (OID

_DOT11 sRasef tiRaavagibnvinichdmeilfgemidinnig tdthiesatraausstetiprieoiyaienreset requests
the NIC 302 to prepare itself for a new join or a new start request with some intervening configuration

OIDs and/@ihsganeifedeaidy IEdndwitRRestsalsse bhsha fiatibingtelisnihentl Kqd02abetheedd. preserve the
current settings or to reload the default settings. Upon successful completion of this request, the access
point 300 can repeat the expected operation sequence for any one of the four configurations depending
upon the capabilities of the NIC, surrounding 802.11 LAN state and user requested configuration. [0120]
It can be seen that a software based wireless infrastructure for 802.11 stations and access points has
been described that simplified the hardware needed for the access points and stations. The infrastructure
will run on any computing platform that is equipped with a wireless NIC that supports the access point
and/or station functionality. The infrastructure allows for dynamic access point or station configuration
and provides the ability to form a multi-layer wireless network. [0121] In view of the many possible
embodiments to which the principles of this invention



may be applied, it should be recognized that the embodiment described herein with respect to the
drawing figures is meant to be illustrative only and S% uld not be taken as limiting the scope of invention.
For example, those of skill in the art will recognize that the elements of the illustrated embodiment shown
in software may be implemented in hardware and vice versa or that the illustrated embodiment can be
modified in arrangement and detail without departing-y@mise 66 spirit of the invention. Therefore, the
invention as described herein contemplates all such embodiments as may come within the scope of the
following\slgims&amg:equivalents thereof. 67 CLAIMS WE CLAIM: 1. A software based wireless
infrastructure system comprising: a station driver for communicating with a first network stack and a first

network interfacg cardareRRHRUHSE Anreliss anfrisiestukddysratadiapregnger in communication with the
station driver and an 802.1X supplicant; an access point driver for communicating with a second network

interface card andtgnén afieenedvesknbiitacaang \Riscgonst netwerk starkai echinnhstigatio mwitace wired
network, the second network interface card in communication with the wireless LAN; and an access point

server in epeimgoiatipicatidh thetipacesslgrintdgiver and an 802.1X authenticator. 2. The system of
claim 1 where the station driver comprises: a first filtering engine for receiving packets, the packets
including data paekegisn 882ekXn communication with the station driver and an 802.1X supplicant;
an access point driver for communicating with a second network interface card and one
of a network bridge and a second network stack in communication with a wired network, the
second network interface card in communication with the wireless LAN; and

an access point server in communication with the access point driver and an 802.1X

authenticator.

2. The system of claim 1 where the station driver comprises:

a first filtering engine for receiving packets, the packets including data packets, 802.1X
data packets, and management packets, the first filtering engine dropping data packets and
802.1X packets if the packet has not been authenticated and associated;

a packet processor in communication with the filtering engine, the packet processor
receiving packets that have been authenticated and associated from the first filtering engine, the
packet processor reassembling packets that have been fragmented,

a station association manager receiving management packets from the packet processor;

a second filtering engine receiving data packets from the packet processor, the second
filtering engine dropping data packets sent by an unauthenticated sending device and sending

data packets sent by an authenticated sending device to the first network stack; and



data packets, and management packets, the first filtering engine dropping data packets and 802.1X
packets if the packet has not been authenticated an\% ssociated; a packet processor in communication
with the filtering engine, the packet processor receivifig packets that have been authenticated and
associated from the first filtering engine, the packet processor reassembling packets that have been

fragmented; a stadigiioAspRGREP ReBRANAGBOLCLRI v FRaKAY EBRNhDEkRES froradde, PREKetipFPCessor; a
second filtering engine receiving data packets from the packet processor, the second filtering engine

droppingfatageaeketsarniextRm wigthendaateseprnding device and sending data packets sent by an
authenticated sending device to the first network stack; and 68 a station manager receiving 802.1X data

packets from the packet processor, the station manager in communication with the station server. 3. The
system of claim 2 wherein the packet processor decrypts the packets that have been encrypted. 4. The

system of claim® whergig iheatatpolgveniteer eerpaticeractissbesmtypianyeankis thacket
processor and the second filtering engine, the first demux receiving packets from the packet processor

and sendiggernasragsingiédackets to the station association manager; and a second demux between the
first demux and the second filtering engine, the second demux receiving packets from the first demux
and sending 802.1X management packets to the station manager and data packets to the second
filtering engine. 5. The system of claim 2 wherein the station driver further comprises a configuration
4. The system of claim 2 wherein the station driver further comprises:
a first demux between the packet processor and the second filtering engine, the first
demux receiving packets from the packet processor and sending management packets to the
station association manager; and
a second demux between the first demux and the second filtering engine, the second

demux receiving packets from the first demux and sending 802.1X management packets to the

station manager and data packets to the second filtering engine.

5. The system of claim 2 wherein the station driver further comprises a configuration

table in communication with the station association manager.

6. The system of claim 5 further comprising a control mux in communication with

the station server, the station association manager, and the configuration table.

7. The system of claim 2 further comprising a packet converter for converting the
data packets being sent to the network stack from 802.11 data packets to 802.3 data packets, the

packet converter in communication with the network stack and the second filtering engine.



table in communication with the station association manager. 6. The system of claim 5 further comprising
a control mux in communication with the station server, the station association manager, and the
configuration table. 7. The system of claim 2 further COmprising a packet converter for converting the
data packets being sent to the network stack from 802.11 data packets to 802.3 data packets, the packet
converter in communication with the network stack and the second filtering engine. 69 8. The system of
claim 1 where the access point driver comprises: a first filtering engine for receiving packets, the packets

including data pgicketsT8@2ykientlafa patkeishaadhmacags pant maeketsnipastisst filtering engine dropping
data packets and 802.1X packets if the packet has not been authenticated and associated; a packet

processor in cofirgnfiladiom withitegdiietagian pasketo et masketap 9e6I5aNTg R ivAdRBATRtS ¥hat have
been authenticated and associated from the first filtering engine, the packet processor reassembling

packets thah aveebeandiagnagaiamht dakeessHedintaHsacmiian et agping cridpacknagement packets
from the packet processor; a second filtering engine receiving data packets from the packet processor,

the secod2filfepackerdinddpapkingdaie paekatarerichy@andnastormtcated sending device and
sending data packets sent by an authenticated sending device to the first network stack; and a access

point manager rgpetkacpiitstdr tat paokaifienwine thackelr prgeagher, tHeepaakeepropissrimanager in
communication with the access point server. 9. The system of claim 8 wherein the packet processor
decrypts g iveaketekbatthat have been authenticated and associated from the first filtering engine, the
packet processor reassembling packets that have been fragmented,
a access point association manager receiving management packets from the packet
processor;
a second filtering engine receiving data packets from the packet processor, the second
filtering engine dropping data packets sent by an unauthenticated sending device and sending
data packets sent by an authenticated sending device to the first network stack; and

a access point manager receiving 802.1X data packets from the packet processor, the

access point manager in communication with the access point server.

0. The system of claim 8 wherein the packet processor decrypts the packets that

have been encrypted.

10.  The system of claim 8 wherein the access point driver further comprises:
a first demux between the packet processor and the second filtering engine, the first
demux receiving packets from the packet processor and sending management packets to the

access point association manager; and



have been encrypted. 10. The system of claim 8 wherein the access point driver further comprises: a first
demux between the packet processor and the secon? filtering engine, the first demux receiving packets
from the packet processor and sending managemen Backets to the access point association manager;
and 70 a second demux between the first demux and the second filtering engine, the second demux

receiving packegsstgyhdtaenhiiststenex andirenging 3aRdlienedtrdenneihpasikais, thdhecaasess point
manager and data packets to the second filtering engine. 11. The system of claim 8 wherein the access

point drivesrfiusthescomprasices SR aliondahls Mhacenmgisatianwitintierassess Raitoaseociation

manager. 12. The system of claim 11 further comprising a control mux in communication with the access

point serdegesb pARCARHARNELAG QLI PieReMB AN AL kce@gfigigiation table. 13. The system of claim
10 further comprising: a third demux for determining if a destination of a packet is a device on the wireless

LAN; an access point bridge in communication with the third demux, the access point bridge receiving
packets from the third demux that have a destination to the device on the wireless LAN, the access point

bridge sending packets Haajyorvie ¢f drstingigrisithedeyiee poitbarivdraiassek Adiniorire aetwork interface
card for transmission to the device. 14. A method of receiving a packet in one of a station driver and an

access pednfigliraebi el @idevieenimesmonunicatienvdissawiteissscRelvromartigepacket comprising one
of a
12.  The system of claim 11 further comprising a control mux in communication with

the access point server, the access point association manager, and the configuration table.

13.  The system of claim 10 further comprising:

a third demux for determining if a destination of a packet is a device on the wireless
LAN;

an access point bridge in communication with the third demux, the access point bridge
receiving packets from the third demux that have a destination to the device on the wireless
LAN, the access point bridge sending packets that have a destination to the device on the

wireless LAN to the network interface card for transmission to the device.

14, A method of receiving a packet in one of a station driver and an access point
driver from a device in communication with a wireless network, the packet comprising one of a
data packet, an 802.1X packet, and a management packet, the method comprising the steps of:
receiving the packet;

determining if the packet is a data packet, an 802.1X packet, or a management packet;



data packet, an 802.1X packet, and a management packet, the method comprising the steps of:
receiving the packet; determining if the packet is a dzia packet, an 802.1X packet, or a management
packet; 71 dropping the packet if the device has not been authenticated or associated and the packet is
one of the data packet and the 802.1X packet; dropping the packet if the device has not been

authenticated agebngankeialskBoi e 88Ach RAskEcanduEamiRIited thawasiseidnitianegeiepacket if
the packet is a data packet. 15. The method of claim 14 further comprising the steps of defragmenting the

packet ifiadretvfofe indelitakaaindithe@urmpisasies with the one of the station and the access point has
not defragmented the packet. 16. The method of claim 14 further comprising the steps of decrypting the

packet if a netwipgppiigrfacpeied intee auvidcainasian: iéh thatentietdbersdatiopanditRenacgess point has
not decrypted the packet. 17. The method of claim 14 further comprising the step of associating the

device ing@gmmk@ﬂg@qiving a management packet from the device. 18. The method of claim 14
further comprising the step of authenticating the device in response to receiving an 801.X packet. 19. The

method of claimcddviertihg tieopapKsingidhe SR aKadinehtheapleakietatheugdtret.access point bridge if the
packet is destined to another device on the wireless network. 72
15.  The method of claim 14 further comprising the steps of defragmenting the packet
if a network interface card in communication with the one of the station and the access point has

not defragmented the packet.

16.  The method of claim 14 further comprising the steps of decrypting the packet if a
network interface card in communication with the one of the station and the access point has not

decrypted the packet.

17.  The method of claim 14 further comprising the step of associating the device in

response to receiving a management packet from the device.

18.  The method of claim 14 further comprising the step of authenticating the device

in response to receiving an 801.X packet.

19. The method of claim 14 further comprising the step of sending the packet through

an access point bridge if the packet is destined to another device on the wireless network.



20. A network interface card in communication with one of a station and an access point comprising: an
input for receiving packets from devices on a wireless network; an output for sending packets to the one
of the station and the access point; and a processinj nit in communication with the input and the output,
the processing unit performing the step of: setting at least one parameter of the network interface card in

response to recggjving A REKAOIR iRkt Eicealh oI do@IRNRI bR WistioReasTch KigtRPCaRE APQiBttse
parameter set call comprising at least one of a temperature range capability call, a MPDU max length call,

a MAC agdiessorligrgtation ID call, a current TX antenna call, a current RX antenna, a current TX
power level, a supported TX antenna call, and a supported RX Antenna call. 21. The network interface

card of claim 20wheyeifidihe (ioneppiraatn friaithevidee darmsitbr staprabaetting at least one capability of
the network interface card in response to receiving a call from the one of the station and the access

point, the call cempliginofet easingnRickE® titiennefdpad capiahilingcpd saceusnssihpr@tion mode call, a
current PHY type call, a current optional capability call, and a diversity selection RX call. 22. The network

interface card of gJaites3thybisitaiin dbe MIPtERTINONVIH kg el Awripastiba sepeddigingiat least one
capability of the network interface card in response to receiving a query from the one of the station and
the acceggmointingenayefy sfomprising at least one of a offload capability call, a current offload capability
call, an operation mode capability 73
setting at least one parameter of the network interface card in response to

receiving a parameter set call from the one of the station and the access point, the

parameter set call comprising at least one of a temperature range capability call, a MPDU

max length call, a MAC address call, a station ID call, a current TX antenna call, a

current RX antenna, a current TX power level, a supported TX antenna call, and a

supported RX Antenna call.

21.  The network interface card of claim 20 wherein the processing unit further
performs the step of setting at least one capability of the network interface card in response to
receiving a call from the one of the station and the access point, the call comprising at least one
of a current offload capability call, a current operation mode call, a current PHY type call, a

current optional capability call, and a diversity selection RX call.

22.  The network interface card of claim 20 wherein the processing unit further
performs the step of providing at least one capability of the network interface card in response to
receiving a query from the one of the station and the access point, the query comprising at least

one of a offload capability call, a current offload capability call, an operation mode capability



call, an optional capability call, a WEP offload call, a WEP upload call, a default WEP offload call, a
default WEP upload call, and a MPDU maximum Ienz{;’h call. 23. The network interface card of claim 20
wherein if the network interface card supports at leaSt one of a direct sequence spread spectrum physical
layer, an orthogonal frequency-division multiplexing physical layer, a packet binary convolution coding

physical dalyesragistiorzpapisimantes, cople keyngaphysicaliae i ghrdepraatensrtveabforthrgincludes at
least one of a current channel call, a CCA mode supported call, a current CCA mode call, and an ED

threshold:ga|la défalieetwpisdatesfneacanpbaimd® viheseithitine network interface card supports
an infrared physical layer, the parameter set call further includes at least one of a CCA watchdog timer

max call, a CCA watchdog count max call, a CCA watchdog timer min call, and a CCA watchdog count
min call. 25. The network interface card of claim 20 wherein if the network interface card supports a

frequency-hoppawy sprepd saeikntpfsicalrayecidng paueneeirr iseheabtiusirantérrivglesrat least one of
a hop time call, a current channel number call, a max dwell time call, a current dwell time call, a current

set call, agppoentapfiteromalif angrecciuganhiadpreaalépgtrUrengivariiricHaeetkagoral claim 20 wherein
the processing unit further performs the step of setting at least one LAN parameter of the network

interface feedideincreanasisn nalgsienmnpph gadairiyethe gk iingrgtesiorn Rnibih @ecasis/pieHlt to set a

LAN parameter, the 74 call comprising at least one of an ATIM window call, a beacon period call, an

operatioriaysatedsetaraplanentaencoes Reynajpioallca tysenhd Yagniemrasaalkhlefeut@nhBxdantenna call,
a current
least one of a current channel call, a CCA mode supported call, a current CCA mode call, and an

ED threshold call.

24. The network interface card of claim 20 wherein if the network interface card
supports an infrared physical layer, the parameter set call further includes at least one of a CCA
watchdog timer max call, a CCA watchdog count max call, a CCA watchdog timer min call, and

a CCA watchdog count min call.

25. The network interface card of claim 20 wherein if the network interface card
supports a frequency-hopping spread spectrum physical layer, the parameter set call further
includes at least one of a hop time call, a current channel number call, a max dwell time call, a

current dwell time call, a current set call, a current pattern call, and a current index call.

26.  The network interface card of claim 20 wherein the processing unit further
performs the step of setting at least one LAN parameter of the network interface card in response

to receiving a call from the one of the station and the access point to set a LAN parameter, the



TX power level call, a supported TX antenna call, a supported RX antenna call, and a diversity selection
RX call. 27. The network interface card of claim 26 wherein if the network interface card supports an
frequency-hopping spread spectrum physical layer, t % call further includes at least one of a hop time
call, a current channel number call, a max dwell time call, a current dwell time call, a current set call, a

current paileeareplisidthtl 648t 8nt indax AiNVRLindov et arkeiisifaeqoeessl 0belapr Afordresain if the

network interface card supports a direct sequence spread spectrum physical layer, the call further
includes gitleastpnaehtaegitpRdiaanngloalbn BCAnmatecal pReteehe® X amuniené G comade call, and

an ED threshold call. 28. The network interface card of claim 26 wherein if the network interface card

supports BR pitfiared iy aicad lRyportbe TRIRENR! danludep géieas rnaehaaCaln avatekiagsityner max

call, a CCA watchdog count max call, a CCA watchdog timer min call, and a CCA watchdog count min
call. 29. AeeetinpdRef egimmunicating between a network interface card and one of a station and an
access point comprising the steps of: 75 providing, by the network interface card, the operation mode
capability supported by the NIC in response to receiving a operation mode capability call from the one of
the station and the access point; providing, by the network interface card, the operation mode in which

the network interface qawdnetivstrintereperedaiiofrelaparzEeihaieneivithg acowdkinepesadicaranode call from
the

supports an frequency-hopping spread spectrum physical layer, the call further includes at least

one of a hop time call, a current channel number call, a max dwell time call, a current dwell time

call, a current set call, a current pattern call, and a current index call.

27. The network interface card of claim 26 wherein if the network interface card
supports a direct sequence spread spectrum physical layer, the call further includes at least one of
a current channel call, a CCA mode supported call, a current CCA mode call, and an ED

threshold call.

28. The network interface card of claim 26 wherein if the network interface card
supports an infrared physical layer, the call further includes at least one of a CCA watchdog
timer max call, a CCA watchdog count max call, a CCA watchdog timer min call, and a CCA

watchdog count min call.

29. A method of communicating between a network interface card and one of a

station and an access point comprising the steps of:



one of the station and the access point; providing, by the network interface card, a survey of potential
basic service sets that a station may later elect to try o join in response to receiving a scan request call
from the one of the station and the access point; providing, by the network interface card, a current
physical medium type that should be used by the network interface card in response to receiving a

current PHY typsrealitignbyhaconawetkhatstaiiertaad tHreopertrm PRod sipabingyRyishertetwptkdnterface
card, a basic service set in response to receiving a start request call from the one of the station and the

access PNt iFeagpitge iy teR ey abpEHRIGAGR R dapBsi RSt e iaeheartie sesppNER thereceiving
a reset request call from the one of the station and the access point. 30. The method of claim 29 further

comprisingdéts ptems of: providing, by the network interface card, an announcement traffic indication
message window size in response to receiving an ATIM window call from the station; and synchronizing,

by the network ipteviane) ceydhavidnadaSintirrsnangatio 6peRINIIONRoIRNN iRAlkashealbfi@rkthe station. 76
31. The method of claim 29 further comprising the steps of: providing, by the network interface card,

optional peifeeaseioaiilr functoopepaalitepoasprortesilyighecoamMotpéniadaceodarchinfreapoise to
receiving an optional capability call from the one of the station and the access point; and providing, by
the networie ipfentasatiardnthieractess ppiienal point coordinator function
providing, by the network interface card, a survey of potential basic service sets that a
station may later elect to try to join in response to receiving a scan request call from the one of
the station and the access point;
providing, by the network interface card, a current physical medium type that should be
used by the network interface card in response to receiving a current PHY type call from the one
of the station and the access point;
starting, by the network interface card, a basic service set in response to receiving a start
request call from the one of the station and the access point;

resetting, by the network interface card, the network interface card in response to

receiving a reset request call from the one of the station and the access point.

30.  The method of claim 29 further comprising the steps of:

providing, by the network interface card, an announcement traffic indication message
window size in response to receiving an ATIM window call from the station; and

synchronizing, by the network interface card, with a BSS in response to receiving a join

request call from the station.



capabilities supported by the network interface card in response to receiving a current optional capability
call from the one of the station and the access point? . The method of claim 29 further comprising the
steps of: sending, by the network interface card, a list'of supported functions the network interface card
supports to the one of the station and the access point in response to receiving an offload capability call

from the one of the statipg ABthda AERGSSOGINEHRFQkliNGsi ey tHae eptwerk interface card, the current
offload capabilities of the network interface card to the one of the station and the access point in

response to recgigiigiagcwyens reiflaad napaldityeall Jpeishth e SInecobamaiatinmansh ibpasaess point; 33.
The method of claim 29 further comprising the steps of: receiving, by the network interface card, a WEP

row in respemsigetPbie afl viegvarin R riatitoadcil irfpanthaonre abihe siabeorrinddha argess PRt that
specifies the algorithm to be used, the direction of the WEP row, the MAC address of the peer, the key

length in thgtese anthdBRSIUMKEeY; atéesending.day the network interface card, a specified WEP row to the
one of the station and the access point in response to receiving a WEP upload call from the one of the

station and the gecRsBRVPEHEESGINHY, iRiRROeivd0tkdniatiane sasHaPpdefacdoiR spHatiesponse to
receiving a default WEP offload call from the one of the station and the access point, the default WEP

offload calspeeifyinasheralgortthe ietlherudath the: indaXindm aefas levditpbriatwivchomng WEP row
needs to be populated, the address type on which the WEP row applies, the key length

capability call from the one of the station and the access point

32.  The method of claim 29 further comprising the steps of:

sending, by the network interface card, a list of supported functions the network interface
card supports to the one of the station and the access point in response to receiving an offload
capability call from the one of the station and the access point;

providing , by the network interface card, the current offload capabilities of the network
interface card to the one of the station and the access point in response to receiving a current

offload capability call from the one of the station and the access point;

33.  The method of claim 29 further comprising the steps of:

receiving, by the network interface card, a WEP row in response to receiving a WEP
offload call from the one of the station and the access point that specifies the algorithm to be
used, the direction of the WEP row, the MAC address of the peer, the key length in bytes, and

the actual key;



in bytes, and the actual key; sending, by the network interface card, a default WEP row to the one of the
station and the access point in response to receivin%ﬁ default WEP upload call from the one of the
station and the access point.. 33. The method of claim 29 further comprising the step of sending, by the
network interface card, a maximum MAC protocol data unit length to the one of the station and the

access point ing@RMGHIS, D EeRAINVONK inteNHED A axipasitenathreailireththeners vkthatriatipg and the
access point. 34. The method of claim 29 further comprising the step of providing, by the network

interface wparsboeackeint PeSPHSE e M VINEG ase PalSl GAPRAI T i reSRRSE! thd SRRIVINgha theirrent
packet filter call from the one of the station and the access point. 35. The method of claim 29 further

comprisingdéts ptams of: 78 providing, by the network interface card, a station ID to the one of the station
and the access point in response to receiving a station ID call from the one of the station and the access

point; providing réetig deeikistedachrafsbdlberaes atRatavaesrahvithiephistatieteay dransmit
data to the one of the station and the access point in response to receiving a operational rate set call

from the gefauf WeBietivadod ithemane s ofthidsryidnghdméhe detvpoiktintertRéubands the beacon
period to the one of the station and the access point in response to receiving a beacon period call from
the one affthastatipspacitying tacarpsipginto dadised, the index in the default WEP table at which the
WEP row needs to be populated, the address type on which the WEP row applies, the key length
in bytes, and the actual key;
sending, by the network interface card, a default WEP row to the one of the station and

the access point in response to receiving a default WEP upload call from the one of the station

and the access point..

33.  The method of claim 29 further comprising the step of sending, by the network
interface card, a maximum MAC protocol data unit length to the one of the station and the access
point in response to receiving an MPDU maximum length call from the one of the station and the

access point.
34.  The method of claim 29 further comprising the step of providing, by the network
interface card, packets types the network interface card supports in response to receiving a

current packet filter call from the one of the station and the access point.

35.  The method of claim 29 further comprising the steps of:



providing, by the network interface card, the WEP integrity check value error count value to the one of
the station and the access point in response to receirii g a WEP ICV error count call from the one of the
station and the access point. 36. The method of claim™29 further comprising the steps of: providing, by the
network interface card, the maximum amount of time to the access point that a point coordinator may

control the usagg@/ithegietas heneeikmeitheutaralinatisbinmoenHe bie! ik enRimiel alow at least
one instance of data services facility access to the medium in response to receiving a medium occupany

limit call fedesth REGEIesIPISE P Fevidingy Ryt Neb\&K frierthce satd thertbibgihPdbédatervals

between the start of contention free periods to the access point in response to receiving a contention free
period pgeipg call from the access point; 79 providing, by the network interface card, the maximum
duration of the contention free period that may be generated by a point coordination function to the

access point in [RepiNsg By IRCAIINGT R iGERGtooadl iaticatea Uiamatheaacaash peistawstdnpagviding, by
the network interface card, the delivery traffic indication message period in response to receiving a DTIM

period cafidifomitbgaesessapeiot.tBe sthiiermaathed atwlaipodd foitewoasmpristag,the staRsaabigceiving,
by the network interface card, an indication, by the station, whether the station is able to respond to a

CF-Poll witla setledl framenwishinat hstatiareaindresessstooiaceiving a CF pollable call from the network
interface card; and
providing, by the network interface card, the beacon period to the one of the station and
the access point in response to receiving a beacon period call from the one of the station and the
access point; and
providing, by the network interface card, the WEP integrity check value error count value

to the one of the station and the access point in response to receiving a WEP ICV error count call

from the one of the station and the access point.

36.  The method of claim 29 further comprising the steps of:

providing, by the network interface card, the maximum amount of time to the access
point that a point coordinator may control the usage of the wireless medium without
relinquishing control for long enough to allow at least one instance of data services facility
access to the medium in response to receiving a medium occupany limit call from the access
point;

providing, by the network interface card, the number of DTIM intervals between the start
of contention free periods to the access point in response to receiving a contention free period

period call from the access point;



providing, by the network interface, the power management mode of the station to the station in response
to receiving a power mgmt mode call from the statiog 38. The method of claim 29 further comprising the
steps of: providing, by the network interface card, th clamique MAC address assigned to the one of the
station and the access point to the one of the station and the access point in response to receiving a

MAC address caligviimg)e\ome aétherkinlionaeddhe deapasiRuintdRraNiRe thy doadrivrofesard, the
RTS threshold value to the one of the station and the access point in response to receiving an RTS

thresholdysabdrom theyanegehshadiajenpanst oerdinaass RAIbEopreviHEG By theimavesksaricthe

maximum number of transmission attempts of a frame to the one of the station and the access point in

response¢eeioRe) TR At ieiNo oM caRbrirg dbe e pit thadstation and the access point; 80
providing, by the network card, the maximum number of transmission attempts of a frame to the one of

the station and @ie\agnesdpeiatiaieBRINSE 0 eariving dInergyratifitmitiRalioionedGgepertie station
and the access point; providing, by the network card, the current maximum size of the MPDU that may be

deliveredrggphiesdid Yely@intpatmer ovepefitoecatbtiomang dbse &966i8s point in response to receiving a
fragmentation threshold call from the one of the station and the access point; providing, by the network
card, the maximum transmit MSDU lifetime value, after which further attempts to transmit the MSDU shall
be terminated to the one of the station and the access point in response to receiving a max transmit

MSDU lifetime cal| frormibenetie@bihvdaim 29 further comprising the steps of:
receiving, by the network interface card, an indication, by the station, whether the station
is able to respond to a CF-Poll with a data frame within a SIFS time in response to receiving a
CF pollable call from the network interface card; and
providing, by the network interface, the power management mode of the station to the

station in response to receiving a power mgmt mode call from the station.

38.  The method of claim 29 further comprising the steps of:

providing, by the network interface card, the unique MAC address assigned to the one of
the station and the access point to the one of the station and the access point in response to
receiving a MAC address call from the one of the station and the access point;

providing, by the network card, the RTS threshold value to the one of the station and the
access point in response to receiving an RTS threshold call from the one of the station and the
access point;

providing, by the network card, the maximum number of transmission attempts of a
frame to the one of the station and the access point in response to receiving a short retry limit call

from the one of the station and the access point;



station and the access point; providing, by the network card, the elapsed time after the initial reception of
a fragemented MPDU or MSDU after which further %';éempts to reassemble the MPDU or MSDU shall be
terminated to the one of the station and the access point in response to receiving a max receive lifetime
call from the one of the station and the access point; and providing, by the network card, the 802.11

statistics countesrogaititgsip tHenenrork taed Statipivantd e arpessfrrintiisaoRansm it ereiving a
counters entry call from the one of the station and the access point. 39. The method of claim 29 further

comprisifgathetstersont reddiagoRuiaereeaiesk joiRtacrqaikd e ebvivipal editiet iy Pasitsapported by
the network interface card to the one of the station and the access point in response to receiving a

supportegttithdyie eathEemtibe freief doeeséqftantand the access point; 81 providing, by the network
interface card, the current regulatory domain the present instance of the physical medium dependent is

supporting to therevkliabtg stetieiiid tariaeress raifiaxi fesncnacolie taPg ;aurgnbseg domain
call from the one of the station and the access point; and providing, by the network interface card, the

operatingjigiviretiabiecraRcelepaabitite ohctbpthbysitohlayetHe dbeansonfttitercidion anebtbi/mecess point
in response to receiving a temperature range capability call from the one of the station and the access

point. 402 Fhemetlaadrothetainl @24l en arnopesinththeasieparef iy avidingpdintthe network interface
card, the current antenna being used to transmit to the
providing, by the network card, the maximum transmit MSDU lifetime value, after which
further attempts to transmit the MSDU shall be terminated to the one of the station and the
access point in response to receiving a max transmit MSDU lifetime call from the one of the
station and the access point;
providing, by the network card, the elapsed time after the initial reception of a
fragemented MPDU or MSDU after which further attempts to reassemble the MPDU or MSDU
shall be terminated to the one of the station and the access point in response to receiving a max
receive lifetime call from the one of the station and the access point; and
providing, by the network card, the 802.11 statistics counters settingsto the one of the

station and the access point in response to receiving a counters entry call from the one of the

station and the access point.

39.  The method of claim 29 further comprising the steps of:
providing, by the network interface card, the physical medium types supported by the
network interface card to the one of the station and the access point in response to receiving a

supported PHY type call from the one of the station and the access point;



one of the station and the access point in response to receiving a current TX antenna call from the one of
the station and the access point; providing, by the n(;,g ork interface card, the diversity support value to
the one of the station and the access point in respo to receiving a diversity support call from the one
of the station and the access point; and providing, by the network interface card, the current antenna

being used to reseiiginpekatetatiR AREHHe siionanhidn AeteaBIIBHiBIRARRQRER P receiving a

current RX antenna call from the one of the station and the access point. 41. The method of claim 29

further cappiewertie praRfal n@visitgpittie RehppBttintridane 67 @fanaurahien ahgurpstesspower
levels and the transmit output power in milliwatts for all the supported power levels to the one of the

station 83@intlithesperessieitivingaransattegarehdnocal Fippeiteb o vRhicseatfoaalhd e dbesne of the
station and the access point; and providing, by the network interface card, the current transmit power

level to thwianewed the station and the access point in response to receiving a current TX power level call
from the one of the station and the access point. 42. The method of claim 29 further comprising the steps

of: providing, byptoitpiy @K ierkacsrkantriactine ithadparaangesjoratoe physicalpanfitior dependent
to change from a first channel to a second channel to the one of the station and the access point in
responsetlie pagsivahigehapthiensnealt frerstdtiercael ehdhe iatisuirand ibpoassessepeivitig a

temperature range capability call from the one of the station and the access point.

40.  The method of claim 29 further comprising the steps of:

providing, by the network interface card, the current antenna being used to transmit to the
one of the station and the access point in response to receiving a current TX antenna call from
the one of the station and the access point;

providing, by the network interface card, the diversity support value to the one of the
station and the access point in response to receiving a diversity support call from the one of the
station and the access point; and

providing, by the network interface card, the current antenna being used to receive
packets to the one of the station and the access point in response to receiving a current RX

antenna call from the one of the station and the access point.

41.  The method of claim 29 further comprising the steps of:
providing, by the network interface card, a number of supported power levels and the

transmit output power in milliwatts for all the supported power levels to the one of the station



providing, by the network interface card, the current channel number of the frequency output by the RF
synthesizer to the one of the station and the access pqint in response to receiving a current channel
number call from the one of the station and the accegg point; providing, by the network interface card, the
maximum time that the transmitter is permitted to operate on a single channel to the one of the station

and the agepse RERLIDOHRRARNES IRsEasadIBl mdasugieibtipesalIdlem chr o eidkpstatipg and the
access point; providing, by the network interface card, the current time that the transmitter shall operate

on a singdebRrangihasseisbydhe: MAC to the one of the station and the access point in response to
receiving a current dwell time call from the one of the station and the access point; providing, by the

network interfags@dinih e ctheenrtwetiofmattainsaiie thbsieahiayeisiay poWanags toeht entityfis using to
determine the hopping sequence to the one of the station and 83 the access point in response to

receivingtirecitationt fef KRl e ebpoassialimdnhiiec@eeaseR Bl ar aieingl Fyotetaetwork
interface card, the current pattern the physical layer layer management entity (PHY LME) is using to

determingrihefliiapptagosedidaneadoctigoine of the station and the access point in response to receiving a
current pattern call from the one of the station and the access point; and providing, by the network
interface card, the current index value the PHY LME is using to determine the current channel number to
the one of the station and the access point in response to receiving a current index call from the one of

the station and #® acceiss methbddt. claimrpethetafeiaiprigadunthseeoofprising the steps of:

providing, by the network interface card, the time in microseconds for the physical
medium dependent to change from a first channel to a second channel to the one of the station
and the access point in response to receiving a hop time call from the one of the station and the
access point;

providing, by the network interface card, the current channel number of the frequency
output by the RF synthesizer to the one of the station and the access point in response to
receiving a current channel number call from the one of the station and the access point;

providing, by the network interface card, the maximum time that the transmitter is
permitted to operate on a single channel to the one of the station and the access point in response
to receiving a max dwell time call from the one of the station and the access point;

providing, by the network interface card, the current time that the transmitter shall
operate on a single channel, as set by the MAC to the one of the station and the access point in
response to receiving a current dwell time call from the one of the station and the access point;

providing, by the network interface card, the current set of patterns the physical layer

layer management entity is using to determine the hopping sequence to the one of the station and



providing, by the network interface card, the current operating frequency channel of the direct sequence
spread spectrum physical layer to the one of the statjgn and the access point in response to receiving a
current channel call from the one of the station and the access point; providing, by the network interface
card, the supported clear channel assessment (CCA) mode to the one of the station and the access point

in responge 4ed@eeivingiA e{pindtode &4PARK aGllERNctha P he Of theopabpthasdiion assess point;
providing, by the network interface card, the current CCA mode in operation to the one of the station and

the acceggdeeinidintesponse to receiving a current CCA mode call from the one of the station and the
access point; providing, by the network interface card, the current energy detect threshold being used by

the direct sequesieQigiigasy IneabuoRseRtIRyaH [ehHheupRaQftie stati ph wish g acrges 84 point in
response to receiving a ED threshold call from the one of the station and the access point; providing, by

the netweilringenfeaccedity, (e YnaNmLRUGIHd\wasertog tikeeloppivg seqitieecene vktbeesiatian and the
access point in response to receiving a CCA watchdog timer max call from the one of the station and the

access psttioprMadircadeystsonatinaespotRE ac eecaidint e dnaximpaticnCAIWVREEh thedsounthealue to the
one of the station and the access point in response to receiving a CCA watchdog count max call from the

one of thergiaticmdnt thieasgesstpaadt; providing, by the network interface card, the minimum CCA watch
dog timer value to the one of the station and the access point in response to receiving a CCA watchdog
timer min call  providing, by the network interface card, the current index value the PHY LME is using

to determine the current channel number to the one of the station and the access point in response

to receiving a current index call from the one of the station and the access point.

43.  The method of claim 29 further comprising the steps of:

providing, by the network interface card, the current operating frequency channel of the
direct sequence spread spectrum physical layer to the one of the station and the access point in
response to receiving a current channel call from the one of the station and the access point;

providing, by the network interface card, the supported clear channel assessment (CCA)
mode to the one of the station and the access point in response to receiving a CCA mode support
call from the one of the station and the access point;

providing, by the network interface card, the current CCA mode in operation to the one
of the station and the access point in response to receiving a current CCA mode call from the one
of the station and the access point;

providing, by the network interface card, the current energy detect threshold being used

by the direct sequence spread spectrum physical layer to the one of the station and the access



from the one of the station and the access point; providing, by the network interface card, the minimum
CCA watch dog count value to the one of the statiorggnd the access point in response to receiving a
CCA watchdog count min call from the one of the station and the access point; 44. The method of claim
29 further comprising the steps of: providing, by the network interface card, the regulatory domains the

physical [Rjiff iseeyRigense R NesPhE D hespbysical fratithe slrpsmAeRiIipReTd thdhedesgsent

implementation in response to receiving a reg domains support value call from the one of the station and
the accesgifmoint 45. The method of claim 29 further comprising the steps of: 85 providing, by the network
interface card, the supported transmit antenna truth values to the one of the station and the access point

in response to rpagiidig absUPR AEEO TG RetevRa sl theomai/omeoe Ahg atatiquy aimetheiReaess point;

providing, by the network interface card, the supported receive antenna truth values to the one of the

station angkthgeFaRSSRAUN dNdEPORSIPIRREIVIBEHBIRURE PstRil/ RY aTEANREedEgHImdreRire of the
station and the access point; providing, by the network interface card, the receive diversity selection truth

values tockiefronetiod bie sfatientanichthedaneessdsoindiit;response to receiving a diveristy selection RX call
from the one of the station and the access point; providing, by the network interface card, the supported

transmit and reqgivadiain iatee vRives kdritefanecaidhe stativimandcionaserdsipgicsuntresipense to
receiving a supported data
the one of the station and the access point in response to receiving a CCA watchdog count max
call from the one of the station and the access point;
providing, by the network interface card, the minimum CCA watch dog timer value to the
one of the station and the access point in response to receiving a CCA watchdog timer min call
from the one of the station and the access point;
providing, by the network interface card, the minimum CCA watch dog count value to

the one of the station and the access point in response to receiving a CCA watchdog count min

call from the one of the station and the access point;

44.  The method of claim 29 further comprising the steps of:

providing, by the network interface card, the regulatory domains the physical layer
convergence protocol and the physical medium dependent support in the present implementation
in response to receiving a reg domains support value call from the one of the station and the

access point

45.  The method of claim 29 further comprising the steps of:



rates value call from the one of the station and the access point. 46. A method of communicating between
a network interface card and one of a station and argsccess point comprising the steps of: receiving, by
the one of the station and the access point, the operation mode capability supported by the network
interface card in response to sending a operation mode capability call to the network interface card;

receiving, by theRain{dheystatinsac iheracesarnoing sl onedatamipgedAnahigth thaussetyork
interface card will start to operate in response to sending a current operation mode call to the network

interface wparghdloe LursemicRe@tiR tesepont havispopse tofracaingry tosdsbermineXtapteReratipn mode
and a request to set the operation mode; 86 receiving, by the one of the station and the access point, a

survey offpptentidreasiehssition satsheaicaestasntmay later elect to try to join in response to sending a
scan request call to the network interface card; receiving, by the one of the station and the access point,

a current physiogioviggignbythe nétatosk dutisHaccUused, hethe petweisdoies fanerrardithrespensette sending
a current PHY type call to the network interface card, the current PHY type call having one of a query to

determingridef cw seatihasichkraestispdimenargpaisatesiciised thepporett Ryt medilifrotipe;

receiving, by the one of the station and the access point, a status of a start request call in response to
sending ahstankretiestadhtarid envabyeskgoierface card; receiving, by the one of the station and the

access point, a status of a start request call in response to sending a reset request call to the network
interface card. providing, by the network interface card, the receive diversity selection truth values to the
one of the station and the access point in response to receiving a diveristy selection RX call from
the one of the station and the access point;
providing, by the network interface card, the supported transmit and receive data rate

values to the one of the station and the access point in response to receiving a supported data

rates value call from the one of the station and the access point.

46. A method of communicating between a network interface card and one of a
station and an access point comprising the steps of:

receiving, by the one of the station and the access point, the operation mode capability
supported by the network interface card in response to sending a operation mode capability call
to the network interface card;

receiving, by the one of the station and the access point, the operation mode in which the
network interface card will start to operate in response to sending a current operation mode call
to the network interface card, the current operation mode call having one of a query to determine

the operation mode and a request to set the operation mode;



47. The method of claim 46 further comprising the steps of: receiving, by the station, an announcement
traffic indication message window size in response tg sending an ATIM window call to the network
interface card; and receiving, by the station, a status éf a join request in response to sending a join
request call to the network interface card. 48. The method of claim 46 further comprising the steps of:

receiving, by theceariphtits shatine anththRaorest RRIic@RYPBMIPRIIroeptipatattilimatien capabilities
supported by the network interface card in response to sending an optional capability call to the network

interface eayiteadts Sratecaitiog Ny theep R @ftthe\st@iicin anrkipensetesenanigta frarckutandteational point
coordinator function capabilities supported by the network interface card in response to sending a current

optional ¢gapadHENel ierdhRdeaddvark interface card, the current optional capability call having one of a
guery to determine the current optional capability and a request to set the current optional capability. 49.

The method of elaien#fyfusines epeufripingdhiensinpshelaceesivniat, kycireeanshgbite slediamanpskthe
access point, a list of supported functions the network interface card supports in response to sending an

offload camalstity lecdetasticoyeny erewibirR ifReEr Rl darneiereiponky thentiaPh herstatmangérlaccess
point, the current offload capabilities of the network interface card in sending receiving a current offload

capabilitytcerk toete maivieriscénderfaac carderihrrevrigns cdflory ivgmeiliyoalehawnienaing ehguery to
determine the current
current physical medium type and a request to set the current physical medium type;
receiving, by the one of the station and the access point, a status of a start request call in
response to sending a start request call to the network interface card,;

receiving, by the one of the station and the access point, a status of a start request call in

response to sending a reset request call to the network interface card.

47.  The method of claim 46 further comprising the steps of:

receiving, by the station, an announcement traffic indication message window size in
response to sending an ATIM window call to the network interface card; and

receiving, by the station, a status of a join request in response to sending a join request

call to the network interface card.

48.  The method of claim 46 further comprising the steps of:
receiving, by the one of the station and the access point, optional point coordinator
function capabilities supported by the network interface card in response to sending an optional

capability call to the network interface card; and



offload capabilities and a request to set the current offload capabilities. 50. The method of claim 46 further
comprising the steps of: receiving, by the one of the station and the access point, a WEP offload handle in
response to sending a WEP offload call having a WEP row, a specified algorithm to be used, a direction
of the WEP row, a MAC address of the peer, a key length in bytes, and an actual key to the network

interface card; regeiving, by thesre piHbcisioHam@nk hieacqRe PRB b sResHliRAdMihtow in response

to sending a WEP upload call to the network interface card; 88 receiving, by the one of the station and the

access peakdmaeietiMWGcabhondibandipdnetaspirseiaGindieeceiad g et aaceaalhfaving a
WEP row, a specified algorithm to be used, an index in the default WEP table at which the WEP row

needs to peupeptipigchiheapaddiassaly Rethe N RheMER tavd appliesrdieolsariengipaisiiytesi and the
actual key to the network interface card; receiving, by the one of the station and the access point, a

default Wiafiigwhie seareesetddaending malefpelitbitRnmicadsiatyiathe nejvserkostetface pard. 51. The

method of claim 46 further comprising the step of receiving, by the one of the station and the access
point, a repyisnanBdgedidifgyrotocol data unit length in response to sending an MPDU maximum length call
to the network interface card. 52. The method of claim 46 further comprising the step of receiving, by the
one of the station and the access point, packets types the network interface card supports in response to
sending a current packet filter call to the network interface card.

49.  The method of claim 46 further comprising the steps of:

receiving, by the one of the station and the access point, a list of supported functions the
network interface card supports in response to sending an offload capability call to the network
interface card,;

receiving, by the one of the station and the access point, the current offload capabilities of
the network interface card in sending receiving a current offload capability call to the network
interface card, the current offload capability call having one of a query to determine the current

offload capabilities and a request to set the current offload capabilities.

50.  The method of claim 46 further comprising the steps of:

receiving, by the one of the station and the access point, a WEP offload handle in
response to sending a WEP offload call having a WEP row, a specified algorithm to be used, a
direction of the WEP row, a MAC address of the peer, a key length in bytes, and an actual key to
the network interface card;

receiving, by the one of the station and the access point, a specified WEP row in response

to sending a WEP upload call to the network interface card;



53. The method of claim 46 further comprising the steps of: receiving, by the one of the station and the
access point, a station ID in response to sending a gtion ID call to network interface card, the station ID
call having one of a query to determine the station ID"and a request to set the station ID; receiving, by the
one of the station and the access point, the set of data rates at which a station may transmit data in

response to sendigvatOpetasienaloRde seltra dedthie ReteRrkch iatgstacr vare, dhroapekaiipn rate set

call having one of a query to determine the operational rate set and a request to set the operational rate

set; receinditbrigy i eeanm@hther siptivERdIfbaIactess/ PR RLIFEP beacanmeifps inl gemEanse ke sending a
beacon period call to the network interface card, the beacon period call having one of a query to

determingsiie AcReRR REMmedefadI AR BB S SRh0R theavBIP Pefiatean hiecpbanmitdY, the one of the
station and the access point, the WEP integrity check value error count value in response to sending a

WEP IC\4gdressagpebaallieihBenatBprswitpites thaltbybéndtharimsteodad eieintal ikeihertaemprising

the steps of: receiving, by the access point, the maximum amount of time that a point coordinator may
control theweagdambtheadsedess medium without relinquishing control for long enough to allow at least
one instance of data services facility access to the medium in response to sending a medium occupant'

limit call to the neteivikdntsrtasemacd thesatibnGndtibadese psinpinddhe nvuErernf tetaspontaffic
indication message intervals between the start of contention free periods in response to sending a CFP

period cai keibihg a default WEP upload call to the network interface card.

51.  The method of claim 46 further comprising the step of receiving, by the one of the
station and the access point, a maximum MAC protocol data unit length in response to sending

an MPDU maximum length call to the network interface card.

52.  The method of claim 46 further comprising the step of receiving, by the one of the
station and the access point, packets types the network interface card supports in response to

sending a current packet filter call to the network interface card.

53.  The method of claim 46 further comprising the steps of:

receiving, by the one of the station and the access point, a station ID in response to
sending a station ID call to network interface card, the station ID call having one of a query to
determine the station ID and a request to set the station ID;

receiving, by the one of the station and the access point, the set of data rates at which a

station may transmit data in response to sending an operational rate set call to the network



network interface card, the CFP period call having one of a query and a set request; receiving, by the
access point, the maximum duration of the contentiop free period that may be generated by a point
coordination function to the access point in response to receiving a CFP max duration call to the network
interface card, the CFP max durationcall having one of a query to determine the maximum duration and a

request tihgefdbecaraximusplatiaan:aanst O IERANIRIG RYOINEReeP $6 Maltin thethe byerutibatiGdadication

message (DTIM) period in response to receiving a DTIM period call to the network interface card, the

DTIM pegechralh raguirgtoret ehadpeenidnafiaiersatne the DTIM period and a request to set the DTIM
period. 55. The method of claim 46 further comprising the steps of: sending, by the station, an indication

to the network ingesien®ycaydhehgiher thessatarng hblectesepppndie rescorRetivdtihadptmdeame within
a SIFS time in response to receiving a CF pollable call from the network interface card; and receiving, by

the statiogntliagr@veicomnaurneentibdeaivbik sieditiéciesnnasrdcorspadiincal Pewaigogesiaode call
to the network interface card, the power mgmt mode call having one of a query to determine the power

managergeaitymodetantire teuestdn saidiandweigusanagenienbeacsiepdod; kadnethod of claim 46
further comprising the steps of: receiving, by the one of the station and the access point, the unigue MAC

address assigneddivithg; byeheloiecstaitonasiod the aecaseqioiit) tespopReriegendnek MAE address
call to the network interface card; receiving, by the one of the station and the access point, the RTS
thresholcemMalugoimt value in response to sending a WEP ICV error count call to the network interface

card.

54.  The method of claim 46 further comprising the steps of:

receiving, by the access point, the maximum amount of time that a point coordinator may
control the usage of the wireless medium without relinquishing control for long enough to allow
at least one instance of data services facility access to the medium in response to sending a
medium occupany limit call to the network interface card;.

receiving, by the access point, the number of delivery traffic indication message intervals
between the start of contention free periods in response to sending a CFP period call to the
network interface card, the CFP period call having one of a query and a set request;

receiving, by the access point, the maximum duration of the contention free period that
may be generated by a point coordination function to the access point in response to receiving a
CFP max duration call to the network interface card, the CFP max durationcall having one of a

query to determine the maximum duration and a request to set the maximum duration; and



response to sending an RTS threshold call to the network interface card, the RTS threshold call having
one of a query to determine the RTS threshold and z:RBequest to set the RTS threshold; receiving, by the
one of the station and the access point, the maximum number of transmission attempts of a frame in
response to sending a short retry limit call to the network 91 interface card, the short retry limit call having

one of a query teasteRing thesbest point lmitiantka esrRShiNcELIA cRagkray miserseiving, by the

one of the station and the access point, the maximum number of transmission attempts of a frame in

responserepoaseindcdfney e yTimipeabdeinadnegistvirkeriasmcatdrdngéony natpetigitedll having one
of a query to determine the long retry limit and a request to set the long retry limit; receiving, by the one

of the statiuingrshénsr acgrss PABteththeUHEDIMAHENIIY side PédhestvPioHaarTMApeASElivered to the

PHY layer in response to sending a fragmentation threshold call to the network interface card, the
fragmentation threshold call having one of a query to set the current maximum size and a request to set
the current maximum size; receiving, by the one of the station and the access point, the maximum

transmit MSDU slifetimghatnghafier vihighde fineieattempiriieytiansmt e MSDU shall be terminated in
response to sending a max transmit MSDU lifetime call to the network interface card, the max transmit

MSDU lifetime catidiayiny anesefianuernticdatermoite hawoakimeatacsnniy Mgl hiéesiaaenvealue and a
request to set the maximum transmit MSDU lifetime value; receiving, by the one of the station and the

access paid, ttheglaps esldicre rélenine dritial franeptio i 3 fragemeintess pdRde thaeddiving alter which
further attempts to reassemble the
pollable call from the network interface card; and
receiving, by the station, the power management mode of the station in response to
sending a power mgmt mode call to the network interface card, the power mgmt mode call

having one of a query to determine the power management mode and a request to set the power

management mode.

56.  The method of claim 46 further comprising the steps of:

receiving, by the one of the station and the access point, the unique MAC address
assigned to the one of the station and the access point in response to sending a MAC address call
to the network interface card;

receiving, by the one of the station and the access point, the RTS threshold value in
response to sending an RTS threshold call to the network interface card, the RTS threshold call
having one of a query to determine the RTS threshold and a request to set the RTS threshold;

receiving, by the one of the station and the access point, the maximum number of

transmission attempts of a frame in response to sending a short retry limit call to the network



MPDU or MSDU shall be terminated in response to sending a max receive lifetime call to the network
interface card, the max receive lifetime call having oreé?oof a query to determine the elapsed time and a
request to set the elapsed time; and receiving, by the one of the station and the access point, the 802.11
statistics counters settings in response to sending a counters entry call to the network interface card. 92

57. The meshrddEtRiMeAD I HREY CRAMDEIINGINR) Seesfaf girggitinitdnnine wesithetsfatian and the
access point, the physical medium types supported by the network interface card in response to sending

a supported B rbYudsieccstt thetbieoredwpiinitierface card; receiving, by the one of the station and the
access point, the current regulatory domain the present instance of the physical medium dependent is

supporting in resenEadoSeReibgedfeHE st tph A Aaisceadk teoiRe hetwakintiier fResbetd, the current reg
domain call having one of a query to set the current regulatory domain and a request to set the current

regulatonfemrkioRatdiRpe \GNE fRYNH i 0aH o db e SkatinEn b e aeE Ha% ReRiNto it praeting
temperature range capability of the physical layer in response to sending a temperature range capability

call to thenteefawerdaitientarmgaseydfinit kel mating efectiingderiudhriaaier i by aisamat degeiving,
by the the one of the station and the access point, the current antenna being used to transmit in
responseategesdioge cleny feframiiva call to the network interface card, the current TX antenna call
having one of a query to determine the current transmit antenna and a request to set the current transmt

antenna; receiving, by the one of the station and the access point, the current maximum size of the

MPDU that may be delivered to the PHY layer in response to sending a fragmentation threshold
call to the network interface card, the fragmentation threshold call having one of a query to set
the current maximum size and a request to set the current maximum size;

receiving, by the one of the station and the access point, the maximum transmit MSDU
lifetime value, after which further attempts to transmit the MSDU shall be terminated in response
to sending a max transmit MSDU lifetime call to the network interface card, the max transmit
MSDU lifetime call having one of a query to determine the maximum transmit MSDU lifetime
value and a request to set the maximum transmit MSDU lifetime value;

receiving, by the one of the station and the access point, the elapsed time after the initial
reception of a fragemented MPDU or MSDU after which further attempts to reassemble the
MPDU or MSDU shall be terminated in response to sending a max receive lifetime call to the
network interface card, the max receive lifetime call having one of a query to determine the
elapsed time and a request to set the elapsed time; and

receiving, by the one of the station and the access point, the 802.11 statistics counters

settings in response to sending a counters entry call to the network interface card.



receiving, by the one of the station and the access point, the diversity support value in response to
sending a diversity support call to the network interf card; and receiving, by the one of the station and
the access point, the current antenna being used toaigceive packets in response to sending a current RX
antenna call to the network interface card, the current RX antenna call having one of a query to

determine the cgment amiehRehab@ Pclgmvestfiatretidhiamisie rriepsar.93 59. The method of claim 46
further comprising the steps of: receiving, by the one of the station and the access point, a number of

supported poweredgiviig, anctia@iaosthi QatioHtpaWRT 480 et der shtieaphraRIIRG/peyver levels in
response to sending a supported power levels call to the network interface card; and receiving, by the

one of theysissien aydHbaarerrIHaiRkdleraun eRburSIHEpaMgrdsvpbdRaEPPPNBRtOcaRAIN@ current
TX power level call to the network interface card, the current TX power level call having one of a query to

determingaedifig AU rnesrFicanandit power level and a request to set the current transmit power level. 60. The
method of claim 46 further comprising the steps of: receiving, by the one of the station and the access

point, the time incaYiRIPSEBYNKS dAE BTehpbisicalamedivarcpgaiantHe ehangectiormdneddishihannel to
the second channel in response to sending a hop time call to the network interface card; receiving, by the

network imkepireentavistatite efitherhshranalgainbesinde fie gusaYingUiprishyrisietiRéesyindesizer to the
one of the station and the access point in response to sending a current channel number call to the
network igiedace:gaumiiecairte mchamgknnmiatecalid, the current reg domain call having one of a
query to set the current regulatory domain and a request to set the current regulatory domain; and
receiving, by the one of the station and the access point, the operating temperature range

capability of the physical layer in response to sending a temperature range capability call to the

network interface card.

58.  The method of claim 46 further comprising the steps of:

receiving, by the the one of the station and the access point, the current antenna being
used to transmit in response to sending a current TX antenna call to the network interface card,
the current TX antenna call having one of a query to determine the current transmit antenna and
a request to set the current transmt antenna;

receiving, by the one of the station and the access point, the diversity support value in
response to sending a diversity support call to the network interface card; and

receiving, by the one of the station and the access point, the current antenna being used to
receive packets in response to sending a current RX antenna call to the network interface card,
the current RX antenna call having one of a query to determine the current antenna and a request

to set the current antenna.



having one of a query to set the current channel number and a request to set the current channel

number; receiving, by the one of the station and the agcess point, the maximum time that the transmitter
is permitted to operate on a single channel to the on§ f the station and the access point in response to
receiving a max dwell time call to the network interface card; 94 receiving, the one of the station and the
access point, the current time that the transmitter shall operate on a single channel, as set by the MAC to
the one of the station and the access point in response to receiving a current dwell time call to the

network interfacsgcard Tthersetienbevigimtpeugebhayinsriont eleseperyfto determine the current time
and a request to set the current time; receiving, by the one of the station and the access point, the

current set of patiesngnfienyoingssaaldauer darRhmanageivent eoily, isrusingtefdeisiorse pbadropping
sequence to the one of the station and the access point in response to receiving a current set call to the

network iftgsiassd e thatRenaLstesitssivealinavimgvanefof albweruppoesarponertheduirerisehsf patterns

and a request to set the current set of patterns; providing, by the one of the station and the access point,

the currettt e dheppeysiddolmeelryctdananageneans siterfatd CdYihds using to determine the
hopping sequence to the one of the station and the access point in response to receiving a current

pattern call to thecgieingriyinterdaee teie stittoalane mhoattee saihhavengvost ohasmiepoiredrigimine the
hopping sequence and a request to set the hopping sequence; and providing, by the one of the station
and the daaessopeits taeisyaentrisrdercyowdhHYAll to the network interface card, the current TX

power level call having one of a query to determine the current transmit power level and a

request to set the current transmit power level.

60.  The method of claim 46 further comprising the steps of:

receiving, by the one of the station and the access point, the time in microseconds for the
physical medium dependent to change from the first channel to the second channel in response to
sending a hop time call to the network interface card;

receiving, by the network interface card, the current channel number of the frequency
output by the RF synthesizer to the one of the station and the access point in response to sending
a current channel number call to the network interface card, the current channel number call
having one of a query to set the current channel number and a request to set the current channel
number;

receiving, by the one of the station and the access point, the maximum time that the
transmitter is permitted to operate on a single channel to the one of the station and the access

point in response to receiving a max dwell time call to the network interface card;



LME is using to determine the current channel number to the one of the station and the access point in
response to receiving a current index call to the network interface card, the current index call having one
of a query to determine the current index and a requgoéft to set the current index. 61. The method of claim
46 further comprising the steps of: receiving, by the one of the station and the access point, the current

operating frequescivilpMebMé BTeHAIRE| G aE IREaBRESAFOMNC BHE rRiSinR! tBXehntFesinitee to
sending a current 95 channel call to the network interface card, the current channel call having a query to

determingnghegerRropsiiaip @ HERAE AS ¥ g thEaaUestsarzed te@ EtHEeRitRpeiadift: fecise peyit
receiving, by the one of the station and the access point, the supported clear channel assessment (CCA)

mode in [RFPIHRASROEIH R bRemalifeHURRO GatRlb thdhR MRINAte ifiey ase, eRsdURaRIdIREL by the
one of the station and the access point, the current CCA mode in operation to the one of the station and

the accessrieaiall iIRatésponseta geagding druigt A rmadmeadng dheguesnworkeiniertagesard, the
current CCA mode call having a query to determine the current CCA mode and a request to set the

current Ggpdemode; receiving, by the one of the station and the access point, the current energy detect
threshold being used by the direct sequence spread spectrum physical layer in response to sending a ED

threshold call tortaeivieyvorkiieteraoe tharsiation bid theesitedd paihh) avingiacamyssy dppaeseisine the current
energy detect threshold and a request to set the current energy detect threshold; receiving, by the one of
the statigshgsidainayzedeps peindgtmemaxiinyig (sHh walelacnihe the hopping sequence to the one of
the station and the access point in response to receiving a current set call to the network interface
card, the current set call having one of a query to determine the current set of patterns and a
request to set the current set of patterns;
providing, by the one of the station and the access point, the current pattern the physical
layer layer management entity (PHY LME) is using to determine the hopping sequence to the
one of the station and the access point in response to receiving a current pattern call to the
network interface card, the current pattern call having one of a query to determine the hopping
sequence and a request to set the hopping sequence; and
providing, by the one of the station and the access point, the current index value the PHY
LME is using to determine the current channel number to the one of the station and the access

point in response to receiving a current index call to the network interface card, the current index

call having one of a query to determine the current index and a request to set the current index.

61.  The method of claim 46 further comprising the steps of:
receiving, by the one of the station and the access point, the current operating frequency

channel of the direct sequence spread spectrum physical layer in response to sending a current



timer value in response to sending a CCA watchdog timer max call to the network interface card, the
CCA watchdog timer max call having a query to det(\e§£1ine the maximum CCA watchdog timer value and
a request to set the maximum CCA watchdog timer value; receiving, by the one of the station and the
access point, the maximum CCA watch dog count value in response to sending a CCA watchdog count

max call epdheeneineskHatestaerk aakafdbe @ wtagheachit maK-RAngavine s aveaetmpgtermine the
maximum CCA watchdog count value and a request to set the maximum CCA watchdog count value; 96

receivingirey:the nsheraiey Fretiosapdihe AeRRSS BRMtIHBeUMINYWE B \Twatehdeg timer value to the

one of the station and the access point in response to sending a CCA watchdog timer min call to the

network interface &avehghey@teA Meade stostdie ani thealt bavipgi, aHe duppotteteswanetihenarinimum CCA
watchdog timer value and a request to set the minimum CCA watchdog timer value; receiving, by the one

of the stafigasanenth@ eroesd@Lintedpp Mo HE 4 C@ICHIag sesuTt vallie the asranse to sending a
CCA watchdog count min call to the network interface card, the CCA watchdog count min call having a

query to gatefmoneitbe minimum CCA watchdog count value and a request to set the minimum CCA
watchdog count value. 62. The method of claim 46 further comprising the steps of: receiving, by the one

of the station anddéioiagcepsheaint, éheheegativiomd dmaitedhpoiphybicalilea@rCOAvRLgRiae protocol and
the physical medium dependent support in the present implementation in response to sending a reg
domains gpprpishvaltie cal tf the siativiodndier aeessaicint in response to sending a current CCA
mode call to the network interface card, the current CCA mode call having a query to determine
the current CCA mode and a request to set the current CCA mode;
receiving, by the one of the station and the access point, the current energy detect
threshold being used by the direct sequence spread spectrum physical layer in response to
sending a ED threshold call to the network interface card, the ED threshold call having a query to
determine the current energy detect threshold and a request to set the current energy detect
threshold,
receiving, by the one of the station and the access point, the maximum CCA watchdog
timer value in response to sending a CCA watchdog timer max call to the network interface card,
the CCA watchdog timer max call having a query to determine the maximum CCA watchdog
timer value and a request to set the maximum CCA watchdog timer value;
receiving, by the one of the station and the access point, the maximum CCA watch dog
count value in response to sending a CCA watchdog count max call to the network interface

card, the CCA wtachdog count max call having a query to determine the maximum CCA

watchdog count value and a request to set the maximum CCA watchdog count value;



63. The method of claim 46 further comprising the steps of: receiving, by the one of the station and the
access point, the supported transmit antenna truth \gaéues in response to sending a supported TX
antenna call to the network interface card, the suppdrted TX antenna call having a query to determine the
supported transmit antenna truth values and a request to set the supported transmit antenna truth

values; receivingsdewihg, @eref dhe statioaanm Wirl aseassepopdinth eheupipatiesh CCalvgatiienga truth
values in response to sending a supported RX antenna call to the network interface card, the 97

supporteg e editenbareadnad i it Stae ke BRlgERIREIBIAtIHRERYEASIRCEING B EEOTA tikthdatyes and a
request to set the supported receive antenna truth values; receiving, by the one of the station and the

access paifitr inenresetoaisl vRiGibrsMesige davdh traloeninveesiisentersantiad adiveristusslestion RX
call to the network interface card, the receive diversity selection call having a query to determine the

receive dieesgitiheeteotionifiuih Celvea@ndoy tRAsIERILR 38 hectpesive siveisiyiselaatioTiauth values;
receiving, by the one of the station and the access point, the supported transmit and receive data rate

values inyagipaogeitncseatliog a supported data rates value call to the network interface card. 64. A
method of communicating between an application and one of a station and an access point comprising

the steps of: reaebdngnPIbthen@ppicdting satioh ahyitigalcasanienst el eiveinbm faiowaidveiognd an
access point driver has in response to sending a query adapter list call to the one of the station and the
access pewit value in response to sending a CCA watchdog count min call to the network interface card,

the CCA watchdog count min call having a query to determine the minimum CCA watchdog

count value and a request to set the minimum CCA watchdog count value.

62.  The method of claim 46 further comprising the steps of:

receiving, by the one of the station and the access point, the regulatory domains the
physical layer convergence protocol and the physical medium dependent support in the present
implementation in response to sending a reg domains support value call to the network interface

card

63.  The method of claim 46 further comprising the steps of:

receiving, by the one of the station and the access point, the supported transmit antenna
truth values in response to sending a supported TX antenna call to the network interface card, the
supported TX antenna call having a query to determine the supported transmit antenna truth
values and a request to set the supported transmit antenna truth values;

receiving, by the one of the station and the access point, the supported receive antenna

truth values in response to sending a supported RX antenna call to the network interface card, the



receiving, by the application, a current BSS description list in response to sending a query BSSID list call
to the one of the station and the access point; receiving, by the application, an 802.1X state on a
particular instance in response to sending an 8021 X state call to the one of the station and the access
point, the 8021X state call having one of query to determine the 802.1X state and a request to set the

802.1X staioieaeRNaniyiheaPpigRiiang &Y. Xdbitensiantaenaiiisinad instavearieinapamse to sending
an 8021X state call to the one of the station and the access point, the 8021X state call having one of

query to defigiming dheqBea loséilterssapporteaqbesttamprinietBRR afutiiers; 98 receiving, by the
application, a status in response to sending a send 8021X pkt call to the one of the station and the

access point; reeeyivieigbytie apeliatiertdreadhntasaedies poirksprnsedosendnmaseeagiva upcall call
to the one of the station and the access point; and receiving, by the application, an indication of an

adapter'siexistanes in respeseosersfinginditceReckepsitipie Roal ih ehonetwbiRaritafie aand the access
point. 65. The method of claim 64 further comprising the step of: receiving, by the application, one of an

error code@ivealivedity dideoinecilimeesnyasgidey aeoctitrtnindisrssosiatal balidiotbeatonu@d. The
method of claim 64 further comprising the steps of: receiving, by the application, an authentication

responsevtiines aut albguistrasaanise rirepeNaivig sty seldigiohoativn sseonse time out call to the one of the
station and the access point, the authentication response time out call having one of a query to
determine the argbwoticatigrthe one of the station and the access point, the supported transmit and

receive data rate values in response to sending a supported data rates value call to the network

interface card.

64. A method of communicating between an application and one of a station and an
access point comprising the steps of:

receiving, by the application, a list of virtual adapters that one of a station driver and an
access point driver has in response to sending a query adapter list call to the one of the station
and the access point;

receiving, by the application, a current BSS description list in response to sending a query
BSSID list call to the one of the station and the access point;

receiving, by the application, an 802.1X state on a particular instance in response to
sending an 8021X state call to the one of the station and the access point, the 8021X state call
having one of query to determine the 802.1X state and a request to set the 802.1X state;

receiving, by the application, 802.1X filters on a particular instance in response to
sending an 8021X state call to the one of the station and the access point, the 8021X state call

having one of query to determine the 802.1X filters and a request to set the 802.1X filters;



response time out value and a request to set the authentication response time out value; receiving, by the
application, a privacy option implemented truth value_in response to sending a privacy option
implemented call to the one of the station and the ac%gss point; receiving, by the application, a desired
service set ID in response to sending a desired SSID call to the one of the station and the access point,

the desired SSIRgalihgvbyaangopficatitic sy siatdeiardipentdraslesitRagsesvitesoet bo madal reauest to set
the desired service set ID; receiving, by the application, a desired BSS type in response to sending a

desired Bp& dy et caltitth el ene ettee sation and the access point, the desired BSS call having one of a
guery to determine the desired BSS type and a request to set the desired BSS type; 99 receiving, by the

application, an asss10iatODy ERPYHR 408, APcHRIHEIMIgsRPNIsRipoas dIRendmasseeiationgegponse time
out call to the one of the station and the access point, the association response time out call having one

of a queryalptgeterongoftiie assptiahantieapaseoimendit value and a request to set the association
response time out value; 67. The method of claim 66 further comprising the steps of: receiving, by the

application, a lagicdisasgasiatioagskhaarbanh andasamssieithealnst disassncidteb§iationttn response to
sending a disassociated peer call to the one of the station and the access point; receiving, by the

applicatieenditgst cetheapicntian kearahand s addoasmotiibadssss gemythenticated station in response
to sending a deauthenticated peer call to the one of the station and the access point; and receiving, by

the application, a last authentication failure reason and an address of the last
65.  The method of claim 64 further comprising the step of:
receiving, by the application, one of an error code and a media disconnect in response to

sending a disassociate call to the station;

66.  The method of claim 64 further comprising the steps of:

receiving, by the application, an authentication response time out value in response to
sending an authentication response time out call to the one of the station and the access point, the
authentication response time out call having one of a query to determine the authentication
response time out value and a request to set the authentication response time out value;

receiving, by the application, a privacy option implemented truth value in response to
sending a privacy option implemented call to the one of the station and the access point;

receiving, by the application, a desired service set ID in response to sending a desired
SSID call to the one of the station and the access point, the desired SSID call having one of a
query to determine the desired service set ID and a request to set the desired service set ID;

receiving, by the application, a desired BSS type in response to sending a desired BSS
type call to the one of the station and the access point, the desired BSS call having one of a query

to determine the desired BSS type and a request to set the desired BSS type;



station for which authentication failed in response to sending an authentication failure peer call to the one
of the station and the access point. 68. The method % claim 64 further comprising the steps of: receiving,
by the application, a list of authentication algorithms and states in response to sending a authentication
algorithm call to the one of the station and the access point, the authentication algorithm call having one

of a query to detegannegthsy ikt applicaabricatiassoelapthetpand threstatasadrerégspipstity set the states
of the list of authentication algorithms; 100 receiving, by the application, an indication that a default WEP

key value@idmererifisstitivex fpsheemrhanaed o rspASE liksenrina i \WEBcdefapbikeyhealue call to

the one of the station and the access point; receiving, by the application, a list of WEP key mappings in

response;teosRilingeap s tikRyolnaRNiRgeaY 6adle £66ep) tbeisiaiitineaind tsoartrRpsepbhsthe WEP
key mapping call having one of a query to determine the list of WEP key mappings and a request to set a

WEP mappingiel & wpaeifiecbindexio eaaivingstuidhienappheasionne putedydnvoked truth value in
response to sending a privacy invoked call to the one of the station and the access point, the privacy

invoked call having one of a query to set the privacy invoked truth value and a request to set the privacy
invoked truth value; receiving, by the application, a WEP default key ID in response to sending a WEP
default key callgp.the The mttheusiatiRinasd therrecesspieint sk pietault key call having one of a

guery to determine the WEP default key and a request to set the WEP default key value;

receiving, by the application, a last disassociation reason and an address of the last
disassociated station in response to sending a disassociated peer call to the one of the station and
the access point;

receiving, by the application, a last deauthentication reason and an address of the last
deauthenticated station in response to sending a deauthenticated peer call to the one of the station
and the access point; and

receiving, by the application, a last authentication failure reason and an address of the last

station for which authentication failed in response to sending an authentication failure peer call

to the one of the station and the access point.

68.  The method of claim 64 further comprising the steps of:

receiving, by the application, a list of authentication algorithms and states in response to
sending a authentication algorithm call to the one of the station and the access point, the
authentication algorithm call having one of a query to determine the list of authentication

algorithms and the states and a request to set the states of the list of authentication algorithms;



receiving, by the application, a WEP key mapping length in response to sending a WEP key mapping
length call to the one of the station and the access point, the WEP key mapping length call having one of
a query to set the WEP key mapping length and a reqiuest to set the WEP ley mapping length; receiving,
by the application, an exclude unencrypted truth value in response to sending an exclude unencrypted

call to the one ofethe/stglinn MaGHPARERSarPRiIticdhenaxatudgfanrnoBPIey Gallbavingpengiaf a query to
set the exclude unencrypted truth value and a request to set the exclude unencrypted truth value; and

101 receividu s e RPRASGAP T RIPORE a3 CIARACOWE NdFanR G (alserdinthand/é&e exgleded count
call to the one of the station and the access point. 69. The method of claim 64 further comprising the

steps of: seeRivid 1y Hiesapplaation, a disassociate notification truth value in response to sending a
disassociate notification truth value call to the one of the station and the access point, the disassociate

notification truthry@leneglbpendngsinaedre guerytovdEreEninRipmgisaseosiate akfidaiipa wEh value
and a request to set the disassociate truth value; receiving, by the application, a deauthenticate

notificatiaprutippaiyedl tesnoose 40 tirenaing ardeay thsrtic ptan otioatim keythajgdusy call to the one of
the station and the access point, the deauthenticate notification truth value call having one of a query to

determinpsdliag deewhe gtieaieo@dibiaaiimtheiit\sivermies regipesidaset kquisatdheniivagptruth value;
and receiving, by the application, an authenticate fail notification truth value in response to sending a
authentioat ftgratifigasivhcdutissalue call to the one of the station and the access
receiving, by the application, a privacy invoked truth value in response to sending a
privacy invoked call to the one of the station and the access point, the privacy invoked call
having one of a query to set the privacy invoked truth value and a request to set the privacy
invoked truth value;
receiving, by the application, a WEP default key ID in response to sending a WEP default
key call to the one of the station and the access point, WEP default key call having one of a
query to determine the WEP default key and a request to set the WEP default key value;
receiving, by the application, a WEP key mapping length in response to sending a WEP
key mapping length call to the one of the station and the access point, the WEP key mapping
length call having one of a query to set the WEP key mapping length and a request to set the
WEP ley mapping length;
receiving, by the application, an exclude unencrypted truth value in response to sending
an exclude unencrypted call to the one of the station and the access point, the exclude

unencrypted call having one of a query to set the exclude unencrypted truth value and a request

to set the exclude unencrypted truth value; and



point, the authenticate fail notification truth value call having one of a query to determine the authenticate
fail notification truth value and a request to set the aythenticate fail truth value. 70. The method of claim
64 further comprising the steps of: receiving, by the lZa{ré‘lr'_lllication, a WEP undecryptable count in response
to sending a WEP undecryptable count call to the one of the station and the access point; and receiving,

by the applicatiqagahinl obynHiigasti aaidie scamRekEnMEi bl TesInse (© seanag\wepoup address

call to the one of the station and the access point, the group address call 102 having one of a query to

determingx#iadist funutifiastad dressemandtionapiRtHs atdsa pefitest to set the multicast address and
row status at a specified index. 71. A method of communicating between an application and one of a

station and an access point comprising the steps of: providing, by the one of the station and the access
point, a list of virtual adapters to the application that one of a station driver and an access point driver has

in response to regeivingie rfe@odadpEn 62t Rathbiosortirigpglibatepspviding, by the one of the station
and the access point, a current BSS description list to the application in response to receiving a query

BSSID list call freseithegpplihatipplipadvitingidystitaaneoaifitistatiom saliéhe repeaseroisinaind@02.1X
state on a particular instance to the application in response to receiving an 8021X state call from the

applicatiendisassviiirgndfibaionerofhthel séaiidnan he atcesstpvdntaddthd Xcibsrpointatparticular
instance to the application in response to receiving an 8021X state call from the application; providing, by
the one afithssstattonctificionocesyd0intar Isiatng tadld agpbicatiotetormine the disassociate
notification truth value and a request to set the disassociate truth value;
receiving, by the application, a deauthenticate notification truth value in response to
sending a deauthenticate notification truth value call to the one of the station and the access
point, the deauthenticate notification truth value call having one of a query to determine the
deauthenticate notification truth value and a request to set the deauthenticate truth value; and
receiving, by the application, an authenticate fail notification truth value in response to
sending a authenticate fail notification truth value call to the one of the station and the access

point, the authenticate fail notification truth value call having one of a query to determine the

authenticate fail notification truth value and a request to set the authenticate fail truth value.

70.  The method of claim 64 further comprising the steps of:

receiving, by the application, a WEP undecryptable count in response to sending a WEP
undecryptable count call to the one of the station and the access point; and

receiving, by the application, a list of multicast addresses and row status in response to

sending a group address call to the one of the station and the access point, the group address call



response to receiving a send 8021X pkt call from the application; providing, by the one of the station and
the access point, upcall information to the applicatiog iE response to receiving a receive upcall call from
the application; and providing, by the one of the stati 9\ and the access point, an indication of an adapter's
existence to the application in response to receiving a check adapter call from the application. 72. The

method afimignond deeieespbRERINGiMRaIReRIVT AHiRiEVidnGss R p6R abiiesi@tosdes toe access

point, one of an error code and a media disconnect to the application in response to receiving a

disassocktatathiftibesiatings 4ad Fhe seetset Dfsdaifled intiesther comprising the steps of: providing, by
the one of the station and the access point, an authentication response time out value to the application

in response to receiving an authentication response time out call from the application; providing, by the
one of the station and the access point, a privacy option implemented truth value to the application in
response to receiving a privacy option implemented call from the application; providing, by the one of the

station and the agcesspaiatheddsrsiceahsaiicearsehdivieriae pphieatanand pspgnsadooieasiving a desired
SSID call from the application; providing, by the one of the station and the access point, a desired BSS

type to thecagpicatieoripresnpmeestepsasteiving a desired BSS type call from the application; and
providing, by the one of the station and the access point, an association response time out value to the
application in respang@dobeaei\dng siitiassatietiondrerpanssstpviaodtisabfidruthadapters to the
application that one of a station driver and an access point driver has in response to receiving a
query adapter list call from the application;
providing, by the one of the station and the access point, a current BSS description list to
the application in response to receiving a query BSSID list call from the application;
providing, by the one of the station and the access point, an 802.1X state on a particular
instance to the application in response to receiving an 8021X state call from the application;
providing, by the one of the station and the access point, 802.1X filters on a particular
instance to the application in response to receiving an 8021X state call from the application;
providing, by the one of the station and the access point, a status to the application in
response to receiving a send 8021 X pkt call from the application;
providing, by the one of the station and the access point, upcall information to the
application in response to receiving a receive upcall call from the application; and

providing, by the one of the station and the access point, an indication of an adapter’s

existence to the application in response to receiving a check adapter call from the application.

72.  The method of claim 71 further comprising the step of:



application. 74. The method of claim 73 further comprising the steps of: providing, by the one of the
station and the access point, a last disassociation regiin and an address of the last disassociated
station to the application in response to receiving a disassociated peer call from the application; 104
providing, by the one of the station and the access point, a last deauthentication reason and an address

of the last deaufiigutifiate @ ptationd @ thigeapniGintion terasReNpEI e, rraifing ardleadheniicatedipeer call
from the application; and providing, by the one of the station and the access point, a last authentication

failure repsqshaad @ROSIEHSALIHR kRShoHREH Atevirigh ikhastnasion fadesktatherapplication in

response to receiving an authentication failure peer call from the application. 75. The method of claim 71
further comprising the steps of: providing, by the one of the station and the access point, a list of

authentication afgorithimg anehsRtdigithe1opplivat@miikspansadpsreceiving an authentication
algorithm call from the application; providing, by the one of the station and the access point, an indication

that a default WhBvigaygy 8lpthebaespreitictitindenh dskeesschangesh iquthendpalicatiospimsesipgnse to
receiving a WEP default key value call from the application; providing, by the one of the station and the

access pointvaistoofhdappl kayichappirgsris ihecagplicgtinauthesieanse espeasiving: aWER keynmapping
call from the application; providing, by the one of the station and the access point, a privacy invoked truth
value to the application;
providing, by the one of the station and the access point, a privacy option implemented
truth value to the application in response to receiving a privacy option implemented call from the
application;
providing, by the one of the station and the access point, a desired service set ID to the
application in response to receiving a desired SSID call from the application;
providing, by the one of the station and the access point, a desired BSS type to the
application in response to receiving a desired BSS type call from the application; and
providing, by the one of the station and the access point, an association response time out

value to the application in response to receiving an association response time out call from the

application.

74.  The method of claim 73 further comprising the steps of:
providing, by the one of the station and the access point, a last disassociation reason and
an address of the last disassociated station to the application in response to receiving a

disassociated peer call from the application;



the application in response to receiving a privacy invoked call from the application; providing, by the one
of the station and the access point, a WEP default k JlD to the application in response to receiving a
WEP default key call from the application; providing, by the one of the station and the access point, a
WEP key mapping length to the application in response to receiving a WEP key mapping length call from

the application; gR%iaiRyidpehddnderane atibe statine andstheoancesaspadalithenaxslereizencrypted
truth value to the application in response to receiving an exclude unencrypted call from the application;

and provighaankMdresooetRé the gtatienRandihrsegressd RRHpaliYdEchaxchspenseaunédsitivy application in
response to receiving a WEP excluded count call from the application. 76. The method of claim 71 further

comprisingdhe&ieeaaf pesp il ifsomitibe R Afdheaftation and the access point, a disassociate
notification truth value to the application in response to receiving a disassociate notification truth value

call from the apmicading; Byariding, ditibetanencinihehsiaiiessatintne RECeshENIbhtidrdRaikenticate
notification truth value to the application in response to receiving a deauthenticate notification truth value

call from i @ppli¢aticuidesd of ehvidirg stayidhaamenedihathtaiieatncriliedeaesspoilhtim avthenticate fail
notification truth value to the application in response to receiving a authenticate fail notification truth value

call from iigsp@pplioatesiving drheuthetiestiohdaiinn g pearrtatirfesrmprésippltbeisteps of:

75.  The method of claim 71 further comprising the steps of:

providing, by the one of the station and the access point, a list of authentication
algorithms and states to the application in response to receiving an authentication algorithm call
from the application;

providing, by the one of the station and the access point, an indication that a default WEP
key value at a specified index has been changed to the application in response to receiving a
WEP default key value call from the application;

providing, by the one of the station and the access point, a list of WEP key mappings to
the application in response to receiving a WEP key mapping call from the application;

providing, by the one of the station and the access point, a privacy invoked truth value to
the application in response to receiving a privacy invoked call from the application;

providing, by the one of the station and the access point, a WEP default key ID to the
application in response to receiving a WEP default key call from the application;

providing, by the one of the station and the access point, a WEP key mapping length to

the application in response to receiving a WEP key mapping length call from the application;



providing, by the one of the station and the access point, a WEP undecryptable count to the application
in response to receiving a WEP undecryptable count@gll from the application; and providing, by the one
of the station and the access point, a list of multicast'addresses and row status to the application in
response to receiving a group address call from the application. 106 78. A method of implementing

802.11 wirelessgrjiagiig Chyr ehEnietionaligtaednenn tenebyeykomerincscri aneneRprbargtation and an
access point comprising the steps of: implementing an authentication service in the one of the station and

the accesalpeif the@ppHEAEBHGAtREHERYIRErEteiVIH AP ERIdMOABRYWDRtICalIfBRandce, an open
system authentication, and a shared key authentication; implementing WEP algorithm functionality in the

one of thgppliséiapanghihe access point, the WEP algorithm functionality including a WEP encryption
procedure, a WEP decryption procedure and a security services management function; implementing a

distributed coorgipgifingUnetianoifetbethe bisdidni airrtacasurrd;pdinplermertirg chutiag sueintatiandunctionality
in the one of the station and the access point; implementing a defragmentation functionality in the one of

the statiogpplichtitd aTee3RinRinG iopEIMEAING RMAG Rt SarvitEfioihe aedpltktioterface card;
implementing a multi-rate support in the network interface card; implementing a timing synchronization

functionality in the network interface card; implementing infrastructure power management functionality in
the network interface
76.  The method of claim 71 further comprising the steps of:
providing, by the one of the station and the access point, a disassociate notification truth
value to the application in response to receiving a disassociate notification truth value call from
the application;
providing, by the one of the station and the access point, a deauthenticate notification
truth value to the application in response to receiving a deauthenticate notification truth value
call from the application; and
providing, by the one of the station and the access point, an authenticate fail notification

truth value to the application in response to receiving a authenticate fail notification truth value

call from the application.

77.  The method of claim 71 further comprising the steps of:

providing, by the one of the station and the access point, a WEP undecryptable count to
the application in response to receiving a WEP undecryptable count call from the application;
and

providing, by the one of the station and the access point, a list of multicast addresses and

row status to the application in response to receiving a group address call from the application.



card; implementing IBSS power management functionality in the network interface card if the network
interface card supports station functionality; and implementing association and reassociation functionality
in the one of the station and the access point. 107 79. The method of claim 78 wherein the step of
implementing the distributed coordination function in the network interface card comprises the steps of:
implementing a net allocation vector function; implementing an interframe space, usage, and timing
functionality; implementing a random backoff functionality; implementing a distributed coordination

function accessgocegnifetoPEMAPIERG:AtRNF0rM DackoRk RPEREtHR IRMETIROHAN Y ©RONEE a
procedures and retransmit limits; implementing a request to send and clear to send procedure;

implemengngoakdinegacedi B khtr ansfer dutaigmatityaimeiess olnaenipasgdgant srpdapiticast MPDU
transfer functionality; implementing a MAC level acknowledgement functionality; and implementing a

duplicate detectipplRpttetiseruesthuneicatialiterSiteihghmetiaast efeciaitivd Sridthescenponingtibe step of
implementing a CF- pollable functionality in the network interface card if the network interface card
supports gfedipficitioatiRaliy/including providing an authentication service, an open system
authentication, and a shared key authentication;
implementing WEP algorithm functionality in the one of the station and the access point,
the WEP algorithm functionality including a WEP encryption procedure, a WEP decryption
procedure and a security services management function;
implementing a distributed coordination function in the network interface card,;
implementing a fragmentation functionality in the one of the station and the access point;
implementing a defragmentation functionality in the one of the station and the access
point;
implementing a MAC data service in the network interface card,
implementing a multi-rate support in the network interface card,;
implementing a timing synchronization functionality in the network interface card,;
implementing infrastructure power management functionality in the network interface
card;
implementing IBSS power management functionality in the network interface card if the
network interface card supports station functionality; and

implementing association and reassociation functionality in the one of the station and the

access point.



81. The method of claim 80 further comprising the steps of implementing receive during contention free
period functionality. 108 82. The method of claim 784§gher comprising the step of implementing a point
coordinator function in the network interface card if the 'network interface card supports access point
functionality. 83. The method of claim 78 further comprising the step of implementing multiple

outstanding MSPYJ supperhisthae eneahiiTe sintiemane dke acaaperRiIimNthéasaetuetk interface card.
84. The method of claim 78 wherein the step of implementing timing synchronization functionality

comprisegotiginteion aintnekem ertingddpe anerfaeneratiompmedans smplementing a probe response
function; implementing TSF synchronization and accuracy functionality; if the network interface card

supports accessmplehintieiionadtl | deHpeMeRteIcrimatRgin an infrastructure network functionality;
implementing infrastructure BSS initialization functionality; if the network interface card supports station

functionality: inmpigreestinedianingdframéngependags BhStinnaeyaoatitisndmplementing passive scanning
functionality; implementing active scanning functionality; implementing independent BSS initialization
functionality; anfinplementing a random backoff functionality;

implementing a distributed coordination function access procedure;

implementing a random backoff procedure;

implementing recovery procedures and retransmit limits;

implementing a request to send and clear to send procedure;

implementing a directed MPDU transfer functionality;

implementing a broadcast and multicast MPDU transfer functionality;

implementing a MAC level acknowledgement functionality; and

implementing a duplicate detection and discovery functionality.

80.  The method of claim 78 further comprising the step of implementing a CF-
pollable functionality in the network interface card if the network interface card supports station

functionality.

81.  The method of claim 80 further comprising the steps of implementing receive

during contention free period functionality.



if the network interface card supports frequency hopping spread spectrum PHY: implementing a hop
synchronization function. 109 85. The method of claim, /8 wherein the step of providing infrastructure
power management comprises the steps of: if the network interface card supports station functionality:
implementing station power management modes functionality; implementing a receive function during

contention free pgriod functiRaRlt)sf tRRe TERl® AR fisheenadispibinmprim@itingtepaee card

supports access point functionality: implementing TIOM transmission functionality; implementing access
point fungtieriphatstcRéAcii PinTine Rrelivk ptdiale dRdurinemeatiPKk sHIE AR SeRS@iponpRmesting
association request transmission capability in the station; implementing reassociation request
transmisgigitcrRipahditylifythe station; implementing disassociation transmission capability in the station;
implementing authentication transmission capability in the station; implementing deauthentication
transmission capability in the station; and implementing data transmission capability in the station. 87.
The method of claim 78 further comprising the steps of: implementing association response transmission

capability in thegg:cesg poinktHoAE B1ENNTS flistsseoiapasipirnetspionicriehiiiiig thel@sieess point;
outstanding MSDU support in the one of the station and the access point and the network

interface card.

84.  The method of claim 78 wherein the step of implementing timing synchronization
functionality comprises the steps of:

implementing a beacon generation function;

implementing a probe response function;

implementing TSF synchronization and accuracy functionality;

if the network interface card supports access point functionality:
implementing timing in an infrastructure network functionality;
implementing infrastructure BSS initialization functionality;

if the network interface card supports station functionality:
implementing timing in an independent BSS functionality;
implementing passive scanning functionality;
implementing active scanning functionality;
implementing independent BSS initialization functionality; and

if the network interface card supports frequency hopping spread spectrum PHY:

implementing a hop synchronization function.



implementing authentication transmission capability in the access point; 110 implementing
deauthentication transmission capability in the access_ point; and implementing data transmission
capability in the access point. 88. The method of claint 78 further comprising the steps of: implementing
probe request transmission capability in the network interface card if the network interface card supports
station functionality; implementing probe response transmission capability in the network interface card,;
implementing beacon transmission capability in the network interface card; implementing ATIM

transmission cagabilityTiRet ARG KIiMte e Gehe it thihadpedvarkitiat aer et erepoererstation
functionality; and implementing RTS, CTS, ACK, and null transmission capability in the network interface

card. 89.maegertbnctompiasay 8 kisesfecomprising the steps of implementing CF-End, CF-End + ACK,
Data + CF-ACK, Data + CF-Poll and Data + CF-ACK + CF-Poll transmission capability in the network

interface card. 9@thEheemetRateffsteitardGlppoes samprigingigiRsteps of: implementing association
request reception capability in the access point; implementing reassociation request reception capability

in the access point; impipraesttogisaRsosiigImigegpicmcapablitvrttitiergeess point; implementing
authentication reception capability in the access point;
implementing a receive function during contention free period functionality;
implementing aging functionality
if the network interface card supports access point functionality:

implementing TIOM transmission functionality;

implementing access point function during CP;

86.  The method of claim 78 further comprising the steps of:
implementing association request transmission capability in the station;
implementing reassociation request transmission capability in the station;
implementing disassociation transmission capability in the station;
implementing authentication transmission capability in the station;
implementing deauthentication transmission capability in the station; and

implementing data transmission capability in the station.

87.  The method of claim 78 further comprising the steps of:
implementing association response transmission capability in the access point;
implementing disassociation transmission capability in the access point;

implementing authentication transmission capability in the access point;



111 implementing deauthentication reception capability in the access point; and implementing data
reception capability in the access point. 91. The metlir] of claim 78 further comprising the steps of:
implementing association response reception capabi '%8in the station; implementing disassociation
reception capability in the station; implementing authentication reception capability in the station;

implementing deautheqfipfdinentaerasiur-eanaiidy irtmstage oaglit)pleneestag gaiarasgption
capability in the station. 92. The method of claim 78 further comprising the steps of: implementing probe

request reception capghililgrife e desearkrisiaeace eashilipniementitgsiielne response reception
capability in the network interface card; implementing beacon reception capability in the network interface
card; implementing ATIM reception capability in the network interface card if the network interface card
supports station functionality; implementing PS-Poll reception capability in the network interface card if

the network int@gace qawdraetppeds kationsfneheonaivsrantyimplaeaeiing RTS, CTS, ACK, and null
reception capability in the network interface card. 112 93. The method of claim 92 further comprising the

steps of implementing fafpilemdntinl grolsk vefGdst PRatamisSibnAgitb Miajanttkemealbanthiddtaetcaid-ACK +
CF-Poll reception
if the network interface card supports station functionality;
implementing probe response transmission capability in the network interface
card;
implementing beacon transmission capability in the network interface card;
implementing ATIM transmission capability in the network interface card if the
network interface card supports station functionality; and

implementing RTS, CTS, ACK, and null transmission capability in the network

interface card.

89.  The method of claim 88 further comprising the steps of implementing CF-End,
CF-End + ACK, Data + CF-ACK, Data + CF-Poll and Data + CF-ACK + CF-Poll transmission

capability in the network interface card.

90.  The method of claim 78 further comprising the steps of:
implementing association request reception capability in the access point;
implementing reassociation request reception capability in the access point;
implementing disassociation reception capability in the access point;

implementing authentication reception capability in the access point;



capability in the network interface card.

91.

92.

111

implementing deauthentication reception capability in the access point; and

implementing data reception capability in the access point.

The method of claim 78 further comprising the steps of:
implementing association response reception capability in the station;
implementing disassociation reception capability in the station;
implementing authentication reception capability in the station;
implementing deauthentication reception capability in the station; and

implementing data reception capability in the station.

The method of claim 78 further comprising the steps of:

implementing probe request reception capability in the network interface card;
implementing probe response reception capability in the network interface card;
implementing beacon reception capability in the network interface card,;

implementing ATIM reception capability in the network interface card if the

network interface card supports station functionality;

implementing PS-Poll reception capability in the network interface card if the

network interface card supports station functionality; and

interface card.

implementing RTS, CTS, ACK, and null reception capability in the network



112

93.  The method of claim 92 further comprising the steps of implementing CF-End,
CF-End + ACK, Data + CF-ACK, Data + CF-Poll and Data + CF-ACK + CF-Poll reception

capability in the network interface card.



