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WO 96/ 18253 SECURI TY SYSTEM FOR | NTERCONNECTED COVPUTER NETWORKS FI ELD OF
_THE | NVENT hidlod/fdspr €sent  invention relates to a securitypgyaisosnr2er
Preventing unauthorized conmmunications between one conputer network and
andt her conputer 5 net wor k and nore specifically for -preventing
unaut hori zed access to a private conputer network froma public conputer
network such as the Internet. BACKGROUND OF THE | NVENTI ON Recent

devel opnents in technol ogy have nmade 10 access easier to publicly
avai | abl e conputer networks,. such as the- Internet. - The exchange of

i nf or mat.i on between private conputer networks and users attached to the

I nternet presents a. challenge to protect information | ocated on such

“ private networks from 15 . unauthorized access by outside Internet
users, and from unauthquzed S STfﬁlgaﬁe users to the
out si de. - For exanpl e, ATEREH E%%imgggpﬁggk-for t he sane
entity nmay need to have ACCESS "t0 shield such

i nformati on from 20 di scl.osur ' ied Ghar r ently, accounts
have publicized the vulnerability of even the Pentagon's conputer system
to break-ins by public |FRerREeseREr LN¥RAML OMS re'lérgte?ékeﬁg "a sggurity.
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have branches I'h varirous parts of
may contain aa(pn#iu@rcomputer network such as the Internet.

BACKGROUND OF THE INVENTION
Recent developments in.technology'have made
10 = access easier to publicly available computer networks,.
such as the Internet. The exchange' of information
. between private computer networks and users attached
tc the Internet presents a challenge to protect
information located on such private networks from
15 _ unauthorized"acéess by outside Internét users, and
from unauthorized export' by private wusers to the
outside. Fér example, a group of private users who
work for the. same entity may need to have access to
common data but desire to shield such information from
20 disclosure to outsiders. Recgntiy, accounts have
publicized the vulnerability of even the Pentagon's
computer system to break-ins by public Internet - users
known as “crackers." In breaking into private
computer networks, crackers have been able to erase
25 files or disks, cancel programs, retrieve sensitive
. information anﬁ  even introduce computer viruses,
Trojan horses and/or - worms into those private
networks. | o
Another related problem is security among
30 related private computer hétworks. For exaﬁplé,'many



network and each of these local conputer networks are interconnected in a -
conpany-w de conputer network. It 5 is desirable in the use of such  °
conput er rebwensesst o prevent .unauthorized access to. onercwnmwmmuwslocal
comput er networks from another of the |ocal conputer networks. For

comruni cati on on the Internet; the 10 ~protocol suite Transm ssion
Control Protocol /I nternet- Protocol - (FJCP/ 1 P) provi des . a

standardi zed comuni cation format between nodes on a conputer network

and between conputer networks This protopcol syite is_used_in an
among private d&ﬁﬁﬂ%ﬁeEShav%mpﬁBFEQE g cﬂﬁ?a §ﬁg§? 6t

networks are off&n ¢ouegy! 0 OEhEh pbrnat:a Cmayut eontatiwor ks, Qnmiutaeg: in a
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organi zati on ofptérembnpunguthgrbredk 2eCeSThe ¥R i voRe cBﬁqu@P neQfAk of
Zét 1 pRewolrikst hersf Mt id 6austhd | 166al 0 dumpitiear ed
or erased or place viruses, Trojan horses, or worns into. nodes contained in
t hat network. F##%%R%k%onputer networ ks cone in all formns and are put to

. Many pur poses.

anot her 25

ron1a I'ocal area networ i n one

There arpoﬂ@&tuhuﬁﬁd‘:dtiﬁn onceﬁpuualtermett\wrtkte whi ch-

post i ng, ther e BERESRRLceuity conpnPareRsblon e L Zhe ReR (IR T

scientific resamuﬁnmmﬁornaﬂﬂ@ﬁ/nﬂkithepeoandeprlvat% coms&andardinesy

net wor ks mhlch

The future pron1ses

{%?%r|n fg@ﬁh%tybé¥QEéH(““6§5§ryon'”Eor@@d#yf

even npre connectivit to co

net wor ks throug?ﬁmhkrrééﬁarh%‘me% EBMBULEri ARF © CRRRS" § Pr°t°°°1

15

suite is used inside and among private computer -

' networks, as well. Pr1vate ;omputer - networks are

often linked to other private computer networks, such

as in a company where multiple user groups exist in

the organization with corresponding multiple computer

‘networks. The risk of break-ins and computer misuse

20

by one such private network by users of another
private network is also preséﬁt ‘For example, a

dxsgruntled employee work1ng from a local area network

"(LAN) in one organization of the 'bompényh may break

into the private computer network of another
organization with the company and cause files to ‘be

altered or erased or place viruses, Trojan horses, or

worms into nodes ccntained'in that network.
Private computer networks come in all forms

- and ‘are put to many purposes. There are credit card

30

'35

computer networks which ‘direct network traffic  to
banks for authorizations and "transaction_ posting,
there are university computer networks which maintain

‘student or scientific reéearch information, and there

are pr1vate company computer networks which contaln a

variety ‘of proprietary 1nformat10n.'”’ The future-’
promises to bring even_more connect1v1ty 'to computer -

(



television and- nultinmedia services. Providing a security system
agai nst brwa®s/igssso-cal l ed crackers will be equally inport RET/VWSOFREShone - .
computer user. 5 Presently known security systens have

often proven-either to be ineffective in preventing breach of the private
conputer netwdrk, or have severely liynted access to

conmuni cati on se’rvi -ces for comruni cating with other netvvor ks. In
general, 10 exi sting security s%st e di sable cert cr tﬂglﬁll
conmuni cati on sBREWEEESphRAUFR HBUE B SM%r RS, CRAPY gfd‘rﬁﬁ b

connection witheetBeishibher naid muthimendat andervivesni caProviding viges
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di sabl ed, st of the onmuni cat e conput er
networks i's |psoyen| easwﬁhﬁf the Qe | Waﬁéfeﬁ§ﬂ-mr I T PHEBRP§19§S|QreaCh

el ectronic mail ,¢E- 1) Yt &CScdmphfer PURS tGork Nt €6 Pethavé UCsevatel
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Even with such limétedansRscessd erkif at | SAMBRRIFRELO0DS - SefV.
private networksmminyeatiay wbeanothmfum@tmxy eadm hyemsrakers fromthe
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ways. = For feening routers have been use
transm ssi on | mporanutoupomunacpfcumaﬁe FErHdoes o dped¥lie SfFASHIto

specific types ggp1ic@tibha8NsUEhSasN¥FileHWRfer fr&&dddmt@tmns by -t heir
© nature fJSO S%¥f€$a @%?é'%&agg g%sgé%égé nk%%&%?n and HTTP, and
terminal  emulation services such as Telnet
applications have been disabled for the sake of
security. - However, when. such services are disabled,
most of the power to communicate with other computer
20 networks..is- lost, leaving the private network with
only basic electronic mail (E-mail) services to the
public Internet. such as. provided by Simple Mail
Transfer Protocol (SMTP) and POP3 applications. - Even .
with such file transfer and emulation services
25 disabled, private networks have not been immune to
breach by crackers from the public Internet or other
private networks. An outsider can obtain headers from
the sendmail and postscript files used in E-mail,
including critical data, to enable entrance into
30 privileged files by mimicking a legitimate user.
éuch-security systems have been implemented in
several ways. For example, Screening_ routers have
been used to limit transmission into and out of a
private'hetwork to specific sites or to specific types
35 of transmissions. However, these limitations by their
: naturé.also severely restrict access to communication



. services with the public Internet or ot her networks. Host - based flremalls

al so known as dual -honed firewalls, provide an additional & gﬁgzﬁgcurjty;,}
by i nt er P¥Q$B283 separ ate conputer system between the 5 private network -’
and the public Internet network. - In .some dual-honmed firewalls;

Internet Protocol (I1P) packet forwarding is disabled, preventingrthe
firewall - fromrouting IP packets_autonatﬂcally according to the addresses.
provi ded. Such dual -honmed firewalls also 10 - provide a special set of
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~ I'n this way, ‘the flreww#?gngﬁ§%# SIESHF?z% %@P ﬁglconnﬁﬁlgg?loﬁg ch
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. private network may_use. an n on to
P ot baco Ee g A0 EP0epERhtQ cokpuras 75R8h beckasn’ the

vate network user- t he
pronpted for therivate ne‘etu@dri‘!es%nd sher RuRKC pdpternete ‘P?‘F‘é%\‘t ﬁé‘n

Sets up a'pipe gl . 8GhYCRBMEAS rzrllrwaqlre,et WOkt aiEwet anElrbbecomd nmmt -and
nonitors t he ~connectron etween the_  po nts ?ﬂ é@%@all -
i dentified witiparket bEQEWAFALBAaRPs hladly (RESYSR ’r‘h%a %

i ncrease the S|€?bﬁﬁrébglﬁgrqpabacngﬁsyaatnmauinnllynaceaséungr&pfm&e

bet ween 25 rivate net I t § Anot her

~ di sadvant age of® ?5%%§ear?Y? rlsgPéR ﬂﬁ#?cbégkgrg&%ggaﬂ§EW%1?g over cone -
t he securigy: de;imf@eoé spelcugllescmmnﬁeTrwsmmiﬂnoFGBFrPé ZPt050dess

to the private £oANO, dd repabky SY; ngslﬁww1. _
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these di sadvantemsunicabet - bkl f USERS | sOBFSARSYI of
_hosts to controleds@ikl C R adlﬁsnu'baﬁt the mmtaelnemonkam's’heosuﬂmex work

fﬁf?h3§ast.gﬁ hgg@g?fﬁge %ﬁgp&glﬁggﬁgpgs%§1cgsen%%@a%hﬁyegﬁ%dth@Preases'
‘15 : pr1vate network. For example, a user on the private
- network may use an appllcatzon such as Telnet to log
on to the host-based firewall system The pr1vate
‘network user is then prompted for the Internet address

of the end-point" The firewall then sets up a pipe.

20 - between the private network user and the end-p01nt and
monitors the - connection between the points. . A .
disadvantage identified with host-based firewalls has
been the continuei heed to increase the size.of the
‘firewall system to support 1ncreased traffic between

25 . the private network and the public Internet network

" Another disadvantage of host-based firewalls is that
crackers need only to overcome the-security defenses
" of a'single'computer_system'iﬁ_order to gain access to
. the private network. ' .

30. . o . Another. firewall system is known as bastion
' hosts, also known as an application level firewall,
'~overcomes-these disadvantages of host-based firewalls

by prov1d1ng a subnetwork of hosts to control traffic -

. in and out of the private network. = The subnetwork can
'35 : . be . expanded by adding - hosts: as capac1ty " need
" increases. With ‘bastion hosts the publlc network is
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5 permtted to access onIy up to an exterior router R2 V\/mIe t he prrvate
.network is d to access only up to an interior router 955}}%?% _
the routersvpgbg&ég%% of proxy hosts are provided which contro Eétl{:[:’(:sess

to various applications available for comunication with the private
and public netwerks. A disadvantage of this systemis that code nust be
specially witten to specify each applicatfon to be allowed through the
subnet work, making changes in application availability 10 = costly and

ti me-consum ng. Resmi&ted SRIVAFERIR PRIYhAIROE? AR eX&@Fion tTowker R2,
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the system Accordingly, I s an object of the present |nvent|on to

~ provide a securi By s’i&téﬂt f‘tﬂt%’b‘rﬂfec PHgefs Rl. 5 Betuween, thefaukers a
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security system can "be constructed o0 stan har dwar e
and sof tware conpensPesifizt RARN raBBlirA§iensttoy %ﬁaeéﬂ-épweédrh*gfmh the

har dware. 25 subnetwof\ﬂ?t ﬁSk:LHBJ eﬁ%ngfest Ko idpAida¥ids éwpaﬁﬂyiflfti‘
security si/stem cont ai ned _ent.i r el hin one unjt and cantrol

therefromIQ furtR8F1¥HPBE: timey ’}?r"\é%’é?ﬂ rM@H‘?Sndl’@aFUaﬁ‘rt&\?edésa the
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netvvork _
15 a private cox_nputet network to another private or

public computer network which provides full
availability of services to the computer networks
while maintaining the private computer network §ecure
from unauthorized access by crackers from the public

20 computer network or other private computer network.

Another object of the present invention is to
provide ansecﬁrity system which can be constructed of
_ available standard hardware " and software components .
. withput.requiring chtly special coding or hardware.

25 . Another object of the invention is to provide
a security system contained entirely within one hnit
and controllable therefrom. '

A further object of the present invention is
to provide a security system which protects Unix and
30 'MVS hosts _connee;ed to the private computer network
from unadthprized access by private network users
connected to the private local area hetwork '(LAN) or
wide area network (WAN). '
_ A stzll further object of the present
35 . invention is to provide a security system having two
o computer motherboards f£or backing up critical network



. subnetwor k mask

6 communi cation I nformation from one ‘conmput er mot her board to

the other. Still another object of the invention is to provide the use of
unrestri CWod6TEM8| P addresses in a 5 private network RGTAIBISAT28S not
limted to the registration procedures of the public | nt er net,

. thereby allowing donain nanmes, .- subnetwork nasks, and TCP/IP netmork/host
nane addresses to be detern1ned |ndepeadently in the private networks. 10
Anot her object of the present invention is to provide a communication

link between \ﬁﬁdéfﬁ secpﬂgogﬁgpyggr neEwemk i Nopki ch Ehmputer
I C “used  for comuni cation inside  the flrst

conput er netwommhhﬁﬁﬁﬁ%ﬁﬂ|%%eﬁh¢ﬁﬂﬁbﬁﬁdentIy fromthe 15 ”'subnetwork
mask which is presentedsgilt herﬂdtmrrf agpjeett hef sependineenbibn IHMVABY OF

| NVENTI ON These - -and_. ot.her t vention, are
accordingly. pnﬂEQﬁ&F?nFQFsﬂﬁﬁw+f QﬁeSLrﬁﬁg?gegéﬁgip BP§§8ﬁfeﬁgln
unaut hori zed cqeivdtsat | aeswoekweewhichst amepunet neliwikednd to sethed

-corrput er net V\D\}J%(?lsoﬁ,yﬁlmve ro@eﬁ(}\é%r ed -tk s?em‘{ﬁ?qﬁ%el ncf’lE5§ﬁ%lérl ty

can -achi e BV dP secur| y sy es a first
'netmorkrnnherumaﬂﬁhrmaZBOWIna ﬁ&mnmm w@mﬂﬁﬂ<sﬁbﬂﬁ§WQ§hr@w§M%h agfch

mot herboard havidigy nﬁb%'m/%%rtf apamadapadEe s Sbs CAUBTbCalERErHihBa the

first and secon ut er net wor ks, respectively. Each network
not her boar d aﬁﬂ@eﬂﬂﬂge Xe&%f%ﬂedﬂ%ﬁ?%?efﬁﬁtY?éh§ferr|ng cormuni cat i ons
30 reqei ved - at Itsmm wWebjetat erffaaee present taventivmwits to

adapter on the _at net wor k nntherbo T fe st be
mat ched and i dETOV ? /ﬂl c?ﬂm“?§ﬁft*ﬁﬁe %?k hﬁgﬁw§g £ang?9é§ ﬂg? q‘
i npl enent thlssaanndtyomystem|nEUwqulynammﬂQﬁnEhSSSubnEtnnrknmmsﬁle

P oront at”ﬂ. Su.g,ylsatpeqsa' udl £ Bl § 98¢ FoReefndFadlestaacdripst
computer network 1is establ1shed 1ndependent1y from the

15  subnetwork mask which is presented at the 1nterface to_
' the second network. o
. _ -
These and other objects of the present
' 1nvent10n are accordlngly provided by a securlty '

20 " device for - prevent1ng unauthorized communlcatlons
" between first computer network and a second computer
network. We ‘have ~ discovered ~“that internetwork

‘security can be achieved by providing a ‘security
system which iﬁcludes a first network motherboard and
© 25 a second network motherboard with each motherboard
having a network interface adapter for communicating
with the first and second compﬁter networks,
‘ respectively. Each network motherboard also has a
_ transfer a@épter-forltransfefringeCOmmunications '
30 - recei§e6 at its own network interface ‘adapter to a
" tfansfer adapter on the other network ‘motherboard.
' The transfer adapters must be ma:ched'and identical.
All of the necessary hardware and software to
_ implement this security system is readily available
.. 35 ffbﬁ“*huitiplé sources and hno special hardware 6r
. ""eofﬁﬁére'ﬁeedfﬁe designed to implement this system.
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7 Conmmuni cati ons recei ved by the - network interface adapters i
nnect ed WO 9%H82S8i rst and second conputer network mot her boddEU§93/07285
Transni ssion -Control . Protocol /Internet Control Protocol (TCP/IP). format or
5 Internet Protocol encapsulated in Internet Packet Exchange,

| P(I1PX), are translated into Internet Packet Exchange (IPX) fornmat
comruni cations for further transm ssion to the network -notherboard.

connected to the other pé@h*n GnPkakibnust € GUBRLwed netgﬁrk tia@ network

respectively. This translation process. renoves E] é)col
| ayer, the subneinberfagsk aérﬂi’t;ﬂré\/eﬁ9§n?ﬁé'e§r| e nkbhe Ff gPa

containing IP heééﬁf:utéf:orﬂéﬂuid}rk lﬂ@thé’rﬂéﬁ'&aﬁatupn'riiﬁﬂéﬁﬁszaﬂd cohtfdl
source address from bel ng_further transmtte oglﬁ I‘-'J/}% er tnetvvork
Routing servi cREOtoce b/ IBtegRet: GPREFA né’mé"r?& S TEESAER %‘év - ®uting
| nformati ons Pr otmaérﬁ&t P) prAtdreds Ramedpsubatdd ot pnol IaRBBneand Packet

I nt er net - Contr ol 55298 I (1 ) I r '

transmtted betv@ ?ﬂ ehe?%?%gl At @%%th%ﬂégg gﬁtg Qg‘t%%%%e Patcrl%lentsfer
adapter of eacEtxchenqerk (IPXer bbarmat mmxmmaﬁmnsne fori gufmanthep
catagram heacer > A0fisfii $8Poh "¢ o the AWK / nfotherbdatd Scifindaranad zed

user of “the onput er net wor kK m obt al ni ng t he
addr esses and th@lQSOtheéoPﬂb%béanngrﬁﬁ?§ﬁcépm9§&@rfe§§§§’%-ch are

necessary f@r dféé’ﬁéctf@ ni cafp g wéﬁsw@ﬂeﬁ Procdde ﬁxﬁwwetmk
The second - network her board _-further ﬂs APl shim soft

and cli ent/serve‘FP%%HV\%(F% Rrotogl AA¥SE¢in SEHITh JASA AP
~and from the secpréventputhe petgdmalbyIw edtwesgrag hedderotonlta ihiimgt IP

network.  Altenialydel yneoDuaatln Lk pLdUdin S0al £ £al beaiged 1

pl ace of, or in warefor perm
conmruni cat i ons. B® source addrgse fcomnbersgwduik tierhsrisasmi tted Ker sets

up a dom'ﬁ namgpd P %We%ss’néego?kwbwm#g Megkrklces: IP packet
forwardxng, and . the: TCP/IP layers Routing Information
Protocol (RIP), Address Resolution Protocol (ARP) and
Internet -C_:ontr'ol'-'_Message Protocol (IéMP) are disabled
from being ‘transmitted between the network interface

20  adapter and the transfer adapter of each network
motherboard. Removal .0of the original IP datagram
headers and dlsabl1ng of rout1ng services inhibits an

unauthorized user of the first or second computer
network f£rom obtaining the IP addresses and the

25 - _corresponding. physical addresses which are necessary
for direct communicétibn with nodes on thé other
network. ' -

The second network . motherboard further

provides API shim software, and client/server software

30 . for permitting communication services to and from the
second computer network by requesting nodes of the
first network. Alternativelf, Dyhamic' Link Library
software can be used in place of, or in addition to
API shim software for permitting such communications.

35 : . The second network motherboard further sets up-
a domain name, IP address, and-a'spbnetwofk mask to



.8 aIIOM/users of the second netmork to find and connect to the second ' -
net wor k The domai n nane, |P.address, and su o
are . |ndegQ%§§ﬁB£gPontthe orlginal -dor@i n name, I P address aggﬁéﬁﬁﬁépagrk 5 jﬂ;
mask whi ch were used at the network interface adapter into the first '
net wor k not herboard. The independence of = the - subnetwork masks -permts
~a-private network |linked to the securltyasystentof the present invention

- to contain as.nmany nodes as desired independent|y of 10 ‘the subnet work
mask whi ch is prsddent afséxs tof phel iseamidnétwodk by tfindcambdconnectk

- not her board. BRLEF |_P | oc agrant'
~of the securi tytgysag??tcg c-gk.g“ %ts%-‘];ﬁl nvenulcé(#agr?d t?ﬂgg?r?g% |Ignl§f'{iue
private and publlfc addeese: @mpwebne«twmkkmasxmemmmmmmE
PREFERRED ENBOD&:){ENBA@m%ribmm ndife, 111 fHERESY ahdVERbhEBuo LR Shown

in FIG- 1. 1In 1 two not her boards 12 and 20 are shown sh arlng a. connDh
pover suppPy 28mask whigh HeeFBakgeso ats tRenBetEeTk, intRRfiace nadapker.

e.g. Internet, Fatorine mtberb@w&ﬂe h6tEeppearad t ane pmaeineneeﬁéerk
10. Alternatlvely, gnthe goag g can Ee connec%ed to anpther private,

conput ef net wor RE" 58 BEtUREEN e BESnCREEPIERe BankttY ﬁnynetVﬂr55
“addi tion, nultipiaked tat eheanséair Pyl sysbemmkatrearpﬂnsenmtmtmﬂmned

i accordance webheobig sl RECHEY ndA a0 R foa Ypabda@hery Bl vk

S a set . of “Irnterconnec ,
addr essabl@ or tbencuibasgtwarkyi mask which cha Rrez®ented ohputtdies, Publgc

workstations,  -hbkGorReERES by YheX sticdHdS MY HRSLINIdRS. di of tal

devi ces, e.g. routers, D | nt ef s cont r.ol ers per i pheral s etc. Mt herboards‘
12, 20 each have a =28 PrITSIL B0 i) 6 and 18, 22,
respectively. 35 : Net mck ]adgabegs a lﬂloand dl&araaf eof nqzth\eoré@cﬁﬁ@f ace

system of the present 1nvent1on and ‘its connectxon to

15 private and publxc Internet computer networks.
DEIAILED_QEECB12I1QH_QE;IHE_EBEEERBED_EMEQDIMENI
~ An embodiment of the‘ present invention is
shown in FIG. 1. In FIG. 1 two motherboards 12 and 20
are shown sharing a common power .supply 28.
20 Motherboard 20 is conneCted to a public network, e.g.
- Internet, 26, while_motherboard_lz is connected to a
private network 10. Alternativeiy, otherboard 20 can
be connected to another pr1vate computer network, 26
e.g. at another branch of the same company _In
25 add1t1on, mu1t1p1e pr1vate and/or publzc networks can'
be 1nterconnected in accordance with the invention.
Each. public or ‘‘private network 'is a set of f
-interconnected nodes, the ~nodes being any common
_ addressable or connectable devices, which can be _
.30 conputers, e.g. workstations, file servers, Unix - or
MVS mainframes or other dlgltal devices, e_g . routers,
. printers, controllers. perlpherals etc. _
_ Motherboards 12, 20 each have ~a pair of
network adapters 14, 16 and 18, 22}_respective1y
.35  Network . ~adapters 14 and Zz‘tare ‘network interface
' 'adapters used to receive and transm1t communzcatlons



L] « . .
adapters used to .receive and transn1t connunlcatlons 9 to and from

p{ivate andwjlyjgssznet works 10 and Net wor kpefipigésursssl 6
ahd 18 are"transfer adaptersused sCeen not herboar ds- 12

and 20.. Transfer adapters 16 and | ) t hernet type or
ARCnet type cards, so long as they are ‘1 de = tched Transfer
adapters 16 and 18 ‘cannot reside on the safhe nDtherboard Each not her board
has standard conponents such as a mcroprocessor. or a hard disk, a random

~access 10 - memtoy, apdefforam| priyage raMlorPuh kier nekeRBkss, 10 5mandy @6deo
card. Further, %@%&é@&%’z@par cbzéasotﬁ Sa@¥Bt8eRanat %daetwrxrepe&ahs@ar

sof t war e, mhlch may , for “exanp -Novel |l Netware (R) or M crosof

NT
~(TM. The use ofaﬁﬂ@ﬁﬁﬁﬁmﬁﬁﬁgrd§’19°QﬂHn253tﬁ &ﬁﬁ?ﬁﬁﬁl&ﬁtﬁ§rb°§M4§l 12ach
otger regFPGS %ﬁﬂgQ%tIOHT&dgférléﬁﬁptetﬁmhsSﬂﬁﬁlﬁsﬁoa%tb@danyprlVate
an pu t wor ks t er nat e two_ngt her.boards can
separate frae- st§ﬁ erget bvRe: OF - A%@E%En§yqﬂn ﬂng SeomCai n°M9 52 %nﬁhﬁﬂm
t he conponents deser iidenticalhoirnd oatdhed?2 2Transfet 28dapkeept Xéor and
conmon power SUpREycgﬁno@e gglﬁé @ﬂaéﬁgmﬁéﬁguﬁéﬂh%?tég ot herboard 20 is

c

preferably a tokén-ring card which conne hrough Touter 24 to conmon
“access provider |ines 56Each1 mothgrbeard dwaserstar@ardncomponginis esudh

dashed |ines) 255" at RucTrB%ro'c@s%Uietor 2a6hé¥d PN a PRI alChyET K.

The software used to bind network interface adapter 22 to the Internet or

other privh@e nePRBPEYpr RASKATaRIhi A2NHE BRAMyOT |highedt i ZOMBIOS nt ardet

TCP/ | P address, andifedbagidor k Fiathdhat eabhOowp thdtboar®et nesk j4ser sws0

to find and attach to_the front .end of the secyrity sys For .exanpl e,
Novel | Netvre (FEPREPSRORES s ORE5atiRe NBULFVaNRs viPACPPTeR) B For
M crosoft NT 3. 5exgémpliecarNdreelli INetBtht® dR)abbrsMicrodtofte (MI S{TMOL).

TCP/ 1P ConneCtitheOuggeotnt@ﬁ”ﬁbtﬂ@?ﬁ&%¥a@35& and 20 ‘in conjunction
15 with each other reduces congestion, CPU usage and
isolates = the private and  public networks.
Alternatively. ‘the two motherboards can be separate
free-standing; computer systems which contain at

minimum the'components described for motherboards 12

20  and 20, -except for common power supply 28.

Network interface adapter 22 of motherboard 20
.is preferably a token-ring card which connects through
router 24 to oomﬁon access provider lines 56K, Tl or
T3 or to other such lines (indicated by dashed lines)

25 to the Internet 26 or other private network. The
software used to bind. network interface adapter 22 to
the Internet or nther private network provides Domain

_Name'Server-information, an Internet TCP/IP éddress.
and a subnetwork mask that allows publio network users

30 to find and attach to the front .end of the securlty
system. For example, Novell Netware (R) Version 3.12
or 4.X and Novell Netware IP (R) or Microsoft NT 3.5+
'(TM) ‘can be utilized to establish a native (dlst1nct)

) TCP/IP connection: to the Internet. The network

35 operating software prov1des services of User Datagram .

' Protocol (UDP) and Transmission Control Protocol (TCP)

This Sheet Has Been Replaced




'35  operati ng- sof t war e provi des servi ces of User Dat agr am Prot ocol (UIISP)I '
and Transmi'ssion Control Protocol :(TCP)" 10 for communications_to and .
fromthe WRPEAHEE or ot her . private netwdrk 26. UDP provi %«5’@%@#’7”? L
connectionl ess * dellvery service.‘ttd send and receive packets from

specific processes bet ween  sendi ng “and rece|V|ng nodes 5 .of. the -
Internet... . TCP adds reliable stream del |]\Rary In addition to the JInternet -
Pr ot ocol ' connecti onl ess packet delivery service. The net wor k

i nt erface adaptercouuﬂxm:tcaﬁ1m héobandl .£2omaytHee intekaatr iony ekhedr an

Et her net. 10 @ﬁ@ carq,q@h ctgut Og
‘network 10, WnPga %ﬁ be el a |l oc ?gagﬁ'g%\%oran %’?E%mggggsa?ea
net wor k (WAN) . deIheeswftmrmwm chobi agnd néﬂ%rReCEhF@rfaééke‘élapﬁéﬁm 14

to the pr'VaEEeEQEW@ rEQeE%@%'@%&wEkﬁn%@ﬁﬁi -4t Fededving kb@eOCO! /
Internet Proto T

services r nnel / encap ated ., IPX
IP(1PX) 5 ser@fckge I“ft@rr‘éﬁmurﬁ(&%t?eﬁs \RFllF'ra gﬁ \Fétr@a%ef%‘kerliom
Appropri ate nepaeikisaft werether Metermet nipardinm huaptesnidctionliess
Novel | Netwar e. %R?‘ g/UItigrot ocqol. _Router (MPR) 20 - sof twar e or Novel |
Netware -(R) VBPEKBH 9e13VEFY45¢TYd&8: in conjunction with ~Novell
Netware |IP (R). Al teTheti veig/l;wcutlher sotexdacef i | cadapver padléagesoéuch

as Merosoft 5
Domai n Nane Sﬁggggﬁbﬁé& ?B %%B @g%n- lr#? abnet ﬁjféwhl ch
are i ndep@nden€agfd @rstamcAREROH FﬁédDmﬁMh W%?%eﬁm 'F(’}‘? IF’a‘GI%i\?%ss.'

and subnetworke+@WBsk 14Selwnfn WA9 B! WREkekntLr {8661 addRl O NI
public side m)tle"lerboard 20 and WhICh ali0 IIovvs prhvate et wor k users to‘
(¥ &é}%’ﬁ(

find 30 and(BANYcR T ¥idR) RERBOREFWIS Kot (WARD pubfPE
Cbnﬂunlcatl0n5b1ﬂa§eluedwobx imt@ofkcei na@apbee aveptes e fpt&nitevate

' network 10 in TEW”SH‘ iﬁ' ptov:.des 'Transmzss:.on Control -

15 ~ Protocol/Internet Protocol (TCP/IP) services or IP
- tunnel/encapsulated IPX = IP(IPX) services for
communication with private network "10. Appropnate

network software for network 1nterface adapter 14 can
* be Novell Netware (R) Multlprotocol Router (MPR)
20 software or Novell Netware (R) Version 3.12 or 4.x
~ uwsed in conjunction with Novell Netware IP "(R).
Alternatively, other software f£file server packaqes
such as Microsoft Windows NTAS 3.5+ can be used. Such
software provides a Domain Name Server, a TCP/IP '
2& address, and a subnetwork mask which are independent
- and distinct . from the Domain Name Server, TCP/IP .
address ' and subnetwork mask used by the network
interface adapter on the. public. side motherboard 20
and which also allows private network users to find
30 .and attach to. motherboard 20 of the publlc network-
side. :
Cbmmunications receiVed by network interface
adapter 14 from private network 10 in Transmission
Control Protocol/Internet'COntrol'?rotdcol'(TCP/IP)
35 ' format or .IP tunnel/encapsulated IPX format IP(IPX)
"+ aré translated into Ipternet Packet Exchange (IFX)
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Control Protocol/lInternet Control Protocol (TCP/IP) 35 format or |IP
tunnel / encNed/8e8d | PX format |IP(I1PX) are translated intBCUPRISATIRS
Packet Exchange (I PX) 11 communi cations for transm ssion by transfer
adapter 16 to transfer adapter 18 of notherboard 20-on the public network
side. -Likewise, communications receivedl by network interface adapter 22
frompublic network 26 in 5 Transm ssi on Control- Prot ocol /I nt ernet

Control Protocol cofheRibBEiohe! Fir tf#nsthbdsidh aayl &treeisfle&t cadar;tff&meis

Packet Exchange (LIPX i catiQ .t ransf er
adapter 18 to 55?%@F%§£gﬂ%ﬁt9ﬁiiﬁ %%tﬂ@ Hafa.gﬂ Pﬁeﬁ&%\ﬁﬁlec
network 10 sidetwofkanshdbloanknwdsbPX knmmnunﬂuaﬁmuns theceipped TP

' t I ; 1
Peotior ! nt orret | BREREsH, 1Bepr2akd ABertet, 0 IR BANAI il AL £OTEA1 "
i nfor mati ons fromtahemtssnnnlcatConsrpdansf@nmm@daiAmnhenﬂ&trmnvﬁnmtnﬁﬂ
i nterface adapt eﬁ?oéggo&heé&'@?ﬂ:‘ir 202Rhe S a2 eaafcﬁdmtél%’ﬂlad g Bi{ii 9

conmands  provi ded wor k o eratlng twar e on eac
not her board are hséaraetdugamh9Qﬂ|E#Qhﬂn9g; IPX}es COMENNiSaAdMNSss £ar

Resol ution.  ProtpsRkmiskABR) . by Roﬂféﬂgferlnfa@fa'ﬁte'ron f¥ ot eeol tAdfdPer and
I nt ernet Control tween network interface adapters

ssage_Protoco
14, 22 and trans?‘glep‘éﬁgp%érg @oﬁhérfgarpe 3e6’ln| ey Prigats fetsorke | p
dat agr am hpmder ssh@é. dlﬁﬂ&ﬁsng;idre Iiggbl ngpPR5 forlm vnremvesl nbhei tl.ﬁpdper
transm ssi on r es SO s ."Media
Access Control" %%dr€§%%%89¥ fng%él V\f’? E'fé] rnelilgl nﬁ fdatc?aﬁ%'és
connected to theh@adeaSe whioor contadiner hieladert henﬁermtkoz;permmrge 1P
softvare 30 UsdslOys NPT lndstlitialich 48Pt saaez.ﬁen PRI defra DESMOTEC o

not her board 20 prOV|des the ability to identify each user entering
mot herboard 20 tht¢pm@pnh§g§1oggdggggsferred between the network
15 1nterface_adapters and_the transfer adapters on each

motherboarad. _ _
| Binding commands provided by the network
. operating- software on each mothetboérd afe used to
disable all routing services such aS'Addréss _

20 Resolution  Protocol  (ARP), Routing  Information
Protocol (RIP) and Infetnet Conttol Message  Protocol
(ICMP) between network interface adapters 14, 22 and
transfer adapters 16 and 18, respectiveiy. Removal of
the IP datagram headers and disabling the routing '

N
.

services inhibits transmission of the physical
addresses (aléo known 'aé "Media Access Control”
addresses for use with Ethernet cards) of devices
connected to the private network.
Preferably, the netwbrk operating software
30 used by network interface adapter 22 on public network
motherboard 20 provides the ability to identify each
'user' entering motherbbar@ 20 with a node address
specific to the user's physical 1location and/or the
- node address of the computer being used to attach.
35 When Ethernet cards .are used for the transfer
aéapters, this information would be preserved. Use



~specific to the user's physical location and/or the node address of the -
conput er bei ng-'used ‘to attach. 35 . Wen Ethernet -cards for
the . tran¥ w&_pters,"',' this .information woul d be prese'rvé’dﬁI 95@9

of the Ethernet ~cards would "allow use of. a node address '

anot her secutity feature -to-inhibit nultiple. :private network
users from accessing notherboard 20 fr1c3m ot her than their specific 5
wor kst ations. However, when ARCnet cards are used.as the  transfer .
adapters thi's ofuneheorlztlwmelt noards awauldblelhsvvtheseloomf acalr gxade

information Woulad g bﬁaa?ﬁr esE g@ﬂferppéég@{.{ _f%(%l’t%l‘Pel ntgéfaclqﬂﬁm{gs |

(APl 10 shlni brarr.es are used to permt
users from prmuhteplaetmprkvate -t oetwork t@lstﬁ;tsnertﬁc;ﬁ'u AFCEsFing

further comminysahionoapist by kb6nl Belcknan Bneall Wperadi@ L' s provide an

al ternative nmechani sm or 'passing execut abl e code -bet weepn-the 15 prlvate
net wor k de¥ice ‘R‘hﬁlﬁﬁt%lanélﬂ eHOWRYI8&t dfhen AR ﬁ‘&tth d2T80 URRA: RS

functions - as aif:ﬁérVEEansﬁlérapﬂbaﬁtelrQnS o sf i Imdtﬁmnmmmg no hlﬁehe
Internet. Use-of cp cial API DLL' uc W al nt
Vorai on 1. Tx(TAYSSLRBLE Ay the. HUdE FHdzess SpRirmafioh HORIS. MO B

transfer adapt epsesépvednd 18 aI lows transfer. of executable code reqw Ted

to execute tthe appli catA ghéggggﬁgbl}gél}g%qn%gﬁfl p] % %{?oqtaurtthe API

shimor DLL used to pass®exXxecu A5 Sar her
“client/seter shimsiror iBynambe Limkh Liracies VEDRLES)TMIE @‘e‘?ﬁeltIO

University CELLO, £IM , 888k tf?BﬁW&@vﬂ@%’é@%aﬁ&M ,10Peg;%suqlEMAI led TM. -

to provide Inte net servi ces \%;I vat e . network y: .the v@fbl I C
net wor k not her HBRfRepboarg; §°al fBRs GuEthedy H?é“‘%‘@lcatﬁp‘\/at"é%t % to
use full | nternﬁﬁté@ﬁétcesmcrsmnﬁ henénplalisorppswideokn aleleretatives| net

3270,  Tel net -mechanlsm for pass1ng executable code between the _

15 private network dev1ce known as a client workstat1on
to motherboard 20 which functlons as -a  server - for
applications or files commun1cat1ng w1th the Internet
Use of commercial API shlms and DLL' s such as Winsock
Complaint Version l.lx (TM) series and the IPX ODI

20 - connection between the transfer adapters 16 and 18
| dllows transfer of executable code requlred to execute
the appllcat1ons from motherboard 20 _
" In addition to the 'API shzm or DLL used to
.pass executable code to motherboard 20, further
25 client/server software 1is used such .as' NCSA Mosalc
| (TM), Cornell Un1vers1ty' CELLO (TM), Amer1tech/NOTIS
WINGOPHER (TM), Pegasus EMAIL (TM) to. prov1de Internet,
services to private ‘network . users by the _publlc.
_ network motherboard 20. This allows users on the
.30  private network to use ‘full Internet services such as
the emulation protocols':Telnet, Telnet 3270, Telnet
5250, and the tramsfer protocols HTTP, FTP, TFTP,
‘anonymous FTP, SMTP, and POPE;--to- view .thé public
Internett However, such olient/server'software on '

35 . 'motherboard - Zd would not permit 'the unauthorited

prlvate network user on a LAN or WAN to access Unix
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5250, and the . transfer protocols HITP, FTP, TFTP, anonynmous FTP,
SMIP, .andyw/ddhesst 0 view the public Internet. However, -sUuPCE/USIS07285

¢l ient/server software on 35 not herboard 20 would not pernmt - the
unaut hori zed private network user on a LAN or WAN to access Unix 13 (R),
or WS (R or VWM (R nainfranme hosts opgthe private net wor k because
hi-gher | evel emul ation services such as Tel net V\/m ch are necessary to

th di sabl ed t t d
Prof erably. adai @ona®tsoliRar ] s G ovfties 20y ABLRSHBAR, JU35° 90 offhe
i ncl udes - virus prSipraEeEni nge ot kexabecausen Wﬁﬂarelevqiassmud-atlon
software, — which fv%rﬂ%%/%&éhpgge étﬁl%éqodlﬁfchna'}%t Vﬁ&s?&f’}" t¥ R¥cess

scanni ng user arﬁf I SO accoun nown X : passwor_ ds and
al | ows encrypti dihem ;ane dmkeéowm%nf6:an5iﬁacﬁﬂeeterﬁollﬁs@m 3fs;

security . gand  access gudéds 8NP0 f&&ﬁiﬁio%'lckofﬂﬂ% aigli progiaka on
specific users and workstations as wel | rectorgrand file access or& t he

publ i ¢ network dMatherRpEd sc? %rdﬂ’d& 1’5”‘: udes, yELFYA  SHEERDIRT
simlarly - conféﬁﬁﬁ-ggu@ecursbytaefuces passwiyd wor isfewrapes. which

Preferably, softwarée that allows sinultaneous encr an on
sessi ons guch a§ % aﬁ%?’btelqnﬁst%? 3 ohnm%{ﬁgrgggrdgfgggggg'rygy
For interconnecidammimf used tanqd esuperviser accpubtscfoonpopwn weakor ks a -

it t t ' t
Securnt, ST LR ol I Shent SR, pue dobe ot
three conputer rfstwor iaagtd vieo bEOZQFStaﬁchontha s@ng | t pCEPSSem

as enbodi ed in K c};Jufg’:mstaft:ialai‘@;ed WPt ¥R enR oWt Buaet vRgk do %@éc&&@.l& of
t he second and tah

uter netwarks. An e | e of_ .how,the prese

i nvention can béﬁﬁﬁﬁi?% dﬁﬂ&ﬁ?ﬁiﬁﬁﬂﬂﬁcﬁﬁlBﬁgﬂge?ﬁegﬁqﬁ%§%ﬁlv%?é %Gle

network and thecdddldf tHelRibkic néiwerkpsbdent angd also provides
| 15 . encryption between similarly configured secﬁrity
services on user workstations. Preferably, -software
that allows simultaneous encryption and nonencryption
sessions 'such as PGP would also be installed on

motherboard 20. - . | _

20 . For interconnection of multiple private or
public computer networks . a security system according
to the present iqvention should _be' provided at the
interface between each pair of computer networks. For
example, when three computer networks are to be

25  interconnected, a security system as embodied in FIG.

"1 can be placed between private network 10 and each of
the second and third computer netwofks,
 An example of how the present invention can be
" ‘used to direct communications begween'the private

30 'hetwoik and the public Internet while. preventing

public .Internet'f users from obtaining critical

~ addressing information necessary to communicate -
directly with workstations of the private. network is

- as folloﬁs. Network interface adapter 14 of private

35 network motherboard 12  receives a communication in
TCP/IP~ format from a_ workstation on . the private



~public- Internet users from obtaining. -critical addressing
information. . necessary . to  communicate directly with kst.at i
the privaWO9%d82Br Kk is as fol l ows. Network.interface adap}tl\gr
35 networ k nmotherboard 12 receives a conmunication in TCP/IP format -~
froma workstation on the private - 14 network 10 requesti-ng | nt er net.
access services. Internet access serwices such -as. Tel net enul ation
protocols, file transfer protocols such as FTP, TFTP, and E- mai | services, .
e.g. SMIP are pnetwdeH byl® remwesdingr dIngernes - VRFRESSit | RRXVigemect ed

(to the: privale,peigrl Lopough g8rdRkesshismotr Be wasled s dillidbion by

nmot herboard 12 % interface between transfer ada ters 16 and
18. The out goi rprebedabscatfiide Hesansfer p50FEEC1S Suchid®®sETP WEHF -

identifies  “thgagqveLigalat serzcwﬂl cl.gri sm@t ade tﬂt@v1@@ﬂ%¥ cat l on and
an | P . destlnatlon addregs .which identi et.wor k
IS

apt er
14, The 3 commetRerPBArY; s 20 [ %R a¥ed Stﬁgdonlsnt ecr‘?'ﬂe‘fe% i Fé}Fge. o
(IPX) format foprivesesinttworid othbough an tARDSfsirim adaptDLL ﬁﬁxcbn is

mot her board 12 ig Ebf ur#hg:\g\tortt IQ% S’-J‘fh i tégpgug{‘ adgapt ery rft%){gﬁé&’bl ic

net wor k ot her bo% e ‘conmunr cati on nto or mat
renoves- the dregreeh ttﬁ’nsﬁeuredapaﬁdsdéét andt 18n addresses fromthe

communi cation. In 20 . ﬂgdbﬁtgamgakbmfn%&b%%%ﬁrYx' aSCanSUe sturt@, RIP

and |CWP are disabl ed nmot her boar ds, preventing.the .

transmi sstbn - #AAFes$i ng'hifeit esl%ﬂ‘bhf’r?—%k I@%ddr"@:fé@éza(ﬁl%rks‘th&tq'bns |

ngnect ed to tF@rp@m%edneéﬂ@rledmﬁ&ni@etioﬁorémpcml P plasEtidation
addr esses.

conmuni cat.i on f.romth r|vate
net wor k does no"!é %Wde gdﬁéesspﬁﬁggg gmaf‘?&ﬁ" i'cﬁ'\%ﬁﬁlfd @nalﬁ%@p
Internet users 140 CThengommenichtiot| yis wittansimtest atiinds Imtertm

prlvate netmnrk?acket Exchange (IPX) format for transmission to the
1 ‘transfer - adapter '16 on motherboard _12 -for further.
transmission to ttansfér:adapfef 18 of public network
"motherbﬁard 20. Translation of the communication into
IPX format removes the original 1IP ~ source and
destination addresses from the communication. 1In
20 addition, all routlng services such as ARP, RIP and
' ICMP  are disabled between ' the two. motherboardst.
preventing the. transmission. of routing updates which
‘link IP addresses of workstations .connected to the
private netWo:k with their corresponding physical
25  addresses. " in ° this way, the .outgoing . comﬁunication
,from the private network does not provide addresszng

[y ]

information which would_ enable pubhc Internet users
to - communicate directly with workstations on the
- private network: ' ' B '

'30 B : Motherboard 20 r'eceives_-.thé---I’PX 'commdnication
“ through transfer adapter is-énd'retranslates it intd:a
- TCP/IP format communication having TCP/IP source

address, a8 subnetwork mask and a ‘Domain 'Name - wh1ch.-
identifies network interface adapter 22 as the origin.

.35 ° of the communication. ‘The c_ommumcatmn,. prior to

' exiting motherboard 20 must  pass through 'addition:al

at ks of .
_%slvate
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30 - thherboard 20 receives the I PX connunlcatlon t hr ou h

tyr ansfer 3WAPEEI25A8 and retranslates it into a TCP/IP  for nRCT/US

conmmuni cation having a TCP/IP. source address, a subnetwork mask and a
Domai n Nanme which identifies network interface adapter 22 .as the orlgln 35
of the conmunication. - The communicatbon, . prior to; exiting

not her board 20 nust pass through additional 15 security software, e.qg.

password controfec®fi 6£Ce0iFkWwate] @OEESPpasEdbirdaldont roll)1€orCHEBIT A | ON
is ‘then transmtted to the Internet netm&ék and the response i, s amalted by
not her board 20. an‘%’\heﬁ‘:&eﬁéspcﬁﬁi are: Bei RAIMUR AR oy 520 €

transl ates thehtfﬁsmﬁsetédorﬂoTCPAé P Ihteraiethanétivot R ][d?x& faléeatrewblnGseb y
transmts it throu e trans adapt.er ac
to notherboar d*® %EP Eiﬁ?ﬁ% %%EsggﬂEggd %urthePePr§n§%§P8§ *théS r esponse

- back into STCP/ I redeived, fmptnerboagdnﬁuhltaaneﬂatbacwhacmepponaeefnumvwwk
10. The ori gl-ﬂﬁl/if %3'%1%% aggcge g.i%at kﬁ| 3 trﬁ?egnhr %éﬂﬁnﬂ:@' |1q:

net wor k Fesponse are kew se.renoved In t atlon process.

Routing  ser w@é"é’“gfar Erannter (eSaPtes 4B | BRokRRRYFRAIN ARARERE, Lbhus

preventing ‘15 padiie tbr anpetkéivGardf 1rzoutlnetnaesataea V\ztuchfulr'twé: P
addresses of devices, connected to the het wor

cor r espondi.ng thaRg kakes %Rﬁe%%igpnseTﬂﬁgk PHE°|F58658 éSﬁWﬂﬁlé&Flon from
t he publ i1® net wymmniasa tidn pr taictte atlolr egaiivatienf ongtibeR t AL@Nabl ghe

private 20 ef. S t ate mreml th'
wor kst ati ons %H£Q%é§l F#v P rﬁ%ﬂéhQKdgggnﬁ gﬁps ﬁﬁqﬁ'gﬁ m ﬁ%*vork
users - are uhilcpnevsnrbdreSHQﬂﬁ@baaBmlg#enkbessemgvem%nmathol for

devi ces connectt&:‘tfgh,{ﬂhgﬁ GorP UDId o JEd 0T K Gy groulsd, 157 digict %iﬂge

conmuni cation Wt for the unauthorized €xporting o dat’a fr om
private networ disahled tfRs | inkannd commuBtenat teasy i bhusi Rregeatingherein

in accopdgnce ﬂHéﬂWtﬂEﬁéﬁﬁdkdeekﬂfrQ@utzng updates which 1link IP
addresses of devices connected to the'pnblic hetwork
with their corresponding physical addresses. - Thus,
the inbound communication from the pub11c network does
' not provide addressing information to enable private
20 network users to . communicate directly with
workstations on the private network. Ih this way..
private network users. are also prevented from
obtaining addressing information for devices connected
to the_public network which would enable direct
25 éommunication'with them for the unauthorized exporting
of data from the private network. | | _ _
_ while the .invention has been described in
detail herein in ~accordance with certain preferred:
_ embodiments thereof, many modifications and changes
30 therein may be effected by those skilled in the art.
Accord1ngly, it is intended by the appended claims to
. cover all such modifications and changes as fall
within the true spirit and scope of the invention.



enbodi nents thereof many nodifications and changes 30 theréin nay be
effected by those skilled.in the art. Accordingly, it is 0 gﬁ the
appended WO /353 0 cover all such nodifications and g ges as faII‘
within the true spirit and scope of the invention. 16 WHAT IS CLAI'MED "~

1S 1. A security system for preventing unauthorized comunications "

bet ween a flrst comput er network-and a s®®ond conputer network, conprr5|ng
5 first. network notherboard and a second netmork

mot her board, - qgm@;jﬂ_gﬂAlnanLlsecond networ k not her boar ds each having a’
network interface adapter r%%g% ti Wi theo rsg %ﬁ@h%%%%@@

"~ conput er netwoa]k‘ &’Z pse%‘t‘I’{cl){tfi &t £ bPe ﬁh&%‘b saln - network

not herboar ds knmwmnldanaqmﬁabetuﬁsﬂeﬁzﬁkﬁﬁ%rCPGP“@Gmnﬂﬁkﬂﬁﬁﬁwﬁﬁﬂtﬁ sai d

transfer adapt ﬁgﬂaﬂg% nebheEPePRY: sai d transfer- adapters-
" bei ng |dent|ca and nat {%ﬁ each: o satﬁ? H

: rk the oar ds haV| g
network 1% operati ng sof-‘t%?e FStHPEbent“"ttrhe?\rli\g’rﬂ %‘? r But FRGOD nd
services i nf Ok MSMANboRE 1 SMaOES o aHiBC s ezdnd cneandriai d

t f dapt- f h d K. herb d k
ot her boar de. | HATRATHRARER BRBoCHT™ Hohy é SREREBK: SN Ee o9BRP T e,

20 level | e c@mmﬁntOAtxonfanmm|snndaﬁdrsbnquu§¢¢@p@ospmeu&#d
destlnatlon addr ss lrﬁCN{Fg { belng passed bet ween sai'd network
i nterface adapt™®f %ﬂﬁk Fai T ans dapt er of each said network

not her boad; and at | es@actoneobf §and n @O kot TR ROEPRRI IS fun&@eﬁg
appl i cation 1%9 09t rhRseera G ag it ) fthldasnﬁﬁi‘dl\waerwpmvaduag

-application- Ieve i cation services to the conputers co ed to sai
at |east one n&GARSEHDt BOAPSET]. 05, Sayfhe ather | AFTHP §tkerﬁ“8 &Pﬁl‘f
wherein 30 SHiE %Qeargdercoaaupeusnabmg n@entﬁdﬂicandandatsaed.

- each of sazd network motherboards having network
15 'operat1ng software to prevent transm1551on of routrng
serv1ces 1nformat10n between said network ‘interface
adapter and said transfer adapter of each said network
motherboard. each of saxd network motherboards further
having. protoc01 convers1on software to prevent upper .
20 level layer protoeol "information and originating'
- source and destznat1on address 1nformatlon from being
passed between said network interface. adapter and said
transfer adapter of each said network motherboard and
at least one of 'said network motherboards _
25 having application programming interface (API) shim -
software for providing application level communication
services to the cbmputers:connected to said at least
one network motherboard. |
2. The security system of C1a1m 1 wherein.
30 said second computer network is publlc, and said-
second network motherboard has API shim software for
prov1d1ng application level commun1cat1on serv1ces to
.the computers connected to said _network interface
. adapter of said second network motherboard.
35 . S 3. The security system of. Clainr 1 wherein
each of said first and said second computer networks

D



sei:pnoi net wor k mot her board has APl shim software for 'provi di ng application
| evel . commmwio®aszsd services to the conputers connected tPCRUESHSNOT7285
n‘etvvork i nterface adapter of said second network notherboard. 35 '
3. The security systemof Claim 1 wherein each of'said first. and said
second conput er- net wor ks 1 7 are privatgy and each of said network
mot her boar ds have APl shimsoftware for providing application |evel
conmuni cat i on seryvice t e [o ut coppec e ce
adapter of each &5 ét% ahl %%é?boggd éa?%i &ﬁ?woqgﬂc&p??‘%r?&tg(}gﬁaof
~Claim 1 wherei nlfaaxm API sahdmnsn\ﬁmmarleotfhm e vkd ne spphicatipnhilevel
comon unit and s &ﬂggq}p p. dBute yrlct éé’éﬁé‘dn qh
eac sai ievy é‘m)"fhherg ﬁ ; %‘

Claim 1 wherein _ net wor oar S I ncludes a nmagnetic
storage devi ce asdifbartyark pintenfaee| yapatrr ngf uparhs spidt PSEWPFc'}m each
sai d magnetisC St giAGerd4&E, t 0 each other said magnetic storage device. 6.
The security systemof Claim5 wherein 15 sai d et jc sStorage, devi,ces
are of equal capacity. 7.94c THER®eSRGURLLY sSTHESM ng rf'lrlal”\}\helr whezgin
. of said networ leadmtdlerbomdﬁetwondemrtdwﬁﬂo)am a&)&e Simsaﬁedllﬁﬁ.thﬁ:h a’
Domai n Nane. 8. The secu.rltal ?%%tb em of - m 7_where ég - each of |
sai d net wor Kk n $@%d%n???m%§t%3V?§h§gp ¥rstinct
subnet wor k nask. 9. TheS .securhe ysegst bty ofyStemno8 Ghaimi b whekeinof

sai d net war k er, gp@ﬁggﬁj@g I dis /1P
addr ess. 3@ ré%gi‘ OQO%raC{% nd %ybg%g%eihél@%&désu%aﬁtbﬁg%f;z{gp
comuni cat i ons bstRTATE deyicec ARsut BRARASt \ﬁdﬂk Hﬁﬁladééééﬂm RARkArg up

networ k conpri si Raelfihati®Rs Pfom’ 8a@hYiSWhd dhagnbt i st %trfa@rebqyéalééoeba

-first conmputer network, a conmupication in a first_nefwork
each other said magnetic storage device.

6. The security system of Claim 5 wherein
15 said magnetic storage devices.afe of equal capacity.
| 7. The security system of Claim 1 wherein
each of said network motherboards independently
- establishes a distinct Domain Name. -
8. The security system of Claim 7‘whe;ein
20 each of said network motherboards independently
establishes a distinct subnetwork mask.
9. The security system of Claim 8 wherein
-each of séid network motherboards independently
establishes a distinct TCP/IP address.

25 10. A method of preventing - unauthorized
' communications between a first computer network and a
second computer network compfising the steps of:
;eceiving. at a first motherboard from a first
computer network, a communication in a first network
30 protocol format:;
preventing transmission of routing services:
communications from said first computer network;
| translating said communication into a second
'networklprotdcol format, whereby original source and
35 destination address information are removed .from sazd'“
communication; _
I —
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30 pfotocol format; preventing transnmission of routing servi ces
comuni cations fromsaid first conputer network; translating said.
~ communi caW®96/1828b a second network protocol format, V\herebDCﬂDS@Imms

- source and 35 destination address information are renmoved from said

. communi cat’i on- 18 transmitting sald communi cation to a second

" not herboard; retranslating, &t said sggond notherboard, said .

©communi cation into said flrst net wor k protocol 5 format; transmitting

“said retransl ated co f, S@Wﬁw tg ety - ‘wher eby -
users connected to sai s?rfiﬂ}ﬁ.rh al% secon COE’cQ?fBH £ Q %W@ékg '

. prevent ed fronnmmmaHMQQ;dlo routing services. |nfornat|on and address
i nformation, theéreby prayey sgwmdt hoatzega&amngue&ﬁa Onao@ﬁasessara,
conput ers connected to sal first sald second conputer netmorks

11.  The met ho§3d8 gomm@aﬁmmém%ﬁm et BSt netmrkseﬁatospl
controlliBg, - gbrmadi;d second network nntherboard access to said second

‘computer netuork by deyiqes gouneted Ly sl rfa,;sia@samcém"wsaegaad |

to said second computer network;
whereby users connected to said first or sald
- second computer networks are prevented from obta1n1ng
10 - routing services 1nformatxon and address 1nformat1on,'
thereby prevent1ng unauthor1zed commun1cat1ons between
-computers onnected to said fi:st"and said second
computer networks.
_ 11. The method of Claim lO further including
15  the step of contro111ng, ~at said ‘second network
' motherboard, access to said second computer network by
devices oonnected'to said‘first.network motherboard.
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