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printing node. 2. Description of Art Related to the Invention Wth the
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econon ¢ r eason$nedf thepnamed inwemtersebi@ present application has filed
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users. ethod 1o rovrcnn% ecured Communications” (Application No.

” 08/251,486); “Roving Software License for a Hardware Agent” |
(Application No. 08/303,084);_and “Method for Providing a Roving
Software License in a Hardware Agent-Based System” (Application No.
' 08/472,951). These applications are owh_e_d by the same assignee of

the present Application. '

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to the field of data security. More
particularity, the p_resent'_invention relates to a system and method for
preventing a printing node from outputting confidential information until
confirmation that an authorized recipient of the confidential information
is proximate to the printing node. .

2. . Description of Art Related to the lnvention
o .._With the c'c;n_t'ihual' emergence of smaller, faster and more
powerful computers, many businesses are currently implementing
“distributed” networks (e.g.,.local area networks and the like). These

networks are advantageous in that each user has control over his or her
own personal computer. Moreover, for economic reasons, multiple



For the scope of this application, a "printing node" is defined as a stand-
“al one hardware_device which can receive, tenporarily store, and print or

ot herw sew@iogBhdy data froma personal conputer or any ot hRCTAUSSMEMSSI On -
device. For exanple, a printing node may be represented as a printer, a
printer operating in conbination with a print server, a facsimle machine,
a plotter, a renote nonitor and the like. A frequent problem experienced by
di stributed networks involves protecting confidential or proprietary
~information within docunents (hereinafter referred to as 'sensitive"
~docunents) from being m stakenly or in@entionally read by unaut horized
_persons.. Since.the. printing. node is positioned in a public area, upon

t ransm ssi ousers canpbe nnnpemet:ldotlbss fregoentiy used dardwares eqdipmanist
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is positioned in a public area, upon transmission of a print job to the

printing node, the sender must immediately walk or run over to the
printing node to pick up the sensitive document in order to protect the
confidentiality of the information contained therein. in the event that the
printing node is experiencing a temporary problem (e.g., jammed, out of
paper, low on toner, etc.) or is queued with other print jobs, the sender

- must wait at the printing node for the problem to be corrected or for the
print job to be performed. '

Alternatively, if available, the sehder could return to his or her
computer and cancel the print job associated with the sensitive
document. But, of course, there is a risk that the document will be
printed or displayed during the sender's return to his or her computer.

However, if the print job is mistakenly sent to a different printing node,
"p'e'r'haps an off-site printing node, there are relatively few available
' op’uons to protect the sensitive document from being prmted or
dlsplayed and possibly read by an unauthorized individual if the
- sending error is detected after the print job has begun.

Regardless of whether print jobs may or may not be canceled, for
distributed networks, persons waste valuable work time waiting around



3 the printing nodes for sensitive docunents. Such waste adversely affects
t he—produgtiyity.of -t he sender and his or her conpany. Another problem
exper i enc&b&/‘;‘%?:gt ri buted networks is protecting confi dent?‘&T’Ug

in sensitive docunents from public view when printed for another person
(e.g., a co-worker) at another site. O course, the sensitive docunent
could be electronically mailed to the co-worker in an encrypted fornmat.
Sonetimes, however, it may be undesirable to electronically send a
sensitive docunent because of the possiility that it could be altered

~ -and/ or el ectronically forwarded to uni ntended recipients. O course, the
~docunentco tiRs idaed i8Pdsh&i:| t ce-worker. but there exist
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froma printing posshémpemied &ericheed gngended reci pient .
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before transm sgl;?n to.the grl nt'i ng node over € & nk. The
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ascertai n waeintemded eecisientsenOf tsurseefifd Hb¥8meht cBuk ' ci pi ent
aut henti cat iepetp%g Dri g{l t? tl f so, t.t}gﬁ_gri n,tclsﬁd é\%gghfé;ggwy buffers
the document URtil 1T Tec KPLOUL thers 59k aRyiov D dsadyantages sushaent .
o - time delay, mail security, etc. Thus, it wouid also be advantageous to

create a system and method which eliminates the inefficiencies

associated with protecting sensitive information printed from a printing

-node intended for the sender or another intended recipient.

SUMMARY OF THE INVENTION

- The present invention relates to a system and method for
‘preventing a copy of a document from being output (printed, displayed,
etc.) by a printing node until the printing node locally authenticates the
intended recipient. The system includes a sending node, a printing
. hode and a communication link coupling these nodes together in a
“network fashion. The sending node has access to a public key of the
printing node and uses this public key to encrypt a header and
document before transmission to the printing node over the
~ communication link. The printing node has access 1o its private key to
" decrypt the header to-ascertain whether the document is “sensitive” (i.e.,
requires recipient authentication before priority). If so, the printing node
locally buffers the doc'ument until it receives authorization fo output the
~document.

WuiMation .
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BRI EF DESCRI PTI ON OF THE DRAW NGS The features and advantages of the - -

present wyes332en will becone apparent fromthe foll ow ng RE/ES788190
-description of the present invention in which: Figure 1 is a sinplified™
bl ock diagram of a distributed, secure network system conprising a sending
node and a printing node. Figures 2a and 2b are bl ock diagrans of a network
systemusing different verification methods concerning the public key of
the printing node and both transferri Qg an encrypted header and docurrent
fromthe sending node to the printing®node. Figure 3 is a flowchart-
illustrating the net hod for ensuri ng t hat a senS|t|ve doeunent tagged -as
contai ning confidentia ntil the recipient
I s. present. DESCRI FHRSRECH =E A NPCTHESnr esent i nvention
rel ates to an apparatus and rret hod for prevent| ng t he pr| nting of a.

sensi tive docundihie fektuaepranat adnages uhthid pteiseni imventiea wittci pi ent

th t forth
M order + BTRSPARRERR b B Himwild SRRy UAERERNS BEVE PR T on 1
i s appar eninventiangarwishof ordinary skill in the art that the present
I nvention may be practiced through many different enbodi nents in addition

to that embodi mpnguid hysty ahﬁftfwmsat diRyrhRf 61 di§tﬁm1tfehle s8Bifd t and scope
of the present invention. In_other st ances nown circuits, elenents
and the |iRE ‘%‘?rg FHSIeHOTPRIISIAG |an3?i§?59 INOPR %ntﬂerpfmnamqﬁf unnecessarily '
obscuring the present invention. In the detailed description, a nunber of
crypt ogr aphy- r eFigseres 2arend2i dredsjoektiagrassdfta nét%nrrki Hestemr t ai n

char act or1 SLe e e BRoBidHoss oFfCAREE T Sl by e 1< an

encodi ng an parane or “a conventi ona to raphlc
al gori t hm pNBtiRg g\g@@ and Bpihytransferring an encrypted header and document

from the sending node to the printing node.

Figure 3 is a flowchart illustrating the method for ensuring that a
sensitive document tagged as containing confidential information will
not be output until the recipient is present.

DESCRIPTION OF THE PREFERHED EMBODIMENT

The present invention relates to an apparatus and method for
preventing the printing of a sensitive document at a printing node until
the intended recipient authorizes such printing to occur. Although
numerous details are set forth in order to provide a thorough
understanding of the present invention, it is apparent to a person of
ordinary skill in the art that the present invention may be practiced
through many different embodiments in addition to that embodiment
illustrated without deviating from the spirit and scope of the present

~invention. In other instances, well- known circuits, elements and the like
are not set forth in detailin order to avoid unnecessarily obscuring the .
-'present invention.

In the detailed description, a number of cryptography-related
terms are frequently used to describe certain characteristics or qualities
- which is defined herein. A “key" is an encoding and/or decoding
parameter for a conventional cryptographic algorithm. More ‘specifically,
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the key is a se uential distri-bution ("string") of -binary
bits in | SYQPES g There "n" is an arbitrary nunber. A" docurredﬂrfﬁuls generally
defined as a pr edet erm ned anount of data such as one or nore pages of data
being transferred in a sequence of bus cycles. A "digital certificate" is
defined as a set of any digital information cryptographically bound

t oget her through use of a private key by a widely known trusted authority
(e.y., bank, governnental entity, tradg association, equipnent .

manuf act u.rer conpany security, systemadm.ni-stration, -etc.). A -"digital-

Si gnature” i, gosidih s@éy%ﬁ‘?&%gﬁ‘ﬁu”éﬁg“srtf?nig%‘frb‘?né@}fd'ﬁé WP ifeosage.
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prevent Senﬁeﬁhé’&ag@yféﬁﬁérrﬁrh@mé?ﬁom cﬂ@é@@ﬂhya%hetoednmp . The

t d d | ed
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general |y beumrt»ybe gd Mﬂmgnvemsmbenytymmelassdﬁﬁtmﬂeequlprsc’rpﬂ aced on
the communi ﬁ%ﬂd?@oi%) é’reéér)npéég se-Et] rﬁl ‘é?étlenp'éﬁhﬁﬁr%tr%ﬂ@h NSt )2 aigR&I oper

gai ning access to econ fon as 1t _is t'ransnftied to the
printing no8ignate” 1%§lmtlareteshnmerrgsa%tsbaq%{reprr!@rgéryaef9 megsadees sof t war e

or har dwareusmgqheqﬂw@r@gbﬁ@e%e mddsagahifnatert ed cross-referenced
applications, to decrypt t e docunent bef ore out putting. Referring now to

nsymmetri o key t R TGCOASBA 15 SR U Bl OHE PP nodes 110 and
130 are sh.owacurehmethemcnotrégbmdqtmpmt seositivpdosumansy o ef erred
to as a "puppj »‘ﬁﬁfak%ﬂ? printdd’ &l $hdWy. ThELectts MEAVbANsAREmOfRSE YPLT On
pur poses. To est
includes at least one sending-node 110 coupled through
communication-lines 120 to a printing node 130. Although not shown,
more than one sending node could be coupled to the printing node. 130
through shared or independent communication similar to lines 120. As
secure network systems gain greater commercial acceptance, a
document will generally be encrypted within the sending node 110
before it is placed on the communication line(s) 120. This will protect
against an interloper gaining access to the confidential information as it
is transmitted to the printing node 130. Thus, the printing node 130
preferably includes software or hardware, such as disclosed in the
- above cited cross-referenced applrcatrons to decrypt the document
- before outputtrng

Referrmg now to Frgures 2a-2b illustrative embodiments of the
network system. usrng an asymmetric key technique adopted by the
sendrng and printing nodes 110 and 130 are shown. This asymmetric
. technique uses two separate keys (referred to.as a “public key” and-
“private key") for encryption and decryption purposes. To establish
uni_direcﬁonal communications from the sending node 110 to the printing
‘node 130,.the public key of a printing node (“PUK") should be initially
- accessible to the éending node 110 through any one of several



uni di rectional comunications fromthe sending node 110 to the printing
node 130,.t he public.key..of.a.printi.ng node ("PUK') should be initially
accessi blwows3szee sendi ng node 110 through any one of sevePGI/USI7T/ONDO
-98/ 33293 PCT/ US97/ 01190
verification nmethods such as through a network-based printer-key server,
through an initialization of all network nodes with relevant printer public
keys as they are added to the network, or through any other conceivable
met hod. Each of these possible nethods may use one or nore digital
certificates. issued.by at |east one tPusted authority to obtain PUK and
- substantiate its authenticity.of the printer node. One method of obtaining
- and veri f yvagiicaiion meihetmsiuch B6 domosignaa NAIWeHDERECHPIIMEriKey SSiveT, as a :
Ori Nting Hede, FRUT Ref ik 225 rs : gy _ ing a -
public key (" Bgﬁ g’%a%%goﬁ%gra?vﬁgsﬁigﬁzg%%&' éﬁ%%ﬁﬁ?ﬁsg"?ﬁ vol ati | e
storage el R¥RHESIDSY BhoRSRRARANGNEIWrK: REtTHPHER 3Ny SIHEECeRRRIVERICaddi t i on,
t_hte.h_rmn;n;1 aghathed. ZElércrﬁ?fqhetse@orssiuml hrwnms;gnaye%é bhe alrendrePtiigral " ) t21? .
within e nan- _vo ile.star el ene , prLi ot n certificate
Pncert 215 cRBNialis Bhlied of B8 e e el RSN ORI, Vet e Koy
("PRKM') 22ebstantinte itmauttentioitye of #&bprimter epdeeri fi cati on and storage of PUK
in a non-volatile storage el enent 235 of the sending node 110, the PNCert

215 may al so be @ﬁ{hﬁﬂhwo‘i Bet1Aine V@K@Vé#iﬁ'rﬁ;"%@@% SAEWR' Fig8re Such
storage is _optional because PNOer? 15 wo ’ not be needed agal n unless PUK
210 is cor RAptRdrUStehadingsiy avel ap pRRlinG Pede Saniiactuieue2210. After

connect i ng pkb@udld thiel printingdeode 180 MY & pubilc eyt (FPOWY) RYORAINGest 215 to
t he sendi n% node, 110Q, l@ﬁg t.? .t he net rJg { he serlldl nﬁt 2@86 110 can use
PNCert 215 P{YaFESY Pﬁ% Ve 3 WIRIRSH PPV SIq{aap S'enE e's public key
("PUK") at impementedatithin she iphintingmoaed! 30.1 In additiohatrecmanugadtarerof the
printing n%@%étbﬁé%‘ a rp%ﬁﬁ@%dbtcérﬁﬁ%% PIICERY S LR wWithH HePRbn-aut henti cation
procedures). Such veriftication ma%, e S
- volatile storage element 205. ‘The printing node certificate PNCert 215

is equivalent to at least PUK 210 encrypted with a private key (“PRKM”)
- 226 of the manufacturer 225. After verification and storage of PUK in a

non-volatile storage element 235 of the sending node 110, the PNCert

215 may also be stored in the non-volatile storage element 235. Such

storage is cptional because PNCert 215 would not be needed again

unless PUK 210 is corrupted or accidentally removed from sending

node 110.

After connecting the pr'inting node to a network and distributing
PNCert 215 to the sending node 110 coupled to the network, the
seriding hode 110 can use PNCert 215 to verify (i) the adthenti_city of the
printer node’'s public key (“PUK“) at its initial distribution and (i) the
characteristics of the printing node (i.e., whether it is able to enforce
recipient authentication procedures). Such verificatior may be
' accomplished by a local trusted authority 230 (e.g., a sy'Stem |

" administrator or security office of an entity owning the printing node)
issuing a verification certificate (*VCert”) 240 being thie public key of the
manufacturer ("“PUKM") 227 encrypted with the private key of the. local
trusted authority ("PRKLTA") 231. The public key of the local trusted
authority (“PUKLTA”) 232 would be widely available to the users of the.
network. The verification certificate 240 may be decrypted to obtain



acconpl i shed by a local trusted authority 230 (e.g., a system adm nistrator

“or--securi 55 of - an entity owni ng the printing node)
verificati on cerztgl ficate ("VCert") 240 being the public keyﬁg*!hlg%é&l”

manuf act urer (" PUKM) 227 encrypted with the private key of the | ocal
trusted aut horlty ("PRKLTA") 231. The public key of the local trusted
authority ("PUKLTA") 232 would be widely available to the users of the

net wor k. The verlflcatlon certificate 240 nay be decrypted to obtain WO
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207 which can be -used to obtain PUK 210 by decrypting PNCert 215. Anot her

“exanple_of RUIMRGY whicthcambealted 1 citalePUKAS10 @i detribd tﬁq PN N -
.Figure 2b. i ich the local trusted authority: 230 internally certifies PUK

210 before providing it to the sending node 110. As shown, the |ocal
trusted authority 230 obtains PUK 210 fromthe printing node 130 by
decrypting PNCer Anptieneiamgplenes g methed keyichtan fubtaini ag wel asosify

manuf act ur ePUPPHKM'so@ﬂn rT%ﬁF@@Bt |‘?|rwhfcﬂethb%€élft}u§{?59#11%0%34 y2§§0and

creates a | pga ne Y i cation cer
sends LVOert(IE%{‘?\{'@'g:eﬂ'ﬁ‘fr é Eb 0 beirreprovidngyititarthe sepding pode 1HDgur e 2a,
LVCert 245 AysHowvrstthe detaltruisted BOhor®) eeoloetﬁhefmﬂ%quﬁﬁi 35 af ter
ecrypt
Gl

vec oot ol e fidy Besl i ASareAls e i

€sendi ng
node 110 obpaftiRg PORe Manufactiter IIKE RATeNT hyreatier etﬂe'l@célhmsﬂ@@ vol atil e.

storage el eﬂﬁt’hro fter the public
key " PUK" 2& Vﬁ‘@g}{aﬁ ?e%ﬂ%?}’%}ld%&g%gﬁtgﬁ \&iﬁ'ﬁgtﬁg%ﬁﬁ%ﬁg sendi ng node
110, the senBViErhbdsd BNy seiifschVCppt 246 thothensending Modedtt0.aSimignmet 1 i ¢
eanc\rlgf)t egham PNSHeERERjure g@tﬁt\g%ghgéus iy e 'stt%ea%tﬁé‘?ronﬂgélatﬂgor s an
Addi t i onal I%B}Jggeétg?d%?m%"b?g?r Y%E'%@Ur%rﬁw(@'@néﬁ?ﬁf%‘g d8Bng t he

_se.ndmg node 110 decrypts LVCert 245 using PUKLTA 231 which is

widely available. As a result, the sending node 110 obtains PUK 210

which is subsequently stored in the non-volatile storage element 235.

As shown in both Figures 2a and 2b, after the public key “PUK”
210 of the pkiority node 130 is available to the sending node 110, the
sending node 110 can encrypt a document 250 under an asymmetric
" “Rivest Shamir Adlemann” ("RSA") algorithm using PUK 210. This
-forms an encrypted document 255 to be transmitted to the printing hode
130. Additionally, a header 260 for the document is encrypted using the
public key “PUK” 210 of the targeted printing node 130 producing an -
| encrypted header 265. As an alternative to RSA encryption of the print
job, “header” may contain a “session key” that is then used by both the
| sender and receiver to perform the required cryptographic operations
on the document. It is well-known that a “header” is a common
-technigue to- reduce the computational performance normally
. associated with public key cryptography, especially for large data sets.
- However, for this mventton the header 260 includes control information
,Wthh allows the prmtmg node 130 to support various functions.

| - For example the header 260 may include control information
mdlcatmg that the document is a “sensitive” document by selecting the



public key "PUK" 210 of the targeted printing node 130 producing an

encrypt ed header 265. .As. an alternative to RSA encryption of the print job, -

"header” wowssam9Bai n a "session key" that is then used by BCTHSYMd1%ender
-and receiver to performthe requi red crypt ographi c operations on the
docunent. It is well-known that a "header"” is a common techni-que to reduce
-the conput ational performance nornally associated with public key
cryptography, especially for |large data sets. .However, for this invention,
t he header 260 includes control information which allows the printing node
130 to support various functions. For %xarrpl e, the header 260 may 41 ncl ude

control .information indicating: that the docunment is-a “sensitive" docunment
by sel ecti rigpguiaent to\igavesa sepgin “confidentiality” level thereby requiring on-

PCT] USOT/ 01R0adindateamst of SeliAhdba-Ridipiba b@f@ré beAfikG A they” | evel thereby

requiring on ut.hentication of the int recjpient. before printing
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Anot hgrdexaewdmplessﬁortrteheeatm@o 6Achele @ publie kay pihkihe intbrgedf tgef o
i ntended r t vVer efore |
printing th c s% s?f%r eﬁmggo(%i?&e ts%?iéﬁﬂrfe ?&%%@ wé:%gg%ﬂ%@onfl rmt hat
t he' reci pi ¢he “‘senpitivgedecumentutfie prieting nedadraﬁewoutc eanfiienthat 47€ on _

t echni ques r@erptémsgqrteeettqmougwme bhs rﬂ}fﬁbéﬁo# h@ht.&&ﬁm nt ended

reci pi ent urthe or nmat | n may i ncl ude

n
50 | nf or relePBHBHCRSURS e DS tmegubfm?sytogg NewieadEs ow the
~"sensitive"red ewremr@ﬁﬁlertmcd@@preﬁs rﬁeﬁdhérdmmhmf@rmeﬁommawderuaao but woul d

t [ 1 t,h d t .s. text A
ogi cal *extiBRINBETBRONREER a5 ST A g TS 8 Wonle AOPWth or | o
i hcl udi ng d'spasitivet docuthesh25hth betprmted éromu tiiee priofing nods t3lebutsensi ti ve"
document _oWbhdRn B 6 cd b SRt ofFRAgh 8wt Brfled B 10D bei 0g
concat enati.on of the en

encryp ed docunment 255 is
memory A Iogrcal extensron of this “print only” tag is the Control _
information including a parameter which indicates the number of times

the “sensitive” document could be printed.

In a preferred embodiment, a print job being a concatenation of
the encrypted header 265 and the encrypted document 255 is
transferred through a public domain 270 and into the prmtmg node 130.
The printing node 130 first decrypts the encrypted header 265 using
PRK 211 1o ascertain whether the encrypted document 255 contains
confidential information requiring the printing node 130 to refrain from at
least printing the document 250 until the intended recipient is present at
the printing node 130. Thus, the document 250 is temporarily stored in
buffer memory (not shown) within the printing node 130 preferably, but
not necessarily, in its encrypted format. Upon receiving confirmation
that the intended recipient is present, the encrypted document 250 is (i)
retrieved from the buffer memory, (u) decrypted and (iii) prrnted

_.lt is contemplated that there may exist conditrons when the
document is not retrieved or the buffer memory becomes full. In these
and other related conditions, it may be necessary to “flush” (i.e., delete
'trom m.emory) certain unretrieved .doe_ur'nents from the buffer memory

X thereby freein_g up memory space. This may be performed



“transferred through a public domain 270 and into the printing node 130. The

printi ng & gﬁ&{s first decrypts the encrypted header 265 - ,iﬁﬁﬁggll 1o~ -

ascertain €r the encrypted docunent - 255 contai ns confidenti al
information requiring the printing node 130 to refrain fromat | east
printing the docunment 250 until the intended recipient is present at the
printing node 130. Thus, the docunent 250 is tenporarily stored in buffer
menory (not shown) within the printing node 130 preferably, but not
necessarily, in its encrypted format. d&pon receiving confirmati on that the

I nt ended recipient is present, the encrypted docunent-250 is (i) retrieved -

fromthe b f iihrortTigii)sdini‘érépé@diw ﬁartiviaiie'ar inehnari,db g is

cont enpl at e g&mere exl st &}?2 It1ons ‘ﬁ %@ ocunent is not . .
refrieved o$y9r"ﬁ'é‘ fistraig g et HicReWark angihedi8e and other rel ated’
condi-tions, it .may be necessary:to "flush" (i.e., delete from nenory)

certain unretri evadradaraiamiumae‘rroiradthentmaftibarteo’eniqoesttdmeoab;mfthater ng up
menory spa

- PCT/ UéQ?POl §dxgr§diﬁaaﬁré§&?%® 'F)P%%@ hthggﬁ&igge and/g e“SF’dwéir“s or manual |y
by a syst entcaawaitiasperspoal idestiication nwmbee(NK efibetinendeke. There are a

nunber of aﬂé‘ci}ﬁ@ﬁi fePbhé %Htér@@'tﬁiifug‘hsakﬁyﬁé’fifd afg hh?ribér*b‘éd Gﬁtﬁé‘ed reci pi ent

i's present printin que s er sonal
i denti fi catﬁ’r(b'iif"iﬂi%‘é? bgt qfﬁl?@mdﬂ g RENy JﬁPlec?eﬁeiﬁ%EY?)F’Eﬁ‘t’mleﬁt bé" i ered

t hrough -a - kexdmnand pain@inguiddermewtoomih riﬁernoryitsidmigniem bedsigtegt arting a
print job of sitive d

case the printing, node may
contain nenmtseétc rfeﬁagrpjg é’gﬁ‘ai‘%t%aﬁ ’EQXi‘?er‘é% %Hi“f@om%[i& ic key or
the PI'N mayptiting aodenthitoei@httd)ethi&actmi nti ng node through the header. Another
technique i's to enter a "release code” through the keyboard. The rel ease

code is job- Spec{]\hb efi’%dﬁ}gn &@é“r‘éﬂ}&ﬁte*?}é %Q%a%@'},‘ddé@ thdgnahePr i nt-time and
i ncluded in the e

- keyboard. The release code is j0b specmc being generated by the :

sending node at print-time and included in the header. The release
. code is displayed on the display monitor of the computer for a brief
- period of time to provide the user sufficient information to retrieve the
_ print job. If the intended recipient is not the sending user, the sending
" user may communicate the release code through a telephone call,

“electronic mail, or any other means to the intended recipient.

Yet another technique is to use some type of authenticating token
such as a PCMCIA identifier card or smart card which can be inserted
' _ 'into the printing node instead of requrring the printing node to maintain
| _' a record of token identifications the pubiic key of the token would be |
.included in the header and transmitted to the printing node preferably in
-an encrypted format Thus, the printing node would need to simply
.. match the public key of the token to the public key previously received in
- the header of the print Job and execute a standard challenge/response
protocoi ‘with the token. Such a chaiienge/response protocol ensures
that the token is authentic by proving the token is in possession of the
~»-private key corresponding 10 the. header-specmed pubiic key.

P A fourth technique is to utiiize an access controltechnique cailed
o “brometrics" which uses a capturing dewce primariiy for facility security



code is displayed on the display nonitor of the conputer for a brief period
of time to provide the user - suffietent-information to retrieve the print
job. If tWO9MA3M¥Aded recipient is not the sending user, thBCHERWHYser -
‘may conmuni cate the rel ease code through a tel ephone call, electronic nmail,
or any other means to the intended recipient. Yet another technique is to’
use sone type of authenticating token such as a PCMCIA identifier card or
smart card which can be inserted into the printing node. |nstead of '
requiring the printing node to maintajg a record of token identifications,
- the public key of the token would-be included-in the header and transnitted
B o) thep“ fi-na. ) - a AT LBNCE VDL . ™ Thus, the prl nti ng
node vmuld%@é%@%sﬁﬁﬁéﬂﬁh?ic%t%@%ﬁ% E:ry\&zﬁgo%éﬁ% foken to the public -
key previ ogbhtaaterdstioidhe nsenée.padinger pfint, ks, geting, ¢tol) tagapinedute a :
~standar d CEﬁ{Sdl'é?%%é sﬁe%@e%%@%kemtbheedé KRameBUSHmBre likely: o
chal | enge/ response pr.otocol”, ensures that the token s ‘authenti y. proving .
the token Tulipletaiadeames obihe peargcialisicians edPPaEpe iR ﬁgpweahe o '
| he-afler l— SItoe@'Efaj\ &dmb{«?n gl@’ﬁyioﬁs{y%tbtéﬁ mﬁﬁ@t&m qtigacts of me?ct:émum an access
.control -techni called "blonetrics, 1 ch uses capturin ,ce.
primarily dara ﬂé&qsi ch;ng%@ugqr(?tfyt scele gz@gszer-,athe {Feet'id | n?i%gd
PCT/ US97/ OabdCautbe(ticated. bui | di ngs; roons, etc.). Bionetrics involves
sensing a characteristic of the user (e.g., finger print, iris, retina,

etc.) to .CaptUr.@éeﬁir@g}mztl{)gﬁgugétg%%ﬁoWSﬁé&?]ﬁlﬁ{s'H?gti@ﬁftﬁércF&ré@or?é "data

frame") or pore |'I kel ranes o aracteristic and '
conpari ng ChE'RBMATESYEIRT afe shewnwiRirst dhgrdarumantynesipelentitedr . 11 each

of the Cagbs@dséi%ﬁta/ef’fdmammmaiﬁoﬁ@élﬁﬁﬁﬂrﬁ(&rﬁt@éﬁﬁ@rﬁ@bﬂdﬂm@mbﬁr, the
user is ident

T owchart - EPPUde iR A S8 Relad BTt e REIATS "Ly SRPEPEMt houn.
First, the(SEpudett imastorbal ddeutrient,atbmastiransreittisg thevebcwueotiena or a-
normal  docyprahq RN dh&eeAting S d¥ Ereates a header including disclosure.
~ protection information such as “print-only” tags which restrict the
document to only be printed, mitigating any chances to modify the
document (Steps 305-310). Thereafter, the header and document are

encrypted before being transmitted to the printing node.

However, if the document is “sensitive”, upon transmitting the
~ document to a brinting node, the sending node creates a header
including information necessary to authenticate the intended recipient
~ (public key, tokens and the like) and any information needed for
additional disclosure protection (Steps 305, 315). If the authentication
information is a release code, the release code must be displayed on a
~ display monitor of the sending node to' enable the intended recipient to -
instruct the printing node to begin printing the sensitive document (Step
- 320 and 325). Thereatfter, the header and document are encrypted
- forming a print job and the print job is transmitted to the printing node
(Step 330). |

Upon receiving the print job, the printing node decrypts the
- header to determine whether the document is a “sensitive document”
(Step 335 and 340). If the document is a normal document, the printing
node decrypts the document (Step 355) and subsequently prints the o~



confidential and/or proprietary information is contained in the docunent
(Step300kwelokizsaosOf frat---docunent ;- upon transmtting the doc nt to a
printing )r%gé’?’sﬁ?g sendi ng node creates a header including gg‘i@%@%@
protection information such as "print-only" tags Wich restrict the
docunent to only be printed; mitigating any chances to nodify the docunent
(Steps 305-310). Thereafter, the header and docunment are encrypted before
being transmtted to the printing node. However, if the docunent is
"sensitive", upon transmtting the docyqent to a printing node, the sending
node -cr-eat es-a header- i nel-.udi-ng i nf-ormati on.necessary to authenticate the
‘i ntended rectgdEnent (818 i3sokew n -k j L.nformation
needed for _arg(ﬁétiﬁ)ona d%)scl zsyé:e"&??g’ti??’?‘%‘ng’%é%é%ﬂ?qﬁ%ﬁm‘ﬂ? t he

aut hent i cat i &% RIBPRLS BRCTYIed dacwnest toae interralrifiessaemone (Biest be

di spl ayed or345)danghbespitsranitiiantioatioh iy tendicitier0Ridieneabhg ihéhd nt ended
reci pi ent tqsi,{%ng:ﬁ)r&gg Woid.'%t@g %%gsz to begin.printing the sensitive
docunent . (St ep 3" d " '32%) CCPhETER . W?%c@fdﬁpgeﬁﬁﬂh%m are
encrypted f SRFRUEN Bryiding g BN, aetbaseccqrd, n hothenschliemsoidri 88d &g t he

inti i int,.Lob, the, printi de -
Bect ypt s E‘ﬁgﬁﬁéﬂi?f*gﬁﬂfﬁ’dg?éﬁﬁéﬁﬁmgﬁcbﬁénﬁébaﬁeh?equerﬁ» THE ve
document " ( SAYMER (SHRP%3%5. 2nd360)e Itiszardempiated that tinel setsttivient , t he .
printing nodisodeventphay beeietpgstalHridr b Steg W5 @&%atﬁ?ﬁ%q@‘é;k}.t%!#}%m s the

WO 98/33293 . i T , 1190 11
docunent. ( Strgf)'p% 's igenifigd, the sensitive, dppymentisawened femeriginghandg node

stores the @ibHgpt{atepddaent in an .internal buffer nenory (Step 345) and
awai ts authentication by the intended recipient that he or she is near the

DI O ence oo D RBBABEEN AR AL NG UA BB RS T B T e
decrypts t hglf{ﬁ{@umth%ﬁjaﬂ(ﬁélﬁm manyshifenent chefigurations. While the c
present invention has been described in terms of various embodiments, |
other embodiments may come to mind to those skilled in the art without
departing from the spirit and scope of the present invention. The
invention should, therefore, be measured in terms of the claims which
. follows. E



docunent (Steps 355.and 360).- I's contenpl ated that the sensitive

document may be decrypted pri or to Step 345 so that once the intended- :
reci pi enfW@88/338ht i fied, the sensitive docunent is queued RGHUFOMPng and
‘pri-nted (Step 360). The invention described herein nay be designed in nmany

di ffer%ng many different configurations. Wile the '
present inventio n described in terns of various enbodi nents, other
errbodl H’H 0 mind to those Skl lled.in the art without departl ng
from.t m,’m ﬂiém e of the pres i nvention. The invention shoul d,

.therefore ®beL mea |n terns of th1 clalms whi ch foll ows. V\098/33293

PCT/US97/01190. 12 CLAIMS What is clained is: 1. A nethod for preventing a
printing node fromoutputting a copy of a docunent until an intended = _
reci pient of the docunent is authenticated near the printing node, the

met hod conprising the steps of: seC&dtlM8 a confidentiality level for the
docunent, the docunent being a portion of a print job; creating a header

for said print j ? miegader being a first header "if said
“confidentiality 'S greater than or equal to a predetermnned |evel,

" said first header contalnlng at least (i) i nformation to authentlcate the

recipi ent. and (||) cantr ol formation includin | east sai d
confidentialityt eve% "&?ﬁi‘%rtﬂr?\ﬁjﬂw A PrintiRg "]%6’8 fromiqiaPyiting & ng node;

anal yzi ng sopyl oheadb@untentdettie aniimendedtreeiptam fof deadoaliment issvel is greater.

than or #@geﬂ'ﬁgafeem%retﬂgt PRSI {RL meiBhEdinbsing @ Wdpyt t1 19 the

document o

selecting a confidentiality level for the document, the
document being a portion of a print job;

creating a header for said print job, said header being a
first header if said confidentiality level is greater than or equal to
a predetermined level, said first header containing at least (i)
information to authenticate the recipient and (ii) control
information including at least said confidentiality level;

transmitting said print job to the printing node;

analyzing said header to determine if the confidentiality
level is greater than or equal to said predetermined level,
wherein if so, outputting the document once the recipient is
authenticated.

2. The method according to claim 1, wherein said header
created by said step of creating a header for said print job includes a
second header if said confidentiality level is selected to be less than
said predetermined level, said second header consnsts of control
information.

i

3.-  The method according to claim 2, wherein prior to said
transmlttmg step, the method further includes the step of encrypting said
‘header with a public key of the printing node.



aut henti cated. 2. The met hod according to claim1, wherein said header
created b | tep of creating a header for said print | ,{;@L, a- - e
second he?ég?g’#?ﬁsai d confidentiality level is selected toqgje,ll es)gﬁ?ﬁan -
'sai'd predetermned—-+evel, said second header consists of control -

i nf or ' i The nethod according to claim2, wherein prior to said
trangmmﬂ‘umuﬂg,” e nethod further includes the step of encrypting said
header Wt npUBI 1'% key of the printing node. WO 98/ 33293

PCT/ US97/ 01190 13 4. - The nmethod accoygling to claim 3, wherein prior to
said transmtting step, the nethod further includes the-step of-encrypting- - -
t he docunent with. sai ' ; - Akt Crict -ty e nethod - -
‘according to cl a!_a'm-S, ,ql-\t\lﬁg{rq éilﬂr?&;%ceﬁaggﬁg ?élgﬂgm%t#%ge%r{oggo Sﬁ@ met hod -

“ further incirage@iting starghemetbed futthaginchidesibgrier W EACEYPINOVALe key of
‘the printingos@fient witdaizfd Bubkic k8l dfeeabiridengirddel y 1 evel . 6.  The net hod
according to claim4, wherein after analyzing said header and prior to said
out putting the docunent upon authentication of the recipient, the method .
further includesgthe f ' t he. dagc - mat encrypted
by said public kgy of Egﬁ%ﬁor?tb#\%&ﬁ%‘gg@ g%'ﬁ%e%g%lpnég}‘e?hgea?%ocurrent with a
private keytrensmiiingstian,ithg meibedysheainchisias tbatstep odtectyptingsgident . 7.

A nmethod fo TR et d r j qopy of a
docunent un?ielaé&x@}?ﬁtarm\gaéerkleegi%ﬁg%{mgﬁnph@m%ﬁh% g%‘tehenticat ed near
the printi ngCRRRNAINCIGY8,-hod conprising the steps of: creating a first
header for said print job, said first ‘header

6. The method according to claim 4,'.wherein after analyzing
said header and prior to said outputting the document upon |
authentication of the recipient, the method further includes the steps of

- buffering the document in a format encrypted by said
public key of the printing node; and
decrypting the document with a private key of the printing
node upon authentication of the recipient.

7. A method for preventing a printing node from outputting a
~ copy of a document until an intended recipient of the document is
authenticated near the printing node, the method comprising the steps
of: ' ' o o _
* creating a first header for said print job, said first header
containing at least (i) information to authenticate the recipient and
(if) control information including at least said confidentiality level;
' ~ encrypting said first héader'_and the document of said print
job with a public key of the printing mode:
o transmitting said print job to the printing node;
« storing the encrypted document in the printing node; and
' decrypting the encrypted document and queuing the
document to be output once the recipient is authenticated.

8. ' The method according to claim 7, wherein said control
information of said header includes a public key of the recipient.



containing at least (i) information to authenticate the recipient and (ii)
control information including at | east sai-d-confidentiality.level; = ..
encrypting WOIBE329, st header and the document of said pri nt PCEAISHTARIIM
public key of the printing node; transmitting said print job to the

- print the encrypted docunent in the printing node; and
decry,MHﬂMﬂmEum,Med docunent and queui ng the docunent to be out put
once the ‘ediptent is authenticated. 8. The et hod according to claim7,
wherein said control information of sa header |ncI udes a public key of

t he reciptent. - V\098/ 33293 .

PCT/ US97/.01190 1 “w The o&POd accordl ng to cI ai m 1 wherein said .
control .informati On |nd7%5'§§h ﬁ??‘?fpl%‘lcyd?ﬁ@1 ydvermmlﬁmnﬂr@ﬂ preventing
a printing wwda'nahomrmjm@es eiprotandotag. of a document until an intended .
- recipient of the document is authenticated near the printing node, the -.
met hod conprising the steps of: sel ecting a confidentiali ty level for the

hoader for' 22. Soﬁr@fﬁ? ' BiReficy RraRelohdh FelhbMade Par SFBHIE & L' G bar er
than or equ&PPY&'Z @rqﬁt%éﬂ inenged regipientexidbe dosumdritist header _
cont ai ni ng atitHesaishted heamtherpratingmdd, Qgé *?ﬁé%'o&aécﬁ"w[{) égﬁé Ry and (i)

“a first setof cont rol |nformat|on|ncIU|ng at | eas confidentiality
| evel, and I'f said confidentiality level is |less than said predeterm ned -
level , said header issalestingrrcdreiidetiaityreaéitfonthadeesmet 3rE Of CO””C" .

“infornation; eNCHYRLMBAt Baing PpbAlon % print job;
creating a first header for said print job, wherein

it said confidentiality level is greater than or egual to
a predetermined level, said header is a first header
containing at least (i) information to authenticate the
recipient and (ii) a first set of control information includihg
at least said confidentiality level, and _

It said confidentiality level is less than said
predetermined level, said header is a second header
containing a second set of control information:
encrypting said print job; _
transmitting said print job to the prlntmg node

decryptmg said header to obtain the confidentiality level,
wherein

it the confidentiality level is greater than or equal to
~said predetermined level, - ' ,
temporarily storing the document, and
outputting the document once the recipient is
authenticated
if the confidentiality Ievel is Iess than said
predetermined level,

preparing the document to be output by the
pnntlng node.



transmtti ng said print job to the printing node; decrypting said header to
obtain t §nt|alliylevel ~wherein if the. confidentiﬁhj | is,.
greater t 88’?& qual to said predeternined |evel,.tenporari {/ﬁésbg)gﬁéﬁg the
docunent, and outputting the docunent once the recipient is authenticated -
I f the confidentiality |level is |less than said predeterm ned |evel,

prepam t to be output by the printing node. WO 98/ 33293
PCT/ almmwﬂ wﬂﬁ”m' A system configured to prevent a copy of a
docun®ent ¢f rem®eisng *out put from a pri Qi ng node until the printing node

.receives local .authentication froman intended.recipient of the docunent,

Lhe oystem comrt #1 %k s RTRNHSHAR rePin 2 ogsLeh AR o °T
‘cont ai ns' atbenegmtmp‘mm&pmeyngimdeuLattédhevprmtmgn@ogeu neceivgsriocal, sai d .
sendi ng nodgsHbhidARA ﬁé‘r‘nd?] H@éh@e&eéfmé%n?ﬂﬁ%oﬂo Jhéﬁfj%e% ghdfie document

prior to transm,ssi on e printing ode via sald comruni atlon i nk; and
the printi rﬁfrﬁﬁﬁ%mgoupl ed to said comunication link, the printing node
incI udes a storage el g@afrimuhicetiofndinkai ns at | east a private key associated

e Pr NG o e Al B AE So8 LM B ARk ghTgHcRele, o0l o1

outputted until sending node includes a storage element which contains at least
a public key associated with the printing node, said sending node
utilizes said public key to encrypt a header and the document
prior to transmission to the printing node via said communication
link; and

the printing node coupled to said communication link, the

printing node includes a storage element which contains at least
a private key associated with the printing node, the printing node
decrypts said header to obtain a confidentiality level of the
document and prevents the document from being outputted until
authentication of the recipient at the printing node if the
confidentiality level exceeds a predetermined level.

12, The system accordmg to clatm 11, wherein said sendmg
node is a computer.

13. . The _'system-according tc,_i claim .11, wherein said printing
node is one of a group consisting of a printer, plotter, facsimile machine
and display monitor.

14. The system according to claim 11, wherein both said -
storage element of said sending node and said storage element of said
printing node are non-volatile memory. |

15.  The system a‘Cco'rding" to claim 11, wherein said storage
element of said printing node further contains a digital certificate being



aut hentication of the recipient at the printing node if the confidentiality
| evel .exceeds a predeterm ned |level. 12. = The system according to claim11,
wher ei n swo®8882%di ng node is a conputer. 13. The system aBCBUSIHYLIW0 cl ai m~
11, wherein said printing node is one of a group consisting of a printer,

pl otter, facsimite machi ne and display nonitor. 14. The system according-

to ¢l , gy bot h sai d storage el enent of said sendi ng node and
sai (“ﬂ"“ﬁélmﬂﬂgauﬂ of said printing node are non-volatile menory. 15.
The systemiaceorsling to claim1ll, wherein said storage el ement of said

_ printing node further contains a digittl certificate being WO 98/ 33293 .. .
- PCT/ US97/01190. 16 at | east said public key of the printing node encrypted. - .-
with a pri@htesskéegicopubdict kayseldieRnining ngde escrypRewWiNa prvaled®ydi ng to )
claim 11, whenrgistedalhofify.nting node includes internal nenory to store the .
docunent unti|l the recipi'ent is authenticated at the printing node. 17.- A
system configured to either immedi ately queue a non- confidential docunent

to be output fr the printing neans qQr prevent a co of a confidenti al
document from bglg]ng @Fpﬂﬁssqm%ﬁcgr‘fipgg?i‘ﬁﬂ"hiényﬁﬁm'ﬁq?éa[%@'m’ri'%i ng means
recei ves aobdenntlodes intefnadmemohntoesidesl the dopument ohtit the réoipiemint t hat t he -

reci pi ent [ssamhiég‘l%dpétitﬁéwmlliiﬁg%.t he system conpri sing: sendi hg neans

for encrypting a print jo av rst header and the confidenti al
docunent with a public key of the printing node and for. transmtting the

encrypted first header and encrypt e(g confidential document to the printing
means, said sending Mes¥siemaniigseed to pitber ket aHAYS 8N0Mont ai ni ng at

confidential document to be output from the printing means or prevent a
copy of a confidential document from being output from a printing
means until the printing means receives authentication from an
intended recipient of the document that the recipient is near the printing
means, the system comprising: -
sending means for encrypting a print job having a first
header and the confidential document with a public key of the
printing node and for transmitting the encrypted first header and
encrypted confidential document to the printing means, said
sending means includes a first storage means for containing at
least said public key; '
printing means for decrypting said first header, analyzing
said first header to determine that said print job contains the
encrypted confidential document and for preventing the
confidential document from being printed until authentication of
the recipient at the printing means; and-
means for communicating between said sending means
and said printing means.

18.  The system according to,claim 17, wherein said sending
means further encrypts another print job having a second header and
the non-confidential document with said public key of the printing node
and transmits the encrypted second header and encrypted non-
confidential document to said printing means.



| east said public key; pri nting means for decrypting said first header,

analyzin salg i.rst header to determne that said print j B the
2 CRRR s

_encrypted ntial document and for preventing the con
docu ted until authentication of the reC| pi ent at the

prlntl ns for conmunicating between said sendi ng neans and
sai d- RMMW Im The system according to claim 17, wherein said
sendi ng» ncrypts anot her print job having a second header and

t he” non-confidential document with saig public key of the printing node and
transmts the encrypt ed second header and encrypt ed non- confidential ... -

PCT Uso7 01190 1180, HRAERH Bpearstis ot o whereinthe piptg, e

printing maansduﬁ!h@rd%&pm&dﬁmwéte@der Hweey detemlmngﬁtaér mning that

“said anoth & t ﬁjﬁﬂ.t, repares the.
non-confi dggnat“B %n’&tth M‘tajéb etﬁ%{;h&@@éh faqlldg&ltg enti catl or?%r?Qt he
reci pi ent. the non- conﬂdentta! document to be ~output without authentication of the

recipient.



