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I NVENTI ON [ 0001] The present invention rel ates

to policy driven, credential delegation for single

sign on and secure access to applications, resources
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server application accessed via a client requires the
credentials of a user of the client to be delegated to
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However, current systens for delegating credentials
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be desirable to improve upon these and other deficiencies of the state of the art.

SUMMARY OF THE INVENTION

[0005] In view of the foregoing, the present invention provides a credential
security support provider (Cred SSP) that enables any application to securely delegate a
user’s credentials from the client, via client side Security Support Provider (SSP) software,
to a target server, via server side SSP software in a networked computing environment. In
one embodiment, the Cred SSP is made available to the user via Security Support Provider

Interface (SSPI) software, which may be included as part of an operating system of the



2 client. The Cred SSP of the invention provides a
secure solution that is based in part upon a set of
policies, including a default policy that is secure
agai nst a broad range of attaks, which are used to
control and restrict the del egation of user
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t he acconpanyi ng draw ngs in which: [ 0008] FIG
BRIEF BESCRIRTHIONCORTHE ®DRAWINGS t he credenti al
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credential security support provider architecture of

froheclient/@rseiven; [0011] FIG 4 is a flow diagram
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0014] FIG 7A is a block di'agram representing an

exemfiH2) KEGwbiska ook diegrammverviewsor tie crétienpialesenity support
p}or\ll\llcﬁe? %}c?lﬂec%% tﬁ)a% elngmésetﬂg géc%gé d&ggation of credentials from client to server
based on group policy in accordance with the invention;

[0013] FIG. 6 is a block diagram overview of three different types of credentials

that may be considered at a policy level according to threat of attack in accordance with
the invention;

[0014] FIG. 7A is a block diagram representing an exemplary network

environment in which the present invention may be implemented; and



3 [0015] FIG 7B is a block diagramrepresenting

an exenplary non-limting conputing system environnent

in which the present invention nmay be inpl ement ed.

DETAI LED DESCRI PTI ON OF | LLUSIRATI VE ENBODI MENTS

Overvi ew [0016] As nentioned in the background,
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the user's credentials to be delegated to the server
COIAPYIESYSIER cOyPpHRentin which the presgal iapenkian mpy ‘f)ﬁfrﬁaﬁemented

Server is one such exanple where sonetines the user's
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enulate Its functionality on the client side. However,

Oagrvignt i oned, prlor art del egation techni ques do not
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and the client software that executes on

termnal. In one non-limting enbodi ment of the

i nvention, the protocols of the credential security
support provider of the invention nay be inplenented
in connection with term nal server software.



Suppl enment al Cont ext [ 0020] Sone of the various
enbodi nents are described herein with reference to

terms that are generally understood by those of

ordinary skill in the authent#cation and credentials

del egation arts. Wiile this section is not intended to
tesmbBil/tlidnt eantlidelelghie thozewlgadgecrafentifie Scﬁth@fsex@eﬂlinn:ﬁdgt to authorize
skill in the art and is to be considered
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Security Authority (LSA), Security Support Provider
Supplemenial-Contsml ) and Secure Sockets Layer (SSL)
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SequnelSoakeal Iiet (K8L) paRo&S and an txenpl@gUREided s Pithentieationn

this sense, the session key is effectively a
Inffasigpibregr ant i ng ti cket . [0023] Next, the
ticket-granting ticket obtained is transnitted to a
ticket-granting server (TGS). The TGS nmay be

physKedlergs t he sane server as the AS, but functionally

per f a different servi The TGS returns th _
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& 2
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aut hentication process at the interface, protocol,

payl oad and driver |evels can be nuch nore conplicated
and that the user procedure may vary somewhat

accordlng to |nplenentat|on VVndoms NT LAN Nhnager
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6 response(s) in the Type 3 nessage are an inportant
pi ece as they prove to the server that the client user
has know edge of the account password. Secure Channel
( Schannel) [ 0026] Secur®& Channel, also known as
Schannel, is a security support/service provider (SSP)
popeit Kemerg tiek&ein afthagication igquastisasaledytthatlignt avardAuthentication
identity authentication and enhanced conmuni cation )
SereADy ThAS sarRiasic sgssiandsey. ke Hetlsq a sReTypgPn kgy, basing the

' ¢ ! g .
SHSB K- b P R Eboc0td GRAMEDROMIAL picf it A IARASH value that
repossonis itteakquasted sGaiceen thist serse, theaession keyhieeHedtively a “ticket-
server. prqvides proof of its identity to the client,
gT@th%Hf}Fett'ed by the Schannel security protocols. Thus,
Sch ag)gﬁb] PRk O @i t&k@ﬂ%ﬂahﬁﬁg RARANEInecd [LEFRMI B dto laliRket-granting

can used to authenticate servers and, optionally,
sariverd hGS). The EGS nwytbiegphiysicaltyi the samg sdyeerras theod S chitt fynctinally

ti. S | tial X..50
e BlTp @B e moe 30 S E RS Fiikaf B s TS Pesprver for
tHeGeduekle8 bSO fcel The369ideRitAst BRBls ik Eket ITRhSEIREETs iAVHlid, or accepts
optionally, the client. These keys are al so used to

thertivlpions arvadid digketiand @grfomys thi pérsice Hecansedhe tigha reagived from the

T8 A B S T O P kOB g

cé&rtiin Tn® period 06Bbst Ha®fn@rto edlalithertitarkh€udsdels aké ofht e¥rvice of the
Si mpl e and_ Protected GSSAPI Negotiation Mechani sm )
sqrapnBagdje other hand gmaking dongedes Yalidfosa limitad Hmedsepd sakes it less

. . vi , , P fac .

PG RmERI % 1L 8P RL00 AN 218 e oo

ofditdyPEkilter rrdrsean appechiteathadthe patiedlhrsarfehekerbttos nuthentication
establish a security context with the_ shared SAPI

PYRSERSh erinterace. Bpiedol Raytoad And drivespistssandyy BeehiBeNs fomplicated
afd thal e h%rﬁ%ﬁuécqgw E('Sl\}ge\;ﬁa? KRR t& ithBIBmEntRGn.

2478, entitled, gotl ation chanism " dated

Decenber 1998. [ 0028] SPNEGO s use may be found,
for instan in the " goti ate" extension, which
i's ahﬂﬁéﬂ“ﬁg}?{%&@i{?ﬁf‘g& n that was first

i mpl poURAY eAnl dlteHa898 i RlebBics RTEM 1 taft lailentioaBbR hedtocl dsed in
whi ch provi ded single sign-on capabilities known as )
variovg disrasaft agiveark @rotoedh énplengniations andgyppatsddy the NTLM Security

- ' el ' -
SRR, AT FL G sPl T AmA st for Mt 0o S Rinion of
sdobipbistrivuted Cafp@ingdhiiitoimend (CE Rembiedrocrinrdd€all (RPC)

| ayer ed  at o& different securjty mechani sps, such that

commupicAtioNSe A - ispderused atan intcerateshpnele siggett mgshantsgy.

rmy EZEL; S g OS5 R ec P ping AL s fof R ation.in
whihsihients preeabide iogEotditheiriddnadedwitivnit sbndBEgSAPhsspert ® thaserver.
T Sbﬁfai}',#é%e‘é@c?&sg %ech?n?glm r1]rij}: uedegl ttﬁgmegsagees? gcrnintn)(l)nly referred to as
Type 1 (negotiation), Type 2 (challenge) and Type 3 (authentication). At a high level, with
NTLM, first, a client sends a Type 1 message to the server including a list of features
supported by the client and requested of the server. The server responds with a Type 2
message to the client including a list of features supported and agreed upon by the server
and a challenge generated by the server. The client replies to the challenge with a Type 3
message with several pieces of information about the client including the domain and

username of the client user and one or more responses to the Type 2 challenge. The



[ 0030] SPNEGO enabl es GSSAPI peers to determ ne
i n-band whet her their credentials share conmon GSSAPI
security mechanisn(s), and if so, to invoke nornal
security context establishnment for a sel ected common
security mechanism allow ng the negotiation of
rébpbiise(sy i theddipe BiryessTpehadhisimportinf pieccemtth@ppriova o the server that
W thin a given security nmechanism or different
tl%f’p‘tlﬁeﬁh'és"'? g@rﬁ"é’@’\]&é‘gﬁlo f diecageoun) PABSWREhi sns. This i s nost
useful for applications that are based on GSSAP
i npl ement ati ons which support nultiple security
nmechaecigea€hanag €Sdhaendprmon security nmechanismis

i den d,, the ecur| nmechani may .al so negoti at .
rech I126T, S5 Chartsty D HER g PHTEL dop SRy SuppOTtService
pEA @R (S SPYBRRaining a set[o@ Qethkit fotbc@fémrmha@ldentlty authentication

{
negotl ati'on data i s encapsulated in context-|eveél
angd krdmscedrtmmnumaatioarsscmﬁy ﬂtreugmc@ptloo Sahanmed ésiprimarbly used for

h b
IR ol ihs B FRsE8 B el ot Fvpeitext T8 PRl
(ATUP} tthinBRicAm#B! SleraBifeR athkehae tHedeh@trovidi8 proof of its

Initlrator proposes one security mechani smor an

idengir tedhg ¢lint, a¢ requized by therhsbannegl sasnritypiatogpls. Thusgdehannel
pg%{)bgie %tﬂgz@%b&nnef‘&eﬁé@gie%ﬁg% cﬁgfsé' 'h%)érdyt}) %ﬁ&@ﬁﬁéaﬁ?gr\%s and,

optioROlyeclienal Gﬁéﬁ)auth‘EhﬁcaIu@h Gely Hehequdsteﬁ@yrrﬁe §dier at any time.
initiator of its_choic In its basic

Selanpel ¢redentials $fo¥ o109 Féﬁlﬁicﬁ@ir, E h@i@ RO Yase key qur@atlon from

cy?itfl\@QtEglsQngJ‘&)Catu'ﬂ%%u@eﬁé HiR se?ve aﬁ:(f foﬁJ 181?Jllyp§1'éfcﬁéﬂa'fﬁe%e keys are also
characteristic o net vvor astructure and ext

usaloprovidpmessage 1nti<ltj/ whKe thenﬁlekteztndrtbﬂs@ve‘re:kmlmnlgs the 1nformat10n

etc. can really nake a difference. In _order to avg
reyie i eenerateandaeange SESSIQEYS il SBRIGRERS ﬂif‘o%@n and TLS
pRitoddiereRtrRiaab i fhofEgdianbasyf or the initiator may be
enbedded in the initial token. If the target preferred
mechani sm matches the initiator's preferred nmechani sm

no addi tj on roun are. incyrred .b

negos ity GE ErasearaSSAPTNE Gigyas Mokt EESORT des

a t e¢d027qUSPNEGD & £ahnddedCkhéd SHeumiyeSeriibe AlpPH@afuloM IPRgEram
mechani sm sel ected by the target is capable 0o

Intefacer(GSp AfHbpssude-mechaniam foripeensiie defeunian Mish @PdHBE ed
n%héﬁ?ﬁvé £P tsgﬁ&? s Egtp&%ra'hd thl f%{a'b ¥l’{ p Ee%hﬁy &o%ﬂax%v t‘ﬁ‘?ﬁ@shared
eet e Rani o suppor rotectio

GSS@(PItdmhmtﬁgﬁt Thd ﬁﬁﬁlﬁﬁm]aﬁoh r SHNEe}ﬂmey bp If@IrﬁlQit act Iatemse

is guarantees that the a t sm . o
@&Bﬁ%‘%‘% aﬁaw%ft HDREREC RAd8isabined e 5@3?%%1 paptigtion Mechanism,
d%ﬁ%e'c&%b&“ﬂbb@r ity (LSA) [0035] Wiile a
general 1 zed concept, the L,SAis a key conponent of
the [@P8h SPOTEER sfuse muly bedewfd, far iMitarteyim o @ ETP INggotiate™

t.em t.echnol ogi.es bejing responsible for 8 . .

CRERTOR Y HIEh BB ADHB ORISR xieBRaR Dby ss BROUEPEBgHd in bipusing
sé@ﬁa@'lﬁl@nﬁ@Eﬂﬁl@f& #nd %dh‘iﬁ@%d&?ﬁﬂélb Tsignﬂfi‘l' dal Xblhtles known as

036] Duri n | ocal, interactive, logon
V&@dﬁWﬁ énteaatp p‘\sldrcnémtmnsNﬁmlablerﬁalhen%qhdnlp@s QﬁvSPNEtC@ include

I | 0 Thi s for assed to the
l\t@%{ ﬁg ﬁbe ‘?eﬁ%&h Ty ]i’(ﬁg ugep,g?t%eolﬁg?c O'dut henti cati on
pack a@n29] Thite [GEBSARIHHovidesSegEnetie irferfuds W€l Gdnlbedayered atop
secret key format usi ng a one-way hash function. The

dE@Aerttﬁ@wrﬁnewplé@l&mfes hatjif Wmmwsmng\mﬁga@ﬂmesﬁﬁﬁm
o2 A0 RS89 o RGRGH ot PLAUH Ll gy St

returns the user's Security ldentifier (SID) and the
SIDs of any groups to which the user belongs. The LSA
then uses these SIDs to generate security access

token(s). This description applies in the case of a
user having a |ocal account, as



opposed to a domai n account where a Kerberos service
ticket is obtained to authenticate the user to the
machi ne. Security Support Provider Interface (SSPI)
[0037] The SSPI defines the ngchanics of

aut henticating a user, i.e., verifying that the user

bétSvedi theb!) BloWRbr, @%‘m dbBsnPEpreR¥iba thel M@hYEbY wheRSESSAPI peers
that the user knows a secret, e.g., the password,

C%ts@@hhaln sdreter then hpeera ¢aaumgn seesEfy mechanism. [ 0038]
Igﬁn mSh)ﬁlE%béj gl?’%le)s SZAIlgl?pee I3 4 l&: %%H#ng?r?g)%gde \);z/het er tlaelr

cﬁd&ﬁtﬁt’lﬁ Sh@lﬂi @%ﬁlmeSEAH\@&ﬂntﬁﬁeéH ahi%ﬂi(s)@ﬁlﬁl iFeo, M6 Iinvoke normal

machi neea(ﬁ %J an existing drive mapping), (2) t he
seeuBEerANTeHt sstrldishimgat fer p selected emmon secygifY Mmeptantsy allowmg the

oS PRI B O RU B ARS8 By gen seuny
miethestisnh,oe dsf&fentdipﬁanmfrommdvdriﬂabcﬁﬁty mesRanigas i is msost useful for
fronttha donpi n, t he raM/credentlﬁ ﬁ (e.qg., Eane .
tf%% rg basgdl 05 S5l implesigntatigns WRich SUpRAEE mpltiplg security
nﬁ@ﬁ&f@ﬁs R S 61?§btcu111‘l§'qﬁec?1aﬁi§1'ﬁ% ﬁféqtlf?@cﬁ DL r1‘nechamsm
his case, the client use account and the accou
ntae ats@emgmmtd: heclwmsnespﬂife: ahitions derting isnecbnfeky etthishshment

credentials (e a and .passwrd) that, are
ool AT S sBymals B stsan i g et o Ed gy contertrlgvel
tdKRBRs. R, cAler@ PP He3S S APSdd Ad1 Re&d doatavAilosEE \éﬁi"stence of the

processes) to transmt data bl ocks back and forth
neggatiation hnéteum@emryy ngtts@ewdowmprtwmmtbamsra sati sfied.

003 ' | o d h m i nk o]
(Core 0038 1S prgPeibn e S SAAQ PR I Tl VF b Gt
pEOPOLESicNY sEIURIYY f ﬂﬁéhaniis\ﬁiibr zﬁﬁorwxlea/tlst&ﬁrsearrw me@h'&inams tahi@ the target
client initializes the |local or client SSPI and
eithar apeaptssthe peoppsadsiecuyity mschenist, ersheesed one fromeanseffeyed set, or
rfEAT lfbostd ot ), The, 42 gec il fbng it b B K€ ngtel

f eedf0038] t n ithbasseforml thﬁﬁﬂbtocmghr@ra@m&ﬁ%uﬁdtﬁpf Netsdork
set of data resulting in a second set of data. On

CORNEGHON Sefyiuls d&yifigpl I}ﬁéfpffﬁt“l?ﬁ charagigr ftichf any aetwagk infepstructure and

ek@Stuhdl ﬂ‘ﬂ%ﬁﬁ@f’%ﬁ ¢nk®padiak ?ad%‘getbvforﬁsh&c d@ﬁh?‘edlﬁf make a
greater , the sérver sends the Second set

ddterence olntdnderdd neoit summmarround tmipf the dwsitink setarity heken of the

cI|etSPI The cl.i.ent SSPI n ithrre

pEpRorfit modbapisgy fog e dnGatos By bes i The fnich! R T B rarger
téfaranﬁédreﬁtsmﬂa&n@stm@uﬁmm pratdrRa me%hsﬂtml £3 &dditldtiabround
contl nues until both the client and server SSPIs are

trapstarg fniceed\by hsing thedwgatiatioo ratecblf r om t he ot her.

nand M0, SENERTHRG oot i 3Rl % Wb SeRthBibn wpp he

uhdelyuseinedtafBmDdeldcted 181 the Rirget Eﬁﬁh@ﬁﬁlb Y irdgrith ?r&éﬁtﬂoﬁ N¥hen all
used by the client, the server may also be allowed to

theqmechpisms RrapRECd by thapiHalghsiDPOR hRic ity detectiqn agjwtenshe selected
n r
Rt PR it B el ol R gl i becomes
pﬁﬁmiedm@i thB goyahees hambe appropiiity nachatisiassppuited by both peers
request Eredeflned finishing step called
hes, Pé?léitﬁ ‘hToken( CAT). Secure Sockets Layer (SSL) and
Tr ani@éﬁltSeéﬂYtﬁAu%?W titsw)(TLS) protocol s [ 0041]
The Secure Sockets Layer "(SSL) protocol and Transport
Lay ef003&t uWhile 4 Fangjaligedcancept, thetlsS Asisadeysompohett lof the logon

PP O Bty s B el b SRS tRirdaPiigp ot for

There are slight differences between SSL 3.0 and TLS
1.0, but the protocol remains substantially the sane.
The term "SSL" sonetinmes refers to both protocols

unl ess clarified by context. [ 0042] SSL/TSL
protocol s provi de endpoint authentication and
connunlcatlons prlvacy over the Internet u3|ng



Exenpl ary Non-Limting Wndows Authentication
I nfrastructure [0043] One exenplary, non-limting
aut hentication infrastructure is provided by W ndows
operating systens technol ogi e8 that support different
aut henti cati on nmethods via the Security
vaedating et fpdoth 18cal\and e¢m@§tSTdgons. OfHeVIe8 22 also mainthifif) fhé]local
I n one jnplenmentation, Wndows supports three primry
sesHpty RAICYr i bed above: Kerberos, NTLM
Chal / : 7] ' P, .
i | LOREF R Gedl i B D M on TR thdchther s BOSGPpRes their name
aml pabowerd20 Glts, logomdialageThis dsfoonatidnas passed tdthe LLSIA, twhéch then calls
Security Support Provider ]nterf acg,. or SSPI. In .
e dpPLIPGALe au na%wgam@?kwnthw%w (SN He? RYYP YRt plG secret key
f&ﬁia‘d\@sﬁﬂf% Do wa§ hRSHMhSER ThO BRI thér §Rics Bie/Sce Bty U8¢ddEnt
10 digital certificates: Distributed Password

Munages {8 AbBtdatabageTionjhe-user’s aqepentrinformatione if the key provided matches

rotocql, nsd Al.e Aut henti cati on. Prot acol P) -
o o35 et N 8 SN e B e B st SRS (IR b ihe SIDs of
a@ugﬂohps toeyhibiagrRdiser ¥l 628! Fhe LK ki 3gs hsde STDs %o @ibrate security
rivate Conmuni cati on Technol ogy. Policy Driven,

agoegtoken(a) This|despaiption applics 3 gl casepigpusenhasieg slacal account, as
r . N . .
oRERET S Ao h By CRBR Ehtormn srvisn AR aa pingliq pogpentcat
tieaser tottlye sidgiing.t provi der (Cred SSP) software that
enabl es an application to del egate the user's
credentials fromthe client, e.g., via client side SSP

soft . .g., Via server side
SSP é%?‘t‘; %?@1}0 ?ﬁ%ﬁo@%ﬁfn&%@c‘éﬁ@%ﬁ@ i nvention may be
ut i | [003d@] biThaSgPhddfinee tteppédhanics ofawhenicatoyger eder,ng@., verifying
systemar any third party application using.the
e e & Mg e Cgims pbeskibyt e vy legplo aheriepfmows a seeret,
e%ip’ gl'i@lSlds_Ekgox%}’ Ss6¢ThiR8 i thGAdrRdul R BL RESnt. [ 0046]

Is a block diagramoverview of the Cred SSP
ar ch{@038] ue ofedeitiald wsed fiori suoh ah authenizated contmstion can lee: (1) the

oo o apgurity nsruss bRk SerEe difad Gasehepmachines ..
a6 akibliNOdraRRhapia )02 Be crédenBAIS f6the Blidhe Rber’ stdd€oudt S€ the server

| emented as a set of two packages: a client

re(%ggmlgl%ﬁlhggﬂy peseyiatpda thohispsepunsaibisdgwlies that both client and server
PR i 00 oy RERPace B AR R TS RS

credemiald (eg. daviecdd Passwasrd)eor & totpbddcogntdavthe server if it matches both

[ 09,47% The Cient-side package O j eat -si de_ Cr edSSP (it?l
the| Glignk ussy 3 Bame ang P‘%S§W9‘iﬁldﬁb§h!s_ ‘6’15%\?% FHEBW%F%’“PH%R 1§ account
hg $RR%5%hd &&&'a%ee&ﬁti&ft) a4 vink %wgfg%%ég e.sgﬁ%hé %d?é?iﬁ%rﬁ) that are

rovi der Interface (1 ent-5side nterfac

eyl iwid yipassc8cindryrisd usve (R atcirksbyaasitingthosalking epliSatiansiidie client
oBR G P rRgt] R oo i e T AR Pl Sy ilsecurity

ploViRE ia@fsfledt. | N accordance with the invention,
handl i ng Schannel negotiation and functionality in a

user [(938t e dtavingdpaded dheesschrtytdynamiedinkplitvery(B44.) and having

S b IR EROBB B B! o iy GRIDAL Shch G RATARTERESs, e, he

cligiv eitialdies thelocdl SACaE B8BBaldSAufeveshSRirftsonifdat tolRend to the
SPNEGO negoti ati on and credenti al . i
semetr Yisenwhile sl seprar das witiplized theservar STRL apdradtentsceiying the first
sé’t’%}f Wa@SthP g&fv&r fZBddiPR MOLL Y ﬁﬁ?&ﬁﬁﬂ%ﬁd&?&s tHairst set of data
policlies defined 1 n accordance Wt e
reablbing -inle seoonb eet of @tacOn pethirg thessenfer pérforms\eahiecloagainst the
[0049] As nentioned, and as shown in Figs. 2A and 2B
in an exenplary, non-limting enbodi nent, the
invention is inplenented in connection with a term nal
server client 200 del egating credentials to a term nal
server 250.




11 [ 0050] As shown in Fig. 2A, an inplenmentation
of a termnal server client 200 interacts with LSA
Server process 225 via secure authentication library
205 utilizing a | ocal proceduPe call (LPC) 215 that
includes transmtting data across process boundary

reddling sedvmdiserst ddfdhn@iPeiidatalis geaey t}ﬁn@UtH&%Btvleﬁﬁdnld@ the second set
[ i brarg1 205 and may include a CredSSP Initializ
§

olsdatyyq thy cligsis which iiciuse fsps |t deshercljgnt $ - Tlllf'aqhqnhéﬁﬁﬂdé%n either
réB B Hafa FRIEL Of SRYY SehPig thEldrt SRS HokpboHiB thar

althemgeon SSbmiphdte. flhicdantinueskmnt bothnkse ABMt endesentes SSPIs are
ocess 5 and i ncl ude a CredSSP
sqiigfied withshe QU8 frepved BoR B el USSP, | SO f unet! on
t hat Enm# ud@$hig é%{\lmewr%ﬁis laZ8nteRChinidley whRiM (@hbng other

( SPNEGO. T SC) fu ction and a NEGO Encrypt Message
ﬂfl@NEﬁbeEdmenfed fierit the nser name of {H&Oﬂi&nt} Daperglingwn tha optigns used by

2B,. an..i ement a erm na er er 250
iRl el Fioy o B8 elon i hEiB S ondsK| Ve radeRigmate the lient, to
siaHlo Sﬁﬂrg‘iﬁhés@ ek AR YA Phé#t id drei ke Soptidmal, step e taky De
cal C) 265 that includes crossi ng process boundary
gf@medu"ﬁ@ f:mbﬂns soBbresgize gyde, someseeity Pryideshmay squest a pre-

853 205 (an Accept Security
g) ls}‘f?ﬁ* Mﬁ@mlﬁ gflhg“ﬁgrﬁgg%loncl udes a Secure
Sockets Layer/ Accept Security Context (SSL.ASC)
function and a Secure Sockets Layer /Decrypt Message

( SSLIesye peketsilener (PShtandohansmt kst Searitn(TISApsapcals

o, W o728 STy LR B RAtoE0l A 3Rl ¢ bhldScurity

(HESYEE6¥04alc R sucBess o, bbth 1ﬁxplﬁnwnted(l§F$dHS@ﬁae@gS® cifyptogiraphic protocols
W@ﬁ‘g a SPNEQD Decrypt, Message (.SPNEGO. DM cti

EPIPVIAR SERERRATPYiCafigns of mqmweﬁf‘ai%%qe stight gt <1° ﬁeanw
S S n T o OiaDy bRgel BrpARo i GHGTR, fik. The em
“SIIL’t scahetiBBis/rateS tb@ndspratoeollsaxhkws qzilalaﬁeﬂ lb))ed:umgn’ a cI i ent

and \Y} 305, PNE otiatjon.occurs

el oD, SSEAST, Pt Brprvach ot ALinghticaRED Bl fgnppnications
W vef thetl h I At 1WBE RO e e h d
punAdC(I!}rost otod Jki}sfngﬁgéel ?@gﬁgﬁg%?gelﬁ)tyﬂg% 313 and ris5aut enticate

(s lﬁgd‘mﬂé}’ isecouredx ‘éhllliaﬁhp cHentiremeing nnamaﬁatgdnth@ige mutual

alﬁ'tgéﬁfatﬁ L {nag tbf, ggrtf{)ﬁr?et Via élgbrl{/cg%y%fras%[:t&%g%]ﬁlp gep(ﬂgrﬁa}t to clients.

TR ﬁrotcmw 1] 8 ateet/wtzére@phmbn@m doagmindedie Brdivay dekigned to

bet ween client and server accordlng to steps 310
PECERtSAVESHEODPDiN g MPEERgy ad MeS838st 0{:‘:’@% a shared key)

is established for all further traffic at 330.

However, advantageously, if, at 320, appropriate

aut h&rermplaty Bon-hamiting Wibéevs Asbabicatorebfiustrugere cI i ent

and then no session.is eated at 325, an

e hEEAAD L One o5 Fap 6, FoRAGGRG AR ICRLOr W3y iculas pravided by
WIH&O\Q?%OI‘&tﬁIg%%/StCB‘@ rtedﬂﬁ@lb 1S Rla€ gﬁgﬁ}%ﬁtdlffélﬁntojutﬁeﬁﬁgdtfbﬁl methods via

server, authentication s per nmed nore expensively
thecSsaurey &eh‘eCdStlmmptthmdpe@S@D mfauarhent i cation was

st ar fter a s WiShS eat ed 12 con , .

1 pl T SRR PUBARS pt it priBlY 3Ph gscribed
abdVeeREbRIbs, NITEMS Ehsliledige/RREYSNES ad SERdnn8ISkcaAfVRILtdcBls. While

not creat ed unl ess authentication of client and server

sdip the defaultratiepieatongesthed wdWindoms R00@.athesanethods can be
uSFSARRLE e SecB6) SbBO Provider In@HAdH, of I8P AR doRbcample,

Wisdowgs tdmeuss ﬁi&f@tledu@uieh%mdm It@prolvmehaﬂieﬁﬁmtmnsb@iced using
key is established for all further traffic between

client and server at 330. However, just because

t hreshol d aut henti cati on has occurred does not yet

nmean that the server is necessarily trusted by the

cI ient. Thus, at this poi nt \Nhl I e a seSS| on has been

Y |



-pnego is either a Kerberos sub-session or an NTLM
sessi on key shared by both sides upon conpletion of

t he SPNEGO exchange. [ 0056] At 420, the LSA Cred
SSP on the client machi ne perfbrns a policy check
based on the server's service principal nane (SPN),
dipetaleertifaeitdse Disteidtiied Passwond AlkiehtEMion 1BPWS3 — aNThteneand

‘&g?‘gg;rég%&) pigto 0| I %egltsé,leeggwtﬁ?tg]%ggqe E?)(tqr)]fg)l ﬁ@gé)s— an %9”8]}?1011 to Point-
tcﬁpmﬁg?‘PP') brdt§co\f ﬁﬁd Pt Ee?_a asé&ﬁ%{d&&s bi%bﬁ’lﬁﬁ% 991, TS and Private

target sefver and not a man in the mdd

Coomfunicatiog Teblmolegyl owi ng exenpl ary aut hent| catl on
exchange: C S:cub }Kspnego KSSUCLS S -> C Kpub + 1
}Kspnego } | CSSUTLS [0057] It is noted that

Pgﬁwﬁvélﬁ Oﬂ&ﬁﬂti&l@ﬁ%@%ﬁtfoﬁgih%l@ |Sii@ LA Sfd B€dure Access to Network
ComTunl cation urthernore, this server authentication

y be based on Kerberos or NTLM if there is no

PI cl S.ec hi ndi.n
mut niBSES A Ehionfb o 5 o P kool freaehold Seburiy
s@!bh@ﬂb‘hdﬂ{(@éﬂ SS®) sofsard theknabiBy abgppliehtioretd delégaeihe user’s
of SSL,/TLS. Stated differently, the invention may
C@é%‘ﬁ’raé‘l fjomithq ¢lieat, ket-Has elient sile § SB,sbitwaRe; i the fageet server, &.g., via
t
sl MOU ST fhre” Trle et RSP QI b fierBR ity BRARALT pf oy narive
applmﬂorbeﬁ amqmrattimg s§sherh O Snjz thlﬁl’ﬁar@rl’a@pl&ﬁn/oim&ing ehievapplicable SSPI,
005\8§§ Finally, at 440, the user's cr edenltl als (e.qg.
e SadBnord] ntffw%w@eané@afaeag system @prligalien Plaformnpnner
t hat [ouag e@i 1G4 #8lo ck%ﬁgraﬁﬁ gd&ofewf tﬁ@@e-afs@%mec% of the
the rus SA subsyst the invention according
utventlub'rethﬁbériablms g ssyurbdtlegatitaitof ceedehdalg romClient 1:sefvef, without
Passvvo d eqgo, KSSUI L . 0059 descr d
KRB ths gba R enas 1o B spling spPheanan gt T Ebadinent, the
c%@@smﬁdnﬁ?e%&tedas GSset oF t¢dDatkage®HGiehi (V8 hyphcaebﬁ)csa&saedssp
are utilized to control and restrict the d ation of

padkage ClienitSide_&redfeih and an LSA alclc é?rrmepaﬂkw@ It- CredSSP of a
|nve 0 mtigate range of seg
bV, to b A iR O bR BB ddlee.
| NVefto4on [Mhe Clidassi&PPiiard €lettisalel CfedSSPedlelint silde security
encryption/decrypti on and credential forwarding. The

SYPBATiPERWERfesoB ateibat in gxpRsPé 1P Gallets qf dhe @wﬁ&&%ﬁﬁewty Support
Pfdw&lf ?nt@ﬁ@d @ﬁenpg dk %%ﬁsgpﬁﬁm&e 17 F}ﬁg%‘a&dg&ﬁﬁnéﬂnn%g otidin and

I nvent1 on. pur pose o e group policy settings o
exposes the Snhannal pafekagc fenstionalityhad welhes esenusicationdweith thal[SSA side

pivkent oA RireR Spites Larmed ooy e 121 h grcorotlg wifhghe

iRl GE hak Rind S cRhd e K@gyotlaﬁ&n sfoah&idafahedisthibees¥iciiRates

trust may exist to facilitate authenti'cati on between

fastes endriypiMessapd and deayptMesgage dpastidnors diipardddgp iperfognance by the
LM aut henti cati on, such trust does not nmean that the
get server is trusted with the user's credential s.

Thus[004BF TM¥&®BEdaAle WitR kMiASerion Othe ¢ )8 ACPdekbidd IBS A QDreOSP
ensure that the target server can be trusted with the

p@é{p(@@ theetPNEEQaeeptiation and credentja) ggqypmxprgdecsypt@n@ﬁd credential
L Qc
SR yel W pearihts A pidihe P AR B} oblifpci e HL
acterdxgad vith tiaf abovedesuribad setfof policiés efithe investionver
wi t hout pos t he clear t ext credentlalstot
cal | W’&ﬁ n&fa\%Pa 7t and assthawngp Figs. eA@nd £B inga cxpigplary, non-
11§§an e?nl&dﬁi)lln&ﬂei% ?ﬁveﬁﬁoﬁlssiﬁfplé?ﬁenﬁémnréaﬁﬁggﬁ with d38ffinal server

client Cand server
client 200 delegating credentials to a terminal server 250.



14 S: a client side package and an LSA si de package.

On client C, this translates to dient-side CredSSP

and LSA-side CredSSP. On Server S, this translates to
Client-side CredSSP' and LSA-KHide CredSSP'. Fig. 5
illustrates that in accordance with the invention, the
user [6050] e&s shewh iCFiRO2AT arbdngplementadonest asttmiaal server client 200

.accessible tg the calling application CA of a client. .
inseracts &q‘gésﬁf% S67VaT RIOFSAB 228 [ SBUE .aawentf%geﬁi%@%?&e utllizing a

I&Q%E&u%llﬁ?l’@g 9¢5 Wat n'éﬂrﬁies Rt g‘?ﬁtal dcﬁﬁs s progess boundary

nting a trusted su systemportl
2201 divectidnat2 10 ekgcutdia securs hetherstidatgs tibraryp20% am\lrmmy inthide a

S B BE 5 o B R e
Sgckeké US/ef/Bli8Rizk R ol (SATSEH f@x‘ibtl'bh %ntﬁ hiseBire Sockets

machi né consults the group policies GP of
Layardimciyph Messagd €SSk EbEdfunetiono Fenafions 230 @@Icolws in LSA Server

PSR P oS8 BHRHE: SOLAYCHRY. 5P 150

firictisi et icluded QSPNEGO/ﬁnﬁme Sat ity Tontdxe (SPMNEGH.ISC) function and
settln is alist of service s)rlnm pal nanmes (SPNs);

Enpoat Mepsage (FENEGRRNM) metian.| oned. As one of
or dl th]ly a’] Zlﬁxsvah?\gg 11% F? §ﬁr§ gl}prle%ﬁ%gﬁ otl'lI ot'h tglrnlilﬁal %R/er 250 interacts

appr cat oS st aracters, St

w1fh L.SANBér@br pracess RaH dlafs@éura Aytheiedadon ﬁbra@iZSStUtﬂhﬁ@lg a local
| e in an al phabet of SPNs. Thus, accordin

pRER G SN, 26 e RS Srospa peesshasefu ). unctlons 260
e RIBh Sk B BRIc o f1BUET DR Ity RSB BRSSP Accept

aut henticated to th 'ent an &’ server §
SeasseSoatepn((redS SFhABK) funcigon thasindiefieseSedoye $dukegiaypr/Accept

sPasbEfoeE! SOEAYCERrE AN el SEhe g ard DR Mesoge
(%@ﬁmtmaétfondﬁﬁm%ﬂs 260 EN¥eh? i EArldr pRSEscier diadflay fclude o

mtigate a variety of attacks, 1ncludi but not
CrédSiSPeticcept, Sdchatyaﬁlmm@k$Ctad§SBaASG) fUradtion that includesraoj an

SPHEWW SR TRcbER! PR hfition i B0 ecrypt

I(sP@G@eDM)rfgﬁctMg ot her GP vaI ues that may be
con Eégoured by adm ni strator (i ncl udi ng m suse of wld
7

car di0S2}  pParexemphaymnogdinitiag praees) upbzasdni the Cragh$p of the
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SSL/TLS handshake takes place between a client and a server. At 305, SPNEGO
negotiation occurs to select an authentication mechanism (e.g., Kerberos or NTLM, or
other suitable negotiation mechanism understood by client and server). At 310 and 315,
using the negotiated authentication mechanism, the server is authenticated to the client,
and the client is authenticated to the server.

[0053] If, at 320, appropriate authentication has been achieved between client
and server according to steps 310 and/or 315, then a shared secret (e.g., a shared key) is
established for all further traffic at 330. However, advantageously, if, at 320, appropriate
authentication has not been established between client and server, then no session is
created at 325, and much computational expense and traffic is avoided. In the past, e.g., for

past implementations of terminal server, authentication was performed more expensively

because the attempt to perform authentication was started after a session was created. In
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Kssimis is established between the client and the server. Ky is the public key in the
server’s certificate. Then, at 410, over the encrypted SSL/TLS channel, mutual
authentication of the client and server is completed using the SPNEGO package.
Depending on the client/server trust relationship, either the Kerberos or NTLM package is
negotiated and used. It is noted that in case NTLM is negotiated, the server proves
knowledge of the password to the client, but other servers in the same domain have access
to the password. Kqpnego is €ither a Kerberos sub-session or an NTLM session key shared
by both sides upon completion of the SPNEGO exchange.

[0056] At 420, the LSA Cred SSP on the client machine performs a policy check

based on the server’s service principal name (SPN), server authentication info (PKI/KRB
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[0057] It is noted that Kssptis is used to encrypt all client/server communication.
Furthermore, this server authentication step may be based on Kerberos or NTLM, if there
is no PKI based trust. The secure binding of the SSL/TLS authenticated channel to the
Kerberos based authentication, as described, may be carried out on top of SSL/TLS.
Stated differently, the invention may securely utilize Kerberos based credentials to
authenticate a SSL/TLS negotiated master/session key, which can be particularly useful if
there is no PKI trust between the SSL/TLS client and SSL/TLS server.

[0058] Finally, at 440, the user’s credentials (e.g., password) may be delegated to
the server in a manner that prevents clear text credential review except by the trusted LSA
subsystem of the invention according to the following symbolic data exchange:

C > S: { { Password }Kgpnego } KssirLs

[0059] As described above, for instance, in steps 340 (and group policy 335) and
420 of Figs. 3 and 4, respectively, policies are utilized to control and restrict the delegation
of the client’s credentials in accordance with the invention to mitigate a broad range of
security attacks. As mentioned, the LSA package of the invention provides SPNEGO
negotiation, credential encryption/decryption and credential forwarding. The LSA package
of the invention also performs policy checks against policies defined in accordance with
the invention. The purpose of the group policy settings of the invention is to ensure that
the user’s credentials are not delegated to an unauthorized server, e.g., a machine under the
administrative control of a rogue or subject to an attacker. It should be noted that, while
trust may exist to facilitate authentication between the client and server, e.g., based on
PKI, Kerberos or NTLM authentication, such trust does not mean that the target server is
trusted with the user’s credentials. Thus, the invention includes a policy consultation to
ensure that the target server can be trusted with the delegated credentials.

[0060] Fig. 5 is an exemplary, non-limiting block diagram of the Cred SSP
architecture of the invention that enables the secure delegation of credentials from client to
server, without exposing the clear text credentials to the calling application(s). Similar to

Fig. 1, the Cred SSP is implemented as a set of two packages on both client C and server
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The dotted line segmenting a trusted subsystem portion of the LSAs shows that only the
trusted subsystem portion of the LSAs have access to the user’s clear text credentials, i.e.,
the ability to decrypt/encrypt. In addition, Fig. 5 illustrates the LSA-side CredSSP on the
client machine consults the group policies GP of the invention, as described in more detail
below.

[0061] In this regard, the group policy settings, shown below in Table III, define
which servers are trusted with the user’s credentials, where each setting is a list of service
principal names (SPNs); in one embodiment, wild cards are allowed. As one of ordinary
skill in the string recognition arts can appreciate, wildcards refer to characters, such as **’,
which can stand for any character or string permissible in an alphabet of SPNs. Thus,
according to the invention, the Cred SSP (client side) only delegates the user’s credentials
if the server is authenticated to the client and the server’s SPN passes a policy check, e.g.,
as defined by the group policy (GP) settings shown in the Table III below.

[0062] The policy settings for delegating user credentials defined below in Table
III are designed to mitigate a variety of attacks, including but not limited to, the attacks

listed in Table I:

1 | A Trojan or malware may be running on the client machine, e.g., in Limited User
Access (LUA) mode, not admin.

2 | Default GP settings vs. other GP values that may be configured by administrator
(including misuse of wild cards).

3 | Domain Name Service (DNS) poisoning. When the client resolves the host name, it
may be communicating with a rogue server.

4 | Denial of service attacks on the Kerberos Key Distribution center (KDC).

Table I — Types of Attacks Policy Settings Mitigate

[0063] The decision made as to which of the policies defined in accordance with
the invention (defined in exemplary, non-limiting fashion in Table III below) applies to a
given situation depends upon the authentication protocol negotiated between the client and
the server, as described above in connection with Figs. 3 through 5 and the type of

credentials. Fig. 6 shows three exemplary types of credentials upon which policy may be
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less secure are default credentials, which as the name implies are default credentials that

are designated for use by the LSA 620 in the absence of other instructions to use other
credentials. For instance, Default credentials may include credentials entered at log on
time. Default credentials may be alright for certain circumstance, which do not require
elevated security, such as certain Web site credentials. Also, while less secure, default
credentials have the advantage of being immediately available to LSA 620. Thus, there are
three type of credentials that may be utilized in connection with a request by a terminal
server client TSC as shown in Fig. 6. Table II sets forth the three types of credentials

considered in this exemplary, non-limiting embodiment: Fresh, Saved and Defaulit.

Fresh Credentials User’s credentials collected via user interface, such as CredUI,
and passed directly to SSPI (e.g., passed in into
AcquireCredentialsHandle call).

Default Credentials Credentials that were initially provided by the user when the user
first signed on to the system (available to SSPs).

Saved Credentials Credentials for a particular target server that the user elected to
save in the credential manager (e.g., CredMan).

Table II — Types of Credentials

[0064] As referred to above, Table III below includes an exemplary non-limiting
set of group policy (GP) settings for controlling/restricting the delegation of user
credentials by a client to a server in accordance with the invention. As one of ordinary skill
in the computer networking arts can appreciate, Termsrv/* stands for a set of SPNs where
the service is Termsrv and the host machine named after the forward slash “/” can be any

target server matching the * wildcard.

# | GP Setting Default comments
(List of SPNs) value

1 | AllowDefCredentials NULL Default setting:
Meaning: Password may By default, delegation of default credentials
be passed to listed (those entered when the user first signed on)

targets when is not permitted to any machine. This means
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3 | AllowFreshCredentials | Termsrv/* | By comparison to the above settings, with
AllowFreshCredentials, there is no possibility
Meaning: Password may of malware performing a silent login (without
be passed to target when the user first being prompted, assuming
authenticating with fresh AllowSavedCredentials &
credentials AllowDefCredentials policy settings are not
enabled)
4 | DenyDefCredentials NULL This setting is used to further restrict to which

Meaning: Password may
not be passed to listed
targets when
authenticating with
default credentials

servers the user’s default credentials can be
delegated, and by itself does not offer an
opportunity for exploit.

However, the administrator should still
exercise caution when constructing a policy
for default credentials via the combination of
DenyDefCredentials & AllowDefCredentials
settings.

If AllowDefCredentials covers a wide set of
servers, the list of exceptions expressed via
DenyDefCredentials may not
comprehensively cover all untrusted servers
in a given environment. This can become a
particular issue over time, as new Servers
come online.

Additionally, malware with administrative
privileges can remove untrusted servers from
the DenyDefCredentials list. However,

| malware with administrative privileges is a
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DenySavedCredentials NULL This setting is used to further restrict to which
servers the user’s saved credentials can be

Meaning: Password may delegated, and by itself does not offer

not be passed to listed opportunity for exploit.

targets when

authenticating with

saved credentials

DenyFreshCredentials NULL This setting is used to further restrict to which
servers the user’s fresh credentials can be

Meaning: Password may delegated, and, by itself, does not offer

not be passed to listed opportunity for exploit.

targets when

authenticating with fresh

credentials

AllowDefCredentialsWh | NULL By default, this setting is off since Kerberos

enNTLMOnly and PKI based trust offers stronger
authentication methodology than NTLM.

Meaning: If the only

authentication package is

NTLM, and user

authenticates with

default credentials, allow

the password to be

passed to the listed

targets.

AllowSavedCredentials | Termsrv/* | To cope with the inherent weakness in the

WhenNTLMOnly (unjoined) | NTLM protocol, delegation of user
credentials is allowed by default only with

Meaning: If the only NULL domain unjoined machines (in this case,

authentication is NTLM, | (joined) server authentication is ensured to be

and user authenticates achieved by the target stand alone machine).

with saved credentials,

allow the password to be By default, for the domain joined case,

passed to the listed NTLM, by itself, is not allowed (server

targets. authentication is based on Kerberos or PKI).

AllowFreshCredentials | Termsrv/*

WhenNTLMOnly

Meaning: If the only
authentication is NTLM,
and user authenticates
with fresh credentials,
allow the password to be
passed to the listed
targets.




DenyFreshCredential s Meani ng: Password may not be
passed to |listed targets when authenticating with
fresh credentials NULL This setting is used to further
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Tablkedil uGréup PolicySettings for ToitrodlividyResteidting iDelepdfion of User
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| i st K968k fesunmany) the GrediSSR selution pf the inseptippypioyidgs p more

se%h{éﬁsg)}lt{ﬁ?)é Zﬁnglﬁ tﬁ%ﬁﬁﬁ & P%gf/o‘?&]% %elfﬁ}rg%{iéig Radah BYSLd to control
and restrict the delegation of user credentials from the client to the server. As the
exemplary, non-limiting set of policies of Table III illustrate, the policies are designed to
address a broad range of attacks, including malware running on the client’s machine.
Additionally, the Cred SSP of the invention includes a “secure by default” policy, which is
the particular configuration via the policy settings that enables a client machine, by
default, to mitigate a broad range of attacks. Furthermore, the set of policies of the
invention are applicable for protection of any type of user credentials, including, but not
limited to username/password, smartcard pin, one time passcodes (OTP), etc. The Cred
SSP of the invention provides additional protection for the user’s credentials because the
calling application (of the Cred SSP API) on the server or client side is never given access
to the user’s clear text credentials, because only a trusted subsystem of the LSA has access
to clear text credentials.
Exemplary Networked and Distributed Environments

[0066] One of ordinary skill in the art can appreciate that the invention can be
implemented in connection with any computer or other client or server device, which can
be deployed as part of a computer network, or in a distributed computing environment. In
this regard, the present invention pertains to any computer system or environment having
any number of memory or storage units, and any number of applications and processes
occurring across any number of storage units or volumes, which may be used in
connection with processes for delegating credentials from a client to a server in accordance
with the present invention. The present invention may apply to an environment with server
computers and client computers deployed in a network environment or distributed
computing environment, having remote or local storage. The present invention may also
be applied to standalone computing devices, having programming language functionality,
interpretation and execution capabilities for generating, receiving and transmitting
information in connection with remote or local services and processes.

[0067] Distributed computing provides sharing of computer resources and
services by exchange between computing devices and systems. These resources and

services include the exchange of information, cache storage and disk storage for objects,
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computing objects 10a, 10b, etc. and computing objects or devices 110a, 110b, 110c, etc.
These objects may comprise programs, methods, data stores, programmable logic, etc. The
objects may comprise portions of the same or different devices such as PDAs, audio/video
devices, MP3 players, personal computers, etc. Each object can communicate with another
object by way of the communications network 14. This network may itself comprise other
computing objects and computing devices that provide services to the system of Fig. 7A,
and may itself represent multiple interconnected networks. In accordance with an aspect
of the invention, each object 10a, 10b, etc. or 110a, 110b, 110c, etc. may contain an
application that might make use of an API, or other object, software, firmware and/or
hardware, suitable for use with the systems and methods for delegating credentials from a
client to a server in accordance with the invention.

[0069] It can also be appreciated that an object, such as 110c, may be hosted on
another computing device 10a, 10b, etc. or 110a, 110b, etc. Thus, although the physical
environment depicted may show the connected devices as computers, such illustration is
merely exemplary and the physical environment may alternatively be depicted or
described comprising various digital devices such as PDAs, televisions, MP3 players, etc.,
software objects such as interfaces, COM objects and the like.

[0070] There are a variety of systems, components, and network configurations
that support distributed computing environments. For example, computing systems may be
connected together by wired or wireless systems, by local networks or widely distributed
networks. Currently, many of the networks are coupled to the Internet, which provides an
infrastructure for widely distributed computing and encompasses many different networks.
Any of the infrastructures may be used for exemplary communications made incident to
delegating credentials from a client to a server according to the present invention.

[0071] In home networking environments, there are at least four disparate
network transport media that may each support a unique protocol, such as Power line, data
(both wireless and wired), voice (e.g., telephone) and entertainment media. Most home

control devices such as light switches and appliances may use power lines for
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anst geminformatian pyer n@ﬁyorkisblﬁpcweaxﬁ sedhvVidersireasd information sharing,
re%?(itg ‘ﬁétl\(x%%ps%ﬁ LS @ Meflel ﬁgue tﬁlgsr@g g&%garlrgﬁe& %8 ftb3n Bpen system

envi ronnent or dis

wéthwi iclnd@mriopelsasah dgsige mﬂ\ﬁare applivadonssfop pag@midgspecialized
present invention na al so be applied to standal one
oeeaﬁt&ns.qﬁ@erdw casentiplly, WHBOW eI ng | anguage

funcgg | 'TilM thd R BAGh AL AR AL gna?ﬂ%%%q{dsp& network topologies

capa |I| i es for generating, receiving and
suchaas shientiservgr, |pnéreitomr;tr @n hiybrid anchicecturen The t ‘blien¢histasmember of a

ocal seryices roce ses 0067 y st.ri bute
ol iyt Gor e scBiEs ohgrahercbispat PP Lo icBdbis Jatlued.
TAEY, i ESHRpldhgCX BIG 88 HOENSSE. GOREHI h R& di%t&eﬁo@rui tasks, that
systens These resour ces and services include th

reguetinm spIvice providadrytanother proghaan.sThe eligat ameﬁsusllhzes the requested
sétvi2k %xgt(?loﬂtof{avi)nb 5 “kitow” %Ilgy working details about the other program or the
service itself. In a client/server architecture, particularly a networked system, a client is
usually a computer that accesses shared network resources provided by another computer,
e.g., a server. In the illustration of Fig. 7A, as an example, computers 110a, 110b, etc. can

be thought of as clients and computers 10a, 10b, etc. can be thought of as servers where



such as files. Distributed conmputing takes advant age
of network connectivity, allowing clients to | everage
their collective power to benefit the entire
enterprise. In this regard, 2lvariety of devices may
have applications, objects or resources that may
sarv@s i10at16b} die myiatadnthe dmd tiva tidwhes réphicatde teed®nt egnputers 110a,
credentials froma client to a server. of the .
110k, gtét-iafhough any compysaFarrpgconsidersd\alighls 2 seeh @Rhethcdepending
: |
o eelan ), RAE CERLOGRIAIE SRR mey B ORESRE dataor
reguestingrsamides ootasks thetsmayimplicaeghotlegation b areddiiizls &xom.a client
and conputing obj eﬁt or devices 110a, 110b, 110c,
1Q:3 YeTVeFiid agCOK “é%{”ét ﬁ@?l“&‘ﬁ'&“rse prograns, methods,
dat ajgé7a1 e, seP\‘e?gsr@Pféﬁm & rdrRste EomBhtEr sybieh AREQMIS oV¥&a remote
conprise portions Of the sane or different devices
oslocl ngtw@R/RICh ag thedhiermbe T heelicniqrocawBap baetivs, in a first computer
persongl, conputers, etc. Each.object .can conmmupi cate —
YRR, 200 e ET VB BTSEES 0Y D UF ¥ RecconrtamPHEY Pl Softmunicating
wit lofR alfothér ovERh SomBfuiRhkonBiMeditusiSihlis pRIVIIINS 8is@IbARId functionality
conputing obj ects and conputing devices that provide

argbaligwiBg mudfinle eliensstodakeddventgge gihe infermasipni gathering capabilities of
Lpl.e i.nLercqnn t k .
e B 2 e s O BRER b B i es K gtegating
crebigreials f16a.a clieh, toatservePof thd deventidiDmay bd distriteitel ach®sy multiple
contain an application that m ght nake use of an API,
COPPYiNgsievisss acebiedshf t war e, firmware and/ or hardwar e,
sui t f e%: ' g f @k
ol o[PN75) CLicl8 il LAl ORI R A0 BRE e lizing the
fumct onaligypevidet! by tphetoc ol eyt (s p For examplé, HR} Tdxt TeasfeaPsasocol

preci ated that, an object, such, as 110c,
GRETPER A IRbCEloRt Pird 1B GORERStED T D6 WA Wige Web
WPw), 2R webe. T{ﬁé‘aﬁ%@k&ﬂ?ﬁ’t@f‘n&@%ﬂ@ﬁﬂ%sg ich as an Internet
ed y show

envi ronment depic t he connected devices as
Protoqoli (18D addressain ottier cefencate soih ias a ftinieeirsal BesowpdedcacatomURL) can

t he ,physi cal .envi ronnent. ma |ternativel y.be depicted
b g B BN 0E S P T et 6 D it R Rt Rl BfERss can
béfefElRAB0 ab alTERIL 88@8S. ChbMAthidatiay eirfbe Hovided 8éria@nemunications
obj ects such as interfaces, COM objects and the |iKke.
nedurpe-grirdieat(Yraad seryen(s)anay tbsf cagpleddagne anntbesvin T SP/IBnd
] b port distributed
C@@%ﬁ*ﬂ?ﬂ&@? r‘é%ﬁﬁr%t g? §%§°a§§§m| e, conputing systens
may [0976pnMaas, &, t7agidlubedtednn edempthrp hetwokleddas slistributed
systens, hy |ocal networks or w.dely distributed
CREIREIR Wit FPGHe) {p copupnieAtion ythlieAbsamapussTd sk ya gngtvork/bus,
it @hithend OﬁlE&BPﬁR/entgﬂ' Iﬁa%ﬂé %glggéd 3 mdord G aUfulmbef of Srvers 10a,
w dely distributed computin nd enconpasses nany
1@h, fefoe raeminterednwected viaAngonmhunibaidne hemastrk/bus 14, ehictamapbe a LAN,
d. for exenplary co ni cati on de incident to )
SlglEAnetotDE TGP, oV T & AWOR|Of GHENLOp FemU Fomaputing devices
1 80:€ 2108, N90¢,Q 10l 108 &8ENuch BY & Bi)ﬁﬂﬂe computer, h@thtld ddhputer, thin

hone networking environnents, there are at |east four
cligng,petwerked applianée, or athspdevicesrsuthas aHEER mRY, eeohlight, heater and

Qr ni.que ot gcol, such as Power |in t
AR b PugtBeQUTRRAChRER) i GHToh, Ra B Bl i) g prosen
ineBhteor @by aFY to@Gi cdmpWEiaf dBabeinc@nhéd@ion GEH WRiSh $tUS desidble to
| ight swtches and appliances may use power |ines for
delegating wegriaredentjals td 8619 vi ces may enter the hone as
br OaHﬁﬁ‘?f fifa g?]t.woﬁi %JU% onfeht B'wH@PIHE cHHﬁjlﬁﬂca]ﬂBgs fdtwork/bus 14 is
accessible wthin the hone using elther wreless
thednigrnet, Homexfanpde, t1&0@rvietB) 0ap 1 Otwietce dar( e Web sklvers wiNAwhich the
Cat 5, Ethernet, even power line) connectivity. Voice
traffic may enter the hone either as wired (e.g., Cat
3) or wireless (e.g., cell phones) and may be
di stributed within the hone using Cat 3 wiring.
Entertai nnent nedia, or other graphical data, nmay

e o e . a o



servers 10a, 10b, etc. maintain the data that is then
replicated to client conputers 110a, 110b, etc.,

al t hough any conputer can be considered a client, a
server, or both, depending or22t he circunstances. Any
of these conputing devices may be processing data or

cligi | ERlal NIDLS €106, ¢ €Gd, AN04, 26K SorhahicARWid 41 éfeadudnbeh ef known
deI egation of credentials froma client to a server in

schaiale as WITR. (S§evernifani Oty gtc. may also[sery 4p cliende 1Qas 110D,
li(§c tlY 2?{))% ¥l O,Cag F{Eﬁ; % c%g %étgtg étyas(th?tﬁ'bﬁ‘féﬁ?ér :[])mtu‘?g %iﬁ%ronment.

cI | e[(m7ﬂ] 0@838entibyed) eoﬂm’hini(ﬁtlblﬁb may be sired Ofrwu'ems ora
system and the server_proces active in

C%la@ahtéorb SHhste apPTpyidtee rﬁhe@bﬁ%‘?ﬁsclég?’rtd% ]tIIQCOH@daNcﬂeh%tF may or

[
Y bt TR Ko TEIcH ek LR B oy iy ave independen
cmhnmntcatutrrs assicentalihenetvitt e Fof exangple,nh drerate ofin GHtdndfCRighere
capabilities of the server war e
e O AU ROBE & BEforked FPRET [eRARTRISPReAT. Farb ST fgmputer 110a,
1862480, 180, 1f109 B ahd 5&0r Joﬁlpatéqox &ipbOLrc LSy bW fide@ith
may be "di stributed across nultiple conputing devices
vmous tapplmagon program ﬁt@mltll's]s OCbbJeets 133a, daﬂb sléﬁv,mtc( ghd with

cERTS AARacS® (ratPaaPEy SIS UPPLla af pEpers agross which files or

d&% 3Bin®s mhl pestdRdtor 16 @Hi%iqfifortf’dr@)q}f‘Pﬂles(df'ﬁlﬁ)stt’e&n@maﬁ be
common protocol that is used in conjunction wth

dywrlogdedy transpitied guamygrated. Amyhene\gstsaore Df eprapitery 10a, 10b, 110a, 110b,

SRR BB P A2 8Os e

elearn such ds@chtadasd dhdmegreoder steffg dfa pﬂ:ﬁeisbd yr §dved according to
server, or_client conputers to each, other. The network
thgdayeasign CRimspiBe pessentimeniipn gan be wikized ipip eqmputer network
e@@ﬂ%&h?%@cﬁéﬁf‘c lR§lQ \1'19 gé%:e?c( ﬂsa‘fe g&é%olg‘?ftégxct with a
C(bmptuatenemwmﬂ(ﬁ&rs Mlaad?;'@%ﬂ d?)nqﬁmene t0a, dﬂbﬁdtc ftba‘t may interact with client
h- capaci ty conmuni catj on. 0076] Thus, Fig.
e S 0.t o S, a6 i HFS Astisenomestabostizt r | but o
environnment, with server(s) in comunication with
cI | ent corrputer (s) via a network/bus, in which the
np atintgl Deviesny be errpl oyed. In nore detail, a
nunb erver.s [ t er copnect.ed
via E‘f"z@iméa iPatt Beationshencedo Sk B RHPRE' Emay be
déshbible\W0\Bhieldt pri&dy applicatibh Frmigterfefdnee fron §dao@daw Bffications of
of client or renote conputing devices 110a, 1106,

thedgiice 11t gapuld howndessiood, therrfpreathaphangheldhpastablsnangasher computing

AA30 s SR S5 1 b oGBS PR BRRS1on v

plesait enrveatidn tlbe ahywieere thadia devicamag wish fo delegatercesientials to a server
i nv is thus contenplated that th

Ch %é% %Wﬂﬁg,wgﬁ@pgalfls HGe 5HhIS RiTRRY é)\l;ptqu Rﬁcorgmgly, the below
gbfelioh o@@ré%&t? Qr ddscritiedBeRv ﬁpﬁlt@; %37) ﬁ*ﬁ]lt %ﬂg&*ﬁﬂple, and the

Slser C edent i a server.
pre¢ntaricneo inap lbﬁmnplemenwtlivath a;riye:llemrﬁauitigcmt\i/mﬂtﬁ)us interoperability

i nlfghctiono dhis e et i e bE raplE B Redin 1 Syisppment of

néth@rkedhostel 88 feed ORRicH 181 litdd Qﬁmrﬁﬂa@ﬁeheﬁﬂ-&@@u@és%re implicated,

communi cate via any of a nunber of known protocols
e.gu @metorkerrmvirgamgnt iy witdeh the ghientalevice peryesamers! ysasrapdnigeface to
[ Q 10d, 1 etc., as may be
th%ﬁlgrgg%?/bgl%s ?r%:a% 3 ObJ%FJf rl %J’tanqapgé?rrbdﬁt i ng envi r onment .
[0078] As nentioned, comrunications may be wired or
wireless, or a conbination, where appropriate. Cient
devi ces 110a, 110b, 110c, 110d, 110e, etc. nay or may
not communi cate via comuni cati ons network/bus 14, and
may have i ndependent conmuni cati ons associ at ed
therewi th. For exanple, |n the case of a TV or VCR

oy N a




23 [ 0080] Although not required, the invention
can partly be inplenented via an operating system for
use by a devel oper of services for a device or object,
and/or included within appliation software that
operates in connection with the conponent(s) of the
i nvefig08@In. Alhduigharoe raqaired)ehelimsertidnedn ipartlytte 1g$|k§meﬂited via an
cont ext of conputer-executaple instructions, af
oqﬁraé@géwtﬁ@dtcﬂrége by,geislepeselitaricssyioppdotre ik gtgect andor included
l
R fon SRR opfiles IEECHRER 1R Roffoferils) of the
inagpoacheftwart Insty Hehdesdribed t}mrgenwl domtext af:tomlmdemnehutable

ot her conqut er %Sten%l(i guratl o jyand rotocol s. h
infERSELDS. ENY] ASAECFRESTPIYIeRs PFHE SLCHIPIIRAR) & mire gompilters, such as
cl&Ht W Q6B LR Or Sthet BENIRRVTHAB @ﬁﬂ&d ilxp@té aftﬂm%bﬁfémate that

the invention may be inplenented, although as made
the invgntierbmay be ptaetlcﬁdrmm phgr eysputen systeinronfigwraticipoadipsotocols.

I i tabl t t
7 or "WORE) HR Tl Tl in Bt o BeinB L P B e
en¥t¥nmemd 100k iPWhRA tﬁ@mtvaﬁloiq%%@tmpl@tﬁeméd faltRGighQR Fhddelear
of the invention. Neither should the conputing

aboligi thoeraprtingGystemenyirormnentdDBalisanlhend mnm*ﬁyof a suitable

[ I t r
coHGRERHsyir B4R BEHELAEL b FIMORLE e
lirasticat dsng tieni¢opeosimabor iidaonality of the Q&Ehmw t Keittek elﬁc&md: the
to Fig. 7B, an exenplary renote device for

qmﬁsma&@ﬁtlrcngnetnh éOQafRFelﬁtemﬁteﬁ 3¢ haieg any depsadeicy guFeggement

[
re%gﬁ%one rfé:eo cgglrl%%%%ﬁen? Sagcggﬁﬂn%ts 5l %%HHEE Sg&gfr?lglary operating
enlvironmemt ]100a a processing unit 120a a system nenory

130 d em bus_12 that c pI es vari.ous . .
sysﬂpﬂ% nﬁ’dﬁi‘éﬁ{e?nicﬁéq Fig: #S R %ﬁ“i%ﬁg?‘f}c‘t g’ﬁ“’l‘?Blememmg
the tr%ﬁf%&t faeluueg 4 %éln%peﬁ gugpl?)@e SbR Qté%ncé%lalerf@afn BEa 88W¥puter 110a.

several type Structur&s 1 neludi ng a nenory
Ccnmporm:ntsmi FOmpuico ﬂlt(iama)emcllmie{inn |amhmt simited 40, agprdcessing unit 120a,

b j hi t ect
o PO BEPeRR A, R ey a5 s Epules oo yfbonents
incloaRgtRe sysRatimemdryRadheproceyiiigtuit 120a A s@st@ﬁfbtﬁ 1280 may be
be any avail abl e nedi a that can be accessed by
anyshseieszl types of ey stiejures ineludinglaamemary b or memarn epmrpller, a
t
oo P 5, BARERRA TSl oY £OUREL SPGB BLet o 0%

i ncl[0083] bObMpiner Bl0altgpisalt) incCde zatzadeey ofrmmmhlr&cabm media.
non-renovabl e nedi a_i npl enented in any nmethod or
Corapyipiicadable mediacap hganipivailable mesia HAL @ b ageessashRy gosputer
Iaa t t
LIRS eh B! Aot ERlafof Confhuls Sendable 3 dRitnay comprise
ccxmmlltammagebuedla sndaammumicatenh media.F2dvhpuRGMtorEgPRENia includes both

r ot he t echnogl ogy, . )
vaipf Ll rE e LI Bhy GV Bt P nipcp any method
oﬁé&ﬁlég)% fm&ﬁgé &f 1ﬁﬁ§§ﬁﬁ&?§mh'§§98ﬁbht‘ér teal@sole IMANQIINS, data

orage or ot her rragnet ICc stor age devi ces, or any
Stiyichiegs, n@@rammmm@h orethehdaty seempuiesstorage mediadnelidesgbut is not

.1 nf or t' n,be accessed er,
iy o RN O SR s G 0 bl Beh o cOROM,
digied dfafsla&leldi&ts I(DMD)M dthefl3ptecabllisk §lobige Smagndfic RaREttemagnetic
nodul es or. other data in a npdul ated data signal such
tapgs MpgReliG digh staage op pthet magnetic sipsasrdevieed 104 ANy athgneedium which
a&@‘élu‘gaﬁ% stORY tﬁﬁegfr%'fﬁﬂlaqgh hﬂf&ﬁlcﬂ%gh Be ficcessed b[ly%gﬁﬂ‘)hter 110a.
e system ne a may I nclude conputer storage
Ccnmnhumcamnrt edib wypnab]fy evibodics lcompowt madatdeinstradtidne, data structures,
menory such as read only nenory (ROM and/or random
access nenory (RAM. A basic input/output system
(BIOS), containing the basic routines that help to
transfer information between elenents wthin conputer
110a, such as durlng start up, may be stored in nenory

A NN

. Y. - o o [ T s



25 nonitor, conputers may al so include other

peri pheral output devices such as speakers and a

printer, which may be connected through out put

i nterface 150a. [0087] THe conputer 110a may

operate in a networked or distributed environnent

r@gfdﬂgnﬂod@lle§ at othendyeLini on6dilaed dera 8ignalsueh as hesrrieewateor other
nputers, such as renmote conputer 170a, which may in

trwpﬁrt mba@%mami imclydes anysinformatondeli very msdi | i ti es,

di f f a‘1“139 ? gﬁ%‘( 0&'{193"% Jgfln%ﬁﬂgtcgmﬁgfép’sﬂ)ﬁ e %gﬁl in the
may e a personal conp server, router
fqnmtofxyblatlf&andaorpmevoldtmlelmnmy smthasrreaxbaxdp _meumirw()RQM) and/or

or an te nedia consu r .. .

R SRS TG 5%@5 A s iUl AP S y 3PS qontginipg,he basic

rcﬁ'tlﬁg@tﬂﬁﬁqeﬂ?@%dngﬁg IO oh Bt {ldnRent\Ritia @Bﬂﬁ)ﬁfer 110a, such as
10a. The 1 ogical connections depicted in Fig.

dmrmg sateup, maxt boostkred 71l ey h3 Qa0 didmary é A0nypical k al(sQAN)talns data

o, a wide ar ut al i ncl .
arif oS B B s atrEebs Aol oo airER Coelpe
oﬁe‘i’m BR b%?ocbgmrtgmﬁfsuoaf By RS of @ﬁzhﬁﬁl@  dndSroMififtation, memory 130a
uter networks, intranets and the | nt er net

um@ B]IHWWCMHE Sasttmmmé@mnmrﬂga@ﬁwth@mmmm medules, and
&%ggy er 110a is connected to the LAN 171a through a
p Work®i nt erface or adapter. Wen used in a WAN

net WHOBSN g TROWGHPBEIT0a nidyeal &oinplutie bthkll&mdvmbmhlwmovable

i ncl udes a _network conponent %netmork card, nod
velaigleAnogyolgfilg pmprtgh gtoma@ megian BT SYANHNE. COMRIIST ébﬁq @H@ include a

U P O R AR AR i«

mbgnsmmimnrﬁxé thay rédue fmyxsmewntwso 4 Zhaovable, hdrevolside magyetic disk,
terface o |nput 140a, or other appropriate

AHRAPSIFR] Yeehaiagrpads drasm o1 WEIRTEN & FeReBhlea ROmSIALil@ gptical
dleﬁ RuER ?sda C@ R‘bM’ Br btfled Jb%cslc}ﬁpdﬁ %théﬂ&ﬁmv%leﬂaeﬁ LéRbable,
ereo be stored’in a renote menory St or age
vdewlcbmnvdlatﬂwcbmpbm stppige oediaattiatt dantbe tuberl indhervexedmplary operating

N T A——

didRrhMRENAtIIBsIGOdIR1tAIS GedMaYe, REliIStEE-R ANE 5G] Btdte ROM and the like. A
stributed Canutlng Franmewor ks or Architectures
hard ggb]drivais ypady g@rmebt@d écdth@csummuhug 12 laifrequghlesnonagmovable
o
m?%%&relﬁ?eg%a?é g%c?n ps)'grg 1rgtg g rﬁg ﬁ}létgrl%skt %%\Ie%? ogtlcal disk drive is
tybfedily b@kﬁﬁb&dwdxeuyaem&ﬁls 108€£bPa ?dm(k\&b&rrﬁerﬁm@'\dhﬁﬁﬁcd/\fsﬁdh as an
Qﬁ% am essly interoperable and Wb-enabl ed interface
infesfacgpp| i cati ons and conmputing devi ces, making
conp
oo MWPE@% . [ﬁg%sbl‘é 1‘&1‘&1& Erftet &F—%@gﬁ Qgg?'nfé\ﬁgﬁg{n%’iﬁ)ecﬁe ©5mputer 110a
thkdu@RAG0F HeVisenachged keymimrcbimltlfomtmg deviee, conitirdnly referred to as a

|nclud erverE $ di.n ck serV|i such  as
s, Bl 51l Pasl BTN B ST B s Pidgbphone, joystick,

gaifd f)é/éfi‘éﬁelh@dl% atdnhes BE @H&' 119 ThA8 and\EthePindhf ®viBes are often
prOV|des (1) the 26 ability to nmake the entire range

caymegsoditnuthe m:pcc@mg:lgst makhnoogeuma Anpaif d14anan|daassacwet@hnterface(S)

gl 8T O Y S b LA bR e e PR LRI B and bus
sthéburgs gsh, aseRipdIRY p &Y @h@ﬁio@ﬂ'orlhﬁﬁnﬁkfrsal(héndl Bhbﬁﬂ SBTI ANgraphics
HTM., (3) online services that feature custom zed

subsvsiers mychlsfehe; Gpapgetest tophoastsns bumnk? 1gep ynaraor ppothpitype of
dlgﬁlg?/ géflgﬁg aa{lﬂs%&'%ﬁ&lted%{) hd %gﬁrpﬁdsnh ltcl Q'[ﬁ zinhiﬁtemgéa %Sélf&t output

cations,
interfasefl B(WQMeliclsrnﬁ:)b'lmaarrﬁ(fmlﬁﬁmcitEWlth(ﬁdeocmélhD@I Irzaﬂlnﬁiatta a
storage, which increases efficiency and ease of access
to information, as well as synchronization of
information anong users and devices, (5) the ability
to integrate various comuni cations nedia, such as
e-mai |, faxes, and telephones (6) for developers t he

a ey o - . P



[0093] As nentioned above, while exenplary enbodi nents
of the present invention have been described in
connection with various conmputing devices and network
architectures, the underlying5concepts nmay be applied
to any conputing device or systemin which it is
maafor adrhputts natgl Agrinelude ethenpdriphsral boputdevides sicht a3 speakers and

server. For instance, the 27 algorith and

a REPERCH WaY Bfreorngeted Hsroagh QR RGEASS Amay be

app! {¢@87f OThd€orfl Elaftda Fd?&ﬁlf a fetwOFeH bk BRuthavdLe,
provi ded as a separate o on the device, as part

emﬁroanmnhmlng)]bgleal Gonaect@ns mmmtdrenatre otheokemats camputers, such as
domnloadab&g ﬁ F from a erver ﬂﬁ a "a}ddle.nan" it

T GUEUAP e, ‘6 518 &‘tm AY® §apabitlies,Speh asquedia capabilities,

diffeddnf oM &Qlléébﬂ 188! Th@?erﬁtﬁé E¥apQer Ima'ﬁ?iWé/we@sonal computer, a
conmbi nation of any of the foregoing, etc

smn@twqr, zpmig'pdnﬂﬁlngpdea deuegesotherapynemaetestkmyide sor any other
arg chgsen her ln aﬁ. reseﬁgat vedof vaﬁ(% £ th

Ot eg'a CPH%E%P fon,p3 (rapRRissifn fevce, afd may inglade ay or gl of the

eleMbRE @Sﬁrﬂb@d Bl?ode'r@l'aﬁbé‘@ théBEmPteOr 1Da TP/ logichl éonh@ctidﬂ@ depicted
art win appreciate that there are nunerous ways of

ingFigy1Riinedidsts) r@t:wortsdaéa anieh losplearen ratwedk LidY) cac,anwév agga network
S AL RO S ARP e SR e
cdrifBrpladsin Metiick, Qﬁﬁdes éterprisd- u@d&@qmmnewaﬁka emtednetsed the
herein may be |nplenented in connection with hardware
h@@“@oftmare or, where appropriate, with a conbination
of bayo 1 Tmn.uga?mrﬁeﬁﬂﬂ%tm @fr@ﬂﬂéntolfhetcgﬁlﬁuter 110a is
present nvention, or certaln aspects or port
cdrimectedfa thedAN aREa thremgharnetvedrk pntegaceroradajsier Wieen, used in a WAN

i nstructions odied int i bl e nedia, such as
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intermediate language instructions or objects, etc., such that the methods for delegating
credentials from a client to a server in accordance with the invention may be included in,
supported in or accessed via all of the languages and services enabled by managed code,

such as .NET code, and in other distributed computing frameworks as well.

[0092] There are multiple ways of implementing the present invention, e.g., an
appropriate API, tool kit, driver code, operating system, control, standalone or
downloadable software object, etc. which enables applications and services to use the
systems and methods for delegating credentials from a client to a server of the invention.
The invention contemplates the use of the invention from the standpoint of an API (or
other software object), as well as from a software or hardware object that receives a
downloaded program in accordance with the invention. Thus, various implementations of
the invention described herein may have aspects that are wholly in hardware, partly in
hardware and partly in software, as well as in software.

[0093] As mentioned above, while exemplary embodiments of the present
invention have been described in connection with various computing devices and network
architectures, the underlying concepts may be applied to any computing device or system

in which it is desirable to delegate credentials from a client to a server. For instance, the
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combination of both. Thus, the methods and apparatus of the present invention, or certain

aspects or portions thereof, may take the form of program code (i.e., instructions)
embodied in tangible media, such as floppy diskettes, CD-ROMs, hard drives, or any other
machine-readable storage medium, wherein, when the program code is loaded into and
executed by a machine, such as a computer, the machine becomes an apparatus for
practicing the invention. In the case of program code execution on programmable
computers, the computing device generally includes a processor, a storage medium
readable by the processor (including volatile and non-volatile memory and/or storage
elements), at least one input device, and at least one output device. One or more programs
that may implement or utilize the methods for delegating credentials from a client to a
server of the present invention, e.g., through the use of a data processing API, reusable
controls, or the like, are preferably implemented in a high level procedural or object
oriented programming language to communicate with a computer system. However, the
program(s) can be implemented in assembly or machine language, if desired. In any case,
the language may be a compiled or interpreted language, and combined with hardware
implementations.

[0095] The methods and apparatus of the present invention may also be practiced
via communications embodied in the form of program code that is transmitted over some
transmission medium, such as over electrical wiring or cabling, through fiber optics, or via
any other form of transmission, wherein, when the program code is received and loaded
into and executed by a machine, such as an EPROM, a gate array, a programmable logic

device (PLD), a client computer, etc., the machine becomes an apparatus for practicing the
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[0097] While exemplary embodiments refer to utilizing the present invention in
the context of particular programming language constructs, the invention is not so limited,
but rather may be implemented in any language to provide methods for delegating
credentials from a client to a server. Still further, the present invention may be
implemented in or across a plurality of processing chips or devices, and storage may
similarly be effected across a plurality of devices. Therefore, the present invention should
not be limited to any single embodiment, but rather should be construed in breadth and

scope in accordance with the appended claims.



14. The nmethod of claim 1, wherein said shared secret
is shared session key. 15. A client conputing device,
conpri si ng: a credential security support
provi der conponent for handli2@g a request fromthe
client conputing device for at |east one of an

Whatlid CRiimed:; a service and a resource of a server in a
net wor ked conputing environnent, wherein the request
i nplicates del egation of user credentials fromthe
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receiving, on the client, an indication of a classification for the server;
prior to transmitting the user credentials for the request, performing a policy check
according to at least one pre-defined policy defined for user credentials to determine
whether the server can be trusted with the user credentials, wherein the pre-defined policy
is based on the received server classification;
authenticating the Kpub of the server by:
encrypting the Kpub with the shared secret;
sending the encrypted Kpub to the server;
receiving a response from the server; and
verifying that the response includes (Kpub+1) encrypted with the shared
secret;
and
if the server can be trusted according to the pre-defined policy and the response is
verified, transmitting the user’s credentials to the server to gain access to the at least one of

the requested application, service and resource of the server from the client.



receiving a response fromthe server; and verifying
that the response includes (Kpub+l) encrypted with the
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6. The method of claim 5, wherein the performing includes performing a policy check
according to at least one pre-defined policy defined based on whether the user credentials

are fresh, saved or default credentials.

7. The method of claim 1, wherein said transmitting of the user’s credentials includes
transmitting the user’s credentials in a format that only a trusted subsystem of a local

security system has access to the user credentials in clear text format.

8. The method of claim 7, wherein the performing of the policy check is performed
by a local security authority (LSA) and the trusted subsystem is a trusted subsystem of the
LSA.

9. The method of claim 1, further comprising:
after establishing the session between the client and server, authenticating a public

key of the server.



sending a request froma client for at |east one of an
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server, and verifying that the response
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a credential security support provider component for handling a request from the
client computing device for at least one of an application, a service and a resource of a
server in a networked computing environment, wherein the request implicates delegation
of user credentials from the client computing device to the server;

wherein the credential security support provider component initiates a handshake
between the client and the server, including receiving by the client a public key (Kpub) of
the server, negotiates selection of a security support provider shared between the client and
server to utilize as an authentication package for authenticating communications between
the client and the server, and performs steps to authenticate the server and the client
utilizing the authentication package; and

wherein, only after authentication has occurred, the credential security support
provider component:

establishes a session between the client and server and a shared secret for

encryption of messages communicated between the client and server according to the
session, and upon receiving an indication of a classification for the server performs a

policy check according to at least one pre-defined policy used to control and restrict the



if the server can be trusted according to the

pre-defined policy and the response is verified,

transmitting the user's credentials to the server to

gain access to the at | east G2e of the requested

application, service and resource of the server from
ddlégatioh o€ der credentials from the client computing device to the server, the policy

check based on the received server classification; and
authenticates the Kpub of the server by:
encryting the Kpub with the shared secret;
sending the encrypted Kpub to the server;
receiving a response from the server; and
verifying that the response includes (Kpub+1) encrypted with the
shared secret; and
transmits the user’s credentials to the server to gain access to the requested
at least one of the application, the service and the resource of the server from the client

only when the policy check is passed and the response is verified.

16.  The client computing device of claim 15, wherein the credential security support
provider component transmits the user’s credentials in a format that a trusted subsystem of

a local security authority (LSA) can decode to a clear text format.

17.  The client computing device of claim 15, wherein the at least one pre-defined
policy addresses mitigation of any one or more of a broad range of attacks including
Trojan or malware running on the client, default group policy settings and group policy
values configurable by an administrator of the client, domain name service (DNS)

poisoning to avoid resolution to a rogue server and denial of service attacks.

18.  The client computing device of claim 15, wherein the at least one predefined policy
includes a delegation policy based on whether the user credentials are fresh, saved or

default credentials.

19. A computer implemented system delegating user credentials from a client to a
server in a networked computing environment as part of a single sign on to a server’s
resources, the system comprising:

at least one processor; and

a memory, communicatively coupled to the at least one processor and containing
instructions that, when executed by the at least one processor, perform a method, the

method comprising:
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sending a request from a client for at least one of an application, a service
and a resource of a server in the networked computing environment that implicates
delegation of user credentials from the client to the server;
initiating a handshake between the client and the server, including receiving
by the client a public key (Kpub) of the server;
negotiating with the server to select an authentication package shared
between the client and the server to utilize as an authentication mechanism for
authenticating communications between the client and the server;
authenticating the server utilizing the selected authentication package as the
authentication mechanism;
determining whether authentication has occurred according to said
authenticating step, and only when authentication has occurred, establishing a
session between the client and server including establishing a shared secret for
encryption of messages communicated between the client and server;
receiving, on the client, an indication of a classification for the server;
prior to transmitting the user credentials for the request, performing a
policy check according to at least one pre-defined policy defined for user
credentials to determine whether the server can be trusted with the user credentials,
wherein the pre-defined policy is based on the received server classification;
authenticating the Kpub of the server by:
encrypting the Kpub with the shared secret;
sending the encrypted Kpub to the server;
receiving a response from the server, and
verifying that the response includes (Kpub+1) encrypted with the
shared secret; and
if the server can be trusted according to the pre-defined policy and the
response is verified, transmitting the user's credentials to the server to gain access
to the at least one of the requested application, service and resource of the server

from the client.



