WD 2006/ 057864 PCT/ US2005/ 041391 SENSOR DEVI CES W TH RFI D COMMUNI CATI ONS
BACKGROUND 5 [0001] Sensor nodes may be used to nonitor and/or neasure
vari ous whewgesmdeh as tenperature, humdity, vibratiomrcthisotsidsayal s,
sound | evels, etc., and report the information thus gained to another
device, where the information may be transferred, interpreted, used, etc.

Some sensor nodgs, (. } j i -2 y by radio
transm ssi ons %%Ngjﬁﬁ Qéﬁ@@ﬁﬁﬁ@e@f@@ﬁ@ﬂ@&@ﬁﬁgﬁ It is
frequently 10 desirable to use such sensor nodes in areas that have no
conveni ent source of electrical power, so battery-powered sensor nodes may
be used. However, in many appli ﬁ@él ?&?jﬁbmgy be infeasible to replace or
recharge depl eted batteries whe 5 conme discharged enough to .
render the sensor node unusable. Extending battery |ife as |ong as _
possi ble may be a major factor in making the use of battery-powered sensor
nodes 15 feasible. [0002] Sonme sensor nodes may take sensor neasurenents
onl ys at [i061} equenSensonnedesahsy bansktdriaynomitoe endiot meapoeveariowsdeEngosuck | ong
period of tinme between such neasurenents to reduce power consunption and

ext end Dafehfetathre! Bumidity! VieraRh, Geitewels, sdintetdls seNg@eptthespends awake
(powered up for a sensing operation) is a small fraction 20 of the tine it

spends - (i . i i1 3
conoump ISR Bl @WBlhek BAGLS WRANAE lntol el By BE Yol MRS, 11y,
However, transmtfi he data w.rel essly may consune.consi der abl

ol ect r1 EuprbsSbmsed s i sAsSt J0ey ieBod i TP HB TS TR AN WIGUaRE, o
awaken frequently, to nmonitor for an indication that it is to trapnsmt its
dat a, bBY fashq tppimissigns Wheneyvgudiserieliaomsg by extemal device. It is frequently

10 desirable to use such sensor nodes in areas that have no convenient source of electrical
power, so battery-powered sensor nodes may be used. However, in many applications it
may be infeasible to replace or recharge depleted batteries whenever they become
discharged enough to render the sensor node unusable. Extending battery life as long as
possible may be a major factor in making the use of battery-powered sensor nodes

15 feasible.

[0002) Some sensor nodes may take sensor measurements only at infrequent
intervals, and may enter a low-power mode for a long period of time between such
measurements to reduce power consumption and extend battery life. If the per cent of
time the sensor node spends awake (powered up for a sensing operation) is a small fraction

20  of the time it spends asleep (in a low-power inactive mode), then battery power
consumption due to the sensing operations may be reduced substantially. However,
transmitting the data wirelessly may consume considerable electrical power. In addition,
if the sensor node must remain awake, or awaken frequently, to monitor for an indication
that it is to transmit its data, battery life may be reduced even further.
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1 WD 2006/ 057864 PCT/ US2005/ 041391 BRI EF DESCRI PTI ON OF THE DRAW NGS

[ 0003] The invention nay be understood by referring to the follow ng
descripti acconpanyi ng drawings that are used to illustrate
embodi nen‘?lsaz?)%mtgﬁg“i nvention. In the drawi ngs: Fig. | ShulE sk

di agram of a sensor device, according to an enbodi nent of the invention.
Fig. 2 shows a block diagram of another sensor device, according to an 10
enbodi ment of the invention. Fig. 3 shows a flow di agram of a method of
measuring and transmtting sensor data, according to an enbodi nent of the
invention. Figs. 4A arBREEF DESCRIFTION ORGHEDBAWINGShod of receiving and .
processing data in a sensor device, according to an enbodi nent of the
invention. 15 Fig. 5 shows a bl ock diagram of an RFID sensor system
according to an enbodi nent of the invention. DETAILED DESCRI PTI ON [ 0004]

|0 the Toddeapi N9 dORE i RhEANmaP YO RE RIS PEF I FinfI Y lféud'ﬂv&iﬁg%l@&ym%gaﬁ h. 20

However, i's understoo I nventi on ma

e o e
S

not to ohscure.an understanding of this description. [0005] References to
"one enb HIOES "an enbodi ment", "exanpl e enbodi nent”, "various
enbodi ments", etc., indicate that the enbodinment(s) of the 25 invention so
descri bed may Fithé Ishers a bngkdiagmm ef 4 sepserrdevioss aeserdingto aprendieslimentef i st i c,
but not
the invention.
Fig. 2 shows a block diagram of another sensor device, according to an
10 embodiment of the invention.
Fig. 3 shows a flow diagram of a method of measuring and transmitting sensor
data, according to an embodiment of the invention.
Figs. 4A and 4B show a flow diagram of a miethod of receiving and processing
data in a sensor device, according to an embodiment of the invention.
15 Fig. 5 shows a block diagram of an RFID sensor system, according to an

embodiment of the invention.

DETAILED DESCRIPTION

[0004] In the following description, numerous specific details are set forth.

20 However, it is understood that embodiments of the invention may be practiced without
these specific details. In other instances, well-known circuits, structures and techniques
have not been shown in detail in order not to obscure an understanding of this description.
[06005] References to “one embodiment”, “an embodiment”, “example
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embodiment”, “various embodiments”, etc., indicate that the embodiment(s) of the

25  invention so described may include a particular feature, structure, or characteristic, but not




2 WD 2006/ 057864 PCT/ US2005/ 041391 every enbodi ment necessarily includes
the particular feature, structure, or characteristic. Further, the

di fferent i_ents described ny have sone, all, or none of the features
descri bed”@gtr?‘%g’t‘ﬂ%‘r‘ embodi ments. [0006] In the fol |l owi ngFHEEPYYEIn and
clainms, the ternms "coupled" and 5 "connected,” along with their
derivatives, nmay be used. It should be understood that these terns are not
i nt ended eugry siphodignent hieqesssaibhinohides the Raitticalar feauirg atrtctord, ar cledstatistient s,
"connected"” nmay be used to indicate that two or nore elenents are in direct

physi cal Forthergthe dififérend entlariiraedts désttibeihap hatdwine, 21wt oae of B Yeatitan t hat
two or nore elenents co- operate or interact with each other, but they may

or may nNn@kschibed for dtHeeeinbBiiv®ingal or 10 el ectrical contact. [0007] The term
"processor” may refer to any device or portion of a device that processes

el ectr onifgmﬁ ta fr e%hm(rqzitegcg%gﬁ aﬂ@gﬁg{%& gh?é%%%n?%%l%"t { electronic

data into other electronic at my egi sters and/ or

menory. A."C L atf or.nd. conprise or. re.processors. 15
0008]  ThEPETR oftRevBLEte R iAo e R ol i P P BRCbPsene
circuits, devices, systens, methods,. techniques, comruni cations channel s,
etc., thdFMTELE not Wﬁ%d@aﬁwm torgagh gHer. hggﬁ@em&am%m cxplogiments,

el ectromagnetic_radiation through a non- solid nedium The term does not

i npl y t hatonnped sway: baviesd igdudieate thabtvwroer roensteleinrentsrayre imdliress physicahough i n
sone enbodi nents they m ght not. 20 [0009] As used herein, unless otherw se
speci fi edlechisalumetasf witheadr dheal“Cadpledt map meatl fhiat 846 or thesecaiardénts &d-hi rd",
etc., to describe a commobn object, nerely indicate that different .

i nst ancesperhtelor kte:abj With Sacl *hAChRIhdyahisy s06ay Bt baRE dat& phticdldt ended to

inmply that the

10 electrical contact.

[0007] The term “processor” may refer to any device or portion of a device that
processes electronic data from registers and/or memory to transform that electronic data
into other electronic data that may be stored in registers and/or memory. A “computing
platform” may comprise one or more processors.

15 [0008] The term “wireless” and its derivatives may be used to describe circuits,
devices, systems, methods, techniques, communications channels, etc., that may
communicate data through the use of modulated electromagnetic radiation through 2 non-
solid medium. The term does not imply that the associated devices do not contain any
wires, although in some embodiments they might not.

20 [0009] As used herein, unless otherwise specified the use of the ordinal adjectives
“first”, “second”, “third”, etc., to describe a common object, merely indicate that different
instances of like objects are being referred to, and are not intended to imply that the
objects so described must be in a given sequence, cither temporally, spatially, in ranking,

or in any other manner.




obj ects so described nust be in a given sequence, either tenporally,
spatially, in ranking, or in any other manner. 3 WD 2006/ 057864

PCT/ USZOO@Q Jﬁif‘gjfsm[OOlO] Vari ous enbodi nents of the Im,\%ﬁ?@bééﬂ'ﬁga%’{]
t war e.

i npl enented Tn one or a conbination of hardware, fir

The invention may al so be inplenented as instructions stored on a

machi ne-r eadabl e medi um which may be read and_executed by a conputing
pl at f or ml@MOper f or Hariees epbedimrta of thedaydnben s beiimplemeniodiolenaer 2 eadabl e
medi um may include any nmechanismfor storing, transmtting, or receiving
i nf or mat icombinatian dOhardwamdfihvearbyaral softehien &h¢ dn@niion neayraastter ) . For

exanpl e, a nmachi ne-readabl e nedi um may i nclude read only nenory (ROM;

random ag¢@pRfent¥d o fysthEMME stobBtDnel icinskea8ie aganigditdch 8y beadagst or age
nmedi a; flash nenory devices; electrical, optical, acoustical or other form

of propagad egkcaiedMd Sconfuf ;gﬁ ﬁh%géx@oﬂﬁ}{@ eraml{s%% %@@eh? adigital

signals, the interfaces and ant enhas t hat ransm recei ve those
si-gnals . 0 {i f vention may
ise aﬁkﬁ#geﬁ%ﬁ%%%%@ﬁ% ety SR ikt e ER %ﬁm% WPl ce 1o
w relessly transf.er data | of the sensor devic t hus reserw ng
battery POREFIS BOTIREOR &ha 86‘83’0?%3’% PEATRIA (Criy & FRIAHCTY ﬁﬁﬁ.ﬁ’é?%‘&
function to, operate w thout consum ng any power fromthe onboard bat t ery,
the sensétachigaesaplajecdivarerdacions jpad onlyseaen¢REPE) aridorsacaess t he
effective battery life may be significantly extended. In sone enbodi nents
t he RFI Drieseirg (RAyDaegnetivalisksserags madidatpiceletarygepmiedia; flash memonyni cat i ons
bet ween ot her devices. [0012] Fig. 1 shows a bl ock diagram of a sensor
devi ce, decioegliclegtrical, apticl) aesioidainge pithed forinhd prapagaict @fnalsie khearikt ust r at ed
enbodi nent, sensor device 100 may
10 waves, infrared signals, digital signals, the interfaces and/or antennas that transmit and/or
receive those signals, etc.), and others.
[6011] Various embodiments of the invention may use a radio frequency
identification (RFID) tag on a sensor device to wirelessly transfer data into and out of the
sensor device, thus reserving battery power for the sensor node. By permitting the
15 communications function to operate without consuming any power from the onboard
battery, the sensor node may be awakened only for sensing operations and the effective
battery life may be significantly extended. In some embodiments the RFID logic may also
be used as a data relay point for communications between other devices.
[0012] Fig. 1 shows a block diagram of a sensor device, according to an
20  embodiment of the invention. In the illustrated embodiment, sensor device 100 may
comprise three main components: a sensor node 130 for sensing and/or measurement
operations, an RFID tag 110 for communications into and out of the sensor device 100,

and a set of queues 120 to hold data while it is being transferred between the RFID tag 110

and the sensor node 130.




conprise three main conponents: a sensor node 130 for sensing and/or
measurenment operations, an RFID tag 110 for communi cations into and out of
t he sens 00, and a set of queues 120 to hold eit is
bei ng %gﬁ@’d{@?s etween the RFID tag 110 and the sent ‘gﬁ‘iﬁ?&%‘“ﬁ"d 4 WD
2006/ 057864 PCT/ US2005/ 041391 [0013] Wthin the context of this

di scl osure, an RFID tag may be an electronic <circuit adapted to receive

i ncom nglMA4ai o f r edVighit theaaetreyyof thisalisgkosintes amRFEN g mayske an elpdranion of t hat
energy to power its own circuitry, and operate that circuitry to nodul ate a
radi o fr egadnadapsidge sdceive iidoatisgiddicieduentit elehgiothgdughlie anehednss a ( Not e:

al t hough sone 5 technical literature refers to an RFID tag reflecting a
modul at egdogiof W khat BAEEY tol por its bh@Nihitdy| ﬁ}ﬁi oﬁeﬁﬁe $Ha® Bidduitry b thbddatd@cument
the term transmt and i'ts derivatives w | used consistently to.

e”CF’”PaSFﬁcﬁ’Ope querl g)xal'?gh%érﬁgd%%%@n%bﬁlgh%éhﬁﬂ%ﬁ' gN&'erzﬁ 'ggt Ysdfle Perform

addi ti on I'n sone e e tran tte a conprises

and by aehRE R HERNERETer 6 R b ool eopo b PLud B SbERETD 1 2 rmy

use any feasible RFID techno]o currently existing or yet to be devel oped
that usedTaSBIAR GRE sighal @cfms&%ﬁgﬁ@%’f ﬂéﬂ f@ﬁé?[gwa&t aag Bedeivadises Wil bor t he
RFID circuitry. In some enbodi ments, the RFID tag 110 may be able to read
dat a fronsesirdnsisieatly temneompass dath tepank RAED e 1 Gaven alse centpgroircpitryo

transm ssion fromthe antenna. In some enbodi nents, the RFID tag nmay be

abl e to p&formaeeddidorhdbperstivat. hasorbeenbodbnents dok ﬂr:msnﬁtgdd datascommyfrsana; and
wite that data into i nbound queue 122. [0014] Queues 120 nay be used as

t enpor ar ydegtifie@&im Jode taideniiféithé RFID t4pdhaas sgdondigd, Wﬁ@ﬂy Risbbiatigg ndak0 and
sensor node 130. The queues 120 are shown as an i nbound
10 identify the sensor device 100, The RFID tag may use any feasible RFID technology
currently existing or yet to be developed that uses the incoming electromagnetic energy as
a power source for the RFID circuitry. In some embodiments, the RFID tag 110 may be
able to read data from outbound queue 124 and transmit that data as a part of a
transmission from the antenna. In some embodiments, the RFID tag may be able to
15  receive data that has been received through its antenna, and write that data into inbound
queue 122.
[0014] Quenes 120 may be used as temporary storage for data that is being passed
between RFID tag 110 and sensor node 130. The queues 120 are shown as an inbound
queue 122 for data that is being transferred from the RFID tag 110 to the sensor node 130
20  and an outbound queue 124 for data that is being transferred from the sensor node 130 to
the RFID tag 110, but other embodiments may use other arrangements. Some
embodiments that transfer data in only one direction may use only an inbound queue or
only an outbound queue, but not both. The queues 120 may be physically implemented in

any feasible manner, such as but not limited to shift register buffers, addressable memory,

25 ete. In some embodiments the queues may be comprised of non-volatile logic that
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queue 122 for data that is being transferred fromthe RFID tag 110 to the
sensor node 130 20 and an out bound queue 124 for data that is being
transferred fromthe sensor node 130 to the RFID tag 110, but ot her
enbodi reM L2588 ot her arrangements. Sone  enbodi meCIYRYESVEI_hst er
data in only one direction may use only an inbound queue or only an

out bound queue, but not both. The queues 120 may be physically inplenented
in any heasiid s steemden ekotlvabpovienis oo ved. nint sechetembelirhidnts thgiombwas buf f er s,
addressabl e nenory, 25 etc. In some enbodi ments the queues nmay be conprised

of non- vehpbt kApleeghted et nonSvol¥d12 RNGH Bt 86dc Bal £ANEORRI 44 3R onlBthat ai ns

its state when electrical power is renoved. In sone enbodi nents the queues

nmay be i STBERE By thORROD130] R thioBgh AVaREMES bhidh& chitRRirkdHs & rated
W th onllg/m%he pomeb\rytr ecel vécg)by tt ﬁegRFI % tag 110 threough1 Its a§¥g%ﬁa, but

ot her e i . . [ 0] i tide logic
power ed "%Qﬂ[ %%@F?’?rﬁ §H?%u%1ﬁ%0§13%lég@§%%g&g b?g% rl}??é%% ﬂgegsne\égérr%r?g e 130 may
be used rfor ensi n rations. The enbodi nent shown c rises a
cent ral @ﬁégﬁssi n&%?@%%%?%@ﬂay eH@?ﬁﬁP)Pei‘g%’ S%f‘s”ﬁé’tpte@%ﬁn%B € a3 cl ock
134, and an analog-to-digital (A/D) converter 135. The sensor _node 130 may
al so haveinbesimeRiABO¥R coRPBEtsroecntry preceseng BRit (GRIh1Hs 2 pipmaptl32izi ted to a
tenperature sensor, a humdity sensor, a |light sensor, etc. (not shown
because bdtereldd,e ok 186, sraian anplogsodigital (b )senveted 1 35. THee sshBpromdeer t er

135 may take a signal fromsuch a sensor and convert it into a digital

val ue t hzlo manalke hpve)oeisethniteihe: td) Dichadr, hadias butna ¢inged toaode 130.
[ 0016] The CPU 131 mmy execute instructions in nenory 132, and nay

read/ Wi {eedpRRAM%R s8R AThudal Ry bdhsOEAREY sbidr, dYBMREDshWA bR sE MR 48 o
vol atile and/or 15 non-volatile nenory of any suitable type. Battery 133

may B Ovh}gﬁy %lp%g it ﬁ'ﬁ'_‘r bE QY. fRe A/D converter 135 may take a signal from such a

sensor and convert it into a digital value that can be processed by the digital logic in sensor
node 130.
[0016] The CPU 131 may execute instructions in memory 132, and may
read/write/operate upon data in memory 132. Memory 132 may comprise volatile and/or
15 mnon-volatile memory of any suitable type. Battery 133 may provide electrical power to
operate the various parts of sensor node 130. Clock 134 may be used to provide an
operational clock source and timing information to CPU 131, In some embodiments,
sensor node 130 may enter a low-power _mode by stopping or slowing down clock signals
to all logic except that needed to maintain the low-power mode, such as a sleep timer, In
20 some embodiments, sensor node 130 may reduce the voltage level to various circuits when
in the low-power mode. Either or both fechniques may be used as a method of reducing
power consumption. Data gathered from a sensing operation may be written into
outbound quene 124.
[0017] In some embodiments, sensor node 130 may spend much of the time in a

25 low power mode, awakening to an operational mode long enough to take a sensor
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operate the various parts of sensor node 130. Cl ock 134 nmay be used to
provide an operational clock source and timng information to CPU 131. In
sonme enbodi nents, sensor node 130 may enter a | ow power node by stopping
or sl owi nNYOFUPSEodck signals to all |ogic except thatPGRESRIES/4339mi nt ai n
t he | ow- power node, such as a sleep tiner. In 20 some enbodi nents, sensor
node 130 nay reduce the voltage level to various circuits when in the

| ow powve imdaRdemertiahl &Frit@ thet@leRari G610 ING LAY qheueUSadarSthan fadliRg batk
reduci ng power consunption. Data gathered froma sensing operation may be

Wi tten kb Gw BHEQQHEE KR HEs 57 to 12RO é}%dtpé&ééaﬁﬁnﬁﬂp%mmﬁwﬁa node

130 may spend nuch of the tine in a ow power node, awakening t0 an
operatio e , a S of, 006/ 0578

PCT/ US20 !frorg% Si{h%%?gis%?rggfgenﬁ%ohﬁh\%# %t‘ee‘%ﬁﬁnethF gp ﬁgeg%ﬁ Isggg‘éat?(ﬁé% out bound
queue 124, and then returni back  to a.low power node until it is_time to

take anofffOMiiREETFumenetic sgiatien and dragsmif hatdgta yithout furthet muglveent ofiat o
fromthe outbound queue when the RFD) tag is activated by incom ng

el ect f omilinenses npdeli 3. i Breomgrranbodigieats, wrtgrwatdatﬂaﬁw thet tag JAd rethe

i nvol venent of 5 the sensor node 130. In sonme enbodi nents, witing data
f r om t he ilt@ubd gagpe 120 may ¢ahee the sdnscnebdgue wakd 82 tomiricvatissd dafacr@ethsor node
to wake up to retrieve that data fromthe inbound queue 122. Such a wake

up acti odnboayd beederi2gg Suella bykasy adtRashd) be fgaaed bs ua feadidldmbanduch i M t ed
to an interrupt to the sensor node 230. [00181 In sone enbodi nents, during

the | ow ROWRIndIMHARea tS 5 GRerhipi®S théBhsBenodkG3gubst antial ly the only
circuitry being powered by the battery, thus reducing power consunption to

an_ext reigigy| OW | ey gline BALLAEYL I SindRle S, SHABHIEIN i spdad over

t hat of convention ry-powere sensor by~ conbi ni ng

t hesqot h I:'SIel‘r?.svtam:ia]ly the only circuitry being powered by the battery, thus reducing power

consumption to an extremely low level. Battery life may be significantly extended over
that of conventional battery-powered wireless sensor devices by combining these three
features: 1) using the battery-less RFID tag for communications, 2) using the battery-
powered sensor node for taking measurements, and 3) using the queues to decouple the

15 operations of the sensor node from the communications operations provided by the RFID
tag,
[0019] An external device such as an RFID reader (not shown) may be used to
gather sensor measurement data by polling the RFID tag 110 to read the data in cutbound
queue 124 and transmit that data to the external device. The external device may then

20  process the measurement data and/or combine measurement data from multiple sensor
devices for processing and/or forward the measurement data to another external device. In
a similar manner, the external device may transmit data to sensor device 100 through the
RFID tag. The data may be packaged into a packet or other format, and may be addressed
so that if multiple RFID tags receive the message, only the one that is addressed will act

25 onit. In some embodiments such data may include instructions or configuration
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features: 1) using the battery-less RFID tag for comunications, 2) using
the battery- powered sensor node for taking neasurenents, and 3) using the
queues tovwlesRERLBsf he 15 operations of the sensor node fromthe

communi cat | ons operations provided by the RED tag. 100F§TRRYBQ#E hal
devi ce such as an RFID reader (not shown) may be used to gather sensor
nmeasurenment data by polling the RFID tag 110 to read the data in outbound
queue 124infgythatiom el as bitawt dimited too 1) et ditotdke deabwemediae 2ebdvetonal
device may then 20 process the neasurenent data and/or conbi ne measurenent
data fronproudst npbsiraaass in the estiseesodeMefdrt pREmEiRgdan i Be ohowa! ghcube
measurenent data to another external device. In a simlar manner, the

ext er nal ?(1:\6\&0 e BEYD i a8omd iddatrg ikar e RFI D
tag. The data may be pg;ckaged irﬁ;l (l)trs'éa1 %gglzgdtmég? W?)fs«ﬁng?a@?%%%é%&%%ﬁ%ﬂ%y be

addr essed 0 of Nt g tiple RFID tags receive the nessage, only the one
that is a cﬁﬁegse?vﬁ’lﬂgtcf 25 on it. In sone enbodi ments such data may

inclu i uctio or .confi.gurat.ion 7. WD, 2006/ 057864 PCT/ US2005/ 041391

| or it | BRED o Aot et Hpek S ot e S er ey a0 g Lo an
measurenents, 2) hqgw to process neasurenents in the sensor node before

pl aci ng t #BPQMENtoh thejavesntiono drrsor devies 200391 Figwg maw brmuoh dikg thetsensod
identify itself when polled, 4) whether to clear a particular queue of any
data, 5) eavice WO[HHED[1, xagpt the stnomwsdeyids| 200 haslimatditionsd qaeistBér Feensor
device, according to an enbodi ment of the invention. Sensor device 200 of
Fi g. 2 nagonyeniencchntl icleeity, verresposading cmentef FOR. Dhndd gre Ihbelek tepindidx& sensor
devi ce 200 has an additional queue 226. For convenience and clarity,

cor r espongiingicat eHER M, Rirfonin@fmilak fRdiods AbLelARd REmolX 1208 BXX m%?P S
indicate they may performsimlar functions (for exanple nmenofy 132 in Fig.

1 mayp  correspond to memory 232 in Fig. 2), although various embodiments of the invention may

not be limited in this respect. In some embodiments sensor device 200 may perform the
same operations in the same way as sensor device 100, but may also perform additional
operations by acting as a store-and-forward node for communications between two
external devices.

15 [0021} If RFID tag 210 receives inbound data that is to be forwarded to another
external device, such as another RFID reader, it may place that data into transfer queue
226. When RFID tag 210 is later polled by that other RFID reader, it may read the data
from transfer queue 226 and transmit that data to the other RFID reader. Any feasible
method may be used to distinguish between data that is to be forwarded in this manner and

20 data that is to be ignored.
[0022] Fig. 3 shows a flow diagram of a method of measuring and transmitting
sensor data, according to an embodiment of the invention. In the illustrated embodiment
of flow diagram 300, actions 310-350 may be performed by a sensor node, while actions
360-380 may be performed by an RFID tag, although other embodiments may vary from

25 this arrangement. At 310, the RFID node may awaken from a low-power mode. This
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10 correspond to menory 232 in Fig. 2), although various enbodi nents of the
invention may not be limted in this respect. In sone enbodi nents sensor
devi ce 200 ma Qerformthe sane operations in the same way as sensor

devi ce 1089 Z?ﬁ%f”‘??é@ al so perform additional operati onPERURITMIAs a
store-and-forward node for conmmuni cations between two external devices. 15
[0021] If RFID tag 210 receives inbound data that is to be forwarded to
anot her aeichendebe wiggéreé by e feasidbleamedidesuckbd bt healiiied id a coamtgpltane t hat
data into transfer queue 226. When RFID tag 210 is later polled by that

ot her RFLE dr@a@eiernal ktifiBls." A8926 AR dAdoR mal e Rl amelseisofiRYBe 48P and
transmt that data to the other RFID reader. Any feasible "~nethod may be

used to gi.sti i . i . LN b nner and
20 dat a (Bapleight S\l EnEPb Sl of BukfiahB GOIMEHRNCT A B METNS
met hod of neasur.ing and transmi {.ti.n sensor data,. accordi. to an

erbodi e CEHE PR 2R PTOSREefin SRR PTOLF SR Ay A DRSS AT RN AP S agr am
300, actions-310-350 may be perforgpq by a_sensor, node, while actions

360- 380 ARjUtHEt BEted fRis 95y oRfIeoleing Al | HEWERNgERSHAIGAHRYE At s may
vary from 25 this arrangenent.. At 310, the RFID node may awaken from a

| ow povefligitabiealueT i) sonering the 06w 06 7sE4o POTAlRed d82023) dCTaging mubiplemy be
triggered by any feasible neans, such as but not limted to a counter tine-
out or areadidger Aplefeséncing aiableAtf vAR@s,t faretngs the datywitle an elgdrithfheb)stasor may
be any feasible type of sensor, and may be internal or external to the

sensor demté the data i3 B0sifitdble FOHRNINE dite adiyhe WD BE 2P bOBBHEEgheuSHEM(Pr OCESSI NY
may conprise any feasible action, such 5 as but not limted to one or nore

of the fahLoishGiodbimERkerehirido A BAGIAG idhue to a digital value, 2)

converting the raw reading to nornalized data, 3) averaging nultiple
10 [0023] Some time later, the RFID tag may receive an RFID poll at 360. An RFID

poll may be electromagnetic radiation transmitted from an RFID reader that is intended to
activate the RFID {ag. In some embodiments, the poll may be non-specific and may
activate any RFID tag within range of the RFID reader. In other embodiments the RFID
poll may be directed to one or more specific RFID tags, and the RFID tag of Fig, 3 may

15  have to determine if the poll is directed to it. Specific polls may indicate the intended
target RFID tag in various ways, such as but not limited to modulating the electromagnetic
radiation with a destination address. Once the RFID tag is activated, either by a non-
specific or specific poll, the RFID iag may read the previously-stored data from the
outbound queue at 370 and transmit that data at 380, along with an ideniification code that

20  identifies the particular sensor device. In some embodiments, that identification may have
been wholly or partly encoded in the RFID tag itself during manufacturing. The
transmission at 380 may also include other information not specifically described herein.
[0024] Figs. 4A and 4B show a flow diagram of a method of receiving and
processing data in a sensor device, according to an embodiment of the invention. In the

25  illustrated embodiment of flow diagram 400, actions 410-450 may be performed by an

9




readi ngs, 4) referencing a table of values, 5) treating the data with an
algorithm 6) etc. Once the data is in suitable form the data nay be
witten te nd queue at 340. The sensor node then return to
the | ow pg‘v\(g?b[}rg})g%i@?ylo 10023) Some tine later, the RFID érén%‘{?m?b?gél ve an
RFID poll at 360. An RFID poll may be el ectronmagnetic rad| ation
transmtted froman RFID reader that is intended to activate the RFID tag.
In sone &xEdRaeHiits actipes 4947 mgy bepsrbnme briafsersos nedaralfhoughtdthert e any
RFID tag within range of the RFID reader. In other enbodinments the RFID
pol | may eebodimeds ady varydiven dris amareespric i With rébilelkd mdtig. 4t @ tHeFl D t ag of
Fig. 3 may 15 have to determne if the poll is directed to it. Specific

pol | s mayRETNdkag atay redebrel antaddebesbd REIDOAEssiYd, Re | atndsthgl astdingngi@ys, such as
but not limted to nodulating the el ectromagnetic radiation with a

desti nat '&ﬁlﬁﬂﬁﬁﬁéess%ﬁﬁetrﬁ%s%% h@BtidS 1RChES ay EbritiiRTorfly @ non-

specific or specific poll, Dtag rmay rea the previ ously stored data

from the h al ong, with
an identl |ca%t9§h&|%%g&l&% ﬁﬁ% é‘per (r%'tlfl §th{nhe{c alt %%t}&g?&%%%g% nanW ce. In
sonme enbodi hat identif.jcation have heen or partly
encoded |aﬁ‘ &ﬁlﬂlét‘f @?ﬂlﬁl&%r it ﬁ@ﬁﬁﬁ@segg%@pggﬁw fgee ‘\*\‘hfe‘SP HemRedg on at
380 may al sp include other informtion not speC|f|caIIy descri bed herein.
[0024) " Fitgghodal How diegrashdp. ol £l is\iheimagppamas it asrdharsaimsnt peeolibng and
processing data in a sensor device, according to an enbodi nent of the

i nvent i omMessege; iy 28 wiritlen sutp dbcsidberrdsomieneatt456f | ow di agram 400, actions
410- 450 nay be perforned by an 9 WD 2006/ 057864 PCT/ US2005/ 041391 RFID

tag, whil[@028]ti ons BRGerdd nadymbe apskendromed Iby-paweemsds atidde, Thad t hough
ot her enbodi nents may vary fromthis arrangenent. Wth reference to Fig.

4A, afp 4WakBeing Rl Be tAgpiBY by 6Ll SIS heaflfl eGSR R BpiBsidAYEa timee + @
nmessage containing a
out. In some embodiments, writing data to the inbound queue may trigger an interrupt or
other signal that awakens the sensor node. The message may be read from the inbound
queue at 465, and that message may be processed by the sensor node at 470. Such
processing may include any feasible action, such as but not limited to: 1) examining the
15  contents of the message and determining how to interpret those contents, 2) reconfiguring
the sensor node operation based on the message, 3) changing the sleep timer parameters
based on the message, 4) changing sensor processing operations (see 330 of Fig. 3) based
on the message, 5) erasing data from one or more queues in response to an
acknowledgment that the RFID reader received that data in a previous transmission, 6)
20 ete. After all processing actions have been completed, the sensor node may return to a
low-power mode at 475.
[0026]7__ Returning to 4135, if the message is not addressed to the sensor device
performing the operations of flow diagram 400, then the destination address may be

analyzed again at 420 (Fig. 4B) to determine if it indicates that the sensor device should

25 act as a store-and-forward network node for the message. Any feasible addressing scheme
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destination address for the nmessage. In addition, the nessage may contain
other 5 address(es), data, instructions, overhead information, etc. The
desti nati\%ﬁzﬁﬁjﬁz;fs‘?s%ﬁ may be analyzed at 415 to determine if it is addressed
to the sensor device that is perfornming the method of FEHUSHEIHMGh 400. 1f
it is, the nmessage, or at |least the pertinent parts of the nessage, may be
witten into the i nbound queue at 455. [0025] The sensor node may awaken
from a | endfsownewortoctmfiztradie maptiesisddinahislderdanménatimy  Hehd ddstgstiemciddgesany
feasi bl e neans, such as by the expiration of a time- out. In sone

enbodi merfoss naihditalga Rkt d driverd dpeRios, e iiendyay absunfidifhe Asdaab & rupt or
ot her signal that awakens the sensor node. The nessage nay be read fromthe

| nbound Sk BiotiGSendR dottal WESRAGE FRMORREACRTF B didfie sensor node

at 470. Such processing may Inc easl bl e"act1on,” such as but not

I Ced by SXATHAID Gk SORLENN S Ohe LIIIESRB0R BRI ISLE LI NG how

to interpre e conten recontig &¥ati on
based _on t nessage, ..3) changi ng.t he sl ee imer paraneters  based on the
message, 325%8%@?%%’ (G RET gy BB T yPUHeh s ftoey %%ﬁ%elt%fheﬁra@ﬁf%@) based
on the message, 5) erasing data fromone or nore queues in response to an
acknow edb‘ﬁ%i‘”ﬁﬂ-at the RFID reader received that data in a previous
transmi ssion, 6) I 20 etc. After all processing actions have been

conpl et ed03Re sengdrsomedeentye rattHid thetRFID thgveap oeveiverandthenpoll Bt thisD026]
Returning to 415, if the nessage is not addressed to the sensor device

per f or m ngnd fremapethat RPITS reaflerf thavis sisagnRiwAdGhe tfianatidieaddest bl on addr ess
may be analyzed again at 420 (Fig. 4B) to determne if it indicates that

the sensGhesd@d tReSMAUE tharsTeAfileud SHEW IhPEBo @M i@ MR BE LMD 'dkpdiRdR for the
nmessage. Any feasible addressing schenme 10 WO 2006/ 057864
PCT/ 4320QR4 detﬂrg‘s%ﬂag scheme and network configuration being used. The RFID tag may respond
by reading the message from the transfer quene at 445 and transmitting that message to the
RFID reader at 450, along with any other relevant data.
[0028] Fig. 5 shows a block diagram of an RFID sensor system, according to an
embodiment of the invention. In the illustrated embodiment of Fig. 5, RFID reader 590
15 may be a device that polls various sensor devices 500 that are within RFID
communications range by transmitting electromagnetic radiation to the sensor devices and
receiving responses from RFID tags on the sensor devices. Each sensor device may have
a battery-powered sensor node, an RFID tag, and at least one queue to transfer data
between the sensor node and the tag. Communications between the RFID reader 590 and
20  any one of the sensor devices may follow any of the communications methods previously
described, or other methods not previously described. Some of the sensor devices may
also respond to one or more additional RFID readers (not shown).
[0029] The foregoing description is intended to be illustrative and not limiting.

Variations will occur to those of skill in the art. Those variations are intended to be

25 included in the varions embodiments of the invention, which are limited only by the spirit
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and/ or network configuration may be used in this determnation. If the
destination address does not indicate a store-and-forward operation, then
it my be_assuned the nessage is nmeant for another sensor device in the
vicinity SWEPHE ¥dssage may be ignored. However, if tRETVYEWOIHBIoN
address indicates that the sensor device should act as a store 5
and-forward node, the nessage, or at least a portion of it, may be witten
i nto t he amaosfesf theageadat ddiths, [ 0027] At sone later tinme, at 440 the RFID
tag may receive another poll, but this time fromanother RFID reader that
is associated with the destination address of the nessage stored in the
transfer queue. How the association is determ ned nay depend on 10 the

. addressi ng scheme and network configuration being used. The RFID tag may
respond by reading the nmessage fromthe transfer queue at 445 and
transmtting that nmessage to the RFID reader at 450, along with any ot her
relevant data. [0028] Fig. 5 shows a block diagramof an RFID sensor
system according to an enbodiment of the invention. In the illustrated
enbodi mrent of Fig. 5, RFID reader 590 15 may be a device that polls

vari ous sensor devices 500 that are within RFID comruni cati ons range by
transmtting el ectromagnetic radiation to the sensor devices and receiving
responses from RFID tags on the sensor devices. Each sensor device may have
a battery-powered sensor node, an RFID tag, and at | east one queue to
transfer data between the sensor node and the tag. Conmunications between
the RFID reader 590 and 20 any one of the sensor devices may follow any of
t he conmuni cati ons net hods previously described, or other nethods not
previ ously described. Some of the sensor devices nmay also respond to one
or nore additional RFID readers (not shown). [0029] The foregoing

description is intended to be illustrative and not limting. Variations
will occur to those of skill in the art. Those variations are intended to
be
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25 included in the various enbodi mrents of the invention, which are limted
only by the spirit 11 WO 2006/ 057864 PCT/ US20051041391 and scope of the
appended clains. 12 Wiat is clained is: 1. An apparatus, conprising: a
sensor node having a timer to control a length of . tinme for the sensor node
to be in a lower-power node; a radio frequency identification (RFID) tag;
and a fiWaatigukileednupl ed bet ween the sensor node and the RFID tag to
facilitate a transfer of first data fromthe sensor node to the RFID tag;
a second queue coupl ed between the sensor node and the RFID tag to
~faciliate a opd data fromthe RFID tag to the sensor node;
athird 1(f|ueueAIE:o pFﬁgs’?gm?ﬁgﬁ FIDtag, to store third data received by the
RFID. tag fromeasdrinodt hREhParteactdp canttoltaolepgtbwif diendt foe thst ®nsd todet@d dat a f or
transm ssi.on.by the RFID tag to a second RFID reader. 2. The apparatus of
claim 1, %39%%%’1?9%3%% or node is configured to wite sensor data into

the first queugdWRRUERS A6RARGHSPHEFITS thRhndn the | ow power node. 3. The
apparatus of claim1l, wherein the sensor node is to process the second

data from t he Betawgegaepled batweTh ¢heagspsoratods aod thd RFIR tag tatiacibiate 2 he sensor
node, L iy PRLFIGH e Bk Tl DUl L0 20,1 1t 0 be, povered
confi gured ta deesRDAEUE Qodpled between the sensor node and the RFID tag to faciliate
a transfer of second data from the RFID tag to the sensor node;
a third queue coupled to the RFID tag, to store third data received by the RFID
tag from a first RFID reader and to provide the stored third data for transmission by
the RFID tag to a second RFID reader.

2. The apparatus of claim 1, wherein the sensor node is configured to write

sensor data into the first queue when the sensor node is not in the low-power mode.

3. The apparatus of claim 1, wherein the sensor node is to process the second

data from the second queue,

4. The apparatus of claim 1, wherein the sensor node is to be powered by a

battery, but the RFID tag is not to be powered by the battery.

5. The apparatus of claim 1, wherein the RFID tag is configured to respond to a

wireless addressed poll.

6. The apparatus of claim 5, wherein the RFID tag is configured to recognize a
particular address in the wireless addressed poll and to transmit the first data in

response to said recognition of the particular address.

7. The apparatus of claim 1, wherein the RFID tag is to:
store the third data received from the first RFID reader in response to a first
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wi rel ess addressed poll. 6. The apparatus of claim5, wherein the RFID tag
is configured to recognize a particular address in the wirel ess addressed
poll and to transmt the first data in response to said recognition of the
particul ar address. 7. The apparatus of claim1l, wherein the RFID tag is

to: store the third data received fromthe first RFID reader in response to
a first pdBirgalthe firsoRFibeedder,ahd RFI D reader; and transmt the third data to

a second RFID reader in response to ond, poll fromthe seco RFI D
reader. 8. Atﬁ%’ts’f’i’btdt,ileé@ﬁ‘i)ﬁ?@itﬁ& Setcﬁ%?ﬁ%ﬁ; r%jr‘?gé? ISSRACHG ARG Peensor
node; pl@Ghek {debsd REBY Reyepr esenting the sensor reading into a first
queue; using a tiner to place the sensor node in a | ow power node for a

pre- determined tine; transmtting the first data in the first queue froma
radio fr queg{gy_ﬂ icgcgntifi.cat_i on (RFID) tag while the sensor node is in the
| ows powet mode MR CURRESA% RFI D pol | contai ning second data: placing the

second dat a ifkidgeeNd radtsSyvitiRAdedsePRbdrg t he second data fromthe second
gueue when the sensor node is not in a |owpower node. 9. The nethod of

clai m 8, whermiging st dete aspraienting fecengsr irepding intrs st €eW§; i n response to

an RFID pol | 'us%‘nl}g a timer to place the sensor node in a low-power mode for a pre-

determined time;

transmitting the first data in the first queue from a radio frequency
identification (RFID) tag while the sensor node is in the low-power mode;

receiving an RFID poll containing second data;

placing the second data in a second queue; and

reading the second data from the second queue when the sensor node is not in

a low-power mode.

9. The method of claim 8, wherein said transmitting comprises transmitting in

response to an RFID poll.
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