WO 02/ 086750 PCT/ US02/ 06443 Method and Apparatus for Filtering Messages
Based on Context Related Applications This application is a

Cont i nuatwonbss7Part of U.S. Serial Nunber 09/949,101 5 fPcrasoZepsenber 7,
2001, which is a Continuation of U S Patent Nunmber 6,289,380 issued

Sept enber 11, 2001, which is a Continuation of U S. Patent Nunber 5,958,012
i ssued Septenber 28, 1999. This application clains priority to U S

Provi si onal  Applniebl atd 6P bt TP RilitePRigVBssadds Base@Gn\bortbx2, 2001. The.
present application 1ncorporates each related application by reference in

its entirety. 10 Technical Field The present application generally rel ates

to the field of nonitoring and | oy 0l ng processes. Mire

specifically, the present appli c@%%ﬁggg’ﬂ?o systens and net hods for

generating al er trhangpplicanoitd Conlfimacssn-Pait dffeSasteat Nambef 09/949, feinman

operators. Backgroun Systens t hat nanage_conguter or network systens, or
8

ot her syst &ilad Sgntembesh9dbdwhishpseerontgniien of V.S Raers Wymbes-25H38r i ous
system par anet g& s r the E RO: t] p ing a

a0t B safterudr 260 MEERRR, ContEhE! o0 SRR i Ba b 1

oNngoi Ng pr ¢Be&S Sspterhber ABNI99Y. edrhiglappiication cliimsapddritzed UrS. VRrovsichalvay's,

i ncl udi ng conparison with thresholds, correlation of several values, and

correl at i oftPpficaignussiabdember f/2Y 30 §itco Mgy A 081s , Theppieat aperitedt
situations inc(a{s'pogéetgseéacﬁ\fﬁg%ﬁ g}éélg:rzﬁ&[&ﬁy ?éféxreﬁégsinlft%eenﬁf’di}'/.ous techni ques to

predi ct event ore t e suc systemi's described in commonly
owned WS. Patent No. 6,327,550, which is incorporated herein inits

entirety by reference. In such sysieﬁ,oig,risponse to the discovery or
prediction is to bring the event ts¢ tion of a human operator. For

exanpl e, these 'TEQ. SERbta g}iéattf%ﬁs SRPallyS $418te® theie NBRIS8HSmaiRkngaR
different 30 techniques mg be en%l oyed for presenting this text nessage to

t he oper at aranaging longsing pMtesdesnsMdicabppgifiselly, thenpresanit rppbeaivol wiatesetent

| ogs, emmil nessages, .p r messages. The.alert can als e .ovi ded as
an audi o nég%%{a%a*?ﬁ?l&@gﬁgf%ﬁgﬁéﬁ%&@? %%%%‘@%&%635&@?/%%@?/33‘65% of
headsei§, @umanbpiaRhone. An exanple of a systemthat provides audio alert
messagi ng

Background

Systems that manage computer or network systems, or other systems with
embedded computer technology, commonly monitor various system parameters for the

20 purpose of detecting problems and alerting a human to the problem. Various
techniques can be employed to monitor ongoing processes. The monitored values can
be analyzed in various ways, including comparison with thresholds, correlation of
several values, and correlation of values over time to discover problems,
unprecedented situations, or other events.

25  Some systems use various techniques to predict events before they occur. One such
system is described in commonly owned U.S. Patent No. 6,327,550, which is
incorporated herein in its entirety by reference. In such systems one response to the
discovery or prediction is to bring the event to the attention of a human operator. For
example, these management systems can issue a text message alert and different

30 techniques may be employed for presenting this text message to the operator, such as a
Windows dialog box, monitoring consoles, event logs, email messages, pager

messages. The alert can also be a provided as an audio message through loudspeakers,
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system to present only critical messages, or messages about events above a certain

20 level of severity. Other systems correlate alert messages over time or over several

objects as a filtering rule. This permits the recognition that a message may indicate a

critical problem, even though it may not indicate such criticality by itself, e.g., a minor

error may be more critical if it occurs several times in a short time period.

Even after messages have been filtered so only meaningful messages remain,

25 individual users may be interested in different categories of messages. Some

management systems include various techniques for filtering alert messages presented

to particular individuals, such as messages related to one or more groups of managed

components or networks that denote some sort of business process. An example of

such a management system is described in commonly owned U.S. Patent No.

30 5,958,012, which is incorporated herein in its entirety by reference.

Summary

The present disclosure provides management systems and methods with

improved alert messaging. The present disclosure also provides alert systems and
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According to another alternative embodiment, a computer-readable storage

20  medium is disclosed. The medium is encoded with processing instructions for
reporting an alert condition, including instructions for defining alert filter criteria and
instructions for identifying an alert condition. The medium also includes computer
readable instructions for analyzing one or more properties of the alert condition based
on the alert filter criteria and for determining whether to report the alert condition.

25  The medium further includes instructions for selectively reporting the alert condition.

Brief Description of the Drawings

For a more complete understanding of the present methods and systems,
reference is now made to the following description taken in conjunction with the
30  accompanying drawings in which like reference numbers indicate like features and
wherein:
Figure 1A illustrates an exemplary enterprise system;
Figure 1B illustrates an exemplary management system topology that may be

managed in accordance with the disclosed methodology;
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Detailed Description

An exemplary IT enterprise is illustrated in Figure 1A. The IT enterprise 150
includes local area networks 155, 160 and 165. IT enterprise further includes a variety
of hardware and software components, such as workstations, printers, scanners,

20  routers, operating systems, applications, and application platforms, for example. Each
component of IT enterprise may be monitored and managed in accordance with the
present disclosure.

The various components of an exemplary management system 100 topology
that can manage an IT entérprise in accordance with the present disclosure are shown

25 in Figure 1B. The management system 100 includes at least one visualization
workstation 105, an object repository 110, one or more management applications 115,
and one or more management agents 120 associated with each management
application 115.

The visualization workstation 105 provides a user access to various

30  applications including a network management application 115. Workstation 105
interacts with an object repository 110 which stores and delivers requests, commands
and event notifications. Workstation 105 requests information from object repository
110, sends commands to the object repository, and gets notification of events, such as

status changes or object additions from it. The object repository 110 receives request
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20 In addition to handling requests, commands and notifications, object repository
110 may also handle objects describing the structure and operation of the management
system 100. Such objects may describe the momentary state, load, and performance of
the components and/or systems. Such objects may be populated using a manual
process or an automatic discovery utility.

25 The alert filtering criteria may be, for example, the severity of an event, the
relative importance of the object that exhibits the event, the urgency of the notification
and the likelihood that the event condition will occur. To illustrate the interplay of
severity, importance, urgency and risk, consider two potential problems associated
with a personal computer and attached peripherals. The first potential problem might

30  be an 80% likelihood that there will be a shortage of paper for the printer. The second
potential problem might be a 2% likelihood that there will be a hard disk drive failure.
The first problem has a high risk and low severity while the second potential problem
has a relatively low risk but high severity. Determining the importance and urgency of

each potential problem might require additional information regarding the use of the
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20  system objects in database 215 may include, for example, defining the importance of a
system or network component, or defining dependency or containment relationships
between and among several system or network components.
According to one embodiment, the alert filter criteria objects in database 210
direct the alert system 200 how to react to an alert message based on both the severity
25  of an alert condition and on the importance of the affect of the alert condition on
system or network component(s). The alert filter criteria objects in database 210 may
further direct the system to take the urgency of an alert condition into account, and in
the case of a prediction, the alert system 200 may take into account the level of risk.
Because the alert system 200 enables tracking the importance of objects, the
30  severity and urgency of alert conditions and the risk for predicted alert conditions, the
alert system 200 can use any or all of these four metrics to filter and report alert
messages or notifications intelligently.

Figure 3A illustrates portions of several exemplary system objects that may be

maintained by, for example, filter criteria maintenance module 205. The illustrated
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20  operator, the old lower importance level may inadvertently be retained. Another
example of the inefficiency of manual entry of importance level can occur is where the
traffic between an application running on a workstation and a database server depends
on other network components, e.g., routers. In such situations, the database server,
other network éomponents, and the human operator may not be aware of such indirect
25  relationships and consequently may neglect to manually adjust the impoi’tance levels.

Thus, according to one embodiment of the present system, if the management
system can detect such dependency relationships, the importance rating can be
influenced by dependencies.

The objects illustrated in Figure 3A illustrate an example of such inheritance of

30 importance properties based on a dependency relationship. As shown, Application B
317 is a mission critical application so that workstation B 313, the workstation upon
which successful execution of the mission critical application depends, also assumes
an importance level of “mission critical”. Further, the router 309 and the network

server 305, upon which the application depends, are also assigned “mission critical”
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20 criteria object 325 directs the system to report alerts affecting an AP function only if
the alert has an importance level of “mission critical” or if the alert has an urgency
level of 24 hours or less.
Referring again to Figure 2, the alert condition detection module 220 is used to
detect actual or potential alert conditions. Alert condition detection module 220 refers
25  to the system objects in database 215 of object repository 110 among other relevant
factors to determine whether an alert condition exists, and generates and stores an alert
condition object in database 225.
In one embodiment, alert condition detection module 220 assigns a severity
property to each detected alert condition. This may be accomplished using the
30 principles of the predictive management system described in commonly owned U.S.
Patent Number 6,327,550, which is incorporated herein by reference. Risk and
urgency properties are also assigned. The urgency property may represent the amount

of time remaining before action must be taken or it may represent a rating inversely

related to the amount of time remaining. As previously described, module 220 also



20 criteria object 325 directs the systemto report alerts affecting an AP
function only if the alert has an inportance |level of "mssion critical" or
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sub-components assumes the highest importance rating of the sub-components it

20  contains.

The importance property may also be propagated along dependency
relationships based on some suitable algorithm. For example, the importance property
may be propagated along a “depends on” direction of a relationship with a “largest-
value” aggregation function, ;:o if an important application server depends on a

25  database server, then the database server gets the same importance property as the
application server unless some other propagation gives it a higher rating.

The detected alert condition objects of database 225 are referenced by alert
condition filter module 230 and analyzed in accordance with the applicable alert filter
criteria from database 210 to determine whether the detected alert condition qualifies

30 to be reported to an operator. If alert condition filter module 230 determines that a
detected alert condition merits reporting, the alert notification module 235 is directed
to report the alert notification to an appropriate operator.

Figure 3C illustrates several exemplary alert condition objects which may be

generated by alert condition detection module 220. Each illustrated alert condition
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be high, due to the fact that while there is still available paper, the lack of paper would
20  prevent the proper completion of Application B. Alert condition detection module 220
also determined that the likelihood that the condition will occur is 80% and that the
urgency for this alert is “24 hours”. Due to the relationship of the WSB printer to the
other components in the system. The group AR the is the only affected group.
As discussed above, the importance level of an object may be propagated along
25  dependency relationships. The alert condition objects of Figure 3C illustrate that in
one embodifnent, the importance levels, severity, risk and urgency may be propagated
among objects may also be propagated along containment relationships. In other
words, so a computer or other component that hosts or provides service to an important
process is also important, as is the subnetwork within which the computer resides.
30 Of course, the use of severity and importance properties for filtering messages
requires some care, when properties are propagated. Although the importance and
severity properties illustrated herein have been qualitative, in an alternative

embodiments such properties could be quantitative, e.g. numerical.
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Alert condition object 333 is an exanple of a potential or projected alert
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However, if the inportant conputer Cl is functioning properly, and the
20 thepresent disclosure. At block 405, alert filter criteria are defined. The filter criteria

are utilized to determine whether to report a detected filter condition, and they may
include importance, severity, urgency and/or risk properties. The filter criteria may
further include one or more identifiers representing a user, a workstation, an interest
group or a business process.

25 At block 410, an alert condition is detected. The alert condition may be an
existing condition that requires operator attention, a warning regarding an existing
condition or a predicted/potential condition that may require operator attention. Any
technique known to those of skill in the art may be used in the detection of actual or
potential alert conditions.

30 In addition to the detection of an alert condition, block 410 may also include
use propagation algorithms to determine certain properties of the alert condition as
represented by an alert condition object, such as for example, importance, severity,
urgency and/or risk. In addition, associated identifiers such as, for example, an interest

group identifier, may also be propagated to the alert condition object. The propagation
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and scope of the disclosed methods systems.
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detected alert condition. Based on the application of the filter criteria
to the detected 10 alert condition, a determnation is nmade at bl ock 425
whet her owoOresd7eo report the detected alert condition. |f pchraiSz/oqesti es of
the detected alert condition fall within the alert filtering criteria, an
al ert noti%%;ati n ia. enerated and output to an appropriate operator at

bl ock 430. 3 L5 A B 1ghe detection and filtering steps are repeated to
continually report alert conditions as they arise. 15 Accordingly, it is to
be understood that the drawi ngs and description in this disclosure are
proffered flo fadimgthad éorgopqrtingemslegronditipheomprisidgs and systems, and

shoul d not be can t.rueld E}ﬁ limt. the scope thereof. It should be understood
that various ¢ ﬁ@%?eg & P¥§P*ons and alterations can be made wit hout

departifg from ld&ﬂti%@ﬁgiﬂaleﬁe&(ﬁﬁ&ge of the disclosed nethods systens. 12
WO 02/ 086750 PCT/ USO02/ 06443 VWhat is clainmed is: 1. A nethod for reporting

an al ert condi t pealyziegape pisinar propestienpfde alest qongjtiondrased pn ghej alert §lter
identifying n_alert condition; analyzing one or nore properties of the

al ert condl?fiaelﬁ’ based on the alert filter <criteria; determ ning whether to

report the al er deteamlirg vifsthenelrepdetl tReiler ebyditiepantdi ng the al ert condition.
10 2. The nethod of claim 1, wherein the one or nore properties include

i nportance, sevdgsttvglydgportipgdcaert sondihgn. npt hod of claim 1, wherein
identifying an alert condition includes 15 identifying a potential alert
condition. 4. The method of claim1l, wherein the one or nore properties

i ncl ude a propeThy mettedrofcinmi I gvhardirethelone for moskp@penies atcbdlewmnphrtance,
potential alert condition. 20 5. The method of claim1, further conprising
anal yzi ng &SFBpEIGYSFEYr esenting an interest group associated with the
alert condition. 6. The nethod of claim1, further conprising analyzing a
property representing a business process associated with the alert

condi tion. 325 The method of claim 1, wherein identifying an alert condition includes

15  identifying a potential alert condition.

4. The method of claim 1, wherein the one or more properties include a property

representing a level of risk associated with a potential alert condition.

20 5. The method of claim 1, further comprising analyzing a property representing

an interest group associated with the alert condition.

6. The method of claim 1, further comprising analyzing a property representing a
business process associated with the alert condition.
25
7. The method of claim 1, wherein identifying an alert condition includes:
identifying a first object representing a first system component associated with
the alert condition;
identifying a second object representing a second system component having a
30  dependency relationship to the first system component; and

propagating a property of the second object to the first object.

8. The method of claim 1, wherein identifying an alert condition includes:
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7. The nethod of claim1l1, wherein identifying an alert condition includes:
identifying a first object representing a first system conponent associ at ed
with thewalenss7sondi tion; identifying a second object repCagsat/idags a
second system conponent having a 30 dependency relationship to the first
system conponent; and prqpagating a proper of the second obj.ect t.g the
first object. 8deRHERERE %Ffd] 0 queafeﬁg%{ng\/ﬂé‘%bf‘yﬁt%8???‘?%&6558 aﬁhé’?ﬁ‘

condi tion wpchifesiditiohd WO 02/ 086750 PCT/ US02/ 06443 identifying a first

obj ect representing a first system conponent associated with the alert
condi tion; i denidehtifymg a se@ndwbjobjgpoisentay @ seand system seowadens yuvag 2

conponent havi.ng a nt ai.n t srelationship to the first system conponent;

and 5 propﬁ%f“ﬁ&@nhr_e%ﬁ8’6§’ﬁ?£fr’e@? ﬁfﬁéyﬁt?f@?mgﬁf%@t@pp the second object. 9.

A systesn for reBprﬁ%sﬂﬁlg%rbr@ﬂ[)&fytqﬂ%H@ﬂfst bEjBct t6 HEYet&id@bjedr. filter criteria
or main

mai nt enance nodul e aining filter alert criteria;, an alert
condition detector for identifying an alert condition; 10 an alert

condition filter, for filtering identified al . dition based on the
alert filter chiiyé{efnaf,oréerli)arté{% a&'lag?% cor{léi?tll nl’ga‘ﬁ)réériﬂgfodul e for selectively
reporting the ah@ifer 6988 aflenahfe mbiitle SyiShaimatfing hiiemalé&xt cifeinei n the al ert
condition detector assigns inportance, . 15 severity_and urgency properties
associ at ed wi t hai Rlsrtgpadition geigeter & identifyingan algecaidifpnic| aim 9, wherein the
al ert tector | i £ ial: d kL1 on ystem
of cl a?@n 9, V\/nelfug?fr%htcﬁ}é&gif@rﬁ ? 8{:%2gpﬁﬁ%@%@%ﬁ%&%@ﬁgﬁ%g&#?g I&ﬁgm;?rgper ty
associ at edfitett dritetie apdt ential alert condition. 13. The systemof claim?9,
wherein the alert condition filter angll yzegha r,operté relfl)({].tesenti ng an
interest group a%3EingtiBgatignipodulefogselettivebnispeitisg thoder FONGHIRN.y st em of
claim9, wherein the alert condition filter analyzes a property
representing a business process associated with the alert condition. 15.
The systemlof clTaénystem whielagn A, whereal the tlectanddition defeclor essignsginpdancpy operty
3308235593%&%?1&30 | Cgén%g/ p%p%?t?e%%géorégatead \Blrtlr?ﬁieeratlé/rt ggnd?tignl. rst object to a

11.  The system of claim 9, wherein the alert detector identifies a potential alert
condition.
20 12.  The system of claim 9, wherein the alert condition detector assigns a risk

property associated with the potential alert condition.

13.  The system of claim 9, wherein the alert condition filter analyzes a property
representing an interest group associated with the alert condition.

25
14.  The system of claim 9, wherein the alert condition filter analyzes a property

representing a business process associated with the alert condition.
15.  The system of claim 9, wherein the alert condition filter includes property

30 propagation logic for propagating a property of a first object to a property of a second

object based on a dependency relationship between the first and second objects.
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obj ect based on a dependency rel ationship between the first and second

obj ects. 14 WO 02/ 086750 PCT/US02/ 06443 16. The system of claim9, wherein
t he al ertwoondsd7son filter includes property propagati onPCogiso2/6au3
propagating a property of a first object to a property of a second object

based on a_contajnnent relationship hetween the first. and second objects. 5‘
17. A systéﬁwfo&h?éﬁﬁfﬂpi ngc n ’éYli)er?:‘Bﬁg?eta? 901}5{5{‘%} iﬁé'ieﬁg‘f.“ﬁucf?ééﬂgpefrb'r

mai nt ai ni ng, i £15hr Sbbiditih@a PHERRS Jrar firsO8ubdt kb PeoRy ¥l decond

condi t i on;grréé’g%&sfﬁ’]&‘&?él?if{“t%‘?’Fﬁn%hih%gnti PR el F Y aed on e

al ert filt ebjectrtiaset omag cordmdment méinsshipbetwetretheifiretlapd seqondtobregtst he al ert

condition. 18. A conputer-readabl e storage nmedi um encoded with processing
instructions for reporting an alert condition, including: conputer

readabl & ingtruatdyem foptepdaiigtinerbbaiditid, bé@prighgt eria; 15 conputer
readabl e instructiions for identifying an alert condition; conputer readable
i nstructions fomeansfoyraijaining (dier pisrtcrigrdperti es of the alert condition

based on the alert filter..eriteri.a; er readable instructions for
determ ni ng mhePﬁ%?s%5“&@55?@3?h%egfg&ﬂﬁ&%ondition; and 20 conputer

readabl e i nst r ugieh@or Fiteriseldestfiodedlyr EaRRtid higed be il Aot fitanditériapn. 15

and

10 means for selectively reporting the alert condition.

18. A computer-readable storage medium encoded with processing instructions for
reporting an alert condition, including;:

computer readable instructions for defining alert filter criteria;

15 computer readable instructions for identifying an alert condition;

computer readable instructions for analyzing one or more properties of the alert
condition based on the alert filter criteria;

computer readable instructions for determining whether to report the alert
condition; and

20 computer readable instructions for selectively reporting the alert condition.
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