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5 SECURITY IN PEER TO PEER SYNCHRONIZATION APPLICATIONS
BACKGROUND [0001] Advances in computer technology (e.g.,
microprocessor speed, memory capacity, data transfer bandwidth,

software functionality, and the like) have generally contributed to

increzised) RAMPUIR IFPRCRED P HE RS QWO PROIK €2 AFVEIN APTIGCATIONS
powerful server systems, which are often configured as an array of

servers, are commonly provide h?t%sts originating from

exteng! sourcea@rpizas e coapadlidecWRibdpr examplaidpradessor speed

the amount of available electronic data grows, it becomes more |mﬁaﬂrta

td GBI KRR A HRER fraslee W in oY FatunEitRRalBe Rk ey Tke) have

a@dnéﬁl%@dﬁdﬂi@t@@d@h@%@% r@éﬁﬁ)(ﬁbrﬁ%ﬁtaﬁoﬁommmﬁnfﬂ@@ﬁl&. Ever
to store electronic data in one or more databases, In general, a typical

dRQEARRELHUh SRYRE RURIRBI S HCT AYB R SIS 87 AR SRAYRrS: are

d@mrﬁﬁmqwmd\@d@mtth@érm@@rmqut%tsmngrﬁmnga’roqmltuﬁ@amh@@%uch as the

seleclgiesned piec s of data, for example. Commonly, data within a
WEQ%Y& % or more tables. Such tables are arranged

a$omn2p0 array md n@wmndrﬁwtrana|i6@8leétﬁﬂu¢heatab¢e§v¢@rttc@a@pm more
a set of records, wherein a record mclu% s a set of flel%c.ﬂlgecords

cOMRABARY IRESkEPUE B3l (NithiRagaaeAR'a MATRE foRbRFHiRIES e Ffriendly and

tygiselyiang exadirs enwmn&\@lucmﬂmaamufﬁﬁtumappmaaf igdisetreasiectronic
éerence articular m W|th n a table. For exeggg Eﬁ? a row (*Ban store

WBMprEfe H e 8 Pé?e?tm@ raetelet tyaiea a3f ety ﬁr%,e,qe(? to as an

pigetizeikevlisetionadé Iihf@rmﬁthﬁh thm%ﬁmeﬁ&u@tmaﬂﬂwﬂﬁp@téhprog ram
rows that have th same data, form%[ dgg’]e FIeln the c

d&ERREHENIY SPEH r%%%ﬁ? a‘?!ﬁC?Fd CSXSF}? fgﬂmﬂ@ly, data

atwttﬁirisa@lamméymctgaeﬁyemt«mwéme nivmtatabRs. apptcatioles mkaai@‘aj as an
more useful becguse they help users 30 organize and process the data.
D%fﬁ%aogz%vﬁ%ﬁgatﬁ?ﬁ %(/‘)w the user to compare, sort, order, merge,

s¢paoaje and imgdsopnhedatiiesdeda, smtbeiwsefsétinﬁt)rmemi@s caumdrein a record

ted from the da and ver atabases have
BT RRcP Ry T o AF SRR nal e RS DA abte and the
dmabwsﬁsldsiaveetyprcaupmdezj@dabamm;esusmﬂfﬁt hrmt&twlumtymrlmy indices
on time f|le xte(% ion, Io ation, |ze For xampe

o B FHLICHE] P it LSt P bl g store a
tytpnuailsmdatalsabmdedlmragfﬂ@ ansates, taaﬁkaetlm a perof @Taairo]eoetcLikewise

rein suc h tec ues are defigient and i f OOO JY
e[|nu| g an Pb'l n[?oﬁ IScre teP? cfuseerrso Re at ®have the same

general data format, whereln the columns can defme fields of the records.

[0004] Each individual piece of data, standing alone, is generally not very
informative. Database applications make data more useful because they help users
organize and process the data. Database applications allow the user to compare, sort,
order, merge, separate and interconnect the data, so that useful information can be
generated from the data. Capacity and versatility of databases have grown incredibly
to allow virtually endless storage capacity utilizing databases. However, typical
database systems offer limited query-ability based upon time, file extension, location,
and size. For example, in order to search the vast amounts of data associated to a
database, a typical search is limited to a file name, a file size, a date of creation, etc.,

wherein such techniques are deficient and inept.
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problems and difficulties surrounding finding, relating, manipulating, and
storing such data is escalating. End-users write documents, store photos,
rip music from compact discs, receive email, retain copies of sent email,
etc. For example, in the simple process of creating a music compact disc,

thp@us]-user cayyigheat®mindry el ohdatainkOchRRRING e M URIe QTN thers, the

compact disc, converting the file to a sujtable format, creating a jewel
cREehles Ang TCH YRR HUBINRA R0l J61tIR0, FBATEPY 0. ARGk RS istg such

dataa [QQQE IR NBharasdis wemenicalinas S WEr @) 6T mB’IE from compact
developers have similar issues with data. Developers create and write a

SRt BCEPRiCRAhSTRiROPIES PhrFPLRBAAI &i5plicHoREaBAgHTy the simple

devedesesr entatipise mpslicesinpsct\iRie thteaitngsendspr clexel eriggbytes of data.
developers frequently, if not always, gather data. When obtaining such

i g sl
dRRPIRE BN BOESEPAAT Sifer SHBMEE MeTTolbie iR hyitable format,

difhieatiigssyeraingisg tonganelaliRgyrimanipWatpacraistribey ditaequire the
affect both_the developer and the end user. 20 [0007] Moreover, with the
B3, 881: of data surrounding developers and/or users, data

COOSIEE ncy(; bet&mem@iﬁ@famecmﬁﬁhgaﬁawa{n?wgmmnm @evelopers have
complicated and pverwhelming task. For example, a user cap utilize a .
R P PR et A D g o Bplcatfons varying
S)frglzhrqmip‘s@tien appmfaw@alhcmﬂqﬁgwnd@efl?@dar,erviénpeaehamr\]amnens. While
and/or. syste nerating large amounts of data,.the 25 synchronization
oA P D R I S B G Ao GERT e, Wher
faﬂmﬁgm@gi)wsamtgx shmraigi@m@fmmaby efdifee.ir:jnomatgm/\iﬁrdsrdﬂetﬁroblems and
pravide a basic understgnding of some aspects, described herein. This 30
CMHEAH 58 N TGl AU YRR Rhiah Sk A pava afiect both
inflendeck lopareitiehidantifgdey or critical elements of the claimed subject

or delineate the scope of the subject innovation. Its sole purpose
DB et soMMar YR STt e LR Ao i T 8- rocyelopers
faandl/as asprsdde tootisistaney Hetaded digseaigtioadhiatispisesiatatecan be a
35 [0009] The subject innovation relates to systems and/or methods that .
R A T R S APTE v2 A o L) BEag apigg machine
staragedsyktem sy datalattioragsistysigrndéor bgnahronipdasmuvdafbAasddoncern.
at least uppn a database structure,, ,wherein an item, a sub-item, a
o U L R e B RS e R A es o e, the
infpnetatiniz atiiohi o fes ulet al toinge sytsteel adififistan obectiviomplex types.
A sync component creates a secure peer to peer data synchronization to

allow
SUMMARY

[0008] The following presents a simplified summary of the innovation in
order to provide a basic understanding of some aspects described herein. This
summary is not an extensive overview of the claimed subject matter. It is intended to
neither identify key or critical elements of the claimed subject matter nor delineate the
scope of the subject innovation. Its sole purpose is to present some concepts of the
claimed subject matter in a simplified form as a prelude to the more detailed
description that is presented later.

[0009] The subject innovation relates to systems and/or methods that facilitate
synchronizing data associated with at least two disparate data storage systems. A data
storage system can be a complex model based at least upon a database structure,

wherein an item, a sub-item, a property, and a relationship are defined to allow
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multiple users to access such synchronized data at various tiers and/or
levels. The sync component synchronizes data associated with the data
storage system and a disparate data storage system, wherein a secure
peer to peer synchronization 10 community can be established. The sync

COERRARARLIDACHFIROIRaGG WA GING@ MoragbeEEmlial Rdantst f complex
user access rights and/or privileges) of the synchronization communit

Ity
SUOPEEnaf SY K FURPPABHN G 2EReUE Reshie RSShaaTRSHPEargnizatigiyto allow

aRsliRiplenaeye BUstieinsndhe pammwaEY)RRd dtansivilsaichaass onneyers. The
manipulation to other users. The data can also be secured such that a

uS¥R GV RRMPO BRI SYREREPAIES S48 ASROT O NNt DA PaldngieiiRgResystem and a
chirpaesdodhe othradtsesstdd0 1Rhkrepther weide, eS)AC sempgmetonization

can implement the management of complex synchronization

rI ISR CRb Pt NtE e SURYERi SR RAL AL R DA A igduding a
butdmbetshipitagkto(sgtupliteabtiowsar anecsscunightnmABRMPlileges) of the
Moreﬁer,_ the sync componenbc n implemeqithe management of

oML AL ARGTAZ AN B R A6 RSO Al FsUs B WA ARPERP AL aﬁﬁ%&%%ﬁﬁ%ﬁ%ﬁ“‘)dify
teichieouy. ddis todrerapmieciatedwndrondensteorhihatis))yaditaaiemit a change

synchronization technol can be jmplemented such as, for instance, .
ORGSR (SR O50" e loRE 4t LIS Qs AU AU Hoighriyser with
Irapprsydatace oridionsl@specidifititasthireshitbiechangtieto tihe siree ubrs.

C ent can leverage the existing synchronization techniques and/or

0 hiams oLk OISRl 5-S Uik QRORAHE G IaRmed) e Management of
ceompreent sahibliteatiud datdastoshiiss systerorthandnelcslestretragichronization
componepnt to track data changes to vayious entities stored inside the ]
U Rt O i St 1 WRHSES hrsittie (RRCRWagR security
syst@nyefieatirasharoovpnntiet sat captpenthe dataicidargeds)the thanagement of
entitiei to 30 facilitate Xﬂc:}rél%zin data between tw disgarate systems

mAMBIng*¥8E By TAISARS tH st SN chPBnidingynenronization
terebhiglies/and/crtobelappianistydtng Uneletsttstiragmpyssicablethgreyinenization
compornent can pravide a secyre peer tp peer s nchronizeg communit
WlEKE0PIERY SE e LOR T emEL o e IR tob e e athFaiapdsenoloay
withatetbtb ardaspstotayfetbgstdaimed subject matter, the 35 sync component
cap.incjude a user syng manager that can {]a ilitate creating , synchroniz
AT lehine, SR G AR T <o AR svne
INsM@aPoNent @mnig\a o the rexystiegnexnolyr oisizesiam aectaniyjoes raso dyersduipanisms
lists, and/or overall management of the r to peer synchronized . .
CERAHIRT, WS 400 s S RNt e KBRS GRSzt data
of e ragen ygbteym e dfa @deaetdragh ccotripe mastn tialtsyohc dzta ahamgesusevarious
toeﬁtﬂlse%rs%rrenaafﬁ%%g the r(]j%lgar% ()'FaeggI %§/%te|\rﬂn9ré%%vﬁ1rparticular, a store within the data
storage system. The track component can capture the data change(s) to the entities to
facilitate synchronizing data between two disparate systems maintaining sets of data.
By leveraging the existing synchronizing techniques and/or mechanisms within the
data storage system, the sync component can provide a secure peer to peer
synchronized community without any new mechanisms and/or techniques.
[0012] In accordance with another aspect of the claimed subject matter, the
sync component can include a user sync manager that can facilitate creating
synchronized relationships, creating synchronized containers, inviting users, accepting
invitations, joining a community, removing users, maintaining membership lists,

and/or overall management of the peer to peer synchronized community. Moreover,
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the auto sync can provide an automatic synchronization of data elected to
the peer to peer data synchronization. [0013] In accordance with another
aspect of the claimed subject matter, the 10 sync component can include
a peer to peer sync application that runs as a local system to expose at

legigt e epriRsivnteaNincRicaiioRadtheRe atinahtanHaEkIRAsT analb sync.
the following: create a share at a specified container; create permissions

to' R BAMHSHNERRE PR LRSS 1B 2 USShiQinan Al aya chirodirR &l aMoreover,
ConsangRy sRt 8alirupiteReinRRIShiRtRASLRIIOAAS RO deicifashaiehe peer to

created on a contajner. 15 Furthermore, the sync component can include
aRSAEEBIARY REIHSUALIthat facilitates integration between the sync

cqoopgnent (e.dn apebiadprelioutar dhetmeeisiefiesr SnelaapRHCcAlEdtintatter, the
an operation system with other aplﬁ)c;ications. Mor(ﬁover, the s

nc
COMISSOPRAUEH RIS HHSRAEL FRRSAERY IR AP R RRHE TSR ‘iﬂﬂ?&%rﬁ%&sﬂem

folglexpereaticcnstsHe bperaede antpEaIBMatatyetatiomesfspacitsast one of
imed.20 subject matter, methods are a;,ovided that facilitate

the claim o
s E%h%%‘f?ﬂr‘{bgda%?%‘%séc 8 P SPRAUEH VGO E8ate SJAl5aions to a
sysieiaise[08dd aThe tadsiomn deseniigst;anditheeaamexedoividingataiier; set a

O s TSR IR AT R o

whigthtrepreneielegnef ¢bemponenatian inblndeyahdresgpiay echanshéhethat facilitates
claimed subject matt@;is intended to in@lude all such as(%ect and their

eUIRARIRS RERNES L IRFPHAG SOAR B eaflIFEY RIS HAGRE PEEL fpeRger syne
maitticutib et erapperetiroméhe iatlowing deteliedidescrivipsooéihene sync

innovation when considered jn. conjunction with the drawings. 30 BRIEF
RIS G G e SRACH K 56 e, Car EATGRL sy pAgEgized folder
diagsaionofiadl @xemmgeyreysterodrmhniatidibies dyinothenizdpecttast the claimed
asspciated with at least two dispar ta.storage systems. 16] Fig.2 , .
e T TGS DOVt et ) e Lo Vs i gaeoctated with
leatdleaging @dispaaisyiath sumizgdioysterachanisms within a data storage
S to ensure datg consistency petween data stor systems, 45, . )
e, o s R I P bR ara anii  fortn in ceta
facahita@ite d Isynativerzigpactsief aheithimdat aubijeca gemgysterhestoaatievts rangl tipdiécative,
users to acegess. [Q018] Fig. 4 illustrates a block diagram of an exemplar .
TR e R He VAR s B S el 1R Bhovation
dispsrate erapdoyied agel systerlagmed subject matter is intended to include all such
aspects and their equivalents. Other advantages and novel features of the claimed
subject matter will become apparent from the following detailed description of the

innovation when considered in conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] Fig. 1 illustrates a block diagram of an exemplary system that
facilitates synchronizing data associated with at least two disparate data storage
systems.

[0016] Fig. 2 illustrates a block diagram of an exemplary system that

facilitates leveraging existing synchronization mechanisms within a data storage

system to ensure data consistency between data storage systems.
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10 [0019] Fig. 5 illustrates a block diagram of an exemplary system that
facilitates synchronizing data within data storage systems to allow various
levels of accessibility. [0020] Fig. 6 illustrates a block diagram of an
exemplary system that facilitates synchronizing data associated with at

lepoeitryo dispaate dataisteraee dShryatemagifR2bEFig. GlugiIatessystem that
screen shot related tq the claimed subject matter. £0022] Fig. 8 illustrates
niBcHiEs SRS QBiARY ‘i‘é@h\é"&h‘ﬁ%’éﬁ?sﬁ&?ﬁ%@ AYAHEENS 18 [gulgiple users to

illgsteates two screen shots related to the implementation of a wizard
application. 20 LQOZAZ‘]WFi . 10 illustrates two screen shots related to the
inﬁg@émentation &¥a &Eﬂﬁﬁr 463 lita bl oB88]aRy Of 1aNuSiremlas cRelpm  that
shgdirriaée dde Bypdniplaraaorabenedrpatiéasr dhapmipating diR 2Rk 4o systems.

illglstrates a screen shot related to the implementation of a 25 wijzard
a

Stit3kion. [002%) PRy M4SHiRET afe L@ Ier SA9GT0 PLI AR EXF TR M REEm  that

syipaohmateicP28hf igatd dillugirates oeagerepieahots elaieddadhe levels of
claimed subject matter. [0029] Fig. 15 illustrates a screen shot related to

tHREESHREMS ubject matter. 30 [0030] Fig. 16 illustrates a screen shot
relgded]to the claignesl sHbsectenaitenlotROIddrign 1dfillustiatessary system that

exemplary methodology for synchronizipng data associated yvith at least
e DB AT g e ST BB Tt 287l o e oot storage
exgsupiary methodology that facilitates leveraging existing
S nization_mecghanisms within a data storage system to ensure data
O toncy B TP UAE AGTID SeLe TRt AIg s Blpatdter,
aoezemplary neiyverkinstemstomiernisdheteirthed tirel dapretsabjéne matter.
claj subject_matter can be employed. 5 5 [0034] Fig. 20 illustrates an
ey opering AUEA RN S R e 08 Tl Bl GERDEon o a
witlizthe appiiaetiosubject matter. [0035] Appendix A is an example of
p code associgte] with the claimed subject matter. DETAILED = .
TR IO 1 o HHE R 08B o i e A ST eqian of
"interdatepphoatitire

[0025] Fig. 11 illustrates a screen shot related to the implementation of a

wizard application.

[0026] Fig. 12 illustrates a screen shot related to the implementation of a

wizard application.

[0027] Fig. 13 illustrates a screen shot related to the claimed subject matter.
[0028] Fig. 14 illustrates two screen shots related to the claimed subject
matter.

[0029] Fig. 15 illustrates a screen shot related to the claimed subject matter.
[0030] Fig. 16 illustrates a screen shot related to the claimed subject matter.
[0031] Fig. 17 illustrates an exemplary methodology for synchronizing data

associated with at least two disparate data storage systems.

[0032] Fig. 18 illustrates an exemplary methodology that facilitates leveraging
existing synchronization mechanisms within a data storage system to ensure data
consistency between data storage systems.

[0033] Fig. 19 illustrates an exemplary networking environment, wherein the

novel aspects of the claimed subject matter can be employed.
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like are intended to refer to a computer-related entity, either hardware,
software (e.g., in execution), and/or firmware. For example, a component
can be a process running on a processor, a processor, an object, an
executable, a program, and/or a computer. By way of illustration, both an

appdig#Lion runimpg 00 ARLHMREARA BIRPEINES 6pEreng thdesARRAChat can be
One or more components can reside within e}rﬁarocess and a component

cAMBIOYSEARAGUHBEE WHM P SIARBIUISEIRARE between two or more
cooogeiers. [00RFpeHaexcRings Stipipe bTaitendd degerabsstiatisd (efereRcelaimed

to the drawings, wherein like reference numerals are used to refer to like
e%ﬁ'@ﬁiéﬂ‘?’%ﬁghout In the following description, for purposes of

explanation, numerous speoHT AftaED BESERIOTPNIN order to provide
a thorough understanding of the subject innovation, It ma% be evident,

h&90508r, that tA YRR NSIBIR clerMRte PHRP B praclitid it RS and the

spixeitiedatargednetefsr iftstren@puWeckatouvensiny alltres indwiaeiorstage (e..,
shown in black d| é’f m form in_order to facilitate descrlblngé) e subject

RSO0 38 ol TOWAg (5 ABRES 2 R MROTERL CRELR S LdRys running

1@a thptodssdaciitaiessyochioniziag, data asseadicd prdgrateast/ova computer.
arate H?aﬂa stora *Stems data stora e system 102 ca}r% be a b
d BF‘B%& BPYR 28 3RRYA 086{% BCRIVET AL Hageyer can be a

lt@mnpoﬁ@htltetm],eaoprmpeerwmmpdr@ml@ﬁﬁﬂ@b\l@eamtrmefm@z@desgléw a component
representation of information within a data stem as instances of
R G LR OB ALy B TR e DS s PuB s FRE omputers.
bl[l(ﬂolmg; blocksme@aﬁﬁé@wb@bmmm teturivesivigdrokRienis anthinkawings,
d as the s allest un

bje A b d
SRS, R A Sl S8 653 MK R roughout. In the

lnﬁfemdgm@gcﬁqnwequmbbe@h syre&btamuzued reppéeols specific details are set
C ﬁp/res tored, etc..The |tr(1efr8 is n |n e of a Whﬁcgln all item
i e %

ol BT gE i R AR T syfoty 1t may

it@msv'ﬂbatplawvsﬁestmhagmswwlmed&ab}an ln@tlasediya[berpaidm wikdout these
item a

stru ure. Moreover, th ta stora stem ¢
SRR e T ST e E R N AT RS 2 Shown in
itexlnskIcﬂ||agtrarbefcappneommctdlfa¢|litetelaeacstbn@g;msy;atgacﬂlﬁﬁommn
r nt a datgbase-based file stor, the aboye
R s o R GRS e T D S R SR, 100 that
atadiliteecapricaronipiegneate chsbasiitednoith meIQMHMOrangeen‘athOQtorage
can %Jtilize C nta| er hlera ch| struc%ﬂe Wher macﬁ?qtg ner, |s

SHBLLE o.oh O S SYRlEhd O el e CPAT s aP%%r%‘éep?St upon a
inclptebasmtstclictara, omhdamnreralDltmmpergubnmde therapsagiatad elastatidnship are

B R I R S R e
rdastances of complex types. The data storage system 102 can utilize a set of basic
building blocks for creating and managing rich, persisted objects and links between
objects. An item can be defined as the smallest unit of consistency within the data
storage system 102, which can be independently secured, serialized, synchronized,
copied, backup/restored, etc. The item is an instance of a type, wherein all items in
the data storage system 102 can be stored in a single global extent of items. The data
storage system 102 can be based upon at least one item and/or a container structure.
Moreover, the data storage system can be a storage platform exposing rich metadata
that is buried in files as items. It is to be appreciated that the data storage system 102

can represent a database-based file storage system to support the above discussed
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container for a tree of containers within the hierarchical structure. [0039] A
sync component 106 can create a secure peer to peer data
synchronization to allow multiple users to access such synchronized data
at various tiers and/or levels. The sync component 106 can allow the

sYoeevieRERYIONGhdalR 1angssaniabes vwibriieratestairgersyateifuld? can be

and a disparate data storage system 104, wherein a secure peer to peer

SsYREHEBIERSHon EUFHIGRIRAL cAF pEaBs SIBIRI §YTRE d0Rc @ohifiirene 16Ntainer

CafeRaeHieMeiaciate; nhkidinthacomeamnershiinligbie Gatlish®fcarfgin at least one
access rights and/or privileges) of the synchronization community suc

h
tHRINSr €8 wﬁﬁ%ﬁﬁ%ﬁﬂﬁ‘t@‘&%&@&&% SO RBRIRY Y .?QB‘%%&ra'r%/BFOpe”y

raMEVetReURSHAREPAMERE AavmRLIAIYA| i B epnsitinR IChRRGRAREH QEore can be a
mani%ﬂon to other users. The data can also be secured such that a

uSEY W ISBRUFRIARRA, ABE LOARAGBR My Tt A 2 IBR Q" BRIEREUS a root

toctmeapibefornsarse Dhecirgingty Wigfihanishieeaohitepkereurgnderlying
cation and/or authorization mechanism such as, but not limited to,

authenti

sI%‘?QQfavel sectivit) ¥enTIBRAEBE L, GBBrATRH SRt PYGhRTRicdfoReer data
argndhranihioratioallee.MitipRy ate it eoSxtReosPRRYNtHGAIzaN (rvidesarious
member hiP!liSt syncHronizqtion in a subateantiall%usimilﬁr manper to that f 4
whFEh %lhafé’c YRS s|RemEGiSo0 RBRRI] YR%EAB 8%%,?@%#8”'26‘“0” of data
Ccas3poiagilt With gandarpleongdy thstemanagemendiohaamplen storage system 104,

sgfg(}:hronization relationships. For instance, the 30 s¥nchror:,btzqation
r

ROHGNREEEURE iRERIR, IS i SYRGTTRAIASH 1B, COSTpULY, 3BT, ekeplished.  The
segHitityompoagenestcioreniernidtadayncisciniogenmbiheanipripeeant list of

th t of lex. izati lationships based entirel

o SRS HDA B EEBURGEN 4 BB A e THEIGlough thet 2
thaseanyibuiipiriepsyteciivesiz édiabléechnolddy (B oe topimenled simbve a user

for instance, the 35 hronjzation technol Jated.to a d

S LR PSR A e ATt A S e sprs. The
Tdetsyan alsmperecur0Guanthilizeiserapiinayiprgpriyecoesizediblateo modify it
R RSP B BEer O e AL Ry o ok ar
canerlyity auitieR}itaioriandiorepas it opomevharitynb gueyas) toutiziog ianited to,
T 2 AR e s e PO AL o Giipentcation anc
canthwizidyiol etherimsdsethé¢hmsyragesnspanerenbercahtheeimiameanmbership list

ngqéf (SN ‘%edm“’am%‘%st%*ﬁ .Qﬁs\eésst%qtﬂaer e m?ﬁ?h\i&'ﬁﬂ% Mt can be
addition, managers can 10 process such requ%s?s and make ¢ angegtfao
treymokrabizeship metadata, and then
[0040] In other words, the sync component 106 can implement the
management of complex synchronization relationships. For instance, the
synchronization relationships can include, but is not limited to, setup, tear-down, and
security management. Moreover, the sync component 106 can implement the
management of complex synchronization relationships based entirely on a
synchronization technology. It is to be appreciated and understood that any suitable
synchronization technology can be implemented such as, for instance, the
synchronization technology related to a data storage system 102 and/or a disparate
data storage system 104.
[0041] The sync component 106 can utilize a replica (e.g., synchronized data

and/or folders belonging to at least one user in the community) to announce at least
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synchronize the metadata to the other users in the community. Upon
receiving such membership changes, the sync component 106 allows
each replica to make the necessary access changes to its data and
metadata. It is to be appreciated that the creation and management of the

PBAE §F BREFOSMIGREPNIY pHRBrRRVIINAIY L eoimBlameniad Ry iHenswAdo depart the
component 106 can allow multiple replicas and users, wherein roles

aSSIGARIHY A hSYBENTCRI tvh SmiBAHESE RGN Ge BRBRIEGNES indaEMbPer of the
tiggmMuaiieneidiuinerezi8 e sinaexakmasiar il wrapaxbthe) of the

sync component 106 and/or the peer to peer synchronized community

VRSB the Wy theloipie el Gteat TelGefaliETiRe LAGRGiRGMMUNIty who is

agthestizadi enradick authodz s AP ieemiaRsANSIRE MackrInRmMSRitifrs can
data storage system 102. 0042%Moreover th%ﬁs]ystem 100 can include
aR{PSERISHE R HERIENS RS ARARR S PRNEE T i I AR DBE SWRi RS RddfRe@nd  then

valiatis @il aptasneeanesior shebarnelsreimmruiiaaioninathsp@iaetiving such

integrate the sync component 106 into virtually any operating apnd/or
A DEE . RGN, SRR B PRI ARG do make the

PrRGERRQriRdssadhaiRis apMaRiorsncharBRisacomiBURICRtiaP&iaged that the
etc., that proyide for interaction ngh the sync comﬁponent 108, the data

sy &l 169245 RE Rhe Yis i arB°8htdStdtee SYRRERNRIQR0 A5 MMuNitY

Fignfatsitatieisya thystgit 2ehipaidacilitiiasie wtimgingueipséingplicas and users,
S\d/ﬂ%hroniz tion mechanisms within a data stora%le system to ensure data
C

UK e GISLHMRIP FRED L3 GRS SLREMICARYG SPAMGR A1 K, R, Instant in
Z@meamhe%&wdambasemfeeﬁbfii@ sﬁg@le{i&yetmlsthatinenrr]esemﬁgy Iof the sync
instances of data as complex types by utilizing at,least a hjer ica
Cabnge R ok e U e SR 20 St ogeover, the sync
detingdveithin Ote data kiverge syrieomdddyingllavHsreicanesentatiaontpdrization
information as, instances.of complex t . The data storage system 202

i pises ahie daites BB declare

AU UGS RS dBPRARISEIRS LaGTapaot declare
cPosaints to invlyeoeetaitheaysanticloonsistenclyderatiyesditbl@nddiefinecessary

e A e A A el
pepsigt&mﬁiobj&mtqoaﬂr_d,lieﬂcs beti\megratdothetsyﬂc&{@ﬁéé@&mmoet@moevmealIy any
A SR e e BT a8 e com car
cpnasteneynatisinatiptdaia sionege sy stbani2612, eimomwaoatien paths, etc., that
R LS SRR S PR et an
stiadiepsy ste dataGPocage logsiddnstored in a single global extent of items. An
lt‘f(%éﬁﬁn be ex'i-elﬁfjef Hmls 'rra]l & system 200 that facilitates leveraging existing
synchronization mechanisms within a data storage system to ensure data consistency
between data storage systems. A data storage system 202 can be a database-based file
storage system that represents instances of data as complex types by utilizing at least a
hierarchical structure. An item, a sub-item, a property, and a relationship can be
defined within the data storage system 202 to allow the representation of information
as instances of complex types. The data storage system 202 can be a data model that
can describe a shape of data, declare constraints to imply certain semantic consistency
on the data, and define semantic associations between the data. The data storage
system 202 can utilize a set of basic building blocks for creating and managing rich,

persisted objects and links between objects.
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extension entity such as, but not limited to, an "ltemExtension."” The entity
extension can be defined in a schema with respective attributes (e.g., a
name, an extended item type, a property declaration, ...). The
"ltemExtension” can be implemented to group a set of properties that can

beocarpjied to thepiteidiipedhahis axiramed: ModkeKcip amii@tiBntyPgem,” an
that defines an association between two item instances, wherein the links

ard BREHERSENYy . Bnkitm 28chalh [iFERFERIMS Hnk AMY tHE®tfa Bgigtined as the
taggiaiiedtthmilingg) . cdRsistentlragmanting aatendibrdyoesiiRainenzddesvhich can be

declaration of large collections in item types and/or item extensions,

wHERA AR Y PREETo S RRIE!I26Hle SHBANEAMN 458 aF PRISthy DRCIURITBRIOTed, etc. The

apere¢idadanheineeestpss] iadrthe slaieeaioindR2dhaysterayeQysean 202 can be
represent any suijtable database-based file storag&%sgtem that é)rovides

tHeYEPrdcheifigls SHokah SLGRLEh eSSt cOpl s OnisadeoyRlizing an

depietisibrienotyteues §§ejgjﬁﬁdig1mn@dltllfﬁ, aubﬂn@mmﬁn%m%w@tmty extension
storage tem 202 can be substantially simjlar to the data storage .
oo SUD R B S HTR AR RB M o B 4, Ay pxtended item
in@pﬂ@@t@@@hﬁ@@mﬁd ﬁothQﬁ.thgme%lwmzmmmwm datmphang®edao group
various entities stored inside the data storage system 202, and i et s
P LPIOPERS WL ARLIea o e BoCtaMPS it o et A “Link” isan
cempongné 204 definegpiviedhe dria phareer (SYddttime prtilirsdodasibiatene links
synchronizing data between two dispargte systems maintaining sets of

Q15 R Bk SooNMEtER 5 G-LUTE (A0 LAk ARl (P HHEvIadhcs graet of the
infirigtruchuie thanaiayrseatstdse 30 amdtiprigpotainer énapleyidedsanidar of large

intenance.in relation to aaddﬁéjl change. For. instan%g the trac

. K
cSHISSHERE 264 1R U A AL AL SIRTEIENS NGIR I Slerugs of the
inchlidetiam das el aprentigati, iandi dppeteiatethenaniitsieistgoditea the data storage

relat'{onsw'g extension et{:.) level..Th trgc com on%{wt I(?!04 an trackt that
dSY3Eargés SLH RECSP tﬂ@yerﬁ*r@%?&' efd a&%a%?j& rSRirMOLEHS peystem  tha
uitiigeitiés genesptesahiadst @iedatad5instificediaf aochplrtryipestiand the above
optimistic con%ijrre cy. Itis ti.bea %F&ecia ed that oPtimi ' c&qcugrence/ ¢
S L D T mgar@f e UUFEIAY A é%nsi Sfatfigtorage system
s@2o2taamiial s sstdati dlgasis ikwisthét dite stoetadsBiotRAddp itiedahdrigel .
is eady to pe cqmmitted to the data stora stemé .g., store).
K e o e 0 48 ORI B Ari dpELgonent 204 tha
pertvintestcacidraptiten. 0dRtEls Thedrack eotitipeseme@(bicarihiadatdatarage system
nQR-sync component (not shown) that can track data changes entjt
e T A 45 ST B0 SRSt 1 i track
datanpoange28re tackedpsalelytlsd adaentithdeye(s) Otbadke aninst ingaldcilitate
upon the-non-particiaaiion i syneronzalion. Tacling . aia. ahaage fhe yrack
the entity level can beé referred toas "change information. € non-sync
component 204 can utilize a schema that provides an infrastructure that allows a store
and/or container to provide granular maintenance in relation to a data change. For
instance, the track component 204 can track a data change, wherein the data change
can include, an insert, an update, and a delete at the entity (e.g., item, relationship,
extension, etc.) level. The track component 204 can track data changes such that at
the entity level, the change tracking can be utilized to generate at least one of a
notification and control with optimistic concurrency. It is to be appreciated that
optimistic concurrency assumes the likelihood of another process making a change at

the substantially similar time is low, so it does not take a lock until the change is
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component can capture basic change information for all entities. For
instance, the basic change information can be, but is not limited to, a
local creation time and a local modification time. 15 [0047] The track
component 204 can further utilize a data storage system (DSS)

syBglyabize esmpRneNtdnak ReavEbiagé RySMAE ftiRCking YOrRn &fpiiying such
that participates in synchronization. The DSS synchronize component

hARCBNAEPe heploct iFRe P §EHERR BRE (A PRERE P AERGR S B R entity at
aJyey€]granularipvelar velRpaapPioansaanthonaietaineg-syiesneatfonent (not
about the store and/or container that 20 has been changed in a multi-store

PR HIE G Lkt eYalR dhangesTieAB FRUI YIRS NI dBe dpt Sjatage system
agdition: ¢henee pisreriationthar enrtidas thangroerdalatioasbitel;eit an entity level
instance, the DSS srﬁnchronize component can capture change

Lol st ARBFE e 1A P AL PRI, 18 R/ASEORgEN Jracking a data

miRkmieeatnBe ameyeoéidata te beayachianrizedaagd iefoesdaeriime The non-sync
number of change conflict 25 sjtuations. In anoth mple, the DSS

oS RERGRRDE ERtohOHi R st SIAE | HRITA0N Al RIS st5RL Apripgee: the

coatanpanteaigdrantier cdesenuensitieslithiedebe RpRremiaten ane and a local
undeé{ tood that the claimed subject matter can apply to synchronization

s;r/g? \C3HQP LB ot based on the track component 204 (discussed
alpossz)]and thatrapyusiitabdenppnent @02 atlm fygiemutitizda idaeestsratedsystem

' ing 30 syst that utilize | f at least ch .0,, .

R A R S T SO ey v

Swtdﬁpﬁtsecwesp@@frbmﬁe%omyncm@n[zsf oprohnomiity iooiplsdimntohdse a more
ata storage system 202 an ispajate data storage system 2086,

B S R S RS G AN B G Bl level as

3wehmpeapiridgSandmieiresigedhefersitivh teok et pare rindsk \sdtiidiner that

ta storage system 202 to allow }gg C‘f§}lincr51¢gnization ?f data store

d
i CHLE Gt S S55. GRS Jhhge Sy RioatCandiBe Syne
aoympetsuizasiecanachjiterdt iglditioa epprgeiatéol taidinefsyrantities in a sync

N e g
datéosheatige syatmmeeqd@ﬂanz@alglneab%&ﬂeigubmibwd,smage minimize the
S B A TR PG MR ) B o
sehiataioally dmitamothethexymplesothpoDSSt Yhcasoitlizstratedoonéing. danl@apture
b A5 R A B A s i
Stior dope Aysteoiat802acdnunderstood that the claimed subject matter can apply to
synchronization systems that are not based on the track component 204 (discussed
above) and that any suitable synchronization system can be implemented including
systems that utilize logs of at least one change (e.g., log-based synchronization
systems).
[0048] A sync component 208 can provide a secure peer to peer synchronized
community in relation to the data storage system 202 and a disparate data storage
system 206, wherein various levels and/or tiers of access can be provided. The sync
component 208 can leverage the existing track component 204 within the data storage
system 202 to allow the synchronization of data stored within the data storage system
202, disparate storage system 206, and/or any other suitable machine. It is to be

appreciated that the sync component 208 provides data synchronization by utilizing
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be a database-based file storage system, wherein data is represented as
instances of complex types. The data storage system 302 can include
unsynchronized data 308 (herein referred to as unsync data 308),
wherein such data is to be synchronized with a 15 disparate storage

SYRIgA ARG HhardREKEaRd BpNEr SlaRRkD ncunesARMBSRSRESARItEaRe various

synchronize such data within a peer to peer synchronized community 312.

THE s HIREAGE Y g S rAR ity 8 EIREHn INBRIB SYERIdAA PFRGRICY NEWinANd/or

NrRgiRBha@N ilager espetrBrareer &ayalhia Jis wherrinsyneHepigadis at is to be
synchronized folder and/or data associated with at least one user relate

S RSIER 2 R G S0t S0k ey BRI S8 Beyfo e sync

cCieAtdhenpees 4 RastRystt i ®idzad community 312, wherein multiple
users 314 (havign_}% a user 1 to user T with T being an integer greater than

ol WS to 1) MR AINEalRS A aysiRA 9480 S Taths SAaEPRIging data within

aspeckteshaeyiances Ny ntisgr becappractated Matthetonattiv\eseaesD2 can
evels and/or tiers can he hased at least in part.

314 and accessibility .
uéSr?éjd?F@?ﬁ‘fé ap ﬁL]P. RIIASE RSt s MdeseH iR A diERERs RtsCAS istances of
steraptesysiest 39Ranstinesyge SpmepPBeRtRG tanddemypsiadtipléd data 308

AR SO i AT PRI SO Bty eOHBizeg with 2
1 isplikat aopd gley@iepnaot expenidndesafirsppichiiorinlilizosyaptaiinionent 306

o T Eh R T M 150k T L)RAE 90 M 512, The

stynagesyistenecin@usyrycBronizatinolugk craapiicaot acsedpiestN with N being an

environment for the application; 4§{ implementation of an end to_enéj
o PUERRD AU LT Rl At MRS AT (0 SR cup RarRiA qlter andlor
trangspastcviatest ouitityalinedsd vrg: aistrenlis@ation ahd gnohpohdrl eordmunity 312.
synchronization over Internet; and 5) investigation of points related to.
S AT BOTE R AR G et L e 8 PR e i g ey 312,
sysiersi302ulsipie hsers Zddofhdvirefianabtylaoditbe Tesithfabedme eatiimgeger greater
system. [0051] For.example, a user can keep myltiple personal computers .
R0 Ot P D e Al et A ofal i oSt gesociated
invyikraecessibilinh daiahede-bemedifledstutipe aydtéte sisbstdatdadhd accessibility
similar to the data stor system 302. Varjous containers can .
TRt s Y e el R e T R S PRt [ oreover, it
cintaiberppredatsytictrieizath stithadsppsiate 882 dthessy ttecdmimneit 306 can
"lha%d}}is?”m%ﬁh%{%ﬂ dacuments container gt%ﬂwbﬁ *}XP.BQr NZEG N res
m qtlHe R A hShse AR S R AN W E O &P ek ple; a Sﬁo't% '
apposakion can bhel Byinop ExmpotedttBP6ocate finthabilprotadshatelgasbtose of the
Utlizing dhesXnssomponent, 30 1o gesodation. w5 pholS ABRICSH A practorm
can ensu seamless experience across the
related to the data storage system 302; 2) creation of a process feedback and
improvement back into the data storage system 302 and data storage system 302
synchronization; 3) creation of a self host environment for the application; 4)
implementation of an end to end synchronization solution that handles issues such as,
but not limited to, transport and security (including authentication and encryption),
and synchronization over the Internet; and 5) investigation of points related to
integration between the data storage system 302 and data storage system 302
synchronization functionality and the rest of an operating system.
[0051] For example, a user can keep multiple personal computers (PCs)

synchronized utilizing the sync component 306, wherein the PCs implement a

11



10

15

20

25

30

35

photo application and the database-based file storage system
synchronization based photo sharing. In still another example, the sync
component 306 can be implemented in the corporate scenario and/or
environment. In a corporate environment and/or 15 scenario, account

agtharticatiaap e RRRIgeRYHRMIS@Alaiay feiiiRiafeahyidAa lsfdhge system
mana%e/r or Kerbergs. This is distinct from synchronization over the
et

It eY MBS IREARRIR S8T O FYBPEMEFEr WG (sRapEpCRtESE B adBdyficular,

leasitar@Rrbhees Eshalfre GEEmropnanERTzeXaiEle Sidh&a®/NBers across the
component 306 can provide at least one of the following: 1) set u

! up 20 .
s)}H@r'iPShiﬂgtﬂﬂfﬂftﬂj%%ﬁ%@%%@ﬁ%ﬁ&gﬁgﬁ@gf&a@)%mon|z%d with multiple

syngdHipRZ ationsehasieswbrispeck antdie sebpiynehsabtgadigilication can be
conflicts; 52 review synchronization conflicts; and 6) synchronize photos.

[OBBAPTRRN A iR oneiiae e AQHHY A6 & RA ARt HARODR PSP ARANeNt 306

betvesitatigasiitva giserrapp lataosiaagensireMBah By e asuTpaReaiross the
synchronized comgﬁﬁit i

406 can 25 provide g secure peer to peer. in
R AP G STORE SSrDRTerB A HOPATR D st SYBNE g basec
4A@AowheERingyanosti lavethcnrsion plie rthobpcc esmpanche B vigeisk iHslemented
sync component 406 can leverage the existing track comﬂoonent_not

st SRR e APR L0 ARG 5 NARD B an ) 4 £9PRIRSG, EfAronment and/or
syoehuabjzasionmf slatrntidationbenapipiperesadtitiatithe/alasicofopamantce, via a

406 30 provides daja synchrgnization by utilizing underlying and/or

oA R TR oo i 8, s e A T R oy e ntermet
statage iaysiguossangiifremanb ifeshevz@spivrisuch data storage systems

a (34%5 achines incjude unsynchronized %ata that is to be synchronized
tI0052be appreRatcrinr AT RE HBFAgERS RN SCRB IS AU A iles. the
sgpacapppoasidBdeanane sravitantiallyessmi@icogireiouiyicleseribed set up
35 systems and/or Som onents. [0 SAg.qu sync component 406 can L
in n&’/m C einref 0

T QUL I BIRRGHF MBI RIREURTS (alfenrs e RadR, 5L wonization
usehiesitiesBriagctOg) . rddubve Sshesruhirativrgerdii8s canréaditedgnchronization

creating synchronized relationships, creating synchronized containers, 12

S(fHOfJ:\E&U%({]é})éXeg E?N&%%%W%hs, joining a community, removing

u$eds3]maintaiming metisaeskspdisistemdi@Ootiatalianihttae dutatsyhtiheonization

ps% to peer s r%chroni ed comm nity. The user sg(/nc manager 408 can ;06

proVIHE R AEAFRS WSO A o 05100 4 €M ainer St SHBRACM can

witroni deda s cior qgersics e isyadiedaidedstorenbnéysymeblationatooa data storage
can, be created to this containe r 10 exampl

C oA D R R Rl R IS tevels ancor

rdiatoofhgrearche tqatmddeda Jpecsiiosynoipamertd0 odaiheresige eebgxisting

at??&(cgi(g;mponent (not shown) within the data storage systems 402 and 404 to allow
the synchronization of data. It is to be appreciated that the sync component 406
provides data synchronization by utilizing underlying and/or existing synchronization
mechanisms associated with the various data storage systems and/or machines,
wherein such data storage systems and/or machines include unsynchronized data that
is to be synchronized. It is to be appreciated that the data storage systems 402 and
404 and the sync component 406 can be substantially similar to previously described
systems and/or components.
[0054] The sync component 406 can include a user sync manager component
408 (herein referred to as the user sync manager 408). The user sync manager 408

can facilitate creating synchronized relationships, creating synchronized containers,
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user on a specific computer. It is to be appreciated that the user who
created the synchronized container is aware that the container is
synchronized. [0055] As stated above, the user sync manager 408 can
facilitate creation of a 15 sync relationship. The invitation (e.g., to invite a

UsRlithipinseReehEedpanl SHGRItRTHEAtRINFRINMURE BaRISONtRIMANtg  users,
name of the invitin Manag_er, comcﬁgter, IP address and/or any suitable

id®AtHRLHBE ¢ GRS IRIEN 28aHRE QysiRllinMeaseMeRt sebgBe iger to peer
rajgscieyaizandianiigiscamireustarnae aitgdalasRiR@eosiRieuser to enable

permissions (e.g., discussed infraE. These permissions can be set before
i

thYRFDRARIGAISN ¥s2 GPHHBSH AR Wah WILY R fRid SIATRARYSER In @ default
pagite! thetdnsihelasihatiore rikgrshinifstafusd thedtechen this icvitatian i@.g., for

accepted, the replica can be comgletely seét ug/without the need for an
h

inREMBEn R uFSNIRIRED WA JhRe ddi FIHAP Y a0 can Ak oSRALIgR Zation
thelinibabriptadenthereaathioal sKRHR byvitatamsccacohripkealgstdd by a specific

extensible markup language (XML) files 25 with the extension, for
388, SRR Te dyrls 0 ARBRCHSEST AL R U3t o created the

hapetardeiztoesmtanerdisplays tine arcenitinvéialeyichsynigbtonize dialog.

TR v A ! S AROaB R A on o
Tbﬁwmvﬁmﬁimsgﬂp. bem;@gﬁmaﬁple,(@@@rr@giéab&bcammttdejtfm foliwwingd peer
text: a To line (e.qg., including 30 an email address), a Subject line (e.q.,
R TR B oL, (M ARGty cormputer,
delvaii@diéysrmwﬁneaqahhaébferimﬁﬁmmtd@miqu&aémelimsitri]h@ ¢esRmUNity and
inyiting compyter name, role, community name, etc. attachment

o s BB Al o NELRSrnBe oAt o e st orage svster
upermigsionapagedidQBsaris). ciirte payrictionniza mosypbetsrSthérntitation
oI e T T RS SERACED AR otes e
anestleshin hsticsuctirewiedvieenlldwingwdynidoisizattepteBy selempliga can be
S e BGOSR TS BERAET AR i (R e L5, PR AR ed tha
lethstinnikatibtheafodizwinglutie e dhittxd idatacio miedegraaide?) conflict policy

( hich di d infra). [0058].T . hronized tainer, .
B g <D R B Moo pr e e e TR TR (o) fles
foldwvitig stetpssior, iflosinatedces. Syndxraitghienandieyclaicoethsnépedb registers

matter is not,so limited. 10 1) If this s hronized .container.is theéjlrst. ]
e AR S s S AR iRt OIS SR dialos.

syifelseoimzédtiomataameinclude the following properties: community name, inviting
user, inviting computer name, invited user, invited user role, etc. The invitation can
be, for example, an email that can include the following text: a To line (e.g., including
an email address), a Subject line (e.g., including a subject informing of the invitation),
a body (e.g., containing detailed human-readable information about the invitation,
inviting user, inviting computer name, role, community name, etc.), an attachment
(e.g., that can be double-clicked to accept the invitation), etc.
[0057] The user sync manager 408 can also create a synchronized container
(not shown). In an operating system file exploring application, a user can click on a
container in the default store within the data storage system 402, and select an option
directed to allowing synchronization. By selecting such option, the user sync

manager 408 can implement the creation of a synchronized container wizard, wherein
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This community synchronizes the data across all synchronized
containers. b. A Security community is created, rooted at a private
container under 15 the Replica of the synchronized container. This
community synchronizes the security configuration for the Data

cereryifiby. chRispiasiyde seastiTnef sanh rRARKPIGS ueimchVoRiraabilatbaseand 2)
the permissions and address of each accepted user. c. A Requests

SR RRTe@HBERIEh HruseEfa). 20 2) A security group is
cigaty] on the ipsatimachinejpceaeizef thengiper Tt FsReiAge fafiedcan be

Reader, Writer and Manager (e.g., discussed infra). The name of each

gRLIPIE 8P e SAts Y GrRANE SR H0%0 iSRAGURNIRG RPERre illustrated as an

ceNgRpRingrsaduiits UsobRafmaehrr mreiafiged container. 3) The
Data container's permissions are set based on the confkrﬁjration in the 25

Secuty 'ESHHIIRRY OB FELARAIRINBh & EndhE TREMREp A HIS SR Gt ¥hted

to Readersaand thetyVioaemmipapeasisawtitecbieeaeriteRsadhpaireis Somainer.
is granted to Wr'btf_ers. Since s nchroeration is H}gn directlglgg data :
storage systen-45taCOBRAYU Y, SUPRNLORIZERiIEe ftlogsitalo avpgpronized

only the appropsistgiriggers to sync to and from the synchronized

container. 30 [0059] The security group's permissions can also be set .

based on the COrTPATORP T ot AL G i AR G0 iner nder
operating systetie"Gresiita VWiiteteGepacioriteasd pesmigsien CRnidecommunity
granted to Managers, and generic read permission is granted to readers .
and witers, re<LCVAN 00801 EHE Ao AMIENE 1B e RSB - This
security groupsitichidesn delistS cfeate anstdéhrd@casss.offdwed tachatid inare the
the various folders and share, It is to b?o a&?reciate that the following

table is an exarﬂﬂl@'ﬁﬂa%@ngg SRS ?8 ARSRRIER YRt so limited.
Moreover, tee Hashesdstshefotianitydsahieteardel fdisdassaidnministic

e B P R O SIS R AT Rl e
applicatigroispsesesrea ke #e&IER S\GararBhaenager ¢f.ghadesdGledfingal). The
e R S e At e 06T, B om e
hash> caotredporidingt yedbritgmpralpfofdenrathsiAToR B nvredesntdidl hash>
3) The Data container’s permissions are set based on the configuration in the
Security community. Specifically, the Generic Read permission is granted to
Readers, and the Windows “Generic Write + Generic Read” permission is
granted to Writers. Since synchronization is done directly by data storage
system-data storage system sync, this secures the data to allow only the
appropriate users to sync to and from the synchronized container.
[0059] The security group’s permissions can also be set based on the
configuration in the Security community. In particular, the operating system “Generic
Write + Generic Read” permission can be granted to Managers, and generic read
permission is granted to readers and writers, respectively.
[0060] The following table is an example of the security groups that can be
created and the access offered to each in the various folders and share. It is to be
appreciated that the following table is an example and the claimed subject matter is
not so limited. Moreover, the hashes in the following table are 128 byte deterministic

hashes, but such implementation is not so limited. Note: each ACE listed has
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root hash> <Root path hash> control PTPS_W iters_< Full

PTPS_Readers_ Generic Root pat hash> control <Root path hash> read
PTPS_Re ders_ Generic <Root path read hash>: Security

PTPS_Managers_ Full Folder <Root path hash> control
PddhriifitpiseritRidenpsie ipabRathdarvrseasp&F BmcRppRgiSartis referred to
Generic_Root path hash>read PTPS Runner User Full control
A@LEB%@OTECT: This prevents the propagation of allow & deny ACES

from the parent User PTPS_Managers_< Full Request Root path hash>

control folder User that "owns" Full the folder control PTPS Runner User

FuRNéBhtrol RBIePROFEETSNGTis prevents the p?gda%fﬂm gempdifplder
daljgﬁﬂl’eﬁc; NaWEthe parent Security Group Nan SR NQ%%@H”W
PTPECRianageFs < Qo%T%%ﬂMWhgﬂéﬁ%rs drtHe synéHBRi2daRIaesy |Hadh>
PP 8 ritersReREo o AR A A NARTta rs PRk nCRRAGYBRToIder| cONtrol
folder path PTPS_Writers_ Full hash>
root hash> || <Root path hash> | control | | PTPS Writers < | Full
PTPS_Readers Generic| | Root path{hash> | control
<Root path hash> | read PTPS Repders_ | Generic
<Root path read
hash>:
Security PTPS_Managers_ | Full
Folder <Root path hash> | control
PTPS Writers_ <R | Generic
oot path hash> read

PTPS Readers_ < | Generic
Root path hash> read
PTPS Runner User | Full
control

ACL_PROTECT:
This prevents the
propagation of
allow & deny
ACES from the
parent

User PTPS Managers_< | Full
Request Root path hash> control
folder User that “owns” Full
the folder control
PTPS Runner User | Full
control

ACL_PROTECT:
This prevents the
propagation of
allow & deny
ACES from the
parent

Security Group Name Membership

PTPS_Managers_<Root path Managers of the synchronized folder
hash>
PTPS Writers_<Root path hash> | Writers of the synchronized folder
PTPS Readers <Root path hash> | Readers of the synchronized folder
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PTPS Readers <Root path hash> Readers of the synchronized folder 15
5 [0061] A synchronized container can have the following structure. Note
the data storage system is referred to as DSS and the peer to peer sync
application is referred to as PTPS. Synchronized container (synchronized

W[ﬂDé).tha comraueyidhromgRlieaRmeyasnrOEZad fdowkesyticigtderNote the
synchronized with Security commu éﬁgg Requests folder [0062] The

uSBlasyicagtaRYRIEM atse eleh Sl d |t%ﬂ9)ﬁ fREEISLP PSSy GRRYFation is

thef@ﬂr@tjatagg Pg&sa container is created and/or at any later time. The 15
user sync manager 408 can specify a contact address (e.g., an email
address Synaffitenizet matdatr(1P) address,(&to9)ranigesi iR Pataaemmunity)
containing Hplituitation data can be attacfred sitishi@migeappreciated that

the user Swé&fﬂﬁm&%ﬁ‘% does not regyirenim ideiaa SceaRe D Aimunity)
the |nV|tat|onﬁ5|ncel£ canb be sent at any time designated by the user. The
t

recipient of FHHRL8H Ean be accepted by another user 20 based at

least in part upon the user implementing the sync component 406. [0063]

1 Ier exa Ie the invitation can bfogaved afllﬁ for Iae use The
erc

r.syn ana € InVI n of a User to
send e mv&atlé/n %O% (9[?16[’ user Yy any Ot er swta e means

(esgnehitopiag, temadnﬁmmnmmge:pstmnEmlessegkedsendbﬂ (BeB), &tk Xime. The
;Z%tjsser S Panagar %ng'a(l)nS scg%%éll\;e eSS %h rleess!n It t'oarﬁ email a%@ss an

S andfor te nique oreover, the user syric manager
cammloeommth\aﬂdmm lete)s, \AMeeemraa lusiiatwm tantaviteg tbe invitation

PSR AR e, R A SRTUIR  los coes
mmlfly:qada timevitefomadikes e ivyites - tlneadymaiten rsiocéfyit aell;08) Retadieany time

LB o £SRd RLORRAL TS e OO b usr

ides he acceptance of an' invita en a tion 1s
rettaemeet é&aﬂtopeaemaombsexs@ammimtmtem Hielewist conepoheht406.

2 i A B e T VR e e
syliiehusei g mnmmwmwteynnhmtheeuhemusa) By aoiyyathercarittictepmiéens (e.g.,

RBAT IR e HRSIREISAIRY FAREA GHEL SRS R 1A ker sync

Urlty system rticular enV|r nment utilizes. *or e ample, Ina
conporges &0%iroameibilizheadisptaitabdenéeiatipe thechsaismsnensiehetechniques.

'0%‘?909&%%ruéki%%é’ﬁm%%{&%%fgam%doiHé%?f&&@?ﬁvi‘tﬁtion levels, wherein a

user can be invited to participate in the peer to peer synchronization community in
one of, but not is not limited to, roles, levels, and/or tiers: 1) Manager- read, write,
modify, add, invite, revoke; 2) Writer- read, write, modify, add; 3) Reader- read; and
4) Contributor- read, add.

[0064] The user sync component 408 further provides the acceptance of an
invitation. When an invitation is received and opened, the user can implement at least
one of the following: 1) specify and/or create a local data storage system container to
synchronize with; 2) specify whether this container can be automatically synchronized
or manually synchronized; and 3) specify the conflict policy to be implemented. The
display name of a user can be the name that the security system for a particular
environment utilizes. For example, in a corporate environment, the display name can

be the username of the logged on user. It is to be appreciated that in the Internet
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5 scenarios, the security system can utilize a different name (e.g., email
alias, IP address, email address, etc.). [0065] The security folder
(discussed above) can be synchronized among the security community.
The policy and permissions for this community can be that two- way

SYaehiABIZatiensealy RECHsRMORENMANRSBEES CRArEMENARE (e.g., email alias, IP
synchronizatign occurs 10 from a manager to a non-manager. The

seddrrssramel dARsvEEWo sub-folders that store the list of users and
thedespf replicardrdber it TdenifisSesHa bnlerdEY BekipreAivdthamong the
Securi_técommun_ity) + Replica (of Security folder) 15 + Users Folder +

SRS FONFPBY R, COMi BB AN R I S JQF i) foFaEIRUR &y &8N De that two-
coupisyAchithaanizeseaider Goofig unatiagete amadrievapsiatngdiieation occurs

name and description of the synchronized folder. 20 [0066] A Users folder

[
cAPRLAMRANAIREBRCHHEALE in tHE SR ARTEGER M f-dgiders that

ot Beemeffisasialtersendine fRiloviaplisone hyaamiauig users folder
and the claimed subject matter is not so limited. + Users 25 +User 1 +
Peera + Peerb + User2 + Peer c 30 + Peer d Each User can be
persisteg@siatpesiaizedltem containing th@yadpmitigedatath Saddaef Nameaunity)
UserDomaReghida [R6I8e0i@ageinldatter | manager) 40 [0067] Each user's
informatien zars IFelgred as a separate item based at least in part upon if
it is modifiegy/hwhrou itipdiF ohduragariyuhei dasidvriterWins conflict resolution
policy can be used to resolve the conflict. The user Item's namespace and
display names are set to the User's SID. 17 5 [0068] The each User can
camiaigeauiity dfofdethaparis denthirsyrsymenaatiod-sreliCasfiguihagon item, which
community. Each Pegr can_beoper?i%ted containing %he following data:
contains the name and description of the synchronized folder.
[0066] A Users folder can contain a list of all the users in the community,
together with the set of Peers for each user. The following is one example of a users

folder and the claimed subject matter is not so limited.

+ Users
+ User 1
+ Peer a
+ Peer b
+ User 2
+ Peer c
+ Peerd

Each User can be persisted as a Serializedltem containing the following data:

UserName

UserDomain

SID

Role (reader | writer | manager)

[0067] Each user’s information can be stored as a separate item based at least
in part upon if it is modified by multiple managers, the LastWriterWins conflict
resolution policy can be used to resolve the conflict. The user Item’s namespace and
display names are set to the User’s SID.
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SID of user Share Path (share name not needed) 10 Synchronization type
(automatic | manual) [0069] The unit of security on at least one machine
can be the User. Thus, a user synchronizing multiple machines to the
same synchronized container, can have the same permissions to that

contagler from ahdhadnaghipesn AoniRIRQIRGITEaRARISERs BIQying AcReRization

under its User is that an item stored underneath another item (as

opRIRE Ao RaEHMU e BaAGTD RS FARRDRRFEISIH GRS EHY %@AHY&WQ data:
as its parent. This, together with the entity-merge conflict resolution

policy, ensures that Users and Peers are not out inconsistent with each

other. [08 @] éefollowmg can be an example of a structure for a request
folder. 20'&5&R ﬁ??%”f% 4 single subfolder underneath the
Requestgyémfé?mé?t'qpsg’ 03 L@ and from the user and the
managers, as follows. + Requests folder + Requests subfolder for peer

OYOUB$ requesthésyimieosizedivih perRastdriwngihangd onapagesYser. Thus, a
Replica + ToMana er+FomMeﬁ %erS Moreover, Each Man%ﬁgépgeer

hAS2rR¥nSERBIALIF P UL I SRR AR Y HRioRFRS GRatRiRgResan have

Ntae%mﬂpa*fhmdaﬂamm Beasieetstiolded Htheoniaingietor A!Blemhportant reason
B%l/ljeStS synchronized with user.1 nd mana erg% 5+ Re

+ -
3 AR i T T SIobe LGt another item (as
(mmma@dwaémm Bemavﬁwr@huteawm@s@w fFandaniapessHits parent.

m anager + Container for user uestLé nchronized with us
'Fhé?\% FEW CF\R‘Q&?&‘:SM&}’%%Q% JSF% %%hﬂ\%';%geé‘ﬁures that Users and
Peers are not out inconsistent with each other.
[0070] The following can be an example of a structure for a request folder.

Each non-manager peer has a single subfolder underneath the Requests container,

used to store requests to and from the user and the managers, as follows.

+ Requests folder
+ Requests subfolder for peer owner’s requests (synchronized with peer
owner and managers)
+ Replica
+ ToManager
+ FromManager

Moreover, Each Manager peer has one subfolder for each peer in the community
(including one for the Manager itself) as follows.

+ Requests folder

+ Container for user 1’s requests (synchronized with user 1 and managers)
+ Replica
+ ToManager
+ FromManager

+ Container for user 2’s requests (synchronized with user 2 and managers)
+ Replica
+ ToManager
+ FromManager

+ Container for user n’s requests (synchronized with user n and managers)
+ Replica
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[0071] The name of a subfolder container for a peer can be "Requests"
suffixed by a unique identifier representing the peer. The Requests
container can be 10 synchronized among the Requests community. The
permissions for this community allow two-way synchronization between
the local containgmMeRigsenting each replica, and the corresponding
container on eaciyMenaaggsrreplica. In other words, the peer's user and
the managers can have full access to the peer's container. [0072] The
policmfor this community can cause at least one of the following: 15 1

OlOXYhy synchtBRiZ&egh B ﬁéﬁ%@faﬁﬁ@@f%rld@ft@tﬁsefeﬁﬂan‘?o‘r)wllqeq“eStS"

theiFame bipkanplih RiesiresNepristhiRRAtRSISGUbIPI&gOeBWdbNtainer can be
Manager r,egﬁlii:a; and 2) One- way synchrgnizatjon of the ToManager
gl'&@%

folfRT BT FRRNg A HRIEHN S ITTUBY the NEoPRIGHEHEN T B Fep@munity
suhtelderenapeyntroagerisaitiednend addanegnsitetdepsiniaig each replica,

AdvertiseReplica gnd RequestRemoval requests. The ToReplica folder 20
O FOHIRE AN TSR ¥ M RAS EBlBe RIS HREES. he peer's
delriesharnckmighigaetcar modifigtactesy edare, jbare targdynare any
conflicts in the Requests community. Reguests can be deleted .
TR eously L5 R PES oW HUCERN G A G h A g Jollowing:
canfiele-iWay Sy Aonddietine BepicRrteaMaahganfoRiziaio the rgiafityrofiethe same
replica that 25 has joined the community. This can be synced to all
RS S G AR R S R T AT RO AL ) One-
regiae st ee @t dativn reptiea ToNenager foksio filistissakgdioa toetsesaityfolder of
community (e.g., removing an licates deterministically if necess
o RAB g ke e T e VR 25 e mc B anager
thielizplstarts iveventivementivaAnd Heguistiianich regussl. 30leamekepliza folder
used to communicate any replica configuration changes to the commuynity. .
AU A DR RVRER] 1PELBSRerRo it oPBE e BF Bl Epcap eted and migh
changesndaifiet]. ATReefirs Removad Ieaeestyceontiicttaim threRdgudiiys obithaunity.
replica being removyed. Such a request can be created by a replica in
Qe o R AR e s AL be ellowed
detecisribbs adrBipuestRemoval request has 35 been synchronized into
t uests cqntainer of one of it's synchronizing teplica 0., other .
RTD Reouchls MO EARERER e U FSb R TS (enay o Fepica tht
Respupdtiee the\w@nitegniest ahd waitds ayboedite# Reamaygaiy @ testomnthenity. A
same_Reguests container. 19 5 [0075] A CompleteRemoval request has
R S i e ST T o eRE A R e ShaeP i to the
rqderbtism’dnsetislris,tcget_jups,tla«s mlhrzi&yihmsymnit)etm@taréthe\meplm duplicates
DR OS8R AR SHEL HERET R lica request.  This
completes the addition of the replica to the community. An AdvertiseReplica request
can also be used to communicate any replica configuration changes to the community.
An example of this is when the synchronization mode of a replica changes.
[0074] A RequestRemoval request can contain the identity of the replica being
removed. Such a request can be created by a replica in response to a user initiated
removal of the replica. When a Manager detects that a RequestRemoval request has
been synchronized into the Requests container of one of it’s synchronizing replicas
(e.g., other than the Requests container of its own replica), it deletes the
RequestRemoval Request and writes a CompleteRemoval request to the same

Requests container.
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created by a Manager. This can be in response to a RequestRemoval
request, or in response to a Manager-initiated removal of a user or
replica. When a replica 10 synchronizes a CompleteRemoval request into
its Requests container, it deletes its share and the associated security

91oups]0076] AxCommmiriaiRemeval imprseagssrndagdrlrtesadteriadivad that the

expiry period (e.g., 7 days). If the message is deleted before the reﬁlica

days) .
hEPHEeeANOY IR, Beteteelihica 3k ple SonednSeeaiiYadEAdPEaASsHIE!l as its sync

afienEhie gieRephchecraMttgyAbhEHirea s¥htaiEhailshitheiaafigesiocan be
other replicas owned by the same user in the community. Otherwise, it

c&FaEEcRES MABAMadAls FANHAR L HRPORHIBE RRIGERARPYahEYSHt Or In

stegpdhtaetdsar Maianmitnaseplisaciaeonal et sty eRIRfarepligigein a replica
the community, the user is also removed from the user list. This causes

HRYNSRIRARR R SOMAIREETHRYEL IRy On I REMEHS ROR@iRgSidL deletes its

20nA1e aAH UsesssabrtetPRRgALS Hhathave pending removal requests can
ve the words "Pendina Remov%:" in the Ul of the machine that the

h -
haRkued théyéndsiH PG A JHESSAYS SRR HHEG RS ATt s i dlgd expiry
NpLIRIEE.$IT @ags) antlthalnessieetss thectinbeeorovad, refitia that received it, the

oL RO e DR FRATEE A, ECTRky oY e S LB Gty
comhundynend lihfaillsertneeartonthetiarMeplagsr antkfroynidanageruser in the
community of a user, The local and re %tqe eré%%)ﬁi&ts f?é all

SYREHPAIR DGt SHO RS e ! D G of B QEATUS FRRGH AL Pe removed

fabger.nviithn stais. fofdae adbcamnovnitythearsticamenimpiewding] dther replica in

another example, the user sync component 408 can allow the 3 dition

o SPITBTY TRy R B 1B BB Fpeel s CaLRes the

sypphoprizedecanitnoimbyiisso frigymsiantesyneisenizad agiiicaly join the

p peer synchronized commupnity, wherein various files and/or

CTTere can et R e AN SERUINGh B e have the

theardsrtrhemiiyg Mty & pipethtoUp eéitisy nacpplichéiohdgisaus s defita) removal

from that computer, and specifying, the share 35 tq join, [0079

E TR R 0] ) e A e A K Y 8P, i petects

atreplice) aochorad, maeagheat Ibicteshe apprecmtechihatdmerdédsovstddotan be, for

user and/or replica b er.ca ifferent from the user or replica

oSS 2 e e B R 08 o T R BB S or e

itsedufiéty . cimanaigo remote itsewnaraplifar dibeuIeddaindga). die EsenManager

sync manager 408 can alsp provide the, rempval of a replica by its.owner

R A e PR AR e PR o S S AR can e
the location of the appropriate synchronized folder. Within this folder, all community
names are unique.
[0078] In another example, the user sync component 408 can allow the
addition of a replica to a community by adding the user to the peer to peer
synchronized community first. For instance, a user can actively join the peer to peer
synchronized community, wherein various files and/or containers can be
synchronized. The user can then add a computer to the community utilizing a peer to
peer sync application (discussed infra) from that computer, and specifying the share
to join.
[0079] Furthermore, the user sync manager 408 can allow the removal of a
user, a replica, and/or a manager. It is to be appreciated that the removal of a user

and/or replica by a manager can be different from the user or replica owner. A
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time from the community. From such replica, the user can invoke removal.
If the last manager replica in the community attempts to remove itself, but
there are other 10 replicas in the community, the operation can fail. This

can prevent the creation of orphans in the community that have not had a

chaiegde damenpiRelrueplitaspl it it examelendnatast Banagesd 8o remove
who is also the last user in the community) can delete the synchronized

folieMViataP i AR GvRsReL M Ao 08 OF HE"f8YBRVME RSO Gh Asmdvayide the

of@nRel of sarfifieddy At anaaaissrotahnadghffercntdrean thendsernone replica at a
replica owner. To remqve an individual replica, a CompleteRemov

I
0B EXBANSSWRIBER Y- thEARLHREEPEGAe o6t %ac{bH‘\S?‘fﬁéerFé)&?éaéf the last

(enthnatjeeneyredt ipeaamesavaiableltehtpternp venadhe plieds fitathere are other
specified  user, a CompleteRemoval request can \bﬁ]_written to the

RERIERES R IREFOSBHRINER R FRETAERRCSRN (EA:, RENERR PIEKR U TR Sreation of
avagasme)inl tibemmaiany teaamehoeplicaschBnsy iherrreifiesieglicall. In one

privileges of the user can be immedjately revoked by .changing the.
SEXEMBIARE L0 TGRS 8 YW VAP TRGSHNSE SRR RO PUpHBADY) can delete
rapeivgnamdsiesd fdddar usdtat e dommeieaemoval request can be

(MR Tine rom bR D YEHRH 36 oy e ETGHBLAAG ISRHG e By Menager

reiee\vialdiffereaplitenbyhigsueeynsr rép NGE bveadr. oy Fremove anenddvikicalateplica, a
time from the community. From the replica, the user can invoke removal.
R RS O G0 GUUEED R 0 N ABEL L ach of the
cogtdiner(efgthevmeplieaitbienast Maitdgdey. raplicaioviel casplicaniyr a specified
attempts to remove itself' but there a[he other re Ii??as in the (:ommunitly,f h of
th@%pér%ﬁ%%é‘?@%ié%&ﬁ@ i UTBEROY SFORAMASPhgLainer of each o
cammeplitrdi{aighavhenetiaid becunasicavtol sbrapvef tihetieraplicasemaining replicas
Otherwise, the.last Manager (e.q., who is also the last user in th

Ak Ot (1 Sy AR e et TOURBhyevoked by
Menagars trrscoakey canges tidgderibgawync @werain@hibatilvillbess the replica to
caorrectly synchronized. Security settings disallow any security changes
TRGEN, AR SRS ot et YR ERSTRSED S U Rare processed.
OHowvevangesottier veplie D capcattesiht 40 sgmulioatreceiuaniatg toiftoen the removed
manager machine wakes up to the changes and appropriately modifies

thrg%é&]rity on the Data container and its contents. As these permissions
c§d08aly be modife=fib lothi A relnistret ehgorarieyalso theregdechyiorn osewr. A user

%a?] %‘n‘if%?nré\cl’epo%%rr%éﬁ%aag‘t%‘ﬁ"ﬁ‘n“eoProsrﬁ %iggg(%ir%‘g‘ﬁ? g?dﬁPJFna e r‘ésﬁuihésthe user
€ opefating system share access IS nee 0 access the gata storage
systernnvizie. remonel exainipleausedysaR ddesifsinaial caguestate beshaiten to the
Fﬁréat?&tisn & gri]ﬁerreggfa mgl??e%ﬂlé/a?nlf the last Manager replica in the community
attempts to remove itself, but there are other replicas in the community, the operation
fails. This prevents the creation of orphans in the community that have not had a
chance to remove their replicas. Otherwise, the last Manager (e.g., who is also the
last user in the community) deletes all the synchronized folder metadata.
[0082] Only Managers can make changes to the Security container that will be
correctly synchronized. Security settings disallow any security changes made by non-
Managers from being synchronized by other users. Once changes are made or
received, an application running on the manager machine wakes up to the changes and
appropriately modifies the security on the Data container and its contents. As these

permissions can only be modified with Administrator privileges, the application uses
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Administrator can create a security group. Therefore, the application uses
the peer to peer sync application service (e.g., peer to peer sync
application) (discussed infra) to 10 do this. [0083] The sync component
406 can implement a topology such that there is a direct connection

betweesy %%é’efeégltﬁaa@ﬁﬁdéﬂ?diﬁ%m&”@ﬁsm@w RIF DA W&k RisSETHEperating
changes, and since these mI%ht not be received from a non-manager.

FOVERIPhBAES ASraTSpieerBd fOragst T BRSSP Qﬂ%cé’\/@%@(am'e

lagasy n SREHTIEYSEREIIeMm Ié@a@pblcmﬁmnqtlﬁmuacnaana«n@g@mﬁpﬂe only an
certain period of time based at least in part upon a heartbe

nrﬁQBUE‘&ﬁHﬁ@a)Cﬁfba@ﬁt%F%%Eﬁve%%e THSrﬁﬁPEﬁeF*Ea%ﬁpéﬁéﬂa@élieéﬁ%peer to
ageeptsddasiblicaann eerike iag)sererity ¢Refiguiatipnlitarom [arrasged IAfra) to

addition, a user interface (not shown) can indicate which users have been
Sl‘ji@cté‘é%fully synchronized with. If a replica can not be contacted, its icon

ZfPodss]layed withesyavedmpoachintisasathispiaskent hadiraodytentaceaanere is a
also allow the user to visualize a éﬂsﬁlé chr?glzed container that they own.

InPHAG N ACH Ya e B A Y RD R IER pROFe s SHICEn RIS i 3R make

C@@clﬁiﬂ&“%ﬁﬁﬂ@@%ﬁm@m atreyachiighizedicestaveividOSnT he Agnamanager.
camponent 406 c%rr]l ?ﬂlude a manuial E/nc component 410 25 I(he ein he |
rerdHRY P s R HiPsyAB 488Y'ATHt SROVRTE P HRGARR] to recelve the latest

syoclviepigiieN! Idataeflies cindfrcontieirenardgerual 3y oehadnigaiion of time
is inte ded or t%ﬁ rs that do not ﬁ/ant their.data s chr&nlzed }%qlther read

fr&‘?r% SLRATRAR RIS ﬁUBE%ta““ﬁ?& PRI R AR Where
thm?ﬂmiemmmwe@darﬂbe @ackpreplicail QtbaT reephieathsvilowpitpitentjuration

R A TALRGR o I AT, & e AT atn B SHORT s ol Bty users

(dﬁvelmed Hmiteéss{ﬂmwyﬁbareymd:wnhoneratr@@ﬁoammnbnd}e anraattt@d its icon
t412 (h t 2)t

e T O A AR R et S etk Ekalsp ttow the

thesgregr tospelexesynymyamhatmzedocmmmnﬁy 1R& Meproatic In addition, in a data
)é chronlz tion cal mplgﬁl -mesh sagnc for each of the

taand .

STTH SonIF L AR Vit HrP GBI O ER e B AP SRR 2 2
tosgyctarowited lcontdintianges to the data container are detected by the
R o by o LR A 308 B B G ggeonent 410
belnegetnggmmﬂhv dathestorage systeriod)that giTavigies aAnayuredsyomuizatidzation of

even tis trig dwh n the tche flres 0086] Fi IIu trates a s
588 15"?%0 gyr?t':rr'ﬁonlzmg qu nization sm ena éﬂf%r usel%st%amdo not

want their data synchronlzed (either read from or written to) unless explicitly invoked.
The membership list includes the synchronization mode for each replica. Other
replicas will not attempt to synchronize with a replica that synchronizes manually. A
manual synchronization is initiated by a user. This triggers a synchronization event
(discussed infra).

[0085] The sync component 406 can include an auto sync component 412
(herein referred to as the auto sync 412) that provides automatic synchronization to a
file and/or container elected to the peer to peer synchronization community.
Automatic synchronization can employ full-mesh sync for each of the Data and
Security communities. Each replica can sync to other replica it is permitted to sync
with. Local changes to the data container are detected by the application on the local

machine by means of a data storage system watcher (not shown). The watcher can be
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data storage systems to allow various levels of accessibility. A sync
component 506 can provide a secure peer to peer synchronized
community in relation to a data 10 storage system 502 and a disparate
data storage system 504, wherein various levels and/or tiers of access

CaRoaeaRTPetiad. ARREHemeOMpgaRaAt bYodaaN enarros diemexisiinghanges. A
track component (not shown) within the data storage systems 502 and

SN AN BRI SXFAL I Sraestith Widuae WS bl S preciated that the
SY00g8)MPONerk;§OS | INQYasRSaCyiaepy BODrRIZRLAN DY WkEHo MARRrbaROwithin

and/or existing synchronization 15 mechanisms associated with the

VARBLEAEE SUSTaRs 1S allans VaRIANS: TaYath RTeRCCSSHBILR sQcRYAgcomPonent 506

SteiiRgs SMate S @NEopEBAGHIPRErNGINEIR dMEMN GdranRigarydatarti&iols t0 a data
be synchronized. It is to be apgreciated that the data storage systems 502

o SHPTEE YA T 503, AR B HISDREEE SO SLPTHE SYBERnethdy WlHElp RTioUS levels
pmrdwsjmgnggdb@@? %ﬁtm?@w@d.Ccnhﬁoiwlﬂt&o%M@ﬁtﬂiﬂ'@%eﬁ%ﬂg&/ﬁrage the
component can further uti Ze a pee {0 peer sync a plcatlon that

BN ISR Bk o epaeat (bqL showBLudthin Be o sinsade syt s 502 and 504 to
aanﬁoatm?m?]@ﬁmmtbﬁ@y&elmiswbh anreaiines mentfh@ maﬁﬁﬂh goa¥nt 506
processes on the same machine (e.g., to preyent attacks from other .
D TR SRS G B s i it SR S honization
insiedlesisinn avstibisbel redtiof the exnowR5 compwient FY6t@yarnd/or machines,

R e
cmtmersﬁhu?ﬁrtlzegeer IO toeles sym@@'mekﬂcmrtﬂého&ta stiagdasyeems 502 and
assqciated with the data storage system 502 and the peer to peer sync .
b e P SARSHC SR OB PR I GO P Qi escribed
5@ystbher @i, doinioreatappreciated that for 30 simplicity, the peer to
lication 508 is depict t th {

e e e 0 T A et poer o
Syinp ligapieeson thexSceamnumg enteoal 3ystamathélreabe Sisaitd dasintaenggration to an
This Egeiration creates a share fflt the a%sp%cified ?gontainer which C%‘nbbe
in0L LN AECSHINAG, QLT ER ad5PRSIBUIM. ARG Sieases bY processes
pemtissisanseamdchitts ((he. prrmisstnn atac kb dseny mih@s dontbetesitafF@r instance,

d to the share. Th i he full UNC path tq,t t
s e B 2 L APt SR R R BT e syne
aodrpdsehtris6sbyatrtladmadstrald.5 M) Becapprcitiepibatded psethis peer sync

APl is that o the owner of the container.is, allpwed to shar it.dEOOB ]?1
e e A S A R N e B Sl St ancvor

otancputEindhiigntherpeding acehayacagdcihiorobfteisadad istpperssdociated with

e data storage system 502 and the peer to peer sync application 516 is an instance
associated with the data storage system 504. Moreover, it is to be appreciated that for
simplicity, the peer to peer sync application 508 is depicted yet the peer to peer sync
application 516 can also include such aspects.
[0088] The peer to peer sync application 508 can implement a string
CreateShare (container). This operation creates a share at the specified container
(which can be inside the data storage system) and also creates the appropriate
permissions and adds the permissions for these groups to the container and to the
share. The operation returns the full UNC path to the created share. This operation

checks that the user is the owner of the container, and fails if this is not the case.
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Administrator. However, this is acceptable, as Share level security is more
of a 10 holdover from previous versions of operating systems that did not
have folder level security. [0090] The peer to peer sync application 508
can implement a SetPermissions (container). This operation validates

thefdbethalipeuksepiv Uideavsyerhes IRpIcRNigRRInIgNAdadkwitEngs ihecoiiginer is
case. This operation sets the appropriate group memberships 15 based
oANAWGINTRB Ms in the permissions list stored in the Security container.

Feooggpurity, thengalipsaftess het sxxpligify sialgethe @ iae oD ieoAGlisillows the

these are inferred. from the container and the permissions list. [0091] The

MRS SE& SPRIAR AR GHEHBL A TBIdRTERR ﬁ‘%ﬁ%e@?ﬂglt@pp‘]ans to be an

(captaingnatbhis PRAAIN mq@tg@&mm@ a&longraseris ti‘é%tﬁwqé Qhore of a
the container 20 and fails if this is not the case. This operation delete1§O he

{
QIR AT ORT B USoRETIREE A PRRETGSI SHSLERE Wat iy gidiyé Tolder level
asse@injed with the share. [0092] The peer to peer sync application 508

can he designed to live as an application that can be running in the .

o Q0T . THENBREER PR SYAE BRRRCEHIN B I B M SoReLERsssions
tf(@biﬁ&’ﬂ%ﬂp?iﬁﬁﬁ@?ﬁﬁdﬂﬁ%&lﬁd’ﬂ@/ﬂh@h%ﬁ@ i?éﬂliﬁg: @ed i%ﬁé@ﬂﬁléﬂ?f the container
progress notification and other_data such as conflicts. Moreagver, the pee .
ARSI 1S oL A0 G 11 AR ORI G198 64 JB ABRFORTLS SR R Ships
r&fgs@@tﬁn mp@m@;@rﬁ@fhﬂm@mﬁ@ﬂ ngmfnﬁwwngjl HREHIMethe iBeourity Cpitainer. For
and 2) Exit. [0093] The peer to peer sync application 508 createa .
R e e D DAY, SRS T s 0, o Ak e are inferred
whtsnens vdnediier el wripbenissionslisie at least one of the following: 1)

C i%n of synjgfrfonized folders and users. A %'ggle store-wide wa

r the cra QB REEMIodReEL Y ACARPHERIRPRF can implement a tF(E\Qr%roveShare
N@oBnenonpesitpensiorealidadicthinake dallitgrasendsmiegowner of the container

"S izedFolderCreationMarker" This indi hronized
R L B S RSB EnB on e
meaontairetxaBalsy delktonineddaldiey tpoulstassbeiageisvithdhz)shaeh

ized f h tch t t lica that itors th
YRR et 1B 4D el e SRRl B T RB Wi e s an
papplﬁoao@erthyncaanmiamiujngﬁatﬂlﬂau%tsmtnegd Efrh@qrm% pedr Sytiheapplication
o Rt TRk drAlSIare Qo 0L Sy EhiAdfation and
[qm@a]drmmegregs peéﬁemimwannlmﬁodamaj_caras‘mhﬂ'rcwjIiMao&tdeaslthe peer to
%%%e?ggﬁgﬁ&ﬁgﬁ&tg@%ﬁ%i;}3 r‘ég'ﬂtg%é?eagdasT {H'ﬁs ﬁ%&ﬁ'%efzmﬁv%ﬁ%r@%aa ts. The

nu, € ere iIso exception handrer for this
ActinitexiLiogriinceathiihibe following menu item: 1) Options; and 2) Exit.
[0093] The peer to peer sync application 508 can create a subscription for

notifications on data changes in a container (e.g., a watcher), wherein the watcher can
be at least one of the following: 1) Creation of synchronized folders and users. A
single store-wide watcher looks for the creation, modification and deletion of
NonSynchronizedltems. The handler looks for items named
“SynchronizedFolderCreationMarker” This indicates that a synchronized folder has
been created; 2) Each synchronized folder has a watcher that monitors the
synchronized folder for data changes; and 3) Each synchronized folder has a watcher
on the Data replica that monitors the synchronized folder for application metadata

changes. Recall that the peer to peer sync application metadata is stored underneath
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10 displays the activity log UL There is no exception handler for this
thread; 3) Thread pool. This is currently just one thread. All callbacks
eventually execute sequentially on this thread. The exception handler for
this thread re-initializes the sync controller. This typically executes in

sith@tiosta seislicas ther usehiprnupiivee stenevd synehremizas fordey;cinthe same
4) Watcher threads - these are naot directly created by the application. 15

ESRHRAREHER LAl ABRSLAWAKNEES [BAg5T The padrassEer sync

appdiggtion 508aaNpEBPtEIPEsH Y5 BpslidittbrabaerthmTudfee ti@ize at least one of
synchronized folder is created, the creation Watcher fires. The handler

cAPEIMPRMBATHERNS Lo BIRRY MBI 985 SAh EYRIRER LA deqyradtext menu,

aliey. arisartup fielevseplioneningier Watches anvéhe; Dataceiviga togveiedad.  This
for changes to the 20 Requests and Security subfolders; and 3

SHDIAET SoMas: 6 Ao /A SdH SR IOS SR Aty gy read

a SeEINgEnRCRUGreriing jBecotiErpedde quR sl Dk bkeleesaiLile) waigiersetuentially
the Data rr]%ﬂi a i
; 0}

fires. The handler can implement at least one of the
oMM ERorT s A EBHAN T Ralst ARt A Pead) e s des Sy controller
Protiespsisding Sedegy@stit(desnshechsisnra) usdr Mosd) abrRAAgS: synchronized
schedules a sync of the Requests subfolder; 2) Updates the securit I
o EofRsanE N e Ao e, el MRS CLeRiE e application.
syxehraatzatocanficiaetSentithiesdibfolder. When a change occurs to the
Dat bfolder, the watcher on the contajner fires. If the change is a local .
i ) e e e R ST
datgosRheemuvieityaisygonconirid €dl dritilmeroared bgnaréatiah gustebfdires. The
the data community. After the security community is synchronized, a
R S U CTGeh At RO 1 e Y B GHGE AR Bele syne afer
regaregisdeliyioRleC isatyn ahnieincher oa tineebhaseehyacoisvaattefwretidoges to the
the requests subfolder. 7] The sync.component 506 can includ
OGRS RO HPTTBR TR AL FROHRS £ B BE T EnGeSyAty Tolder afer
carsaetopnief6 (e.g., and in particular the peer to peer sync application
508) jpto an opgration system with other lications. This applicatiop |
LEHIBL %0 e HBE b BPAR: e R S Ageats BRofBers, the
aplichdions, thacDats eephpefatésg ShisteharfdeexpioiapmenfOSORRA lotalof the
data starage system container in the operating system fil lorer can
LB AR PR IO REHE T R B R VB LSBT gl EfDCesses the
twequorest (desos isath sopragideyl Feudbcas, dhahgest, [sehteid s, theyfalloWvihg: Rgquests
"S ronize,.." : This hrings up.the Synchronize dialog which allows th
STRERE o lade's R e e S-S el S Por toca
Foldages, sthislules synchronization of the Security subfolder. When a change occurs
to the Data subfolder, the watcher on the container fires. If the change is a local
change, the handler schedules a sync of the data community. After the data
community is synchronized, a time-based sync is scheduled for the data community.
After the security community is synchronized, a time-based sync is scheduled for the
security community. After the requests subfolder is synchronized, a time-based sync
is scheduled for the requests subfolder.
[0097] The sync component 506 can include an integrate component that
facilitates integration between the sync component 506 (e.g., and in particular the peer
to peer sync application 508) into an operation system with other applications. This
application is designed to expose most of its user interface through existing

applications, such as an operating system file explorer.
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10 brings up the Join Synchronized Folder Dialog. If the container is a
synchronized folder, the "Synchronize..." menu item also appears in place
of the "Allow Synchronization..." menu item. If there are any logged
conflicts on the container, a "Resolve Conflicts..." menu item can appear

wltobggpens a acpasateigsP REpagwinAMnthaheiaRIRVA e CpBitiGy Vijsah file
container added by the namespace 15 extension, [0099] Turning briefly to

FRXPIOTETSERB LRYA RO SSIROL HRBS HALNG GoRIaUEE SRS rASAGHEQRIZed Tolder,
sywehiaeieditpidecds. Be atlaronicad doldsutdijpdimitets ehalege isoeRdng: 1)

to create a new synchranized folder, or to manage an exjsting

sy RYRRYERINEE foider, HYSVONAES o UloH ey RANCIPANS adaiagr, whish allows  the

Sypedinizationidalas sersrRineRGr Prarely twetsyndrrdaregrablags. as: This
well as tab for each add-in, such as the data stora?He system add-in and

R BER rdRirt g sy Y SHAIRRUZEH A FYRIEY add-he FRBIIRGTASHR RERCHYonized

loratee athheBoHetroafzhe sherharitkis atve agpearshimsynropizest “Allow
folder is set up for synchronizatiop, [00100] In one example, the dialo )
YRR AR eed) GRS Al e Br o5 (OGHER GRSt SmApe Fontainer, a

suchnexaomictet. [casione péthaialloppearcamied spptement@drady explorer
The "Allow users tg synchronjze with thjs foJder" check box is checked; 2
T L s < 5 M R RSk B Tiaespace
digabigibi3) The Synchronized Folder name edit box is read/write; 4) The
Description edif box is read/write;.5) The Settings Cancel and Apply .
oG are avalADISS BIVIE ESuolE RoFE b b s SR rovices
CorflitdrRelSoliongrchipaiase fdisabled). asyhahrotizbe fiogralsaloghe This dialog
Users %roup box (in the tab) can.be dﬁ's%bled. The user can t¥Pe a nam 7ed
al ES R EACAR A U PFLER) E5E LR Q0 IP R8N & ﬁ’i%.‘tgA?{Bﬁ?‘m”'ze
misddre sl nktichiacseaie hensymeihtg aifeiddnldete O@idhtdhivatieihitslog contains
example, the management of an existing,synchropized 35 fqlder cap be
R es b AL B Ao b B3 o oo e data
astepigbingssymcitdiizeddf thderpatiteastynenoStedolowaic&older add-in. The
perfarmed; 1). the "All sers, o synchronize with.this folder” check bo :
o) e B A B e e e ronized
clielclkebioxés whfabsaicB)onimatid@.5 Synchronized Folder name edit box is
read- . This is because the name is g _community-wide identifier: .
TR, o b SR B e S R S it s ot
AppigHvotiaeg doddarailébleyd) aheegamiptds ab teesSpnehodnizatiohlofwpe can be
and Conflict Resolution grpups are enabled: and 7) All the cantrols in th .
ull cé:ené Q%epé?oo %Ii-lrr\‘eth é%[f%\svc%sr?rgﬁ%nsgg%épnlze )\NAI\H'\ rt]hls ?ofder (':1hec?< box is
checked; 2) The “Do not allow users to synchronize with this folder” check box is
disabled; 3) The Synchronized Folder name edit box is read/write; 4) The Description
edit box is read/write; 5) The Settings, OK, Cancel and Apply buttons are available;
6) The controls in the Synchronization Type and Conflict Resolution groups are
disabled; and 7) All the controls in the Users group box (in the tab) can be disabled.
The user can type a name and description, and can specify the settings on the folder.
At that Apply must be clicked to create the synchronized folder.
[00101] In another example, the management of an existing synchronized
folder can be implemented. For instance, if the dialog box is invoked on a folder that
is an existing synchronized folder, at least one of the following can be performed: 1)
the “Allow users to synchronize with this folder” check box is checked; 2) The “Do

not allow users to synchronize with this folder” check box is disabled; 3) The
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10 [00102] To delete a synchronized folder, the user can check the "Do
not allow users to synchronize with this folder" check box. At this point all
the other controls except OK and "Allow users to synchronize with this
folder" are disabled. When OK is clicked, a confirmation dialog appears,

agribershiebrealeed ralger dditenrved rehfofiglaTiRrageeyaisethe name is a
container and all its data remain intact. Only the sync replica 15 and other

 FREHPURRSAMGRIeRtERE A e RS CURNSRRST X a1 TRl ENe Settings

C@wcm@fabBAﬁHCAﬁﬁWnb\ﬁtd@rwr@%@hﬂMere@mtmmswmahe Synchronization
nchronized folder. Turning briefly to Fig. 8, a screenshot 8

RS A G e R e T B oATSe) I Fosalsda o Users

wifotipenelameate sathjesh madieibiéde screenshot 800 allows for an input of
e@é nchronized_folder name, 20 wherein if the dialog processes the join

102 thoutr5ete 2 arRBl A8 ol Ereck e A AR 18 cbiounek allow
ShL%mfa{]mﬁﬁmanélwlﬁ?mﬂfw?l&syml higed Aﬂdw%ﬁyﬂm@ﬁl assotatesdntrols
therewit Nn one example, If the user selects e the curre
T BB LB R 6 ST AP L M b ISP L. When OK
ampe%tkéﬂiéoboéérﬁﬁﬂmwfr dilamgﬂr@gs;@etrs carqﬂpwmegvr@hﬂ)ﬁmdm@éeéne@tramoved.

ar a ICatlon to faci ltate utll the Nnc compone .
ot SEEHE ST HLEE AR e R ST R Ehicyreplica
F|@&oﬁ@@3ﬂ_mWMt]?@%wedmptaﬁad Mﬂ%@ﬂ@rﬁwaﬁrd appllcatlofn can
a Invitation Q a arate user a the S ronlzatl 1 .
BT, Gt T B oo R0, LA 18 OBy Lefbgsfslating to
tq@iaiagtatlsszdawmﬁm mﬁwqtrarmngwpimﬂymb Wwith ghe meanslh@t &0 is illustrated
e user select invite I an e

synchronizat 00105 .

R A bSO Sh, ST e L RATE N EGEORG T the claimed

aﬁa@jemmttamrmm@sbre%ﬁyrt@t B dilhvas ﬁﬂre&ﬁmqtomﬂ@/ﬂhmm@si éohddl name,

invitatian firmation. In addition, a s ree shot 1010 illustra g]leo

COTABHELL W G LSSt I SR SST WIha 20k TRRBA 10t EL0 can be

moinﬁpmmuecr hy tbeéntbgtaBelcimfuporeht phati c[OrawﬁﬂdBurlsﬂsyrmf&mrmmmand any
11, a screenshot 1100 |IlustratesaW|z applicat en that can

IS AR G T R b BN e 8y HhE SRk S5 ARG 1 0 purrently

bempetedigtapbiheaddicenfierdosed loehtiersyaokionigsdetislog canapped’ 5

S from suitable t ssociated with the_gperatin

AL o O R R R E AL D A TR e Rt o wizard

usepkcatiptetmfacil isateing litirgikéatoo boradonerﬂtdﬁﬂﬁ/rtmprdwdmmt}ecure peer to

)ﬁ)nchronlz d user,wizard a Iica n. ngrlef atoSCIEe Ehot 1300 t

en
W %Vusefppazggcggmmg \yitatlolﬁrr(‘ L&t Invithtion 8Ia§%§f Ot 900 s
usisplayedekeosiraa wiviatiapp(Eaiofroan eHmM,trﬁmrmwnatlon of a dlsparate user and

the synchronization of a particular data, folder and/or container. A screenshot 910,
allows a user to select the invitation technique to implement with the particular
synchronization.

[00105] If the user selects to invite by email, an email invitation can be created
with text and an email with an invitation attachment. Turning briefly to Fig. 10, a
screenshot 1000 illustrates email invitation sent confirmation. In addition, a
screenshot 1010 illustrates the completion of the invite synchronization user wizard
application implemented by the integrate component 510.

[00106] Briefly referring to Fig. 11, a screenshot 1100 illustrates a wizard
application screen that can be displayed when the user selects to save the invitation as

a file. It is to be appreciated that the filename, location, and/or extension can be
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10 attachment, etc.), wherein the user can choose a folder to be
synchronized with the synchronized folder. As in the screenshot 1300
depicts, the user can choose any suitable folder to synchronize with a
particular folder that is already synchronized. [00107] Turning to Fig. 14,

agGEeRAshoml 4R fillusrajpe BedMRIENAAR SRIAMEr3gRSYSIEMrerring to
add in, wherein data stora !##/stem synchronization functionality 15 can

0& W clBrEcPReRESHAt A9 IHHHEASS ISR RIS QB e N6E SPRIRIEGN Of saving

CORBPIA GRS a ADEaYRHOWR AN RISV YMBHR Bz diP ReRGORSR %I@p)lcatlon
Continuing with Fig. 14 a screenshot 1410 illustrates a "could naot find

o5 L3rE0R theReR 08 Weloa oM nl5Elelf ACRERS s IRVIRHOR (R g accept

Tmaﬂ@h@m&ﬁmdbp useieCaReglickrorlibr wxtdhainvragen @iek heoentemdd, from
user." The user then tyEes the name of the invited user. The 20 user

n&%@ﬂﬁ”ﬁ ElleETRIA ) SRS REWERP 6 e Pr%l&o BeesyaRRORiAedavith the
V@ksrlomiy e Imﬁronmfuthméoﬂwmndt) demoadR|Atas (ﬁeguser can choose any

Fgﬁgﬁgﬁfﬂé&f)ﬁ‘r\z alf EOEJ bm H?&%ayli? E%F%e” g@@omzed

BlbGaahle). Th¢u:amgcm1mg aémE@@@Q@n@mﬁqmﬁ?@iNh@tr@t@ﬂfmnmplements a
When the enter ke ressE%r the user name can be resplved. Wlthfn the

2308, R Y T2 WESTSHE KA cIaleo s W B RBtaERIR unctionality

di@dngaea‘achﬂealmad anddbenusgnpiskerisiiisnky®depissrusamesesNodiputer
be edited once user names. a rTen;golved Users can be

deleted . . N
cORPFE AN Y U HRRB %&&ppté%{ﬁs)ac?‘iéﬁrgtﬁgn 58%%8%{% Fig.

therdefanenstionsgimileyetaads' Reaalﬂd mhwnmmdwmgﬂsgigw to a user
cI| 53 on a line for a user, a %Bnt xt with 30 choices ca

R BACR GRS S AeloWh nagoe? PL, t@wefﬁa%éh%mms st that
theadsermwk herehedddd;s‘évnerrmusartngntmm@naﬁm@fmmmaruser. The
user orr ef“ca no %lﬁ}) ﬁ-ﬁ When user c tgn the line f% tered
the CuPRE %bh&f“ eFﬁ RS )018Y th %8%%"1‘8‘ fl'enYan be entere
displayledstibis tof ke wmr@:ed}mmheﬂalmr(d)g NRétiplencipilts)s ijias (e.g.,
u ellﬁlco uter palrsb35 corres on gt/ Pd% 3 r, There cqeil?r%alsot I
mulltieYePhtAs BedBoridtg ?&a give &rhh e . doqs ot uniquely
coesebp) naisdt@)maitipl@. gnlBtmemsldpmn@hmwnanmoeﬁst@émm toncancel the
end oint to,a user. For sync throu h- intermediary (STI) it ma

SREARRe e ins SERY Rl KR B T SREEREE Within the
matadalmmm e, \Aﬂtﬁrthepéb'bll@nmlpbukkadsmml‘l‘@eulvjtlncallfdmiaJsmi’agalog can be

Bé snﬁ éj%omtsserTh' 15 Q=0 ! the “é"r%' s',entn'ns gdnce user names
d’pg NToC I thiS CRS: LFP@XS%eom gets'u At 00

whreneselvtite r‘dsqmsecms lnmt&lethdm@emlamwz)a@reatmaﬁrmaﬁah@eﬂmg appears).
S\ i e STandolnt anb IDahis ca%e s et pipients are

unknow & an nvitation is ac ep e e sync ronize

[00108] When a Manager right clicks on a line for a user, a context menu with
choices can be displayed (e.g., reader, writer, manager, remove, etc.). The current
role of the user can be checked. When a User right clicks on a line for another user
or replica, no menu is displayed. When a user clicks on the line for the current
replica, a menu containing just the Remove menu item is displayed. It is to be
appreciated that there can be multiple replicas (e.g., user/computer pairs)
corresponding to a given user. There can also be multiple replicas corresponding to a
given user/computer pair. This corresponds to multiple enlistments.

[00109] Invitations can be from an end point to a user. For sync-through-

intermediary (STI) it makes sense to have the at least one of the following choices: 1)
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10 folder is created as usual. An AdvertiseReplica message is created as
well. The connect handshake proceeds. [00110] The sync component
506 can further include an application programming interface (API)
component 512 that exposes at least one operation associated with the

SYE1e 0 AR RGItitRIP tol B AR P AP IEINE Sdpd FRPNEM TS MRith all data storage
synchronized folder creation and/or management programmatically. For

in%f%tﬁ%??ﬂgoﬁsl c%@ﬂ@?ﬁ%‘f?'%éﬁthﬁﬁ?émm is connected to aIY'endpoints. In

NFNCERACEHO STILRIAGR) T HeRroprAs@ Imeitantbly ThaARIGompeagpient’s data
512 can utilize various pseudo code, wherein Appendix A is an example

le .
of BEIE RS fhD) CTat AR PYRLAE B SYPSMtB Ry {d BRI Ysubjdeis case,
malestheP 18¥idibhlsFage Griltstiatehebsie ThGRAiBralscapdpxslintellig@oRfonized

to facilitate synchronizing data associated with at least two disparate data

stY4GE SyStEtRd #hasihieneOEEIHS RIS BE A ol GEalRd et WEY,  The

a shAResetariRtRlspRgecsystem 604, and a sync component 606 that can
ali be &s)cgbstantiap]y similar to resfg)ective components, and sg(stems

d in préViouSHurEeTPREES s a6 668w iS5 IREIidks & application

inpedigenihengperefat6 QA P he onpbigant SoMpRna)poas; canlbguidicedperation
by the sync component 606 to facilitategynchronizin data associated
w?ﬁ?%&'?g ML G oY P AIRPLES g sysTQﬁ]éFf&)MQP?é"tof’B can perform

uegiessionddhdolie tteligenhcmnpRNegéno proypIeVIRe ciIyreRson@nce, the
ag\ogtit or infer stz#i%of the sp/stem, environment, and/or user from.a
3

{

ERLRRNE R 2 SRR EHE A VNES RAGE B PRI i 8%?3%%-59”*‘05‘-
emntr)éqg(ed torigntift 5ﬂoemfimnmt?atiouap§e?mwﬁmf@ﬂ@atgppgndix A is an
robability distripution pver states, for example. The inference can he )
SR gs SUHA SR Core Ta R ares Bra By oo, oliped subiect
stategnf interest based on a consideration of data and events. Inference

[ fer to.t ' loyed f ing, higher-level 35 -
R el S e AT
capsthroliingf daenasseeivieonvadtianscbisinna st pdrafesdateest@dgatsystems.  The
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|
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Iméed subject r. assifier
miayschsp anpletdatiiftotagessytsteys= (xI,
[00112] It is to be understood that the intelligent component 608 can provide

for reasoning about or infer states of the system, environment, and/or user from a set
of observations as captured via events and/or data. Inference can be employed to
identify a specific context or action, or can generate a probability distribution over
states, for example. The inference can be probabilistic - that is, the computation of a
probability distribution over states of interest based on a consideration of data and
events. Inference can also refer to techniques employed for composing higher-level
events from a set of events and/or data. Such inference results in the construction of
new events or actions from a set of observed events and/or stored event data, whether
or not the events are correlated in close temporal proximity, and whether the events

and data come from one or several event and data sources. Various classification
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10 x2, x3, x4, xn), to a confidence that the input belongs to a class, that is,
f(x) = confidence(class). Such classification can employ a probabilistic
and/or statistical- based analysis (e.g., factoring into the analysis utilities
and costs) to prognose or infer an action that a user desires to be

aepIrigalxnarsformgbidyStapet) vesianeaghing (53dMsis@p.exappele vector
of a classifier that can be employed. The SVM operates by 15 finding a
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clpgsifightion app@asiis iRclIetctidh, tﬁé!\rﬂa@saéli%nrﬁﬂlmmﬂtéelémiksx = (x1,
decision trees, neural networks, fuzﬁg logic models, and 20 probabilistic
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emﬂiﬂ&@rﬁbe@ﬁ%%§)fl0&r@ﬁd@ﬁ$d§ﬁdah§fﬁtfa\rg|§lmp?mdl{ﬁmgglfk@dl%er statistical-
ression that Is utllized to develop models of prio Figs. .

TSR Bt UGB Th Lo Sras e e & SRSk (s B gagse or infer

gmg@fu&rgtr?mmww@i@sn@be&?mmagﬁwmﬂmm ﬁ%tﬂm@iﬂteéb@g’ldnachme
escriped as a s cts. It is to be dersto reclate

S R R AA B S 1B g D Rt a ST S Bgerates by

trﬁrﬂid@@%@@t@ufﬁﬁc@#ﬁtﬁ@@mwmgwrnpu«rgrmieror@e@sanﬁwattempts to
fﬂ e{h% lj)é gand with othgr actsB resented and described herein

ROPGFHIfSEa TR AReHay WIRRGIREE S iIRBIEIMEN: fRis makes the
maggdmhlwas:mreccmdammwmatﬂrmaiamrstm;eabmaercm 80training data.

tion, those Skl| ed in.the Wi rstand.and a re iate that the

o At el ClESRRCHn aOReEha o b 0. naive

inBayedaBalystidaneinorkiaecisignameesy rmwltme[@mw] frigzylibgic models, and

illust tha oI 170 for synchro data, associated with at

R e A D R By A AR iS AL afoas taggs can be

datapmﬂwl aQladsifitatimpeasystehh@ain ksl eniifobob vabisstatistical regression that
[ a e in a synchronization relationship. The data

S Srl’ét ézgéf a( tFQ aéeiéoraﬁ&@g l%der based at least upon a database

stjo@1ang, whereigsarl itel8, il slatdemethogutygety iraadcardziaco makhpthgeclaimed

defined.to owr resen no |nfo tion 30 5 within a data stor

SRR R DL SRR oY PR R e B A eBeted ana

utdlexermaeraefatmmsbmﬁldung blbckeofoe mnaﬁrs@mdndrapa@agtﬂchhat the subject

persisted ob ects nd | ? tWe

n

R o MR e e o R s o
bexamrelman:tercﬁy seowr &dysenalaedr symtloractzeatreabyednd with other acts not
b%(r;gsu n/tEe 9 géscr ecj1 ertee';rrn 'ls—ur%nr%%r]ecengtf &1 ilustrated acts may be required

to implement the methodologies in accordance with the claimed subject matter. In

addition, those skilled in the art will understand and appreciate that the methodologies
could alternatively be represented as a series of interrelated states via a state diagram
or events.

[00115] Fig. 17 illustrates a methodology 1700 for synchronizing data

associated with at least two disparate data storage systems. At reference numeral

1702, data within a data storage system can be identified that is to be synchronized

and/or participate in a synchronization relationship. The data storage system can be a

complex model based at least upon a database structure, wherein an item, a sub-item,

a property, and a relationship are defined to allow representation of information
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10 type, wherein all items in the data storage system can be stored in a
single global extent of items. The data storage system can be based
upon at least one item and/or a container structure. It is to be appreciated
that the data storage system can represent a database-based file storage

SYSIEIM B RiPpRitespheirdigtiased Bmaiaprikyypaderein gy Sieiarieystem
characteristics and/or attributes can be implemented. It is to be 15

SRR HteR 3rsst AE RastS BUHIRGRIATHRORFTRaHMS AR B129AEY igh. Persisted

wisgjesdansy NERBEERRPaBjectar paTtienPtaRise [R9ikbe] At iefesiaanest unit of
numeral 1704, at least one user can be invited to participate in a

SYRERTSARSA W UTat N SRR SUBLERYGIGHh YHUGR TSR dadapeRgiently secured,

examipi R SERihean 6@ nEdpiadd Atk et ehadeet wioiChTRsSHERN ORI atISANCe of a
relationship 20 can be instantiated by inviting a laptop to g{grticipate. Thus,

(YRR RETR T HHe RN 1A e 03 LRROR S RN 2L, S18resl ¢ gy single global

liniedttor rendl, I adaesDragsesRameclins basgsepditatiesefeifnitém and/or a
numeral 1706, the tiers and/or levels of ag?cﬁﬁ%i&ility can be assigned to

v&ABIMNGESFUGHEGN this K RERARRSEELRISH St APGREIATECay represent a
MENQgRE AR Eie aegehsosiEation talssnnship, avbesetiseasiedsfiditionality,

read, write, and/or add functions can be assigned to users. [00117] Fig. 18

S A P WS R oS, TG Woblag e it R to be
syipphecintzativatmiesrrisoas Wihideatfiia biorégeiaysia, ta assuteabatashes to
consi&)tenc between, data stora tzj gs%stems. At reference numeral 1802,

dSYANIH eﬁ[’g@{%‘}%@%g}@ be identified to be synchronized
aipoor Participate irefesetdredMdgreeriropeat siashronizedearogamutntyindited to
reference numeral 1804, an.existing synchronization technique cap be
RSB e L SI B G RTRIIR BT AR Bt en e cata. For
synahole|zatiser tarthdgpeiéy togoetscofmatanityvaridhos syacisomtratonzagiationship
relatignship, Far instance, the tracking within the data storage, system can. .
CHBEE (B AR Pt A 1 B oA oy Hror I PG e mvite
3athetingemipveudispiaratersyigtemsuciainsaibing reetdiofithatac[00hiB] AP address,
reference numeral 1806, a peger to peer synchronizatian community , ca
oUSHAE) e TR0 Bt (b STOTRAUHG St . (R Al gaels of
caowesititlitgaranrsdudsi gepd cass/éeigus Sigprwathre thiodgachioeleaging ¢tationship.
ugers.intthe 31 500mmu§aiét¥) an%a manzti?]er.%ea}%j arr mbj]r. of the . .
oo Sng SRS kAU h S e Wi LR pyarious
lisBadnvariie, exalfop ke diame gersgandoe ass gyneebioasicesid make changes to
t bership.metadata and then synchronize tg§ tadata. e .
o the cortmy ReTBterohcE MRy s LR TR  preraoing
cexistingityyoahrpaizatipatenedtiara gpas tiwitlan levdbeEndianagersybeocassdasure data
consistency between data storage systems. At reference numeral 1802, data within
data storage system can be identified to be synchronized and/or participate in a secure
peer to peer synchronized community. At reference numeral 1804, an existing
synchronization technique can be leveraged from the data storage system in order to
provide data synchronization to the peer to peer community and/or the
synchronization relationship. For instance, the tracking within the data storage
system can capture the data change(s) to the entities to facilitate synchronizing data
between two disparate systems maintaining sets of data.
[00118] At reference numeral 1806, a peer to peer synchronization community
can be created with at least one user participating therewith. The synchronized

community can include replicas (e.g., synchronized folders belonging to users in the
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10 the data within such synchronized peer to peer community. [00119] In
order to provide additional context for implementing various aspects of
the claimed subject matter, Figs. 19-20 and the following discussion is
intended to provide a brief, general description of a suitable computing

CRYIFRNIARDY EheRiCHaR) Y EIQUSaaPRAMEr ATt LAMRGUMNFONABOR MAorized to

be implemented. While the claimed 15 subject matter has been described

aBRRE Y Gelelds ERHEXBEEBRIHAIR DX LU RSB BIEWIER Process a
COPARLYCTaRIOETA® HRhGEESIOIR [pRahBOrTHIp RCSHEN JRMPEN CYMEHiRTize the

those skilled in the art will recognize that the SUbjﬁe?{Ct innovation also may

bE SR Lh RS iRTBERHHh AR T URR B prfgfelershetI R eEsL A8y each user

PROTRAMLTE Qb RSUIRNIB)UEHN PGSt D TRUFR B Fat RIBP MERISastftR tier of access to
structures, etc., that 20 perform particular tasks and/or implement

p A AHAMIHUR SUCR AU Z eI PESHI MRSRE SOBMHYLE skilled in the art
wibereciate thairthe i0yeolide deiats coaelerer aaitadanithgoiabus aspects

computer system configurations, including sipgle-processqror . . .

RIS IR LBl Gy i L oI, SRR G AdAispssion is intended to
conpiters beefwgdham pessemsi e oTRUtaImbabeigidrepeplinghelavie®hich the
25 microprocessor-hase and/.orgroaramma le conrﬁqumer electrﬁﬂics

aNATAUSIRRPESISAT SRS THRIEThAY BN a0 B Bin RO itn Bl Gihe claimed
maisjessatiatedrdeviges Tascribestralriaspedts ofdhersllagmeiexdubjecomputer-

W I U oo DARIETE ITGcHLD OReL g andlor

linked thsnghurGahuswsitHEoNs fesvaarkvil aesgpizeame, tHeaigicBhnovation
agrﬁects of the. su é'ect innovation may. be practiced on stand-alo
C

P Vs fy I RILREB IR AT SRR OB n%@?{tpﬁﬁlg@a@m@ggﬁesGeneralIy,
mapdrartoesdadiés inchidendiotinesMertyraes) aynstoreges deatcasuiline Lktc., that

Fig. 191 h tic block di f le- ti [ t
GBI EH A THCA S BRLEY R EH GAIF T AErUGE A S 35
190uaa]ludes avieresverenosersKi)etOkthherclieit(apfi@tRieathdtethe inventive
TP D08 415 THeH AL oPE G BTGS2t e e g ucing
19RQlesr dedsardorareudtighi@cesdtvw aempBté (sygtertiyearsiqornpeesss mainframe
ting devi .Jh 1920 h thread forr .
S EH R4S oy Bl Dy 0T b G Ja B O 2 S vices
Oméc pos sitdssaebasedraodtmmpbeivaeenablelieorisL&Ed eledtesiesyand 9RO like, each
can %%ii&the form of a data packet a(iiaptetgito be transmitted b%\geqen.two

of MBS GHRS. P EELESUNTHIIESIS TP 905 Ricllligeoctated devices. The

cotostratecadrme dtanfeivoddifdd ddbjbet wattdreray ploydnt toréatididtan distributed

communications betwe?n the cIient{asl)nlgllQ and the .
computing environments wheré cer tasks “are performed by remote processing
devices that are linked through a communications network. However, some, if not all,
aspects of the subject innovation may be practiced on stand-alone computers. In a
distributed computing environment, program modules may be located in local and/or
remote memory storage devices.
[00121] Fig. 19 is a schematic block diagram of a sample-computing
environment 1900 with which the claimed subject matter can interact. The system
1900 includes one or more client(s) 1910. The client(s) 1910 can be hardware and/or
software (e.g., threads, processes, computing devices). The system 1900 also includes

one or more server(s) 1920. The server(s) 1920 can be hardware and/or software
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server(s) 1920. The client(s) 1910 are operably connected to one or more
client data store(s) 1950 that can be employed to store information local
to the client(s) 1910. Similarly, the server(s) 1920 are operably connected
to one or more server data store(s) 1930 that can be employed to store

infeynakiradecsldetes sesvaatikil il 3] JAdibriefopenas tRobi@- tbads to

an exemplary envirgnment 2000 for implementing various aspects of the

clRgh R sUAfeta matiens v GEwCY B RPISBIBNOMRAH ML Qb GREARIE 2

iNEoges a processipasdibie2forimasiatin Feaneerya28idh avd RasysieBiver 1920
bus 2018. The system bus 2018 couples system compaonents including,

bGERE RnHRSGTRSMHRL &yRanPRGKRh GHABIS e Ot E RIS Ry e 644, o more

ThenmsoresHocRINTRO Tdstan hetaniheluidesicuscavaliaRigtiiPeR#RORBIK 1940
Dual microgrocessors and gther multiprocessor architectures also can

oGP TR s B i SULTSANEI SHESR i Bisoie) 2 and the
beearer (@) severaruperseat(oysoioume eRkshbiycloring tdieteneast ke @ient data

troller, ipheral b ternal bus, and/ local b
TR b SRR B BB 8 Bt e PRI AL LTS ER() 1910,

Iirsitr?rlam,lrtﬁlméi@ie&@nw%d déqr@mimabng (¢&vﬁcﬁdmrm®m@n?elmore server data
Architecture (MSA), Exten ISA (EISA), Intelligent Drive Electronics
(B G0 e AT SO S STt h R (B L3R
CrooiBsis, Univerial FefeirinBeistd USE), 200 vamcexkaphaiyicendrtintAéaP) 2000 for
Personal Computer Memory Card Internatiopal Association Qus
(SRR S PRS0 A R EEr TALET S e nsgmputer 2012,
T aeen(RES R0I00R] dEb e Jystasinme onity2004,6aisgktelasnvenaiile 2016, and a
memory 202 d nonvolatile memary 2022 The basic input/output .
TR (816 85 Lon R RIS BRI O, FRHAE ST eCher TIBP AR rcluding, but
bebvdiemtetetocthis syitein thentony 20t £20the, wackssingduningodiartithe psocessing
stored. jn nonvolatile memary 2022 way of illustratign, and not 35
L S5 AT LA e RGEE3E ol B HLERTrG e g ther
praghapnocedser RONtdE IREN)setatticaityppogedamthelte dd$divg( B RI0M),
electrically erasgble programm RONM (EEPROM), or flash memor
B oo BB 0L G AR ) (oo AR rucure(s)
aitsladirytttaahemchne (B3 Dmeencryy Bynirallerf ilystratherabibdsnot external bus,
limitation, RAM is available in many forms, sych as static RAM (SRA
ARl RN AR, P RR AT AN e, but no
ShiRitdd (DD REBRAM GtenttadcetSDEANE (HSRRAWILSBIcniek Architecture
D RAM), irect RA DR direct
RN B (RS sd HER TR e RIS B Local Bus
[cm_zsl,o;mmﬂm DdrA@Aiseninbiteresneatio RO/ ricand éBneyabilzersal Serial Bus
V?ng,noﬂavanced Graphics Port (AGP), Personal Computer Memory Card
International Association bus (PCMCIA), Firewire (IEEE 1394), and Small Computer
Systems Interface (SCSI).
[00125] The system memory 2016 includes volatile memory 2020 and
nonvolatile memory 2022. The basic input/output system (BIOS), containing the basic
routines to transfer information between elements within the computer 2012, such as
during start-up, is stored in nonvolatile memory 2022. By way of illustration, and not
limitation, nonvolatile memory 2022 can include read only memory (ROM),
programmable ROM (PROM), electrically programmable ROM (EPROM),
electrically erasable programmable ROM (EEPROM), or flash memory. Volatile
memory 2020 includes random access memory (RAM), which acts as external cache
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volatile computer storage media. Fig. 20 illustrates, for example a disk
storage 2024. Disk storage 2024 includes, but is not limited to, devices
like a magnetic disk drive, floppy disk drive, tape drive, Jaz drive, Zip
drive, LS-100 drive, flash memory card, or memory stick. In addition, disk

stRRaeN0BY GRdy IBe AR ARG IR A SRRAGRICH/AN & AARHiRiNatiRhy forms
with other storage media including, but not limited to, an gptical disk drive

sSEFas% ShlpaRAdk RBMAHe ISR, EPRAMYds¥IChieUs DRAM

(GEDRANE) delbrewdiableAsve ERATRW (D) sDrAmIal varsatie disORAM
ROM _ drive (DVD-ROM). To facilitate connection of the disk storage .
&E;(‘b[ﬁ@M), direct

débrRE 2N YRRl IRANLERARAN e RaTRYR BresbRAYh
intefiane G/haifiaANEHRIDRAM)28nn REfAEEsAAAnIRA AR (RDRAN).

appreciated that Fig. 20 describes software that acts as an intermediary

bé users SABRHEH AL Aot Hdes SEmREE N ERMAVEREs Yipdge/non-
gggg@ﬁil(@)g:mﬁmmra@mg%qggd ?Uﬁlgﬁﬁﬁb’ﬁﬂftiﬁtﬂb{dﬁ'ﬁ @%@f%(ﬁ%ﬁdﬁglémgfagb 2024,
. eratin syst which can be stored on disk storage. , .
Sk TR PR 515 Aot O R s QBRSO BRIk drive.
Syisigi d@g'@&ﬁaﬂaﬁoaﬂ\@mz&ﬂmoz's ,EZQ?(I?N@,&@&@@Wld%ianQ% ?Enemo(;y card,
resources oy o eratin /[stem. thro prodram moduies an
e oAb Aol i Oy AR B g8 S5 et g e saparately
Zt@rrag%l(aﬁamaﬁga mri]be @horeeirgd medithincladingd taubdpctl_mﬁﬁéa][tcaan optical
e.l ement with various operatl V. tems Qr ¢ Inations o .
T R 2058, ok P G R e sble crive
in@clzllga mﬁmytw?éxaritlﬂbwqmemameag@@si)vapaﬁalﬂtgjtaﬂexei@eﬁlactﬁ& ROM
include are not limited to, a pointing device such as a mouyse,
oA YO e S e Ml e e o Bl SEefadr ikss 2024 to the
satglitie dish 20¢8naaenidvibirescac - cigidabbRmetefabgitaltyjgiedly used such as
camel%a%ev%é%amera, and the like. These and other input devices connect

ssing unit 2014 through the system bus 2018 via interface
PPOUS2ZA038. Intacfacehpai(spcliza ithatubie. 20 exarribks, softevaat pbat, &ts as an

R R PR DA R R Gl B e st
20g6ralihgserfioirenmanile090) SBynbrtsofaydre s ddes provigerahd system 2028.
t ter 2012, t tinf tion f t 12t

oS TEHPR aaA B RTF LAy F00 GG R dad g control and
thedfecate smzoeagtofit the vioep 64 Q\dtermadilidrs, Speakesnpp hoatipnnt20S) take
ampn other]ou[ ut devices 2040, which require special ad?g%ers.z'l'é}% through

oS AT 895pRr S0dBTHRIERE by 5 S s P SRR Hor A1

viplegrandreodmidc2082 tnalt pnayrete datae2dd ofdkedceitireedicsy dietweemory 2016

thoer %Htgllé‘(ds%/riggee%%(i.aﬂdlst tgg 5y %tpep%cggt%g 911a§'t#1tescrlg#rl1%0b seubject matter can be
implemented with various operating systems or combinations of operating systems.
[00128] A user enters commands or information into the computer 2012
through input device(s) 2036. Input devices 2036 include, but are not limited to, a
pointing device such as a mouse, trackball, stylus, touch pad, keyboard, microphone,
joystick, game pad, satellite dish, scanner, TV tuner card, digital camera, digital video
camera, web camera, and the like. These and other input devices connect to the
processing unit 2014 through the system bus 2018 via interface port(s) 2038.
Interface port(s) 2038 include, for example, a serial port, a parallel port, a game port,
and a universal serial bus (USB). Output device(s) 2040 use some of the same type of

ports as input device(s) 2036. Thus, for example, a USB port may be used to provide
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noted that other devices and/or systems of devices provide both input and
output capabilities such as remote computer(s) 2044. [00129] Computer
2012 can operate in a networked environment using logical connections
to one or more remote computers, such as remote computer(s) 2044. The

Iinfrmneie sapinetenis) 244 easuieie PRSI CaBRUeRMFURSYE1280 an output
router, a network PC, a workstation, a microprocessor based appliance, a

pdeYigeAtalor Suiy tsianifst Werlidrorivad thiltsHairdhal el raIgpme output
ingdystes DTAnYike i IHS, SISIRIRAIES JAGSHIREES refabNg dhepBRpLRHaditds 2040,

For purposes of brevity, only a memory storage device 2046 is jllustrate

W GRS DR o BT R LR AR SRR B et ey of

COMRERigONtcaaa MRt HIABLRNIOIRD anetemIndNEartRCendO4BodidbtREMeans of
physically connected via communication connection 2050. Network

ARSI RS VUSRI i ALLBUL HRUI ARAO. AREIERE RASHALRHE IS 1t should be

nebuer ke guth@s devrlearas/oetyordnd Lot N airdswiderRIe daetwWlS and output
(WAN), LAN te&et;%oégﬁiies include Fiber Distributed Data Interface (FDDI),

C Flﬁ)'l%ir?ﬂ Qt?rﬁgwg%ef@ 6,425 Ethernet, Token Ring and
thedikeo|WAN tephnniagies inautiepbiitain aaichwiieddenaanienPasiig logical

(SRR AL AR EREPUTARe T SURGTRE A PUIGHa 2004. The

Stivsoribesrhpres (014 QA HY & porsoraiclinpuesnaesion(s) 209@r, a network
reégrrs to thg hardware/software 30 empl|oyed to connect the networ
in

AN IEA8UBE BIFLOREEESTORRES IANEE R REES TSI R fmmon
shewfrr htdstratiyeticdalileinside gpipiiein2tigs intmy adsoaie eixtideralements
to computer 2012. The hardware/software necessary for conpection to
TN AR OTIRY Pt BT EUBRsaRy BLRYBGATif, memory storage
intlevicd 2046ex tidinatdednitlogies eutmpsidreyi20d.irRbmibeg oegpiasr(s) 2044 is
telephone grade 3 odems, ca ems, and DSL modems, |
eIy ShR SR TE: o SR AT A< ba B Es JBageand then
inchysiealexaoplesef the cvrbjaahioatiovatmmebtion Af0soUrIeetaeirkaatitigce 2048
to describe eve\% conc g’vable (%)mbination of componentsE

ol

niIRBBo e eSS Hhcalto RPN lhers dgoal-area
5 iattvories qf arinany skitlsratiee metwoeks rea@gw)zeltiaat meamyologiesrinclude Fiber

R0, R s e SR BRI HE PR oo
alEthatimsTokediRiay@ang, thadikaristianstdeandialy iestinol tie, spitia@nubt limited to,
SRR R RS S R B SAR SR: owna
ddNatesrlar(lHBNS yastemsiaatibtize thkegdine geckes switching networks, and Digital
Subscriber Lines (DSL).
[00130] Communication connection(s) 2050 refers to the hardware/software
employed to connect the network interface 2048 to the bus 2018. While
communication connection 2050 is shown for illustrative clarity inside computer
2012, it can also be external to computer 2012. The hardware/software necessary for
connection to the network interface 2048 includes, for exemplary purposes only,
internal and external technologies such as, modems including regular telephone grade
modems, cable modems and DSL modems, ISDN adapters, and Ethernet cards.
[00131] What has been described above includes examples of the subject
innovation. It is, of course, not possible to describe every conceivable combination of

components or methodologies for purposes of describing the claimed subject matter,
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(including a reference to a "means") used to describe such components
are intended to correspond, unless otherwise indicated, to any
component which performs the specified function of the described
component (e.g., a functional equivalent), even though not structurally

egutveierrterthearlissHAs ¢l thE Wetwigy Witsgnpar tasnsdhe AbthenedaibiRdiiéns and

herein illustrated exemplary aspects of the claimed subject matter. In this

rRSARHRUONS QLB SHRIESHHIZRYPHLT B RRFRIVE MGPRILIIGY athyiaimad subject

WEHRE B GORIUAE I eAdRatR AIedion Alavih e MudRTCaNEEs taevariations that
instructions for performing the acts and/or events of the various methods

of RIS SeRiERaRRS. GOBE PP LRARINSwhile a particular
fefaiore2gf the subjgatianavatianimayarOtbave beesudisehesedswithformed by the

respect to or&% one of several implementations, such feature may be

b
BRSO S5 S AP RADRD St IS8 Rur SLI G e MRSl FRR cAifEnathg, terms

maychel Resir edaastaty amaganys deshrydaieibOsuvhrtichipsmprlieatipiended to
Furthermore, to the extent that the terms "includes," and "includjr\%“ angO
Befls ’rms the

VERHRREOHe rdt&re PGB Githet HE D o19i180Y0 SORRRNSA MR

thereitiiinfuattiodoiNthadrdcdee Ehsivenn @.gnaarfensivwar éguialent), even
term "com risirx}; 'SEESAPPENDIXA namespace OS.Stora
j deslpesd

. . e..
SR IOR AT NS R AETT i AR eF 9% STLGHEE e L e Bsigrms the
sturgRsyatem fidesinatiishatccossesnsingsdgpectd b ymcbranize dbijelarmitter. In

</summary>. public class Share.ﬁ% u?’lli%c.strin Path{zi%e : | public
TR G S S Su g B AP Ey AL oA T e Beg el 2
Peeompute/susmntasly medium Baviagrosrizaitondiedetab RS Mstiqmiedie for performing
M%nual . . .
the acts and/or events of the various methods of the claimed subject matter.
[00133] In addition, while a particular feature of the subject innovation may
have been disclosed with respect to only one of several implementations, such feature
may be combined with one or more other features of the other implementations as
may be desired and advantageous for any given or particular application.
Furthermore, to the extent that the terms “includes,” and “including” and variants
thereof are used in either the detailed description or the claims, these terms are

intended to be inclusive in a manner similar to the term “comprising.”
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I //l <summary> 30 /// The SyncController is designed as a long running
object that monitors the /// local default store for synchronized folders. It
responds to changes in /// the synchronized folders by performing the
appropriate synchronization /// operations. It also synchronizes metadata
such as membership lists and /// pgrpE9$ions 1o all peers of a community.
35 // Il This is a singleton that is initiated by calling the static method
Stafhedff208108. seovags. yhandisi tatibe Ssapfed SyncController instance. ///
Tg stop, call the method Stop() on this instance /// Alternatively, the using
pattgrrganrhgrpsed to automatically stop the 40 /// controller: /// using
(SymeGaniielieiseiartod Dt Moragh/sy e iifésHarenasyzaprilieniass a
SyngCoyricalietizédspreableObject { public static void StartO; public void
Stop) <Bdrhrfhrysummary> /// This represents a local SynchronizedFolder.
I <{sipmendiysShare public class SynchronizedFolder { <summary> The
Datg storage system fileshare </summary> 10 <value></value> public

SharepubatestrpgtPhtppgbe $tring Name { get; 1

public string Name{ get; }
¥

/Il <summary>
[/l The synchronization mode of a Peer.
/Il </[summary>
enum SynchronizationMode
{ _
Automatic,
Manual

¥

/Il <summary>
/Il The SyncController is designed as a long running object that monitors the
/Il local default store for synchronized folders. It responds to changes in
/Il the synchronized folders by performing the appropriate synchronization
/I operations. It also synchronizes metadata such as membership lists and
/Il permissions to all peers of a community.
I
/Il This is a singleton that is initiated by calling the static method Start,
/Il which returns a handle to the created SyncController instance.
/Il To stop, call the method Stop() on this instance
/Il Alternatively, the using pattern can be used to automatically stop the
/1l controller:
/Il using (SyncController.Start())
I {
nn ..
I3}
Il </[summary>
public class SyncController : DisposableObject
{
public static void Start();
public void Stop();

¥

/Il <summary>
/Il This represents a local SynchronizedFolder.
Il <[summary>
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15 public string Description { get; | public Item Container{ get; |
<summary> 20 Returns all the Users that sync with this synchronized
folder </summary> <value></value> public Users Users { get; 1 25
<summary> Creates a new synchronized folder at the specified container
</suysnpliRIyRss iR ARGFstaatainer></param> <returns>The created
synghronized folder.</returns> 30 public static SynchronizedFolder
Creatg(ltesnregntger, string synchronizedFolderName, out string
errorMgsEROBkts StomigesySteAFREShaR existing synchronized folder. 35
</[summaj¥ermPargsn name="container"></param> public static
SynchiprizgdEoigei gsen(ltem container); <summary> 40 Joins as an

existing pRESALRItharéSUGaRry> <param name="container">The
container to share</param> <param

namepimiichiraj2esholfgesgme”>The name of the community</param>
45 <param name="peer"></param> <returns></returns> public static
SynchsgpizesthatfiBedsiptiteng gentpiner, string synchronizedFolderName,
Peer peer) 50 <summary> This removes all the folders for a user. If this
will remanli themasohtdnaqejeiolper and leave only non-Manager folders,
this throws an exception. </summary> 38

/Il <summary>

/Il Returns all the Users that sync with this synchronized folder

/Il </[summary>

Il <value></value>

public Users Users { get; }

/Il <summary>

/Il Creates a new synchronized folder at the specified container

Il </[summary>

/Il <param name="container"></param>

/Il <returns>The created synchronized folder.</returns>

public static SynchronizedFolder Create(ltem container, string
synchronizedFolderName, out string errorMessage);

/Il <summary>

/Il Opens an existing synchronized folder.

/Il </[summary>

/Il <param name="container"></param>

public static SynchronizedFolder Open(ltem container);

/Il <summary>

// Joins as an existing community.

Il </[summary>

/Il <param name="container">The container to share</param>

/Il <param name="synchronizedFolderName">The name of the
community</param>

/Il <param name="peer"></param>

Il <returns></returns>

public static SynchronizedFolder Join(ltem container, string
synchronizedFolderName, Peer peer)

/Il <summary>

/Il This removes all the folders for a user.

/11 1f this will remove the last Manager folder and leave only non-Manager
/] folders, this throws an exception.

Il <[summary>
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5 /Il <param name="user"></param> public void Remove(User user);
<summary> This removes the folder of a peer. If this is not the current
peer, 10 the current user must be the owner or a manager. If this will
remove the last Manager folder and leave only non-Manager folders, this

throwg/pRRXSRNIPRe<YSEIMNaGParamparam name="peer"></param> 15
public i ReaovetRee[lReptserpummary> Initiates sync with all

appropriate peers. </summary> 20 public void SynchronizeO;
<summpegamariygs all configuration changes to the folder, its users and

peers,/gtehisadhR o the 251 desbrpasy 1 puiklis veiehSauaetit féer,
<sumimeitye>caerétit Ter sl tHeersripr theasyiatRiger./// </[summary> enum
UserTyper thideafeemabeirideist Manage il sanamane of®y/Hoh-8edriger
Users//Urstereahiserpodedraaxteptivpved /// from this set. /// </[summary>
public/flagsukipeis/>|Enumerable<User> { 45 IEnumerator
GetEnyrpeaiai@Ganveidpiedddaerraser);

public void Remove(Peer Peer);

/Il <summary>

/Il Initiates sync with all appropriate peers.
/Il </[summary>

public void Synchronize();

/Il <summary>
/1l Saves all configuration changes to the folder, its users and
/1l peers, etc., to the store.
/Il </[summary>
public void Save();
}

/Il <summary>
/Il The types of users in the system.
/Il </[summary>
enum UserType
{
Reader,
Writer,
Manager

}

/Il <summary>

Il A set of Users. Users can be added and removed
/Il from this set.

/Il </[summary>

public class Users : IEnumerable<User>

{

IEnumerator GetEnumerator();
void Add(User user);

void Remove(User user);

¥

/Il <summary>
/Il A set of Peers. Peers can be added and removed
{1/ from this set.
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void Remove(User user); 50 1 //l <summary> /// A set of Peers. Peers
can be added and removed /// from this set. 39 5 /// </summary> public
class Peers : IEnumerable<Peers> { (Enumerator GetEnumeratorO; 10
void Add(Peer Peer); void Remove(Peer Peer); } 15 //l <summary> ///
Repres@igmdipgle User. Users own Peers. /// </summary> public class

Usepub RO dvalivetryidi Sitiherbib<tegrsmary> The user name, for
exagple levn. </summary> 25 public string UserName { get; |

<SUMNEHYMerd6r GRER AR for example redmond. </summary> 30
public string Domain { get; | /// <summary> /// The user's type, for

exampleidapg@eer $eting this /// requires you to be a manager,
otherwise an exception 35 is thrown. </summary> public UserType
UserTypil ReatosgBedd Fsannmary> 40 /// The set of Peers owned by this
Useg.

/Il <summary>

/Il Represents a single User. Users own Peers.
/Il <[summary>

public class User

{
public Guid Sid { get; }

/Il <summary>

/Il The user name, for example levn.
/Il </[summary>

public string UserName { get; }

/Il <summary>

/Il The user’s domain, for example redmond.
/Il </[summary>

public string Domain { get; }

/Il <summary>

/Il The user’s type, for example Manager. Setting this
/Il requires you to be a manager, otherwise an exception
/1] is thrown.

Il <[summary>

public UserType UserType { get; set}

/Il <summary>
/Il The set of Peers owned by this User.
/Il This is null if the User has been invited
/Il but has not yet joined (accepted.)
Il </[summary>
Il <value></value>
public Peer[] Peers { get; }
}

/Il <summary>

/Il This represents a remote folder that synchronizes with a
/I local SynchronizedFolder.

/Il </[summary>

public class Peer

{

/Il <summary>
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/Il This is null if the User has been invited but has not yet joined
(accepted.) </summary> <value></value> 45 public Peer[] Peers { get; |
I //l <summary> /// This represents a remote folder that synchronizes with
a 50 /// local SynchronizedFolder. /// </summary> public class Peer {
<summpgryiz #3tR {ordae Hatensaagsystem fileshare </summary>
<valugp</Maldpragsblic Share Share { get; } 10 <summary> The owner
of the Pesfglswunaiaes> <value></value> public User User { get; } 15
<summghie Shee Syaehogization mode of the Peer </summary>
<value></value> 20 public SynchronizationMode SynchronizationMode {
get; } J<4lrhrkds®¥MS What is claimed is: 1. A system that facilitates
synchygnipwevdataof tipeeglata storage system,

/1l <[summary>

Il <value></value>

public User User { get; }

/Il <summary>

/Il The synchronization mode of the Peer

/Il </[summary>

Il <value></value>

public SynchronizationMode SynchronizationMode { get; }
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comprising: an interface component that leverages a synchronization
technique within the 10 data storage system; and a sync component that
provides a secure peer to peer data synchronization based at least in part
upon the synchronization technique to allow at least one user a tiered
access to the synchronized data. 2. gheagxgtem of claim 1, the
synchronization technigue utilizes a track 15 component that captures a
data chaftg@lts SREMRRYSwithin the data storage system to facilitate

synchromziggeptaketieandws sisparaie Rbiems Wishialningsetsafe system,
data. 3. The system of claim 1, the tiered access includes at least one

rdi8EN¢!B8sociated access permission. 4. The system of claim 3, the role

and asseaiatesHfaceesmpenaissian Isvene) & shgnéArtligaviog tdondique within the
m érfgger that can read data, write data, modify data, add data, invite a

A SIOHRPHA YD p¥thission: 2) a writer that can read data, write data,

modify dateyn@ndragendatana) preragter shedctad peaddapaciaastd)sanchronization
cz}ntri uto[sthat can read data and add data. 5. The sg/ste%ﬂ?of clajm 1, the
; e

BE Flelerth P U L AYBRY AN BATIS S B UgHE HPoR N RSt IR user 2

witbred leastoreatieplaehivhieegiadhe replicais a synchronized folder that
bg:ﬁngs ﬁ%a user Wit&i{ the commuynity. 6. The_s%tstem of claim 1 f_Lllrther

cémprisingimSRETNs e ¢8I one MY b ONZ4i08e 1R RIdMR aftITIZes a track
syoefponine tataapturéeasyste ehaigatma dhithevitoim eristigacsiorage system to

aytomatic synchronization 30 component that provides an automatic

OB ST s Al O 0 e e (s EpMLA DR St 9" dta
83The sysienyefcotnion Lidimher temiisthgeceseiryodenandgast one role and
comgo.nent that provides at least one of the following: a synchronized

refat c?ﬁastﬁgp?%?eg REHRSHLEd container; an invitation to a user to
participathérsgytenh ofrvlzatios); the et pisovietal accasvipeiionssion is one of the

R e P B PR A S T R B 058 P
inuséemedteackanggemissivof 2) somipexhaytehneatr dtitn eladidashipodify data,
cOTOTEN SO oh At VARl R L) BETBIGLdlg) o feo tta and
testdciiaan; and a security management.
5. The system of claim 1, the secure peer to peer data synchronization is a
synchronized community with at least one replica, wherein the replica is a
synchronized folder that belongs to a user within the community.
6. The system of claim 1, further comprising manual sync component that allows
a user to manual synchronize data.
7. The system of claim 1, further comprising an automatic synchronization
component that provides an automatic synchronization of data elected to the peer to
peer data synchronization.
8. The system of claim 1, further comprising a user sync manager component
that provides at least one of the following: a synchronized relationship; a
synchronized container; an invitation to a user to participate in synchronization; an
acceptance of an invitation; a participation in a community; a removal of a user; and a
maintenance of a membership list.
9. The system of claim 1, the sync component implements a management of a

complex synchronization relationship based a synchronization technology.
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11. The system of claim 9, the synchronization technology relates to at
least one of a suitable data synchronization technique; and a
synchronization technique related 10 to the data storage system. 12. The
system of claim 1, further comprising a peer to peer sync application that
runs as a local system to expose at least one operation to an application.
13. The system of claim 12, the operation can be at least one of the

folowing! Nerd&HE™ ShetAi Oa B SEMBLEX SHESHOR LA 3 IamsiuRi At degst one

CORERaIp 2Atb & -dSPEHNISS IR (A ARIMBSENYalidate an owner of a
container; set a group membership based on a list; and delete a share

crbhted dRGSYSIHAIREC!3UN P e RRRTG iAo IS ChRalpaY M ElalssdP fgast one

applicaliems tath s ash i ARiRicaiipnitp echnrble/pynmRairatiarRIaIgue related
provide progress notification. 15. The system of claim 1, the data storage

o2 ata YeasRs%sed system that 20 defines at least one of an

itam, a syheitsRied BFANSFY 1andtadietatia i @ penresppér ifacrapdidtation that
as a complex type. 16. The system of claim 15, the data storage system
in%ﬂ]ﬁ@%aalﬂ%aiégé‘i’?@&? QXBB%/ﬁ&ﬁ'jg?%tPﬂ&BP&raéW@ IhaRARAkeAtIgn
instanceTafeastygpenniod thdriiern, ot bpestdid cavitbin dheglatariarpge: following:

AR Sl A B Ot o R B doh SR add 2

coarpiisingi tdentbyinindateaithin adatastofagedsishem deatigioupemembership
synchronized; inviting at legst one user to participate with a

S éﬁQ&Q?Qf%nafg ‘ﬂgrﬁﬁ,%{ﬁ&%@g Ay B one accessibility level
toithe atTegsty@naruséroltimnithethdOpegnabrosézadion rgiptionstnipris. e as an
method of claim 17, further com risirr%ﬂlgverag%]e% an existin

o RBBH O e REH IR GBS BT P aHE AR ROV G SN ieaiehing at
lesst ond heplysaemitfiolaipegthe perrsayagbrsysteatiisactinbuspihasesbsystem that

T TN R T R
dépfarhihgorsysaivomidasieypeommunity by synchronizing a request. 43 5
b TR S SRR 28 one of o
syootuibeizsitionuiechndtare iwiththaihie aaiastincagd aslygikeamdethe item can be stored
within the data storage system in a single global extent of items.
17. A computer-implemented method that facilitates synchronizing data within a
data storage system, comprising:
identifying data within a data storage system that is to be synchronized;
inviting at least one user to participate with a synchronization relationship; and
assigning at least one accessibility level to the at least one user within the
synchronization relationship.
18.  The method of claim 17, further comprising:
leveraging an existing synchronization technique within the data storage
system; and
creating at least one replica within a peer to peer synchronization community.
19.  The method of claim 18, further comprising the replica announcing at least
one of a presence in the synchronization community; and an intention to depart the

synchronization community by synchronizing a request.
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means for providing a secure peer to peer data synchronization based at
least 10 in part upon the synchronization technique to allow multiple
users a tiered access to the synchronized data. 44

5 20. A computer-implemented system that facilitates synchronizing data within a
data storage system, comprising:
means for leveraging a synchronization technique within the data storage
system; and
means for providing a secure peer to peer data synchronization based at least
10 in part upon the synchronization technique to allow multiple users a tiered access to

the synchronized data.

44



	SECURITY IN PEER TO PEER SYNCHRONIZATION APPLICATIONS
	BACKGROUND
	SUMMARY
	BRIEF DESCRIPTION OF THE DRAWINGS
	CLAIMS

	SECURITY IN PEER TO PEER SYNCHRONIZATION APPLICATIONS



