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RESTCRATI ON OF A COMPUTER SYSTEM HARD DRI VE Background The di scl osures
herein relate generally to conputer systens, and nore 5 15 particularly,
to restoration of a hard drive of a conmputer system A hard disk drive (HD
D) is characterized by storage addresses ranging froma zero address to a
, axi nrum address. At the bottomof a hard disk drive, there is a typically
at | east one cylinder and a master boot record. The master boot record
inforns the conputer system how to boot-up, and where all the files are.
The master boot block record contains file allocation t (FAT). Afile
al l ocati on tabl jlm’lﬂlmﬂ ﬂmﬂm with information abo files, data,
their sizes) an n the hard 'disk dri W I'ng onthetype
of file system bei ngissig8d, the HDD will be parti onegmumto sever al
partitions, such as C. drive and D. drive or as a single partition, for
exanple, C drive. For a FAT 32 file system the HDD includes one |arge
partition. For any given conputer system an original factory downl oaded
software image (i.e., resident software) of the conputer systemtypically
resides in the | ower address portion of the HDD. At the end of conpletion
of a conputer manufacturing process of a given 20 conputer system
downl oaded to the corrputer system HDD is what is referred to herein as the

factory downl oad or fg R%Rpﬁ' &act ory

downl oaded i mage thus | # g @ﬁ ﬂg as’it Basted at
the time the conputer -1 sys V\BS pedfromthe
factory, prior to an initial install cust oner user. Upon

recei pt of a conputer systemby a cuMe cust oner rrust first install
the operating syFhenialaarssi hgrei® relte rmuralgmt@r@htérhe;swﬁ@esﬁd Mfore
operatipg syste The custonme so_install third party software and
har dwar® an agtgﬂm%g/ £o grsfaraiiqn P%WW&P&M?@P”?%S&WH on to performng
other install ati ARgrddigd dHiveTHDD)ii £tiak0&ride@ by b@r@relagmaéesmfgmgrﬁforﬂ@%ﬂooaded
i mage stored on the hard disk driv n the Coﬂ}?égfh;}f doi n

i nstal | ati 0d98ess 1 Larimpr adgress- t%’:ﬁ?ﬁfﬁﬁ’rﬁf €&, é&qgéé@i%lﬁ’t war e

i mage nmay Ofst @AsPEEOBRINASF EdPh efadt& Bo¥BE@d OThEInkMREerdRAE 88 orSFbms the
corruption mght Ifl occur for a variety of reasons, for exanple, as

result of i KeDRBEESHIERELhHia heskmpy and siera i thegiles are. JHra Raster b%“cbé&‘%‘orrer
may al 39 i n@@’eb]?a tcsﬂ@aha/s fiRf momtloﬁ Beo18AEA T SK 6 iavigcatohh@ble ikid Slbld™Rithng a

back-up copy factory downl oad. A virus may al so have been introduced

6]
whi ch corr umf@rrtlhfeori ahous pj) ofitharilem dataathedisises, atnﬁ‘éoqaé.letlwrytmqul el driverge
m ght al so ifeLy8Re oh He tF¥ASTRNEys@nSbdiN@hde@Mthe HDD will be partitioned into several

partitions, such as C: drive and D: drive or as a single partition, for example, C: drive.

For a FAT 32 file system, the HDD includes one large partition. For any given computer

15 system, an original factory downloaded software image (i.e., resident software) of the
computer system typically resides in the lower address portion of the HDD.

At the end of completion of a computer manufacturing process of a given

computer system, downloaded to the computer system HDD is what is referred to herein

as the factory download or factory downloaded software image. The factory downloaded

20 image thus includes the hard disk drive image as it existed at the time the computer



~5 where a custoner attenpts to install a npdem which was successiyl iy vggd
in a previous systen) and further which is not conpatible with current

pl ug-n-play requirenments for the operating system and/or the interrupt

"al l ocations off the system bus of the new conputer system In such an

i nstance) the operating system of the new conputer can becone corrupted to
the point of where the operating systemw |l no longer run. Still 20 other
user activities may corrupt the systemin such a nanner that the conputer
systemw || not function properly when booted-up fromthe hard disk drive,
i.e., the h I (el v be
conpletely ase&égngﬁ#%gﬁh?%zy%%%ﬁﬁﬁg%k¥t ghﬁegéﬁgﬁﬁﬂ?EOAB FFﬁQ@Eﬁ@%r
software i ngsexl | ati on process over again. Wth generic conflgured conputer

0% onr o Nty Oins BrpP AR PR ot BRI B et

package, wh tlmmptexautgnyattem dreortit gitntthefequiremeutsaif asaemmtxme@dtuq sgenﬁr ic

T2 1575 TRRESGRer e Gl an el et oA Byt AT eGPt sun e

r esol uti on, fopthe Rardisar®dn @b fieiontth @erfmﬁnges@rmstmmhs Ao PHbEifidstechs to
moni tor. A set of, g];skett S contal ning drivers needed to upgrade the

conput er sy&i%IREH fﬁ%toasf BHoggeddmags ptoredpthe haﬁ%dlébéf'aﬁ«e n the courseAf| y

use the par gbiagltRs mqéuamasarbtftwwtwa%@@y tBE BudthBEr, PIREHBGRr} BowBlohdsdtlkd8d on
the conputer 5 system The sane applies to parti cul ar printer, video card,

sound car d, legge mayofferhecomesaarugreditog n@@ﬁ@ﬁ%ﬂ@b%@@@ph@%ﬂp@tb@mt er

manuf agg ur eBcc‘&%Ebr%%h'eb& ITRSS R, RHUGEm RN H eI Bt i Mo pa BB IR bARreéh $ERQT ©
CD- for exanple, for shi pment Wi th each generic conputer sgstem Wth

bui I t-to-or d@ﬁl@é@ﬁm@rmgyé{@wﬁomqrheabf 2lee magversamilygatprinat thedwesd diss deiye
operating s : . s
ordered by g&éggg% g@n%%%lﬁﬂ%ee éléup 2 uppﬁ;]re ?Q gfyg‘\i/\%‘}rqgg%rdgélr&efﬁg %i/ayﬁ% Ha@
cust onmer. Upesn imtrdduced whichowonpisithefactdry dowmpader by a custoner, the user

is instructed toAitEﬁﬁﬂ}He fggggod%mddq&agg%ﬁpggsw%ﬁgfo%;t;l?%};\vep{j&%m% N,

W ndows NT[err] er opeératin asically, 'ins lation of the
oper at #pg s yvskneema crsjomerctiedepts tmpﬁbﬁlltakrmdemxehmlngasﬁuceessfsllzesetdiixfx B peeveousf

aut henticit er N,k on
and user se ab?nedst)ﬁ)lrrt \g’/lr‘]eg P gﬁcglgg g\/\;(%g%%%le Vglg’l‘ ?lg%{"}%t %’Eaé/ re%'ﬁ?m?%ntgfolgn can
al so incl udehe a@etrahhgisyshemoindémythmtnrr@ofaﬂommnapffltheaystemsb)uswmmémmr e

al so ordered/lgur%hasszd WI;[_lh thhe caom! h X?Sr gm Ss ch r\ |nst m %
process can CSPBRT PERRTT VR SRFRER rﬁr cﬁ gePT e Bl g he fvocr PAoWwnT 8ad
sof t war e | mhgente coeruptedbtcr thetpot dflvhererigepperatingtsystam wlilumorlgngemsual Saﬂi on

certal file be,.changed from resse sta €-Co

Coat o 0011 oSt e e EURAREY bGPt Re PRI SR TG e B BRI LTRER .
t he sof t war evilil ast Aldctibh propealy wied bogtedhyp firom thehhmdndisk driveei. apthaaﬂard disge
size of the factory. dowl oad n, b rger resul t, of, ..t he arry| ng
St Cof tho. ras st 08 e FA A GRR RO AT PR ROy 00 e Se SR | on
of various e zInIRS sPIrEigE 3N®ofB¥Lre ins3LLBI0E iphGrebDoves BFai R eferences

For a built-to-order system_ any nunber of variations of factory downl oad
sof tware confi gufVak éﬁ! ESRErigeARfigRredeompREay sySEETs, A fuptomes can purg "6&?‘%’?

video ggrd ioperading systend AVIRGRBWS! gier egh™ t Na™ )t i eRAIMRIGAME PRCKf&F at hat
video card is installed on the HDD at the
BUSINESS PACK software package, which are about the extent of the purchase options

of a generic configured computer system. If a customer purchases a particular monitor,
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factory. Wth custom built-to-order conputer systens) not only will JUNe2003
custoner be sold hardware and software, but the conputer systemw | be
configured specifically to the hardware and software itens that the
‘customer specifically purchased according to a 5 particul ar custoner
configured conputer system In addition, built-to-order conputer systens

i ncl ude uni que factory downl-oad i mage, one each of a particul ar
built-to-order conmputer system In the event of a single custoner

configuring.,an r i n | dent | er syst , L f.act Qr
downl oad sof}?e\/\%rn EHIC g%msf?g&’\é%n%g&f#eﬁahﬁ)&\%%p%%gmf%d?v%%?-"f ee%t%%ﬁ‘aéach
tsyst em mt;ecagmeezgu.tio?omhapﬁrchs;?l_tmo?ivdrl Asb&ﬂ(ﬁgl&dei&n&aiﬂ:%sgtmivﬂ:@@é?/ﬁoge
ag nunber hurn nt 0 _eac rticul ar.computer, sys nentj on ove,
one Mot hod REFARELbErSer e SR Lo rere® RgeriiiErapledhe Al e e Bt oc
option in wihkefhepartcul orequipmeaDpivhied, 1% €hkbr eedédtbbe st Alel bR el ter
restoraéi on S(gft e i mage. . The CDQP\/I opt i o%s divided into tw nmajor
subcl asSes, SE¢her! g syBREPPIes P actintlaEmrivtRi ridge cand: sovmgeartl sife L8 viggtofy
recordabl e ohe BOMvb BérterBrohfig®@bibns, iSdodiPuiéreRanefdctliodr @aGEAsiyEhyd shdahce
conput er system The generic approachclpzﬂésed by nost all conputer

manuf act ur e BEReTif ¥83LO5R LRRages s p PR Mo dor expaanden for ahipaent spEE pIchc
bundl e bei ngegatf doadpuerf PEtek£St ori ng. The industry standard trend of

shipping a generic restore CD ROMw th each systemis 'not readi l%ﬁfm
appl i cabl e i n t h&itibnSudhtaworgder CaBPBRTbENstems. othsr Erstory odpprnlead dgadedasstheThe

sof t vagg COBE&&%&%‘@%&., %})pl%%tﬁ%!ét Qriel dryd %f&&a‘i‘%rfv@%?b‘&?ras%}‘ééfrgﬁ pake
this option Vviabl'€ only’if the nanufacturer foregoes the ideal o regtorlng
t he syst em tuostpmer oo mpededrtosyppatiiherdivarg ardered oz thacussomeneWpwoat ingtizlat i on

with all of r r I; . iew of
t he uni que A gﬁ %éfet\ﬁgfc gﬁnhg?e%l}j%? gﬁgééﬁfg'n |eélgéﬂelgh%wcyed& g-l%rr}%zg%co@r?pu%r
systens, theystenhGdindbwsn®64', pYindoes 9§ ™ a Wisdews NTEstroother wagrating spsem).
hel pful . 25:A.r w V] [1C )G il _.n very .usef ul
for restori r?és’tc’%y’ﬁélaa@égll mag'g‘ ocfp%?ﬁg“gg%g%é &%ygl?ig@gwss?n : (r%nﬂe téaﬁ?ﬁc?rf\léof a
uni quet&D Rohttifwateaiofii aaghenticifyt wander(es tvolnat irequestegengeimperseniimy other

configured bui.lt-to-order c er stem fo 1.0.J-1J N 2003 shi prment
W ih Che burres sl Sy SO S RS T h el oradhie” Rl o BT
remedy is anlsonirehsienadstyllationeoSiang majbrt sofewvare ngiphicajoriis)opdsdt wepe dls
other words, with built-to-order conputer st if.r iired to actually
estor et he REaARERees: il % AEBER e SRk 4 RSN RSB er 5
manuf act ur ersigatfidadl tipaffekctiod cipnpd titeo rdginal S aotyzdaemicd sbftwafedmaga(le., cammpit er
system, . The yestor ,% - woul d d to reflect the unique conbinatigns of
oper a??ﬂg s;}é? ’é?ﬁgegu tgi?xlwg Q/ﬁi‘ﬁgfag@f@e%ﬁla‘ R TP Bashepe D(??%rcgmgfeg cts
that the custases a@eyohavesselisteteasitn coald Ydoemgiliviked withlothdrailed, @8, allamput er
s]yﬁtste rr: nl tn isfxfgéullte% tﬁbﬁon ﬁtfgvgqfragriqttgli?ﬁiogjwpgg%ou-{ Iy%hé 06u wrrrleers T%e];gi!ura.{ i%lasg!a gigtle };tj cant
the factory download can become larger as a result of the carrying out of the install

process. The installation further includes customization of various components,
25 programs, etc., according to user preferences.
For a built-to-order system, any number of variations of factory download

software configurations can be realized. For instance, if a particular video card is

.3-



1~ installed in the factory, or else a method to pre-produce custppn U

and distribute themto the appropriate conputer systens during the conputer
.system nmanuf acturing process. Furthernore, in the manufacture of conputer
systens, in particular built-to-order systens, a conputer nmanufacturer may
desire to inplenent a policy for replacing a ~5 custonmer's hard di sk drive
(TUD) within an initial 30 days of system ownershlp for either of two

general reasons. e first, reas re i Y, aII
arong® i « AEeRest e AL Sqt 478 e Son theb PoRS rerk R G- mrac. SR PRt
failure can fdzeoryhﬁﬁiamleﬁohzmdlthy orfér chimpdtetsdterls, huﬁnh}e#mgh@‘mEHn@ér%le}éold
non-respons In sych_an IF %?ce of  hard dl’l\{?}éf ailure, a replacenent

HDD i s preph%vaaﬁ&n EfEwess, bufeths somputes mestepyill be spafimired specticalis tackbe g

reason is i haid¥ir6 ah8 s6@WREdTtdiHs imqngcusebﬁabr sﬂé&fwf}xmﬁageara%ramg oa
resides_on the HDD. This second reason, relates to so-called STM ( Software

Transpoit MBRRCHIAFstames sPRiFaseheRMRHGT 5est | indditingy bulltriowxéarsemprteryo
thirds of aljsighs thiRRUNiGudtblotddyinbad 1'n?igg dn@%h&:e neﬂa?fl&llﬂf diffo-order

di spat ches for the conputer manufacturer. tric use to measure
a nunber of cempiter systemi darths epsntuif aamrpgle@us;tpmer C@ﬁgumapndwwsmwo
within a fi I 101
0 N'2003 1 n SRl Bbu i i S8 o P bliodd Bt Al gE L AT e DD wil
manuf act ur eibe oradwxdruahmdl foelegclpsaiemeecarsse aaaelr sompither aystastvuﬂé)ednsfkd teorage
capabi Lity, in. th n i er f a_cat astrophic

| oss/ C(h)}r)ruptl oh ot rﬁ??pé@%\%e W%Q/e&ﬁg%&?@%%@p&gés og nglV\A thin the
initial 30 days A$mpniicuetabow)ens hiephod@or restatritjgn dflaissftweredmiage mapiidhelesed

new “ai sk | REJERON BaRR ARG e et Aot Rt kP R L)

t he cust onerestarativepbicereiniagef Thh € ROM dpticafediaidea ith twb uiaj@cubulasses,

corrupted) hard di sk drive. tch of a third part (TPM
o ton e b e ROk e S Srh e B e P D KRR i
the ol d5dri veseBaGstonm priaparsa e caeh maaﬁduahcfainpme syden € Thel pdriefR ApProacleiss

i nvol ves a nunber of expenses, sone_obvi ous, an}_ | ess so. The costs of the

addi tional MspHbaTeest @t ‘iPénP“ctﬁre“HP’s‘ffz&f"d’ﬁrsof‘“% B\ TeFPechye CoRRuteR gystem

t ransport at ipRifoehodesic ﬁ)aﬁdkm@u@rav\éﬁme tdr r@ftdrifif. OMhe BidAsRRSiahYardtsd@idsdfood.
Less obvious_are the extensive hzéjg ‘gg acid testing costs incurred hy the
manuf act ur eFRiPRIGS HEFEEicFESteFRCR Bearfusstem 5rnot deafily c@ptsablein "t at

have no i denfdthh@bbrecubt builtloserdbe ssmpitef HaRdrhd | BRS SoftWPitb caﬁgl&'é}am@ﬂddf very

significant, is the extended tinme that a technician nust spend t
ext ens20el y cogpmrpikie-opiesisempates systemsraakettiseriion vakieenly § ﬂ]“t@ﬂ“ff?‘:twfé

di spatch of £5:d &s%ae RIEREITSEABriRg Ehle sydfath £AGE @&awtep Qiten's Wthh PR ikto
difficult to e and quantify, are at least "direct costs', and therefore
likely to b@eerxaqnﬂeuatlmwfét sk of the goftweare thelksths cpdomar origingllyamuahased.nor e
inportant. G venpa YSH I i ts
are difficult to spoE"'J &?g}aen'cgilté fti%at sh%&?gg’frrﬁlg% F%#‘qug%éregu%é\?e%dcﬁqiggg@}
programs ar eomputiesysiemsdhe tethafidfmepss praducing algyrdric resfofedmagoisaot helpfkor  of
keepi ngzup C(%"REEI e STM
based %EI R \raliaggﬁergn to K}{%ﬁV&)%a %Eg%tagé g"r?l uﬁog%%(r:b eg}gﬁ%&mg{é%?%g&dﬂﬁ

addr essi ng tuméquericegk 9f thg bttmltréo piUier sYRten c Syeadion of a untine @MscontHningen.

have been caReR e aaiorRRE phifE sl Rl A0l AR Bhalo R AR eTr 0

tape back up units -6
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1 0J UN 2003 of nunerous size and perfornmance scal es. The use of ﬁ E
files/drives, renovable |UD sub-systens have al so been consi dered. 1 nfma
knternet and on-1ine services downl oad options have al so been expl ored.

Even the nunber of floppy disks required for worst case situations has been
cal cul ated, for instance, wherein just in excess of 250 disks 5 would be
needed if unconpressed) conpared to approximately 180 if conpressed using a
Zip drive. Still further, issues of nedia cost, |lack of market penetratlon

of supporti rpIRReRtER dhe bullintarQrdes cammiiter siskem vorls hecresded thowever gudya
customer ac %aeapf;@mhaﬁréa%abg éi'péx?éi@é érfclyﬂn'ﬁg cORSImIRE pEdpRSigoR OPOSEd opti ons

as not feasible or desirable hus be desirabl'e to provide a
solution to the ébmﬁberpweltﬂSemth_ btnlt’f(ﬁg Op%ﬁrtqo@fmuéq%r syatems; Howauined 4p pefvativis
for providi ng.geonagl fiah! ¥iskeathie LARD dah) & YeHRNEBAROMIBHR LASRYEREY
for a conputer system Summary According to one enbodinent, 'a conputer

syst em Wavi ngaafoetyires wyulﬂcneed tsprodats ooussbmize aeicai fok eabhicomphber] systes. at

| east one prace %ﬁﬁg e

is stored on@ Pe§ E‘ ?gis Sie har gpﬁegg&glrlg\@bu%ﬁgggsl}é%/tfo\/\néffe&% t‘ﬂ@s Sée d| ng
a factory dobuﬁglmﬂaﬁtwaragetswhdcthirﬂ Pastylyofietaré prodacts wpdti tha cuﬁombﬂtﬂgtlﬂde

sof tware restor e not prone to a typical corru on
The at I ent PURERA T HRoR v PylF GirasdsitpaniPe SRty oa st R eher s D one
Ior ocessor Ih nRgNECm‘hlsn@qtlhés ae&ﬂlgrsagmk ﬁ@n@;“mslaen $1Qfet'V@DGROMHQ©gQ§hdrh@s&Im
east ope ar to a, like act or ed i e.

condi t i Bh. a&%%&}%ﬁgﬁoqreﬁqéx%gtgg&mpr& PERGUGE B SE0T] m@%ﬁg’gﬁ%w&tﬁvi de
that many of tHd&ﬁtoqastapprognambm@ndarlspﬁbmeatu)mg Elexvdo@iputet siyftemirh@chfhdturing
connection with the restoration of a hard disk drive software i mage can now
be avoi ded. ®R&d di sk drive hidden software restoration inmage is sent

along with a gi vmrﬂw&@&nﬁﬁésﬁa&mwa&eofdatdpueérlsyst&ﬁé iysaraehl &g t@order
custoner, so as to be readlly available if a need arose to return the hard

di sk drive ufisteriyp 2 qonNRElercRAPRRERTST Bediesisel imuereniat Bl ar f?Pé‘?Fmﬂ'ﬁe
met hod gnd appRLALYS hard disk ative (P) VAtHiH 4B 130 Akl MRt ShAMBRISRE VI Ce
technician to direct the custonmer to initiate a restore process
i mredi at el y, eithent efalivaogeneaddi regsanise Ehpsfionveeaso is ihthray i{ srmething) Phitsidelly t he
manuf act ur er « u d r i rpage
G RO S m | B S ARMHDT 8% @ RRARRTB Y 3‘5‘%’2 e R ML
process in acwobeiesectsrizidy tthhélﬁ-pi diskAriveibsviessmp t%lb’ nABUesPaBY TS t nmish of
the custormer éﬁe}{;#hﬁé‘e by &We”f Brd&f a?c%HeH @ﬁré@r AW 093 thNfe.
f oregoi ng and other teachings an advan ages o P ent 1nvention wll
becone 2®re a\mbanerﬁorumapealedm'ﬁhd @domhsesqrpslfdher@ﬁs somtkbast‘wméwwrthe )
carrying out e (o] | ow,
reference w F#rp‘g g% h%@tr @dﬁsﬁgggé%Ign?@r%lgse%ﬁﬁg&mp%og’%% &Eés\/\;}n‘ggﬁéﬂegl%q;{ 1
illustrates eSdﬁilwark ’Ibta:asgxoatnMeéhaalsn@nbsnamhesytsdemayamomtdtmgeli n ¢dvess of two
enbodi nent s esent har d
di sk drive o A of %ﬂ mc)nﬁ flex}mrgty Ly HD ofﬁ Ela.éL gf 1%01d§nt65-atg¥ﬂﬂh) qjs%g{cﬁgg Pofr the
computer manufacturer. IFIR is a metric used to measure a number of failure incidents

25 of a product, i.e., computer system, within a first 30 day period of use in the field by a

customer.



i ncl.uding the protected software restoration i mage according to one

enbodi ment of the |~ present disclosure; FIG 3 is a |layout diagrhf &N 2003
hard di sk drive of the conputer systemof FIG 1 including the protected
software restoration according to another enbodi nent of the present
disclosure; FIG 4 is a flow diagramof the creation of a protected
software restoration i nage 20 according to an enbodi nent of the present
disclosure; and FIG 5 is a flow diagramof the restoration of the software
image with the pinkadffed tomhbwaiite tesbensdtizsictibRge cafigittes imagufadt@sr can
enbodi nent of the Frese t disclos S- Ref erence to

| ur.e. 1.0 JUN 2003 Cro
Cor pendt ng, ABRIHED! BRESH LSRR Fiha BRore il EacRge o dh B AEPL S ot oo
Pat ent Appl i eaipust spetetrtduffys a Eth&8hhibIgss/dorhfiionrdf RRgete HIS) fife/@82, for
entitled "Wilize 1394 Ports, On Back O sfem For Faster Instal] OP_System

Sof tware | n 3BIJEBIYH WihiRqthg inttig) d%quilsy cbpwrerships Gurrepflynthis nepdds

co- pendisng  aakdssed hPRsioPin A hPRLALAGNRE" SfaBilibY, thERBIRNT S “like fatet%rfﬁé&'r ety)
and is assigned to the assignee of the present ‘invention. This application
rel ates to cHskiarsieng anav dak srive and than sendingBieinestdigndrbeertp dhe ¢ystomer for

09/ 066, 128) fi [ . ent i - Sof Ty .

Mechani snt', ‘ffB{%‘ gﬁgg&@%%%gﬁé?aﬁg %g%gb%%g?sa?%é{’ﬁ%ﬁ’ %%BZ#QJ &arével' n%ent or.
The co- pendidgpai@pbf atiiidpartyompinténanos M) petstreiseilse rbyuirestfie pedardo install s
entirety) a i | d t S| t I i.nvention.

Det ai | ed Deg@F in%ﬁ%l%g ee?écftr?gs o@'vi%tdcl)cgﬁﬁq% Q%k tg?}éé;glgg'r%g‘%ﬁ%%k di agram of a
conput @ syst em Iheiabowhawttinbdpracgssfiewt]l vasesnurhiperedd expeoueés, gamedbvious, some

accor dance cust r_conf.hqur [ ut er, L=~ system qr.der,, a i SCUS

s ol he i) ATE LG SN RS RASATR Sk b ¥R SRR paT P M GHERERR,

unit (CPL) 7 tr2nspontatibh ohidqges fof thdYridaytoand fromclie eilg udiaptoay., Lesskobyioaar d,

a nouse, and associ ated ,cont.rollers) col| ective esignated by a reference

et 14 e SRSl b i Lletin el TRt P B B R et

3 uch as a W}itl)heiv’é?ﬂr ldge gmhiuapl@y raéﬁugkeddmii\\éea,thf@DhBavhdﬁaétﬁiﬁalamirggm.he&gsm_ ry
evi ces,_ collectjvely designate y. a, ef erence_ nuper and varj ous

ot her sﬁ%sysw%aﬁagkewtggt%tﬁ ¥ WP L?‘&“Fﬂzcé%‘g'éﬁége %’&F’&degé‘rm?\ﬁ%éﬁ%te@&}}l?'@%ﬁ‘\? |y

desi gnat ed bgpead t&é0ERIERY PeHifp td proBablakdftvdte ENOORREIrad justisy theaispatchHof e

buses, shown collectively in FIG 1 as a bus 22. A diagnostics diskette 24
i s included SICBGDN XY ERE ed herein. The present enbodi nents provide for

restoration of aTfRGeendaspatOAHa6 more difficult to see and quantify, are at least ‘direct
costs’, and therefore likely to be examined. There are indirect costs potentially even
20 more important. Given a “flood” of drives being returned, real IFIR incidents are
difficult to spot, trends that should initiate corrective action programs are hidden amidst
the deluge, and analysis is foregone in favor of keeping up with incoming paperwork.
The true hidden costs of this false STM based IFIR has been to keep the manufacturer
from clearly seeing and addressing the underlying true HDD IFIR causes/ trends/
25  distribution. |
Various alternatives for proactive distribution of hard disk restore images have

been considered which include the use of second HDDs and the use of tape back up units
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25 software image. The present enbodi nents further provide an al b &f Ngk

and/ or conpl enentary nethod and apparatus to a current software t ranspo
mechani sm-g_ 1 0J UN 2003 (STM programwi th respect to use of a

cust om CD- ROM based restore disk inage, further wherein the software
restoration image of the present enbodi nents may be easily inplemented with
a custoner's conputer systemat the tine of manufacture. A custom CD ROV
based restore disk inage usage is not preferred for use with all 5 conputer
systens bei ng nanuf actured si nce there exists tine to mar ket (TTM and

di stributj advant ageousl| th rnative
and/ or codép n{%rg‘t? s(?ze V&QP g‘f%é:a'gr eggﬁflseﬁf?é?x“gﬁf we%’ Pm%ﬁegﬁb t he
enbodi mereub- sgﬁtehfsehape dsebﬁenatbsnﬂmﬂrMpdan,rIﬁsetrﬁét&ndﬁagﬁlels&vd:bMdWrbbﬁcEd as a

hi dden or r ot cte ftwar S ralon i ile..in c ssed 1~
format. ConteRt EEHis Brel Siplorh SRS e R hE 4 lopnt picks =R BB Far sty or
factory Cbamhm&ailon'Eh&s hheelsl esiclated; Q(f:‘fsiﬁﬁi;ai:‘x&c tbRFdin P]wmgﬁ eﬁée@s be2sEakRy ed to

the hard di 5 drle\{eﬁa % the co ter systemvvlth the use of a restoration
util Pty p‘Y??g b 4 1 WRqogIPEesseth cOmPRiedifo sPRrgKimatelyd 8D & comprarretesing a

di agnost i £EipdirsKeEtR faMHéOIssh e Rt c@gts facl bt Ment F&%&Mﬁ%@%{ orting

built-to- order conput er system The hidden restoration software Iimage file
~5 net hodPe&H e’é?ﬁ)&%ﬁ% Onfﬁaten@édsagé@emtwéeﬁd/owt@nwmccepsamghmleqhtms| ve as

the CD- R%ﬁéﬁqungﬁlo% 6f0c'ﬂes Q@@ th&{H dsl rﬁg'fgas V3985 Of 1 nvol ving no

addi ti onal war e costs. as the further advantage of be| ng applicable
to conputer systpdths be NIGSIF&MQ telprerade laaspdutiodOte OB sevdeproblemacin r at es.

Toe S RS RyBRLAIBNE ST M A UID) Ay o0 L

20 herein as zero increnent t1ona

bel i eved dqu'rbeadalngerempewpdecomyuhets&sltém on the or der of 80% of the STM

| FIR reduction benefits of the CD-ROM sol ution, only much sooner, at a
significantly reduced cost) and which is suitable for every conmputer system
platform even if the conputer syst&m not have a CD reader attached.

Used in conjunctign With a tche as . needed" ram

the ZI GZAG r est0Y gﬁ%ﬁo prt glgg% g‘;%e T Svf%g Y6057 ST Pﬁlﬂﬂgsfﬁpﬁ%‘%ﬁ Igverage

-10 1 C}reétotht&d)rﬂdm&mfdnelshﬂhh@mchm@s apmmaﬁmooéssdﬂmmmamedaﬁmgsure use
rive itself toc of the

oo 50 o e, AYRETS i aes Bt rishe Sttt op S AT A e, R R i0hes

c 0 nf I gur aincldingSa ifdctéryl Gdvenlpatkll iaelgervehitthes SilSécO B lcoiribtib@t @Sprotected
software restoration image not prone to a typical corruption is stored on the at least one
hard disk drive and available for use by the at least one processor in executing the
restoration of the software image on the at least one hard disk drive to a like new factory

20 downloaded image condition.
The embodiments of the present disclosure advantageously provide that many of
the costs, direct and indirect, previously incurred in connection with the restoration of
a hard disk drive software image can now be avoided. A hard disk drive hidden software
restoration image is sent along with a given computer system when initially delivered
25 to a customer, so as to be readily available if a need arose to return the hard disk drive

unit to “like new factory downloaded” software condition. The method and apparatus



a "break-the-seal” and begins the customer portion of the conputgef sms28in
install cycle. 5 A conbination of the ZI GZAG restoration and the CD-ROM
based restoration (dispatched as needed) provide for the best conbination
‘of TTM and proactive IFIR reduction. That is, the ZI GZAG restoration
solution can be inplemented for use with custom manufactured built-to-order
conputer systens, further being supplenented with a CD ROM based
restoration solution only as may be required for a particular |U
circunstance. The ZI GZAG restorati on advant ageously provi des significant
cost reduction, flexibility and TTMfor providing |ike new factory

downl oadedrskarmeap ellpwagruskamarsientisoiechririan g Winerintheusiomarde inbinsueer
systems. |k o6 mimMihilt mt&e%?ﬁﬁ%h;gtmugt%%[(e%%vaiémy%yé%ﬁ% while

built-to-order conputer systenls HDD S a backup copy~ o e factory
downl oad thsfmerufactunergpuodings anbshipresreyBcementHiRP and/onxestidratideinsage CG3bt i ons.
Based upo e LGE: . . i i eral
dost an opthE BB H iier s iR T Bate TR B AL Ao R BT

met hol of withnibe psedephdiselogurhivithent Assistieep lof the cidonter fseiviceitachenidiay Wi t h
respect to a visibility of the software restoration inage file by
conputer's operating system iii) encrypted / non-encrypted protection
schenes, including a choi @rief DaScrdntipupifithe Deivwiags | v) software
restoration i e.creation the .t.inme af factor nuf actyri ng; and, v)
net hods of r erstﬁg‘?’ foreeoingsng ‘3&1‘?’1’ tspch aé]s’,’%ﬂttag%%‘/ﬂfgg? R lﬂgﬁf’gi"f‘ﬁgﬂ
advant age bedvade oflppert ubsn ¥ @styiletddsie@btior of thSR@t pdSRE EaRYing odeR! Y

hi dden software restoratjop i ﬁ as _di,scusqsgd herei n. The deeply _hi dden
i mage furﬂ%véPt‘BPé%FﬂJé‘éreécR?gﬂ%ggg ? Aescrgtion to folow.defegente vohbe m@deigiben a 25

formpgnd faedoanyizdrawiME8 Sniifc: Mage very unlikely to be destroyed and/ or
corrupted. The deeﬂéﬁ hi dden image is not prone to the ills of a normal

corruption. | nFkhel dbesiratey atack, diagramiaf, #gpDPRigT tpratepDBECOFHBE HOJ®EN | nage

Wi Il renaighrd@ididRsbedhe pROCALSSIbREe- 11 1 0,1 UN 2003 image is not
visible to the operating systen) reformatting the hard disk drivec{joes not

renove it. Re-1Hrt2isiadmiongdiseramel »hand diskqriviqfifiee epserutemny Re
deeply hi gﬂmgg&ep ke R so el d RSIOTRY 2)ind BB hecb it frore MR im drt BEtHshe
deepl y hi dden 1|h ! ge.r%Detebg]sf/) hi dden 0does 1#052 n%:relygg% y the setting of a
"hi dden" Ipresesbdiselbeire; nor does it inply 5 that the file was witten
sonewher e and I . HJ&{ t I i t; prone
to a typical C%{l%&p@?éﬁo%gﬁg o) Pg\g%gﬁé@;{%ﬁ%%&%d@g& %étﬁﬁng%ﬁ%@e?& from
t he vast nejlading yhopropecdedtsdoraramestombidn ecemdingio ehothadembodinrent: pf then.

O her waysprgsgnpé@glg |89 protection are possible. Protecting the restoration
software i'mage can be facilitated by placenment of the restoration software
i mage in an ~fFlGrddaa tbwidiaprivaoftlti ckatidniof e prétatted softwrre sdstaretioeitnagehat i s
to sgy, all hard.drive ave.a st er ot,.block record that may all ow for
up tgé{f ourac?)og\&ipgtt?Sﬂé&?ﬁ%?ﬁ‘%nernég{g%a‘frl%%er??ggflto\j\%%earfc{nage can be protected by
nodi fyi ng t he REGt®iis hatdw [diegedm refcihe degordtivat oft the syfiacsee iimagdivith thee
restoration inmage i.s |ocated.is not otherw se visihble.to an rocess nmaki ng
use of t h@r?ﬁ%?grsoﬁ%v&r © SERIAHORCHPARe TSR ?‘f 8R,°¢ q??g”@e?ts"%ﬂgerrgﬁse%r ea

bet ween | Qischeuand of the master boot record and where the files or FATS
begin. This snmall area is




unal | ocated sectors or portions of the hard disk drive nay al so exIs

.one of the present enbodi nents, a dead sector or unallocated sector,
‘used to wite the location of where the software restoration i nage begi ns
in the hard disk drive. The information necessary 20 for identifying the
| ocation of the software restoration inmage can thus be stored in a dead
sector or an unallocated portion of the hard disk drive. In addition, the
| ocation informati on can be coded or encrypted according to a prescribed
encryption schene suchotfiatn dded 86a) EOMdd Rk KBphidtiohs! Ur t her mor e not
readily recogni zabl e by SES or otne y . The encrypted
| ocati on i nf or'Haisepplidation heateatido-peodingiUnitel StitesRatentiAppliddionSepiaNect i on

of the hi t i i 1 AS A ENLL pRE t or,

downl oadegg@ g%‘t% \%/g’rfg@cii ﬁ%gggeﬁ%??e%%gﬁ& T @%éhzte ggglgirg?%%@f%%c{{ ?gﬁ?'satgr\‘/lar iety
of sour ceFor Fagephesalh Of Syitoch Snftware dd \Faotoagt ausing Phaad@olligsh et 8. £ JUN
2003 met hod, to.festore.the factory.downl o d software i mage w.th the use
of e or raeiy 1hERe Rabube Brn BRAH KinrrEy B R BEr SRt Rt RS eBhtabrar e
The pr ot eahé ik ighedtetheastighed éfahe praaget invaitee. on the hard disk drive is
essentially t sane_ (except, for bei Bg r];%‘rjrgsse as the software i mage
downl oaded to THS2RBIALARE ?@PF‘V@‘R?& F’ﬁg‘P‘B FRle t%&@@f‘%?ﬁ’é’%&%a‘ﬂ?-er
system Sey@bs/128ay6d 6h ABBRKELA9DHRNHEOEY YEIBdrE T pbHMeHARER "PIRLRAL ed can
i nclude maki n%pt he restoration i mge deeply. hidden | acing the restoration

. p e
i mage i n A Dok neming Hamesdioliame o ak as ventor Theso-pavding apsliengionhe
rest @gati QintsipefatbdhéreRflhy bekdroR@dn ¥ 88tV hnA 9N fARA R @ G0GAML RBtHeE- O-
encrypted) or oOther non-standard procedures inplenmented wth Tespect to the
poi nt ers PreseRkInYABERR- boot bl ock record that indicate where things are on
the hard disk drive and how the pointers are used. There are standard codes
whi ch indicate to any given program what kind of partition a given
partition is. Wth the present } -standard codes are used to
i ndi cate that ' rtidd [ e : r e ay .
partition, mhe?%@#@%ﬂ?@aﬁ% %fr‘:%grglr‘ g%ﬁ%?n%%?ﬁ?#?ﬂgggm\%g%r}&% L(ﬂ%)sw what
t o do wi t Ishewsn bardhg featwmeptheyedftenfigyredin amnrdsnesaianstbopaiconfiguoed coRgfuberr i ng

typically riot used and is otherwise referred to as a dead sect @ry §)y zgqsher
t. n
is

(

now t.o FIGS., 2 and 3,,.the ftwarg rest tiqn i 0 n.i ncl ude one
CPmoiE Coftitgmsnads shaib Gl Bt Tnd LA Al 188G ak o R BE 000
t he conpl etrecessifig wattd CPER 1181 mtputoutipok (itO) Eovicessanipbea displhy3a EBoyicardiar d di sk

drive 40 can include a.,single.parti,fion.usin he FAT_.32 file 't . I n such
an | nst andiPusRdasT R AC YRR, potlse Y Rodlehatesbyd reraiimee muerl e ™, TG e
(FIG 2). Testwoé Hatdedisigdrivel Syrant togier storapgd d@ticez,afneh 42a maydfldede aflopdye t op
of the hard.disk I ry) the buffer area 42 i ng,subj.ect use by
Certain o St e KR bt et pmefion B8hess e e Ry Hobighived By
progeemn . rE%feﬂcb %uﬁaggrﬁ%éﬁ?@l Fazﬁ()‘lﬁ&}thék ﬁl‘oﬁﬁgémiﬁ sG@NaEn GO Eicmest e card
partition. X the FA ile e, only 2. es per partition are

al | owed. 39 I§B¢>»a°1§cw?laﬂeﬂwt&§f érffafeamaP&Ee%?ébealhwtwgfmeeied%%qeng a
FAT 16 fi lo® ioiRDusb) WRY @k colldeeivilial FIGSK adaibiog 201 |A dReRéBics di¥uétts PL &
partitions (l . drive, D drive and E: drive). The C drive partition

e.g. C | D
may i ncl udeclader alsqugy discpssed hefedh, the D drive partition -13
The present embodiments provide for restoration of a factory downloaded

25 software image. The present embodiments further provide an alternative and/or

complementary method and apparatus to a current software transport mechanism



7 0. JUN 2a03 a 16 Gohyte partition, and the E: drive partition a SOQI\@M% 2003
partition. In this instance) if the factory downl oaded software im

includes ?00 Moytes, then to avoid witing over partition boundary Ilnes)

t he pr ot ect ed software restoration image (34) 36) is made non-conti guous
(FIG3). Afirst portion 34 of the protected software restoration image 5
can be placed in the E: drive partition and a remai ning portion 36 pl aced
in the top portion of the D: drive partition. Qther partitioning and
portioning of the protected software restoration image in select portions
are possi bl (STl\brm‘ngraabbvytH respeet 6 o obh cpstoi CdeMrhaBedTragtdry disklkiedage,

subject to Rnor us eriod .of |n syste

cust oner, f%?th&ﬁ’ F%n%gfu Hﬁﬁ%a? rle?tloﬁtl prBFélnﬁrﬁn{H gimiygg%q?sage
By_ t hedc uslteam_r hmﬁéménﬂ’eﬂsﬁtﬁ a Gisténer’ @dsm;ﬁmxe@'s&ef dtwae ﬁrﬂe&ﬁ’?ﬁh:hi&t‘dcﬁ&el mage g
ei ng deep i SO int.in.time, as.a custqonmer_fills u re an
mor e of thﬁ‘ﬁ%ﬁ%ﬁgﬁ)%rbia@geﬁég eo‘Hfl%luﬁ?ﬁT/B"’fagﬁr‘%&’taﬁﬁf?‘]r%fort‘ﬁé ‘Eﬁ%ét t ed
sof t wake I ephpuddr $8tdnEgEnd 8GCATRL HIFRA Qirké KRdrY okidtseme ¥6 MMkkdti @TM)SHEN an
occurrence of filling up the entire hard disk drive with program ~5 and

data files wtmiuﬁynfpéiablésaaﬁﬁv@ arerAdvantageusBO AP sehY Ehe @Ppawévq YR ) of
cust oner us&gﬁﬂ&gg}gaiﬂchbﬁbopg}gtlg}ggerntldggggnger| od) is believed to not be a
typi cal occurrence, -and thus the integrity of the protected software
restoration i mégscddngnty thecernbedimantscefsthernesans alissloserd, gdreploradrmags it ai ned
oM on . PaighARE: aJ DRl bRl LRk, VESLOREh 1AL FRO% (Bl 510! ©
and thus is subject to el ng overwitten at sone poin Pe

cust ortr' s formefs onthe ¢dustanerrahad dsysaemneﬁésmfoalamstdlatmh oal fdvborpt ddwsloadrl ve
factory Jdonphorfiads SARMNALA JoFA. LARLLERSHRMH @ GRTRONERE 8 TP ld T o
conponent inc eS taking a "picC ure a custoner” s uni‘que comnput er
syst em har dcotipskerdsysteen withtthemse ofmaget,oraimmprtﬂﬂs prugr&daeTherageqraamdupham ng

t he conpressed image, on a funrt he avai.l a part t he TOP"
of the har PR B berertpn el BT Qe Rt PRaEe fex AbE e
di scussed hemsginmer(HdilGto-4yder Thrapatee aystem. d’ﬂmethlxrkle‘hpestbwtenlsnﬁgere imgp6id or med

at the_factor r conmputer nufac rer r|or 0 shi nt. of i cul ar
o a oy Sethelral AREra ] N Ah Bk B bak R shpFeRE Rt v bR G BEM, ot
of the har dbed;iedi:koldﬂid)rvﬁaﬁﬂ&fslgﬁﬁdaﬁﬂadvlaﬁtagdﬁﬁ'uam&ﬂﬁgWdﬁtﬁceﬁ.hhiurdﬁ'hreﬁ:uﬂﬁort

cust omer - s WA BRErUiPE ARYATRER P BECRsP) in (eI P LR AT that 4o

di agnost i CSn&I;Ilﬁl((@q_()@% o@g:ﬁegaglg at8ach@atyde enbodi nent, a hi dden/ syst emfile
cal l ed ZZ. BAT whi ch gql ncl w es the restoration utili ty programresi des on

the di agnosti cs TdiesNedereandyprePolieqhers Botbyare HestPersimes e dimanti Teferpihlt am i s

to vergofy tl'ﬂﬁ‘-einrﬁs%Ed Irﬁér@ﬁe&tmegogaé/kéa@raadlvciaﬁmcgaasatge raznamge) tlbaéhe\oaistmeeat ed
at the factory 1 he alven corrputer S Stemeﬁlwto use t he software

restorati onam%@émt”(‘j‘ecl?ye‘&eg op the opder pE R0 %roh th dbtiregueiion kegetitzof the nage

on the har dcﬁtmwgdw&onﬁmy HAEhoahé0 Rt Wl didditidanly Q88 860ai 36, 8@ Swhich is
instructions for causing |.~A the at | east one processor to execute the

rest or at i onsudtablefer evsry W@ltPWQ’@ﬂbﬂaﬁﬁﬁn:&f’ en Lfé}%ﬁ copyputersydemdars it hore The
restoration, gb'ré-ééey aRﬁ&%aﬁbé‘cﬁH HGuRGR RITBSTWOIROM ta@da@chea g REEANg

code for performn e various functions as discussed herein, using

pr ogr &8 ngpnoem| awe%IG(%Gmrqswr@th@ arqeram ragcrroridai®87STH HIB solution
enbodi nent s, % ftvvare transport nechani sm having the restorati on program
di sposed thereo is also ~5 provided. The software transport nechani sm can
include either one or both of the hard
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di sk drive and the bootabl e di agnostics diskette. Turning now to 10 QUN42003
one enbodi nent 50 for the creation of the protected software restoration
.image of the factory downl oaded software inmage will now be briefly

di scussed. In a first step 52, prescribed support files are copied to the
HDD as may be 20 required . The factory downl oaded software inmage files on
the HHND are exam ned to determ ne an i mage size of the factory downl oaded
image in step 54. Next, the HDD capacity is determ ned) step 56. In a next
step 58, an inquiry is nade as to whether or not the image will fit on the
HDD. If the r&élean%thbdmnd apRpeainis|df theopresént distlostue tiBEhe ¢dueputehsysteass or at i on

i mage pr 6 ventha restoration 25
i mge w F‘ﬁﬁ? isdtr ﬂqh%gﬁ%ﬁ %hkﬁ) é%ﬁfy%? g%lp an ?yﬁa F &‘af(P&?rﬁd@ Rt o what
is the fidicavrﬂyaieérmftypmnﬂafgetdnﬁﬁgurhteoxsgﬁsﬂtemﬂsytmbemrﬂhﬁf&ﬂstotnhemmms process
pr oceeds w‘ths I.f the file system.t is NTES) then t ocess
proceeds i 4R }éeg e56 endbeging the quita P@Fﬁlm{@%‘e cpmpusey S}(Ft%t%ﬁg{q s FAT
16, tshen Ah@ﬂpﬁﬁm oPrt86 CBHZAG! FesSdréfo®&ndFHe CDEROAT bA&edl kdstorbbe, the
process i udes .a det nation of how the HDD is partitioned in_step ?0.
Upon det e &f?& ﬁswefﬂgpﬁ%w% for he hest qombéleaéwno@ ﬁ&émd RpeatyRd T e

est abl i shadubase dTiHd) th@zmzm rebiRPatfdZ Rutitah ®3 4R ?@Heﬁﬂad‘ fORE& Wwitge, the
established split optlons or use during 5 subsequ steps. In step ?4, a

header fi fustqmmeppichygedhuiltiie- ommcoma\éteﬁms furt T@é‘ﬁgé}mﬁq’é@eﬁt‘?ﬁa‘@é}l
i nformati Qrc@@bll/pségea%smmxé& %emmn &g Js' 185 11f v ehtnﬁe& a6t Q" Ya waﬁoaded

i mge are copied) In conipresse form to the restoration |mage on
| - D7H,  secironmsigncsecToe  ZIGHH arestonplian ndvardtgeonglyinrgvidés significantegost he

softvere §asbana e PRAPrELaRt hANRLOGRIRERIL AR ERAL: SHILS, Blugs ' oP ©

Variations to mage creation proc
required fa;torathzlafqucuﬁﬂoarmanmfgetm'mbmmmer festaesdi ng to anot her enbodi rrent

2 compressed. (Bl 8 oR B hEhroB R RIS AL ALLONL LITRIS 45 GLERLED as

part of the custonmer 1n rocess a such
that the sxstdmvalPEJEhs&t@ahacl«upcbpydtde)@stqmﬂomﬂpw&ﬁwarehmgecambmob.rdesystem s

11 eyl 1 oGl 0ty LPad 1 51ETRAULARO! Ba LG, £LSRLL B0, BIQEES LS, RALLalort e

housekeepln e Cust e-'sea respect
to an ini tmpibmen&ltmh] sdviepal qmsxguemhon'fhaclhdetnrcymglmﬁsécbadnmthé filamge

restoration roc pr.ef er abl t|,,v t| of th
restorati BN %ﬂpg éﬂfﬂpfﬁ#H é%d%anzcu e%%‘ﬁ%@ ‘%ﬂngs“f% ation
utility pmgécarfblas\nandﬂﬂyl of thd hiftwearapresteratinnsinenge cﬂiﬂcagylmhp@teﬂs shafatxagandl or
to the co?E{lter éystemh rd disk drj

\g&\ée i he t| rreof ‘éﬁgﬁ?ﬂter S,

manuf act uPBeBoBR] SRSTRFEY /o BRSPREERIF RIPLTS lr‘fnosrc B g3 hit s° i n| tial
fact ﬁ yf dendyptach mhhdmne) sm&eoms?raﬁﬁ@ gmagwheaté@y&lt Q)‘i% h@r[df:loﬂfa‘ekorgr ive
itse or us n.the tor of, the fagtar ownl oad software imge

m ght rai E’@D{lﬁé Hfﬂ’ﬁwﬁ'né ﬁ%‘ie“rql} e“%%’(?ﬁﬁt“é%%é%‘ software restoration inmage
woul d consune fied preedt d8BodiRdnt R veEBRM a8 8age thas hehstemeP} veRauaRdber hard

di sk drive. The software restoratjon imge file could 25 also hecqpe
cor r upt edrﬁb";f1 ¥ serreaha dagrly Bisden saftwararegyatitneimner s iscupsed heFsin d SRR oaded

sof f \gﬁL e iPRGFhRAe HBadtatehdi plovillds \W@vankhge BOhhRiSrebRShNAHe DD iRge file
cou e

25 form and format which makes the image very unlikely to be destroyed and/or corrupted.
The deeply hidden image is not prone to the ills of a normal corruption. In the event of

the user reformatting the HDD, the hidden image will remain unaffected. Because the
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transferred to another system or posted to a bulletin board servildeJBN 20fe
I nternet for -16 1 0 JUN 2003 use on other systens. If the factory

.downl oaded software image of the operating system or its file structure,
beconmes corrupted, then the software restoration inmage file m ght be
thereafter inaccessible. Al so, a customer mght "accidentally" activate
restoration and destroy data/files on the hard disk drive. The present
enbodi ments are examned 5 in the follow ng paragraphs in relation to these
concerns. Wth respect to the usage of between 100 and 200 negabytes of the
conput er sipsagens hetrdsibliedk thpereeatingsysteof, reformattingtthe Atrdodisk deegpedaet nbhe

present digsclosuyre nes roxi mat.el v, 0 he_order of, 200 abyt es of
hard di sk ??é’gg?{' plf-{g'g gﬁgb %négfgtrh eﬁ?ggﬂﬁiﬁs%" |dtoeseﬂ(8:.reg*ov? ﬁlée o F? space
at the phyisiagalithendurtiiertdoee, kst vitrides ¢an nettfindthedseply hidéen iargy.cledplpm t he
conput er .'s,"avajlable' disk space .because,t.ne software restaoration
Cmge 111 hiter dadt SPb B imath B SR Gch “BRRE b Sl ot oYt Al “har o
di sk spacethias tiod fhle kwk seittail doyhedhatd ol theh Aeletrd. TREPLItEItediSEiwardNRh e is
however) ttﬁtﬁ t he so}tware estoratiﬁn image file's physical placenent
means t hat " BOLRAOPEIE YRLE SRRt P?/S%EY”PBESFWQFOIPB’&%FF%OYEW femhar d

di sk dri vethafvia8f mARYEf présdtes ddhabiohswhichibdwelcofthiptite precedi ng hard
di sk space. Wth a base conputer system configuration for H ND capacity of

2 CGbytes and alstfber s of peamiding paptecien abt portitle.r &etoptang Hie rastagation | e
Wil De T CRIanatiMagAld HethiilitatiPbCHALANER ob i rbltbtAfbnl B ihalh Ball | Ve

storage space substantially well S f what a customer would typically
use W hi nargaff tht hagd-digsdrbeer thatiisgtot ajigeaded.oPhatds tosay, 2iDhard drives bavt oner

does use sbskaublabl. alborptiearuall A g, Bt GloliuspaCn: KBNS

sof tware restoration I mage e cou . erwitten

cust omer ' ssafpearaiiage epdiearrotarted by tmadiringde mastey boykhlech revard shéhatghawar e
point - ¢ he Aot Fy LAEAAELAG LR Aiale iSocatia ol oUBL st RICH Bt
utili iy pr vgking use obthe mmisaliviod bloth agcords, Ini ddditiva, these Graatradirar@gbativiebn t y
Featofnt i offetiiirtt bY midet B RerFE A Bhittut FRIB: Phofult SRS el o1

i mge fil etypicatipmot pteidandlisethieryiserafered tatasla degd peadbg(amOther wsdloeatyd
suitable routine, for. exa e, a, file. i.nteqrity -17 10J N_ 2003, check
or £ i1 e ok, BiTEoRE o b tnle B eb By il p of e (b TRt

rest or at i oembodigents, h dead sectoher endivcatel adcteniswad & weisd the &ichdon éfvdgeefi |l e
corruption,is determned, the restoratjon utdlit) ramcan_report itself
Lo the conftreaiaEur=RE R mpeh Remiteel Puselpsrpe PaalarySnaarese

sof t Vg0 e | fegdentifyng ferlo@ton of the softeterastotationtimbhgd gan thusbe stored in a dead

sector or an unallocated portion of the hard disk drive. In addition, the location

information canbe coded or encrypted according to a prescribed encryption scheme such
that the location information is furthermore not readily recognizable by viruses or other
typical programs. The encrypted location information further adds to a level of security
25 or protection of the hidden software restoration image.
As mentioned, the factory downloaded software image on the HDD is prone to

corruption from a variety of sources. The present embodiments advantageously provide
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5 program nmay thereafter direct the conputer user to request a s¢flt VN 003
transport mechanism (STM CD ROMrestore service kit to be dispatched from
. the conmputer manufacturer. Wth respect to potential corruption of the

"~ software restoration image file by the actions that may have damaged the
original factory downl oaded software inmage) in accordance with the present
di scl osure, the software restoration image file is nmade unaccessi bl e

t hrough the standard conputer system operating system di sk operations. The
software restoration imge is therefore | ess susceptible to deviant program

| oper at | igewd t&rasedrt Bhistactofy ddWenleuded boftvadre ihhw: Wibh (healkSoftRE pt&dtePN | Mage
file is corrupted, ov,erwritten,Fgr d rrq?e i.n any way from any source, the
iy
Mo &t

net resul OTiere regtoragiopmage 5te B G Pive, wite PrefgetedisEvastmge.

Upon dama@stod@hdCin 428 storb®ort SHEtak & Risk 88ive IRty fHosemb 6kel R fhKMIgSt a CD
ROM restoration service kit to be shipped fromthe conputer ‘manufacturer,

whi ch is ERRBTES R atheaseflivarenimageadaiiasied wotimomardstids deivendyringedur e.
W t h g7 espgaghufaOut-d'6r 168 @Sﬁb{di'te% gy”st;eﬂshs?@%w@s sfxﬁsﬁhg ki éo%a&-érpegfbrgﬂi&? coul d

be 20 transferred or poste L bulletin Board, or Internet, for use on
ot her sysimags pretigeteg can ixpluderakinethe restarplion inags deeply hildencplasivadhe whi ch
i ncl udes el f i ' I3 3. SEMVi nunber
of -t he. oSt LR, FaBfl LB SnbaTkREh O oA et B S b 3 T ey
of the paresiocaticy intagepn b perthicied areaMith sen-siapdarizgcoiindiers. iedenyptdd) es t he

particul a u S ' ' har,dwar e and..25 saffware as
Cust om or Sar P SR A RN R AR A AR RA R Kl RIS R R iRl e e
al saibe i oot bitelt recortd thapindipatwaivhérechorgg adovnlthaded &g dxes end hegehe - r s 1

0 JUN 2003 . Wth res t o whet her .or, not .the hard disk drive factory
domnl 0adoRPLEST e BoT e TS SR e et e Riato 615 EER miberast gt

s%/st ﬁm s lﬁihﬂ&)f@hfnmlt;ﬁéqlﬁ@veinsp&ﬁﬁbmm ewiijtlhttfh@ }ﬁ‘@é‘eb\i\/@ﬁ@o?iﬁzf‘e}n% @bh@wﬂmeuﬂ le
of t e pre ent enpod nents, | accessli € .as, per the follown t eps pon
an acti va‘qudﬁﬁaﬁf “P‘?fgt%‘é‘glca?eat?‘fibﬁ BERIPRE Y HOR BARLRP n@a’é}\"toérnog's?andoard

verifi cat pafitioRakhérfRf t5lchleroframnes trehalin Ot BB @eulllinoe khéw RALt o@oWwipH ed, a

quick format of the hard disk drive is performed. Such a quick format
i ncl ftles TEPERi SRR ek ronspndast PEESBdur es” to restore the hard di sk

drive boot sewdpr$ingdod thPIGS. 2 shiLddemwarirbaeraioh 88 L@ AchRhciudegre f i | €
pointer information and address into the file allocation tahles of the boot

record. THBERLRRIFOLSIRHEEI oF BRHLEPLRTRBRORHEES PPTLONG(34 SPREMResemRlte ssed

and a de- RPIresadtOtBR ifnaEdErbricRaBRl SES GhRe A WNEY &riflRl @hatdlade 4 MRYE
file's contents to the hard disk drive. The restoration utility program

t hen doessiagleppetiipnyFinghedid 32 filetype| brarch e inskasice, thesqfevasp grsterpEOR of t war e
restgyati gﬁ‘aaéerﬁgﬁn b |a%on1§$ﬂzuts %55\‘?@&@2{0@?%&&'3&%9&@{&[ eekerdHenseal
portion o conputer usef initral install process. In short, as |ong as
t he sof t wa? is adden drthe tamofithehardidiskediivegaemoryathepyifenarsa 43 heing sebject to
use by certain programs for temporary storage (e.g., a disk defragmentation program).
For the FAT 32 file type, 4.2 GBytes can be accessed per partition. For the FAT 16 file
type, only 2.1 Gbytes per partition are allowed.
25 For a similar 4.3 Gbyte hard disk drive 44 of FIG. 3 using a FAT 186 file type,
however, the hard disk drive will contain multiple partitions (e.g. C: drive, D: drive and

E:drive). The C: drive partition may include a 2.1 Gbyte partition, the D: drive partition
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~5 or corrupted, the restoration utility programon the diagnostics JUN 2003
di skette can be used to create an environnment suitable for the facta @

downl oaded software inmage's appropriate restoration with the use of the

hi dden software restoration image. The restoration utility program my al so
be executed fromthe HDD, as discussed further herein. Addressing the
concern that a custoner mght accidentally activate restoration 20 and
destroy the data/files on the hard disk drive, the present factory

downl oaded software inmage restoratjon enbodi nents are activated only by

del i ber at e st Ghvteipgrtitiom and the Eydrivernastitiorma PMByte partition: dp ﬁ@mmcebe
del i ber at el yir gt MBHAEhwinl BRiel 85 KLl ikaBe B inclutd)és W(PMB%@% CRdh RRvHE Rt to

the conputer user vi‘a the conputer system di agnostic diskette and/ or aced
on the hard Q}fﬁskardmoaéoasdmﬂmewhqnar@weéefkseftyvammﬂowmdrr@m Bha?® insademge.

The rest or atjQn.dit V\)ﬁgbﬁé’(}?ﬁ’{} AT rﬁbﬁ%4'8?tﬂ% I%%&e@@oﬁ@ﬁe?@ fu%ﬁtuﬁxg em

hard di sk drive. n 1nc the cornputer system di agnos
di skett®, a mmleq:edusethec}?ardrmelgar‘ahoegsdtahemaasng)pazttloan&nladedtly the égr am

via the diagn i ] f he stora
program ut i Ig%??}&\}\éﬁ Flge @o&n ?Rm& lo‘ée %%‘ef P%'it&?nlu}g %n'r},{eoq;rfpgmgqu gea{”iotg?ftt?cgbl e
of ]E he Bf)st sn@ummde eestmexrogtmage sixys?bm pddtiens asd ﬁasaibileg Préfeylyain pdrtibhg yf al so
preferably I QVl notJl fi.cation to the conput user o

ipend ng’  SFGHHARS PRGTER F Ry TAPEC D Sacapl e ing SAaTPLo DA Fptem use

af firmation By @@uitdmet,00P ekahplds@iriRehanet fhify Wegeof Mgial BigedisgidBy tiddD

software restoration inmage is created at the manufacturer or conputer
factor The®" St far e restoration inmage is not witten to the file

al | ocatl on tabl exs(HARtNthd Mﬁec@e@é&ﬁw@ﬁ@Eesﬂfraﬁ@ﬁﬁﬂié%’beﬁ%ﬂfee}ﬂy'Hlddt%Vﬁt’
"see" it. As nentioned herein, the custoner, and sone

[ans,
overwrite thOTMRAUNIGNERERT eHssmenllsaipimareapd morepf tbﬁg em%d% up

the HDD spacgdithro Eﬁéﬁr?ﬁbésdt%%tpﬁ'@(')éctreb%o&%ﬁieq‘éﬁbk&[bnqﬁialré Bé/coﬁhféé?ﬁfo%ﬂxﬁelﬁm lity
to restore the system wherein a STM CD ROM woul d then be required fo

restoratj on RFoveReritigp dSebatn qgpyyencephillingiup g entire begsidigk Biyeiviggao m@m
preferagyy aéﬁ?a Jlé%Q'ﬂ‘?es xQEhﬁ’lSﬁ)r\ékirﬁpl%l dn h%l%@\ﬁa%%no@&nyﬁbhor@%ﬂ O?Uﬁsttéﬂlale for

SCSI deVvi ces. preferred enmbod i ment, prior to shiprient, sof tware
restoration umg éthesnlémbsatstmermseg@ periqdisheliayed to npt:br-' atquqbommmcmﬁ er

for making mﬂggiq. py
as a hi ddena?h%%g%e%%e%ﬁg r{_t@%?%t%crt e~canp g%ga%ﬂﬁfaﬁ ‘ﬁ{agghgg%tggg%%gmgpt he
HDD. Wt h onessgepedpdrbeing ofaintainedriebighly lchomﬂl@smheproaecggdamwtaamnbstosa%¢r9at ed

at the upperp n%elﬂl@@&rv? Bg&kﬂhx?sg%%b éc'@‘%ot@l? ?\YX‘P%H? E%b??egéﬂl?ﬁﬁe guao?gﬂetz""are

restoration I u per tlon
band. BEXcept cdmnedﬁeusmgddéthemmpmresysmgt aI | ation image, certain other'

pi eces of 1 N or MY dPlvi w6k Bt aldi iV Hhetey MORhIdaBE LI AR B florddll BHS

necessary to FEStOP
main components. The first component includes taking a “picture image” of a

customer’s unique computer system hard disk drive software image, compressing the
image, and placing the compressed image on a furthest available partition (e.g., the
25 “TOP” of the hard disk drive) or otherwise protecting the image as further discussed
herein (FIG. 4). The creation of the “picture image” is performed at the factory or

computer manufacturer prior to shipment of the particular computer system to the
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factory downl oad are otherw se not required to be hidden. The essehg Ud"f 2003
the enbodinent is that the restoration software image copy is stored as a
hi dden ‘i mage. As a hidden inmage, the software restoration inage is
protected) that is, not seen by the 25 operating system not in a FAT
table) and not in a file directory. The hidden i mage thus includes a set of
bits that otherwi se do not exXist, and therefore viruses or other rogue - 20
1 0 JUN 2003 progranms are not able to find the hidden i nmage. In other

words, the hiitfled MR §268d REInpEXeIRt of MHNhAKRIS BRE! driiee FasPdrefbn RAQGIRNS -
Further accordi ng to the present disclosure) a batch file) hereinafter

referred to @stomer/tpehnica! suppoztinterfice and %C‘é@ﬁﬂfﬁ E9starpiderphilityprogram tH1E-
di agnosti cs gy siRttietombe cém%éte@%}_stﬁinl1§p1%@&%1§%h$5e@%ﬁl‘va cix@b%&,er angnsRip! ete

way to restore a custom conputer System (i D t ke new factory
downl oaded s@Fkeits: eAﬂméélgct@nQ}let ¢tobodimept, @nbudﬁ@m/sxsbpnefﬁle n@lezzzwmmgh am
for restorin i.ppi ng
a new ha5(r) d d?lsc{lﬂgrl vegsv%ng %%6{1 E&I}agﬁa]nngf @&é%{qeﬁg F%gcts%l%lﬁétle%%fb %}P?gr;bsgnow
to FIG 5, omfetherxbsstdra’mmutsny@togrm ls@@Vm&tth@mtpgmes"zthsmv#aramvtdmtmn
briefly disc kSt 2 h ratlon utd it
programis I%%&g&hairﬂ’agcfﬁgezd res%g?gtt .}Yof?ng%g?‘%ﬁq"Pg‘ Y PR aqd fo Lf%ﬁh§4

t he header fsdfavarsrésbmtxedlmagettberdalm “llk@mWéﬁamydamloaﬂagfoftmhyexnhgeknl S
perfornmed on,t he f [e storati.on i e to det rity of
the restor at IS aifﬁr@{fi‘ Y- ﬁ’ﬁﬁe%ratﬁ)ﬁ‘ ‘ftﬂggnpmﬂr?? ‘H@B@S&ES%& chrgrauﬂ\ﬁgnot

the resHpr at it lemBgeheasseshrith exdcateade résyoraties &E the boftwidre ﬁxﬁ@ebnftm atdehst he

integrity chec t.he he restoratipon cess i s no able to ted
and the. br ocasatam ik, THeuas St mBn Fagrd oot heBroeranRetyich FeRatth
step 92, thepfRsiBninoedde’ B¢ PedfolBirdV HeWdrious FundtbnSt i hssed! Herélal asiag t he
corrpressed software restoration inage i s deconpressed and witten to the

HDD. |n stepPgrampping teehnidyes H%?‘?”&é’% &be 25 IB-aseRydangsevitl Shaprbslimentsnges

to take eff es&ftwila%ra&sgmsx&chmgmmdﬁw%e Bds@Rafibn pM@fd@Hisﬁ&%d tierédifs 4o
restoration process can be i Ierrente as may be reg]tkj’lre for a Eartlcul ar

rest or akd on. PvidedeThe saftvare tﬁﬁsppttynvha@ns@rﬁapgl arene of heihyefthehard onal

with all opeaﬁkldme%Mé&ﬁaﬁo@mematghoéaclsam&w@s FAT 16, FAT32, NT, and NTFS.
|f the hard disk drive of %éven conputer systemis functlonal then so is

the restoration pFogizgnew te Gpﬁeg@mﬁmap@me%éﬂéor theecrpatianonle protatted i t v
program enachﬁﬁvér?%&é%ﬁttfoﬁ%%A@tﬂéJﬁE ?&o&nl&éﬁéﬁ%i%&m%ﬁmﬁgébﬁfﬂo%%fb?{eﬁp| y

wi t hout the need ware restoration dispatches fromthe
conput er mandisaessed.ekn 2 firstsbepefd, prascribedstuppons fesrare pepiedbtnt the ) as may band
cust oneg, sat & ke BRI L1403
havi ng - 8 21 }éd(u%gd O’?ﬁ: ga(ﬁfgg ?ﬁgfoﬁg?%grfg‘ﬁrgﬁﬁg%&ﬁ %gnlﬁ}?%gr am%%%?%%% . If a
def ective dr dvterlameapesnageéldeatfttm factariidnwnlsiadedimage iBARPd. Rov
restoration dj r y
t he shi pnent gég}‘mg; ?\SEC\IN HL‘FQCE %é % Iaigazﬁ%éfﬁ? 8 %%ﬁl%#a 1 ﬁvgg%&?o ‘iﬁd}ﬁq\%
wi |l work i nnstidleimngd wﬂ]tﬁatméhe wnm Xf bee nasmratfonzmaymll ndidit ogﬁte&BADlthnIIS
nggg?{n ]E) (r);)v lﬂeerses orerxt?or}leivr\r?a%e ];J%cless’]c t%zgrtﬁx%ra)[esdo?\/\ﬁks é”ﬂ.té’\ﬂ éOh C? cl.n t%réf: é‘ﬁ%ﬁ-@st%@ion

25 image will fit onto the HDD, then in step 62, an inquiry is made as to what is the file

system type. If the file system type is FAT32, then the process proceeds with step 64.
If the file system type is NTFS, then the process proceeds with step 66. If the file system
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particul ar custom conputer system configuration. Upon execution of {igeJuN 2003
restoration programutility, a custoner can have his or her conputer system
.up and running) on average, in about 10 minutes or |ess. ZZ BAT has

nuner ous benefits and advantages. For one) the software restoration ~9
utility programis easy to run. ZZ.BAT is preferably designed in a nmanner
to wal k a custoner through the entire restoration process from essenti al
backups to systemrestore. The restoration of the hard disk drive is
relatively fast. That is, a full systemrestore with operating system
drivers an ! f c&%g)e t i

acconpl i shgsaje;{%bé?p%%%hgﬁ)ﬁ%égg%%%ﬁ %eﬁgé'e?f) ?[l}%ehgggg g(rf art g'ﬁt hES
utility progcass irslidesrapdateimination obbbw thhdIDBrisfpaditioned iarmstept Tk Elpshoner .
Use of the orati uti |ty .pregr nd..prot ect ed f e restoration
Tmage. requlrereitstiondlrtper st AL SORR A SRR R G RO S R R
conput er nmpartithot sizerandusttorationsierage cize, tha@stablihed/spld dtidng dorhge dueipgr ed
and maLl ed fromthe conputer nuf.acturer.. Use of the re restoration
Mmge fina. FURPReRY SASTE 1 Flep T BgRaRPLiEde G of he TP e dehter e

enbodi ment gontathii®9maps Shivheation @Nbcitial. 11a aedliTsi eRalfildsast ey rabeyw! oaded
software resto aé%f,n image i s needed to be created. A service call_to the
comput er n&ﬁw%é Tnaggprafopied B AOPRrTRAIL Rty themetpiptinn igagann the S ver
needs for lsbdt6r BYRMWCIRCUREY a BANAIEGEEORBE Wb Eall ATBRe §RRFLE AlstR o RndBRL t er
how catastrophic the failure (‘except in such instances as the protected

sof t war e r 65326PRPreNgsy teagnakrsds iyt BN es: Mapietens tothe image creetion Bisicesson t he
hard dhsk deh¥giRblehdfd0aPHLEbe S¥RERM B EpdRRu A} BB Skette which is
sent with each (lzuéteo_m buf | t-tg-(e)r der corrpu?er gystegrfh:é _332210 "1 fl JUN 2D03
The protected sbtwuding tp exroblreat droppdinvente aasrannressedr ritdoy rpratectedt sofpwangr am
(ZZ. BAT) t Iy i £ i8 Ll 1 NE
br of ot e 2o s e o B B N e B el

provi de t héiddesi’ ssth thetifesofiwanedesioradion fitadogs notappeay imfhercewputer sgstemsust om

conputer s et . [Vi |l _B.is rel t o406 ' »
drivers orﬁ%&?}% 'ellggﬁl(faehngnc;%kdédr“jgnett E%Lﬁ?agfoél rgcgfsgésfeptq \l;\sa&éh?eg@(%?%gte?én% i mge
and r &bt or abbnebeforeithe ¢ustquerd'bagakes-dine-beal Uisibldrdspect taesitinitiahig stalletisnirbowms.e
i mage of t uter stemto |ike new factory dowiloaded condition.
ni ke sendiqETEPderadat FBise bt PRl i e M PAR RonRBRL b 0
sof t war e r estieatioini oft theragsetosatibnr esitigr tdgpamy tfittthéry ap rdignssed diidreins  tThe

benefits of_ getting. . the conputer m up and ~. f1 running,.quickl v, For
e: canpl e, \ﬁe?qﬁra%’ﬁ’é‘ PE Bﬁcfgrn%@tl%%%ﬁéﬁé Yol g‘rpa tegrss?rs%mno?%?t“g‘gglf%feem@og m a
ref or mat t edo bl ebnopitkr sistene hamindilleddeegintht tisded compiep sgsaéh ynanuteturk0
n‘inut&g. Wth tPf use of the protected software res;or%{% n, i e gn t he
rest of8ti on utitEPEH SYPRRTTSSE EERYO AP CURRUFE &S RA™ g“f‘tﬁt BPotight
thei r conpubfivaldiRgh bfitotthecdmpibr dyistien hall @isk@mpitedlf By Sde@itHeasstbidtione t o

no down tine, no parts to be ordered, no ~p required 3-5 day wait, and
furt her mor &f Hpfagigey Swemlad ?@V’éﬁrei%ﬁv’@ﬁhérfg&a tg‘ﬁ foHevingi PBcETRyi

call's. ACC%&FP&@&%&@%&&&@M%g@%hm%aéu@@&tﬁémhndb@@hewyees a
custoner sinply puts the diagnostics diskette into the djskette_drive and

reboots t hefenpna theyrementerined diskdiver Thespitran reserrtionimpss fiig could
restomgt Orhl%rb‘é&frﬁéﬁdcri-dﬁed@j;]@)g s¥HEERIRR thak AEMA AL iU fRERF 8SHnlbRIHANS . 20

The present restoration nethod is operational even when there is no
di agnost i ¢ software image on the hard disk drive. The software restoration image file could be

transferred to another system, or posted to a bulletin board service or the Internet for
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di skette. For instance, if a custoner has |ost the diagnostics diskgtjun 2003
their particular conputer system then any bootable disk may be used to
start up the conputer system for gaining access to the hard disk drive. If
the customer is able to access the hard disk drive, then the custoner can
access the copy of the restoration utility programstored as 25 part of the
original factory downl oaded software imge. As discussed herein, the
restoration utility programcan be stored on the diagnostics diskette
and~or the i ' .= = . Wth
the factor yﬁgé%%ggse}gwsﬁftlﬁf tgﬂf%e ? é%%ogg%ds%é?rta%ggé %%g? fe%‘te 8‘?%{ ?%%%Peﬁ?’i ty
program ther psbilratiirtdtuse, becameskerruptegyithen thesnifvect vestorativd imagetfilamigigeat
service cal ki ' ANt est i of the.c ut er. system hard

i sk drive g PeueRaSbaRille MUSRCLBH00al: W RERY iR, by
st ep i nstr uehddastréeyodatetilesonaihe duasd diskl dfive.eFThé piesantdelbayiinenbnsre dxainérgpdi t y
and nungroug rrl?gfl checks enstlgjr.e t zg.t tst?gw%orrguter systemw || work |ike
factory®new " BVenl | BHETR&FBRYS Gredt e FCUBPFpti ng the respective
co_rrlpyt er system meetspaag t@lﬂm_?usat(gbfbf:bbﬂs\tdéfmloo(ﬁaﬂ 21019 indgabytee6f tHeabiPiter
utility program agai,n,; agail S ong as the software restorati on i nmage
r emai ns uncg?’s%ﬁrﬁtaﬂ%rdo?hggo?a etgﬁ/rsiogttwé‘ﬁﬁ %?S(S?raguégtlﬁ}agﬁé’ ttﬁ% PReSeRt drssleswe ve
factory dowgbpagesd abpr&Ginhéy n tiPERet 6F 00kBedaByteS BMRAHI ANk spd i pFedsraBlyat | On

utility programprovides three si}ﬁl e steps to a fast rgcoy,er%/. In_a first
step, the zZegitRenRhysicgluicads of the FER Jhisyspers dthnphyical &t BPBswillone

step atiga tinge-hohRved BE taméb A s I ®imputerdisers t 8AilhBle 981k Ehce bREARs PR
for example, on the & drive or D drive. The diagnostic di skette may al so

be used if tA&wArTgsigration imagnbie is Botadaced i the eompytenwysteanpBigidinepiory.t
restoration HAEQQIRA T i0haReRise mmahsg}g t@tl?el%ogfgh\’cﬁ’usbﬂ RG] fdviet Sndthe
S At the DOS pronpt) t

hi dden software restoration I nage. ] e conputer "user
enters the rtbesdbeareaestorationtiypage Higrenhypichlelargmenbmdanstbatide caBNTERusErThe

L orat! on RAREEAT R to b Bl RGRE REdBLL ol ol e ledt REn BTGNS ©

restoration | nage verifies the restoration 1nmage ntegr
second I8t ep alltdighe precedive hord ABkepagaut Withiskase icemputemsystemtconhauoktipn &y

files that J I iRt al C e
Fout i nel'y r aroR SR GebEGnes Bha Mt Mlih ins PR ERES B AL LN SRNRRL BT
process contwillbeseadeonbly safepircd|ths 0Gstmpgabys BlladltND haxtibdiok drive sfoeagatspag
system whi ch, nor I akes, up_ to,an hour wth substantial,.o t i_nput
2nd support PpPHRRrTRLy Vel iH R bl AL Bes HEHR HERLAGe iR IR sy
accor dance wetibd bheyspsre speriatidh. enbodi nents. An overvi ew of anot her

enbodi gent of th estorati pn process ordi to.,t rresent discl gsure
"o 0 B ove. | viteheSstrR s Bistt B Rp AR DA fos Pk Bt B SRE hech, PR R
1 0 J U N 2Gofwary mstoratidn Bhdgelfdd cquldhikedpbe b weitizh®ythe eyorialy apetatinge

t ' d t gf th f act f i st b
s OTet ST SRR .5 05 COTRUL . TR L L iR

has ori gi natfzel Ifrthis wexettoaiceur; chidnugtt thahipsiatl the kofbwdrarderdiopimaleand thee
| atter requiring a nore in-depth service call. O’ICﬁ s&&%wariﬁ 5 corryption
ey rinet it

has been estCABIEFRAREIE tepi@ratiqihiiility Prosram ReGepp BRUSY thexgsto how

25 utility program is run after software restoration image file corruption, the restoration
utility program will determine that the software restoration image file is corrupted. The

restoration utility program can use any suitable routine, for example, a file integrity
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to eeecute subsequent steps for restoring the custoner's systemw BiJuy 2003
mairntai ning hard drive data integrity. The next step includes the use of a
boot abl e di agnostics di skette. The custoner inserts the diagnostics
"diskette into the diskette drive and reboots the conputer systemto the A
drive using the diagnostics disk. Upon entering a given i~3 command, for
exanpl e) typing "ZZ <ENTER> ) access can be obtained to a hidden file A ~ZZ
file. If the customer has m splaced the diagnostics disk or otherw se does
not have the diskette, then a hidden file may al so be |ocated (if

avai | abl e) ashekl@ZfilerchecksZi rdutine foechmgkingdde dntrgrtyodf theeofvaiamstbrdtimn a

custoner may .Qr ihe. . f I e fhoma serv .

Cochni ol an. iBsgpbte AFunk B ot MR v BRRh b EBE G (SRR RN ffrpines,
progran) a sithpkesteraéionutiligyr fragmnagpeapert ikself tvethe oompititer used ns being amable to

di splay. The user i.nterface presents the.user wth severgl options, f.or
exanpl &) whi RO U B SRR ol aee. o Lhtatiere Pireator iy
chfeck; 2B re;;_tregzens_ nﬁdyemeaéﬁtd?afifb;gitﬁé( cdhbxyt{érttﬁ_eﬂ t&eehqm@w i_asﬂt@%é gandpbaaded
software condition, a X on sel ecting the option , a

sof tware restBFYEPER mcﬁni{%@ F?V’@ﬁé’é‘ﬂcq Eltﬁ%rbgéiﬂst?étﬁ eqiHOfh the 308 usst t he
order of appraxiuraétaksr three (3) mnutes to run. During the integrity
check, the restoration utility praogram | ocates the section of the hard disk

drive that hol ds W%F%a%qtaﬁp%gﬁ%l corraplige ok the solivaregpsterasion imagefileg B the

sof tware restQEghd Ohat MBI Bavel BEmAR Berl gl Yhdthiy JovRAl105HA Tofthart SR8, 0
the identified section 25 of the hard disk drive and eval uates the
integriti of acAwdppegywithche oregeat disslpsunn Hissseftvare resterhtiondmage dily isageds s
good and t hat '-mr&% e i .

i ndi cation tou%aﬁgesélorrput er t}lggrs'{a? ﬁ%ﬁi‘%ﬂg “r"%}ﬁsﬁg%&% té‘%ﬁéfg&gﬁe@%%ﬁtggsl 25
1 0 J U N 200Bhes seftwsrsf xastoration imegeyis therefbesclespausreptible |tn detiant peggramhit

t he i mage has i r [ar.,ot i r , r. .
provi de-an apir A PAHEEALE! (8 ol ARENER B IRIEE i Renf BE: M1
check fai | ed)cocompted; overniiide or damagalinusmg way fsim aey saare; itbendtaehnt wilkhe' .

If the iptegrjty,.check failed) then STM Lenmalns, a,.vi e

Fest or atton oL B ersrRhai ke o @t aE, DR ASTRR G 3 e
been cor r upt ewkeawduhl readiteateglt iooequeet @ GBS DMaesteaation setrdee kihtoPENhitipsd &ooh
repair CDis gppropriate if.the custqnmer_ has_a ROM driyve on.thehr
GyStem Tt ¢ HECCERR SRt REe SRR o A5 S v Bl R B
cust omer systestohatsomnprocdduneM drive, then in the event of a restoration
becom ng ‘'necessary,..a HDD w th factory,downl oaded software.wi || .need ~ to
e di spat ched. - nostitRirppesiothe BRemayRr s e RS sl r SR GPHIS b,
i mage' s dont egtrhfigferdiad ob posted @b iadnilletin Hohei, pr AR S Bety fut 13k @RetHeMbyistems, the
restoration of the like, new factory downl oaded i .. Prior to t.he.agctual
restoration, P §Eh9 PEREE UETE éﬂmtpbra%ﬁ‘%iﬁ‘ef%g}éwg{ sf}ﬂ%qh%?rsf—?&%‘f?
factory inst ajdsReatisidinvde il toakeRde taE nQinBEY ¥itBE ho R ROASEIr Sy3tdrheTadetvic SK
drive. For instance, |5 this can be easily acconplished bx sel ecting the

third option B&aunRes ibpuniye ifepilfiesof {ha rrtiedlen FENPMEH RSN Bp LR AXVIDHE can
then be used fohhdliQdhGhGhP pakiiLRnmtdfsyblaeh dd hRdd Hpdrdiciar BArdWRFEamD!

factory installed. The restoratijion process Is further 1 nplenented by

sel ecti P t hescfetasp as estem Ardesed snsdsnarwasineeds fartpan wherein khe ervdeekag nhmier
condi tion". Upanseh&inkiuaBd 8 tHeNRigid 1840415 dodA12REd Mawﬁg%ég%é i screen can

be displayed, indicating a warning that all data on the har sk will be
erased. If not yet perforned and the customer w shes to nake backup of
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data files and non-factory installed prograns at that tine, then 1 He Juk 2B03
can exit this screen fox perform ng any needed backup. Additional secondary
options can be presented which m ght include: 1) proceed with software
‘image restore, and 2) exit to 25 DOS, wherein the user can choose either
secondary option 1 or secondary option 2. Wen the custoner activates the
"software restore" option, the restoration utility programw || once again
verify the integrity of the software restoration inage. If the -26 10
JUN 2003 software restoration imge is considered to be "good", then the

program wi | | pr ovieeebspbdt o WhetHeabf b the Beid @kk BFGe fR&P HEWRIL ARSI ftwhhe
conput er display, screen can be used to display information about the

oper ati ng s{RaBeR) tEAPYRLINGFYSTHR (T TRE PRAFAC BT Stern ¢ RlestrurtuzeXis sarepied dhrye for
showi ng t hegoBwyd 38Ht6ratibangRge Bk b ehdBeterfll dr¥odBtertts RS LERARIGs Por kRS O €
on one portion of the display screen, while identi fg{l'ng exactly what files
are bei ng rleBewingFtens. aHpehen astivetiamolothet restoseticnentilitphprogessm, canalt 4ftar a
utility pr : Jye ks 1 AVAeY / i. nelows
05 spst enf e GEHRETS MRk ek B tbts Mo LRI A B E AR it BEDIY
(5) mi nut estheviiar digk dpes &t parformedt Sucher goick frmmiridkldes cirtaimpeesoebedige ~d
whi ch may h : j W I ‘ . I : red)
whi 16 ref or mpre Ecendfed 96 Ceqttel BEnLAHE X FRURY B0 BB 15Re W ABRRET R
t he order odofttweame fdsPirativmirhage filApbimterdofrpinationandiddrbss ingsthefide alidestion

previ ous screen w.ll ,vani sh angd. a sage, such as "Pl ease renove the

di agnosti c t&ﬁ@ﬁ Oinrjfhe |b83}b568?rc€h§h85ﬁ§‘?ﬁne%?“¥ﬁ§ r %f.’)r N 1page {‘E EePs | now

hﬁve aa'li k@cmﬁi aﬂ?@d@cﬁﬁﬁ@ﬂdrﬂﬁd&dﬁh@%ﬁeﬁﬁoﬁﬁ@hdEc:\imftﬁﬁar%@éétmtiﬁniri@ﬁle’é E5

The customer wi t hen e to "break-the-seal’ er eypon t he conputer

Shout o ot cRLSS AT e Ser Bis TAArat ol (T PR BRI LRG 468 SrEG B ok

i“[mge, the ¢rahe mwloemf .l@.bte(lpl’r@jhﬂibttabboﬁﬁ&e'&b%@&%nufﬁfég@mbw&f K fdaftet | es.
a conputer systemfagjlure.is determ ned to be a software failure, a

cust omer ca‘f?nﬂnilgi taer?ﬁ?akt'g’efség]i ROTn °ftar1“é’%?ré’tsieﬁlj“\é§§f1% WERSuse of a

generic operati g s5ys$, a8 MBngQs Bt fiwardfesidtdion iR SRR RbIF Nk Y BéNagRBed | C

restore CD ROM can be placed . intg the CD ROM. drive and the custoner can

at t enpt® t o PRrorRpted. the yestospiiemmttilify negerenAn thediagnpsticg diskettmeardhrsisat thg

system by the,eUaARsnHORSutMle Rirt RS acloRPdRHAbARE SShe Al i MBELs ARSI IR | ON

image at all. However, in the event that catastrophic software failure has

occurred antfstaretiore witdsthgl ysgtaf dhe diddensofperarastgatiyn inpge sThptestaraensf ul |

t hen the 25, ¢ ' hrdewnl oaded
Iiing J}S%?%quﬁ\t By X6 B ELechBf ifr@rﬁtﬁf‘?% ?%Ufﬁ),{;lrs] QischdiBa Rt hérdie

sof tware inmage the restoration nmethod o e present disclosure. -27
1 0 J UN 2003 Hsiressingdharomnsrpthedgaansiorey mhglt sceidenially actitpse MpBIrader on a

. dia sti '%{sﬁt - X AEA : : | X e
rest o?'{aq)i on&l?)df ﬁ% el Pﬁeednew aac):It?glrlgfhg%)%m Sg:ﬁ%(r’)? %%Ng?eesgflﬁge{gcgd%ﬁﬁﬁgéﬁ%% The
prot ect ed refevaraiinege wsforaidereeinbedjments are pridirted omy by sleliberate usar attiothe HDD
to the | owe . .. r . i t

mage to | batmf AR Shal prkiioh BUSENLBL LY QitRd, T RRINALE

downl oaded uohigiprogramehnbhpretdedtatte comptteruagriviathe tipoputexsten diagnoktic he

restoration,p ram, the pr c8si Qrat.| f i j ed to
ensure its filﬁ%%g?ﬁr%?rqq?ceﬁ ﬁ%%%%ggg%éﬁ 18'8%% g%gto ?@ﬁ%@é&v@%@g ?%!écgsé’g a%(I S
t he i n2&gri iyageh@bk résheation diilligyqirogreni eniatwbedidden oo hihemimpuhe: systapuiazd

gg? ,tj &g? te uir ﬁg‘é% _8ri]|:r?(?i r\XE%rhn{jrlghxr&%d 8I11ytorr{%here ce‘."osntxpourt5:3.‘1t siyg&mo iaé’rboeé\ti]; %ﬁ.&wf aggr\rll\ﬁltggd ed

user can only access the restoration utility program via the diagnostics diskette, since
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i nstance, the conputer manufacturer can produce a software transpot® JuN 2008
mechani sm (STM whi ch includes a unique CD having a copy of the factory
-downl oaded software inage thereon. The need for providing STMrestoration
CDS is believed greatly reduced in view of the enbodi nents of the present

di scl osure. ~5 Upon a successful integrity check, the protected software
image is then restored. During restoration) the master boot record is
overwitten. The customer is given an option to back-up any data or program
files prior to overwiting the I-iDD with the restoration software image

Du t t ;

the | ower  pe tpieatbtich Hpftafl ARyl AR AR Mt IR BR RS, °

r est or at i onof$bé hostcempuiegeperatiag syussémnﬁ‘he restdration popedn ttilityeliagirefebebly
comput er s.st for t he s to,take effect. on reboo t he ste
ChaPeor T war Bl Savidife FRRASRnSS piE Bl e ab R atRe e B e
condi tion, hdie ek akdet@dtd @ositive GiffaR@ias fiol tlle WBhEuteRdREH Befile 2

power - u for the first time by the conputer user subsequent to purchase of
t he cor‘?ﬁut ePr°§‘§F§f‘B?m 25 Assunptions of the present enbodinents are that,

wi th the high stqureaﬂ@ueamtsmﬁaretxeeoeatﬁfnaeegwmre&y&ametma&ﬁlfade@reh'oplden
i mage i s not Ilkelééto occur in the first thirty days of the con'E)uter

system | i f ecampuieihastoey: foageiltvaregestepationyisnge it notivrthen sqﬂlheﬁleel ocatigng J U

N 2003 redughiFWr) hn@Bsia Qﬂfdﬂ& &rfzemfphﬁe%tusépwﬁﬁye%ep*segpﬁr Al iRALer €
the custonmer wites data on the high (e.g., In second partition) of

the hard di Beedy thecustoraer, s pume ptqsgamhénayéwemtelthsbawd digk dnive sefiveare
restorgfionds Qﬁonﬁh% e Bl hh&agt#g)tﬁéﬁﬁD QBRI B X8 g&gs%g%éﬁgtop Ji%ﬁﬁftﬁxt%a“

accommpdat e t e rest on'l e crea I on proces i'scussed herel
Wi t hout adverogedny sabqhaxctq rnqorpertbd sucsttmonrvﬁdrewaS’I?M €A AN ovould then befequired

restorationgl.NRQE 15, &%RL a4 ﬂgﬁ'hrm P ded ﬂ?%? té_lragl \ﬂnglréjl[s prre%rﬁﬁ?t
viruses and Trogue program angers i s Uunt 'K i the*Soriig
restorati onavauﬂagke fw dlse vhehdbiDE@iperdesjaewtebaa,suuablerfmSGSirdmes ng the har d

di sk drive) as the restorat fmr?‘ e }/}nor# ina “lr;rlec%n tgg Ve tmh%eone
where the OS (opera |ng sys n'fl rogra ng are pl cary Pored:

The prBEsent créhidApragesth ¢FHE.i40 s ﬁnmwhammmfadmnfﬁgﬁﬂmg ¥ cqmymf |thkefaatory

t ect ed ft t t st f
Pha ot -ty pheaipys st ferne e B R ek i Mgk A HOD, S8 S on ' of
t he ori gi naht ﬂ‘hamﬁgifaddd@amhdadt}&dmmafvﬁth amganbocMneiﬂt dfike preesmisclosure, a

enmbodi nent s, corr ion of the f er ,can

advant ageou%‘l‘aﬁ Qbéé’golrsé’r?#gé Fg&%?‘?pm? 8&%% %n%&dg\ﬁaﬂb R AR 0ad
Ih magebc ondi pto@@tedlwwdlm& i;}b%tdi‘ﬁh&@lin@@ds @g@gﬁﬁwﬁp@& ]?Ezl‘tﬁmmﬂﬁﬁ Bélbv;dhé@iaﬁ)& ure
ave en partjcylarly.s cri be reference,to .the varius

enmbodi frent sgﬂfie ild‘Fep § forvﬁ%fal ‘g‘g A ‘F’%rteo‘(?ﬂt% iph jass Geredy other thigred ¥ ¢ hat

various chapg&sndtionf SidR ANchedisdéd bdbhYedded ARdletHeP iR habbdshHlth réeParthe ng

fromthe spirit and scope of the method and app tus, 20 as set f hin
the fol | ow F?gt%vaé%ﬂoadzgre othegwisgnpatorpguirgd éeA*Pw%JdﬁenA %Bﬁﬁaieefe é@éﬁﬂ

havi ng capa@mbbalmetx@fs theSthe kestbiafioR bofbwhialihag é‘d@r W dtn8d aS@hddeR PRIt As
system conpri si ng: at | east one processor; east one_hard disk drive;

a software PWI‘%@@F}‘GWO@W rpstqratian image ispreteeedithat isyBot a5 By dhewar e
i mage pMcl ughdigtiRy SRR M6t HONPAPRANE, dndRGeinh iR StoSH IR dded 16,954 tHRET ON;

and

includes a set of bits that otherwise do not exist, and therefore viruses or other rogue
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10 a protected software restoration i mage not prone to a typical 40 JUN 2003
corruption, the protected software restoration i mage being stored on said
.at least one hard disk drive and available for use by said at |east one
processor in executing the restoration of the software i mage on said at

| east one hard disk drive to a |ike new factory downl oaded i mage conditi on,
wherein the 15 protected software restoration inmage is stored on an
unpartitioned area of said at |east one hard disk drive. 2. A conputer
system having capability for restoration of a hard disk drive, said

conput er SyEbegrANTONP rnbsa't}:ngto find {heddddemrimape.ocvatEa@rwora§) thé hidéasimpadotar d

di sk drive; nd ed on said at |east one hard disk drive,

0
t he software |e§§é) feF%ea %’tygmf"{a%rf)g? Slownl oaded i mage which is subject to
corruption; andFurthet a&oﬂdxh!g b ﬁféq&’reéhht disploetnesd ‘Bﬁtcls tifel h@zreﬁlaﬂfés Fareabd o0

i mage not prQq a typical corruption, th ed soft, res oration
i mage bei ngass{%Zr%gr égecﬁorgf) &R P%?{é}’ﬁapﬁﬂgb @1% ’h@f«‘ for
use by ssai ZBBATGASEnHNES aﬁé&@zeﬁspandébnﬁar&ewaywremeemﬁﬁ arnhﬁﬂexosfysreﬁﬁ

sof tware |rrqage on said at least one hard 5 disk drive to a |ike new factory

downl oaded {-Raglhec B i #h, likeharesi fetty pi‘%’fie‘&dé@l siftwanar émeges tcgpaitioan
i mage is stﬁﬁﬁgm@ma@me%metzmg@ b Sty §éwhr?gtthbﬁaz%d199&nmr£a%e?}sadr' ve)

further wherein pointer information relating l'ocation of the protected
sof twar e reHmdantq hat Pﬁ”ﬁé’@@lﬁlgaﬂ‘ﬁr}lénﬁdlﬁkérlmmtbrthqm@tﬂm pdbrare insbalthtion. sai d

at |east one hargdedifl ndiicy 8108 d By Bé il 8? %9‘%}"@}61&%5& i rgce‘gﬁe prrg)?vect ed

codes. 3. The conputer system of

sof t waklle r elsg lrieflyl discuissedg dn adirsfesben §2, helthesgeanstaritivn atilitepoerams laded. di sk
drive. 4. T n i rein
the 5 pr ot it SoPRRAF bR bEGh i EMerOR, B ol RGN Al BLWRy B

i mage. 5. TH®L:dmmheress, sysmtegmtyfchadylscma‘ouheﬂmtm&ww @stovdtemdimage bre
protected s t .S store gnon: contr ge

6. The corrp(g%té%slgt gﬁ‘tg%rﬁ% o(t)@henl[eggo att“ﬁn R cg ?ﬁ cl TS qulr?’ug?jﬁggag%a
conpri si ng: wiéthar eofdtwae nestorraﬁwarpmagerpassladnh&mtdgam d@ch If ¢lsd inragt fadlad plteogr am

di spos t hereo res rat ramrn i nstructions for
oo nlf s foey chet GRE 6F SeibluM PRI AR bR LS LI A R e T
sof tware i nagh amstepaarodlmne ir&agﬁty@hecumebddmdn 1drstep®21theh1tustdrbl§et meewdfict ory
downl oaded irraecondtron t ecteds re restorati.on i nage.
257 e cOMRRHTEE eyl BEP i eil dalE o tBh EPtoBte st LSt Fnar o arahaer
mechani sm i ﬂ&bﬂiﬂ@é‘ssécamdi vaflttbewthe&m:eDham dteﬁi%kthdhbé&ﬁs irfstrtfad to yhisoogithe t he
restoration | s i de he fact oftwar ge.
155" SN 20095 &5t Chess At rett SRR OF e R n 165 Sbiar S Y CHEN Cre T o
]E rans pm{ t rrmttﬁcah&npzroaeds vakelse xﬁ};bmir&bﬁ eé dragr@raeeq\mea fotiagdgetidudar rBstodtivat hod )
or inplenentin restoratro of a har Nyt stem °the
met hod conpri si 2’31‘3 ISSIOF AT H&Yﬂ%r@’é‘slﬁ prfffeag tmqm*&l 5{0P9¥atmg
systems and w1th file types FAT 16, FAT32, NT, and NTFS. If the hard disk drive of a
given computer system is functional, then so is the restoration program of the present
disclosure. The restoration utility program enables restoration of acustomer’s computer
25 system preferably without the need for STM CD ROM or hardware restoration
dispatches from the computer manufacturer. In an effort to strive for the best in quality

and customer satisfaction, a computer manufacturer can ship computer systems having
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providing at |east one hard disk drive; storing a software image onqgaifh o3
| east one hard disk drive, the software image including a factory

-downl oaded i mage which is subject to corruption; and 10 storing a protected
software restoration i mage on the at |east one hard disk drive, the
protected software restoration i mage not prone to a typical corruption and
bei ng avail able for use by the at | east one processor in executing the
restoration of the software imge on the at | east one hard disk drive to a

| i ke new factory downl oaded i nage condition, wherein the protected 15

software regb Qésﬁéﬂaﬁﬂnhﬁﬁﬁﬁpﬂogra?ﬁ ozmmn m dumaaoé AdideiBehed (iRAa Qbry, BRerAt
| east one hard disk drive A net hod for inplenmenting restoration of a

hard di sk dither 24 BAT erpaSdM SR ROM r%sﬁtraﬁe@ ﬁi@@at@bnﬁm BPYige apriésipelony at
| east one PLAREHSChat, @%nw ewe A erftlor b SRM 20038y @@&xﬁoghealgoﬂ%yeqm g& frido a

software i mage on said | east” one hard di sk drive I mge
i ncl udi ng Aiskadrive wl&lmkoa(mdx PRHDHants chtihst}@utqeexftZZtM’Bmheupshomorand

10 Juy 20 f r don at
Feast one oS biYdid s RERASEh 8658 AL\ 8 ALY 80 eh BRIk O |
prone to a paypéwar CWmu:pm[poteramtems]onggia\aanhamlpenfe@ecumme obyhe testomttidreast
One D" 0CeS SRbelath EHAGHLINGNE L RLALALLPRLOL LIS SQILLE L HR02, 8D, Se 2

| east one rrve e Rew T

condi tion, wdamge;maﬂoetmnnmmtbedrbeétmare restoratl on image is stored on a
partitioned are di sk ive he .ret hod, furt her
conprising the g?%A’gﬁasnumerP%s‘, eﬁapﬁ&f‘ﬁ?‘g Hﬁeﬁ r?éf’fléc’yr‘iﬁ??lﬁé‘falr?‘lbes'focsatéon

| ocat idn ofutilitg mbgﬁa@tts@isﬁﬂd hwarﬂz B@ﬂ‘h@paéfbmbl}l dRgRed in @ nidmeLto Whikck boot
record of the at st 0 sk drive th the e of non-standard
encodi ng coyste mefl ﬂﬁ ﬁ%tﬂreo’fesiﬂré(i‘?ﬂ Er%:FSSCiN a?ln‘isi@‘mm’é?l@’rﬂi torfystem

protected s@kfovarThé ee%t&aabm ONthie MAGE disk dﬁ'ﬂ/@lﬁéla@-ﬁel? f@lﬁemhxt 3] zdﬂﬁﬂsylsmge on
the at | east one hard disk drive.. 12. The met hod of Clainms 9 to

11, wher ei rfegiqge Hﬂ@t%faé&lgl%’s?& ORivees ndsfullylie new faﬁ‘&@éd?"énlgf—%déﬁ yare

cont i guous 338 @an b3 acddiSp RN ¢ aPhrodiiyatOEe&f theh 30 MinditdsO HHe redhtRst@dd t he
protected software restoration I mage | S stored as a non- contlguous |rra e.

14. ThE® met Wiy Brosap léﬁ@xmnsaeafpmotb themagufachirenand the gpstpaen Usend té% ep

of : 20 providichgich Rt PRdRahhal PRAEL . IRERARE RN ichBe FRDRE RS dePlAce
program di sposed thereon, the restoration programincluding instructions

for causi ngPapeevark, Inochaird girk dsivede S5 Viak bt mappaciusen Eepmes Ferics; he
sof twar e i npOE, Arite) ROM &3 r&REe A L ersih %N@coh%u%éd&f@ct&%w fragtory

downl oaded i mage condition w th the protected software restoration inage.
of the software restoration image and restoration utility program according to the

20 present embodiments, in most instances, means that no additional factory downloaded
software restoration image is needed to be created. A service call to the computer
manufacture may not even be necessary. Everything the customer needs for like new
factory download software image restoration, no matter how catastrophic the failure
(except in such instances as the protected software restoration image becoming

25 corrupted), is made available on the hard disk drive of the computer system and the

diagnostic diskette which is sent with each custom built-to-order computer system.
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drive, then the customer can access the copy of the resboratlon utility program stored as

25 part of the original factory downloaded software image. As discussed herein, the
restoration utility program can be stored on the diagnostics diskette and/or the hard disk

drive of the computer system.
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uncorrupted or not overwritten) for restoring the hard disk drive factory downloaded
19 software image to like new condition.
The restoration utility program provides three simple steps to a fast recovery. In
a first step, the ZZ.BAT menu guides the customer through the restore process one step
at atime. To start, the customer is directed to get to a DOS prompt, for example, on the
C: drive or D: drive. The diagnostic diskette may also be used if the hard drive is not
i5 accessible. In one embodiment, the restoration program is hidden on the hard disk
drive, in addition to the hidden software restoration image. At the DOS prompt, the
computer user enters the restoration utility program file name and presses <ENTER>.
The restoration program will then check the hard disk drive for the software restoration
image and verifies the restoration image’s integrity. In a second step, the customer or
20 computer user is prompted to backup any files that were installed after the initial
purchase or that can not be routinely reloaded. Subsequent to making of backup files,
the restoration process continues. For a typical 500 megabyte WINDOWS 95™ operating
system, which normally takes up to an hour with substantial operator input and support
to reload, can be restored in about 5 to 10 minutes in accordance with the present
25 embodiments.
An overview of another embodiment of the restoration process according to the

present disclosure is as follows. When a customer encounters, for example, a hard drive
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Upon being made aware of the hidden file, a customer may or may not require further
assistance from a service technician.

X5 Upon execution and running of the restoration utility program, a simple user
interface appears on the computer monitor or display. The user interface presents the
user with several options, for example, which may include: 1) run software restoration
image integrity check; 2) restore system and hard disk drive to like new factory
downloaded software condition, and 3) exit.

20 Upon selecting the option 1), a software restoration image integrity check is
performed, which takes on the order of approximately three (3) minutes to run. During
the integrity check, the restoration utility program locates the section of the hard disk
drive that holds information about the location and size of the hidden software
restoration image. The restoration utility program then goes to the identified section

25 of the hard disk drive and evaluates the integrity of the image. Once the program has
determined that the image is good and that the image can be restored, the screen can

provide an indication to the computer user that the “image integrity check tested
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over or otherwise corrupted, the screen can provide an appropriate indication to the
computer user that “integrity check failed, contact computer manufacturer customer
service technician”. Ifthe integrity check failed, then an STM CD ROM remains a viable
5 restoration option. In other words, if the software restoration image has been corrupted
and a restoration becomes necessary, then an STM dispatch repair CD is appropriate if
the customer has a CD-ROM drive on their system. If the software restoration image
has been corrupted and the customer system has no CD ROM drive, then in the event
of arestoration becoming necessary, a HDD with factory downloaded software will need
16 to be dispatched, hopefully as a last resort.

Once the software restoration image's integrity has been validated, the process
can proceed with restoration of the like new factory downloaded image. Prior to the
actual restoration, the customer is prompted to backup files/data that are not factory
installed and which can not be otherwise replaced on the hard disk drive. For instance,

¥ this can be easily accomplished by selecting the third option (exit to DOS) of the software
restore program options. DOS can then be used for producing backup copies of the
files/data which were not factory installed.

The restoration process is further implemented by selecting the second option to
“restore the system to like factory new condition”. Upon selection of the “restore”

20 option, another screen can be displayed, indicating a warning that all data on the hard
disk will be erased. If not yet performed and the customer wishes to make backup of
data files and non-factory installed programs at that time, then the user can exit this
screen for performing any needed backup. Additional secondary options can be
presented which might include: 1) proceed with software image restore, and 2) exit to

25 DOS, wherein the user can choose either secondary option 1 or secondary option 2.
When the customer activates the “software restore” option, the restoration utility

program will once again verify the integrity of the software restoration image. If the
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first attempt to re- 1nsta.11 the operatmcr system with use of a generic operating system

20 back-up CD ROM. The operating system generic restore CD ROM can be placed into the
CD ROM drive and the customer can attempt to re-install the operating system.
Installing of the operating system by the customer does not affect the protected software
restoration image at all. However, in the event that catastrophic software failure has
occurred and the re-installation of the operating system is not successful, then the

25 customer can execute the restoration of the factory downloaded software image using the

restoration method of the present disclosure.
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restoring the software image to like new factory downloaded condition (i.e., original
factory downloaded condition of the software installation.

Upon execution of the restoration program, the protected restoration software
image is checked to ensure its integrity. If the protected restoration software images
fails the integrity check then a directive isissued to contact the computer manufacturer
for handling of the restoration of the factory downloaded software image. In such an
instance, the computer manufacturer can produce a software transport mechanism
(STM) which includes a unique CD having a copy of the factory downloaded software
image thereon. The need for providing STM restoration CDS is believed greatly reduced
in view of the embodiments of the present disclosure.

Upon a successful integrity check, the protected software image is then restored.
During restoration, the master boot record is overwritten. The customer is given an
option to back-up any data or program files prior to overwriting the HDD with the
restoration software image. During restoration, the protected software réstoration
image is copied to the lower portion of the HDD. Upon completion of the copying of the
restoration software image, the customer isinstructed to reboot the computer system for
the changes to take effect. Upon rebooting the system, the software image thus being
restored to like new factory downloaded condition, the computer thereafter functions as
if it were undergoing a power-up for the first time by the computer user subsequent to
purchase of the computer system.

Assumptions of the present embodiments are that, with the high storage capacity
ofthe average HDD, overwriting the hidden image is not likely to occur in the first thirty

days of the computer system life or customer usage. A primary benefit in the IFIR
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on the high end (e.g., in the second partition) of the hard disk drive, thus overwriting the
factory installed software restoration image. The built-to-order computer manufacturing
process can accommodate the restoration image creation process as discussed herein
5 without adversely impacting production flow. In addition, the software restoration
image is deeply hidden which will make it invisible to most viruses and rogue program
dangers. It is unlikely that the software restoration image will be destroyed due to a
customer formatting the hard disk drive, as the restoration immage will be in a partition
above the one where the OS (operating system) and programming are typically stored.
14 The present ZIG/ZAG restoration embodiments advantageously provide a protected
software restoration image stored on the HDD which is immune from and not typically
subject to most of the factors that lead to corruption of the original factory download
software image. With the present embodiments, upon a corruption of the factory
download, a user can advantageously restore the factory download to “like new” factory

¥ download image condition.

While the method and apparatus of the present disclosure have been particularly
shown and described with reference to the various embodiments thereof, it will be
understood by those skilled in the art that various changes in form and detéil may be
made therein without departing from the spirit and scope of the method and apparatus,

20 as set forth in the following claims.
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CLAIMS
1. A computer system having capability for restoration of a hard disk

drive, said computer system comprising:
5 at least one processor;
at least one hard disk drive;

a software image stored on said at least one hard disk drive, the
software image including a factory downloaded image which is subject to

corruption; and

10 a protected software restoration image not prone to a typical
corruption, the protected software restoration image being stored on said at
least one hard disk drive and available for use by said at least one processor
in executing the restoration of the software image on said at least one hard
disk drive to a like new factory downloaded image condition, wherein the

15  protected software restoration image is stored on an unpartitioned area of

said at least one hard disk drive.

2. A computer system having capability for restoration of a hard disk

drive, said computer system comprising:
at least one processor;
20 at least one hard disk drive;

a software image stored on said at least one hard disk drive, the
software image including a factory downloaded image which is subject to

corruption; and
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location of the protected software restoration image is stored in a master
block boot record of said at least one hard disk drive with the use of non-

10 standard encoding codes.

3. The computer system of Claim 1 or Claim 2, wherein the protected
software restoration image is deeply hidden on said at least one hard disk

drive.

4. The computer system of any one of the preceding claims, wherein the

15  protected software restoration image is stored as a contiguous image.

5. The computer system of any one of Claims 1 to 3, wherein the
protected software restoration image is stored as a non-contiguous image.

6. The computer system of any one of the preceding claims, further
comprising:
20 a software transport mechanism having a restoration program disposed

thereon, the restoration program including instructions for causing said at
least one processor to execute the restoration of the software image on said
at least one hard disk drive to the like new factory downloaded image

condition with the protected software restoration image.

25 7. The computer system of Claim 6, wherein the software transport
mechanism includes said at least one hard disk drive, further wherein the

restoration program is included in the factory downloaded software image.



10&0109%&' () - Y3+z10%&' ()-1) $10%& () - Y#! 109%& ()-f!l
#109& ()-f9vu} "?VK@ 10% u& ()-zL10% u& ()-! x3#10%iu& ()-f!10% u& (1) g \uNL1oms
U- u& ()-z8&10% u& () - uQIdEVK@! ! 10% u& ()-g! 10% u& () - 9#10% u& ()-!10% u& ()
-9110% u&' () -#10% u&' () - ITSW ~?2VK@ - $10% u& () -+10% u& () - *110% u& ()-(!10
% u& ()-!L3$%0% 6 & ()-!L$%0% -
& ()-wWo+, - <N_=! x| $10%wW& ()-!1$10%h& (32 &10%& ()- 10-u 10-u
10- u310% u& ()-.!10% u& ()-yN{\=L10% U& ()-""'310% U& ()- 10 10
10, 310%&' ()-!~I $109%& ()-!1$10%& ()-/Ma?{\=! 10% U U& ()-!1yl0%JU& () - &EL0%
U& ()-S-10% U& ()- 10% U& ()- s10% U& ()-Z9}7?{\ =3+ 10% U& ()-( 10%
L& () - ##10%g& ()FHd \coaPHeki s48tdrn- bf 20O Wi rdinF ¥ %ddidrs - BShsport
uj _=!"Y(10%@@ ()- 10 U 10 U 10 U710% U& ()-'14 10%

mechanism includes a bootable diagnostics diskette.

9. A method for implementing restoration of a hard disk drive in a

computer system, the method comprising:
5 providing at least one processor;
providing at least one hard disk drive;

storing a software image on said at least one hard disk drive, the
software image including a factory downloaded image which is subject to

corruption; and

10 storing a protected software restoration image on the at least one hard
disk drive, the protected software restoration image not prone to a typical
corruption and being available for use by the at least one processor in
executing the restoration of the software image on the at least one hard disk
drive to a like new factory downloaded image condition, wherein the protected

15  software restoration image is stored on an unpartitioned area of the at least

one hard disk drive.

10. A method for implementing restoration of a hard disk drive in a

computer system, the method comprising:
providing at least one processor,
20 providing at least one hard disk drive;

storing a software image on said at least one hard disk drive, the
software image including a factory downloaded image which is subject to

corruption; and
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corruption and being available for use by the at least one processor in
executing the restoration of the software image on the at least one hard disk
5 drive to a like new factory downloaded image condition, wherein the protected
software restoration image is stored on a partitioned area of the at least one
hard disk drive, the method further comprising the step of:

storing pointer information relating to a location of the protected
software restoration image in a master block boot record of the at least one
10  hard disk drive with the use of non-standard encoding codes.

11. The method of Claim 9 or Claim 10, wherein the protected software
restoration image is stored as a deeply hidden image on the at least one hard
disk drive.

12. The method of any one of Claims 9 to 11, wherein the protected

15  software restoration image is stored as a contiguous image.

13.  The method of any one of Claims 9 to 11, wherein the protected

software restoration image is stored as a non-contiguous image.

14.  The method of any one of Claims 9 to 13, further comprising the step

of:

20 providing a software transport mechanism having a restoration
program disposed thereon, the restoration program including instructions for
causing the at least one processor to execute the restoration of the software
image on the at least one hard disk drive to the Iike new factory downloaded

image condition with the protected software restoration image.
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includes the at least one hard disk drive, further wherein the restoration
program is included in the factory downloaded software image.

16. The method of Claim 14, wherein the software transport mechanism

5 includes a bootable diagnostics diskette.



