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SYSTEM AND METHOD FOR SECURE PEER;TO-PEER _
COMMUNICATION BETWEEN DOWNLOADED PROGRAMS

.The present invention relates generally to establishing secure communications
between two software entities, operating in separate computers or virtual
machines, where the two software entities have a peer-to-peer relationship, and
particularly to a system and method for establishing a communication channel

.5  between copies of an application program.

BACKGROUND OF THE INVENTION

10  The term “applets” is herein defined to mean computer programs and computer
program fragments. -
Due to security constraints, computer progréms in object-oriented computer
systems are usually constrained to communicate in a client-server manner. For

15 instance, in Sun Microsystems' Java virtual macﬁine, when a method running in
client computer requests an applet from a server computer, the browser program
in the client cbmputer marks the received applet to indicate the server from
which the applet was received, and thereafter limits the information accessible to
the applet to documents and other applets from the same server computer.

" 20  Further, the downloaded applet is allowed by the Java virtual machinetoopena

communication channel to other applets on the server from which the applet was
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downloaded, but generally cannot open communication channels to applets in
other computers.

It is the goal of the present invention to allow two copies of a computer program
running on 'two distinct comphters or virtual machines to communicate securely.
More generally, it is the goal of the present invention to allow two programs
obtained from the same security domain and executing on two different client
computers to communicate securely. Typiqally, the two programs obtained from
the same security domain will be two programs downloaded from the same
server computer onto two different client computers. In many cases the two
programs wil-l be two copies of the same program downloaded onto two different
client computers.

The basis for allowing such peer-to-peer connections is that sufficient security is
provided when the communicating applets are both from the same server
computer, because each applet would already have been allowed to open a
communication channel to the server computer and therefore could have
communicated indirectly with applets downloaded from the same server

. computer onto other client computers.

SUMMARY OF THE INVENTION

In summary, the present invention is a system and method for establishing a
peer-to-peer communication connection between computer programs from the
same security domain, but executing in first and second computers. A first '
computer program, while executing in the first computer, sends a communication
a meséage to the second computer, requesting a peer-to-peer communication
connection. Upon receiving the message at said second computer, the second
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computer determines whether a second computer program meeting predefined
criteria for establishing a peer-to-peer communication connection is executing in
the second computer. If so, the second computer sends to the first computer a

. reply message accepting the request. After receipt of the reply message by the -

first computer, the requested peer-to-peer communication connection between
the first and second computer programs is established.

In a preferred embodiment, the predefined criteria for establishingj a peer-to-peer
communication connection is that the first and second computer programs be
from the same server computer. |

In a preferred embodiment, the reply message includes information that reliably
indicates to the first computer that the second computer is executing a computer
program meeting the predefined criteria for establishing a peer-to-peer
communication connection.

BRIEF DESCRIPTION dF THE DRAWINGS

Additional objects and features of the invention will be more readily apparent
from the following detailed description and appended claims when takerTin

conjunction with the drawings, in which:

Figure 1 is a block diagrém of a distributed computer system in which a
preferred embodiment of the present invention is implemented.

Figure 2 is a block diagram of a client computer in a distributed computer system
in accordance with a preferred embodiment of the present invention.
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. Figure 3 is a flow chart of the methodology of a preferred embodiment of the

present invention.

DESCRIPTION OF THE PREFERRED EMBODIMENT

Referring to Figure 1, there is shown a distributed computer system 100 that

includes two client computers C1 and C2 and server computer S1. Each client
computer includes a virtual machine, M1, M2, that provides the opérating
environment for executing a browser program such as HotJava (a product
distributed by Sun Microsysteéms, Inc.) (not shown in Fig. 1) and for executing
Java bytecode programs such as A1, A2 loaded through the use of the browser
program. In the context of the present invention, the browser programs
associated with virtual machines M1, M2 have been used to download program
A from server S1, creating identical programs' A1 and A2 and virtual machines
M1 and M2, l_'espectively.

Using standard client-server communication channels, it would be possible for
applet A1 to communicate with applet A2 via the server S1 by setting up object
class methods for use by the clients and server to create and maintain such

. communication channels. In other words, applet A1 could communicate securely

with server S1 and then server S1 could communicate securely with applet A2,
thereby creating a two stage connection between applets A1 and A2.

Typically, this would be implemented using communication “sockets” in the client

- and server computers that would be set aside specifically for the transmission of .

such messages. The communication sockets would be defined by the applets
and server software so that messages received from an applet executing on a

~ client computer would be received at the server at a communication socket that
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is monitored by a corresponding program. The socket monitoring prograni in the
server would then determine for each received message which other client

- computer to forward the message to, and what communication socket to use for

that communication. While addition software logic would be required to handle
all the possible comrﬁunication modes and failure modes of an arrangement, -
those details are well within the skill of persons skilled in the art of designing
such software and furthermore are nc;t needed to understand the present
invention. '

In the preferred embodiment, the applets and other programs being executed
are primarily Java bytecode programs. The Java bytecode language is a
“machine platform independent” programming language marketed by Sun
Microsystems, Inc. Java bytecode programs are executed in conjunction with a
bytecode program interpreter that forms a virtual machine. Java bytecode
programs are designed so that they can be executed on any computer,

| regardless of the operating system and computer hardware platform of the .

computer, so long as a Java bytecode program interpreter is present on the
computer.

Referring to Fig. 2, in a preférred embodiment the computer system 100
incorporating a preferred embodiment of the preseht invention will typically
include a plurality of client computers 150 and one or more server computers
152 in a system of networked computers. Each client computer 150 includes a
central processing unit (CPU) 160, a uéer interface 162, and a communications
interface 164 for communication with other computers via comrhunications
network 166. |

Memory 102/104, which includes both main memory 102 and persistent' storage
104, stores: |
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an operaiing system 170; |

an Intemet communications manager program 172, such as the HotJava
browser program;

a Java bytecode program verifier 174 for verifying whether or not a
specified program satisfies certain predefined.integrity criteria;

‘ aJava bytecode program interpreter 176 for executing application

programs;

a class loader 178, which loads object classes into a user's address
space and utilizes the bytecode program verifier to verify the integrity of
the methods associated with each loaded object class;

at least one clasé repository 180, for locally storing object classes 182,

- 184, 186 in use and/or available for use by user’s of the computer 102;

at least one object repository 190 for storing objects 192, 194, which are
instances of objects of the object classes stored in the object repository
182;

a peer-to-peer communication protocol procedure 196. This procedure
196 iﬁcludes: request initiating instructions 196A for sending a request
message from a first corhpu'ter to a second computer to request
establishment of a peer-to-pesr communication channel; request reply
instructions 196B for respond_ing to such a request by determining if
predefined criteria for establishing a peer-to-peer communicatiorrchannel
are met and for sending a corresponding reply message; reply
acknowledgment instructions 196C for acknowledging such a reply
message; and channel establishment instructions 196D for establishing a
peer-to-peer communication channel when the reply message indicates
that the predefined criteria have been met.

Referring to Fig. 3, prior to execution of the peer-to-peer communication protocol
196, at least two virtual machines M1 and M2 will have downloaded copies of
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- the same application program A (copies A1 and A2) from a server computer S1

(steps 200, 202). Altemately, the two virtual machines M1 and M2 will have
downloaded copies of two different application programs from the same server
computer S1. For the purposes of explaining the invention, we will assume that
the two downloaded programs are the same, but in some embodiments of the . -

| present invention different programs from the same server will establish a |

peer-to-peer communication channel.

In Fig. 3 we will assume that applet A1 in virtual machine M1 initiates the
process of establishing a communication connection to applet A2 in virtual
machine M2 by invoking a method that causes virtual machine M1 to send a
message packet P1 to virtual machine M2 requesting a peer-to-peer connection
for an application identified as application A (step 204).

Virtual machine M2 receives the packet P1 and a control program that controls
the operation of virtual machine M2 (e.g., the HotJava browser program
executing in virtual machine M2) determines whether or not it meets predefined
criteria for establishing a peer-to-peer communicétion connection (siep 206). In
a preferred embodiment the predefined criteria are that the receiving virtual
machine has an applet whose server source matches the server source of the
initiating applet. In addition, in the preferred embodiment there must be-an’
applet or program executing in the receiving virtual machine that is set to receive

messages on the socket or communication channel used by the initiating applet.

If virtual machine M2 does not meet the predefined peer-to-peer connection
criteria, then it sends a répiy packet to virtual machine M1 rejecting the request
(step 210), or alternately simply ignores the request message. Otherwise, virtual
machine M2 sends a reply packet P2 to virtual machine M1 accepting the
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request, and indicating that virtual machine M2 is running applet A2 rom server
S1 (step 212). '

In some applications where additional security is required, or where peer-to-peer
communications are to be allowed ohly between identical copies of the same
applets, the reply packet may include evidence that packet-P2 was actually sent
by virtual machine M2 and that M2 really has a copy of applet A2. For instance,
in this alternate embodiment the reply packet P2 includes a copy of at least a
predefined portion of a unique number associated with the applet A2.

Additional security provisions, such as the use of digital signatures or the like,
may be added by underlying protocol layers of the communication software used
by the virtual machines, for instance so that M1 can verify that the reply packet
really was sent by M2. More generally, each of the virtual machines M1 and M2,
operating on corresponding client computers, will use whatever communication
secdrity measures are associated with the security domain of which they and the
server S1 aré members and that would normally be used for communications
between those virtual machines and the server S1. However, such additional
security measures are an optional part of the operating environment in which the
invention may be used. ]

Upon receipt and processing of the reply packet P2, virtual machine M1 sends
an acknowledgment message back to virtual machine M2, establishing a
peer-to-peer connection between applets A1 and A2 (step 214). Thereafter, the

.two applets exchange messages and data (step 216) in accordance with the

common security restrictions shared by the two applets.

While the present invention has been described with reference to a few specific
embodiments, the description is illustrative of the invention and is not to be
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construed as limiting the invention. Various modifications may occur to those
skilled in the art without departing from the true spirit and scope of the invention
as defined by the appended claims.
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WHAT IS CLAIMED IS:

1. A method of establishing a peer-to-peer communication connection

between computer programs executing in first and second computers, the steps
of the method comprising:

“ A) a first computer program, while executing in the first computer, sending
a communication a message to the second computer, said message requesting
a peer-to-peer communication connection;

B) receiving said message at said second computer, and determining
whether a second computer program meeting predefined criteria for establishing
a peer-to-peer communication connection is executing in said second computer;

C) whén step B results in a positive determination, sending from said
second computer to said first computer a reply message accepting said request;
and | ' |

D) after receipt of said reply message by said first computer, establishing
said requested peer-to-peer communication connection between said first and
second comphter programs.

2. The method of claim 1, wherein

said predefined criteria for esfablishing a peer-to-peer communication
connection is that the first and second computer programs both have bezn
received by said respective first and second computers from a single server
computer.

3. The method of claim 1, wherein

said step D includes sending an acknowledgment of said reply message
from said first computer to said second computer, whereby said second
computer ié informed of the establishment of said peer-to-peer communication
connection. '
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4, The method c;f claim 1, wherein .
said reply message includes information that reliably indicates to the first
computer that said second computer is executing a computer program meeting
said predefined criteria for establishing a peer-to-peer.commurjication

connection.

5. Inadistributed computer system having first and second client computers
and a server computer from which copies of computer programs are downloaded
1o said first and second client computers, said second client computer
comprising: _

a vfrtual machine with a communications procedure for receiving a
message from a first computer program executing in the first computer, said
message requesting a peer-to-peer communication connection;

. said virtual machine’s communication procedure including means for
determining whether a second computer program meeting predefined criteria for
establishing a peer-to-peer communication connection is executing in said
second combuter, and when said determination is positive for seriding from said
second computer to said first computer a reply message acceptihg said request;
and

said virtual machine’s communication procedure including means for
éstablisﬁing said requested peer-to-peer communication connection between
said first and second computer programs after transmission of said reply
rhessage to said first computer.

6. The ciient computer of claim 5, wherein
said predefined criteria for establishing a peer-to-peer communication
connection is that the first and second computer programs both have been

received by said respective first and second computers from a single server
computer.
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7.  The client computer of claim 5, wherein _

said means for establishing said requested peer-to-peer communication
connection is enabled upon receiving from said first computer an
acknowledgment of said reply message.

8. ‘' The client computer of claim 5, wherein

. said reply message includes information that reliably indicates to the first
computer'that said second computer is executing a computer program meeting
said predefined criteria for establishing a peer-to-peer communication |
connection. | '

9. In a distributed computer system having first and second client computers
and a server computer from which copies of computer programs are downloaded

- 1o said first and second client computers, said first client computer comprising:

a virtual madhine with a communications procedure for sending a request
message to the second corhputer from a first computer program executing in the
first computer, said message requesting a peer-to-peer communicationl
connection; ' |

said virtual machine’s communication procedure including means for
receiving a reply message from the second computer, said reply message
indicating a positive disposition when a second computer program meeting
predefined criteria for establishing a peer-to-peer communication connection is
executing in said second computer; and

~said virtual machine’s communication procedure including means for
establishing said requésted peer-to-peer communication connection between
said first and second computer programs after receipt of said reply message by
said first computer.

10.  The client computer of claim 9, wherein
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said predefined criteria for establishing a peer-to-peer communication
connection is that the first and second computer programs both have been
received by said respective first and second computers from a single server
computer.

11. ‘ The client computer of claim 9, wherein

said virtual machine’s communication proceduré including n‘ieans for.
sending an acknowledgment of said reply meséage when said reply message
indicates a positive disposition;

'said means for establishing said requested peer-to-peer communication
connection is enabled in conjunction with the sending of.said acknowledgment of
said reply message.

12.  The client computer of claim 9, wherein _ _

said reply message includes information that reliably indicates to the first
computer that said second computer is executing a computer program meeting
said predefined criteria for establishing a peer-to-peer communication '
connection.



