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INFORMATION PROCESSING DEVICE, INFORMATION PROCESSING 

METHOD AND INFORMATION PROCESSING PROGRAM 

 

Technical Field 

[0001] 

 The embodiment of the present invention relates to 

information processing device, information processing 

method and information processing program. 

 

Background Art 

[0002] 

 A web server stores contents created and updated by 

an administrator who manages the server, and executes an 

operation of returning the contents in response to a 

request from a client terminal. 

[0003] 

 The web server has various software programs 

including an OS installed therein, and uses these software 

programs to support the creation and updating of contents 

and communicate with client terminals.  If these software 

programs have vulnerability (security weakness), a 

malicious third party may exploit this vulnerability to 

make attacks on the server (for example, SQL injection). 

[0004] 

 If an attack by a malicious third party is 
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successful, the malicious third party may invade the server 

and launch a watering hole attack by intentionally 

falsifying the contents.  A watering hole attack is a kind 

of cyberattack in which a malicious third party falsifies a 

legitimate website users normally access via the Internet 

and leads client terminals having accessed the legitimate 

website to a malicious site that causes the client 

terminals to download malware or the like. 

[0005] 

 In order to prevent access to malicious URLs that 

causes users to download malware, it is important to 

acquire many malicious URLs in advance.  There has been 

conventionally disclosed a technique by which an execution 

device that virtually executes malware files acquired based 

on URLs and the like acquired through users’ communication 

logs is provided, and, at execution of malware, URLs and 

the like as destinations of communication with the malware 

files are acquired, and the URLs of the connection 

destinations are collected and put on a blacklist. 

 

Citation List 
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[0006] 
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SUMMARY OF INVENTION 

PROBLEM TO BE SOLVED BY INVENTION 

[0007] 

 However, even though many malicious URLs that lead 

users to sites that cause them to download malware or 

phishing sites (fraudulent sites) can be detected, if 

contents corresponding to a legitimate website are 

intentionally falsified and an attack are launched to cause 

users having accessed the legitimate website to shift to a 

malicious site, it is difficult to immediately detect the 

URL of the legitimate website that has been falsified. 

[0008] 

 For this reason, the administrator who manages the 

server corresponding to the legitimate site cannot notice 

the falsification of the content at an early stage, and the 

legitimate site may be left as a website harmful to the 

users. 

[0009] 

 The present invention has been made in consideration 

of such circumstances, and an object of the present 

invention is to provide an information processing device, 

an information processing method, and an information 

processing program that allow falsification of contents of 

a web server to be detected at an early stage. 

 



4 

MEANS FOR SOLVING PROBLEM 

[0010] 

 An information processing device according to an 

embodiment of the present invention comprising: an access 

log collection unit that collects access logs when a client 

terminal requests a content from a web server;  a database 

in which a malicious URL is registered in advance; and a 

falsification detection unit that collates a connection 

destination URL corresponding to a connection destination 

of the client terminal with the database and detects 

falsification of the content if the connection destination 

URL matches the malicious URL. 

 

EFFECT OF INVENTION 

[0011] 

 According to an embodiment of the present invention, 

an information processing device, an information processing 

method, and an information processing program that allow 

falsification of contents of a web server to be detected at 

an early stage can be provided. 

 

BRIEF DESCRIPTION OF DRAWINGS 

[0012] 

 Fig. 1 is a configuration diagram that illustrates an 

example of a configuration of an information processing 
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device according to a first embodiment. 

 Fig. 2(A) is an explanatory diagram that explains a 

flow of access in which, after a request from a client 

terminal, a connection is made to a URL different from the 

request destination URL by URL redirection, and Fig. 2(B) 

is a diagram that illustrates an example of an access log 

extracted by a log extraction unit of the information 

processing device. 

 Fig. 3(A) is an explanatory diagram that illustrates 

an example of URLs stored in a database, and Fig. 3(B) is 

an explanatory diagram that illustrates an example of 

destinations of notification to administrators associated 

with benign URLs. 

 Fig. 4 is a flowchart that illustrates an example of 

an information processing method according to the first 

embodiment. 

 Fig. 5(A) is a diagram that illustrates a flow of 

access in which, when html data managed by a Company A’s 

web server is falsified by a malicious third party as an 

example of a drive-by download attack, a request is made 

with a referrer of a specific search site, and Fig. 5(B) is 

a diagram that illustrates a flow of access in which a 

request for html data is made without going through a 

search site. 

 Fig. 6 is a configuration diagram that illustrates an 
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example of a configuration of an information processing 

device according to a second embodiment. 

 Fig. 7 is a flowchart that illustrates an example of 

an information processing method according to the second 

embodiment. 

 Fig. 8 is a configuration diagram that illustrates an 

example of a configuration of an information processing 

device according to a third embodiment. 

 Fig. 9 is a flowchart that illustrates an example of 

an information processing method according to the third 

embodiment. 

 

Description of Embodiments 

[0013] 

(First Embodiment) 

 Hereinafter, embodiments of the present invention 

will be described with reference to the accompanying 

drawings. 

 Fig. 1 is a diagram that illustrates an example of a 

configuration of an information processing device 10 

according to a first embodiment. 

[0014] 

 First, the overall configuration will be described. 

 A client terminal 11 is connected to a web server 12 

via the Internet and requests a content in the web server 
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12 specified by a URL.  Then, the content returned from the 

web server 12 is displayed via a web browser.  Example of 

the content includes various types of data such as html 

data, image data, and pdf files.  Fig. 1 illustrates html 

data as the content. 

[0015] 

 The web server 12 returns the content requested by 

the client terminal 11 to the client terminal 11. 

[0016] 

 An administrator terminal 13 is a computer that is 

connectable to the web server 12, where the administrator 

creates and updates contents. 

[0017] 

 The information processing device 10 according to the 

embodiment collates access logs collected from the client 

terminal 11 of the user with a database 16 having malicious 

URLs registered, thereby to detect falsification of 

contents corresponding to the URLs accessed by the user. 

[0018] 

 The information processing device 10 collects access 

logs related to connection information of the client 

terminal 11 to the web server 12.  The information 

processing device 10 may acquire the access logs directly 

from the client terminal 11, or when the client terminal 11 

is connected to the web server 12 via a proxy server for 
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controlling the connection to the Internet, the information 

processing device 10 may acquire access logs from the proxy 

server.  The information processing device 10 may acquire 

the access logs via a firewall or the like that controls 

communication of the client terminal 11 at the 

entrance/exit to an external network.  The information 

processing device 10 may acquire the access logs through a 

separate server that collects access logs from the client 

terminal 11 at any time. 

[0019] 

 Although one client terminal 11 is shown in Fig. 1, 

the information processing device 10 may be connected to a 

plurality of client terminals 11 and collect access logs 

from each of the client terminals 11. 

[0020] 

 A specific configuration of the information 

processing device 10 according to the first embodiment will 

be described. 

 The information processing device 10 includes an 

access log collection unit 14, a log extraction unit 15, a 

database 16, a falsification detection unit 19, and a 

falsification notification unit 20. 

[0021] 

 The functions of the units constituting the 

information processing device 10 may be implemented by 
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executing predetermined program codes with the use of a 

processor.  Instead of such software processing, the 

functions may be implemented, for example, by hardware 

processing using ASIC or the like, or by a combination of 

software processing and hardware processing. 

[0022] 

 The access log collection unit 14 collects the access 

logs when the client terminal 11 requests contents from the 

web server 12.  The access log collection unit 14 acquires, 

as the access logs, identification information (for 

example, IP address) for identifying the client terminal 11 

that has connected to the web server 12, access source 

URLs, connection destination URLs, web browser names used 

for accessing the contents, access times, and the like. 

[0023] 

 The access source URL means a URL for requesting a 

content from the client terminal 11.  The connection 

destination URL means a URL to which the client terminal 11 

is actually connected after the request for the content.  

Normally, the URL accessed by the client terminal 11 to 

request the content matches the URL to which the client 

terminal 11 is actually connected after the request.  In 

other words, the access source URL and the connection 

destination URL match each other. 

[0024] 
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 On the other hand, if, after the request from the 

client terminal 11, the client terminal 11 is automatically 

connected to a URL different from the request destination 

URL by URL redirection (the URL reference destination is 

automatically changed), there is no match between the URL 

to which the client terminal 11 has requested the content 

and the URL to which the client terminal 11 is actually 

connected after the request.  In other words, the access 

source URL and the connection destination URL do not match 

each other. 

[0025] 

 Fig. 2(A) is an explanatory diagram that explains a 

flow of access in which, after a request from the client 

terminal 11, the client terminal 11 is connected to a URL 

different from the request destination URL by URL 

redirection. 

[0026] 

 The client terminal 11 accesses the access source URL 

“http://www.aaa.com/aaa.html” and requests the content 

“aaa.html” from the web server 12.  An http response is 

returned to the client terminal 11.  Then, the client 

terminal 11 is URL-redirected to the URL 

“http://www.ccc.com/ccc.html” and requests the content 

“ccc.html” from a web server 50.  The client terminal 11 

acquires ccc.html data from the connection destination URL.  
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In this way, when the client terminal 11 is connected to a 

URL that does not match the request destination URL by URL 

redirection, the access source URL and the connection 

destination URL do not match each other. 

[0027] 

 The log extraction unit 15 extracts, from the access 

logs collected by the access log collection unit 14, access 

logs in which the connection destination URL corresponding 

to the connection destination of the client terminal 11 and 

the access source URL corresponding to the content request 

destination are different, that is, the two URLs do not 

match each other. 

[0028] 

 Fig. 2(B) is a diagram that illustrates an example of 

access logs extracted by the log extraction unit 15 of the 

information processing device 10. 

[0029] 

 As illustrated in Fig. 2(B), the log extraction unit 

15 extracts, for each user ID (IP address) for identifying 

the client terminal 11 of the user, the connection 

destination URL to which the client terminal 11 has 

actually connected, the access source URL to which the user 

has accessed to request the content, and the like. 

[0030] 

 The database 16 has a malicious URL storage unit 17 
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in which malicious URLs are registered in advance, and a 

benign URL storage unit 18 in which benign URLs are 

registered in advance.  In the following embodiment, URLs 

are registered under benign or malignant category in 

accordance with URLs in the database 16.  Alternatively, 

URLs may be registered under the benign or malignant 

category in accordance with IP addresses in the database 

16. 

[0031] 

 A malicious URL means a harmful URL that guides the 

client terminal 11 to contents causing the client terminal 

11 to download malware such as a virus or phishing sites 

(fraudulent) where the client terminal 11 may download 

malicious files or connect to malicious websites.  On the 

other hand, a benign URL means a URL that is harmless to 

the client terminal 11.  In database 16, each of the 

registered URLs is assigned a malicious or benign category 

and stored. 

[0032] 

 In the database 16, stored are the destinations of 

notification to the administrator terminals 13 (or the 

administrators) who manage the contents corresponding to 

the benign URLs in correspondence with the benign URLs.  An 

example of a notification destination is an email address.  

This notification destination is used to notify the 
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administrator of the occurrence of falsification of a 

content when the falsification is detected. 

[0033] 

 Fig. 3(A) is a diagram illustrating a storage example 

of URLs stored in the database 16.  As illustrated in Fig. 

3(A), benign or malignant category information is stored in 

association with each of the URLs registered in the 

database 16. 

[0034] 

 Fig. 3(B) is an explanatory diagram that illustrates 

an example of destinations of notification to 

administrators associated with benign URLs.  As illustrated 

in Fig. 3(B), for each of the registered benign URLs, the 

email address that is the destination of notification to 

the administrator who manages the content corresponding to 

the benign URL is stored. 

[0035] 

 Returning to Fig. 1, the explanation will be 

continued. 

 The falsification detection unit 19 acquires, from 

the log extraction unit 15, a log in which there is no 

match between the connection destination URL corresponding 

to the connection destination of the client terminal 11 and 

the access source URL corresponding to the destination of 

content request, extracted by the log extraction unit 15.  
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Then, the falsification detection unit 19 collates the 

connection destination URL that is the actual connection 

destination of the client terminal 11 with the database 16.  

If the connection destination URL matches any malicious 

URL, the falsification detection unit 19 detects 

falsification of the content corresponding to the access 

source URL.  In a case where URLs are registered under the 

benign or malignant category according to IP addresses in 

the database 16, if the IP address corresponding to the 

connection destination URL matches any malicious IP 

address, the falsification detection unit 19 detects 

falsification of the content. 

[0036] 

 Normally, when a user accesses a legitimate website, 

the URL of the access source and the URL of the actual 

connection destination by the client terminal 11 match each 

other, and both URLs belong to the benign URLs.  Therefore, 

if the connection destination URL and the access source URL 

do not match each other and the connection destination URL 

matches any malicious URL, it can be determined that the 

connection to the legitimate website has been intentionally 

changed, and that the legitimate website has been 

falsified, that is, the content corresponding to the access 

source URL has been falsified. 

[0037] 
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 When a legitimate website intentionally URL-redirects 

the client terminal 11 that has accessed the website, it is 

assumed that the URL of the access source and the actual 

connection destination URL do not match each other.  In 

this case, since the connection destination URL does not 

match any malicious URL, falsification of the content is 

not detected. 

[0038] 

 When falsification is detected, the falsification 

notification unit 20 notifies the occurrence of the 

falsification to the administrator of the web server 12 

corresponding to the content of which the falsification is 

detected.  Specifically, the falsification notification 

unit 20 notifies the occurrence of falsification using the 

destination of notification to the administrator terminal 

13 (or the administrator) that manages the content 

corresponding to the benign URL.  In addition, as a method 

of notification to the administrator, it is not necessary 

to store the destination of notification to the 

administrator terminal 13 in advance, but the access 

destination of the administrator may be searched based on 

the access source URL corresponding to the content of which 

falsification is detected, and the occurrence of 

falsification may be notified to the administrator of the 

web server 12.  For example, the domain part is extracted 
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from the access source URL, and the notification 

destination is searched for with this domain part coupled 

to “/content/”, “/info/”, or the like that is generally 

used in the URL of the inquiry destination (contact 

destination).  Then, based on the notification destination, 

the occurrence of falsification is notified to the 

administrator of the web server 12. 

[0039] 

 Subsequently, the operations of the information 

processing device 10 according to the first embodiment will 

be described. 

 Fig. 4 is a flowchart of the information processing 

method according to the first embodiment (see Fig. 1 as 

appropriate). 

[0040] 

 The access log collection unit 14 acquires access 

logs to the Internet from the client terminal 11 (S10). 

[0041] 

 The log extraction unit 15 extracts, from the access 

logs acquired from the client terminal 11, a log in which 

the connection destination URL actually connected to the 

client terminal 11 and the access source URL corresponding 

to the content request destination do not match each other 

(S11). 

[0042] 
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 The falsification detection unit 19 collates the 

connection destination URL in the database 16 and 

determines whether the connection destination URL matches 

any malicious URL.  If the connection destination URL 

matches any malicious URL, the falsification detection unit 

19 detects falsification of the content corresponding to 

the access source URL (S12, S13: YES, S14).  On the other 

hand, if there is no match, the falsification detection 

unit 19 determines that the content has not been falsified 

(S13: NO, end). 

[0043] 

 When falsification is detected, the falsification 

notification unit 20 notifies the occurrence of the 

falsification to the administrator of the web server 12 

corresponding to the content of which the falsification is 

detected (S15).  In addition, the falsification 

notification unit 20 may store the access source URL 

corresponding to the content of which falsification has 

been detected, as a malicious URL, in the database 16.  If 

the URL is already categorized as benign URL, the category 

is changed to malicious URL. 

[0044] 

 In this way, the information processing device 10 

according to the first embodiment collates the access logs 

collected from the user's client terminal 11 with the 
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database 16 in which the malicious URLs are registered in 

advance, so that falsification of the web server 12 can be 

detected at an early stage.  Then, the administrator of the 

web server 12 can be notified of the falsification of the 

content.  As a result, the administrator can notice the 

falsification of the web server 12 at an early stage, and 

can end the attack by a malicious third party, such as a 

watering hole attack, in a short period of time. 

[0045] 

(Second Embodiment) 

 First, an example of a drive-by download attack using 

a watering hole attack will be described with reference to 

Fig. 5.  In this example, the html data (aaa.html) managed 

by the web server 12 of company A is falsified by a 

malicious third party, and a special redirect script is 

embedded in aaa.html in which, when a request for aaa.html 

is made with a referrer of a specific search site, URL 

redirection to a malicious third-party’s web server 50 is 

executed.  The referrer means the URL that was accessed 

immediately before the shift to the URL connected by the 

client terminal 11. 

[0046] 

 As shown in Fig. 5(A), when the user inputs a keyword 

related to company A on a search site X, the URL of the 

content of company A corresponding to the keyword is 
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displayed on the client terminal 11.  Then, the user's 

client terminal 11 requests aaa.html from the web server 12 

of company A.  At this time, the client terminal 11 that 

has executed the access with the referrer of the search 

site X is guided to the web server 50 managed by a 

malicious third party by the redirect script embedded in 

aaa.html, and acquires ccc.html which is a malicious 

content. 

[0047] 

 On the other hand, as shown in Fig. 5(B), when the 

client terminal 11 requests aaa.html without going through 

the search site X, the embedded redirect script is not 

executed, so that the client terminal 11 acquires aaa.html 

from the web server 12 of company A.  In this way, the 

script is not executed when the URL is directly accessed, 

such as when accessing by bookmark, and the client terminal 

11 is subjected to URL redirection only at the time of 

accessing via a search site.  For this reason, an 

administrator who normally does not access via a search 

site may not notice even if falsification has occurred, and 

the detection of falsification may be delayed. 

[0048] 

 Therefore, in an information processing device 10 

according to a second embodiment, when the actual 

connection destination URL of the client terminal 11 
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matches any malicious URL, the information processing 

device 10 directly requests the access source URL, that is, 

requests the content without a referrer, thereby verifying 

the connection destination URL. 

[0049] 

 Fig. 6 is a diagram that illustrates an example of a 

configuration of the information processing device 10 

according to the second embodiment.  In Fig. 6, parts 

having the same configuration or function as that of the 

first embodiment (Fig. 1) are denoted by the same reference 

numerals, and duplicate description will be omitted.  In 

the following, a connection destination URL extracted from 

the access log is referred to as “first connection 

destination URL”, and a connection destination URL when the 

access source URL is directly requested by an access 

verification unit 21 is referred to as “second connection 

destination URL”, which are thus separately described. 

[0050] 

 A log extraction unit 15 extracts, from the access 

logs collected by the access log collection unit 14, access 

logs in which the first connection destination URL 

corresponding to the connection destination of the client 

terminal 11 and the access source URL corresponding to the 

content request destination do not match each other. 

[0051] 
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 The access verification unit 21 collates the first 

connection destination URL in the database 16, and if the 

first connection destination URL matches any malicious URL, 

requests directly the access source URL extracted from the 

access log, from the web server 12.  Then, the access 

verification unit 21 compares the second connection 

destination URL with the access source URL at the time of 

executing this direct request. 

[0052] 

 The falsification detection unit 19 detects 

falsification of the content when the access source URL and 

the second connection destination URL match each other 

based on the comparison by the access verification unit 21. 

[0053] 

 When a request for the access source URL is directly 

made to the web server 12 even though, in the collected 

access log, the access source URL and the first connection 

destination URL do not match each other and the first 

connection destination URL matches any malicious URL, the 

match between the second connection destination URL and the 

access source URL means that the connection to a legitimate 

website has been intentionally changed depending on the 

access method.  It can be determined that falsification of 

the legitimate website, that is, falsification of the 

content corresponding to the access source URL has 
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occurred. 

[0054] 

 On the other hand, the falsification detection unit 

19 detects falsification of the content when the access 

source URL and the second connection destination URL do not 

match each other based on the comparison by the access 

verification unit 21 and the client terminal 11 is URL-

redirected to the web server 50 of a malicious third party 

so that the second connection destination URL matches any 

malicious URL.  If the second connection destination URL 

does not match any malicious URL, the connected second 

connection destination URL will be harmless, but it is 

undetermined whether the content corresponding to the 

access source URL has been falsified.  Thus, the 

administrator of the information processing device 10 re-

verifies the access source URL to confirm whether the 

content has been falsified. 

[0055] 

 Subsequently, the operations of the information 

processing device 10 according to the second embodiment 

will be described. 

 Fig. 7 is a flowchart that illustrates an example of 

an information processing method according to the second 

embodiment (see Fig. 6 as appropriate). 

[0056] 
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 The access log collection unit 14 acquires access 

logs to the Internet from the client terminal 11 (S20). 

[0057] 

 The log extraction unit 15 extracts, from the access 

logs acquired from the client terminal 11, a log in which 

the access source URL corresponding to the content 

requested by the user and the first connection destination 

URL actually connected to the client terminal 11 do not 

match each other (S21). 

[0058] 

 The access verification unit 21 determines whether 

the first connection destination URL matches any malicious 

URL (S22). 

[0059] 

 Then, when the first connection destination URL 

matches any malicious URL, the access verification unit 21 

directly accesses the access source URL to the web server 

12 without a referrer, thereby to acquire the second 

connection destination URL (S22; YES, S23).  When the first 

connection destination URL does not match any malicious 

URL, the administrator of the information processing device 

10 re-verifies the access source URL to confirm whether the 

content has been falsified (S22: NO, S28). 

[0060] 

 When it is confirmed as a result of re-verification 
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that the content has been falsified, the administrator of 

the information processing device 10 stores the access 

source URL corresponding to the content, as a malicious 

URL, in the database 16.  In addition, the administrator of 

the information processing device 10 notifies the 

occurrence of falsification to the administrator of the 

content corresponding to the access source URL.  When it is 

not confirmed that the content has been falsified, the 

access source URL is stored, as a benign URL, in the 

database 16. 

[0061] 

 The falsification detection unit 19 detects 

falsification of the content corresponding to the access 

source URL when the access source and the second connection 

destination URL match each other based on the comparison by 

the access verification unit 21 (S24: YES, S26). 

[0062] 

 On the other hand, the falsification detection unit 

19 detects falsification of the content when the access 

source URL and the second connection destination URL do not 

match each other based on the comparison by the access 

verification unit 21 and the client terminal 11 is URL-

redirected to the web server 50 of a malicious third party 

so that the second connection destination URL matches any 

malicious URL (S24: NO, S25: YES, S26). 



25 

[0063] 

 If the access source URL and the second connection 

destination URL do not match according to the comparison by 

the access verification unit 21, and the second connection 

destination URL does not match the malicious URL, the 

administrator of the information processing device 10 re-

verifies the access source URL to confirm whether the 

content has been falsified (S24: NO, S25: NO, S28). 

[0064] 

 If falsification is confirmed as a result of re-

verification, the administrator of the information 

processing device 10 will store the access source URL 

corresponding to the content and the second connection 

destination URL that did not match the malicious URL at the 

time of access verification, as the malicious URL, in 

database 16.  In addition, the administrator of the 

information processing device 10 notifies the occurrence of 

falsification to the administrator of the content 

corresponding to the access source URL.  On the other hand, 

when it is not confirmed that the content has been 

falsified, the access source URL is stored in database 16 

as a benign URL. 

[0065] 

 Finally, when the falsification is detected, the 

falsification notification unit 20 notifies the 
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administrator of the content corresponding to the access 

source URL of the occurrence of falsification (S27).  In 

addition, the falsification notification unit 20 may store 

the access source URL corresponding to the content of which 

falsification has been detected, as a malicious URL, in the 

database 16.  If the URL is already categorized as benign 

URL, the category is changed to malicious URL. 

[0066] 

 In this way, the information processing device 10 

according to the second embodiment can detect falsification 

of the web server 12 early and accurately by requesting, 

from the information processing device 10, the content to 

the access source URL without a referrer and executing 

verification of the connection destination.  The 

administrator can quickly notice a malicious third party’s 

sophisticated falsification act such as intentionally 

changing the connection destination URL according to the 

method of accessing the website, and can bring a malicious 

third party’s sophisticated attack such as drive-by 

download attack described above into an end in a short 

period of time. 

[0067] 

(Third Embodiment) 

 Fig. 8 is a diagram that illustrates an example of a 

configuration of the information processing device 10 
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according to a third embodiment.  In Fig. 8, parts having 

the same configuration or function as that of the first 

embodiment (Fig. 1) are denoted by the same reference 

numerals, and duplicate description will be omitted. 

[0068] 

 The information processing device 10 according to the 

third embodiment, when a URL not registered in the database 

16 is extracted in an access log, analyzes and categorizes 

the unclassified URL, and detects whether the content has 

been falsified based on the result of the categorization. 

[0069] 

 the log extraction unit 15 detects an unclassified 

URL that does not match any of the URLs registered in the 

database 16 from the collected access logs. 

[0070] 

 A URL analysis unit 22 analyzes whether the 

unclassified URL is a malicious URL, and registers the 

unclassified URL as either a benign URL or a malicious URL. 

[0071] 

 As a method of analyzing an unclassified URL, for 

example, in a virtual environment where the unclassified 

URL can be accessed and the acquired executable file can be 

executed, it is analyzed whether the unclassified URL is a 

malicious URL based on the result of executing the file and 

the like.  More specifically, a hash belonging to a 
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malicious file is stored in advance, and the acquired file 

is compared with this hash value to determine whether the 

acquired file is malicious, whereby it is analyzed whether 

the unclassified URL is a malicious URL.  Otherwise, it may 

be analyzed whether the unclassified URL is a malicious URL 

by using commonly used anti-virus software to access the 

unclassified URL and determining whether the acquired 

executable file is malware. 

[0072] 

 Still otherwise, harmless domains of benign URLs may 

be acquired in advance so that an unclassified URL 

including any of the domains may be classified as benign 

and a URL not including any of the domains may be 

classified as a malicious URL.  The category of the 

unclassified URL registered as benign or malignant may be 

changed by the administrator of the information processing 

device 10. 

[0073] 

 The falsification detection unit 19 detects 

falsification if the access source URL matches any benign 

URL, whereas the connection destination URL matches any 

malicious URL and the category of the URL shifts from 

benign to malicious.  If the content has not been 

falsified, the category shift from a benign URL to a 

malicious URL cannot occur, so the category shift from 
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benign to malignant can be determined to be falsification 

of the content. 

[0074] 

 Subsequently, the operations of the information 

processing device 10 according to the third embodiment will 

be described. 

 Fig. 9 is a flowchart that illustrates an example of 

an information processing method according to the third 

embodiment (see Fig. 8 as appropriate). 

[0075] 

 The access log collection unit 14 acquires access 

logs to the Internet from the client terminal 11 (S30). 

[0076] 

 The log extraction unit 15 extracts, from the access 

logs acquired from the client terminal 11, a log in which 

the access source URL corresponding to the content 

requested by the user and the connection destination URL 

actually connected to the client terminal 11 do not match 

each other (S31). 

[0077] 

 The log extraction unit 15 collates the connection 

destination URL to the database 16 and extracts an 

unclassified connection destination URL that is not 

registered in the database (S32). 

[0078] 
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 The URL analysis unit 22 analyzes whether the 

extracted unclassified URL is a malicious URL, and 

classifies the unclassified URL into either a benign or 

malignant category (S33). 

[0079] 

 The falsification detection unit 19 determines which 

category the access source URL and the connection 

destination URL belong in the database.  The falsification 

detection unit 19 detects falsification of the content 

corresponding to the access source URL if the access source 

URL is classified in the benign category, whereas the 

connection destination URL is classified in the malicious 

category and the category of the connection destination URL 

from the access source URL shifts from benign to malicious 

(S34: YES, S35). 

[0080] 

 On the other hand, the falsification detection unit 

19 determines that no falsification has occurred if the 

category of the connection destination URL from the access 

source URL remains unchanged from benign (S34: NO, End). 

[0081] 

 Finally, when the falsification is detected, the 

falsification notification unit 20 notifies the 

administrator of the content corresponding to the access 

source URL of the occurrence of falsification (S37).  In 
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addition, the falsification notification unit 20 may store 

the access source URL corresponding to the content of which 

falsification has been detected, as a malicious URL, in the 

database 16.  If the URL is already categorized as benign 

URL, the category is changed to malicious URL. 

[0082] 

 The information processing device 10 according to the 

third embodiment categorizes an unclassified URL based on 

whether it is a malicious URL, and detects falsification 

using the classification result.  Since malicious URLs are 

constantly increasing and it takes time to discover them, 

it is difficult to immediately detect malicious sites in a 

comprehensive manner.  However, it is possible to detect 

falsification of the web server 12 at an early stage by 

categorizing an unclassified URL not registered in the 

database 16 based on whether it is a malicious URL. 

[0083] 

 According to the information processing device of 

each of the above-described embodiments, it is possible to 

detect the falsification of the web server at an early 

stage and notify the administrator of the server 12 of the 

falsification of the content at an early stage by collating 

the access logs collected from the user's client terminal 

11 with the database in which malicious URLs are registered 

in advance.  As a result, the administrator can notice the 
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falsification of the web server 12 at an early stage, and 

can end the attack by a malicious third party, such as a 

watering hole attack, in a short period of time. 

[0084] 

 The programs to be executed by the information 

processing device 10 are provided by being incorporated in 

advance in a storage circuit such as a ROM.  Alternatively, 

the programs may be provided as a file in an installable or 

executable format stored on a computer-readable storage 

medium such as a CD-ROM, CD-R, memory card, DVD, or 

flexible disk.  The programs to be executed by the 

information processing device 10 may be stored on a 

computer connected to a network such as the Internet and 

provided by downloading via the network. 

[0085] 

 Although some embodiments of the present invention 

have been described, these embodiments are presented as 

examples and are not intended to limit the scope of the 

invention.  These novel embodiments can be implemented in 

various other modes, and various omissions, replacements, 

and changes can be made without departing from the gist of 

the invention.  These embodiments and modifications thereof 

are included in the scope of the invention and the gist 

thereof as well as the invention described in the claims 

and the equivalent scope thereof. 
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Reference Signs List 

[0086] 

10 Information processing device 

11 Client terminal 

12 Web server 

13 Administrator terminal 

14 Access log collection unit 

15 Log extraction unit 

16 Database 

17 Malicious URL storage unit 

18 Benign URL storage unit 

19 Falsification detection unit 

20 Falsification notification unit 

21 Access verification unit 

22 URL analysis unit 

50 Malicious third party’s web server 
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CLAIMS 

1. An information processing device comprising: 

an access log collection unit that collects access 

logs when a client terminal requests a content from a web 

server; 

a database in which a malicious URL is registered in 

advance;  

a falsification detection unit that collates a 

connection destination URL corresponding to a connection 

destination of the client terminal with the database and 

detects falsification of the content if the connection 

destination URL matches the malicious URL, and 

an access verification unit that, if the connection 

destination URL matches the malicious URL, makes a direct 

request of an access source URL extracted from the access 

log to the web server and compares the access source URL 

with the connection destination URL at a time of the direct 

request being made,  

wherein the falsification detection unit detects 

falsification of the content when the access source URL and 

the connection destination URL at the time of the direct 

request being made match each other based on a comparison 

by the access verification unit. 
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2. The information processing device according to claim 

1, comprising a log extraction unit that extracts, from the 

access logs collected by the access log collection unit, an 

access log in which an access source URL corresponding to a 

request destination of the content and the connection 

destination URL do not match each other. 

3. The information processing device according to claim 

1, comprising a falsification notification unit that, if 

the falsification is detected, notifies occurrence of the 

falsification to an administrator of the web server 

corresponding to the content in which the falsification is 

detected. 

4. The information processing device according to claim 

1, wherein 

an unclassified URL that does not match a URL 

registered in the database is extracted from the access 

logs collected, 

a benign URL is registered in advance together with 

the malicious URL in the database, and 

the information processing device comprises a URL 

analysis unit that analyzes whether the unclassified URL is 

a malicious URL and registers the unclassified URL as the 

benign URL or the malicious URL. 
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5. The information processing device according to claim 

1, wherein 

a benign URL is registered in advance together with 

the malicious URL in the database, and 

the falsification detection unit detects 

falsification of the content if an access source URL 

matches the benign URL, whereas the connection destination 

URL matches the malicious URL, and a URL category shifts 

from benign to malicious. 

6. An information processing method comprising: 

a step of collecting access logs when a client 

terminal requests a content from a web server; 

a step of registering a malicious URL in database in 

advance; and 

a step of collating a connection destination URL 

corresponding to a connection destination of the client 

terminal with the database and detecting falsification of 

the content if the connection destination URL matches the 

malicious URL, 

wherein if the connection destination URL matches the 

malicious URL, a direct request of an access source URL 

extracted from the access log to the web server is made and 

the access source URL is compared with the connection 

destination URL at a time of the direct request being made, 



37 

and 

wherein falsification of the content is detected when 

the access source URL and the connection destination URL at 

the time of the direct request being made match each other 

based on a comparison. 

7. A computer-readable storage medium storing a program for 

causing a computer to execute processing comprising: 

collecting access logs when a client terminal 

requests a content from a web server; 

registering a malicious URL in database in advance; 

and 

collating a connection destination URL corresponding 

to a connection destination of the client terminal with the 

database and detecting falsification of the content if the 

connection destination URL matches the malicious URL, 

wherein if the connection destination URL matches the 

malicious URL, a direct request of an access source URL 

extracted from the access log to the web server is made and 

the access source URL is compared with the connection 

destination URL at a time of the direct request being made, 

and 

wherein falsification of the content is detected when 

the access source URL and the connection destination URL at 

the time of the direct request being made match each other 
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based on a comparison. 


