UWl 638' # o ' h. 2 Despite the nmany advant agesf&ﬁf’q%@*q\ ¢
ctbncept of 'roons', the selection and transfer of baggage fromo 0 mQOcP‘f
anot her can be rather cunbersone and tine consum ng processes. As network
capacities increase and better data conpression techniques are devel oped,
it is beconUR®-0br@88 easi ble toe use the 1inks provided by a conputer
network to transmt real-tinme sound or vision information between users and
wor kspaces, which may well be running on other workstations. This has the
potential for providing a nore RARA PROCESSING/ SEEERYE of conmmuni cati on between
t he workstation operators. European Patent Application nunmber 90300885. 2
(UK9-89-041) describes a systemin which a plurality of virtual data
'screens or roongharrregent nimyenpian ratategntediiab? nnedepvigigesyaiend; sgidayn

layers are paoMicdess o4 thubdSc AR bOfwdeRYViferDadid go A NACKITQURGRsHER t hat
the content of the posterior |ayer can be viewed therethrough. One of the

| ayers is a¥K5tables or the di splay of a selected virtual screen, the

It is known for self-contained computer workstations to be
interconnected by a digital network. One advéntage of such a network is
that users of individual workstations can communicate with one another
over the network, for example by means of a typed note, a data file or:a

program file transmitted to another user.

An important feature of systeﬁs providing user communication
between workstations is that they.should be 'user-friendly'. In other
words, it is desirable that the system should be able to be operated by
a user who is not a skilled computer programmer:

The problem of inter-user communication is very similar to the
problem of a éingle user maintaining communication between a number of

concurrently running data processing tasks.

Oneé approach at providing user-friendly interaction between
different tasks running on a single workstation has beén described by
Henderson and Card in the article 'Rooms: The Use of Multiple Workspaces
to Reduce Space Contentiéns in a Window -Based Graphical User Interface'
(ACM Transactions on Graphics, Vol.5. No.3, July 1986, pages 211-243).
This article describes a system in which a plurality of virtual
workspaces, or 'rooms' are defined in each of which a different task may

be performed.

This prior art system makes use of the concept of a 'door'. A door
in this context is basicall} an icon which can be selected and which
causes the workspace to be changed. When the user wishes to change
room, he might well want to take some of the items being processed from
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one room to another. The article refers %? thes%-items asy'baggage'.
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ot her’ | ayer being dedicated to the display of an additional virtual screen.
The system provides for the transfer of objects between the anterior and
posterior display |ayers such that the dedicated | ayer can be used for
transporting objects between workspaces. A facility is also described

wher eby one WE8r91c888set up a shared visfon channel with another user by
sel ecting a door icon corresponding to that other user. The workspaces can

correspond to a single user or be shared 'neeting workspaces'. |n addition,
a user can HPefeite 'the|nanyeadvARtREs € et RORASPE PlostPomst edthec Ealectinnand s

'public' wordeaps£er of EngghpdBilsh UdrRe BBEHE to SATOLHEF @ aR! K Wather) EQRBEZEEMDY
Farall on Co t'é)g‘?eel nco‘_{gﬁ_grat ed for use on the Apple Mcintosh conputer,
provi des an @- EASWUTE PR Tani sm for accessing different workspace
envi ronnments. The user can select (for exanple by neans of a nouse-driven

:'pointer or curso f .but.t ons ' Lniti.ate varying degrees of
access to anot heég \f\%r os%agépgcﬁgl%z;rl%lggﬁsgr, {Egh{]eﬁr g%gabﬁ? %ésssg?té | abel | ed
" ATTENTI ON ,teclBRERYEare davielopOTHEOL s hegopingt ngxd feasible to use the links

provided by a computer network to transmit real-time sound or vision
information between users and workspaces, which may well be running on
other workstations. This has the potentiai for providing a more

user-friendly means of communication between the workstation operators.

European Patent Application number 90300885.2 (UK9-89-041)
describes a system in which a plurality of viréual data screens or rooms
are defined. Distinct anterior and postérior:display layers are
provided, with the anterior layer having a background such that the
content of the posterior layer can be viewed therethrough. Oné of the
layers is assignable for the display of a selected virtual screen, the
other layer being dedicated to thé display of an additional virfual
screen. The system provides for the transfer of objects between the
anterior and posterior display layers such that the dedicated layer can
be used for transporting objects between workspaces. A facility is also
described whereby one user can set up a shared vision channel with

another user by selecting a door icon corresponding to that other user.

The workspaces can correspond to a single user or be shared
‘meeting workspaces'. In addition, a user can have a 'private'

workspace with more restricted access than his 'public' workspace.

The 'Timbuktu/Remote' software product, produced by Farallon
Computing Incorporated for use on the Apple Macintosh computer, provides
an on-screen 'button’ mechanism for accessing different workspace '
environments. The user can select (for example by means of a
mouse-driven pointer or cursor) one of three buttons, which initiate
varying degrees of access to another workspace. In particular, the three
buttons are labelled 'ATTENTION', 'OBSERVE', and "CONTROL', respectively
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proviHi ng nmeans for ,gaining-the attention of the other user, nmeans for
observing the other workspace, and neans for controlling the other
wor kspace. SUMVARY OF THE INVENTION It is an object of £ di; T _
i nvention to aneliorate one or nore di sadvantages of thfénﬁfﬁgii"f BEEN
Accordi ng t JEIP1a888ct of the present idvention therd_is p i a_daja
processing systemwi th a plurality of workspaces for performng one or nore
tasks in response to user inputs, conprising: (a) means for enabling
communi cat i c%%%s‘i%eﬁe%nﬁeffp‘r wadhing the arsewiionces theytharsusegemesigsefer
associ at ed Wpk8r@Rghtitf otRéH wBkidgliche! Varldl mMHsK 8PRCERErd13)nd Bt Sty UCt Ur e
for storing a gi st _of user profile information for each user; and (d) means
for- sel ecti ¥§*&REPeen object by a user in a first of the plurality of
wor kspaces, the screen object corresponding to a second of the plurality of
workspaces, and JALlaAld 09 oS Yplsend! Hivin@lon hék<" 9P EEL QN0 weeN the
processing system which defines a plurality of logical workspaces for

performing tasks in response to opérations performed by a system user
and provides communication between two or more of the workspaces,
characterised in that selection by a first user in a first workspace of
a screen object corresponding to a second workspace initiates visual,
audio and data communication between the first user and the second
workspace-according to predefined access privileges associated with the

first user.

The invention both recognises and solves the problem of handling
voice, vision and data communication between workstations in a unified

and consistent manner.

The door metaphor is extended from that used in the prior art to
provide a single means whereby full audio, visual and data communication
is ‘initiated between a user and a workspace. The workspace may be
running on the user's workstation or on another workstation linked to

the user's by an electronic network.

Preferably the access privileges are also associated with the
second workspace, in that a particular user may have different access
privilegés for different workspaces. Tt is preferred that the access
privileges corresponding to the second workspace are predefined by a

user responsible for that workspace (the 'owner' of the workspace).

In a preferred embodiment each workspace has an associated agent
means (preferably a computer program) for controlliing access to that
workspace, the agent means including: means for maintaining a privilege
table defining the access to the workspace allowed for one or more

users; means for determining the identity of a user requesting access to
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wor kspace according to the user profile information stored in the data
structure. According to another aspect of the present invention there is
provided a nethod for initiating one or nore tasks in a QEESSL
systemwith a plurality of workspaces, a data structure, Zﬂ@' %ﬁ%‘f;xégm'\jc
screen obj ecplg’l"ﬁb'r%enti ng each of said4plurality of wothc,nn EELAC
conprising the steps of: (a) enabling comuni cati on between the plurality
of workspaces; &'b) storing a list of user profile informtion for_each user
in the data B YOFkiRAces AP Bgansa| BFoCARtONELTY theprgritess F?r}’]tﬁ’ €% een

obj ects by agte@ffingnand_§uperlyisdigk apae, tanteiwirkspddendcadrding ,toathk @coess
dat a commnigiafoiw%g poert yeen utshxe user and the wor kspace represented by the
sel ect ed scréeen obj ect accoral'ng to the user profile information stored in
the data structure. According to still another aspect of the present
 nvention here | g1pidichdal SnFaRtibRl1ChEIRRLL [ ko Udnfiihldh 0D eRRELA ON Of
a conputer, having storage neans for retaining signals recog{n zabl e by the
conput er andu¥®PF ot ISilpgle Herkatien sadihapekTPace Hemgiph ansthat

workstation, it is preferred that the data processing system comprises a

—h

plurality of data processing workstations interconnected by a data
network, in which a user of a first workstation can_initiate

communication with a workspace running on a second workstation.

In order that the invention may be fully understood a preferred
embodiment thereof will now be described, by way of example only, with

reference to the accompanying drawings in which:

Figure 1 is a block diagram showing the configuration of a typical

workstation;
f

Figure 2 is a schematic diagram of a data processing system

comprising three workstations and a file server;
Figure 3 is a schematic representation of three workspaces;
Figure 4 shows the display screen of workstation Wi;

Figure 5 shows the menu presented to a user when a door is

selected;

Figure 6 shows how the user can mail a data object to another

workspace;

Figures 7a to 7d show sample profiles for users with various levels

of access privilege;

Figure 8 shows an access profile for a meeting workspace;

This Sheet Has Been Reﬂlaced
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- 4 -‘conprising: (a) nmeans for use with the conputer to enable

cobmmuni cati on between a plurality of workspaces; (b) neans for use with the
conputer to store a list of user profile information for each user in a
data structure; and (c) neans for use with the conputer to select a screen
obj ect by a UK8r91+9038 first of said plurélity of workspaces, the screen

obj ect corresponding to a second of said plurality of workspaces, and
initiate visual, audio or data conmunication between the user and the
second wor kspaceFh&84s6r ¥i shgwe it Becerseprofidei far prifaskaptdendedicated fior wsm

dat a struct ufe brbleReRt Bl Ghe&Imatibn RIEFERREL BB NENnd | n order that the

i nvention may be fully understood a preferred embodi nent thereof will now
be described, by way of exanple only, with reference to the acconpanying
drawi ngs in whi chiguriegll0 ahdws 1 &164 mkrdioagﬂaarms&w/bagfdrhed anthguigaht on of

a typical work n S ,a sc e t|c di agram of a data processing
systen1conpr|s§&g$‘%?Egﬁﬁggﬁ§F°?f%ﬁ? ant ﬂa 1% server; Figure 3 is a

schematic representation of three morkspaces,
Refer now to figure 1, which illustrates a typical hardware

configuration of a workstation with a central processing unit 10, such
as a conventional microprocessor, and a number of other units
interconnected via a system bus 12. The workstation shown in figure 1.
includes a random access memory'(RAﬂ) 14, read only memory (ROM) 16, an
I/0 adapter 18 for connecting peripheral devicgs such as disk units 20
to the bus, a user interface adapter 22 for connecting a keyboard 24, a
mouse 26, a loudspeaker 28, a microphone 32, and/or other user interface
devices such as a touch screen device (not shown) to the bus, a
communications adapter 34 for connécting the workstation to a data
processing network and a display aéapter 36 for connecting the bus to a
display device 38. -

Although figure 1 shows a typical 'intelligent' workstation, a
workstation may in fact be a dumb terminal with only a limited
processing capability, under the control of a host processor. This will

be made clear in connection with figure 2.

Figure 2 illustrates a data processing system comprising a number
of workstations (here, three workstations W1, W2 and W3) interconnected
via a data network so as to permit commnaication between the
workstations. It is assumed that the data processing system shown in
figure 2 is of a type which will permit concurrent real time
communication between the users. In figure 2 the workstations are
connected as part of a local area network under the control of a file
server FS. The network operates according to a conventional network

protocol, such as the token ring protocol.



Fi gur‘e 4 shows the display screen of workstation WL; Figure 5 shows the
menu presented to a user when a door is selected; Figure 6 shows how the
user can nail a data object to another workspace; Figures 7a to 7d show
sanple profiles for users with various |evels of access privilege; Figure 8

shows an acc -8 f3 le for a neeting workspace;- UK9- 91- 038 _
5 Figure 9 sﬁg@é iz’i'g? gccess profile for a’workspace dedicated for use in
broadcasting information to a nunber of users; and Figure 10 shows a flow

cha  of 1S 7L PERRIS G0 4y By D050y SRR RO RSk
confi gur at i crrosessingontstoaki dthert donfigunatiods progessibie.ufot ekmplycthe
data processing system could be based upon a star network, or based upon
a host processor connected to a plurality of dumb terminals, or based
"~ upon a plurality of remote processors connected by a communications
network. The network could also be based upon the telephone network, an
ISDN network or any other 'dial up' network. The workstations could be
located within a single workspace, or within a local area (eg in a

building), or could be remote from one another.

Referring now to figure 3, three workspaces or rooms 50, 52, 54 are
shown in schematic form. The three rooms are labelled 'Fred' 50, 'Jim'
52, and 'Meeting Room' 54. Rooms 50 and 52 are associated with
individual users, but are public in the sense that other users can
access those rooms with permission from the respective owners. Room 54
is a shared workspace which can be entered by a number of users at a

single time in order to discuss and operate on shared data. |

In the context of the present description, visual communication
between a user and a workspace concerns the ability of that user to see
on his display screen objects displa&ed in that workspace. In addition,
full visual communication allows the user to manipulate those objects
using tools and utilities in the workspace itself. A typical
application might be that of a first user having full visual access to a
second user's workspace. In this case, the two users would both be able
to see, manipulate, and operate upon screen objects displayed in the
workspace. This principle, 'what you see is what I see', or 'WYSIWIS',
has been described in an article by Stefik et al, entitled 'Beyond the
Cﬁalkboard: Computer Support for Collaboration and Problem Solving in
Meetings', Communications of the ACM 30, pages 32 to 47.

Access to each workspace is under control of a respective 'agent'
computer program 56, 58, 60. Alternatively, a single agent may control
more than one workspace i.e. he may control his own personal workspace

and a public meeting room. The agent maintains lists of which users are



as a conventional mcroprocessor, and a nunber of other units

iI*'nt erconnected via a systembus 12. The workstation shown in figure 1.

i ncl udes a random access nenory (RAM 14, read only nmenory (ROM) 16, an 1/0O
adapter 18 for connecting peripheral devices such as disk units 20 to the
bus, a usergkpterdozge adapter 22 for comnecting a keyboard 24, a nouse 26,
a | oudspeaker 28, a m crophone 32, and/or other user interface devices such
as a touch screen device (not shown) to the bus, a communi cations adapter
34 for connglliowad ddeessvanidsvlat dhos® vaedatage prieébegedgtoatondn kthend a

di spl ay adapter 36 f aqn IAg : ' ' ough
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figure 2. Figure 2 illustrates a data processing system conprising a nunber
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effectively. This may be used when an owner is away from his current
workspace, but needs to be contacted immediately. In this situation the
agent could transfer a request onto the agent dealing with a meeting
room or if the owner is currently a visitor in another person's
workspace, then the agent could pass the request onto that person's

workspace agent.

Instead of providing access to a selected workspace, a door could

be arranged to provide access to a number of other doors (a 'corridor').

Figure 4 illustrates information displayed on the display device 38
of one of the workstations W1. In figure 4 two 'doors' 100, 102 are

shown on the screen 104 of the display device.

The basic idea of a door has been described in "Rooms: The Use of
Multiple Workspaces to Reduce Space Contentions in a Window -Based
Graphical User Interface' (ACM Transactions on Graphics, Vol.5, No.3,
July 1986, pages 211-243), and in Furopean Patent Application number
90300885.2.

The doors 100, 102 shown in figure & are labelled 'Fred' and 'MTG'
respectively, and can be used by the operator of workstation W1 (Jim) to

initiate communication with Fred's workspace or the meeting workspace.

In operation, one of the doors 100, 102 is selected by Jim, by for
example positioning a mouse-driven cursor 106 over the door and
operating a mouse control button. Alternatively, if a touch screen is
used, Jim may simply touch the part of the_screen 104 corresponding to
the door. The single user interface represented by the door allows Jim

to perform one or more of the following:



via a data network so as to permt conmunication between the workstations.
It is assuned that the data processing systemshown in figure 2 is of a
type which will pernmit concurrent real tinme comunication between the
users. In figure 2 the workstations are connected as part of a |ocal area

networ k under_th trol of afile servgr FS. The network operates
accordi ng tdnﬁgéﬁhﬁéﬁtional net wor k protgcol, such as the token ring

protpgﬁl.h dUK9-91-038 _ 6 Figure 2 shows just one
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configurations -are po r-exa e data processinhg systemcould
be based uposttxast #ttaetiemsk, or based upon a host processor connected to a

plurality of dumb term nals, or based upon a plurality of renote processors

connected by a comruni cati ons
b) to establish an audio channel for communication to or with the

selected workspace;

c) to establish a vision channel for communication to or with the

selected workspace; and
d) to transmit data or program files to the selected workspace.

Thus a single door can be arranged to provide a number of general
services associated with establishing environments for cooperative

working between two or more users.

When a door (say, door 100 corresponding to user 'Fred') is
selected, the user of W1 ('Jim') is presented with a multiple choice

menu. An example 110 of such a menu is shown in figure 5.

This shows a full set of menu items. Any particular user may not
be allowed to exercise all the choices shown. Usually choices which are
currently not allowed would either be greyed-out or not presented on the
menu. Normally one of the menu choices, usually 'Enter', would be
treated as the default and activated by, for example, a mouse 'double
click’. The exact mechanism for this would be determined by the user

interface style employed.

Using for example a mouse driven cursor or a touch screen, the user

can select one of the options 112 - 130 shown on menu 110. These are:

112 Enter: This command initiates full, two way, audio and

visual communication with Fred;

114 View: ' ‘This command provides two way visual

communication with Fred;



. conmmuni cat|

networ k. The network could al so be based upon the tel ephone network, an

| SDN network or any other 'dial up' network. The workstations could be

| ocated within a single workspace, or within a local area (eg in a

buil ding), or could be renpte fromone another. Referring nowto figure 3,
t hree wor ks iE®e81d#3& oons 50, 52, 54 aré@ shown in schematic form The three
roons are labelled 'Fred" 50, '"Jiml 52, and ' Meeting Roomi 54. Roons 50 and
52 are associated with individual users, but are public in the sense that
other users canldBcess tFRM@ roofRinicoRmanst dnikiases fonvaha it pect i ve
owners. ROO%MnIiSaﬂ_oﬁhﬁ{ﬁdFE&l Kkspace which can be entered by a nunber of
~users at a single time in order to discuss and operate on Shared data. In

| the context of the present description, visual comunication betvveen a user
. and a wor kspace 1d8ndibsesvd laed dlulki: t yThik ¢dwaand sdiows thecusen msobhigmeay

screen obj egtge 6y §&L)at)éﬁg dl@ot{'@ttawrvh%ﬂaﬁeed téleé‘qgé\}e' on, full visual

allows the user to nmani pul ate those Obj ects using tools and
utilities in the workspace itself. A typical

120 Observe: This command initiates 'read only' audio and
visual communication with Fred. Jim can see and listen to events
happening in Fred's environment. He cannot create an event or speak to

Fred;

122 Peep: This command is similar to 'observe', but only
allows visual access to the selected workspace. One application of this

facility would be to access bulletin board notices;

124 Hedr: Again, this is similar to 'observe', but only
allows audio access to Fred's environment. This could be used if Jim
w1shed to keep a llstenlng watch on a meeting while he continues to work

in his own environment;

126 Interrupt: Jim is able to create an attention interrupt in
Fred's environment. This would cause a message (either visual or audio

or both) to be emitted in the enviromment, such as:
'Jim would like to interrupt you ...

128 Query: This initiates a dialogue with the agent
controlling Fred's environment. For example, Jim may wish to find out
who is working in the environment without disturbing it, or make an

enquiry about the machine resources being used there;

" 130 Control: This allows the 'owner' of the door to control
various attributes of the door, such as whether particular users can
enter or observe the workspace corresponding to that door. The control

option can also be used in real time, for example to expel a user from



application mght be that of a first user having full visual access to a
second user's workspace. In this case, the two users would both be able to
see, mani pul ate, and operate upon screen objects displayed in the

wor kspace. This principle, 'what you see is what | see', or "WYSIWS' , has

been descri article by Stefik entitled 'Beyond the
Chal kboar d: Bgnggt&& Support for Coll abgé ati on and Probl em Solving in

Meeti ngs', Conmuni cations of the ACM 30, pages 32 to 47. Access to each
wor kspace 'ghg@,@@ﬁsm@tsglto grga,em@smmyscc. R £ BEPHLLE PG BB 56, 58,

60. Alternativel may control nore than one workspace i.e.
he may cont I’b¢°kh| theyfgopkr Jbaastonksek paten ahdl depdercriberedni meyer dofailThe

agent - mai nt gi g, | Bl r@fe ALt dIFEESrAT o to 1KI-91-038
7 al |l oned access and what those users are privileged to do in the

Figure 6 illustrates how one user can transmit, or 'mail' a data
object 150 such as a data or program file to another workspace. The user
simply positions a mouse driven cursor 106 over the object and 'drags'
the object to the door (that is, he holds down a mouse button while
moving the cursor over the required door). When the user releases the
button, the data object is mailed to the workspace corresponding to that

door. This is, of course, subject to the user having privilege to send

data objects to that workspace.

Figures 7a to 7d show the access options which can be set by the
owner of a window when the 'control’' command 130 is selected. The access
options vary between complete access for the owner, down to very limited

access to the workspace for a complete stranger.

Figure 7a shows a profiie defining the access which the owner of
the door has allowed himself. The owner's profile gives him full acésss
to his public workspace and allows him to pass directly through to his
private workspace. He is also able to control and edit the frofiles

defining other users' access to his rooms.

Figure 7b shows a list of users who are allowed to peep at the
owner's public workspace (that is, they cannot interact visually with
it). They are allowed direct audio access to the owner's private
workspace and in this case the agent associated with the public
wérkspaces passes the request onto the agent which is associated with
the private workspace. This allows certain communications to be
forwarded to users who are not currently working in their public

workspace.



wor kspace. When a request for access to a workspace is made, the agent
controls the grant of that access and supervi ses communi cation between the
user and the workspace. The agent may al so pass or forward the request to
anot her wor kspace agent which can deal with it nore effectively. This may
be used when, ap,ower is away fromhis,current workspace, but needs to be
contacted P '8}_q%§ In this situati ﬁ the agent could transfer a request
onto the agent dealing with a neeting roomor if the owner is currently a

visitor [ anORIELyACEE Vhes plfl K308 GRer A 1S, BACRE 0 Qi BARE:h D% e

request onto that person’ s wor Kspace ent I'nstead o rovid cess tao
a sel ect edwmslpggacéf be xsse mpatms alrwr éng%dllﬁonﬁmeowﬂéeﬂ%‘é%’ssh?dmalld

nunber 8L NEdpe U0 Imbéaiateiyidor’). Figure 4 illustrates information
dlsplayed on the di spl ay device 38 of one of the workstations WL. In figure

4 two 'doors' 100, 102 are shown on the screen 104 of the display device.
The basic i dearagufe de0shdwasa egnotlasers hd are nbBoaTlowdheoUsogrbss

beyond the owner's public workspace. They are allowed restricted (peep

only) visual access to the public workspace.

Finally, figure 7d shows the very restricted access given to any
user whose name does not appear on any of the other profiles (that is, a
stranger). In this example, such users are not allowed visual access at
all, and any communication from them including.an interrupt request is

placed in an 'in-tray' for the owner to examine later.

Figure 8 shows a typical profile for a meeting workspace. All
users are allowed full access to the workspace, including control of

profiles. | i

Figure 9 illustrates a profile for a workspage which is dedicated
for use in broadcasting information to other users. Any user can have
'read only' audio and visual access to the workspace. They cannot
sontrol the workspace profiles. This workspace will not accept Mail
from users; any attempt to do so will cause the mail to be rejected

rom the workspace and returned to the sender.

The system can be arranged so that the menu options 110 given to
he user when he selects a door depend oa the access privilege which the
ser has to the workspace corresponding to that door. For example, the
1l menu as illustrated in figure 5 would be given to a user such as
1lan or Charlie (figure 7a), whereas a menu comprising only the options

talk', 'hear', and 'interrupt' would he presented to a stranger

telecting the workspace.



Mul ti pl e Wrkspaces to Reduce Space Contentions in a Wndow -Based

G aphi cal User Interface' (ACM Transactions on G aphics, Vol.5, No.3, July
1986, pages 211-243), and in European Patent Application number 90300885. 2.
The doors 100, 102 shown in figure 4 are |abelled 'Fred and ' MG
respectivel YK®=8d-@3 be used by the op#2ator of workstation WL (Jinm) to
initiate communi cation with Fred's workspace or the neeting workspace. In
operation, one of the doors 100, 102 is selected by Jim by for exanple
posi tioni ng a mytise-aseesedartor doy sowresphrdiggoto @navpicndaf myrkspasese

control butt.gp.aghht eddadtoM8hY, addesd P WAL HOERRACE SpdtFEEns B HhdRY Sk MPI Y
touch the part of _the screen 1%\;0” spondi n?yto the door. The single user
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fol | ow ng: |
The flowchart in figure 10 starts 300 with the user selecting a
door controlled by the agent. At step 302 the agent establishes the
identity of the user. This can be by requesting the user to input a
secret password identifier or a non-secret user identifier, or simply by
polling the user's workstation. At step 304 the agent checks the user's
identity against the access privilege profiles for the workspace (such
as those shown in figures 7a to 7d) and determines the level of access
privilege to be assigned to that user. In thé present embodiment the
access profiles include a default 'stranger' profile allowing very
restricted access to anyone not specifically named in one of the other
profiles. "
In step 306 the agent then grants access for the user in accordance
with the privileges determined in step 304. The agent then supervises
communication between the user and the workspace (step 308) until the
user leaves the workspace (step 310) or the.owner of the workspace
ejects the user from the workspace (step 312). In either of these cases

communication is stopped at step 314.

This example is easily extended to cater for door requests which
have some priority attached.. A note posted onto a door might have a
lpriority label' attached by the sender (Priority=99, or URGENT). This
label would be inspected by the door agent and, according to predefined
profile tables a different action might be taken:- urgent notes might be
>resented immediately in the workspace, rather than by being filed in an
[ntray. A user making a request for a workspace interrupt would be
lueried to determine the priority of the interrupt. Only urgent or high
iriority interrupts would be allowed. TLower priority interrupts would
:ither be rejected or placed in a pending state according to previously

pecified profile tablés.



UK9- 91- 038 L““lum '8 a) to interrupt Fred or the occupiers
of the neeting V\H“mmllu“‘ ct attention; b) to establish an audio
channel for conmmunicati'on®o®or*with the sel ected V\Drkﬁ_n 2,

establish a vision channel for comunication to or wijt
wor kspace; and d) to transmit data or programfiles
wor kspace. UK8s9 °§?ngl e door can be ar F-%nged to pI’OVI de a nunber
general services associated with establishing environnments for cooperative
wor ki ng between two or nore users. \Wepn oor (say, door 100 corresponding
to user 'Fred') is selected, the user Gt ("Jim) is presented with a

mul tiple choice nmenu. An exanple 110 of such a nenu is shown in figure 5.

Thi s - shows a fuII et _of nmenu i n par.ti cul ar, ot, b al | oned
to exerciselall 8% tacﬁ’é?ceé?l%ﬁos\ﬁﬁqseﬁs lﬁ‘ daef g?qcespv%r gﬁt’éc’é 1g1cal

workspaces for performing tasks in reqponse to operations performed by a

system user and provides communication between two or more of the
workspaces, characterised in that selection by a first user in a first
workspace of a screen object corresponding to a second workspace
initiates visual, audio and data communication between the first user
and the second workspace according to predefined access privileges

associated with the first user.

2. A data processing system as claimed in claim 1, in which the access

privileges are also associated with the second workspace.

3. A data processing system as:claimed in claim 2, in which the access
privileges are predéfined by a user responsible for the second

workspace. !

4, A data processing system as claimed in any preceding claim, further
comprising agent means associated with each workspace for controlling

access to that workspace, the agent means including:

means for maintaining a privilege table defining the access to the

workspace allowed for one or more users;

means for determining the identitv of a user requesting access to

the workspace;

means, associated with the privilege table, for granting and

supervising access to the workspace according to the access allowed for

that user.

5. A data processing system as claimed in claim 4, further comprising

neans for transferring a request from one agent to another agent.

.This Sheet Has Been Reilaced
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currentliy not allowe ' greyed out or not presented on the
menu. Normally one oﬂ“‘ﬂﬂ‘ﬂm mmcmm usually "Enter', would be treated
as the default and a y, sf OF exarrpl e, a nouse |4pEpLBELT HAK' BEERhe
exact nmechanismfor this would be determ ned by the user |ntF§Erp‘nggDsty €

enpl oyed. N exanpl e a nouse drjven cursor or altgueh—Sereen—th
user can s@?ér@l fggé of the options 112i‘1 130 shown on nenu 110. These are:
112 Enter: This command initiates fuII t wo vvay, audi o and vi sual

comun cayon ¥t Shurd b Ly g1gimy g Py SOTRIL 811 $9RcB 8

vi sual co ni cat lon Wt
Tal k: comprisingneans £t ideseTmining thaypriodity of a communication and

granting and supervising access in accordance with the priority.

7. A data processing system as claimed in any preceding claim,
comprising a plurality of data processing workstations interconnected by
a data network, and in which a user of a first workstation can initiate

communication with a& workspace running on a second workstation.

hlS Sheet Has Been Replaced
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conﬁﬂnication Wi th Fred; 118 bserve and Tal k: This comrand all ows the user .
to ' b ' bel ) d al totalk with Fred q?@y
o) serve' (see below) and also to ta Wi red (see TR T ﬁﬂSBEHﬂ

bserve: This command initiates 'read only' audio

conmmuni cation with Fred. Jimcan see and listen to event $.happeT) EPn
Fred's environnent. He cannot create an_event or speak to Fred; 122
Peep: UK9- 31 8and is sinilar to 1%bserve', but only allows visual

access to the sel ected workspace. One application of this facility would be
to access bulletin board notices; 1&@5 Hear : "Again, this is
simlar to 'observe', but only allo Eﬁ%?b access to Fred's environnent.
This could be used if Jimw shed to keep a listening watch on a neeting
while he continues to work in s sMEESSHHG SYSTRmL: 126 Interrupt: Jim
is able to create an attention interrupt 1n Fred' s environnent. This would
cause a nessage (either visual or audio

A data processing system is described which defines a plurality of
logical workspaces for performing tasks in response to opérations
performed by a system user and provides communication between two or

. more of the workspaces. When a user in a first workspace selects a
screen object ('door') corresponding to a second workspace, visual,
audio and data communication are initiated between the first user and
the second workspace according to predefined access privileges
associated with the first user. In a preferred.embodiment these access

privileges are predefined by the owner of the workspace.

Jhksb&ﬁfhs

E T —
B .



,ﬁiﬁfh).to be emtted in the environnment, such as: 'Jimwould like to
#nterrupt you ... 128 Query: This initiates a dialogue with the
‘agent controlling Fred's environnent. For exanple, Jimmay wi sh to find out
~who is working in the environnment without disturbing it, or nmake an enquiry
about the machi ne resources being used there; 130 Control: This
allows the "owner' of the door to control Yagious attributes of the door,
such as whether particular users can enter or observe the workspace
“corresponding to that door. The control option can also be used in real
time, for exanple to expel a user from UK9- 91- 038 -
10 the workspace or to prevent further access for a period of tinme (to

-"lock' the door). The control option will be described in nore detai
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below, with reference to figures 7a to 7d. Figure 6 illustrates how one
d%er.can transmt, or '"mail' a data object 150 such as a data or program
file to anot her workspace. The user sinply positions a nouse driven cursor
106 over the object and 'drags’ the object to the door (that is, he holds
down a nouse button while noving the cursoz ?ver t he required door). Wen.
the user releases the button, the data obj é is mailed to the workspace
corresponding to that door. This is, of course, subject to the user having
privilege to send data objects to that works e. Figures 7a to 7d show the
access options which can be set by the owne a W ndow when the 'control’
command 130 is selected. The access option ween conpl ete access
for the owner, down to very |im [ h rkspace for a conplete
stranger. Figure 7a shows a pr he access which the owner of
t he door has all owed hinself. l e gives himfull access to
hi s public workspace and all ows hi | fectly through to his

~defi ni|ig

FIG. 2
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private workspace. He is also able to control and edit the profiles .
defining other users' access to his roons. Figure 7b shows a |list of users
who are allowed to peep at the owner's public workspace (that is, they
cannot interact visually with it). They are all owed direct audi o access
to the owner's private workspace and in this case the agent associated with
the public workspaces passes the request onBd7the agent which is associ ated
with the private workspace. This allows certain conmuni cations to be

forwarded to users who are not CuLLﬂﬂLELJMMJﬂilpiIngeir publ i ¢ wor kspace.
UK9- 91- 038 ' 11 Renoval of the nane of a user would
prevent that user entering the wojkspace. If. he were present .at -the tine
his nane was renoved, he woul d MEETING -1 _—54
WORKSPACE
AGENT - +—58
FRED JIM
AGENT +—56 o AGENT —+—60
FIG. 3
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be ekpell ed inmmediately. Figure 7c shows a set of users who are not allowed
t0 priogress beyond the owner's public workspace. They are allowed
restricted (peep only) visual access to the public workspace. Finally,
figure 7d shows the very restricted access given to any user whose nane
does not appear on any of the other profiles (that is, a stranger). In this
exanpl e, such users are not allowed visual &¢J&ss at all, and any

comuni cation fromthemincluding an interrupt request is placed in an
“in-tray' for the owner to examne later. Figure 8 shows a typical profile

for a neeti-ng morﬁﬁpace. Al Ss to the
wor kspace, incluai g\gggtrol ofERTeR I es. Figure 9 illugtratf a profile
for a workspace which dedicated for use in hrnadractiﬁﬁ—fnfornation to

ot her users. Any user can hgve '&ggaoonly' audi o and visual4ﬂgpess to the
wor kspace. They cannot cont rjol y rkspace profiles. JfiTs workspace will
not accept Mail

TALK _— 116

OBSERVE AND TALK 18

OBSERVE _—~120

PEEP | |_-122

HEAR 124

INTERRUPT L — 126

QUERY - L—128

CONTROL 130
FIG.5

Wi ~100 102

FRED| | MTG

/

104 — /

150 — A4—_106
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~ that door.

Eronmi users; any attenpt to do so will cause the mail to be rejected from
the workspace and returned to the sender. The system can be arranged so
that the nmenu options 110 given to he user when he selects a door depend on
the access privilege which the ser has to the workspace corresponding to

For exanple, the full nenu as ilbﬁzirated in figure 5 would be
given to a user such as lan or Charlie (fig 7a), whereas a nenu

- conprising onLy the options-talk' —~hear' and 'interrugt-woudd-he
presented to ja stranger selegcting the workspace 1IKQ. Q1.038
12 When a usey SeUSCEtQ a dqo [ cowm_ag)gd'rrwago a pITATHI FPA®S<§FHRE1 The
agent control] ipg—aceess—Ho Hrat—werkspace—pPer £-of
These steps afe SDVWNE R chdmat MISIUA aAEElE$Sowchar FULEi TPQWATT':W S.
AUDIO ACCESS FULL | PRIVATE W.S
INTERRUPT YES PRIVATE W.S.
ACCEPT MAIL FROM YES INTRAY
QUERY | YES -
CONTROL OF PROFILES | YES —
FIG. 7a
USER ACCESS TYPE STATE | PASS THRU TO
ALAN VISUAL ACCESS PEEP | PUBLIC W.S.
CHARLIE AUDIO ACCESS FULL | PRIVATE W.S.
INTERRUPT YES PRIVATE W.S.
ACCEPT MAIL FROM YES INTRAY
- QUERY ‘ YES -
CONTROL OF_,PROFlLES NO -
FIG. 7b
USER ACCESS TYPE STATE | PASS THRU TO
GARY VISUAL ACCESS PEEP | PUBLIC W.S.
TRISH AUDIO ACCESS FULL | PUBLIC W.S.
INTERRUPT YES PUBLIC W.S.
ACCEPT MAIL FROM YES INTRAY
QUERY YES -
CONTROL OF PROFILES | NO -
Fl C. 7c
USER ACCESS TYPE STATE | PASS THRU TO
STRANGER VISUAL ACCESS NO —
AUDIO ACCESS FULL | INTRAY
INTERRUPT YES INTRAY
ACCEPT MAIL FROM ' | YES INTRAY
QUERY NC —
CONTROL OF PROFILES{ NO —

FIG. 7d

-
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The ¥flowchart in figure 10 starts 300 with the user selecting a door
sontrolled by the agent. At step 302 the agent establishes the identity of
the user. This can be by requesting the user to input a secret password
identifier or a non-secret user identifier, or sinply by polling the user's
wor kstation. At step 304 the agent checks the user's identity against the
access privilege profiles for the workspace gpgpch as those shown in figures
7a to 7d) and determ nes the | evel of access privilege to be assigned to
that user. In the present enbodi nent the access profiles include a default
"stranger' -profile allow ng very restricted access to anyone not

specifically gamed—Tm ome of—t1E ot frer—profTtes— STEP 306 The agent TIen

grants access forTrie_usen i ceortdance W tirthe pllVl | €y W
step 304. The|afe®SkRen sup=rV|9%ECES&n}¥BEtlon ?RAiEétﬁédzq[

pierace, C LT I AT ggﬁstf BE S

peleases INTERRUPT YES | PUBLIC W.S.
ACCEPT MAIL FROM | YES | PUBLIC W.S.
QUERY YES | —
CONTROL OF PROFILES| YES | —
FIG. 8
USER ACCESS TYPE STATE | PASS THRU TO--
ALL VISUAL ACCESS PEEP | PUBLIC W.S.
AUDIO ACCESS HEAR | PUBLIC W.S.
INTERRUPT NO —
ACCEPT MAIL FROM | NO -
QUERY NO ~
CONTROL OF PROFILES | NO —

FIG. 9



conmuni cation is stopped at step 314. This exanple is easily extended to
cater for door requests which have sone priority attached. A note posted
onto a door mght have a 'priority label' attached by the sender
(Priority=99, or URGENT). ‘This |abel would be inspected by the door agent
and, according to predefined profile tables a different action m ght be
taken: urgent notes mght be presented i medlgJely in the workspace, rather '
than by being filed in an Intray. A user naking a request for a workspace
interrupt would be queried to detern ne the;prlorlty of the interrupt. Only

urgent or high priorit E go wed. Lower priority
I nterrupts would eithe Lﬁﬁﬁ%ﬁgik & |n 8d) ng state .according
to previously pecified ﬁ@&ﬁ

ESTABLISH IDENTITY OF | 34 -
REQUESTING USER [

'

DETERMINE USER’S 304
ACCESS PRIVILEGES |

GRANT ACCESS IN ACCORDANCE 304
WITH PRIVILEGES —

SUPERVISE COMMUNICATION

BETWEEN USER AND _——308
WORKSPACE

USER
ELECTS TO LEAVE
WORKSPACE

YES

310

3117 ‘
TERMINATE
COMMUNICATIONS

312

WORKSPACE
EJECTS USER

END




CLAI M5 1. A data processing systemwth a plurality of wor

kspaces for

performng one or nore tasks in response.to user inputs, cof
means for enabling comunication between the plurality of w
screen object associated with each of said plurality of work
.data structure for storing a list of user profile informatic
user; and (d) neans for selecting a screen object by a user

PEACEHENT SH

]
<k

EET

.

spaces;
n If of 7e ‘ﬁl'”
ina first of

a

the plurality of workspaces, the screen object corresponding to a second of

the plurality of workspaces, and initiatldng visual, audio or

data

communi cation between the user and the second workspace according to the

user profile information stored in the data structure. 2.

A dat a

processing systemas recited in claiml, i n_ whi ch the user profile
i nformation conprises access privileges. 3. A data processing system as

recited in claim1, in which H}re]yg ccessed

the access privileges of a pa ?’B?)W§§Sfihﬁata processi ng system
as recited in claim1, including means associated with the data structure
for determning the priority of a communication and granting and

ABSTRACT

to determ ne

A data processing system is described which defines a plurality of logical

workspaces for performing tasks in response to operations performed by a system

user and provides communication between two or more of the workspaces. When a

user in a first workspace (W1) selects a screen object (‘door') (100,102) -

corresponding to a second workspace (W2), visual, audio and data communicat_ion

are initiated between the first user and the second workspace (W2) according to

predefined access privileges associated with the first user. In a preferred

embodiment these access priw)ileges are predefined by the owner of the workspace.

FIG. 4




stipesvi si ng access in accordance with the priority. 5. A |GECARARESHEXE SHEET

systemas recited in claim 1, wherein the workspaces reside
of data processing workstations and the neans for enabling icg
a network. 6. A method for initiating. one or nore tasks iln

on a plurality

MY i S KRRV 0 S
a data

processing systemwith a plurality of wirkspaces, a data stjr
plurality of screen objects representing each of said plurali

" (
CcLurc, d4aiiu a

ty of

wor kspaces, conprising the steps of: (a) enabling conmunicat

the pl ur apiovidifg riéunk TORGARIngG e aBéionnef el dthér @der U aRany G
informati on for each user in the data structure; and - 14

I on between -
bbserving the
- (¢)

sel ect i ngotherewotkspaee, @aind madans foxodomollmgrthe)bﬂ‘nenwgrltspa@.user in a first
wor kspace, and initiating visual, audio or data conmuni cati on between the

user and the workspace represent ed by the sel ected screen obj

to the user profile information stored
SUMMARY OF THE INVENTION

ect according

It is an object of the present invention to ameliorate one or more disadvantages of
the prior art. ..

According to one aspect of the present invention there is provided a data
processing system with a plurality of workspaces for performing one or more tasks in
response to user inputs, comprising: (é) means for enabling communication between the
plurality of workspaces; (b) a screen object associated with each of said plurality of
workspaces; (c) a data structure for storing a list of user profile information for each
user; and (d) means for selecting a screen object by a user in a first of the plurality of
workspaces, the screen object correspoﬁding to a second of the plurality of workspaces,
and initiating visual, audio or data communication between the user and the second
workspace according to the user profile information stored in the data structure.

According to another aspect of the present invention there is provided a method for
initiating one or mdre tasks in a data brocessing system with a plurality of workspaces, a
data structure, and a plurality of screen objects representing each of said plurality of
workspaces, comprising the steps of: (a) enabling communication between the plurality
of workspaces; (b) storing a list of user profile information for each user in the data
structure; and (c) selecting one of the plurality of screeﬁ dbjects by a user in a first
workspace, and initiating visual, audio or data communication between ﬁe user and the
workspace represented by fhe selected screen object according to the user profile
informatioh stored in the data structure.

According to still another aspect of the present invention here is provided a control
element for directing the operation of a compﬁter, having storage means for retaining

signals recognizable by the computer and controlling the operation thereof, the signals



i @ thes data structure. 7. A nmethod as recited in claim 6,

additional step of defining default access privileges in the
structure. 8. A method as recited in claim®6, including th
accessing the~data structure to determ ne the access privile
particul ar user. 9. A nmethod as recite¥-in claim6, includ
determning the priority of -a conmuni cation, granting and su
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ber vi si ng

access in accordance with the priority. 10. A method as reci
wherein thg

ed-rThame,

m‘ﬁ?fﬁ@?i%ﬁsnkﬁ% 1B witP HY @nifuterdb dRbR RGeSt between a

wor kst ations™i nnected by the networK. 11. A control element for -
di recti ng phiygligPef fwdrlaépa@és; Ab¥ Qii¥uns Sfor vBEWitto tiel eomBiteBRRDIré @r listedfuserng

signal s recogni'zabl e by the conputer and controlling the ope

rati on thereof,

t he si gnalpgofileriaforaiation for)eackeasa fnoa dataestwichires hnd (Ommeans forousenwtithethe
communi cation between a plurality of workspaces; (b) means for use with the
conput er tcomputer ¢o aelectst sopéenushject byt usee in a fiostrodtsaidrplizalityeel- Workspaces nthg

data structure; and

screen object corresponding to a second of said plurality of workspaces, and initiate

visual, audio or data communication between the user and the second workspace

according to the user profile information stored in the data structure.

DESCRIPTION OF THE PREFERRED EMBODIMEN(S)

In order that the invention may be fully understood a preferred embodiment thereof

will now be described, by way of example only, with reference to the accompanying

drawings in which:

Figure 1 is a block diagram showing the configuration of a typical workstation;

Figure 2 is a schematic diagram of a data processing system comprising three

workstations and a file server;
Figure 3 is a schematic representation of three workspaces;

Figure 4 shows the display screen of workstation W1;

Figure 5 shows the menu presented to a user when a door is selected;

Figure 6 shows how the user can mail a data object to another workspace;

Figures 7a to 7d show sample profiles for users with various levels of access

privilege;

Figure 8 shows an access profile for a meeting workspace;




() rreans for use with the conputer to select a screen obj eet |
a first sai d pI urality of workspaces; the screen object gﬁt?héﬁmﬁﬁﬁgﬂﬂﬂ‘

g 1?econd of sal wor kspaces, and initiate visual [~audio or
ata conr mu”'m the user and the second workspac %c diTnoep
t he user'g " ﬂ!,mmm stored in the data structure. !,cpa; ’
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CLAIMS

1. A data processing system with a plurality of workspaces for performing one

or more tasks 1n response to user inputs, comprising:

(@) - means for enabling communication between the plurality of workspaces;

(b) a screen object associated with each of said plurality of workspaces;

(c) a data structure for storing a list of user profile information for each user; and

(d means for selecting a screen object by a user in a first of the plurality of
workspaces, the screen object corresponding to a second of the plurality of workspaces,
and initiating visual, audio or data communication between the user and the second
workspace according to the user profile information stored in the data.strucun'e.

2. A data processing system as recited in claim 1, in which the user profile
information comprises access privileges. .

3. A data processing system as recited in claim 1, in which the data structure is
accessed to determine the access privileges of a particular user.

4. A data processing system as recited in claim 1, including means associated
with the data structure for determining.the priority of a communication and granting and
supervising access in accordance with the priority.

5. A data processing system as recited in claim 1, wherein the workspaces
reside on a plurality of data processing workstations and the means for enabling
communication is a network.

6. A method for initiating one or more tasks in a data processing system with a
plurality of workspaces, a data structure, and a plurality of screen objects representing
each of said plurality of workspaces, comprising the steps of:

(a) enabling communication between the plurality of workspaces;

(b) storing a list of user profile information for each user in the data structure; and



REPLACEMENT SHEET

19 HGV 1997

UL

-14 -

() selecting one of the plurality of screen objects by a user in a first workspace, and
initiating visual, audio or data communication between the user and the workspace
represented by the selected screen object according to the user profile information stored
in the data structure.

7. A method as recited in claim 6, including the additional step of defining
~ default access privileges in the data structure.

8. A method as recited in claim 6, including the step of accessing the data
structure to determine the access privileges of a particular user.

9. A method as recited in claim 6, including the step of determining the priority
of a communication, granting and supervising access in accordance with the priority.

10. A method as recited in claim 6, wherein the workspaces rt;side on a plurality
of data processing workstations interconnected by the network.
' 11. A control element for directing the operation of a computer, having stérage
means for retaining signals recognizable by the computer and controlling the operation
thereof, the signals comprising: |
(@) means for use with the computer to enable communication between a plurality of
workspaces; |
(b) means for use with the computer to store a list of user profile information for each
user in a data structure; and
(c) means for use with the computer to select a screen object by a user in a first of said
plurality of workspaces, the Screen object corresponding to a second of said plurality of
workspaces, and initiate visual, audio or data communication between fhe user and the

second workspace according to the user profile information stored in the data structure.



