ACADEMY FOR THE KNOWLEDGE MANAGEMENT SYSTEM Thi s
invention relates generally to the field of know edge
managenent, and nore particularly enbodi nents of the
invention relate to systens, nethods, and conputer
program products for providing a conprehensive system
for production support information. BACKGROUND
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Fach time an incident is escalated to a higher support level it costs valuable time and
negatively impacts a business’s customers. Typical knowledge management systems are
personally based, in that they are dependént upon the knowledge levels of certain associates in

various groups. Therefore, contacting the specific associates whenever an incident occurs is
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inefficient and far froma best practice. Enployees
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Embodiments of the present invention address the above needs and/or achieve other
advantages by providing a method, system, computer program product, or a combination of the
foregoing for creating a knowledge management system with an academy system for training
and fracking training results of employees in a standardized and centralized location across the

channels and sub-channels in an organization.



conprising a user interface, a nmenory device, a
comruni cati on device, and a processor. The processor
operatively coupled to the conmuni cati on device, user
interface, and the nmenory device, and configured to
execute a conputer-readabl e program code to store a
plurality of training nodules. The processor is
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application home page link, a user training selection interface link, a knowledge management



gane link, or a training test link. In yet another
enbodi nent of the invention, the processor is further
configured to execute the conputer-readabl e program
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In another embodiment of the invention, the processor is further configured to execute the
computer-readable program code to provide for the user training results interface configured to
display the user status related to completion of a certification program, wherein the user status

includes one or more of available status, in-progress status, or completed status.
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In yet another enbodi nent of the invention, the
processor is further configured to execute the
comput er - r eadabl e program code to provide for
accessibility of the user training results interface
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the selected training module.



-5 I n anot her enbodi nent of the invention, the fourth

executabl e portion is further configured for

providing for an interactive display nodule interface,

wherein the interactive display nodule interface

i ncl udes one or nore of a know edge managenent

application hone page link, a user training selection

interface link, a know edge managenent application

gl ossary link, a know edge managenent application
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In another embodiment of the invention, the sixth executable portion is further configured
for providing for the user training results interface configured to display the user status related to
a training module, wherein the user status includes one or more of available status, in-progress
status, or completed status.

In yet another embodiment of the invention, the sixth executable portion is further
configured for providing for the user training results interface configured to display the user

status related to completion of a certification program,
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status related to conpletion of a certification

program -6 In another enbodi nent of the invention,

the sixth executable portion is further configured

for providing for the user training results interface

configured to display the user status related to

conpletion of a certification program wherein the

user status includes one or nore of available status,

i n-progress status, or conpleted status. In yet
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traininggpeules, wheginfigdeaiupg medufes ary @psogiaier; ge of gnore Certification
prografins € CtHeSorE QRN i€ FurfRALSH i RALRPUE Qgﬁpﬁt@r—feﬁﬁﬁﬂé’ Brogpdl code to

sel ections for one of the plurality of  training
providadidu hesset tmmu@wsetlmou seiierfweap(mf@reﬁeioemwxdn fontueerf spewhing and
The. processor [ ured 0-£X
selecu% of cp e Of Mote 8%1 tb ﬁlﬁ%’[gﬁ Pg %HJJC‘I%I déﬂeSr g‘\?lx ﬁl%%%s%or ig £ further configured
to exedudd aimitﬁ:rweadibElCﬂragraﬂiuﬂ)db o receive ufdacelettionalfdbromictdfehe plurality of

tralnlngilg:{figgg gl?er%}sl%ﬁ \gxgtlu?%et?a?llngé%? gﬁ{s)lrngétré{'fgceex dmrgces;;)rl]‘els also configured
to exe‘éﬁ’t@péﬂn?ﬂu‘tér%ﬂﬁmee¥&§%{ 2Bus9d eprbﬁd@%f @n UiRkradti98 Ldisplay module
associated wth ral ning nodul es. The processor 1S

interfagq fq ABOW dlombayaceess tto tb&é@lmted tiemng eodulegdBis processor is further
conﬁgere 96 a&ec&tgdc% Dty 4}(/'1 Iql@ dllgrggﬁaﬂl Eﬁaﬁer td rs&)'ré” ?(9‘ {e§3 UASE(?CIath with

erface con gure user s
tramlng ehcaium‘i tThe pmeafssﬁrrﬁlfnrtllmg doafighred tokxdécate d:dmpuna:mgadable program

The pracessor is also configur o execut e
code tftBrﬁwP &9 WRLEHRRE SFUYE DHsTEsa émi%utﬁ%c}e %&8 2 e \RBStgs Felated to
user tlalr@ddkddditd @F Uhd %raid"l'ﬁ? ek, CAME SHEREbrt R alsh %@ﬁﬁ%ﬁr&d"% execute
user status related to user training results of

compugasreddpble EOgAM (oaY Fapro Vit dopthg dsersterining gesulis {rierface configured to
dlSpla)Pﬁ)lg fu%&%a eRtedt§ %Egrecraﬁ-ﬂﬁofgsﬁis @e%ﬁcaﬁﬁﬂ gfo%?ﬂn? Offe processor

he "user trai ni My resu
is furthrm dmﬂfgumddo eheutarohiphiec-atddolsle pm.mam ovdertotstoee theewser trammg results

of the s ule 5 Er stiOunt Pt RURg e Hetethe Pastets 1 ner

In further accord with an embodiment of the invention, the processor is further

configured to execute the computer-readable program code to provide the user access to one or

more of the plurality of user tests after completion of a selected training module.
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configured to execute the conputer-readabl e program

code to provide the user access to one or nore of the

plurality of user tests after conpletion of a selected

training nodule. -7 In another enbodi nent of the

i nvention, the processor is further configured to

execute the conputer-readabl e programcode to provide

the user access, through the user training selection

interface, to additional related training nodul es

A SRGth& EnitRa fhdil o PIME ientid, Chelpresdor &l flirthdrodfRdured to cxecute the

anot her enbodi ment of the invention, the processor i s
compufeyreadable Pererag sod o prowide di eser tﬂwss@ gnpighdhe ma dering selection
mterfageg gc?e(c?lm&ﬁﬂ%laieﬁ tPaF % ﬁlgﬁﬁl?ﬁ? g&gﬁg% %I&ﬂlﬁl o aflitgs@s.

rlalyat ethicr anhmdmgemmd ltlieaﬁvdmm'eﬂ,d:h@]xocezssm'l igfurter aifighmed to execute

traini ng e, enbodi nent of t.h ..

the coRYGRPORPIF STOBEBIECD HOYGh A POt Joyen The user taining
selectiéil Ritbride o AMANRASRMcdSt ShRE) mddes ABRUSIE oRpIeBHRBT the selected

product conprising at |east one conputer-readable
traininggidyley havi ng conput er - r eadabl e program code portions

0 u

e Bkt B e EREEATRL Shimpl &R G B ORCE TR A Hhomledge

managbinbritisystsin the, cosrpumn phgram qtrockacigctmﬂprpmlgtat dﬂast Jiteecompugstr-readable

) cut abl e porti i S confl red for or,d
medinfio i BROPHE-rer PSPt e ForeR’ srpted gporsi The computr
readabRy pfb%%l{amtcm@f;oxhb@g EnfiEisTRAUERS secoh®tBikd) foieh, Eifth] dikthGseventh, and
es are associated with one or nore certlflcatlon

eighth fogiigna md he et wté:rlﬁ PPRIONpIE SoBEEWRd ifQr SpEngt Ny memory device
througﬁ WP D ‘é?}r&e -Ta ﬂlﬁ%ﬁgﬂﬁqﬁhﬂ&%ﬁo&ﬁgp Whe Gy él%gTagﬁng modules are

onmuni cat1 on dévice onput ér- rea _ _
assomq.‘le(b ghith none ostemortheertsfaaton pegeoy, abd evlrprﬂlm thenpriogessor is operatively

onf i f.or providin t hrou the
coupief ot 88 ert s, B P ey B R ST POM e Fp e 418 the computer
readab@aﬁf)g@ﬂlf &@del Theohd exdcffablésREtieR k:@lﬁﬂgwed fAgroviding, through the
sel ection of one or nore of the plurality of tr

use of fRsRPEAsSOnTH Bser AN sedection Bitertass conlimredsto Rgide gﬁr"éﬁ‘f searching
and sefe@ll'ioﬂ Sk b fdre (Siﬂﬁé’g%t%tlﬁ}h@f tHﬁﬁn fndifiRs. PTRCERE Rk ecub®RY portion is

ections tor one he pl ura Ity of training
conﬁgmed lﬁcbra‘scemng) Wrugthtbe useef the piaeksser, seir ededtions fartose phihe plurality

of traublpg mog lllﬁ?ﬂ ‘f:i %Qﬁ!trh & alhin ! Ise??ctx?% L t%r?%g gg’%{g %{.u{hoéxecutable portion

u r

is confipired a6t pﬁé@1d@hg$ QlllraugHTﬂﬂ:Ulhﬁ ofl the Qﬁé@@s‘br t zﬁl Bitér@cmlv’e hﬁsplay module
user access to the selected trainin The f

interfags ocalioRthe uiss AeGestiojthe seiesid; tiiiRgmegiles est E? 5% eX%thalP epomon is
confi gﬂﬁ:g‘?frystﬂﬂiﬁh 68 thhEholyaRl R e AgS PR 8D citel Rvitl RhifinBnodules. The

si xth éxecutabl e portion I's configlred
sixth efxmutghi@ponﬂmgs comﬁ@mghfor eoviding,othrauigh thy vieeeistie precessor, a user

traini sultst rté:’lrf ry ngn{i ci oodik 5 lc’heah%gr s%%ﬁ; kLS Q) 3 gjeu% ga%sults of
nge iy ed ts

us Ser trarning resu
the trafnivg thodilei Tig: mdﬂh execiﬂable?pebtmtlh c@fgﬁtﬂ:ﬁ&bﬂ lﬁoﬂdrntg; ’(hl‘DUgh the use

of the (B:‘%g%ségrg g}%dusérffrgmggg }/ésg]:tsg%fﬁrfq@er E tQ altsgfl}( g)éélsel' status related to
user tra@ e rAMN 8 f e chiBRhAY prbi8aS Ghe SphthUi e RAM F8tiibRis configured for

storing, on the memory device, the user training results of the training module and the

certification program in a user training database.
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user training results of the certification program

The ei ghth executable portion is configured for

storing, on the nmenory device, the user training

results of the training nodule and the certification

programin a user training database. 8 In further

accord with an enbodi nent of the invention, the

comput er program product further conprises an

execut abl e portion configured for providing the user

A ChiftRer! ReOSYIM afRiBodiRient BEtHR! il Gkibh ytthcohﬁ @Iﬁr Fn%%{*a?n product

after conpletion of a selected tralnlng nodu
furthergompiiiees antrseitain poﬁlfontcheﬁgmcéﬁxnpmwdm éied@ﬁlp@p@ﬂs to one or more
of the B PR REAE Ln L UL LARGE BFPLASES, (AR FYRAYL! ©

I“oh conTigure pr ovi er access,
tlhrapothbr érigndimsett of tieiinvengon, Sbé @:mhplmen prdsgrﬁnfpaﬁim:t finether comprises

add i onal reI ted_training nodul es based pas g ..
an exeHE E?r PHHPR 498 E““’E‘ eé¥ ?ro‘ilﬁin e'ge bt ﬁ%‘ies%ﬁgﬁ’é‘ ﬁ? U§fr training
selectibh) Sntbrfac@Ntd AMitidAP rQREP Walingdd M @AM HRNQ HHC as&ﬁg toR€'or more user

conpri ses an executabl e portion configure
tests. prOV|d|ng t he user access, through the user tralnlng

t r I 0i
o5 ek TBRARS, of e Ifleher SR o Byt e

comprmxdah &xeMlé paﬂmnesmﬁgmmdtfoo pmwdangi thae0l usen ta ¢rss, ﬂlh:aigh the user

training S CEH BHFERT. e OGOl Ty GUBHE ToBRLRSH OF crgiehin of the

sekcwﬁ@mhhﬂ§§m&mey9t ot her enbodinents, further details of
ch can be seen with reference to the follow ng

d@@chabws@ dunctigs, cangwadygslageso thpRhgre bescrisPasseNoey tgHEchieved
indepelffekiE e il Bt b AU Dol Sl iy IR i yot othr
embodimeérets, dnntleer wieldils mdwhidhecamlslesden witterefigemepanlye fudlowing description

dd_dravvlngs whi ch are not necessarily drawn to scal e,

and drgyiieiinerein:  Figure 1 provides an overview of the

i nteraction between the know edge managenent system

and the channels within a business, in accordance wth

an enbodi nent of the invention; Figure 2 provides a

systemdiagramillustrating the interaction of the

systens in the know edge nmanagenent system in

accordance with an enbodi nent of the invention; Figure

3 provides a home page for the know edge managenent

systemillustrating an overview of the incidents

wi t hi n production support, in accordance with an

enbodi nent of the invention;



Fi gure 4a provides a process flow for the dashboard
system of the knowl edge managenent system in
accordance with an enbodi nent of the invention; Figure
4b provi des a dashboard for the know edge managenent
systemillustrating a channel summary of the

i ncidents within production support, in accordance
with an enbodi mrent of the invention; Figure 5

provi des anot her dashboard for the know edge

MERRIEFBHSCRIBTRIN OH 13t SRVERAIAVIEWR CINERREIR AWINGSY
of the incidents within production support, in

dryonathwcdesoviterl embodiaentsdif faninvention fregsneteb irrmpeference will now
Lgyre 6. provi t . .

ve o S P U PRI 0 000 i
Figararyprotidehan oneavidensdfSthedinterantigr betwetn the lswppalgt management
accordance wi th an .enbadi nent of the inyention; : i

systemmyang) e BEomSIoVR & DRFIDT P “EERSSBEE P AB PP RUMERC it guention
RS Q!"?x!&(rid_%é/%t s?@fein' hidSiafrA | luS@atindNthé NEteAEdn SE M¥BEMteRls in the
a specific incident within production support, in

knowleslge oranegvoenivystema in aceprdariie vt angfmbodangny vgﬁlw ipigntion;

7152 P G L PO P S5 e s
overvise af diei ingdandwithmppraguciion stpports irf axcotdandedweitli an embodiment of the

processes for responding to specific incidents, in

inventigcor dance with an enbodi ment of the invention; Figure

Fifle VA §s03ddNaVhBE e bAGE font Bk f @kBbdfd syfiemkBPthe@dgewledge
mahagenent system illustrating the searching and
managemer [Spsferuun etgosdance with en smpedisieyicaf aiBveien ti cket s,
[ r - . -
R AE0GE iR PIRCTBIL e A e
channdk smmwinegg thminaigeme mtithsysbéuntion khippettr mtdcoaydédre with an embodiment
searching and display functions for the physical,
ofthe yl¥eNt03; “and transactional process maps, in

FGERE I PRGN ahBthS dSHERALH 5 tHe kabwlddge maiRineMKystbmdUiigrating a
11 Er ovi des a Elr ocess map display for the know edge .
sub-chagneh gemeRry 9 sthe pincidents syithae | pigdusHoR eapAe 1f aggordance with an
Al . ical, or transactional process map, in
embwﬁ@%%?ﬁ%ﬁé@%%‘ﬁ an enbodi nent of the invention;
Aiignre € prdvipesoariottes dashbbard farhthe knolvispganpafagementesystem illustrating

w inc e SRR 97 TR LB S P L B TR it a
embod3EERLEMBES MibAd an  enbodi ment of the invention;

Figure 7 provides another dashboard for the knowledge management system illustrating
an incident summary of a specific incident within production support, in accordance with an
embodiment of the invention;

Figure 8 provides a playbook interface for the knowledge management system illustrating
the searching and display functions for incident recovery processes for responding to specific
incidents, in accordance with an embodiment of the invention;

Figure 9 provides a knowledgebase interface for the knowledge management system
illustrating the searching and display functions for the resolved incident tickets, in accordance

with an embodiment of the invention;
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Fi gure 13a provides a process flow for the operationa

reliability index system of the know edge managenent

system in accordance with an enbodi nent of the

i nvention; Figure 13b provides a operationa

reliability index hone page for the know edge

managenent systemillustrating the reliability scores

for each channel, in accordance with an enbodi nent of

the invention; Figure 14a provides an operationa

rEbin@bid blokides daeﬁ]rQ%Eégrinﬁg ihtaHELd RiEChE UnolvitRiek TMaEAE&: system

managenent systemillustrating the reliabilTty scBres
illustrating thessshrebing and displey fursfiphs fonthe physieahdogicalt @gldrapsactional process

within a channel ., i.n accerdance.w.th an enbodi ment of
maps, H‘]aewél)r gt o ﬁg?bé)&%erﬁﬂg&lﬁﬁ%‘(?m%% an operati onal

regurebl 1 ipkovidd3derpreey intp Hizplay Ao the knbWRAIEN adnaggeent system
) managenent, s stemiLI ustrating the scoring netrics for
ilustrafigg ﬂgaw@w PE3 physicah dogisah 0 d@niietionah Rrocestign easeordance with an
embodifiéntiof MRNhVeRflon;F gure 14c provides another operati onal

reliability index scoring tenplate for the know edge

ndgerge iR rowges enflpw| olary alisptay fore thee bnéwlgdgee manegentapt  system
. ) a i i n r.dance ith_an di_ ment._ of .
st FrCBARG S 2 A BBERTRATH Coretlle? sRBp IRl Rbrehes with en
embodimérntabtHeiitwentioglex scoring tenplate for the know edge

nagenent systemillustrati t he scaori Jretrics for
(BT 8 JEPYISS & Proostsclow AR HI: Gactations] s B pistem of the

knowldd}€ nhe¥ &M dnP §ystil, Py AR o8 PR kil SSbRIRAERNEST dRNGTRibRNA!
reliabilTity i'ndex scoring tenplate for the know edge

nf e e hibn proyydes eamoapplatienal anclighylityh indsx dronteg paget forc thef knowledge
C O < n -t h.an di ment. of .
Y B BROEBuin Do SARE AR B8l SO0 SR TRt vt an
embodimére of theenvention;he know edge managenent system

il.lustrating,the sear.ching.and display.interface for
{IGVTR (147 RFMFS 4R PERHOTAL £ eiabifx R R SEOreinleBlagy fog b fnowledge

managkmentk§8whe daRtamRaaR RNAbIRY SRR fof ASE ABlanmBeMabMi@lon, and
enbodi nent of the invention; Figure 16 provides an

categopyhiwitiia archannsh in aqcarggacs withaem erof theankemdamedge
: i L.Lust LR I
TRROTE S BB R0 kSR IR e ot
managemént systemeitfiosichting ribe edorinpemétrive filriton; cafegotise irl Zccordance with an

rovi des.an j.ncident report for the know edge
embwﬁﬁﬂ’i_&ﬂﬁ@ﬁ’i‘veg Stemillustrating a report summary of a
[Rgrt CLica provitiel d@dther | dpeAtieRd dAMEKIIW ilieRNscBARALMBRle for the

of the invention;. . . . o
knowledge management system illustrating the scoring metrics for two categories, in accordance

with an embodiment of the invention;

Figure 14d provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure l4e provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance

with an embodiment of the invention;
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Fi gure 18 provides a process flow for the know edge
managenent systemillustrating the incident
notification process flow, in accordance with an

enbodi nent of the invention; Figure 19 provides an

i nci dent hone page for the know edge managenent system
illustrating the list of open incidents, in accordance
with an enbodi nent of the invention; Figure 20

provi des part of an incident communication interface

fukes kRewiedge conBiaomimfte s tBMN ldobwikdiet aibiigeR@Al system
of "'the information | ocated within an i ncident ticket,

ﬂlustratlng the sowelarg: endydisplaarinenBeniforehe hisrarche aphyamesiy gelated to one
sectlon LBWUE k%SY %V! ge?tﬂe% @Egterga af or&%@ ﬁi %ngmbodlment of the
atl o Interrace now e

muni ¢ of t e managenent
1nventﬁ))1$t emi I I ust rating another part of the | nfor mati on

cate in an .jncident ticket,.in.a danc
IEBROATAES 61 M TSR T RetfaieaioB S Y s Thinigement
systenﬁﬂﬁiﬁﬁﬁg ﬁfi‘écfueﬁffoﬁ:rhﬁ)r rdoltiiRNthe GRIMIHE |11€3ﬂlfe|s?sﬂerh Nhtdorddice with an
for the  know edge rmnagement systemillustrating

embodinentieé thepayention; t he infornation | ocat ed within an

tlﬂéﬁrgqat %&1&4@6351'__111&196:1{%9%%&%9% g@ ar tHeHE te 1llustrat1ng

I'nv ure r OVI art
a repoit okt ofaquarticnlac atcldent mmeorfdm vf'lﬁr art dmgbodkmanib £dhg mventlon

TR A IR T S e—

incide@GRATEARE Provets i i RROFHaABIWitiRAn &GodifMRRT Rhvdntigr e
24 provi des anot her Kﬁgrt of the incident communication

i Figaef Bt eravidest e incigeaivbeng epasarfap die kpowlpdge management system
illustrdtfng%?etﬁs?gf AR m%&érdﬁcetvﬁ& dn']:fng{ oG kenPBr JRQ GRERShN;
W tht nan i nC| an

ent tic I'n accordance Wt
eFibmdi Itblptovmdestﬂmﬁt bfivenintident echbEndEiigaioe iBGrpeoVirdts knowledge

anot her .t he ident. co nlc tion.nterf
masag et WS Lo b B S GyRR CRARF EP A g ticket,
accord@ﬂ&ivﬁﬁ{alpéﬁﬁodﬁﬁeﬂtlﬁﬁﬂienﬁ%hﬂﬁil on |ocated within an

i ncident ticket, in accor dance wi th an enbodi nent of

t Figuieny birpgdes Fﬂ‘@}b?feP% oy g Heident Igelgg)@ggzatpqrb\;\ptpgq,ce for the
knolec%% %%ﬁ@lﬁ%%gﬁ@ﬂaﬂﬁ g%%‘;ﬁﬁn@x”b& bpste RdrBRibd Tocated within an

r'esponse proces I n accordance with an
incidemintivieli imsactorddnct athi ameerboiliorent &1 themye@ionpr ovi des an

ade a nterfa for the know ed
RS e rougBEorh Rl PRL TP gelRE: SRRARREED ey for e
knowl%%@ﬁg%&it' FbeR ﬂlﬁs&dﬁﬁ WSBther patt o€ Gy Bidbraativ Tdvad within an
odi nrent of the |nvent|on Figure 28 provides an

incidenljskefgBicpcadenshy hoRenbadenanh piie Vet t he know edge
nﬁgﬁ'ﬁ%eﬁ?%o ifed %H&th&l:lj P%‘t r&t iR idcRent %Bﬁﬂﬁuhfcﬁﬁdnonnt@i@&e for the
nmodul es” avail | e

able to user, 1n accordance
knowledge management system illustrating another part of the information located within an

incident ticket, in accordance with an embodiment of the invention;
Figure 24 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an

incident ticket, in accordance with an embodiment of the invention;
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with an enbodi nent of the invention. Figure 29
provi des an acadeny nodule interface for the know edge
managenent system illustrating the nodul e display for
a user, in accordance with an enbodi nent of the
invention; and Figure 30 provides a process flow for
t he acadeny system of the know edge managenent
system in accordance with an enbodi nent of the
i nvention. DETAI LED DESCRI PTI ON OF EMBODI MENTS OF THE
| INVERITD SN o HABO GhBET Pakf off bR E’l{c?tﬁa%f‘tcoh‘fﬂ’{lﬁl%h&? Welthce for the
now be described nore fully hereinafter wt
knowledgeananrcemen syRemadlweingiiangyanather parhiof dhe lrlfnmvﬁﬁlpu Hogatadeithin an
0 h i,on are shown.
incidertt d:k@t f E}%ﬁéérdfuﬁc\ggﬁﬁi e{éﬁéﬁgﬁb%dﬂ% 't Ofthe gpvegp W H many
dFlEﬁle%rp'rO\ﬁdd&erSpmGﬂs ﬂshrcfof the Ikﬁbwlbdge maﬁigeuﬂdt @8tem illustrating the
ted to th enbodlngnts set fortg her ej rat her,

incidopERTCaRDRET WL A500 Pepviien cabotiment ehpginvention;

dflgﬁxleoﬁﬂ pRvMel lanSRbdGhY h@iﬂ@'ﬁ gé" bhte hRORE he %Wl@ﬁ@nﬁﬁnagement
Li ke nunbers refer to enents throughout.

systempjliusisafilg thhccaifisatiomant glOd\&le% wailaplgetat the mserdersecrqob@ace with an

] [ rally described as involving a "bank,
embm%ﬁéﬁéﬁ g“%@?@ skill in the art wll appreciate that

oflglme EST‘qm@klldmnms c@partdeé dcadeanyt homenpagei inkofave foit e knowledge

busi nesses,. or anci |nst|tu ns t ke t he
maﬂagﬁvls%tesyatﬁmdllu%mg I Yt and o0y Bl et accordance
with aR BlbedifcANT thivéliol, oOf the processes or steps
descri bed herein as belnglperforned by a bank. O her
]

FBgi2anie g dest an aeadqray, mahile interiaee fa bk kaowledge management system
111us&§§1?ﬁggge§tﬁ1§8§le%sg0§dyq@r%ﬁs%ﬁ Ezegcg:ggdr&g%e?‘lg%ﬂégﬂ%ﬂbo&me ]t of Ene 1Pvent10n

by one 0
and in the art in view of this disclosure, the present

(PR o Pl e Y B T 57 athafRy it Pl 1EPRRHES Bhnagement

systemf;\ npaﬂbﬂdaﬁttel with &f chibRlithedtegdichgvenfegor di ngl y,
enbodi nents of the present invention may take the

f f ' d nbod t tirel
sof PrarsER kORI A teer R e birioN
software, mcro-code, etc.), or an enbodi nent

dembrdimegs Qﬁﬂle\m@nfalnuenﬁ@nmﬂ)dm@w@pk&@bed reqre figlyy hereinafter with
I
referer%@ nsr tﬁ% na\é:?‘;e}ﬁpdh% %&?%g/h%gg H‘f rvﬁfh 4 5og ntﬁyt?c}t NI embodlme)rllts of the

urthe |nveht|on
inventipakaze tshawid.orimlefl, ﬂlec'mm:mtoarmﬂ)y bgremrhodier ad unany dlfferent forms and

o, SRS b 5B e T FARY rte, ths

embodhﬁa{tg k&@tph'@ﬂ%d%h@zﬁ itigigl dis@lohﬁsm%mg} ap@watﬁéuegﬁt}b@uemems Like
onput er - usabl e or conput er-readabl e nmedi um ma
nurnbem ir¢fpr, &@) likphelements throughout.  Although the embodnnents of the invention
described herein are generally described as involving a “bank,” one of ordinary skill in the art
will appreciate that other embodiments of the invention may involve other businesses or
financial institutions that take the place of or work in conjunction with the bank to perform one
or more of the processes or steps described herein as being performed by a bank. Other
embodiments of the invention may involve other businesses outside of the financial industry

altogether.
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conmput er usabl e or conputer readabl e nmedi um may be,
for exanple but not limted to, an electronic,
magnetic, optical, electromagnetic, infrared, or
sem conduct or system apparatus, or device. Mre
speci fic exanples (a non-exhaustive list) of the
conput er -readabl e nmedi um would include the foll ow ng:
an el ectrical connection having one or nore wires; or
a tangi bl e storage nedium such as a portable conputer
diskAat b apreliakd vYi Bl of kN RAABEMAGH SfSy BEIRY Mis{IRAM,  thé present
read-only nmenory (ROV), an erasabl e progranmabl e
invention aaayobt smbedied §s ¢ ERHOY GranRPaTFtusEYII,) COMPUESs PrREsam product,
. di read-onl v .4 ry. ( , r '
devicer 25, BF AeobAa R e LRGN ARrfihl BRGNS of fhe present
inventioa dmay onkatler foreaddbire chtisty hetdwars efnbodiownt, yimgniangty software

operat.ions of_the present invention may b itten in ..
embodJRert piRaltig T SRt SHOVe LY b ot ARmrpfpdiment
combh:liﬁg GMBGRe SR Rardward AYpectsHBAt imayS¥BéhlR bk reféeret] t herelitas a "system.”
i

e. However, the conputer program
Furthegraere/ erabrsiiments pé theapessnt myentigatmanhiake die foup ofiarfgupyter program

0 ons o i ti o . v
o A5 Lo et LIBP' WORHRLEC Ay ol progrm
code/chimputtHeapabdgmatmitions erhlaiirddy ¢heanedsunnd | ar  pr ogr amm ng

| angua . Enbadi nents of th r nt i nvention are.
BEPSOAEE oA e P SR R Beifca. T
compukdr! WaBI1E alr| QRSubn defabl! Bediusl A8y BB [ exBBiplROB® Wt limited to, an

apparatus (systens, conputer program  products,
electrogy magactice pplicpl, electrgmpgnetie, R OHHIEHARCIRLBIICR). gBRaratus, or

deviceg];ll\géljg E%%::i%gesi # hﬁ%%h%gétﬁrﬁ%tsﬂg@# oc&nﬁg%?-keagﬁlﬁg hif8Rm would

includeé tHeufetlowinigoars elactdtdreobhatikn Hidug ansor mosnwises; or a tangible storage

_inpl enent e conput er, program j.nstructions. These
medivggRER FLF EBHBYY SHTHEL P oRFoRLe gl BatfibbUen Tedy RAM) o
read-oRFyOREMEH (ROMF, SL8REMe PLgRasQalle Fudt@ily nspeey ZEPROM or Flash

pur pose conputer, or -14 other programmbl e data

memopp ok 6Q8PaY dish BRAdANS EBopt HddiOM). a0t Angiblegrtinah gr magnetic

storagéHé‘\)i'cet. hat the instructions, which execute via the
processor of the conputer or other programmabl e data
pEonpgsi prograppadetensputorreatableripstivationsifer daprying out operations of the

i npl epenting the, functions/act.s speci.fi [ .
presen) [IGEG £1og e BPUBT S P ARST SHEBT b Bl i, programning
language HaLh Q5 JBVH) FelMSinfaditall) OC+-PRs thayikal soberes! the @dmputed program

onput er -readabl e nenpry that can dj rec% a conput er

C .
code/cgrpBiEFERdHo distHTHABE dOUETR N BcQRTIG S Bh Hiainyientog may also be
writted YR CohPribibl apro@éﬂﬁ%a'l %&?W% usdde Nsdchads fHerc programming

I nstructions 'stored i'n The conputer readable menory
language odsisdanprogamniivg kngdaganinuf act ure i ncl udi ng

oo BT et LTRRERT L AT BERL Bl rensg tg foweban

illustr@ion®| BAkS . block diagrams of methods or apparatus (systems, computer program

products, devices, etc.). It will be understood that each block of the flowchart illustrations and/or
block diagrams, and combinations of blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer program instructions. These computer program instructions

may be provided to a processor of a general purpose computer, special purpose computer, or
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The conputer programinstructions may al so be | oaded
onto a conputer or other programmabl e data processing
apparatus to cause a series of operational steps to be
performed on the conputer or other progranmabl e
apparatus to produce a conputer inplenmented process
such that the instructions which execute on the
conmput er or other programuabl e apparatus provide
steps for inplenenting the functions/acts specified in
other fnlagraiﬂnoaméﬁaita pRidésply BhRedtus @ pofad Dhatknld mabigeK Such that the
ernatively, conputer progran1|nplenented steps or
instructienss Wigh sEecutp i Hedpiaressorope thet ermmpiterhemather programmable data

e 0 BB S BB ek otk et e

ﬂowcliartamﬂjbdbbc]nﬂjag@mmmk @yddaky 1, in accordance with an

odi ne i nventi on. The, know,edge nmana
St Hrogra S BHChHS it Bep Perloft fag CoRRB L Gagble memory
that Cd‘lloﬂll’@k la, coRtfpul or @AKE pRogthiidblet data BoctdIRg %ﬁfssto function in a
across a bank and thé sub- channel s W|th| n those

particuddrgpaers sughihatihe jnstrygions sterpddpisdiompyter rqadeble memesy produce an
article 0@ e{ﬁﬁgmtg]éér)] clu qﬁétgcgglglh ?{W&ﬁ?ﬁ ﬂgepﬂgétlo%y’ac? specified in the
ﬂowclmrttand?ht bldck éiagxam vradhortdodkdTM channel 4, a nort age,

hﬂ{fhﬁ %THUI tlygm%gq%a i lg%ﬁ{(; g‘g’g H%%g%%g:b%g%a%% gl—lﬁs? t%)mputer or other

prograf@HbRCAat® Pﬂfc@srsm@ daggaﬁus Ghannela sbricast oﬁ@éﬂonﬁsstéﬂsrt@ 'be performed
addi ti onal channels 8. However, in other enbodinents

on the sPMpHIST Ph et pr@arantm@le RAPSTHTESIg LIPS GevEIpuites yplepented process
r h r t

e A" B Rl Tt e RP 35 8 p JGEIGLBN spar

providbut¢msefos . imfplaguangng the dundiess/acts \sptafied |11aghearﬂoiz@ﬁart and/or block

i 1l.ust t teraction of the systens
cisgragp AR HEROR SrraRiveL) Shishfte? brogin SR REN Web onacts may be
combu&ﬂib@ﬂl Wtoﬁr Huffin lifyRAeh@A stepSor dckd i Dhdc t@hriyout bl ¥fBodiment

user conputer system 110 is operatively coupl ed,

Ofthemlvﬁm@nnetv\ork 102, to -15 a know edge managenent

SI%E’NI%r EQstra%ethgrMl@dé%aﬁﬁn%@@%?ﬁerﬁsp 1@%@0{9&510@%&1 an

nore bank conputer systens 1 way, a user
embodir@ent of thmvmt@n ddwpupeledgy stapageiidt ejaztam édenspstem configured to

manao§SEGHJRRL 5 58 RS0 805 R SRR B g e

channe$y/ S?ilﬂﬁEB tlidh@ chhhgelnetwothk lRrAEY eﬁl‘bodm@h@ Qﬁb cﬂlﬁﬁﬂ:ls include, for
etwork (GAN), such as the  Internet, a, w de
e:xa.mppﬁe

taﬂowom&r@e chennglcl 2 hankinge s Kieenalgey 6.803%’{9/ channel 3, an
autom&Ld Rilef YRR m%ﬁ%neloﬁ &ﬁ@ﬁhﬁ@hbﬁ@ eafut)p ShdAskiBmce {E@hnology

net vvork14ma provi d f'or wreli ne, rel ess, or
(“MHEId fib¢hanngl dna @ﬁrdw:nv@m detnaﬁzﬁ aidepsisiss sontastroentérd SDCEH) channel? as

c he net wor k. il hu siia ede i.n . .
well ag &ﬁ’%‘? ﬁgﬁ%ﬁﬂe&l‘jégfé{i tgo anB)twg\rfers )1/1% toé e leirgao e grsaf)f Ithe invention, the
knowl@lgﬂ'pﬁaxﬁgan@t system 1 can provide the same or similar support for different LOBs,

departments, or channels across any type of business.
Figure 2 provides a system diagram 100 illustrating the interaction of the systems in the
knowledge management system 1, in accordance with an embodiment of the invention. As

illustrated in Figure 2, a user computer system 110 is operatively coupled, via a network 102, to
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conmuni cati on device 111, a processing device 112, and

a nenory device 113. As used herein, the teen

"processing device" generally includes circuitry used

for inplenmenting the conmunication and/or |ogic

functions of a particular system For exanple, a

processing device may include a digital signa

processor device, a mcroprocessor device, and various

anal og-to- digital converters, digital-to-anal og
a knowledRESh hrizSmeNErvRf B, chid P Yidre GhilCEHtARs@NY00nd one or more bank

conbi nations of the foregoing. Control and signal .
compugsr sysens A40.f b éhis 5188, dRsThid4s3fdhe yees cempiic systey 110 can receive

My . : : .

ctoctrolE MRl ARGy BRI SIBh B RE RO 20 (R0 RIS 130, and the
bank compttereystetnsrid0i dhahetwprlt H20pey bt 2globd apra nebvak {GAN)psueh as the

rograns based ter-readabl.e instructians
e R A SRR BRI, St QB g o ntwore
or combiBatiin06e TRtvigks evhe @etlotk 004t By Usievide RIP Utiedlingy $tilbss, or a
110 is operatively coupled to the comunication

combigpsigh & wirglingand Wikdesyepmppnigaiionchetween deyiges ip thicisdeprkg

devi. S [ ' iC .

S BRALE MORTR, BRI ERRLED SEhE 10 Jhokaly sgmorics «
commindcdtiondatiabhble s pi@essigndkvided 1B ok acoemoryeaievisy 412 nés hskd herein,

over, t he networ.k ,102. such,. the .comruni cati.on .
the 7By BSREPeg BREFST 157 2By TG rSHEH Sar gt  Mpjementing  the
comm@tififtfon ABY/o£ gl OfancticBHe AipaaiclRY systdnl) Péem@RY b pRRe®ing device
the network 102, and a_display, nouse, keyboard,

may ingludecpdige signabipioresseedavises 2 MEFToRMRF SN dexisengndaarious faalog-to-
dlgltal%on{%lglesug%?ﬁlgtg%a%%{o%@%‘&g%%m ﬁ?{ilo élr g%@i&sﬁgné ShdrdrIhBinations of
the foregoipgt €ontrod acdiipeal presessingt fioeions oflthe systane drejahlocdied between these

poce R e B e e} TBO BB S EALERAS e

functicialilyl 18 lopaRR! dne dk indife §dTBtar@ploginstbased GeonguigputRlable instructions
system 110 to _communi cate, W th one or nore other

thereofj sxjichagayob stored et WEMRYIGYicethe web browser 115 al | ows

;@gﬁ @%{S.S%% deli@ POEIRe ‘E%gc &88mM 039658 Alvely coupled to the

125 in the edge “managenment server
commifiGatiofhievica dill edd eharencagendemticeapld. | The prorcssdg dgaicherlg uses the

i nf ' 16 tj. h f
commiBb 88 117 S8 ARREEFE B0 ik 0E FEfshlol BFcr 120, bk
databadé¥Pt 30; adnidothe ARelk @hPues dylemi NF40r ok i thé) nkBrork al®BNg As such, the

ot her things, resolving production incident problens, .
commpnpigatiogc éeice vild hesnerly GOPERFS & nRAMENs SCTYRerd BT device for

comm ¥t Oat e Cwith t &RerPAVicc8 "B PV BStwols Q0% henk ROWRIFEACmouse, keyboard,

managenent application 125 as their go to source for
microphoee,| ol spealefrs v chmimedingr withtang off ooy Mears gA4.  As further
. ref erences s is discussed | r. ' s .
A R T
114 st6ret Viethe hdh e devied 113, abivhrincade the campierieadblednstrletionsel 14 of a

121, a _processing, device 122 agﬂ a W§nor devi ce 123.
web bﬁ;‘\@seﬁ rlég égsq»thed similar application that allows the user computer system 110 to
communicate with one or more other devices on the network 102. The web browser 115 allows
the user 104 to access the knowledge management application 125 in the knowledge

management server 120. The knowledge management application 125 gathers information
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device 122 is operatively coupled to the comruni cation
device 121 and the nenory device 123. The processing
devi ce 122 uses the communi cation device 121 to
communi cate with the user conputer system 110, the
bank dat abases 130, and the bank conputer systens 140
over the network 102. As such, the comrunication

devi ce 121 generally conprises a nodem server, or

ot her device for comrunicating with other devices on

represértiflg MR MRFHedR D1 thSaskdlidthehicrbds! Asdriiad @tganhds irfth QHE Sppication and

t he knowl edge management server 120 includes
stores theaplgrrastionda among pihst things, resdving prodyetimducifent phablems that occur
- e 2 i &h .nc t onput er-readabl e
witin Yo R s I8 i B 0P Kot
managepphti apptication] 2B adl thdio gghtoFsayindee fo?2 the | lusdtivat @Sall hasiness related

. know edge managenent .server 12 S one system it is
informp{gRefaihecs. 65 AT ubAn PREPEICARb DR one of mul ¢ pl e
SA$1IRERate € ACK ol ) tifd AL L IRAPEREE sthat 11 kRlly comprises a
collecting, storing, and distributing the information ‘
commyrieation dexipe W b @guogessiagdevige 1 23y andegnmemonshdevisgriR3. The processing
. . [ i > i ' .
e 2GR AT BATALSE AL s dcio 12
The proesssing de@ide 1TRhasey the essinnaicdtvi devid3221 © opemadhicate iwith the user

oupl ed he 0 ni catjon device 131 and the
compufeg ﬁ%ftﬁ%@f‘)r Uy _. 5%@8%%&&& Ry i cunpras sysigws(1q@ over the
network QMU N Gtk h, ARe SMinGRicdiivh deQiceaMBh&GAlEcotifrited Herod8Q! server, or
conputer system 110, the knowl edge nanagenent server

other deyige forremmpmieaiing Wilbmthar devisspsancths nererip (@) Apfurther illustrated in

Figurerﬁettﬂ\@ kﬁ?&i%g éﬁna?éﬁm@nt §ep%r 198THMBaG o te?—ﬁé’a\'dgﬁe ]iéslfructions 124
géneral Iy conprises a nodem server, or ot hér

stored dretHear¢syryfdevice d@Anwhich atdluxty the chmptteercadeblé ossuaions h24 of the

network 102. As furthey ill rated.in Eigyre 2, the
oIk Rteei et SRR 2T n DR O iE B dal el P frowlodee
managéMgitrsdfiet 01F asldft SERALH ik AmpOEnfBIRGtY thA &dr€ 8anlBone or multiple

whi ch includes the conputer-readable instructions 134
systemgyf et With t sipBgecppsncait hainbandies solleptig, duerng 1a9d adjeiributing the
informRRH fof BRI nAR S cHRRC k@eAPt Ure and store

Information fréomthe varrous bank conputer systens

W@, baakdlatehassh ¢330 gemarihgemamise seconenudi@Bionfdervice H81, a processing

i 18" RS SRESS ARP e 3 T8 SR gyl

commfiadatiofi Aledic€d31 and hig: Peayboaksce KIBWIRE@RRESESD, doVRRSL32 uses the
fl ows, operational reLiabiIiﬂg i ndexes, contacts
f

commynighipp devipq &3 lyisheonampicals @Al (e useh compRisR Eysteih 410, the knowledge
} f , i
e s i R e
commujnidatfon rdevies 1hle geheralky dampbissses m8dems samer, ysotben device(s) for
i.S_l.npor.t.a to note that .ther a ne,, or l.tipl e
commigleal iR Nher i fn tREhotBL T s Mo RalB i R 2, the

bank de@pises i1 BQ corfthiardoR@putenehidalile irsdrih HthildtorshiB4 stored in the memory

. I.nfor _ﬁLon or, the know edge nmanagenent system 1. o
device 133, which includes the computer-readable instructions 134 of data storage applications

135. The data storage applications 135 are used to capture and store information from the
various bank computer systems 140, and knowledge management server 120, for the knowledge

management application 125. For example, in one embodiment, the bank databases 130 store the
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The bank conputer systens 140 generally conprise a
communi cation device 141, a processing device 142,
and a nmenory device 143. The processing device 142 is
operatively coupled to the comruni cation device 141
and the nenory device 143. The processing device 142
uses the conmuni cation device 141 to communicate with
the user conputer system 110, the know edge
managenent server 120, and the bank databases 130 over
data rdlft6d REUNOblayB&&ks, Rowleddibaseh NBapO TTOWR] GpéradhatieMiabRity indexes,
141 genepaLFy conpri ses a nodem server, or, other
contacige iERW®(Ss ) ingigent commuyRicatian Aperipgen, gnfhetcadepice cal dhe timewledge
manag Lok 3+ o R e Pl S0 i TR BelcENPATREN Figure 7 lnatraes the
bank databases d30s8raiel§dtemAst Kumpbeant toldotes thabthede can B¢ gue ©r multiple

1, the hank computer s 40 contain . N
databaig 765 GPLT BAUADFETBGT At TPRCE ABRLT e TR Sy listiputing the
informbiéh ﬁ?ﬂﬁﬂdﬁoﬁ&ﬁ%&&aﬂz{g@meﬁﬂﬂy@tﬁﬂ Incl udes the

conputer-readable instructions 144 for bank,K | .

apis! bankst Gogpsiter 4%y sterph d 40 agfreraPy | PEREipo A scompigasion sgyice 141, a

. . . S r: t .
el Bk, 12 B U505 sRLRLIPALAS f07s oy
couplep o thediongnetigation tdetios 14t ket thoamdmay siewing 1431 The pyleessing device

Figure 2 illustrate he bank .c u syst e 140 a
142 usgs B Emuicaten S0 IE sBmin g DA e Reple iolpl 110, the
know] &I} nfhagBidnt Rlrfer 926} fd8he Bakhlatabhdel 130 6vdr @i LARNPANOD! As such,
t hat handl e capturing and distributing the informtian

the comgpunigaion Kaviak dA b &cneaky eprBRESCS s ere,, serygjy Pl other device(s) for
L ST T e d t | i i

b5 B 25 TRGGHETO 300 A3 T

microgthlose, i andéomt spoakersa farsenmiti@dcatmgbwidluging arompteensess dod.ngAs further

s EE o B A oD b gl esdale progran
instruciBAa J e4residred AR | the ahdrsty \@FReP 8483 BRich dficliidlestht afonipheer-readable
various applicatjons wthin the know edge nanagengnﬂlpatto

instrucgigns &4 for bamk qprlicationyd4trandgeieht2PRbtaiopH 4 85 use

! @l Rforhe@fion §eh kAKPRASS mAMkembfiCapplication 125 al ith
Capmﬁﬂ% é:g%e ase 20(1)?n t%e maps So%e,smt he 1fnl O\A%ppdfgaol,ont he one Wi

providitgss$vppart der 6106, bartkesyseper adlthmmh Figire abillustrgtes fgelank computer

SORIMY) 600, the contacts 7 he report . 1
systenfs D GaARe SRISiIn) KALT A b arat ity R R g B Spiems, cact
with S@aeke BPmPOHEnEe tiat Addle T bapticiigMand glistribdthgmaragefomnttion for the

application 125 is used by all of the production
km““@&ﬁﬁﬁﬁ%@%ﬁﬁﬁ%ﬂ%&lmelI as other enployees with

Sifig%g%’ ilfuBtrREARE 1KhOw IR hahagehleRUPBEARRA honRFhak 150, aMMs is the

ction incidents, "inplenment new production .
page thaghpini cpa kinbadimeahef the orventidn, agkent ¢ ik heowkidg avhen signing on, either

to productio support. | e ' t he
a“tom?thc\?g%t?ro H}anflﬂley’ k'S0 eeg:a%w%gggag%gn{ezgggé@g%% Lan B knowledge

managéfest bfplication home page 50 has tabs for the various applications within the

knowledge management system 1. The knowledge management home page 50 contains tabs for
the playbooks 100, the knowledgebase 200, the maps 300, the flows 400, the dashboards 500, the
operational reliability index (“ORI”) 600, the contacts 700, the reports 750, the incident

communication interface (“ICI”) 800, and the academy 900 sections. The knowledge
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track incidents that occur within the bank. I|ncidents
are events that occur within the bank systens and
applications that are outside the normal operating
procedures. The incidents can lead to failed custoner
interactions ("FCls") if the custonmer is affected by
the incident at the tinme of the incident or at a
|ater point in time. Incidents can also lead to
degraded customer interactions ("DCl"), people hours
managk:ﬁéﬁt éppﬂfﬂtlo}l 12@rlg RELBY 1BMHE $PoduSdn SupPbl ‘tdankOlas %@cﬁflhas other
i ncident. The know edge manageirent system 1 throug
employdss WiHb afassiyan rradride reenitaap ipibleshvetn and 45 amyapkogduetian incidents,
imple énng lnlggls;gr E?cttlo a%Bfl 10@3%@?&;&%&: ta{l o;f?ciéﬁs in%ﬁ%d ac?%gd fo production
mqmmappllcatlons 145. Traditionally, when incidents would

ccur, details t he |ncjden re stored and

gwﬂ @gg %fwféammglqnn@ﬁ ﬂwlﬁe mapagsmepaiRHelgcan be used to
track lh&aeﬁs thei ' dcB@Y WRAR, the YahR M h&HGT§REd Sfents’ BhAb&Sr HAtHiN She bank

i nci dents and accurate_ contact groups were not
systemg g [fpplidadiansothahaiermubidretheinermal ensrating|proesduties c dihi dreidents can

f [

lead to ﬁlﬁ%(g c%t(?mftnj ﬂfﬁjﬁﬁ?ﬁés; ‘\ﬁ‘%ﬁsegﬁgﬁéﬁﬁ tc‘{Ygtgmt\Qﬂ %’]afg%geg%ﬁﬁ% Wﬁmdent at the
time oﬂﬂ’[eageﬂemtt orpat ehlatbr fpomt tire Sialeut Incideit can pm‘) tl¢adduoategraded customer

5L B SR CHEE ) Sl b SA 0 ERTE o
incidedtEtIRE En&lclfABlMaaBmandystenal ttdugh teakRH1ddgs ﬁﬁ'ha% A anzg)phcauon

necessaaﬁato review the inpacts of the inciden

125 tracks gl pé dlese mectigsplon prcident trpelethpeting angl mmabisisved theydank computer
system'sriﬁb dend s aggﬁ% 181139 ystemwoul d allow for many FCl's
that occurr e sane reasons over and over
é@‘admonaﬂillybadiermnmdemﬁ vedudd lonaw) elelgﬁzs mﬁn&g ammdmmsyusteestnred and
[ art w th reduci n

ed
emplofeh e St ] Tgateelnpt 3 it SRHIER P JUFAEMSHE, S nformation

relatedl fOCHhE GAiBer® B E SRORMS cOth@Cdrbips Weret R SMdBREd O defthtiined in a
such, enbodi nents_of the know edge managenent

centralszyé desatipn. f Bagrelopa mcidsalscy iy Ty ey gt metldoset & the next
1n01deﬂtriﬁ 'tﬁjee chie, m&&hfgﬁ?a:%m gIét rﬁgH&Pﬁ)rtr&%hﬁﬁg%tf' \é&éf #H?zﬁ'::l}écrﬁ!ent, and

toners can be assi gne
emploj’eev eWcsllcb ot knew Ilei'E ipnocessd ewnérs to rcg)atalctz & tdselve ithe iigladdngs. This

s of rit mhe cate S.
metho i (R R i it 0% Sl RLGRREL S iyl AR srgpacs of the
1n01derﬁ§étzﬁi ﬂote)‘}gilg%\rtﬁé Sppaspridieres G L&t r&oBeabk incidehte  SBEK system would
nput er Sﬁﬁtens 140.  -19 Severity one (1) incidents

allow f&F @alfw §ls thag geguregddan the é%m% Teé%‘éﬁ O¥ERRG OVRIAZER- f u] |
36 bR opthe%&m&% §»sténq 1%&%91@3&& PHILA with the
es of |nC| t he

associ ates. These ents r epr esefit
goal oftriediving the FClngln gem;,rpl thel duynheh endedratéomef ineidénds cumesisonids directly

se Dr| ne (1 ent d, th are addresse
to the RS OEFCRY A i R 2 Wb e h el Rt 1 focus on
reduciny th@lﬂuﬁgﬁs ahd dﬁt&ﬁb@mﬁﬁﬁclwﬁﬂ, Gvhiéts SOfIndr&Rices the negative impact to

customers.
The incidents can be assigned different levels of severity in order to organize the
incidents by levels of priority or other categories, In one embodiment, the incidents are

organized into three severity levels as the incidents occur in the bank computer systems 140.
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Severity two (2) incidents are nmedi uminpact events

that cause partial disruption of service or outages

to custoner and/or associates. Typically a workaround

or process change is available for these events,

whi ch may be utilized by the bank to prevent further

di sruption of service or outages for the tine being

until a permanent fix is inplenmented. Severity three

(3) incidents are |ow inpact or non-w despread events
Severify e (MRY6IdBRD bi¥Bligh HRACE sibMfiSdns bRARY thaiadéeOmll dlsruptlon of service

associates. These types of events are fixed by t
or outagamhie @atomerseandins agropiatsas il Bese types ofcislenis deniesshisthe imghﬁ% rating.

v, I t. ngGi

Typ1ca!llp t?l?lt agjéelgdq %rl?aﬁ&ﬁlg% olévl sgg&étgf ?@E{iﬁagz n]%}%@erftg) add Gle gea% Siddressed
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These GRET Bl 4% 6550 5106 P B OIS CEata o 1 giegiments of he
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I ng, ot com “sna
systenbum ok sand disgpla)/ thef mcideais thet ettcmrreirthe by ercaridghrough the dashboards

nd,. s e d he nk_dat abases
s00. ARARley’ PRa Tad U SviRBS rrR BRI ERrlg ol reecive. by
either BBig or MRinkNMIh&T GRfofRNRBRRM PR itidddn@nthd2ecur throughout the
communi cateés w th the user conputer systems 110

varioug|ibgpk spimpyier Hystams ol etk awopiated Hiank ngplieatogs o> a{som the bank
compu?éf%?%!eﬂms IT(P Q@ﬁ%@hcld dak O&Eg Mhreaf@nds iINRINEAYR h)lock 1504 in Figure

I nci dent [ éve use of 'the dashboards 500
da, thﬂknowlbdgwsnmademwppllwhn ]156)8)rganms lﬂ@emmﬂeﬂs Uptyi statuse slescription,

br.o I
s oS PUGHAS hi8 it TR BPRULF O 275805, T

4, etc ') eviteyhanhel ﬂlﬁlﬁbbéa e(i.thenlic bﬂﬂ:ﬁﬁg d o Coou, I $nieg] btlsmé%e, etc.), failed
bank on an overal | channel sub- cha%?el

custonR grtomefieh <P GIRATES 16 FBI5 QHbE G SRR Rl gy Hnabscy the user
104. Pﬁsqui‘gfﬁtéd i glead 1408 %'ﬁﬂvﬁaﬁg@ ﬁiaﬁ%eﬁfénﬁ%hgétﬁﬁl @?S%rrﬁﬁ’umcates

ge managenent system 1
with thearseoeosnpises lspatems 510 ﬁor dl@glayxag g data Iﬁlagqqlrte éhGSlHCIQﬁI!S aban overall,

ARt 45, PhUBRIARE 05 B s BB AEE 0.
xllustrdtﬁi Bf Bldck 4508, atikius@ 104 heilinesnthe iwebfbrowsar défitos stohidir a@pla:a‘uon to

currentlg open in the various_ channel |evels ﬁ ﬁ
accessdhe kpyledge management application 125 1n order to review and analyze the incidents
occurring at the bank on an overall, channel, sub-channel, and individual incident level though

the dashboards 500.
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t he know edge managenent application hone page 50

di spl ays a current incident status section 60 and a
dai |l y performance section 70. The current i ncident
status section 60 displays gauges 62 illustrating, in
sonme enbodi nents, the nunber of open severity |evel
one (1) ticket incidents 64 and the nunber of
severity level two (2) ticket incidents 66. In one
enbodi nent, the gauges 62 display a reading in the

grRESAcid¥e |11|1f6ﬁhat% 2@ereliQhd Wlshlagéd l? fhe h&\bﬁd&eﬁ%a%kment system 1
status level for all of the inci nts in each

is dispayse e varions @é@hboa@a. iusteaped ipddgirenidyeandetbalongh(’. As illustrated in
Flgure"’})O mé l&l%Wl&’lg niane %fg’%’?t é@a?ﬁionbﬂaﬁqeg%tgggﬁgg%&eg Iaa‘(ta ?glat[%@ go tracking

t'he curren us
the nuhbmed)f weidemtothat bre cugrentlysonrie die wsicuh ehanlne]elbvél£)4For each channel

ates throu e rest of t e _nhanggenent
the kg B e Sl B e ST @rrt G Bt P secton
60 andWAElyRREBmMhct Seclioh 90! Tﬁ@éurkﬂﬁpﬁfmdéﬁtrb?ét@ﬂ@@ﬁmf 60 d1§1ﬁ§ys gauges 62
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annel eve ornance section
dlspla)km mﬂm@gm thma@xe yelintw, ap pftd foatlivsmatitzihe generad stats level for all of the
illustrates the total nunber of incidents

n
]nmdmgﬁu}%ﬁﬂeﬂgvg'occurred thusfar in a day for each

CA! al@aen 04i 0T thé Rii@TEdEeSmHagomenttpEIGHDA 10K) can EBRctBE W¥tach button
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XEC Ui track,on a.high |evel t n e f .
see SR AR or 8 sSSP PLER By o o PRl ovriy ome
(1) andsaepeity twbd €DMBiled dustoRRf Micident@ apie thanmkievelchannel
wing a high level of incidents a user 104 can drill
gﬂwn Ber@alaﬁ%qeomvma AP PTdhe kpewledes grnagament application 125, in

some érﬁ&idﬁh&ﬁ@ Qtstand the A& nihidkr SAmbRESs 3&%&%%{: %gc g thlhsfar ina

i nci dents. A user 104 navi gates to additiona
day for ¢ash ichawiebidgacmmonig ofrent thapmnd ¢K).i Bhe daily peb@brrsaice cseqtmg 70 also

e BAFSIBRRARRAER O ELLE00 oL A58, B gt

inciderBi© that Mnorhﬁk@ntthk&gﬂ&@d@eoraa@en@@bmﬁﬁﬁp (ia\the tdal? dak Igguges 62 and
nce section 70. _and i ncl udes the tatal nunber

rfor
scales 2$ A S O TPrOYesh FRITLAIY PRty ES, it gl P%taltﬁél Jeveli the number of
ongoin?l'iﬂaﬁénté)fand 'tl{bci'eg]gd'ﬂé o'fsthé" foﬂﬁl‘tldﬂr su% BHR 1Rk, hbl.’ﬁ@l’é% a particular

he dashboard 5 also il ustrates channel st at
channel shovgng gihigh 1803 of Teedentsanuset 164 wuinlls@mn oty a'stdzlonal data analysis

tools tﬁ%@wlgﬁgot%nﬁ k&% Qhatt eI:OIJS qpefacca{lﬁg% %heql?cr% 1 % dents across

channel i1 n a nu user 104 nmay
A evert ld r&e;gateatce adxhaasmae kodlnfnothekhowed gy masglearhi fgplidation 125

chan k or i N i n.the dai erfor C
by selegg%g ﬁgﬁ%oa@(ﬁ(ﬁe@%ﬁﬁ@ usp‘iatﬁgl :;1% lglgure th}: glectfng t[lmgasﬁboard 500 tab
presents a dashboard 500 that, like the home page 50, displays the daily performance section 70
and includes the total number of incidents 72 and the scale 74 illustrating if the number of

incidents is normal or abnormal. However, the dashboard 500 also illustrates a channel status
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4b illustrates the charts related to the e-commerce
channel 2. The channel status section 502 illustrates
the response and restoral chart 510, the FCl intensity
chart 512, the root cause chart 514, and the FC
ratio chart 516 for the e-commerce channel 2. The
response and restoral chart 510 indicates the average
time it is taking production support to resolve any
severity level one (1) or severity level two (2)

sectior! fﬂ)@' APR Rarknlf st@uPRLLibE S0285ro¢iaYs a iR oF fHe iinPh®@ S iHedincidents across
chart 512 illustrates the nunber of incidents that
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er| f [, we. e

e p A PicdFR e B/ BilEVEfion TOF 5P Blppe, i
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510 ingieate e yerags time) it isftaking peaduelinpeport fp reslva pnpFevedty level one

® o b0 LRI R0 e il s s
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bl e-cli klng a link or for .a_.chann
seversyyNIS, gt JPHERALE SHLEFBR U S Fof SRR g0 causes
of the! ﬂﬂléléfti ad ﬁspe?ceﬁiagtw Bivatibe émaksteRich aa tpheludtiBir release change, a
channel s of the e-commerce channel 2, such as the
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nﬂmmnhfmsaﬂBrMHmndsWMhthmEnk di spl ayed for the channel

Rk g 8 TR SR, o Snamcs o

each &aRndNapneieting e(doudﬂ@akmegd 4 Ninkher sed- erann@lansdiatinisthe daily
section 504, as illustrated in F@?ure 5. The

performasccsseliniel0. s Far eramplte digusn S5Hustafes 5 Wew qfﬁbe ingifents in the sub-
channéi%::gf {ns e%%&é@ém%%% Fﬁéﬁaz{s M@Bﬁgﬁ:‘ %ﬁ{dﬁ? 880 dhtddd€ 522, and small

annel section ure 4 he charts show
busineth¥24ombakarohelsn The irtchienisraod ciiam)stdffmeadaslb chahned frathe ehannel view

oG SR e Sh BR8P s S e any

perforfi@iieSedtRnENATFRr&4RaT ke @bidert sumﬁiaﬁesﬂifor eachhufthesa yulﬁcfhannels are
t he sub-channels, the wuser 104 dri]ls-down |

dlsplarfdg% atbrshupel sieug %t%ﬁ%é%ﬂlaﬁrﬂéﬁﬁly Figuyepy ?ﬂ? Hdr gl status
section | 5? A §I];l t}x H@ 51%5'1? ﬁhfgﬁ&ﬁﬁﬁ B woYe dlgﬂéﬁfeﬁ)iﬁ@ﬂﬂ &hannel section

g& |ng t he sub-channel nane or
502 ofi Rigure 4b, rbult te oham‘ﬁhoarrtﬂe Beak downef thainsients fef ¢poh sutschannel when

e 103 B 205 RO R e o Ry PR B .

| i adusPaT(04 watltélfo Saiineh par$1uﬁlaﬁiﬂlaidﬁlﬁ| witldf any 32the sub-channels, the
plication | evel at the bank. The MOD |nC|d

user 188G donn i heidaeioas A0 40 DT RBHETSSROUN 4 HOLEY Stcutrat st 530
1llustr+t9cgian1 LE’ %ﬁeﬁaﬂ; R, Ll mouﬁfeQIhHEnéﬁtﬁé s@ctrdifel name or icon

I cket nunber 541,
in the dashboard 500 ﬂlustrated in Figure 5. The MOD, in one embodiment, is the manager that

is responsible for the eventual resolution of incidents in a particular channel, sub-channel, or
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the status 542, the description 543 of the incident,
the start date 544, the end date 545, the duration
546, the severity 547, the channel inpacted 548, and
the FCI 550, DCI 551, PHL 553, and AM. 554 for each
incident. This dashboard allows the user 104 to

exam ne each unresolved incident in the system and
check the status of each incident. As illustrated in
Figure 6, a user 104 can view the incidents by nonth,

applichRBKevel BIGthE Bk, AheWROD iASdEN NG 0LHAS R MIFRRAL éi’fftus section 540 and a
i ncidents viewed at one tine on the

pa
customey degdmeelume §BA Fheinckient statpysertien 40 lists tglp gm@nstlcket number 541,

o s 02 A0SR 51t DELRATIRT R o SLETRE B e 5.

duraticni6a il sceatty 647% tht chidneel ibpakied 548, aad anpF@, 5300 E)CI 551, PHL 553,

CUS r 1ogin vj 532 j 11 ustrat d in ure
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incidefthifl tRObysieh BRNKIOR tifd'Qated 80 BRh 1ﬁ<f:1dé1ﬁe A UAGIRECE Figure 6, a user
channel 2. The chart provides a general neasurenent
104 cagfvigm treripeigerts by mogty veels and dpy g atelli astchangethanymber of incidents
vwm@@Mngﬁﬂﬁ Hheﬁﬁ%appllcatlon so it can be conpared
Inst t nt of incidents that have occurred in
t”fi&tcusﬂtnmn aigin gigh-alnetatedan Fagpe beatdwerthe hser namniew the number

cases the nupber, of i.nci rti naI to.the
of cusfiigeyhe otk BRI Y i et ol 3uP Bt pRions o the
bank. Faf Examifl& the\SlsRmRs: 1ogu@ Jiel 5326MuStRdedSin b e B SoVdE$Sthe number of
anot her tool in help g to track and troubl eshoot any
i

customert Vhe e loggrt méftté]@ron © pREkingaFHb- el @A reeramege channel 2.
e BRSO 2 BRI R
sub-charel, ugreappliCationesp ﬂ;@lanadt dohgpaiedcagdenst thei k@t o6 nixedentAthat have

NDD |n ent st 530 to,view the detai
oscurrp gt B < o PRRIBRLOb ol B Sor 8 Pt cidents i
proporﬁf)nal P el Athber RE QuiBhEORgEeNbw@i thads inbt hik@ys el (6Nt The customer
cket, which i s discussed in detail below The
login ‘ﬂ%‘t’ At sinhs provislsy anahen gl inshedping #s tragkndgfegyibleghoot any incidents
that ocktf R FBBfahn section 562, the causal information
section 564, the inpact information section 570, and
tHe @ahierB/S GOndler d&twsoﬂne:ue@n 0grto 586y thetspecifiendmal each individual
1n01deﬂéa{ fllﬁ%t ect I 661%5 {‘ 01%?)9 ge ecgI Seclé\:lﬁeéllt %QllteﬁSt aé?ﬁﬁl in the

e, dura i 0

MOD inlcﬁlleﬁﬁhsil GBﬂD&:f Vle\ﬁlrth)&Jﬂfﬁdiﬂ fdpGKSBO.n Ul’l’ﬁﬁfetaﬂ&%p!@{ V] coﬂﬂahﬁis a summary
the resolution ne éﬁﬂg servi ce | eyel, agreengnt
£

of imppriand fnlermatiap KeRRine insTienhickeh ¥ ek s dipussdian el Below. The

detail I&E%tseo had ﬁ)ur GaR14AS, thd EH AL RAN Rt dcCforPSsb, |tﬁes(%1a%sal information
ere the failure occurred, what event causéd e

sectionf ¥4} ﬂleempacztmfommonu ss@mé’/@ompiﬁhn d@dnmh@nfmamn wftieth80. The
genera[ ﬁ{f&%{a‘ﬁm -Egcgmn%% t§ ﬂ{?g{ g&h’él%nh‘pactda%n 57 ate qr‘ljttyo%?%oot cause

owner, ememlaiitl ;c;(teg 7131(;12212 gyrobmﬂaio&d suthber; Qfﬁreﬁﬁ@mﬁte Eegﬂegoluﬁdﬁﬁ meet the
service%% fyméﬁéo ehatgell o?ﬂ_gl?a;‘rfbootkh Ctﬁe t?r?lg an(ti I;}latc D%Itht? 15a]§.f u;t)dr;i?e. The
casual informatlon section 564 lists where the failure occurred, what event caused the failure,
and what issues compounded the impact of the failure. The impact information section 570

includes the impacted channel 548, the impacted technical executive 572, the impacted sub-
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553. The summary information section 580 includes a
sunmary of the restoral, the cause, and the
resolution of the incident, as it currently stands.
The nunber of fields conpleted in the detail report
560 are dependent on how difficult it is to resolve
the incident, how far along the incident stands
wi thin the production support process, and how ruch
detail has been added to the incident ticket, as is
channe@' 5$§ lﬂﬁesgéélgfaﬁmfc usdaigh 7Lt FCMESohHesCT 331, HEPHIOTF2BHR: the AML
detail report 56 0 allows a user 104 to exani ne and
553, Theas@mame mfmma@emsecﬁmgﬁi%@sgd@@es apﬁalmaén pﬁl&heu IR¥PIgk Heescause, and

f
e S0 Bl ARl A, s AL AP o
report S&Edre ﬂ@ﬁen‘dbﬂthm&om dIfﬂcatt 10is 14 tesolsathe incident, hwewyfar eldug the incident
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!
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hlmselggc? gnoﬁ 81; 150 y(fi% 1}%3 ﬁlémc’gFrgtc éé@l S?m? 8§%1mlar roblem has
occurr&chﬁl iRGlaget riefaivaertiha idetaitlmiyeRap tsoRB0hd bebént ilt@dent. The
| ast person to work on the incident, and the | ast

detail gepes 56 and e deidentetickRisPravide ¥ Feied Sutiee P the persesss peeple, and
fixes 1%‘%kfve{)swftljl E&ﬁtJﬁﬁeeHrodﬂctﬁhQH&ﬁelﬁs Bﬁﬁhajgﬁﬁ@ Q0lser A can also utilize

ase gives a user access to incident recovery
the degmh népm 55@ to Tdemtifyn tHedsatts o€ en\verigenty andl dsterBie ithe herdestep in the

W_an [ C JESP | ved and
procest o seEe s Reren S e e dk i nearp et SniBE PRl wosc on the
incidett! AXRBOIsSRAE BB iFefdent Gikel Whs Viswed. OV ded in whic h t he
user 104 selects the channel and appllcatlon fa

hebenEA0s fboadergns MLrEeR. (B Rebpo i hdaiaes eives a user
access/'% hl%[aﬁﬁttljec\!cﬁje idl§ 146! eThé‘Ql%ldem¥CO'§'@lﬁ’r gﬁtﬂ:leg @50 H&ﬁlde information on

rec ry gui de 150 usin | aybook search
how aﬁend:ldelﬁl chi e tespleninend dirirtepis rtektmsforhlee pﬂsalyb@o lof gheaingiglents. A

c |f|c L ayi I
playbERereeit oo et 1f By b Bt aars pet At R the Fhamnel and
applicfidd-foh#iiRe he/sBé né‘ddélﬂ{éﬁhm&@it eedoe&ytgymdeMemu Sﬂﬂfemailﬂéy, tﬁa user 104
i nci dent recovery guide 150 is a step- bg gg pr.oc ;
may s¢agth fohetingigens gecokary gyt 108 weiag therplayeok serdettttighlyV- In some

embodlcnln Eghct Pﬁ?/o PIoRPLeEh S-EE@DH i A8 he £ GPMSHY P%@aﬁﬁégﬁﬁg all of the

rmation a how an I nci den

incidentesodvwend gaides 1§(efatappappticdtion, $ubrchateel,r ersahianal splectpgh by the user
104 exenpl ary incident recovery guide 150 is illustrated

" in Figure 8. The incident recovery guide 150 has an
OXR inCiRWM reS® &ty @idel BSD ik Bateplbysited Iirdit&:ssSﬁbﬁ'Eﬂeﬁll‘ilﬂymg(th@ﬁht causcs of
152, the possible causes 153, the %flb| {fected
an incidgmt and fixing the problem. The incident recovery guides 150 include information about
how an incident can be resolved and the steps taken for the resolution. An exemplary incident
recovery guide 150 is illustrated in Figure 8. The incident recovery guide 150 has an overview

section 151 that lists the symptom/incident 152, the possible causes 153, the possible effected
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channel s 154, the renediation |eader 155, the initia
triage pagi ng groups 156, and any associ ated notes
for the incident recovery guide 150. The
synptomincident 152 |lists the error that produced
the incident, such as for exanple, if an online
banki ng nonitor was showing a login failure, or the
incident itself. The possible causes 153 of the
synptom i nci dent 152 indicate the comon causes that

channé12Y$4, REOARE i b RafE 195, thdinkhe trfh%é aglh El%ﬂfé £ bl any agsociated
produce the error. The " possible~a fec%ed hannel s f
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an incrdent recovery gui de display section 16
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10 LW th ,of
procesiya Ul oy G et 9 RGeS aisrihany rad & i o B 1o the

corresﬁmﬁlnlgsﬁbcesﬂ- @fhpniaYths eA=pE t300 hectidmo NAdgitiondliyn kheidr 104 may have a
taken to the proper contact |ist in the contacts 700

problemapith onghpidthe gigpy FleBayrsdite disressdpith Hhe appeopeatsicaatpct. The user
104 m%ci)%eléclf' e LhALCP LK LfY b@fak% ?cpthe 'f)ﬁ’(ﬂie%ﬂﬁ’crt%’st it ¢ contacts 700 tab,

I'nci dent recovery guid d to speci
which jontlinge nthot is dhe appropridté eokua@vrfoedlyebh&qaazmmrasb@ Furthermore, the

iSRRG USRS A BB 20

d1scus§ﬁ)latw et hee béedi rd@Medtustigethst parfidi@d ihdldénd @edoRédydRitle 150. The
[ ecovery QU|de 150 in order to, identify how previous

user 194, mayenity e meideas Bkpkulinkedny thadnaidraf aRAvery islpelyf) in order to
identiff) Hb@%révg’(gls ARG &TPAIVEB Hling H{éem@héﬁf pé?:g{fer% gglde 150.

i ncl ades 1 ncident recovery gur des 150 fo
droga cribodiniens i the playbordt 1@k mghidesi ingidehi recovesy gulslcsn &5 for every

produchon Hid RAEIENuREF tl?mttgea uscljn?e(se 9L 11%'1([&9 Scburs that does not already
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-25 have an incident recovery guide 150, the team
assigned to fix the incident creates an incident
recovery guide 150 and add it to the playbooks 100.
The know edgebase 200 is the second tab in the
know edge managenent application 125. As di scussed
bel ow, whenever there is an incident that needs to be
exam ned the 1Cl 800 tab can be used to fill out an
incident ticket. After the incident is resolved, the
have aBQHBli&{t gekovbgkalidd $505 RS REm dsﬁgﬁé@tokﬁwm&ﬁ&ﬂ&ﬁ&%a&@% incident

Therefore, associates that have problens with

recovenegluﬁwl-‘ribendrﬂéfi@éﬁtﬂ@ Plﬁt!??dé?e]&%h t he know edgebase 200

far i

'ﬁ} 10}%%/?% géﬁagg 20(9 i;? tﬁé %ch)rﬁf tab g].g ?r{emr’l\tﬁeggé ﬁﬂréa%fﬂ%ent a]pghcatmn 125.
As distsed l’ﬁtéod&,n;dmne@@ d’(msrs anZﬁ)@demamat wiede o benexlaondred thd€1 800 tab can

be usea &ﬁ e C en ﬁélée} an % E}}q inel %lgtéssres ?Ct | ﬁ'xe fé%lgl(%eﬁirhckaqs stored

in the %ﬁ%ﬁaﬁ éHave 9(50 t iBerafvnd, | BR)cRitds| thitSHiaSe PYobk@YWRItH r&sbRing incidents
ppl|cat|on 214, ticket number 216, and date range

may s theleovdpiebess208 forzaspluions efsimiladacidenss- di spl ays
|
o IERPEELE Bl a? ARGFHIE LR RSy B0t
200 tab,a;clhch rmcludesnhe ﬁ@mhﬁebunmli@ apé dteahsuim dedtios 220.t hndhd: klmwtdgebase
nunher start date 224,
search Ui FiPo 596,04 cear 1y PhafGaraaSoioRGy keyword 212,

appl1c£tﬁ§101 14t tigt AddberdB 8l andl@de Ringt D3 K MTH HPBiIBR 1Y eeRREH finds and
ppl|cat|on 125 researchin particul ar 1ncidents

displassoams Holfelsr olabidaloct SpasicTAISHUSEA el PFRAIGHQR FUPRETty ofhe results
sectloﬁ Eft) {1 % ﬁ%dl&?llt S:HH n ﬁﬁ@ fsfor@[thn{aellét’SStﬁE ﬁclée@ ﬂul%'lﬂ&\@Zt Rart date 224,
escal ate e

he i ncidents to ot her associ ates
end date22, iskueadescrifitios 2p8.eaesstcd tiwmtihadern 839 cind tesslution 23he

R R T TN AT S e (T

may séﬁ&?f(‘)r edted Rikidents bh@fil@fdsolufibies to $1ﬁ1&1aﬂd&4nﬁdﬁﬁ1tylbdfd)ﬂellﬁe users 104
the know edge of other associates to troublesho

t
have tp gealpiathe Bividenisite obgiAsHRcigienfor FeaRlrign. t Shis HRYVFRE 981656%%%01&*68 at
the baiR 3o | hgvmgaﬁ)sgtﬁ RIR Sheirl BRritBS" cr(ricﬂ)ﬂd & %Hﬁe%ﬂ@ﬁ’\fn@ﬂ&ﬁs that they

managenent- appli cation 125 ¢ on the sel ectab
have almd;d ¢aktentdaok ef im tiebpast.2 Jhe] uafrks i ope ntikigs thhelﬁfowlftdge of other

assoc1iit|e% @eﬁgﬁb}ﬁgg tﬁ}? gﬁc{l‘ieng]pn i éérh %wg: Sé Of ! Fo coﬂtﬁ&! &%Eet specific

associgtescri bed bel ow when descri bing the ICI 800 tab
Links within the incident ticket allow the u e

t hyasesehp4 of ﬁ@ckmwﬂlﬁéﬁeomﬁ*&gemslﬁsap it gL icky the selectable
1nc1dehl?9&4€ g%ﬁb%?i@ lp@lﬂ’ Bk'tﬁéi’dlloﬁﬁcﬁgﬁ  repOHF Butfink e history of the

, as described later in
1n01deg’r mhem Tm@ccantdmtsmﬁ uhe m@g@d twkrt ishdes¢ritied dotow when deseribing the ICI
S, 10 an1n n | st €
s00 s sE i B HETTARHRE R8¢ ¥l 0 AEAPBrgoer ao
throughbét (e rknboGlddae mdﬂlﬁgé‘ﬂﬁlﬁt Sppiedation M2 &vexih aadhea pRybaike 00t tab For

t he associ ated i ncident recover I de
example, as described later in greater detail w\{ I%gf%'ﬁ to the 1811 800 tab, the users 104
examining the history of an incident ticket may select the incident recovery guides 150 related to
the particular incidents being viewed and are taken to the associated incident recovery guide 150

in the playbook 100 tab. Different versions of the incident ticket may be stored in order to allow
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in the playbook 100 tab. Different versions of the
incident ticket may be stored in order to allow -26
the users 104 to see how i ncident reports were anended
over time. As described later in greater detail wth
regard to the ICl 800 tab, the users 104 have the
ability to |l ook at the changes in the ticket over
time to exam ne the process, failures, and successes
in resolving the incidents. Figure 10 illustrates the

the usé'@ P64 #PQehBl: indiiit Rerlonts WiAESmid¥ed bPESEnT ATBEXbPERY in greater

process nmaps that are used for troubl eshooti ng
detail wﬁhlrwnd to the el Wb,c‘fhb ugt9 104 havelthgyatahity teiamk a;rﬁhle ¢tHapges in the
ticket 5 al,?lsa t Lonal r$ ﬁ Rird %}d Acelslstc’er resél t
P MER-B R AAY fP &> Names: o1 TRESTRPL 38 ’§u‘} &
: 1ﬂgtu® lacitestitds iad mpps 300ctdb ai’fhlﬁlﬁﬁlcﬁﬂ@s théhieredl pﬁfnaﬁb&ﬁpéﬁ&:}f process
t he ps 300 hr ough a ke{ﬁé6d sear.c

maps ﬁ@ﬁgqug%r 320 trophle rsnélaﬁ ghystcal Ri.i the dAgiFd320, and the
transa&ﬁ)ﬁall B0l prot A€ nfdbs. F\hﬁeﬂ m4e6a§1%ﬁctf (%ﬁcﬁ Bﬁ)nzlﬁ?%z rt]ﬁ;t'oﬁ)aﬂléssotf $he maps

t he avallable process maps of each chan
300 indigure HE o a¢cess tepartiduéar prapc¥¥s Thepseraktd may da,q geatchdhomaps 300

throug\qukC?&f %dng'efﬂﬁ fuﬁcrE% X4RC ?&%gln?gmbgdlgfeﬁtg Ggﬁleeq e 1%11 the }eft side of

erig P -SPdet 8 e nmaps ace N
the interfgcecfobhe intape BP0 alsﬂs tlef aviallgblp pﬂmeﬂumqs of @ixch (S‘Mﬁﬁfﬂ?ﬁﬁd kub-channel,

t rocess maps .are cross-|linked to other process
When ﬁﬁepg GFRF BER @ef?lws selecied op) *% rf‘lf(fh PilGg e HEceSt [P Salisplayed in a
wmdoﬁe&xt ihe ht ﬁd& B HeRMseHBEnRBAGY St AL, MNorl&e procedures
Fi gure illustrates an exanple of a physi cal process

and syigpsfip élm Precsaapps 3TocrossHinked toadier piopesdinpapa tand dirediky accessible
_througp Wee&hér setcﬁgns% B 138016 %g% Hagg%gﬁ?eﬁ ‘h%%d?nol‘é’?r

["ays nor enéever the
clElga;:erl lnﬂumms aanxa&hlﬂaeﬁa physicahgropsse mpironmthc mupe A0@tab. In one

n the 0cess i.s rolled, over
embodFifcatae yeifon: RBERBBAON Seion b r SPUGLR f5otth e gisplays more

1nfomﬁ961€whbﬂhfv@xr B Q8 i& BV @81 dnenkt Bethe pPiR e map® URRe@8n clement in the
addi tional pictures or text explaining the el enent of

procesg Heamp i edled onep. thenotyerss éfﬁbéﬂll%dpwmﬂerﬁ dewirclspelj progiding more
1nform%ﬁ&§ 1’&%&(?{ %@leﬁn‘f lshﬁ{(gsda 109151 sI ogge)&\éﬁglam?n]ggt‘ﬁg ‘element of

edrs on the |nt ace
thepnmmmuhmm 350 has tabs and |ists aSSOCIated attrlbutes

I e tabs relat to diff nt a
O A SPGBl e IS Pyt B Tarinip s G B P SRS over, a pop-
up wirRidG I0f appbgs ba ise mtdi*fa@@ﬂi@plﬁﬂb o RBidow 3 RPN thitan@8¥is associated
have a search function erarchy drilldown tree,

attribufes of dhe element. oFhe tgbwrcate foditient afir@atﬁ jof 4hq isamand the attributes list
mformlgﬂ{yrp A3 %3ch Jfffic fbk' ::If?ng emb(ghlﬁléfftg éa@lp ddrb%z?)t favk search function, a

ormation, Inclu ut not
hierarcrlhgcchmﬁnwmﬁreemndﬁs ristrafamoenatist for osganizamﬂual parpodeheThe attributes

. rocess da .a in t agenent .

in cacf B Tl G oisbRtGn Rghie ARy T IR ok, PEREtiopy performance

metric, hﬁak@ tcemat;ﬁm@s nhgs, AaQ L8R KiBR1odt hawkideatint 4HHMIMIADS, as well
350 i s. assocjated. The navi gation i cons_ 360 at

th
as sysiegh re@pu’@@@n‘cﬁ g@%th@f clgrgents ﬁﬁﬁl@ap@c% daap withowhich the w?ndow 350 is

associated. The navigation icons 360 at the top of the page of each map are used, in one
embodiment, for linking to other areas of the knowledge management system 1 and for creating

and editing the data located in the pop-up window 350.
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enbodi nent, for linking to other areas of the

know edge managenent system 1 and for creating and

editing the data located in the pop-up w ndow 350. -27

The physical maps 310 di splay the hardware and

physi cal details about a system They include the

har dwar e conponents, |ocation of the conponents,

dat abases, servers, etc. of the system being

i nvestigated. The physical maps 310 capture

'Tﬂegf %Eél%aﬂs@l@tcﬁ‘éfﬂatﬁh& Reraare dn@rphlysial VS bb&t a system. They

ware in the bank), transport protocol

includg ghealtraidwere Lomppesnintlodatien @&[ths, eomprpcaisdaiatgsesy peruers, etc. of the
systemﬁ%ﬁj% 1§§é§s{1g%t€c? d??é ﬁ{ﬁlg:%% aﬂ%e)’tlggﬁg?tﬁgqﬁfoﬁﬁﬁthn%@§%§Q§ f® box (or the
physicaldpadidry 10 I:hedmnh)j diraﬁs;mrtt pretosylskandardiesds formatofoe dehvermg audio &

video qllqliagg{rqlrf ]IéeC §1S UC i r ! %%nge?\é{:ﬁg ﬁ%@{dﬁ% focé/t?onvcﬁ' the box,
IP Add:@ Qﬂj?dc %'Q)nf Smapayl @l?é syst@[ WoRVef role OBEM cation (such as primary,
orchestration services ("0O0S") (used for ty

failoveg,i fotizp afst inaghies stafusk é}p{gm&m@r (orgguzaion) thataﬁd‘esp%n&ble for physical
hardwéargéﬁ)i‘b%g bl%ﬂeétﬁtl&{ 108 $‘gc&1§éﬁrfo§ ¥fferent es of hardware

I'ons, and/or e |n nat I on
togethapaad iﬂtw:raﬁioannﬁatmmmntmm qjihesyrsyﬂains mpphcﬁmﬁns; anﬁ/dnealements

?ﬁ%eﬁi%% g%‘f f%ié%%cﬁgﬁﬁéﬁgg%;g}%@}%@c@g on|3fl;§é> CQDI;? a‘fcessed by

scrollifl) RSP AN okl SR licdheh thd by g Fdr @kan$s16,OkhenOV Sdrvdrh€ included in a
server icon and a wi ndow 350 pops up .k show ng a_nunber

procesg fmapah Ysaifuax péckaen of 5erel OVED thet $56veE deqpennd a Stipdpvh dPBwops up
showﬂcé;% n‘ﬁﬁl%ér of B UIR th€ 'ZPHgﬁtgée RlrSthe ! s@ﬁep ¥k %@10\4%51:3.@510 In some

ave tabs wth rnformation, including but not
embodimerits, dek physicabomaps il 0 nan lmyﬁmailswlt]nnfMHBMGl, {ntM8idsg but not 11m1ted to

chan e recor servey, f, tion, per f or mance
mouit G0 SRt RIS C MRES Dty RGeS oPRaTraT
pe,fonﬁglg;\élggj@aﬂam@kﬁlfdr@mﬂ&purrent s and data throughout the
knomAed? h%sg?emsnt application 125, such as, but
of dhe

| Thei taksy HEPEnaHoR Prayidenlinksitp é@ﬁ‘ﬁ%’é%%dedai@@“ggghom the
knowl&%@t m&i ﬁ%ﬁogéﬁcﬁg}nwﬂﬁ§ %d@ﬂt asP &t 'n%yllﬁFteﬁefovﬁfe 1nya€nts in the

rver ontain [inks to specific inc
knowl@e’«mse 290 gmt desasdcsitednitle thaapmludadsenn:rf iTke serpér rnay also contain

. | nts. oci at e 1SSLVEL Li.nks

inks ) 28550 P B0 Ry UG AR R RS R pppociced

with tHéSefvet AinkSitl thK HashBy:ad 5G0 Ral @b bb &10&&16& &f the MSD tab The user can
perform ng using the dashboard 500 to vjew the op

quickly yplyainthovadicosirasretd MroRminga¥sing fhreflashpoaig pﬁOPc*at YigH, the open
lnmdeFQBF?Q§%&Q5ﬂ%ﬁgaggxﬁgg@&gh&gfornat|on provide a |i st

e changes made to the server, such as,
cHengbs formhahg haoeltd mémmatiers prvide adst ofealk ghevehanges made to the
s BN 15 WSO i R R BE S P, B Bl v o
qmmﬁ&&ﬁﬁﬁ@kﬁ@iornatlon, service | evel
The tabs for server information can include operating system information, service level
agreement data, as well as other system information for the server, such as an application
inventory tool (“AIT™), which is used to track inventory related to applications, host name, box

owner, box availability time, and IP address. These tabs may also include links to contacts

_28 -



agreenent data, as well as other systeminformation
for the server, such as an application inventory too
("AI'T"), which is used to track inventory related to
appl i cations, host nane, box owner, box availability
time, and I P address. These tabs may al so include
links to contacts -28 responsible for naintaining the
server, and by clicking the link the user 104 is taken
to the contacts 700 tab see the contact information
responbiBle fof SndiRAh B! Ge sERRL, LARSHY Qlﬁcl&ﬂﬁethﬁq{rﬁ(oﬂlg%&el(ﬁ is taken to the
capacity information 'l lustrate real tine perfornmance
contactsg0p itabsset ﬁmcoatactngfmwtnmﬂor thelgentgets.ver i s vvor king and

the ¢ catl hom1 i.on t
R, ERORE e pilitl, 48 cPbl B0 TRIGE i, P B deformance
metric@ di fing 86w evellath saﬁ)ﬁr 1spv@rkingCeddrihé capacityl heli adgg (1 much more
tn da d i helid a~bv
320 di spl ay q the interacting agpll i ons,
mfonnaw 08 SFT BB PR lflng $10%e, ¥ ¢ p pRagsling o8 q}%érver and any up or
down tithlkage between them The | ogical maps 320 capture the

application information without any hardware details,
i Yhel lgglicaignamo}ﬂO Epplay phb Ithec mtarentiong amellcp@ﬂnsaalpﬂ anpdicatymsstructures

o RS B0 B 38 B2y pvin

informeti@haiteut ahy hatdwaee darkitg imludﬁng fronttené appiidacioms) halbemﬁpphcatxons

of web serV|ces co er net wor ks)
web serypis, inforgiafign, ye L@Hb% e Giget AECEHY af%%c E éggﬁg’rﬂ \@5 protocol
spec1ﬁ@éi§)hn§15 Sxchahyy 'sﬁ@éthr@nﬁf&ﬁfaﬁﬁ 1H“ﬂhE'1ﬁi fercctapioh (ngeb services in
forns), M ddl eware tools, hods, and online

compug:m ppwksg,ygqtelﬁglc( W@Egﬂlyerq Gsptgwac@pe@aﬁes ppd @mrates electronic business

n p
apphcaﬁﬁgs?rg%rﬂ , iéitlga% rrpfm%l;t/lﬁg gla{ﬂ%@‘ﬁs)bﬁg%dll% ftcﬁﬁse \%ﬁ%dﬁ&hO& and online
support sitsenfsgCOSSA insmetid)4 vi ews | nf ormati on about a

articul ar. appl.i gat.iqn or of .an lication b
BioBt FiPhoIBeRt terlaeibarns 220 atteriite et AR o ik g Sarmd way as the
physwéﬁﬂ rﬂﬂﬁWlQﬂﬂ&fﬁé@ AudeP €04 BicHe iToitdoh ABoR aParRaTar ef)pnca@&l or part
attributes of the tab listed below. The tab

of an @@bﬁt@ﬁéﬂki‘i’ﬁdhﬁ&@éﬁs@ﬁéﬁ@f on yedecngrthe igp, ¥ Window pops up on the
screen I‘%ﬁ%’vﬁfgggal T 0(13 : onﬂ‘? gtrrﬁn 1 ésf&r tﬁ@%abt Jgﬁ tﬁlgscaﬁ: &tions can

orna ange contro tool s
have sqmoofths satraq:)tabe\zf thwy phpdicel mr&lps amo aﬂavie“ chffaiagﬂabm rﬂ‘lredhbs can include
r cor

iformpfprotog TG R pioP e 21 TR B 4° 6 P O gjon- THE change coniro

informafidt listatallofhe QhBhigelrcePRIS] ficBtast hytteR b the apfi@tib® 0o a particular
i nformati on captures tools, such_as the nonitoring

applicatign| over @gspreified timsupering. ¢ dbe toelmdnfapyatisnneaptieestpolss such as the
momtoﬁ-ﬁg tocllal% Hie q‘ﬂlﬁt\{lﬁ% Q}ﬁcg?rﬂla&)ﬂr‘%éa}tpklﬁg gf }o[gggaaﬂégﬁggﬂfﬁ W application.

ornht on’s
The mamrﬂvemenhfomam sltowmh&lm& mamivas Hagged @ ireneted, whemitdvas done,

when wa, In enbodi ts t tabs . s
who b G SRR  ep pialan ARG RabTURaT P i ST Garids o el
for sez}(rblﬁ Vaumgbnﬂﬁﬁ aﬂl@w&@,aa@hug‘e@ riod nfoOscarthi A ihford€on in the knowledge

now edge
management appl?cauon 125 related to a particular application, system, or transaction depending
on what process maps are being reviewed.
The transactional map 330 shows how a particular transaction is flowing into and out of

the applications and systems. This process map captures end-to-end transaction flow
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managenent application 125 related to a particul ar
application, system or transaction depending on what
process maps are being reviewed. The transactional map
330 shows how a particular transaction is flowng into
and out of the applications and systens. This process
map captures end-to-end transaction flow -29

comuni cating or interacting with different

i nterfaces, including both applications and hardwar e.

comnuﬂ?@atﬁ'lé AP RAGLIRP %thr@ﬂeé&qnﬁﬁaéeé rlﬁaualﬁ% %t'}!%f;l@d&tio%'a hardware.
i Ateraction fl ow between differen appl i cations

The trmrquttonahmap L&3Qmapﬂlmmnémhu@p (Ul 46 ipteracien dloss beieem different
oW, . busij n r

apphczglogs aput afnun 6Jt ué[) %0%11 encg'L ap %1%%% %%o%?ssdsﬁét];cﬁx[ ﬁ%sbl%smess function,

sequerdingeliffpenidasines. fudctishgrand ifdgacts emaansadtonsed oihar ptboemsesa A user

particul ar transactional 330. by sgral ling .over
104 Vipys {Pigimation) AEH hEERUAE SRR INHL WA 0 PX RS G8ean icon or
selectnh%’ax?i‘bohtﬁ?t&%ﬁiﬁ NASPIAWGR $o gﬁlﬁf‘i’ﬁ{e Rfcch 3Rswintk tahhumber of tabs with
e

. tributes of the tab |is bel ow. The tab sections
attribufes of thedal lisiersalew.omb¢ talrspalions for demirdnggdiond rpaps 380 capphave some

oo SOF gk 8BS P A 48 Al oy

niapenéral; treprocass hnage fisthpp dictude eapportintan mebinmation 1ndlcat1ng who is

i ndi cati ng .who s resonS| le for |n|n
responagffcféggw ng e RSy civetieat Be Gairigh i e o poir-
out the c‘?laﬂ%s Rdquirtditn the Ero"é@s@'ﬁ%o 'ﬂ%oslﬁbﬁ(ﬁ’gtehlﬁ Whe rdREIQEETH IBRION for the

e support team who receives notification for the

requested ghanpedpre g ngs 104 drpesicthe gweps ABunterfaesuigh t he maps
%g%nc In%%@ ﬁ’x%ﬁt thh @1095)15‘01)%5@ ?fjc;vfﬂ%g tflo%af’té 89 ﬁ'?lgx a%oacgtomer interface
prov Ow charts roma custoner 1n

perspepiives peitiustviged adigdrk U8t diaik @ddérstodéd that @ olizer etrbodigments the flow 400

b culciet0d ok o oLcr entod penks g L1000 a8 o s

level REHVERRESH thy SpplitRorks RMW It AR {omef BerRICEIW RIS thRoWbhBlk the BME. A user
overview of the applications that the custoner

104 canpaleer drilk dewnijte fowds rle‘(fé ilowt charis 48 that provideemore dptaik glated to the
custongelrr gr\f/ff:rg;[é:'e n%gl%% éetsaal‘ﬂ]d ?Qg%t BIG\YI% 0 lka?‘ﬁomﬁftscﬂdwﬁ)r Bﬁ]@% apcphcatlons

ed to t custoner 1 nter
and syaippzls,i eatdannhsngaindhs yarcénﬁeld 404 esingothh elrof-down olean #86,483n some

%tOt her a I|c 2% systens, by searching in
Cases ISP Y s the drop-down nenu 406, or

| ThePOHR beqﬂiﬂﬁﬁlef’fﬁbﬁ&iﬁfté‘ 802 p&tehanMel MdsubltBardreDwithiAakd Bank. The
402. There can be nmultiple flow charts 402 £er channel

flow chags 40 atshermsrelinkgfl tifhh othre crdemer fiowe chanto g% Aeg the mlpssical 310,
Iogicalaﬁ? %cht?%ﬁéldtlﬂhzﬁ%3@?&%&6&}1{3%{3&%%@%2%?\(&@ LAY é‘e%ﬂs%lﬂl%grhe tabs of

si cal and transacti ona
the ki@380cdge onamgemapsapphisatival 12%asaswildstritmdhfer tbeonapsn300 section. As

a5 53R G P2 TRIRREE B 0n o n e v
charts S0 ttb @beivBSmord @6RELARE dbdul BQAERMER iaNBe MIOACERS 402PSAgain, the
the user 104 scrolls over or select an icon in the
informatiemis displayed in a pop-up window with tabs and attributes within each tab.
Elements and information related to each of the process maps and the flow charts 402 can
be updated in the knowledge management application 125. Changes made to the elements and

information in the process maps and flow charts 402 automatically update any other process
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charts 402 to receive nore information about that

element in the flow chart 402. Again, the information

is displayed in a pop-up wi ndow with tabs and

attributes within each tab. Elenents and information

rel ated to each of the process maps and the flow

charts 402 can be updated in the know edge nmanagenent

application 125. Changes nade to the el enents and

information in the process maps and flow charts 402
maps ﬁi‘rﬁ QIR icGattd Mo RAabiBerd ot dReh tﬁiﬁto?se&%ss-hﬁgdnﬁp%ea@Qments and

flow charts 402 or other information that

informgtiers ehangerk elfpricaample, a1 epasardesto arngrver mfambnampbmenwmgé@ bank. A
user 1@? uP(%f{esg@lﬁ l%nfognatido%gr% %:gi 4t0Q[h§a§r%{3rv & r{ga%ff tg:? &éserrﬁ%‘é mdorder to
display eleaficad séroert bepasiey itﬁdsmanomnemﬁ redudt, it the essefmapeatsnin any other
procesgglgag,r }h}ggﬂﬁoglhg‘%na%ﬁée X newrsggf%%gs;q@qu%%% Ig(?&{ﬁ%l{tgaéul:lgge the new
capacifiRfBRaidRP, the information related to that server is

automatically updated to include the new capacity

i FfcoPRAEOPG b 1T hanubRilevgd gorpeiste perfprmanoeiscorghedrd. It allows a user to

drill déé% %Oghgﬁf 1.P%h fCﬂ%l’Hl%P %Epl%cgiﬁél? Qﬁ%ﬁg@r !ll{d a[% r]lhgt\éﬁltlﬁf HR6E 1V views to

evaluamaﬁlegeha}blhtgmildmtﬂﬂh@tc&bﬂhh idpplidatioh0ns teyeklaw &)\/\Bach(x:ategory, sub-

channy i it Coch e ader efogtu bl pb-Lappel and channel
is assigR@NNRLighRBdvahaREhed B3HA Rigdital &b id fn)’scf)ﬁﬂé ﬂlre’rehablhty of the

category, application, sub-channel, and channel

level ahgus. gAbereforatheproses Homrihy @rqdéfltfﬁlﬂétd fagomkewel; ¢ap dret r@Ht:d -up into a
score fgggzi&h loP tll;{ﬁllat%g&&é%thﬁﬁﬁmr &Jb' & él t%d Q:Beu{nlgﬁ vél?v el

ove erero e stores fromthe pre ability
fiagtror] 3Aeillmktratenab ORI girb@ss pwi 1400 wed dydhe kﬂmleé@:imanagement

o P B SR PR BL B cP BB PSa e bt 4

illustra}Q08 bIveE 1602, teklowvd R A5ha @ﬂ%ﬁ?lﬁﬂatmﬁ)léi edteilred Feighed values
track and dis | ay the reliabi %}hof t he ap;lgllcatlons
d Thg

for how gpehcafghmpredic aaw Enterndfests %h of the gafegcaiesd Thy weigbedvalues may
be ass.i#ﬁgcl:Z ma'hﬁﬁ \kgl gh glg?? ues@%nﬁi@tus@p%ﬂé}ﬁﬁéﬂ Q@!ﬁ:}ngsl 10 or they may be

ecel ves how ea
determpred ciutingdtichliyt asedion dats gathéred by tisakrdvvwdéd g meanagdnsgnd ppdation 125

The wei ghed val u e assj ned nanual | y. user
ﬂ’r"“g_hlglf ‘E*W!‘ %ﬂﬁlﬁu‘ieﬁ @’SFE%S onmptt & s*t %‘ﬁ%‘nﬁ glgﬁ%% GVtagrs may be
an appH€atiofleth &2t 8EOBUSORE uak|empiaee tn ORarfd b dgeahligihg ¢hdNow each

t he know edge managenent applicatign 125  through the

Predlcba'awa taetop aktests eagh pbibg cat&sorleﬂf@” weefic applicatiansgithi thebank.
or gl*ﬂ%sﬁ‘gtea k%%:éﬁ fgn4 ﬁl% kil | h‘%ﬁ%ﬁeﬁﬁnﬁ%ﬁ@&@ﬁmhw receives

er ba enpl oyee 1 n charde o term
weighthdwalpecfor hpwemrdicle bhthiclcetegorfieiciffect edch of tis amhtatmhs tshb—channels or

channdig WG Bt arRl G biaireSRGsh SR e irdl el B how

each oﬁﬁﬂé iseith@ncla| $Rcts aRch \WEshe WRinGbIsedAYhUBS WashtBdWalues may be
. each of the cateqgories affect each of the
asmgne&bmapga&bq B}ﬁg’i, user; 408 Harongh éﬁ%le &ger computer systems 110, or they may be

determined automatically based on data gathered by the knowledge management application 125

through the bank computer systems 140.
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channel s, how each of the applications affect each of

t he sub-channel s and channels, and/or how each of the
sub-channel s affects each of the channels. Again, the

wei ght ed val ues may be assigned manually by a user

104 through the user conputer systens 110, or they nmay

be determ ned automatically based on data gat hered by

t he know edge managenent application 125 through the

bank conputer systens 140. -31 As illustrated by bl ock
100611dsh8tel NYVLRIER 1408 NG ERRA R Phnbement AilichiRme Y8 Seceives

reliability ‘data for the predictability factors for

reliabikityalatadpr thia erasigiability saqtera forcaeh alathe bank pplicatiopal 4y Agyllustrated
by blo%% tl}eg KT v&l@f A z%‘ﬁ'lpé?ﬁ b?@ﬁ?ﬂ&[gg{g thed ?Lﬂs‘f’ a£ ghggeﬂa%?lt?{ data into
a scoredoh eﬁl:rheplnedic%ﬂity tfycidbrac fFor exﬁnple efmnthb qqredlaablhtyefactor of “if an

ictability fap i cat. on has
coplicdgh 251 ¢ SPUFPLRING. 181 108Dt AP R, YL S B ey In some
emboditfiént€) lif 1A ansl%r%@fl@s th& ﬁ@&ﬂbﬂﬁ%&nagb&eﬁtﬂ?&%ﬁm 25 Srasd&s the yes
t he knomAedge manhagenent application 1 transfers the
into a geose of h§QYe and dbthe a@ﬁwqr@@waheﬁ frqnsfoped dn S{kr  Insothey qmbodiments,
f
R S A R e e R
detail lamro Aifgeﬁtﬁ ethe ntlisbday elata asl diossussetle |asmgn¢dtmmuallyd bty&i iser 104

oo 85 e A R0 30t ey g S Bt on

gather&PBHP %eeh(ﬁﬂédg%r&ﬁ Emeit dppBYativhYI2BethflRER ithe Bﬁﬂ& computer systems
automatical ly based on data gathered by the know edge

140. managenent application 125 through the bank conputer

S N

DT o HE Rl By BRIl 23 g e sores
for eacﬂopreélambﬂmy éaxdtartialrath tategaay tand calnu]a@sh édgegosapra rad application

R O e L
factors/MBAtEPdkies apAlicaBnsPind B-dAkERisGhiah kichihadEt or S,
categories, applications, and sub-channels Mﬁthln

ea
dhawrdpb ﬂhsg%tp%oqes%nhqdm@tt rhihs ORIHIOhmsdragentisyre Hbéllustrates
the toq%!/el @%SMOM mafor ShnRell6hR. kD @eschah?é? 2L AR BCT channel

score for each mmjof channel 602;
3, the BCCotimmet @, thh aadehariiel 6,Hbe B@EIEF@M 5, @id thhATBOGannel 4. Each

cann 035 B RSB Sy LA b et 02

A useoflilf, caaRgew i ORDBG) 6des! fof Eachh thd abrelanGLO6@t ﬁ'ﬁﬁlnftﬁé channels
each channel 602. A _user 104 can view the ORI

602 by glisking Gme A rnachacassB0 b ABPLeRRRAiTEnh the lefﬁfeio‘* can view
the Olgg@@%ln% fo:ﬁ@a%h@f e é&@hﬁ&le@d{‘%@nﬁé g&kﬁ%%ﬁ!ﬁ@@ﬁ%d ﬁ;ﬁﬁ'@ or using

I'n other enbodi nents can vi ew
thesee@klfuﬁﬂﬁmsﬁéﬁr@'&m—d@mmemiﬁﬁqe sub-channel s 604 by

. cKi n,the cha of, usin t he, search
f H%I'Fllg% 1I§E6ate%par(tj ngl RES00 f Seommerce Shal £ the ORI 600

OWI’] e
for each channel 602 includes the all of the sub—channels 604 within a channel 602, each

application 606 that impacts the sub-channels 604, and the categories 608 that score the impact
of each application 606. Not shown are the predictability factors 610 for each category 608,
which are discussed in detail below. A drili-down button 605 is used to drill-down in the index

from the sub-channel 604 level, to the impacting application 606 level, to the category 608 level,
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Figure 14a illustrates part of the ORI 600 for the
e-commerce channel 2. The ORI 600 for each channe
602 includes the all of the sub-channels 604 within a
channel 602, each application 606 that inpacts the
sub- channel s 604, and the categories 608 that score
the inpact of each application 606. Not shown are the
predictability factors 610 for each category 608,
whi ch are discussed in detail below. A drill-down
and dOWH 4ONhE QrediciatiBB fdefor A0l leyBOWTHENscbRE dr@dGitulatdd®Based on the
t he sub-channel 604 level, to the inpacting
predictapipity &ator 6prre 042 land die, weighted everagasgue theg08ed tovedlqulate 32 ategory
d . he. predictability factar 610..l.eve h
score G130 o el At Et S Rley o o TREDA B BEHR fipg e channe
score f0act or score 612 and the wei ghted averages are then

ed to calcuyl ate category .score 614, an _jinpacting
Z@m e tmeAleliie! BreacaRlibeiontliochy by &1 GRS scafmughet 620, as
illustrabdd @ Fiputdle 46NARIGH 148CO0TR: 8Q3e-sHRE haC R @R pfCcolumn 622, a FCI
_calcul ated for each application 606 by using an ORl
predictgbibitefagirpeqlupn 624,48 answingotunyt @9, b AubFiaiegons weighting column 628, a
t 14 -~ Sh a [ | "
sourceg I forg L TREES2 Sl (oMo PP S8 BBory weighting
columm6¥ner col um 626, a sub-category wei ghting col um

8, a sourgce. colum 630, a f t colum 632, a .
ki elkeantmiiGinathe SATELEY IR 3_5532% arryn%s'e?ém%ggment areas in
productieh 4Wighof3 Ehey AR GALRAKR B8 &RG CheddHRs 608 BRAPAY RBMIA with any
622 cover a range of management areas in production

applicatigp pil6t thatTfreysedr @ piedustiginofuppethaglédehmppbisatiogobltess gos:d in the
t r - \M \ [ [ 606 1S

noi 18 ST RREAAL LI e AR AR08 thobPacs.

categosesof@8dfor thet ORI 68(h ontecdbgerminedagpeatoi aapidiysisasf tho whabe, ohen, and

t he . basi s each of the categories 608. The \
how t JE e EeS baifon o o REGbIA Boget e i emhgdn, the mos
import@il cafegdR@l 6081 WerefiddrifiedAs cBangéhiBihag@isht S1OVavallBbilily! Sanagement
occurred throughout the production support process. In
612, sgiise capdunironenagement Rl knpydedee Hansferamanpgement Gidg infrastructure
A EnbARRNL T od dRaR Loy @VALA 3Bk
and rifle RERUERI 1) AR R MR AR it o Bl %17, anc
systemk moaniagahgant 6 &.n Hevevemnb gameletstow@dhat] nf othst cmbdédiments,athe criteria

ri sk. managenent C cit. agenent 616, service
may b4 P e o el et fB e hanagenent 61,

H®R AT the | datdgBrie 808 Ha00Gh hik@ber bN agbhigfed SprOAGIaBBINS Factors 610
. the criteria _na¥ be split into any nunber of i
illustrafgdrip dhepredistrbiligy Factky cobwn §24c Tl piedistablify fastore 81 arg questions,
data vyIRACnRRIIGING' @5 30GhiBh @RS HbG!ROL bk 8

TV uStrated in t%e pr edi ct%%tielt?%%f%thSFE%OV{HE}%%%%%@}(%I' cach

particulein gatpgad i608.aWithirnt sachgetegery 668 ha pediptebdity tavtyrs 6 tihira weighted as
to how\'éal g e%%c@&?r‘éé&'c@ﬁi}li}f t%z}”? c}rgb‘;lrlquol% tb% e§ Ct\émclagsrllngr %b?st t%a{ 800%9%thin the
category 608 for the applications 606, as illustrated in column 628. The weighted percentages

are based on historical data analysis of the predictability factors 610 causing FCIs in the past.
The fotal percentages of the predictability factors 610 within each category 608 add up to one-
hundred percent (100%).
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particul ar category 608. Wthin each category 608, the
predictability factors 610 are weighted as to how
much each predictability factor 610 contributes to
causing FCls that occur within the category 608 for
the applications 606, as illustrated in colum 628.
The wei ghted percentages are based on historical data
anal ysis of the predictability factors 610 causing
FCls in the past. The total percentages of the

L LiuGtAR] o Fudealfhotie Gl Bm@ﬁ%ll%te%@@" YFOD Bredictability
add up to one- hundred percent 100% . -33 As

factorslﬂlqurlmlw in Fi gure 14b, the change managenent 611

e faeloosae (RaRelE dopslihe, VAT e ling changes aivays

adpéreviorg, verifying and schedul i ng changes almays
adhered to? |Is there a clear distinction between

dhalige arciegt distingtiongbetiprr t aleangp prauest (°n UPET @@hcaﬁon change
r r [

SR TV L s B g et
Ansswtod?e regul ar reviews (i.e. at | east quarterl y) on

perf or %ﬁﬁiﬁ%{y ée%Y S?Qﬂg é’g{ %‘;[plugﬁn%gb ga )pe a{ﬁﬁ% gfd changes 1mpgmented

aa%%g%tcmﬁaﬁed Wyepeffelhanek ehdidatoré R PIIT RS ghienash7and
t hen properly sc¢hedul ed and conmuni cated to mnim ze

tAwe mytppletrelated ph@gb@gnone@sandéwspfpmlwhe@lqda%ﬂ cpmpymécated to
frﬁ%ﬁgﬁe Clﬁﬁsg%)eé tk% blgeipesy% %%%ﬁfhgﬁk%ﬁm A cthg'cghee changes (e.g.

ustra I gure
andorbstln Helhys dmmg@ﬁpkmbntﬁﬂ&)% ategory's FCl

redi ct abi_l t ncl Are .t € 4
Asigisioagn et i 16t abline M tasetent 13, qatdhey f A fredictbility
factors[m@%lﬁaﬁg@r yes)? o If yes, criticality to

envi ronnent of SPOF? Are availability inpact
i Mecthmamsomnglﬁ poihtsaif faglur @& SBEF ) (If rof kagyen, ipkgsectnswer yes)?

th h
ranBodhis CaroRsas RERE IS 4 Tequiar (e.0. a

Imssvaﬁmﬁnw BnpRN iATS D AtOM ﬁwmf ingC ey @éthil ioff thedfpat toff roposed
ainst required avail abi O Wth awewto
&Y %DHBMHIW ol tithachangs @Watg@nﬁ‘ﬁtﬂr‘?ﬁe%% H#ep’equi prent

%%g Iralr}g Lﬁz%s(;e - at @st%g%g@%{j()?@%)g%?%wg @Iiceufrn\%lﬁtc 1é1frastructure against
a‘ﬁqjti{rﬁbﬂvhﬂleﬂaylﬂy

o with a view to identify SPOF?

o with a view to optimizing equipment (lowering cost)?
Do you have procedures for monitoring, analyzing, and forecasting service availability?
Are there audit procedures in place to validate the ongoing accuracy and appropriateness
of the monitoring and forecasting procedures?
Do you have defined targets for the availability, reliability and maintainability of IT
infrastructure components (including 3rd party vendors) relied upon by the application?
Do you carry out monitoring and trend analysis of the availability, reliability and
maintainability of IT infrastructure components (including 3rd party vendors) to help

identify potential future bottlenecks?
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Are there audit procedures in place to validate the
ongoi ng accuracy and appropri ateness of the
nonitoring and forecasting procedures? Do you have
defined targets for the availability, reliability and
mai ntainability of IT infrastructure conponents
(including 3rd party vendors) relied upon by the
application? Do you carry out nonitoring and trend
anal ysis of the availability, reliability and
AsnBiirabdaRi Fighde @hc, ! thel 86¥idS ldoHGAMIYE nRAARANEN I3 category’s ECI
~(including 3rd party vendors) to hélp identify
predicigbilishfactors §1@ro@ieinplude:| enecks? -34 As illustrated in
H.gur.e 1l4c, .service. cantinui managenent 613
* cfgg%gbdl rsé‘%észs Cﬁﬁlgu%r é [ ltlzltsga[rﬁg fitf())/m%a %/t ors 610 may
i NClud®What i} thetdar didsd lagsastcontinuity plan in standard
format? o What is the date of the |last test? Have )
o aaveoplt Quistading issues ddentidied 1 ast ¢ desulis ol testing) beerpfesolved or is an
t | - : ed busi ness
R R e Y fendn Mo RS L Pt e o
¢ diodixrert degdumenked modvknoes ow@vyryppiam in plapé dwecatlbsereaetarea, in the
servi in the event of an unforeseen issue?

e area
A?@n?ﬁ@P@nﬁgﬁﬁﬁhﬁmﬁhckups_of critical data taken and
o SARItBEe $QH Bhoklps of ¥rRicBl datd 6Rdn RAGKIRPscRhrely?f OF mMati on

tested on a regular basis? |Is testing perfornmed for
o el dritipaldackup of mdormatipn tested ohjaaegulartbpsislisabi 1 ity, and

i ntainabi l.ity? illustrated in Figure l1l4c,..the ..
* R oBn e Borforinbtt oot R ORE SO, Joleolys  Ssability, and
phgdiagiapfityd ty factors 610 may include: Has
handover/takeover neeting conducted with initial teanf

Aspglustirated 48 Jfigurg oMsndb dnpwledge drnsfshpnanpgement fltecategory’s FCI

predicﬁHi@iN fa¥t09sf61@r}ﬁ§9iﬂ§:lqji@g new resources (bank and
strdtegl c partner Rate the quality of training

o ddasunmddat/taiaoen chesiiipeabnbeded Witk initaikeandunds

cunented/nem;changgf t est ed ﬁéth wor kar ounds in

* DRSS PP OB RSP IREFE 140, ¢ he

o IRYE ARIGuHS %%n-%ﬁ&dﬁ?%éw@&%&%% QAP sthALHY z[rbﬁe FC

predicfgbi ity factors 610 may i ncl ude: ﬁ%e@ t 2
* it theamality ofi seinangydocomengetion andadhd¢duNP" ) t echnol ogi es?
(consi der software . .

. ¢ workarounds documented/new changes tested with workarounds in place?

As illustrated in Figure 14d, the infrastructure and risk management 615 category’s FCI

predictability factors 610 may include:

o Does the application use any non-permitted (“NP”) technologies? (consider software
level: non permitted score by enterprise technology and delivery (“ET&D”) (can be more
than 1 per application))

o If yes, how many instances of NP technology exist?
o Does application have remediation plan for any non-permitted technologies?
¢ Does application have a control plan?

o Was the control plan updated within past calendar year?

* Does the business impact analysis exist?
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| evel : non permtted score by enterprise technol ogy
and delivery ("ET&D') (can be nore than 1 per
application)) o If yes, how many instances of NP
technol ogy exi st? o Does application have renediation
plan for any non-permtted technol ogi es? Does
application have a control plan? o Was the contro

pl an updated within past cal endar year? Does t he
busi ness i npact analysis exist? -35 As illustrated in

AsFla¥fEqltdrighie] LRRRS tipacHP AAASIRNt 616 GRbAFAr FCB pledictability

predictability factors 610 may i ncl ude: aver age

factorsfdWmedydsduder e current processing volumes to the vol une

L h | ication: h .
5 ehre bevy o 8| - FRh. PR EcsslB oy IEE°1sP e YL ceiing of the

(dppliddtiah? ve, Sal es canpaigns, etc.) Are threshold

alarns in place far individual services that alert,, .

st therghwnyt kegyn dadsiveg thatewilhinereass s ©of growihy snitiphive, Sales
nts (resources) nonitored for capacity

F%%ﬁ%@ﬁgggs. Hard di sk, nenory, CPU, etc.). |Is

capabieshold alasme dm plaes fdryindinaluylzeedvitas thel gert staff about approaching

resol uti on of jncgdents and problens? Are changes to
AR RYRLRPIEY iiShe appl i cation handl ed through a

[ R S @&B%Wni@feﬁ%ﬁ@a%a&%{ loh&lﬂ%f_/g"qtlﬁd digk, memory,

Figuré 14e, the service | evel nmanagerient 6
dRegtry' s FCl predictability factors 610 may

i.nclude: Do seryice. leyel reements (- SLA" ISt
JREREn teBSomn At P BT ol B potems?

t RENARhBEY tANRE QREAY I OMER applichtichK hirdlldd ehragd @NREMBY change
LOB? Does the current application design support the
|IOEageraent PEICESSG/ SLA?  Are agreements with vendors

AFTRIES 0 S M B B DR

factors¥dOmndytiygluder vi ce hours, support, response tines,

t]% nsgrrv?c%ngvéli egrg?'gém n(‘?sr E%ﬂ*?’? Ce?cis% rbie%vs?ereil aI:)OB and consumer and small
business bank technology and operations?
Is risk rating assigned by LOB?
Does the current application design support the LOB risk rating/SLA?
Are agreements with vendors documented and reflected in the SLA's?
Does the SLA structure include features such as reliability, security, service hours,
support, response times, turnaround times, performance criteria?
Are there mechanisms in place to monitor and measure all items in existing SLAs?
Do SLAs have clearly identified key targets for service hours, availability, reliability,

support, response times and change handling?

As illustrated in Figure 14e, the system management 618 category’s FCI predictability

factors 610 may include:

Are tools and processes in place to automate or quickly react fo customer / agent

impacting events to provide operational relief?
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Are there mechanisnms in place to nonitor and nmeasure

all itenms in existing SLAs? Do SLAs have clearly

identified key targets for service hours,

avai lability, reliability, support, response tines

and change handling? As illustrated in Figure 14e, the

syst em managenent 618 category's FCl predictability

factors 610 may include: Are tools and processes in

place to autonate or quickly react to custoner / agent

o ﬂ]:éa&)ﬁ Qerﬁ‘b% op)rgg\fﬁ&ﬂ ofih& fdld Mﬁgblé‘?e{ &gflntrosggbe PerfMon,

Are corponent ase nol ogy~ noni t ori ng

aNetBtaiy| 8PeScepy Mduene Comoped (Retef, M), Net Scout

. chiRTRgne e S SR el oo e b patord o

ebver Bid AlcnC/hcHIRRR (Rip8Th Ble /BENERYorRID, Ebédt Misk /O, Remote Disk
machi nes? (Paging, File 1/0, Network 1/0, Local Disk

1Y@} Renvte Di sk I/C» Are appllcatlon per f or mance

© AGTR TR B ANS AL SRS PRI wen

ahﬁashxtlés‘ witDbrealt indprbjected de’akst ﬂhﬂm:ré aleﬁbd @ith ishiicient time to alter the

|cat|on/ stemto av rvice bregks from
Hgﬁb gAtiop(gste %a%% @Egﬂﬂﬁﬁngnterfaces
. t AnBRdnéd Appiie neiﬂ&:rﬁ@één dabiifsed ngl(lfm@@ﬁ{ nent Boundanes
Interfaces e customer experience nmbnitoring too

aExainlewblrkeInte(rfecag) Topaz, Online Banki ng Moni t or,

re Vantage Agentl| ess Monito. e . .
o BED SR irkes SRR Bop e R Bl () Tk Qulipg Banking
aflohif?, Cb@PIGAra Wahiaky Albamileds BMofikbkind @J@Gura MR c@dieresponse time,
aSS|gned a particular weight in the sub-category

viEngHtioRgokBIElm 628 associated with how each
I . v
ey
sub-catpgoryameighting ertren e@l&aytsatohateslo smithe hows tasti prediwlbdlim factor 610
630, other.e yees, Or a
contitiGtg TR ReRaor TRg=0Rp DS RGN PUSI P, Ektigy Bempae manually
entered yatht assaEde Cladtddy irp oplutrat 630, h)the’reéiﬁlblkéyébg, ot af @’efTHUJlQﬁ charge of

. fromother applications in the know edge nmanagenen
reviewiesthe feering.  AHemaYRLy, the RinieemaX P cuipgatagly m@ulated by receiving

mforma{ld)ﬂ" Honflogtlr b&bph@a%oﬁ@ rﬂﬁhe Q&B%[Eag@ %ﬁmﬁgé’méﬁ aéy@teﬁlo U the bank

the scores may based on"a "yes
computeésqssme 149, sé?s%llllblstrate@ o ounns copyeite 632 a@céscal%column 634, the

scores | egf%%:]bsag&f‘(%gg ‘S‘ &a%; %r,, rfe%%olns? élrscl?lg,ls %odmgy%i?% l%ercIe{ltgﬁ%s a number
range, pass or fail, a high, medmm, and low response, or some other similar rating system Items
with multiple rating values, such as a scale, may have associated text that defines the best
practices for scoring the predictability factor 610. In some embodiments, the score-sheet 620
may have note fields allowing users 104 to populate why a particular score was given for a
particular predictability factor 610, in order to justify the rating. The text and notes fields help to
create uniformity in the scoring across the channels.

Depending on the answer to the predictability factors 610, in one embodiment, the
predictability factors receive a score in the answer column 626 of zero (0) to one-hundred (100)

percent. The score of a particular category 608 for an application 606 is based on the sum of the
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with multiple rating values, such as a scale, may have
associ ated text that defines the best practices for
scoring the predictability factor 610. In sone
enbodi nents, the score-sheet 620 nay have note fields
all ow ng users 104 to popul ate why a particular score
was given for a particular predictability factor 610,
in order to justify the rating. The text and notes
fields help to create uniformty in the scoring
| MRt th@ €actor weight
soores i PR of IR ARt R0 iR by Ao, :
listed lprﬂuﬁubtcawgw}’tvyelﬂﬂwgdﬁmle@& ve a score in the ansvver
um 626..0f SURRTERE
TR SR s en FL Pl S SUEY 8 U BH € Bhocicabiley
factorsaf1pl foc&ich @Bte§&Y witen b’ﬂaﬁﬁﬂmmg thbepplicati@f schteeand-tBTors ther application

for each e predictabilit actors 610 i.n that
score (508501 PIAG (ke QU bGIPRE PR CORTILIGE | Sk Sme. in some

embodhﬁ@ntss%ﬁ SEHRARTY vl ahd 'cﬁﬂtréloh:ié@é%nﬁﬁﬁ todl N(“ARMTAT”) is utilized to
nmbodi ment's of the invention, other scores are used

detenmnemgmﬁsﬁﬁ riskscqre enrd @t ABOAT gontrphscorsy b AREAT risk sgpre is related
cat.eqor d I

o BN SHRRST B A FRCO0 AP FERLIRA 8 AR I o

risks lﬁlatbdcd&amﬁeelppamﬁoﬁh aunshehs bﬁ:s(mess impat apxiysp) éowmsl:ream napplications,

enbodbnents an a Ilcatl n.r ks and contro lated

upsireiTS CEBLAERES BETSHORRER SR YRR SR Wb EPHASRlg, Tlete

hardwﬁ'g%a_sdﬂﬁéfe She rpﬁv@d'jrdda?eﬂ PRGATCAINHRRb! £61R11E 2 mEaQriMREAE control

risk score’is related to inherent application risks.
an appiivelionRi@sTover gRriensorther sysiges &t APREGRLIBYS. t ZRe ARGAT gontrol score is

calculag%lgalégd ort f‘?&v He! aﬁgﬁc i6h ALEMiehi B?s‘?ne@?@drfnﬁ iy, RS ar@fitecture,

ST'Ness 1 npact ys s, downs ean1app cati ons;
platforup et reﬁammmnt | prathiatios stﬁﬂlﬁy,smgulatmy rcatngp|iamtat husimdss meocess, and

recover i uir nt , rel ted ar war £ and
informgt arey: A I Pateouae R ek D BRI odbresniege of e
total scor&BA H{eeARfIAtI%k%@&% faﬁli ARTAR Bcsﬂttoq? actdr@ﬁlaia #8 a@3edrto the final ORI
vari ous ot her stens or applications, The ARCAT

score. ¢ Gt Psimle dhe O Scor! ol epEHew s eRplGHIgHOW Pifcembodiment may be
multxp?&? h*l &gﬁ%’%@m‘eﬁ 8‘% Lefl fegulﬁﬁgéérﬂ?egﬁaf Bo 5&&3& kS Yhe ARCAT risk score,

arc ture ormor environnent
measuppdanhlecdro (0)Sb adi qm) Pasis; egijtham:RCyATE eomikdl apare, mbassied @ zero (0)

, Th |
o ten L3585, RS o 55 5L P B SR T 5 s o
the ARO@ARkisls §FECandRIC AlTe oRSIAdore] Sk score and ARCAT
control score may be added to the final ORI _ score.

Fortheragrpl & leiratyd insibe caicEesy veigling; colnna 636 prohcchpngsh and in
some %agﬁs%‘é@h %&%ﬂ&”& A{I G cd E@#a\y ﬁélg%eﬂl’edq{) ‘i&mv%hé’@e{ 608 for

resul ting”score e added to
each appisdatle;rcdif@ts thereasiueng of K¥Cls newach @@mﬂ ond eb- <(h1101)61 xazslagion to the
and t.he nt r.ol

0 SCO
other fFepti Ghgyn SR RtSF  RliexERapow Lol if Blird fb. e change
managbBfefp wlidht B@Whe NCEdsElasrcé RRam@D Rt is ad@htyfdet percen0f(25%))ewhile the
ARCAT risk score and ARCAT control score
* weight for the BCT channel 3 is twenty percent (20%), etc. Also, for the availability
management category, the category weight for e-commerce is fifteen percent (15%), while the
weight for the BCT channel is twenty percent (20%). The sum of each weighted average for

each category in one channel equals a total of one-hundred percent (100%). Therefore, category
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Furthernore, as illustrated in the category weighting
colum 636 each channel, and in sonme cases each
sub-channel, is assigned a category weight related to
how t he category 608 for each application affects the
occurrence of FCls in each channel and sub-channel in
relation to the other categories 608 within the
application. For exanple, as illustrated in Figure
14b, the change managenent wei ght for the e-comrerce
scores%h@@ﬂeéa?lg aﬁp?ﬁgelﬂ@fBCT'atrX n‘[]dlt\rffgieeﬁ %QQE@&!G: %Eﬁt%%v% 2 c%ﬁ te£ esub channel and
channétaud thh semndedy sotdach appichtadn hastaysconsan dglove lttlmpactt%gmhwb -channel
and hthe category weight for e-commerce is fifteen percent
8% " while the weight for the BCT channel is twenty
FJEIEGE&BIG 62pioudlh thﬁ:umc@fthe a@thgdio? isgutt &4 v & R@@,@ltffdoafverage of the
egory in one channel gﬁg#s a total

Predlc@h’gltlﬁ Eﬁ?&%fé‘ﬂorﬁ%lﬁé% Hf‘te i@G%WGT'H‘? %, E%\P@jl?ﬁ?on segge 616 for a
sub- ch%ﬁr%‘i %§ clohdel(i04 PRk %tf 't}‘fénca?cr ks RJ11 g6k Ry atpgﬁcatlon for
wel ght ed averag or eac sub cha and channel "and
each Stuh@halmhwecthalml edo hothgyplbsiiments, htas sabshamel agore @1Boway be a
weisll s BBEL S A5 B CURTRT ol 208k ERRLE WLy o
603 cdﬂ@%@h&d&ﬁr&@@e of tHehab-chidl soad3i d18tor tﬁa@ppbik:atscﬁlos"ceﬁes 616 for
610 listed in answer columm 626. The application score
that chgaels or o sub- channel or channel is a weighted
apier R9f-Heets 20 F8L @a&ﬁra)bpﬁ@é?ﬁ)ﬁ%a@ 14 Jp@ﬁte& rﬁ"%al-tune dunng periodic
application for each sub-channel or channel. In’ othe
intervadsrgciremtas nepded lsa&b» t@h@rwmne élm)ﬁ@f@lmcmrﬂseofathe channels, sub-

] L GHRER05 kBB T AEPEES, Bl mpion o

categob_;eala aAmbidpal @ch alchagﬁttaf eﬁphﬂ (ﬁlabpldldaﬁmm elansgeo e sarfiilsS inervals, in
ication._s

t he or 6 .for hanne
order @68?1 §41Fe ongagke 8’:‘ Phlating fha Eéfgi? bh %ﬂwmki’é“%%ﬂ gﬁﬁ@&ﬂ In other
embodiflefi€af thklifRntiSN thdBeRRFd OREGs trhdkb&r @l afarm® an® Roq@Bst@for updates
needed basis to exanmi ne the confidence scores of the

o the prvdibilsy st 6 incamvors scukia {spprpoemoses Kmgemsae the scoring
of eac}g ?&Qg tg)glglts %(e eto TR eﬁ %:9 to%ﬁ?erc%lhﬁe%éts% th??pg rdlég%ﬂl&}actors 610,

e e- nai o as
the assmmamipsicbleatmcthe waizhgdravatageamiayp bs resmmd/m anly Ithose ovhddrave been
% rem nd the person tasked with populating that field
granted gleyances i n a tinely fashion. In other enbodinents of

t IR EoreBAdkinaht, doN@-JoBES Wolink i i§BpplRd!th 2aKLshoriaR teval & B%e a user
and requests for Fdates to the predlctabllééy factor

104 thg @bilio e guigkly ideatifn gher peanpels pel2 éﬁﬁ%@@é@ néplebications 606,
catego g{ EQSI, Eg ges%%mﬁafgétoﬁ%qh (RRR Q%Hétg | a g%l (?‘fﬁ’?{l/ﬁg, or failing.

changes to
Scoresf gedt@rtbar6139p aretdsagmiscomat adosade asi,lcaung thak theesgplotated metric has

passed ?rgﬂs cgfrmé? a%fr reesstbrelt\%e%dS(S‘P anlaI yS"} rz‘acr)es %ss\zlg]n%d haaygllogveg&or code
indicating that the associated metric is in danger of failing and should be monitored closely.
Scores below 50% are assigned a red color code indicating that the associated metric has failed
and needs immediate analysis to determine a fix.

The contacts 700 section, as illustrated in Figure 15, is a reference tab for finding the

necessary information for the teams, partners, points of contract, hierarchy levels, notification
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In one enbodi nent, col or-coded scoring is applied to

each scoring level to give a user 104 the ability to

qui ckly identify the channels 602, sub-channels 604,

appl i cations 606, categories 608, or predictability

factors 610 that are acceptable, in danger of failing,

or failing. Scores greater than 75% are assigned a

green color code indicating that the associated netric

has passed and is acceptable. Scores between 50% and
contacth? M HeB ASShANGHtRL Y&bleAWsC OAOwithO8Ber 1aB4li 'tlﬁ@ﬁglﬁﬁt tHiaknowledge

the associated netric is in danger of failing a
managgient appheatian 126 oineanecingodingent, asussr 494 fgan dwlﬁle%lafr@l the channel
level, tgégéo%ma algne'i Fetqr?]i? P(J ﬁﬁ%g‘ilérgg{r ,ﬂl&} oﬁcgeégtgir"et\/lewgmtatct information for
variousit@plpgecs. (The deérelr(Wdaﬁ deillfdown téhiee leoels by teledig tb@namﬁmr title of

as 1] lustr s a reference tab
various PRI GIC ShEket Sncln b ruRBl PP AL dRYES. Altemativaly,
the us@a04 A BuscRBE Britac® ket tdafed 70N bedrdpHdwn !Byl B3 to find a specific
notification -39 contacts, as well as other contact
contact.ef er ences. As with other tabs t hr oughout the
BSOS APELa B 190, o 70
for thel (mhab ,bartknng - ehlaimat lofi fhreed- cdrmuel‘ce chamnélti Hppddntat dlspiay interface

der to rev ew i nformati on :
704 has b shtoBir Slsstve foblagtS 02 e Meret Fonoiay At Theesxecutive
contac{s‘:-?"l@I Sctivh 58 Bethidisrch{ BoiRBNES (R 1thd tifld)@n@fthe Yéihi @kfontact 714 for
| oyees in the different channels, sub-channels, or

each hw@gphscmlmomt do eng emhpdigientathe fusrrchy pait {i2ap thaereqgtive contacts
710 se%@ ésgbecp‘? %gfug)% &@%\ﬁﬂ/ef @g{l}tﬁg@{l Zﬂﬁ;oﬁu ?{Eejgugg %oﬁ%r?é;f‘a rgductlon
suppord axeexiavp hel thé teahmﬂogmthlttcmp& ayl opntaamﬁmecu'm'é in the

tacts 700 tab . for th hannel
ot Rebieef Samere 20r st 1 MR, G B GPRRR for shared

servicdsNiv@Icha8Qudeé Qe RASTMAIVIRINE §dduelisn stippertHILIE.I Wﬁe manager contacts
contacts 710 and the manager contacts 720. The

720 sestiaw dists\the supp ifermaatipn psdhe Exenytive sonfagthd 1%5@%@%@% on a lower
| 7 C

i I 1o g L1 M5O (v o

of conkice 72 folnpaghohietarchy Zpomn 72he Ire pec enbadimegntfdes manageOcontracts 720

B T A R 1 Y —

the weBhert théQunixQ ik dlﬁﬁbﬁt@&q&fﬂrﬁ’@ﬂce&ﬁlﬁ RiapRaY elighoifknagers, the domain
oper ati ons executlve he manager contacts 720 section

manager, Ceferof exeehisnes Wg?rwgstpw@% At wek & ¢ Bymbyof ggher managers and
the em?ﬁ,é, VECES wildiveldbw ﬂﬂg%? Q_e i nternal bank production

port partners. a er contacts 720 section
| Tht meitlbe recveryi gmdﬁsrﬂé(); the iasidwm dickete qurtathes apamh dtesknowledge

managfrinGEphBite 144 5560 LY Fopreli SUAREEY phBY i EPBggod in order o
resolv @ phiticulldPindidentt e lipRisWrovidéd fosthaaie wkedt4an tﬁe&plbper contacts 700

hi erarchy pqgint 722. In one _enbodi nent qf the ?
tab. Fpperapple i anapcident recovery guide 150 indicates that the 1nc1dent shou d be brought

to the attention of the level 3 production support manager for shared services, a link brings the

user 104 to the mangers contact 720 section illustrated in Figure 15. The user 104 can then send
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section, the hierarchy point 722 lists the | evel one,
two, and three production support managers, the
websphere, the unix, the distributed perfornance and
capacity support managers, the domain rmanager, center
of excellence managers, test partners, as well as a
nunber of other managers and the enpl oyees who work
bel ow t hese managers. The incident recovery guides
150, the incident tickets, or other areas of the
the indfMAMiORY & thEBRAFENRAL3 ﬁBQﬁdtﬁyﬁts ﬁﬁb%&a@kﬁ@t&ﬁ%@%@ Ptﬁflt & contact
specific hierarchy point 722 is contacted In order to
724 columw| ve a particul ar |nC|dent A Ilnk is provided to
04 r tacts 400 ta or .
et s pl S pBIONE pog T B0 By o view
hlerardhlyanali H}&seﬂd@ﬁng:lemtheﬂimaﬂcﬂy peinbligit) gitothdr @nibb@inRintseiheiuddt 104 may

the | eye pr ction support ger for shared
view ﬂg,f‘e?hﬂ 14 rWPaﬁrql% copigt PRiaidhy %Eme&nt%n gcsin the point
ofanﬂﬂyﬁzmHBMBQQ section |Ilustrated in Figure 15. The user
104 can then send -40 the incident ticket to the

pFlspeaportevid) Bbppodilietriated iuBigoret 16malieyes the gseedhe n:apability of
extracﬁjlhﬁ %%Hgt 81;1 {hg n%%ﬁ%ﬂﬁf( %ﬁa;ty&%e{'fg&ed ié%gnﬁe elg%wq C{Te Olﬁlanagement

rarc y poi'n rovi ded 'so a use
application 126 evA aserHDécar ﬂhe}te rageivay asdiand tal dagnodror ti€om report through the

reportsgd@i)rtﬁlﬁ R¥ Q}Pug(lﬁrl]ttp%gl ]gﬁlértffel% ﬁ]::ffg]g({l e gl‘:l"l%e 1BIt1 gqpogtrl,]ggng'asit%{' 751 can be
filled GO RS él@ite BQuStbmkyf cﬁﬁﬂeﬁ%ﬁtﬁt Ofhd %ﬁom thth ﬁfcﬁﬂeé fielﬁ@ ﬁ)r generatmg
poi nt _of contact 724 col um. orts 750 tab

reports qr} $pseifig tiskety hy EnigungtheditlealSRoths startedags ¥4, phéle end date 756 of the
incidefiARA 1A 'il¥erq1¢04 1 a[lﬁéchﬂ%%é ﬁ%%(};ﬂﬁen‘é rtlgl@ttm&blern%od oernﬁ Sblem ticket

that are tracke e manag
numbea 62 ihmhthcp wahld repirtumer Uidd 104 nama:laﬁcreate mﬁ»ﬁs \b&sedamdhe severity

ed or, custo e t throu h the report
rating Sl GhSHeABHh f U S0Can T g6 $605khdi ot B owner 766 of
the indiddn®y, AR N coRRAEL aGEHREIRbASInekS basRAechfolofy hh® @ &Hﬁoﬂsoasmgnee
create a custom or canned report. The reports 7EO tab

768, tongmie ey fi el ds for generating reports on specific

tFthlfrEtlgl, H%IS dzﬂ«'-':seﬁrh%%h% (%Tlhtolrl ary g rﬁé(ﬂfi"ﬁtﬁ%%s g@é Eﬁeﬁ request is

or~the end date 7
entered] @ theasepadts @ 5@ cquul dhe r'epmt icomthige rthe finfoto@ttion Lamkeeed 'ﬁﬁ&he incident

. or _problemt 762 th y nt a_repor

inform@or” (3t heraE 1 A B orrkes 18fion r27 BB A The causal

mformsﬁitﬁ? 30t ggctidnallisi@itds Bvehow 13 itidant boRirre® inclldifethe bﬁgnatlon system
tatus 764_of the incidents, the root cause owner_ 766

781, thgfcausphevenh 22 and e faileredmpacs g3y tbe lanert dpfarmation Fi9A segion lays
out theﬁﬁﬁ%ct@@ Qﬁﬂ?)ﬁglo@‘l 7?]1‘?[% Fﬁ%@ﬁﬂcgpé(e@ﬁ‘ﬂeg@emeZﬁgactédJSd%aéﬁnnel 793,

ew. Figure 1 strates what the’cust
the gecxgaamgdoq:aélpo 764 37 e limpics ahd the nafber ofFGle 2% $1CTs 896, PHLSs 797, and

AMLs t%ﬁée'e :i“ﬁ érpﬁg:ﬁg ﬁisgﬁ%sésrtgg 1755;’%: % gﬂ} Pl e? 9§§ 111(1:1%%{63 %e restoral 786
information, the cause 787, and the resolution 788 of the 1ncxdent. The reports 770 are typically
generated for senior executive management reporting and are reviewed on a daily basis. The
reports 770 can also be used for metrics collection and analysis used for driving the strategic
goals of the bank.
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information report generator 751 in the overview
section 772 of the report 770. The causal information
780 section illustrates the how the incident occurred
including the origination system 781, the causa

event 782, and the failure inpact 783. The I npact

I nformation 790 section |lays out the inpacted channe
791, inpacted technical executive 792, the inpacted
sub-channel 793, the geographic |ocation 794 of the

ITRaet SQU‘th R811RRANR FlguRCl & 19 Where K i8icidis alttaSkelNfom when
and AM.s 798. The report 770 also lists the jssue

they arza‘h*st xdn@ﬁ‘equt%a@rp IRgitfustrptscthe aotiligaion pEacgssqle deglgwith an incident
wen | SRS S54SR P UL el gl g o

produchIOﬂ pS(ﬁ:B:BSOdjr ﬁxecpnd)dmﬂomaymjemeﬂtat ae oot rergrdawith dnfermation of the

a basi s. S 74
inciden g8 @b AT OSR A Ae080h o e B Shnire [0 BEDuSaR by blook
1810. qﬁ | s¥in8 GnitdBinSinfs?d Q&Hr 4 04 GeRiVEs @f ndtificatian lhroug‘hle AR or Gbme other
O tab, as illustrated in Figure 19, is_where the

commwua@ rhag agrearor hak Resyred.o iR gereivitigey ngfilicalipp of while performing
proactllvg %ﬂltohﬁ% t}ael:ﬁﬁ%y "84 Jsgar!:ﬁés Usid g@t‘él@a%e Wﬁxea rﬁ@@v' ﬁlblﬁ@ﬁt' Qé"ﬂlustrated by
process ea e Ir

an 1 nci nitis
block 18iind. Aifheﬂfciussrt l@A Bienﬁﬁest hecpriocides, thae.rselal@ﬂf mut:ﬁWoﬂle issue

assocwéedggﬁﬁﬂ}e Cl % d ur lrl]'lg}gaa(p gr 8rgr:1e$ct())r:t ?1{] %‘g (Slra figs% or iIlrafhd in block

1814. I0ALOHEBIsLOWitRfthd 1h@ideﬂt nEidegmedithc &1 04 @ﬁrcﬁ&ﬂhﬁ@ﬁ)wlédg%base 200
dat abase, such as the bank dat abase 130,

for any ralated mgidepts HiAt Brvsclesolygshe sampe 55hin B s Il estrgteq dp Aiamond
1816. ]I?él RG] VB dS AR the 'ﬂﬁe {sQR fack Wr@l‘é&ﬁ ificifidt | the ﬁse?qgﬁtdnﬂs -down

comruni cati on at an error has occurred
into theeioeideitrigpart o sed 1fcthau partiodarvielatel ipeidentr isi negplved, as illustrated in

aaofl Q858 P L BT R 194, SERAP e i fgows e

procedlt?el&tllpiﬁcdt i@rihé Hﬁ)“ﬂl&@g’ebé&@(mdﬁﬂﬂeﬁtItﬁﬁet&o nesolverthé dﬁiﬂftnl incident, as
user 104 identifies the issue . associ af ed % h the
ﬂlustrat%mdm« 1590.o Xaerser Ao max closs ot thejssia whey thecident 1s resotved, as

11111511‘;9@& 1?1%{%rrﬁi%§théﬂ biH&L (ol truk el RS lﬁs plje%ilcﬁlsl Q@%bte@ ﬁle user 104 can

incident is identiffed the user
updatesbminlest ticket fenolingbiglotradel2be 200 withapy pddinonad 1nfonnation found

ents.t,hat have r :
curing fRCpOSR: ¥ 8o PRGgmaReH SR ot B AP LSkl gy fcing
the sathé BOSmilRdhcitléie. there is |n fact a related incident,
the user 104 drills-down  into_the incjdent report

sdeiljuptrgtethby swpé%l%%ﬁ 0 15307 sl Pnot i A lpied ncident
ticket (t?i'LISthE bt é%ﬂrés&ve&* 'tl?é%@fildzﬁ%@s 2 hfewtlﬁtﬁdénﬂ GElEle fito the ICT 800, as

I's resol ved and cl osed-6ut then the user
illustrdted ‘tb}ohleclt He2. ﬁrgm@bﬂmlestmm theviagidient home pegolor depgaeidens tickets. A

0 incident t| « I
wser 168 O ap R sl Bud RN TR Ty SR g00 nome
page, Q%Jflluﬁti’@ed 553 BR)cMﬁm .t et opéndiens nlbﬁ' 1{(1&6&1‘[\!@113&35104 is taken to the
illustrated in the termnation C
incident; fiqkgesorenes 1 0aas Husiated & Elgaeéé?) Besel 8. Jaspmeambodinents the
knowlgc%%aﬁla b et AFpIRSHEn Iiﬁlfﬁtpuil%thntd"thé hewknotdne aebass the data

any additional information found
in the error report stored in the bank databases 130, such as the problem ticket number 811,

severity 812, or start time 813, as well as any other information that can be found in the error
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during the process of closing the current incident

report, in order to hel p subsequent users facing the

same or simlar incident. As illustrated by di anonds

1816 and 1818, if the user 104 cannot find a rel ated

incident ticket or the incident is not resolved, the

user 104 logs a new incident ticket into the IC 800,

as illustrated by block 1822. Figure 19 illustrates

the incident hone page for the incident tickets. A
report,U 4 LG ' L .
B B S e Rl e incident
ticket. j Therforeasiéat apnperhl (dakeat@2onewnficket hesgherram gnter ingowchange the problem

. b CI i s taken he i.ncident. ticket

ioket 17 R By 1R i e R B St o B i 55 eport for

identiﬂringlsthﬂprcﬁlnmﬁxdi imetdest Whﬁ itlgliﬁ dmtteidgﬁiﬂaﬁn agenhait imgact 815, and the
Lcation 5,can pu ata intq the pew i nci dent

status RO LS ickeh, (HEbEFARR®. 8 sethd O ppailate Pl pioickgt they may select

variou$ B8Rk 1ifRIBRASAS ideddbnt BUER when 1te rdeRBY Sg‘éﬁén‘i: Ble{vhﬂ it reaches

_hunber 811, severity 812, or start tinme 813, as we
certainggilggignest in ghe ipidassnhy isslectingathecsiart hiene Uhdl3 awategess 816, MOD
rd10r s HePQte. : user 104 al so has the
Emgagegb&lrllqi ﬁ’/to{dégl Sé gi d(ﬁmggg%!\g}/%&gtno@ “information in the
| Aftérdbertiser t104 kagls . thel e bkt dnto alfid KT 80P se rusdiO4aeeidive she paging

....a new ticket he/lshe can enter_jn Qr change .the prob] em
guidelifies fog escglafion, %éﬁgw&fﬁm? 90144 cTlgagie-oidalae! ol peneer 104,
based 84 AvHat R NHMTRRIdA! obdues, THS he U518 be" RBRded f @ the incident. In one

identifying the production incident when it is first

embodirgesit fhej pagme ewidelines eare lpeatagcin gesincidient rasevergtgmides 150 of the
h i C Fut [ r 04,. u) at.e .

o1 N o BT Ty 79 B IR i,

illustrategl Uyi bieckst8a6p It dree dnrtwiditaett, the kveltonel{Bypagtngilist iselegroeslof people

by. t hem_or. en i.t reaches ~certain mlesiones in the
who ad s AR of 3R ducifit 1S 1GiebPRe (1) pBEB 3T bl sEEn s the firs
help dékbeveMiied t6M@aBR6hBL dny bRKS HOBRMS18a oA Embddiinetetheddi2! two (2)
. buttons. After the user 104 |ogs the new ticket into
pagingtlish iy the ab gravpeofinseplettbat are yasigsaveare op Higi ingidents, and are usually
skt SRS Oy ER5ELAL 8T AR b0 Ry M, s
level thyme Whapagingpest of thergrowteof papbuthst amhvontacted svien sbftware code needs
dnforped of the i.ncid . 4 n one egbodi.nent, the
changipd PR S Pt e st s PR PrIQ) PRAT G ot e pier 104
opens @knB@fedddhanhgdntat bEUgIREQS pAeH2lihabwithedd empld9eddSAY the paging
. .104 alerts the lLevel two (2) paglng list for the o
lists, in; Qdercfa fegin yge thekngwiege managemsnioapliaame. 10f fo gselve the incident, as

ﬂhmud%m®%ﬁkﬁﬁq%ggﬁhe | evel one (1) paging list is the group
of people who are first notified of an incident. The

T aiserolfd ther) bagargi tn gesppsd tooths irsadeny tosassasdbe pobteneas illustrated in
fick S hel p desk | evel .used -t.0 tr.oubl eshoot. any. basic
block {35 i Veh RS ol ibioni AR @k 2P JoF Yol o3 e g erfgers 300
tab as WeHtasite tberefifdnd GodmpBraiin PRePhsCardn@istoticds AfétEedoihRu@h the flow
t?e i nci dents, and are usual l tasked to determ ne

f C ) y . .
charts {3 G S bipH 1P PRARERGRTIIVG T e 6 Vidh user also
examin@§ HeNGowlddBalaky 208 BRI the incident recovery guides 150 in the playbooks 100 tab

for processes that help resolve the incidents, as well as existing data and history of related
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| evel three (3) paging list is the group of people
that are contacted when software code needs changi ng
to fix a particular incident. After the level two (2)
paging is conplete, the user 104 opens a know edge
managenent bridgeline (or phoneline) with the
enpl oyees on the paging lists, in order to begin use
t he know edge managenent application 104 to resol ve
the incident, as illustrated by bl ock 1828. The user
1nc1den15 Qﬂk@tg‘ efnie Q!ilﬁshelppth% 8RN Y4 tind tiCap pRerAR esdudcod FRS each group,
he problemas illustrated in block 1850 of the
and deteeswg theecusionise 5rpagt v ﬂ‘@é‘@lﬂlﬂlﬁ ipgigent @CI% Th e user 104
0]
Wi Wl %Y?aééadr;%s elrérgég atr]'ﬁ]L o usa?gciﬁgge 4 Le tg cted B wﬁﬁéﬁ% n?ﬁgket The
severitf Iléiz‘ﬁl 8 mgﬁe%neabe plbbess takes EI:lreBGinbﬂle acide®B 2s well as the proper .

. .. . Further aS|IIusIr n bl ock e use

incividgpls J0 oAk 76 OF HF R ecliebaSE' oD IS U may Heppehout the

resolut{dBiC BNREN St ke mcikiefl tlﬂk&hﬁheph@Y bagk enttOln t Ao sef/é'ﬂt{ upgrades or
processes that help resol ve the jncidents, as wel

downgendies 82(hf aiwnt avearip et dhayingiflent dickgte & he hisory g€ %Fﬁveﬂw changes

arc rec‘brd(%% THe -Q?&ﬁ g Je HreécRm{ ﬁieqﬁﬁfir& ﬁle(ﬂcf' Sﬁf. r’lgx & 104 also enters a
prop Fioat rces from each group, an eterm ne

brief dbslmpﬂm:smﬂmﬂ prasbjan idedeaptio 82 Icinta tha incidmt tdkdaat, as illokteated in Figure

21. Tt pBue 2 § A HEF prapnam R o E ¥y dpppigm, and the
problefn‘ﬂéﬁ‘dnpﬁ%ﬁ 8@&15%&@@@&%&&3&1'1&10@@’%0&%8n tor eSO| ve
he incident, as well as the g{r oper. individuals to

rmft@ thevagverinf 1ew1e812n& deferpined etMQDs@el@SMewww@fz who the
1nc1delft %gﬁlsPé Q%%%F@&Eeﬁt R€and &30t Y&vePRo REQER Sth@fm&&%t ticket to, as

t1Tck e user may enter 1 n the severit
ﬂlustrauqmglb}abllesk GR58. dOercated e BN eschlatasythe meilentt theket fof thossf levels, as
. the incid ticket. The history of any severity
III“Straé‘ngli‘Yglg%Ck lggé recorded in the severity upgrade or
dRWRE saele tiieSthe MODI i€ dekeBibing Fhe estaRtiod, Qe ates A 04nhe Iaﬁyone that
a_ brief descri Eﬂﬂl on 820 and praobl em descri pti

the MORY bastahisadnescalaied the sikket fo.0kegn fhgstspaeletnalyring @@r@searchmg the

issues %g'socﬂ:%ﬁ i ?IF eRICh ﬁéﬁep B% Ei%g'nlg the @estohltckzée c&ftmﬁ&? id the knowledge
tence outlining the gehera pro em and

managpmeiﬂ:l applichtion 1 2P tas dlinsgawtd by blockd Bel. dBheaiseretidd esrbmypw oetified of

v e P AL A SEh SR P Bh BBk s o e

1nc1deﬁtﬁ£2ﬂk@l&€§olﬁtfbﬁuidéntb@1 REbGir &od fatble E@ox@ﬁﬁd VithatiC1 88(ehasttbe ability to
escalatethe|n0|dent ticket to illust tednd%’
ﬁteach field

store the BioTY 86 ShangRe Fag e e, MEIRRSOKERatnh Bare
from 1%\ \%ﬂ%t inlifledt HRRE:s. ?ﬁﬁé $he @3r 104 biustd &k %prkéﬁmﬁb eekds I8 ER incident

sanme time I's determnin
ticket ﬂsa@hapraﬁmed drep dewn daey oarfdha‘n ysm@ asslqgltated trelatefdetatihe user 104
dy..es a at ed i gket t f
may 1%’?511 %‘ H d € Teaiie aP egl%l ngh serol 04 g %h&)u}ggd 34 GRu thF ﬁ)re-stored

SSUGS a Clate

incidehth@ath et Lhed it Etbﬁ‘dﬁﬂilzdﬁythblslhr@agdﬁ @sddesooysctas chamichi methe incident

in the know ed
tickets. This allows the uselgs 104 to better understand the issues and resolutions for the incident

tickets in a timelier manner.
As the users 104 are analyzing the incident they may add information to the incident

ticket. Within the incident impact section 830, illustrated in Figure 21, a user 104 sclects the
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managenent application 125, as illustrated by bl ock
1860. The user 104, and anyone notified of the
incident ticket, may fill out the fields describing

t he problens, tracking the progress of the incident
ticket resolution, identifying the source of the
error, etc. The ICl 800 has the ability to store the
hi story of changes made to the incident tickets, and
store information for each field from previous

affectddhbAlIN 8311 e Hls-dbBM o the¥Pesifi€ bubl&bnhéls hising thetsiB-channel impact
pr o rlate fields in the incident ticket through
buttonFé)

agh ebthgerhagnagls 83 bihe ysex H¥k may gnigpin the number of FCIs,

I A t
DCIs, ?ﬁﬁflﬁ& eﬁlglsre gcgu‘?%?% gﬁz{ﬁl %ﬁ‘d %haélge;}r %F(?EWH(X breakout 833
ﬁlrtheleiﬂiusimtﬁgw the F(iis eindz]lClstaBe pokersdovredithinradhdeahna abdisub-channel.

e oSN PP BT B SL5O St

greatet\@edi Bhokl theliftidak iseiffeinetehs hpliatift® ih Ssdh@Badieland sub-channel. The
resolutions for the incident tickets in a tinelier
custorg fBerienpg sgaten (38 ris pepuatad evithninfermatign releteq e hawthe incident is
et
affectifg i RS RE Al ML B Oal 8 g ofl S Bltomdr b Ph ser 104 also
indicafes Q@r@omphleal Uration] 836 thet the trsnctehtels imgdctiag fvelaitke chay help to identify

nels 8 n ills-do t.he cifi . \

the o (BN mE o BE PRI (R e RS RRLBpPech T il e end
of the Whpdet Bectiag BIMTandl Nies ehcloan Fels M3, ANER s Usa PHIQ4oP8¢h channel and

enter in the nunber of FC s, DCls, AM.s, and PHLs for
sub-chgapgh channel and sub-channel. The FCl and DCl breakout

8131?6 destif c}:&tﬂﬁrseét oh4Sb R HRSIn DAt Bet Fkgé: kb & Smmunications

br oken down w t hi n each channel and “sub- charninel . nﬁn

betweansesers1 (4 tyisg tdf fesdlye ithe tidket. afsf wet &H empprsiactitta @ desciption in the

Commpipih S, SRR Y walh cUPRE ebon B e Chpiagpgioket
running Nateéthe eblﬁﬁllilﬁicat&mﬂ 840 b Eépaﬁm&ie deddriptios B&1i0ABA0 and may be edited
or delqteéf Eg Pr{%fgeﬁg&,%\%gtlg%% Idglﬁc? gﬁrf)ag a ]%51? ggc{etﬁ]ﬁ-}p{t}{qg rsg%toh %20 is a work

around® 964 QIRbn, WEh WI&s hR@cio4t i!&adesér?oeh% e Iﬁﬂblt:fﬁecan be temporality
cust oner base. The user 104 al so indicates

fixed ypsid greapati cause is ddsatifiohagBBxediatherhereiatsoireiterel ausl resolution 844, and
' I t 3

oo Ay GPRLI o S E e USR] Wit BUGEARE i QHvin nd

ﬁxhgthﬂﬁﬂﬂcﬂﬁ%bfﬂ&1haﬂﬁﬂedhat the end of the inpact

S 228 R B B S0 a2 81 51 M
incidet88 €5daRkddom asﬁgﬁérqgve@ 48 @bret ék‘féeﬂn@é: bl ery mh'd@ﬂ&e:teaﬂf €&ABuddrated by
runni ng tab of conmuni cations” between users

block 12?654; nidieragiipte sl toam tan@yzqs(gn@feseaxc]u@éhe Ilagqie@tmcgptsagam until the root
cause ¥s| 1§Eﬁ1fﬁeﬂd gﬁ&%& % tochuéenls 1ﬁ§ntgg? eh? te%llﬁ@?&ﬁén?ya fix that
In or es O

ng 1 nformation rela
addressasctheleout ctuiseKeilure,fas iflustritaiigbyt Blaclofl 86 eIfcthmﬁmmchﬁes)m sequest for
842 i ept in the scri.ption sectlo 840 and may be
changegGREGS) 16 whih i el 2on i, & Pl HEh s Presaaange, then the
RFC niber 8¥@id ablu8ed h thBend@se ticRét FurSeGhdrONh84Rideht Buration 847 is

wor k
populated indicating the time it took from when the user logged the incident into the knowledge

management application 125 until the fix for the incident ticket was identified. A link to the
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around 843 section, which allows a user 104 to
descri be how the problemcan be tenporality fixed
until the root cause is identified and fixed. There
are also restoral and resolution 844, and root cause
description 845 sections that a user 104 popul ates
wth information for identifying and fixing the root
cause of the incident ticket. As illustrated by
di anond 1862, if the root cause is not identified at
RFC t&fa& Ul dsivdll ds@HEMAD @onthlGh@BRtionSs 886 BtAidRE fbiOfoflow-on inquires
hi gher’ T evel for nore expertise on the incident team
by theaserilff.ustrated by block 1864. Thereafter, the team
a
Qﬁér%ﬁt? ﬁx %@ﬂnoélgﬁgrﬁ%& gﬁl‘cﬁg&{q g {12 patt d'ﬁp X(#rftgg Y zﬂl('ﬂcatlng how the
team resligd thsincitient tidkier cis ilhestrated i blotk t1 868N '[l"htphﬂami ﬁ# éilla oixt the other

details%gc@[{gpég drfg ?gqttfcgﬁqfﬁrsg&t %%ﬁ ﬁgp{?glléclgh@? %l&%eﬁle ({'Sjtgi:r da %a%s section
850 hdsh@ndently Bebs }‘orf@fjf&)lei‘m kGAmbS 8536 Uickaraséiph&d 882, and permanent

system "hardware, process change, then_ the RFC
resolutinmiser Thg Grobiem ﬁ‘@ﬁ@é’é’cﬁﬁlﬁe‘itﬁ@ i penudried with infesmation indicating how

the prgf)"l%ntl Lﬁ%ﬁe Hé‘ﬂ?f: rlr;gé"l‘lk tﬁﬁﬂgo AhR t§e4gro Rm, BRE %ﬂﬁgoéne of the

rom when t e uaser
troubldsh@)tmgcmgmts i the ﬁdket Iasmminmdg 852 nmotige desetibes the techmcal team

appljication 125 unt fix for the.inci t t.icket .
responglE o6 PR Aot o e St st REF Sosjn GEiprbes the
ﬁnﬂo%@&he@ﬁﬁkh&iﬁﬁﬁhﬁﬁﬁkﬁ@t |nfornat|on is also provided

for followon inquires y the user 104. After the fjx

i Bhen qisir dlevails eagtion 85%1@,@ ld@rl%\ﬁw@%tom §54 usgdl ooplvelee Wﬂt The

A et A

the usérhE0dotdmeutteddbe dtnbwledgascbﬂseo&%ﬁﬁsﬁﬁd ancitta¢hmenbetea cfalusrey files 857 that

were 5] oo 80 b 4 el iRy 088 PO Bldfikarte melsded i the

incide®UTBKBY, Yvhichliaké eK@ber 3646 k@) H¥RBb]s &ﬁﬁzed@%hﬂﬁ:ﬁg'@ﬁteﬁﬁt limited to, the
resol uti on 853, The roblen1sunnar&% 51 section

incidegigrgenvabiegtidgst H0 wied v thsrplaberkat éhﬁhﬁwde%@kﬁﬁsdﬁ% fom the

phat the users did to troubleshoot the
'hxmﬂ&§£%%E9g®and the outcone of the troubleshooting

a’.ﬁwl gost saus§ tsectiondiﬁ@t is abwi lglpnbmd 85 thesuset i Oh aflgstbe iimdent fix is

th nj cal team 0 r per.man
determ o PO 0L SRS BT SRR O 4501 Q1 57 D T SAU G ure detals 861
by anstl@fifg the€slldwigg qiidstiads: Q&Hef@dl’ﬂ tief faillge oﬁgmaﬁ‘e @61 ihigat event caused the
i ncident. The other details section 850 al

failure; 8@ andrvhas ispyss comppwnded the iwpert obths dpitial fﬁlllié”e %Q? dent .

T |
bg{fder 'tgeegﬁésf_\bl‘f alh&Qe tdiog t%e%ﬂ&%o(;r%l%%é Eglé 39% Iélg&' g%theg rthe fields

descrihihg thu:serha]lp)@intomfrfsllnkrb &d3.tthe swnudmmgeib&éerem arglnidie &imal point of

ar ea for files ha e
raiure 65 S00EE e oo bR s S T S Gk BAAER e couse
867, thé NkEntasss, i 4ndl the edtséription €369 @@ludﬁmt tielsethe Whéstibn,t adiat issues
the user 104 to the tools utilized i ncl udi ng but not
compqupded the irpppct pige 1nitial failure 870, the user 104 populates the impact 871, the root
cause owner 872, and the consumer and smali business bank technology and operations assignee

873.
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i ncident recovery guides 150 used fromthe playbooks
100, the incident tickets used fromthe know edgebase
200, etc. The root cause section 860 is also popul at ed
by the user 104 after the incident fix is determ ned.
In the root cause section 860, the user 104 descri bes
the causal/failure details 861 by answering the
foll owi ng questions: where did the failure originate
861; what event caused the failure 866; and what
| PRARSr COURNQUMIES:t tlREactiBP Abths §B‘ct151h ?80 &ltfn'nﬁ% whal dedfi€to be done to
8707 Under the question, where did ure
complefethe hizt o Be incideng LPSléthelpmml fét: e@mddmé tickes| aligp has a communication
g 6
hlstor35j %g’c(ﬁrogbé% tf{tap ?(Fé;ga‘li lh% aﬁtg éﬁ'ﬁ ? IF ﬁlg %e\g1 ﬁ&teélf and deleted
1nﬁnnhaomuﬂheﬂﬁﬁkmﬂﬂmmw the questlon mhat event caused t he

ure 86 he us ause 867,
o antiefien, Sunly ooy o Mo OBBORUBBHP O, SUMERSIE &y block
1870. QRRFWbRINt isWdAtied Batide m&&eﬁpﬁmﬁ gkt bBS fiiBaak Ehecg-fyst%eas illustrated
initial failure 870, the user 104 populates th npact

by blogy 1872 HiieresBier, theawerel (4 wae plogyout thnigsuerne ﬂb@ﬁgt@ﬁby blm@ 1874. The

e

illustraget tn leincl8 88760 uMhien IﬂﬂEgMﬂﬂtappleedsthE @epvet the MODOsubmits the incident

onpl ete .the, fi f the 'ncid . Further e,. the i
report 4, eGPV IREGRESE 20 BhiEah e et s ffrech G fupyF searching and
troubl&sB6dtingFoBRfAtddNatidkrePs a list and time stanps all of

the new, edited, and deleted information in the

i ARy Bewtl Of itk das acpges torand geants @eadifj information ive pastiwler ticket can

lgst
pul oty 8 SPF RIS FaE BB it g 07 RS R it for ks
withinjarpaftamdar bleterrafigex@?, timetplasod;y@?z esayeridp 804, Iombyltmkﬁmunibyr 805. The

bl ock. 1872. . Ther. 4 n clos out .t he
home Pegd Sl 77 e PL iy Pk 305 4 i oo i Sferis S wel a
the asSb@fﬂEdﬁlsﬁlétdeﬁdhph@ﬂ 09 86 5@'0&1t5fr808dﬁﬂbadhsof5tﬁ@‘inc‘id?:nf Aéket numbers.
th an incident summary, as illustrated in bl ock

The uszs*r%‘l VIW%WCIdﬁ’ét tigksess £?rpﬁd&vgsb>’tqhékmé g ithe tigket nyogbes gbibe drpident in
ﬂw1mﬁ St idiel er 366PQLInt © the know edgebase 200, where
e Incident report Is stored for future searching and
tTlmlbiosédd@gman@eﬁmlt systcat ddo hmmndmy Wabl,% fillds@4ted in Figure

f hat has cess and i nf.or.mati on
27. T Rptolfy o BEat BB onRTr ok FoRB b RoBPosk fboiaes.
other esbddirhéifd thataeglichly $000iahdelfRed Thaotdsal AW aIm;Y tiedififg for all of
for tickets wthin a particular, date ran 802, tine

the emplayegsptdebanksrdhe FVP]BUQGS igrany piher brgpessy bercastmy SPlerovides
online h:Pc{ﬁﬁnQ %usbrk Slo3 A the UnoliiG gb ks géﬁleﬁt i ﬁ‘bbgéatlﬂg @gf tncBffhe bank

hat match the search critéria,
personads@mhas the nredgbon sappit pmphmyeﬁoaild thenMQIdsy ellictagad3Dg $09rprovides

access ‘%@8&18&1&0% %régrngrhsd W cht con a?rti trgﬁjlmnté thodules for specific positions within the

bank. In other embodiments, the modules may be singular modules not associated with specific
certification programs. Figure 27 illustrates the academy 900 home page, including tabs for the
academy home 902, view all learning 904, search learning 906, and view transcripts 908

sections. The training modules may be provided to the user 104 in a number of different
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The user 104 views incident tickets for editing by
clicking on the ticket nunber of the incident in the
i ncident ticket nunber 806 col unm. The know edge
managenent system al so has an acadeny 900 tab, as
illustrated in Figure 27. The acadeny 900 is a cross
functional training forumfor production support
associates. In other enbodi ments the acadeny 900 can
be used to store and track all of the training for al
format®f Thi RRIGRP LAY $e51idd pleh@tRRAK videok, YRir& ARIQ)LE ihtBradtiie display,
ot her busi nesS. The acadeny 300 prOV|des online
tonamg@agéWi ng to users 104 of the know edge managenent

O R X B g B8 IS O . e

necessagasgethe ©OQ, pOBy iddpatment,casgroup i evticl thratsepi04 works. A status

. . pr ans, . whi ch.contain traini es.far.specifi

indicalf S Rt GGG ProgEa > VAGUREY Bk ik pocespy i it has

been cHRFKIAS ABMe RAONI1BGHAISS pioRRiel @S mBRE ndtesSR kel 16 GheMdektification, and
specific certification prograns. Figure 27

a boolqmarlg 1% at provided te taka dhg usw (o EprEicobR)s, asseséatediitly thertification
roerahl’ the acadeny home 902, view all [earning 904,
Progtafisar ch | earni ng 906, and view transcripts 908

SHetdcademny Iﬁnﬁa QGZaaMalmghamﬂﬂlbd;owmyum 930 d altherdthe @seri@4 to look

w a5 e g, R B S e B et progrm, o
illustra8ddh ®igudé 2@” The HEN A6th GE 11 cSRIfRYtion lisks éb@lifﬁlodulﬁ:mt ishlBguired and
acadeny hone 902 tab includes any requ

whethegear o IheATQAAS ISRy 190Hx 0 HREF RS PBTPIoL5Hl O é@&?@, 9% (whigh indicates
t

that th\%gir’égrsm %3%%115 1%[@ gg%dg?%r %ﬁﬂ%ﬁt&g ‘éﬁ(?(%htfétsh%%oﬁ‘lé QhailBft). Each

module etayibhve ah&mperc(g" rsatmoms thay diel b W4t contpdeites, beifdre ibeing @llpw to move

onto PSS SS a8y b 168 ar BSR B S0P i ' 800 B hocuts
to det@idel thé GdrisOnd Rofkicy Beigkimersibj@dBmatter pefovd tecistolt4aikallow to
the user to specific links associated with the

procecg dp toffer aradulss or Betogt aartifioation ety eAticHarBrogt {Sagamprd o Again, a
status {Eﬁﬁ:ﬁlﬁr 614 Jllg%lg}%"@ e Rt B2 e &1?1115(911@' | ow the user 104 to

the specific nodul es and requirenents
a'Ehsaocﬂewt &l leaittig Ohé taenliows twet usen tpboygysarthroagh all of the learning

oL Bk PS8 b AP i Bmpgones 104
acaderd BbME VORI TAGcettifiRateRebdrémt Snduihiabhey bervrginigt es ?fequlrements
conpl eted, or |ocked 922 (which indicates that the

for spagefisriobrapeningsneR jebew ki@ eraw dreastosat splrchprledr shapufledhe user
104 cAACEQANRe @é’rﬁﬁ l:fﬂglnﬁ)m% A€ Br xﬁB‘aQHL %a@?ﬁfe nay ?Oéﬁlsrﬁ*éqﬁ?erd Bftake, along

sections t ser 104 conpletes before being
with aay It}mtvatemvaﬂakée toothe tueertlﬂé tn empr@fe dhd eser’srl Oﬁtgdmﬁr@i knpedadge about
ui,zz

UI r
oo B AR, HEHBAAY DB b v o
104 whbers ibjchate Hlat Qbu@&ie@ﬁﬁméﬁ’tﬁ ctdS efay Ide ithe abiliomd ﬁ)351gn specific

certification programs or modules to other users 104 that work in that group, department, etc.

The certification program or modules may be uploaded by the boss of the group, department, etc.
to all of the users 104 in that specific group, department, etc. as required training or areas of

interest for the user’s 104 in the boss’ group, department, etc.
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proceed to other nodules or before certification for a

particular programis granted. Again, a status

i ndi cator 914 displays the status for each nodul e. The

view all learning 904 tab allows the user to browse

through all of the |learning nodules that are

avai | abl e at the bank and add them or any certificate

prograns to the user's 104 acadeny hone 902. The

certificate prograns and nodul es may be organi zed as

BRI IsEQER Matning 0F06S RBCAIdvE hOReP NGB 1B0fericRin k&RFord, date, group,

within a group, departnment, sub-channel, or channel.
departmgat, geleehanngl chaapelaety. sepechingrior pnyeariitiention orpeasmss of modules that

o P 8 UL 10,0 1900 LS TR R B

moduleha the bariks If e wyenBHHak alowed sdgs talteutertifahtien p@gmnsor modules,

e SR R A BB SRR S-S bRt o e s

104 acaflerdy B6R&PO2 @gpart ment, etc. nmay have the ability to
assign specific certification prograns or nodules to

ot reYiey d@pscriph 08 rehrall@ryp R user toiyigw theosyr,s Hrertifipafien program or

ti The: £ gl ' |
oy RS B B8R FIRAIL e TEAOA T s s
Furthermomz] it lisfs thhscous e snit Gtsiar quiraes thpietbe hisar topkoarpyas required to take.

The V‘%ﬁ%ﬂ%@q P8§ %{Iﬁé nﬁé%r'rl}? g%&ke?ﬂ? ! ﬁhcglelg.gg Eclg{yfgtﬁ% vg:tfious certification
progra@3al tniRiles b§tte usef 804 bt S18@FEHhé RahdHen nPERcitdRs as well as audit
| ows a user 104 to perform keyword, date, group

al l . / s )
organigaiipRs.t #hicgulalss c MPERT s @ndisrequlivey ean sesily clerg mgflules to the
r . i
wsdeloRED L gl SO RE Sl R o
have cofnpteitesl the ntodfiles. aFurthrerporeg madsteans dopdiiiaes taspent éinfedinding out if

the ;user 104 .is.al |l owed access to the.certification .
wsers 04 588 #ARE opehipE e BT PPRET B inedior A Hiwged Ry ' perticutar
applicitivd Hecage 4y chouie the b rise20RChb keas iingand9 aviictier b of the user’s

t he US§{'S 104 acadeny hone 902 tab. The view .
104 havie crapiatos the seuirad traininginsAdditiorallyt o rogudgions feant defkmagv if the bank

_ ‘i : ; _ Lot e
s i LA AT fec U O KB AT v
the vieynttagresste?t8 talFguifinimgrihe eseristl O ivdtoshavh somplsted sho fissagigted training
mnmﬂ%eStS or quizzes that the user took or was required to

‘ake. The view transcript 908 tab is not only very

helithinuhe invdkies pi thg atadacdy 900, 4 Ber Vo4 calsaviRtd thidugRlihto content
d dul by th 04, but al f th
pages Wﬁém@%@g?ﬁq@@g e tg%Eﬁg\%@&%@iapggemaentsgppligartion 1625. The

user 104 8ANMEALddANSdit, 3E FRUUAALOES paMRMaPBliges oRekh of the modules, and
executives can easily upload nodules”to the acadeny

return i tke g@dulealor abteasechonsl Bythey havedquestiens innthe Hatugd. e Bookmarks for
ot r crd . 1 . l.eted the

it GERCLIRY 508 5, KRS USROS Sy s o

removid withihi thelinbduledto hefp diteseths uddd4 1 ©f toardaa idlated il the aiodoles.

ve bee r oper | rai sed o nd trained on a
B‘gﬂ%}eé gfngpé}me ts of ¥heaig$en%0n users {04a may play games in the academy 900 that

are related to modules. The academy 900 also contains a glossary of terms so users 104 not

familiar with certain terms within the modules are able to look them up to provide a better

understanding of the module.
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appl i cati on because they can view the transcript 908
tab to see instantly whether all of the user's 104
have conpleted the required training. Additionally, if
regul ators want to know if the bank has inforned the
enpl oyees about changes in federal regulations, the
regul ators can be shown the view transcript 908 tab
outlining the user's 104 who have conpleted the
associated training nodule. Wthin the nodules in the

agaste s HRRratd MSREmPRAIARS iM@udiBatdspldy bd@ie kitée 1990, Icons
cont ent gsges Iookégg for informati on el sewhere

; : n :
952 arg veed fogled Sunetinay@ivB e cApping Bici theme ABne Ferping, 9p pookmarking
it B30 80 A ey A BB, 8500 125, o bt
954 ar¢ provitved fiedilbsirg, ornimiting, sed tdstavg thé displey. Thwdisplaesioidn snterface

in the futu oagkmar ks. for . s ific areas, visited
950 aliq s Aot ok DSOS et B P Bt In bRt dhaftiaioh yas home
page. 20EBHLR058 IcBABME thotk Fdti ikt RethiDEs hteraétiveliRdpiaydb a8k, such as but
the users 104 to areas related to the nodules. In

not lingjtedeto, Erethomeaniages slossatsh BIopime Aesonisct Beges help pageyngigsagpse, print
. ga LRt d .0 | .

v R ) AR YU AL 85 3004k RGP can i

any ofibese Sectidds hptlickimgron iharlinki grovidet inghataobbare®SRi tA conrsehexit button

. npdul es . ar ble ta, look themup.to prowide a.better
959 is ARG EFStddPr e drer R oL ng SOl AET Bl Ghmpleced. 16
the intSRcVCAIIS Bl trtérice V80 I dktled HedH g2y moBElY ke usei €1 depegress is
950. lcons 952 are used for global functions such as

saved befaisghhgodyle iswéR®, tine keeping, or booknarking
If " ' Ll w & interf:
A R 0RO B i
950 hgpr avitkie2f arnavigaiom gathnared §94 ifegmozimg thewihdutghe mwdule, and go

i splay. The. disp dul e interfac 50 al so _has
rorwar B 65 JoB R Ry PR P i S e i Yihohle, The
contenf B8RPG IR0 khowaithe GRkcifRbage bf the Aodufealig.usér ik akkibgion SeBthe audio

contains icons for links within the interactive .
transcptsipng 73 grovidesdextsefche gadiggontaibt Finally i qharactep @nimation 980

makesgg ggomﬂ@,so&hpaﬁf Yhef bi{b?éé]gé?ris EEBHY B8SIeRBHCndBERdes character

not es page, print unction, i nteractive ganes,

animatjer amsls 982 f@re@ntrcpibiggt,hﬁ phdiplod ksimpion ofthe characterA user
104 M t ' L cki
38,30 A 550070 AR50 e

se exl t
systenDUbhtliRing 90 it fackk 9ad gispliiid trh@ingthedulkseind toMificstiowprégrams for

the course during or after a nodule is co eted, If
each afffbe pyrrel Gt et e banksprayiliRgeadery Heek 18 t@%ﬂq@e%ﬂ mpgement
. | - ! . 1 B
apphc%g#ofrlig Ry |11téé1ﬁloHﬁ€§ m&ldé&ﬂﬁ&'hgﬁl bgo;%ﬁa#s_? aio%?"éﬁ?)htge associated

t he nodu is exited. In one di men
tests, qradaqs, valvb diits, ardea fiB8etw fironhe usentl &4 Rovghy the gisergioputer systems 110

o B D BB S 000 8, oy Y O g

130. The modules and certification programs may be created and uploaded to the knowledge

management application 125 by the user 104 or they can be pulled or pushed into the academy
900 by the knowledge management application 125 as they are created.
As illustrated by block 1904 when a user 104 selects a training module or certification

program through the user computer system 110, the knowledge management application 125
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forward 966 and go back 968 features for noving back
and forth throughout a nodule. The content display
970 shows the specific page of the nodule that user is
wor ki ng on and the audio transcript area 972 provides
text of the audio content. Finally, the character
animation 980 makes it | ook and sound as if the
character is teaching the |Iesson and includes
character animation controls 982 for controlling the

allows%HQh&r 2042 RBISB IR Thodliletd? %eﬁﬁ@i’fﬁﬁt;ﬁég—{aﬁ' %rlﬁus%&ted by block 1906,
ilTustrates an acadeny process f 900 used

as the usps\WO4 deyaplaigs algémnng megsleeon dertdfigatipm pﬁgrwnudttﬁq @sa@q@ed tests,
qulzzeg egcg ?%rrs %&ig'dge aég?é}{t ggplgggéi ?%O%ngyg t éhé c%ﬁbrg‘g)f completion
from 1h|e| wsst rcﬁtr@dteb)&yht:mﬁkllm%lﬂ sﬁoh!s hn opyb grekgre inmaiinea Hearke khtabases 130.

Fut BBt FSSPuA 5 SERE TR e b L ring moculs o

certifida®®h pro (giléih@ ﬁﬁskn()w}&%@ rﬁéﬂa@&nerﬁ%pﬁbaﬁbﬁ 995 udldeks hddFRdAI training
user 4 t hough the "user coggﬁter systens 110 or

modulgyeroteatilicatipy yrqgrﬂmm@h thetuse é@ﬂhl@'tr@ted Byldodert? 1D4be knowledge
managaihen Séepg)'hggtg)fnggirgt %ﬂgl téx%?( bﬁﬂf(stg@é qg@?e%ﬁlts é?’ Qm& I&fsé &UIZZ%? training
moduley) boegfic-tion plrugrdanoin a&dgecnptrmgm meﬁhe baﬂmataimsesdﬁ 0125

bﬁéet fgﬁﬁug]%p glgf?égr’gﬁﬁﬂhéétlc o bg@ggkh(gﬁlggéﬁ%ﬁ%% dprlesr;gnt application
on Apﬁp@i 12089 A akdRréby thORYoraes by r8RfcRck: AS. Pt AgpAtAdnBerial No.

bl ock 1904 when a user 104 selects a trainin nDduIe

12/428:330c & tGmaee £t | Bbn ang repitedn “Hnowilkgige t Menagsaent y U.S. Patent
. t cat i 5

e S P GRS BUTER A Ll Do

Monitaorixrg lfcﬁn thet Koowlerge Mmagdserit| $ystannt @8, Batdnk okpplitOD6, Serial No.

et IS 5 15 NG b BB IAASS 68 e Ko

ManagdtieaZ 8Psterft; Gand NS, RACH APFIRAIENBSGATENY. 1281 Bdt b Wrade?dt al. and
receives the notification of conpletion fromthe user

entitled olnsident Caympggatiopiintegfaee o Bredomiedgs Managaaent gystpa”
W@a%g&ﬂﬁﬁ&té %P the ﬁvéﬁ%ﬁrﬂp l4EscriBSd hldelSt f\/ﬁhﬁ Qndcﬂlﬁcatlons and

as the user 104 conpletes the tra
other amrlﬂxdimmtmf the erventiancset fomlﬂn lmremy mlhsomh@ tmdib edg ekllled in the art to

which B ARGRCG) PELRP] RFAY s OBl At Farrib P e B Bpbrecoing

descrlptidny shd eieeBsdcintdd dl@krm]gg 1 Q‘h&ﬂéﬁ)rkﬁoi@ﬂ 16 thg &ind ErBr0 a4 EH¥e fHe invention is
pllcatlon 125 al so tracks and stores the results of

not toa lingited Sto aqgl sng@éic @mlaqdhtpﬁgs %Mf:cggmd dhat modifications and other
embouglg% th %llélt 5 Iﬁﬂatﬂﬁlg %f @l{%ﬁ%dl?loﬁt s LI ARRGAEPH l%elﬁ&lh@é?i Hrithih B scope of

ases 1 low ng U'S. patent
the appgnded caimonalthowghf s'pleca'ﬂc (temmwm employediherhint Hey pressdtin a generic

appl.i cation ri 20 d are hereby

and depRRlvE S0 Botv e pBE ot nftBosef B RmMMlT Aoor Bt i on
Serial No. 12/428,330 to Gace et al. and entitled
"Knowl edge Managenent Systent; U. S. Patent
Application Serial No. 12/428,333 to Grace et al. and
entitled "Perfornmance Dashboard
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Monitoring for the Know edge Managenent Systeni; U. S.
Pat ent Application Serial No. 12/428,335 to Grace et
al. and entitled "Operational Reliability Index for

t he Know edge Managenent Systent; and U.S. Patent
Application Serial No. 12/428,337 to Grace et al. and
entitled "Incident Comrunication Interface for the
Know edge Managenent Systeni. Specific enbodi nents of
the invention are described herein. Many nodifications

and ot her enbodi megisa?fis thavmreny:i on set forth
herein will come to mind to one skilled in the art to

[ ' [ ' havyi it .of the
R T e o
tdwseameofacgt ed drawi ngs. Therefore, it is to be
understopd. that the invention is not to be limted to
t%@ﬂ@B%Eﬁypg’enbodinents di scl osed and t hat
Debnirh@&atdtondeAbs aad her  enbodi ments and conbi nati ons
of enbodi ments are intended to be included within the
SERPESSHT OPEaEvelp pasldo dheomnunigatin dgfces e intprface cgngghe

' [ Lt AN
memofy B BRIl Y oA EIaRE @Bl eby
l'i m t storon pludity WHAGInInS nClddleMED 1S: 1. A system for

i di d tracking trai.ni i d t _
Compr IESPYRE For Ve vy ) Pt I R E REARUFRY prpvicg o wser
CRMTUM 6Rnk @R nfdey/ bfCBe planditypofirMEag soduleger ati vel y

coupled to the communj cati ogn device, user interface,
and t Hecerveamer splegionsder ongd thegpnralibyrof graindngonedylesghrpugh the

Apydifine: kaadahlifeRiRyr am code to: store a plurality
0 traln?ng modul es, provide for a user training

sel ectpronidé it esdracesscwrthé splectad tramipg owilde, f or user

sel ectjion.of one or.nore .th lurality, of t.rai.ni,n

rodu b pglonh e HeufRL EdlshBi g Aairtd brp S uSbPof user
phrddiiad kdsMlttnd r ai ni ng nodul es through the user

training selection interface, provide the user access |,

to t hetaehedserdranag mswp okl seectediBinipempdile i 4 &gf training

t §RIp3kdg results interface configured to provide

display of user training results, and store the user
training results of the selected training nodule in a

uper t’fhaels?rétglg of 9 a}rg ,a \*Rerein the processor is further configured to execute the

computer-readable program code to provide for the user training selection interface configured to
provide for user selection of the training modules, wherein the training modules are associated

with one of required certification programs or optional certification programs.

3. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to provide for the user training selection interface configured to

provide for user searching of the stored plurality of training modules.

4. The system of claim 1, wherein the processor is further configured to execute the
computer-readable program code to provide for an interactive display module interface to allow

the user access to the selected training module.
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2. The systemof claim1, wherein the processor is
further configured to execute the conputer-readable
program code to provide for the user training
selection interface configured to provide for user
sel ection of the training nodul es, wherein the
training nodul es are associated wth one of required
certification prograns or optional certification
prograns. 3. The systemof claim1, wherein the
processor is further configured to execute the
conmput er - r eadabl e program code to provide for the user

t¥ai nify ssermef cloim Anvhereiadiee propgspeyus Buthepconfgwig freexecute the
compufrtr(;g-r az#iégl pﬁ(?g%[[ﬁ Ebcgegtg fro%ﬁk?fo?%l?fn?&i& \}érd?épia Y uiet 15%%&@ @herein
the intﬂaﬂbesﬁpiayi. rsoduly mtaefacc:mnl'udginmd)r thore &éa:kltcevled@ management

. conput er -readabl e program code.to de fo
applicq e APtk e B PLRRS 15k Hl, o e managoment
apphcéiﬁﬁ lo1A649 $ifik L aOkrio@edpB nBmh Bihdnk AppNcAtebn M08k 1inl An Pateractive

he system of claim4, wherein the processor is
gmneh@ﬁ?h%ﬁméﬁﬁﬂﬁﬁhﬁbd to execute the conputer-readable
program code to provide for an interactive display
nodul e interface, wherein the interactive display
nbdul él“liersyﬂcrhaxf elaim ¢ whigrsindieprocesparie wtheacdofigwled ttigexecute the

a cation h ..page ljnk, a user . :
compf ARG PeoarBR Bpis Bilarer PR Phser 38 arsipilif avith a specifc
traininf®ibAgRMENt  application glossary |ink, a know edge

managenent application playbook link, an interactive
game link, or a training test link. 6. The system of
G ai M-y s@ﬁ@nﬁ%lf Qlahﬂﬁ WhEEHRIRE roFeQSS(];Hg Fh@Er GR gﬁ&ﬂ kSEkecute the
to execut conput er - r eadabl e program co
Compmﬂcﬂla‘ale pragrath icode tofpraxiés the estracass bainatoe thovd ofithaplurality of
e systemof claim§6,
user te§R i ogpletiop b ST FiRing fiodb o T T Gur ed to- execut e
the conputer-readable progran1code to provide the
user access to one or nore of the plurality of us

t st s BrEtEHterohplet fopherindhepogsspeds Wﬁ?%&g\wam grecute the
compu?epr ﬂ%?l%ﬁ%gf?ﬂl RbdLloFiriVide th%@ér%b&s§ i oREHORE 2SR ir ginﬁfng selection

urt I gured to execute the conputer-rea
interfagg, tgadditiaeblate! tprong dwdtlee besed on pesawgneohmougiser tests.
user training selection interface, to additiona
rel ated training nodul es based on passing one or nore
user t'ﬂii:ts?stelﬂ of thim $ywh&sinahe prlogdssdrlis fuher @infiginRe to execute the

oces is further configured to execute the . . .
compugfis o preggem 59@3 tﬁ@é@‘fl%ﬁhg YRS B6TFSH soveuhe e gaiging selection

interfa& @(?&ﬁiltl&lﬁf RUGBD hfink 8RIdulet Bhddl BE cSBbRELH 8f%he selected training
Interface, to additional related tralning nodul es

modulpased on conpletion of the selected training nodule.

10.  The system of claim I, wherein the processor is further configured to execute the
computer-readable program code to provide for the user training results interface configured to

display the user status related to a training module.
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10. The systemof claim1l, wherein the processor is
further configured to execute the conputer-readable
program code to provide for the user training results
interface configured to display the user status
related to a training nodule. -53 if. The system of
claim 10, wherein the processor is further configured
to execute the conputer-readable programcode to
provide for the user training results interface
canf i guhedstelro sl 18y whéleiniBeprosésadrus frdkaddtghred & execute
trai ni ng nodul e, wherein the user status includes one
the corgputerigadablst Pragiam C&B@ to myevide for thausr wjpiag sesylinintpstacg gonfigured
to dlsp?aﬁm?é P gtat%lts ?éléféd J Hg ol %&E Ghehd} s’ltatum%{%ﬁb@om or
e processor IS urt er-configure d'to execute the
more of engilablerstatesathafmbgrepr v or coogeted sipiusvi de for t he user
training results interface configured to display the
user status related to conpletion of a certification

Pr20gr are system b Elafy 31 whereih 16 bdBsdot is fBédonfifiied to execute the
processor is further configured to execute the

compuiesTipaselie PFegsRma Beds tB PEYRGRTOE Bigaserdrabing seaetsiipieripgreoplgyred to
dlspla)} {hghgér'g&ufsﬁlélg Pgo écgﬁ;tﬁétfcﬁlccﬁ aCRATHCEH: e;goérgm di splay the

er status relate o conpl etion o a certification
progran1 wherei n the user status i ncl udes one or nnre

o, A S RS i TR S e

compuEHrQ@aﬁﬁEl@ fprdgBarh ldédd‘t@ ford3/adyf ﬂoﬂﬂfe@@eﬂtﬁnﬂ%@ﬁbﬁl& ihitafface configured to
nput er - r eadabl e program code. t o provide for

displaye @@.S@Mﬂ.rﬂweé fo @Wlmof@ﬂaﬂmcwwgmWh?rﬁ@rth%sgr status
includdsbrRRE gl%{"e SRR&14Me dhiEs, s Efogrers? ﬁat’ti§ o c§m RAYEHIs2!

conman busi ness execttives 5. conput er program
product for a know edge nanagenent systen1 t he

gg@gﬂ: SV% g%?l "E'i’dw rlﬁnﬁ ééegéo%u@gpérecgg d%gféa to execute the

compul@efr@&d@ﬂhe eskearp 06dd 10 Rsoveddfofl a@dssimleﬂy ®f the ustitraining results interface
mput er - r eadabl e program.code portions conprising: a
to one of FISFC QR R breisgo FRBRECHRlpomEAnd @1 PUTiness SrFHEeson a

menory device through the use of a processor, a

plsur al A t¥mpfter prédriinBodiRHS: 8 knowe8sShihaobBeR fs?:ﬁ&ﬁ SRE computer
is operatively coupled to a user Interface,

prograpeprofdypt eRIgpriNng a4 leasrang speaRichFradehe mediumwynggomputer-readable
prograﬁloéya?ggﬁ ioh€ | gur e JH%r A A6 ﬁer—?ea?%@égggfgﬁ%h &ltf%

ortron con provi di ng,
campﬁﬂng processor, a user training selectlon |nterface

ﬁgpfel %ﬁr?%@é&t&ﬁ%ﬁ §n fgox{ﬁ[gﬁjuzq% > (Lq%l%ghli? ggl%ino%devme through the
use of a processor, a plurality of training modules, wherein the processor is operatively
coupled to a user interface, the memory device, a communication device, and the
computer-readable program code;

a second executable portion configured for providing, through the use of the
processor, a user training selection interface configured to provide for user selection of

one or more of the plurality of training modules;
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a third executable portion configured for receiving,

t hrough the use of the processor, user selections for
one of the plurality of training nodul es through the
user training selection interface; a fourth
execut abl e portion configured for providing, through
the use of the processor, user access to the selected
training nmodule; a fifth executable portion configured
for storing, on the nenory device, user training

resul t:5hRdl et dRBtaBRIRAIREohfighBd RS r8RAME tHrBugh tHS B¥e of the
trai ni ng dat abase; and a sixth executable portion

dupdesspirsar sebactipnsdor enad the plasligrofitrgning eodyles theough the user
P fraining results interface

g%%%ﬁ%%?égﬂ g“%%%ﬁide di splay of the user training

r esul tasfourllfexetitable popisheonfigwoed fmpprvidog throfighcthaiuse dfShe

wherein the second execut abl e oftion is further
SRt st ac0rs g ths SaeeiE FopmenBotie " 1 i ni ng

sel ecty fffh éx'é&&ﬁfﬁl@?@xﬁ%ﬁ Rbhfpth&Dfok &ori% Mitklemb@bryltf®lce, user
sel ection of the training nodules, erein the

ttraaming Fryultsorfiheselegtcd teainibe ngdelg in gisas raméngaiatabasgy pré d
certifjcati i : i '

pr ogr gt (R A, bRl P Hhoikl (oGl e ofe
Iocesdve) aisar triining ecsnlislindorfce taiflgaredpo ptavide displdyusftiheuser
conf.i urﬁﬁ for providing for the user training

§5WEB€F§ Ynterface configured to provide for user
searching of the stored plurality of training nodul es.
18. The conputer program product of claim 15, wherein

tife f othercRmpwisE ProSHINEPIBEYGt b plaim §5.fhierdie thesgemid gyecipble
Cfar e f = . y _

poiod QYo B B B ipLATR M B oot o

provide faiusérrsglectimididhe ti4ining e dalespuberein phedgrizing proddies areahsociated

.. Cclaim118,, wherein the fourth. executabl.e portion is

with of e SPGB rgps PHUMSPAG U Ao PR i v

di spl ay nodul e interface, wherein the interactive
displaﬁ nmodul e interface includes one or no

¢
Kifowl eHeferomnviRs Semm PESHFY ataisr ShEh%reiaéb%srq%Pr?ﬂ@xaeautable
portiorHR Birtter B gheaSBE ﬁ%@fdg{% fgf]fh@ 5@&%}%%@%%&5@1&% gﬂﬁasg ggnﬁ gured to

managenent — applicati ossary
providerfmaigarsearchiag pf fhe atoresiplplahityod dteidingaodedes. i nt er acti ve

ganme link, or atraining test link. -55 20. The

conmput er program product of claim15, further

CIRPr IThieRGmPiteLp@StiAibauct POETain® 05, Gtk dif tHeGdurtlOExecutable portion
storin plural ity of user tests associated wt

. g I ) h_ a
is furtfsebwﬁfg%eﬁtf?ramﬁwﬁ@grfem igterasiive Hsplay giadiiednteriacsde aliow the user
access &S BEYQLtad trEhRbRRle. f urther conprising an executable

19.  The computer program product of claim 18, wherein the fourth executable portion
is further configured for providing for an interactive display module interface, wherein the
interactive display module interface includes one or more of a knowledge management
application home page link, a user training selection interface link, a knowledge management
application glossary link, a knowledge management application playbook link, an interactive

game link, or a training test link.
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portion configured for providing the user access to
one or nore of the plurality of user tests after
conpl etion of a selected training nodule. 22. The
conmput er program product of claim 20, further
conprising an executable portion configured for
provi di ng the user access, through the user training
selection interface, to additional related training
nodul es based on passing one or nore user tests. 23.
The conputer program product of claim 15, further
conprising an executable portion configured for
Fovi dibagompeerpregragcpradust of ¢laigubh lyrther caraprisineanfxagptable
. S ' [ f - it . i 0k
portorf Sy kR For Mhfi a3t B QA el Bl £ bR module
nodul e. 24. The conputer program product of claim 15,
erei.n the sixth executabl ortiqQn, is further
et dheeapa pPedTaY ofcERLA St Fapisr g
portiod dHnBEHRE orGReMidigs (RistOactdss Bd @ dritgore BS@E pRir@ ity 6f user tests afier
related to a trarning nodule. 25. The conputer program
complgtiop @f & sclegtedirgipigg mpdulgher ei n t he sixth execut abl e
portion is further configured for providing for the
user training results interface configured to display
tRe (Rerompattuprogeimgtreduct of caitr 20, firfigr cwoprising avhexeaitable
. the_ user .status. includes one,or re of avail abl.e .
portiongoRfigared for ripvifipethe e IpPugd s et snTps e tiSn jpterface, to
additiohHe ARy RbQIE R Qfipteiin® bncdrahdre Lber tydier ei n t he
si xth executable portion is turther configured for
providing for the user training results interface
nfi gur j
Bl S SimpRetproBiinb ARy pE SRR, £, i LGRAH dfbecuabe
portiorcamfigured forpogyiding freaterciccss, thtoapntiz@iseniraining selectien interface, to

R N i AT
configured to display the wuser status related to

conpletion of a certification program  wherein the )
Wer  shgcomprigeproges aduct gt claigt b, grheenihe sisfleexspuipl]s portion

is furtteP é&ﬁ%ﬁfeﬁéf?r gBﬁH folhe ARTRLEIR SR i erfacd Gontlghed to display the

computer ram product of clal m15, whereinthe
user statixtefnptakie autaabhgmpdulei on is further configured for

accessibility of the user training results interface

to one or nore of the wuser, the user's nanageri al

CIIMaIMThe @bmPuiSt MHOSRNEPBaut bF €lsim 20 whirey it eixtH @decutable portion
provi di ng and tracking trainjng, S@idts stem

is furthep ppsHigTedor praviduigros e atef fawingge 3 GpRfigured to display the
user stBETEHMECB L (RhifeHbERe, ViMein the user status includes one or more of available

status, in-progress status, or completed status.
26.  The computer program product of claim 15, wherein the sixth executable portion

is further configured for providing for the user training results interface configured to display the

user status related to completion of a certification program.
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a processor operatively coupled to the comruni cation
devi ce, user interface, and the nenory device, and
configured to execute a comnputer-readabl e program code
to: store a plurality of training nodules, wherein the
training nodul es are associated wth one or nore
certification prograns, provide for a user training
selection interface configured to provide for user
searching and sel ection of one or nore of the

PRUr al THeoftputel protandpriaiitlcg Slairh 86 8hNePeil SRS siAR ke&iaBRortion
for one of the plurality of tralnlng nodul es t hrough

is furthen gonfigaisgd for promiding feeths aiserarpining wewlfsdaterfpeenpniisuredfo display the
user stgt@% gegeg&% fg ct%ﬁga'le%lBh l%iég?&ﬁﬁ%&?gh%&%gﬁnbc\gﬁ rgin%% %ﬁiégtgtﬁs Heféldes one
or moree$ bwilable sttt mebrogieds sfates, or cognpletddibtetss. provi de for a

user training results interface configured to display.

the user status related to user training results of

tie t reietofui¥e ftdefam ?xro@ Wit clafth 15 R hadif ihd dixah Bk&gitable portion
results |nterface con ured to dlsplay t he user

is further genfigurqddppacsessitality & Fhetqsq trAiRiBg Fesully interigee fopme or more of the
LR e user traini ng
Hsen ﬂ‘rﬁﬁ@a b %ﬁ%g'eﬂﬁle&t ral n%bﬂﬁgcﬁ%}g&gﬁ{r the certification
program in the user tralnlng dat abase. -57 30. The

Ia i m. n t he progces i s further
5 o B im0 PO R sPRP B am
COeRr inferpe®Vvi de the user access to one or nore of the
pluralit pf user tests after conpletion of a
SEPERPYIVIE ni ng nodul e. 31. The system of claim 29,
wﬂghghﬂu&ﬂgnggggggﬁgr is further configured to execute
conput er - r eadabl e program code to provide the
@mcqusratwﬂy oongthed théhasammunedtion dgvise luegtinterface, and the
memo eergacgc jffe ad ttel gcp | rel at edr g(ggLni ngr rmd#%gos_
raleRlses SR GACHPC AP RP YRR IIOSI4 COgRp:
syst emxa@é a@llﬁaﬂh‘y Bﬂtramlmg e dlds Wehdeia clestsaink snddulek BRrassociated

configured to eéecute the conputer-readable program
d%%%°¥H”ﬁWHVFﬁ@‘fﬁgmd§§Fm§%cess t hr ough the user

L1l okl &l @ trainifid QARG inidrPacB A IARAL phRAE BFuser

trai ning nodul es based on conpletion of the ect ed
tseatiching gnd sabebtior of @®: oranare wptheaturplity @f aminprgodeddesf or a

Knowl q’?&?ve'@@ﬂ%ﬁe%ﬁ&ﬁs 13 St thet Sra? a%{m%ﬁ)lr alngzt@rough the

product conpri’sing at eas co er-r
na&hmﬁmhgvﬂagxmﬁm@ﬂmmr-readable

provide for an interactive display module interface to allow the user access to the

selected training module,

store user tests associated with training modules,

provide for a user training results interface configured to display the user status
related to user training results of the training module,

provide for the user training results interface configured to display the user status
related to user training results of the certification program, and

store the user training results of the training module and the certification program

in the user training database.
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program code portions enbodi ed therein, the

conput er -readabl e program code portions conprising: a

first executable portion configured for storing, on a

menory device through the use of a processor, a

plurality of training nodules, wherein the training

nodul es are associated with one or nore certification

prograns, and wherein the processor is operatively

coupled to a user interface, the nmenory device, a

communi cation device, and the conputer-readable

program code; a second executable portion configured

3%  pridwiswsterg of elaine &% wherrn theeresessonts fupthes cauligiyed tg execute the
compultFEdyfBipRlePln SEAG b B Bt AR B HER i plyrlity of
user tes® bterabntpletiop ofia sdledtgd todining aiodideg nodul es; a third

execut abl e portion configured for receiving, through

the use of the processor, user selections for one of

tBe plTHealitéd oOtlaink 29, Mitkgei B Wr@Rsdoh (squdher BRI IBET to execute the

training selection interface; -58 a fourth executable .
compugsreadaplc Prrerarg apdsdo PETvigs the Hegr Agress: Hreneyrihe wsr fryaingpselection
it o o RARER R b LOUAL] bt O pp RO ey

training nodule; a fifth executable portion configured

for stQrin on the r evice, us ests
2L oci st ShewPE P o Heat et B Slnapagyp grecute e
compulk@!rtddable pedbirirE db®Cto fpRdvidy tBY Lishr Bebesd, Biréuphithd ier tigitingfselection
t he rocessor, a user training results interface
8

interfapey 49 paghitiong! Relted tamag modeles based op sampletion of thyyselasted jrabying

modulkr @ ning results of the training nodule; a seventh
execut abl e portion configured for providing, through
the use of the processor, the user training results
interface configured to display the user status

rglated  t ser trajni [ e :
0o B SRR p IS b o
prografioprodicd tormiprisiyat dust anerompudeniadshie edium imeingtcompntcrigeadable

results of the training nodule and.the certifi.cation

progray o aRAtORS Sbrcied PaiiniHe oML RHALIC BRErR 08 BES
ram product of claim 33, further conprising an

comprRirgd . . mp! g

execut abl e portlon_confugured for providing the user

access first exgeutaie portien egnftgueeddpistening gn amegosy deviastthrough the

a&ste %Fa processor, a plurality of training modules, wherein the training modules are
associated with one or more certification programs, and wherein the processor is
operatively coupled to a user interface, the memory device, a communication device, and
the computer-readable program code;

a second executable portion configured for providing, through the use of the
processor, a user training selection interface configured to provide for user searching and
selection of one or more of the plurality of training modules;

a third executable portion configured for receiving, through the use of the
processor, user selections for one of the plurality of training modules through the user

training selection interface;
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conpl etion of a selected training nodule. 35. The
conput er program product of claim 33, further
conprising an executable portion configured for
provi di ng the user access, through the user training
selection interface, to additional related training
nodul es based on passing one or nore user tests. 36.
The conputer program product of claim 33, further
conprising an executable portion configured for

provi di etk Beeckfible RATRIINALTES A Bréhdink SRousH BleREESF the
selection interface, to additional related trainin

nipyeeAsey, uigtemctre displpy awoduls igerfadedo glow gheagen acpgsa fnipe selected
”i?eﬂhﬁh& mo'dﬁl%;

a fifth executable portion configured for storing, on the memory device, user tests
associated with training modules;

a sixth executable portion configured for providing, through the use of the
processor, a user training results interface configured to display the user status related to
user training results of the training module;

a seventh executable portion configured for providing, through the use of the
processor, the user training results interface configured to display the user status related
to user training results of the certification program; and

an eighth executable portion configured for storing, on the memory device, the
user training results of the training module and the certification program in a user training

database.

34.  The computer program product of claim 33, further comprising an executable
portion configured for providing the user access to one or more of the plurality of user tests after

completion of a selected training module.

35.  The computer program product of claim 33, further comprising an executable
portion configured for providing the user access, through the user training selection interface, to

additional related training modules based on passing one or more user tests.
36.  The computer program product of claim 33, further comprising an executable

portion configured for providing the user access, through the user fraining selection interface, to

additional related training modules based on completion of the selected training module.
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