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INTEGRATED INFORMATION COMMUNICATION SYSTEM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an integrated
information communication system(ICS) in which wvarious
information communication appliances such as personal
computers, L ANs(Local Area Networks), telephones(including
cellular phones and PHSs), FAXs(Facsimiles), CATV(Cable
Television) and the Internet, and/or various information
communication systems are connected to each other in an
integrated manner via not only dedicated lines, but also
ISDN(Integrated Services Digital Network), FR(Frame Relay),
ATM(Asynchronous Transfer Mode), IPX (Integrated Packet
Exchange), satellite, wireless and public lines. 1In this case,
while an address(information communication purpose) is
applied to an information communication appliance so as to be
discriminated fromother information communication appliances,
this information communication appliance will communicate
with other information communication appliances. More
specifically, the present invention is directed to such an
integrated information communication system that while data
transfer services are integrated by employing a connectionless
type network(for instance, Internet Protocol techniques of RFC

791 and RFC 1883), economical characteristics of entire
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information communications are increased by employing a
unified address system, and also security is secured,
communications can be established among connected terminals,
or systems.

2. Description of the Prior Art

As an integrated information communication system(ICS)
to which an encapsulation technique has been applied, Japanese
Patent No. 3084681 C2 discloses the below-mentioned ICS system
owned by the Applicants, the related technical scope of which
will be explained as follows:

That is to say, as represented in FIG. 1, the integrated
information system is mainly subdivided into an internal area
and an external area. In the internal area of the integrated
information communication system, a large number of relay
apparatus are connected to each other via a communication line
having an IP packet transfer function, whereas in a peripheral
unit of the integrated information communication system, a
plurality of access control apparatus(AC) are provided. The
most of LANs used in enterprises are connected via a user
communication line to these access control apparatus. The
integrated information communication system may realize three
sorts of services, for instance, 1) an "intra-corporation
communication" service with employment of a private IP address
defined by the IETF rule; 2) an "inter-corporation

communication” service without using a private IP address; and
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also 3) a "virtual dedicated line" service which may pretend
such a condition that two terminals are virtually and
continuously connected to each other by way of an IP
communication line.

While IP addresses are selectively used in the external
area and the internal area of the integrated information
communication system, these IP addresses employed in the
external area/internal area of the integrated information
communication system are called as "external/internal
addresses". An IP packet of the external area of the integrated
information communication system is referred to as an "external
packet", and an IP packet of the internal area of the integrated
information communication system is called as an "internal
packet". An external packet sent out from a L AN is entered
via a user communication line into an access control apparatus
which applies an IP header containing an internal address
applied to a logic terminal of the user communication line to
the entered external packet, so that the external packet is
converted into an internal packet(namely, encapsulatibn, see
FIG. 2). Then, the internal packet is transferred inside the
integrated information communication system and thereafter is
reached to another access control apparatus by which the IP
header is removed from the internal packet(namely,
decapsulation). Then, the resultant external packet is sent

out via another user communication line toward a terminal
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provided inside a L AN of a communication counter party.

As shown in FIG. 3, the user communication line is
subdivided into a user physical communication line 91, and also
user logic communication lines 92-1 and 92-2. A logic contact
(termination of user logic communication line) between the user
logic communication line(92-1, 92-2) and an access control
apparatus 90 is referred to as a logic terminal(93-1, 93-2)
to which an internal address of an IP network is applied so
as to identify logic terminal. In the example of FIG. 3, the
user physical communication line 91 contains the user physical
communication lines 92-1 and 92-2, an internal address "U" is
applied to the logic terminal 93-1 functioning as a termination,
or trailing end(contact between access control apparatus 90
and user logic communication line 92-1) of the user logic
communication line 92-1, and an internal address "X" is applied
to the logic terminal 93-2 of the termination of the user logic
communication line 92-2. Reference numerals 94-1 to 94-3 show
terminals connected to the user logic communication lines 92-1
and 92-2. A subdivision of a physical communication line into
a plurality of logic communication lines may be realized in,
for instance, DLCI of a frame relay and/or VPI/VCI of an ATM
network.

Then, the embodiment-15 of the above-described Japanese
Patent No. 3084681 C2 discloses the technical method of

"non-capsulation of inter-corporation communication". 1In
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other words, the following technical method is disclosed: As
to the virtual dedicated(exclusively-used) line and the intra-
corporation communication, the external packet is
encapsulated to produce the internal packet in the access
control apparatus, and then, this internal packet is
transferred to the internal area of the integrated information
communication system. Thereéfter, the internal packet is
decapsulated so as to recover the external packet in another
access control apparatus, and then, the external packet is
transmitted via the user communication line to the
communication counter party. As to the inter-corporation
communication, the external packet is directly regarded as the
internal packet, while the external packet is not encapsulated,
and then, is transferred to the internal area of the integrated
information communication system. Thereafter, the
transferred external packet is transmitted from another’access
control apparatus(provided on the side of packet reception)
via the user communication line to the terminal of the
communication counter party. Such a technical method is
opened in, for example, the above-explained Japanese Patent
No. 3084681 C2. That is, a domain name server(DNS) is applied
to an integrated information communication network containing
such a function that an external IP packet is encapsulated so
as to be converted into an internal packet. In this case, when

a domain name is inquired, a domain name server(DNS) answers
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an IP address.

Furthermore, while both the above-explained IP
encapsulation technical method and the above-described IP
decapsulation technical method are employed as the initial
condition, the embodiment-32 of Japanese Patent No. 3084681
C2 discloses the packet reception priority control technique.
That is, the internal packets which are reached from the
internal area of the integrated information communication
system to the access control apparatus are ordered in
accordance with the designation of the records of the
conversion table employed in the access control apparatus, and
then, are sent out to the external area of the integrated
information communication system. Also, the embodiment-33 of
Japanese Patent No. 3084681 C2 discloses the packet
transmission priority control technique. That is, the
external packets which are reached from the external area of
the integrated information communication system to the access
control apparatus are ordered in accordance with the
designation of the records of the conversion table employed
in the access control apparatus, and then, are sent out to the
internal area of the integrated information communication
system. The transfer efficiency of the external IP packet and
the internal IP packet, which are registered in the record of
the conversion table, is improved based upon both the

above-described packet reception priority control and also the
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above-explained packet transmission priority control.

However, the servers installed inside the various sorts
of networks are provided in the internal area of the
above-described conventional integrated information
communication system, while these servers may operate/manage
the integrated information communication system. The servers
own the respective IP addresses. 1In thq_pase that such an
address range which is not encapsulated is present, the
following high risk may occur. That is, the operation
management server receives such an unfair attack that a very
large amount of IP packets are transmitted from the external
area of the IP network to the operation management server, and
that secret data of the operation management server is unfairly
read out.

SUMMARY OF THE INVENTION

The present invention has been made to solve the
above-explained problems, and therefore, has an object to
provide an integrated information communication system
capable of reducing a chance of an unfair attack to an operation
management server and a relay apparatus provided in the
integrated information communication system, and also capable
of improving information security by way of the following
manners. That is, while an IP packet is detected which is sent
from an external area of the integrated information

communication system to an operation management server and a



2 9 NOV 200%

relay apparatus provided in the integrated information
communication system, entering of the detected IP packet into
the internal area of the integrated information communication
system is prohibited, so that the chance of such an unfair
attack can be reduced. Also, addresses of IP packets used in
an internal communication of a communication company
management network and also a communication established among
communication companies are sectioned, and furthermore, such
an IP packet 1s detected to be therefore discarded. The IP
packet violates an address application rule which is giVen in
order to keep a secrecy of a communication network. As aresult,
the information security can be improved.

With respect to an integrated information communication
system of the present invention, the above-described object
of the present invention can be achieved by such an integrated
information communication system including a communication
company management network, in which the communication company
management network contains an access control apparatus, a
relay apparatus, and a server; the access control apparatus,
the relay apparatus and the server are mutually connected to
each other via an IP communication line; the communication
company management network is connected via a boundary relay
apparatus to the IP communication line; an external terminal
of the integrated information communication system is

connected via a user communication line to the access control
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apparatus, an internal address is applied to a logic terminal
s0 as to identify said logic terminal of a termihation of the
user communication line, and also the access control apparatus
contains a conversion table; in such a case that a request
identification of the conversion table implies a virtual
dedicated line, identification information of a logic terminal
into which an external packet is inputted is registefgd.as a
record of the conversion table in such a manner that if the
identification information of the logic terminal is determined,
then an internal destination address is exclusively determined
which is stored in a header of an internal packet produced by
an access control apparatus installed on the transmission side:
in such a case that the request identification implies a private
address communication, a set of identification information of
a logic terminal into which an external packet is inputted,
an external source address thereof, and an external destination
address thereof is registered as a record@ of the conve:sion
table in such a manner that if the information/address set is
determined, then the internal destination address is
exclusively determined which is stored into the header of the
internal packet produced by the access control apparatus
installed on the transmission side; with respect to
identification information of the same logic terminal, a set
of the external destination address and the internal

destination address stored into the header portion is made
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different from each other every record; and a delivery
destination of the external packet can be changed by changing
an external destination address contained in an external packet
which is entered from the same logic terminal; in such a case
that the request identification implies a non-private address
communication, a set of the identification information of the
logic terminal and the external source address is registered
as a record of the conversion table; the registration implies
a transmission permission with respect to a terminal having
the external source address; the external packet is transmitted
from the terminal to the user communication line; it is so
detected that the request identification is registered as the
virtual dedicated line into the record of the conversion table
containing the identification information of the logic
terminal into which the external packet is entered; the
external packet is converted into the internal packet by
employing both the logic terminal identification information
and the internal destination address, which are acquired from
the conversion table; the internal packet is transferred via
the IP communication line and the relay apparatus provided in
the integrated information communication system, and also is
transferred via a logic terminal of an access control apparatus
installed on the reception side to another user communication
line so as to be thereby reached to another terminal and when

a packet filter employed in the access control apparatus

10
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detects that the destination address contained in the external
packet corresponds to such an address which is not opened
outside network, the packet filter discards the detected
external packet.

Also, when it is so found out that the request
identification is registered as the private address
communication, and also when it is so detected that both the
external source address and the external destination address
contained in the external packet are registered into the record
of the conversion table; the external packet is converted into
the internal packet by employing both the logic terminal
identification information and the internal destination
address which are acquired from the conversion table; when it
is so detected that the request identification is registered
as a non-private address communication, if the external source
address contained in the external packet is registered into
the record of the conversion table, then the transmission
permission of the terminal having the external source address
can be confirmed, so that the external packet is directly used
as the internal packet; the internal packet is transferred via
the IP communication line and the relay apparatus provided in
the integrated information communication system, and also is
transferred via a logic terminal of an access coritrol apparatus
installed on the reception side to another user communication

line so as to be thereby reached to another terminal and when

11
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a packet filter employed in the access control apparatus
detects that the destination address contained in the external
packet corresponds to such an address which is not opened
outside network, the packet filter discards the detected
external packet.

Items of source transmitting permission, source
receivigg permission and destination transmitting permission
are optionally provided at the record in the conversion table
and the transmitting and receiving of the internal packet are
controlled.

The above-explained object of the present invention may
be more effectively achieved by that the IP packet is
transmitted/received between the communication company
management networks by employing an address commonly used
between the communication company management networks; when
a packet filter of a boundary relay apparatus detects that the
destination address contained in the external packet is located
in a range of an address which is not opened outside netWork,
the packet filter discards the external packet; and either
encryption or a digital signature can be applied which can be
agreed by the two communication companies for the IP packet
to be transmitted/received.

Both the IP encapsulation operation and the IP
decapsulation operation, which are explained in the

embodiment-1 and the embodiment-2 of the present invention,
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may be replaced by both the encapsulation method and the
decapsulation method in communication of layer less than 3.
For instance, both the IP encapsulation operation and the IP
decapsulation operation may be replaced by both an
encapsulation operation and a decapsulation operation by a
header of an optical HDL frame of layer 2 communication. As
a first method, similar to both the IP encapsulation technical
method and the IP decapsulation technical method, two internal
addresses may be contained in a header which is applied in an
encapsulation operation. These two internal addresses may
include both an internal destination address and an internal
source address. As a second method, while an internal
destination address may be contained in the header, an intef:nal
source address may not be contained in this header(namely, both
simple encapsulation operation and simple decapsulation
operation), which will be explained in embodiments-3 to -5 of
the present invention. Also, in the first method and the second
method, while an internal address of an integrated information
communication system is kept secret with respect to the
external area of the integrated information communication
system, such an unfair attack is presented, the information
security of this integrated information communication system
can be improved. As this unfair attack, secret data of an
operation management server functioning as the subject of the

present invention is unfairly read out.
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Furthermore, while both the simple encapsulation
technical method and the simple decapsulation technical method
are employed as the initial condition, both packet reception
priority control and the packet transmission priority control
are realized. As consequence, the transfer efficiency of
either the external IP packet or the internal IP packet, which
are registered in tEg record of the conversion table, can be
improved.

BRIEF DESCRIPTION OF THE DRAWINGS

In the accompanying drawings:

FIG. 1 is a block diagram for indicating a schematic
structure of an integrated information communication system;

FIG. 2 is a diagram for explaining an encapsulation
operation;

FIG. 3 is a diagram for describing a user communication
line;

FIG. 4 is a diagram for indicating a section example of
addresses used in the present invention;

FIG. 5 is a diagram for indicating a section example of
addresses used in the present invention;

FIG. 6 is a block diagram for representing a structural
example (embodiment-1) of the present invention;

FIG. 7 is a diagram for indicating an example of a
conversion table employed in the first embodiment;

FIG. 8 is a diagram for indicating an example of a

14
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conversion table employed in the first embodiment;

FIG. 9 is a diagram for indicating an example of a
conversion table employed in the first embodiment;

FIG. 10 is a diagram for indicating an example of a
conversion table employed in the first embodiment;

FIG. 11 is a flow chart for describing an operational
example of an access control apparatus provided on the
transmission side in the first embodiment, in which an external
packet is received so as to produce an internal packet, and
then, the internal packet is transmitted into an internal area
of a network;

FIG. 12 is a flow chart for describing an operational
example of an access control apparatus provided on the
reception side in the first embodiment, in which an internal
packet is received so as to recover an external packet, and
then, the external packet is transmitted into the internal area
of the network:;

FIG. 13 is a flow chart for describing another
operational example of the access control apparatus provided
on the transmission side in the first embodiment, in which an
external packet is received so as to produce an internal packet,
and then, the internal packet is transmitted into an internal
area of a network;

FIG. 14 is a block diagram for indicating a structure

of a second embodiment of the present invention;

15
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FIG. 15 is a diagram for explaining a function of an
address filter employed in a boundary relay apparatus in the
second embodiment;

FIG. 16 is a diagram for explaining a function of an
address filter employed in a boundary relay apparatus in the
second embodiment;

FIG. 17 is a diagram forﬂ}ndicating an example of an
address section according to the second embodiment;

FIG. 18 is a diagram for indicating an example of an
address section according to the second embodiment;

FIG. 19 is a diagram for explaining a function of an
integrated information communication system according to a
third embodiment;

FIG. 20 is a diagram for representing a format of an
internal packet employed in the third embodiment to a f£ifth
embodiment;

FIG. 21 is a diagram for showing a function of a conversion
table and a transfer operation of an internal packet in the
third embodiment;

FIG. 22 is a diagram for showing a function of a conversion
table and a transfer operation of an internal packet in the
third embodiment;

FIG. 23 is a diagram for explaining a function of an
integrated information communication system according to a

fourth embodiment;

16
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FIG. 24 is a diagram for describing another function of
the integrated information communication system according to
the fourth embodiment;

FIG. 25 is a diagram for explaining a function of a
conversion table employed in the fourth embodiment;

FIG. 26 is a flow chart for explaining a packet reception
priority degree in the fourth embodiment;

FIG. 27 is a diagram for explaining a function of an
integrated information communication system according to a
fifth embodiment;

FIG. 28 is a diagram for explaining a function of a
conversion table employed in the f£ifth embodiment; and

FIG. 29 is a flow chart for explaining a packet

transmission priority degree in the fifth embodiment.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

In accordance with the present invention, while
addresses which are applied to an operation management server
and a relay apparatus of a communication company provided in
an integrated information communication system of the present
invention, are sectioned(classified) as "addresses which are
not opened outside network" with respect to an external area
of the integrated information communication system, a packet
filter is mounted within an access control apparatus.

Furthermore, a communication between management networks of

17
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communication companies is established via a boundary relay
apparatus, and a packet filter is mounted within the boundary
relay apparatus.

The packet filter provided in the access control
apparatus checks as to whether or not a destination address
contained in an external packet which is entered from the
external area of the integrated informatin communication
system into the internal area thereof is located within such
a range of "addresses which are not opened outside network".
In the case that the destination address is located within the
range of "addresses which are not opened outside network", the
packet filter discards the entered external packet. On the
other hand, the packet filter provided in the boundary relay
apparatus discards such a packet when it is so detected that
a destination address contained in the packet which is
transmitted/received between the management networks of the
communication companies is located within a range of internal
addresses of the communication companies.

First, a description will now be made of a first
application rule of IP addresses established based on the
present invention with reference to FIG. 4. In the external
area of the integrated information communication system, a
"private address" is employed in a "private address
communication", whereas a "non-private address" is used in a

"non-private address communication". In connection thereto,

18



2 9 NOV 2004

such an IP packet communication method is carried out with
respect to the private address, for instance, the address
section defined by the RFC rule is employed. The address ranges
of "10.0.0.0" to "10.255.255.255", "172.16.0.0" to
"172.16.255.255", and "192.168.0.0" to "192.168.255.255" are
used as the private address range, whereas all of other address
ranges are used as the non-private address range.

Although the embodiment will be explained with reference
to IPV4 on the IP packet, it may be applicable to IPV6 by using
prior arts. Further, it is possible to divide the private
address range into plural address ranges. For example, the
above address range is divided into two, the first address range
is defined as "10.0.0.0" to "10.255.255.255" and the second
address range is defined as the private address range
"172.16.0.0" to "172.16.255.255" and "192.168.0.0"
to "192.168.255.255", The packet filter is used for
discriminating the first address range and the second address
range.

On the other hand, as represented in FIG. 4, in an internal
area of the integrated information communication system, a
non-private address is directly positioned as an "address which
is opened outside network", and is used in a non-private address
communication. A private address range of the internal area
of the integrated information communication system is employed

as an address set inside a header of an internal packet

19
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functioning as an "address for encapsulation", and also
employed as an address which is applied to either a server or
a relay apparatus of a communication company as an "internal
address of communication company". As explained above, an
address of an internal area of the integrated information
communication system is applied to a logic terminal of a
termination of a user communication line. Although the{first
address application rule is practically available in such a
case that a total utilization number of private addresses is
small, when the total utilization number of these private
addresses is large, there is short of the addresses for
encapsulation.

Referring now to FIG. 5, a description will be made of
a second application rule of IP addresses capable of
compensating for the drawback of the first application rule.
The second application rule corresponds to such a method for
setting a portion of a private address range as a "use-
prohibited address" range. As to the use-prohibited address
range, a portion thereof is used as either an address for
encapsulation, or an internal address of a communication
company in the internal area of the integrated information
communication system.

As an example of address applications based upon the
second application rule, address ranges of "10.0.0.0" to

"10.255.255.255", "172.16.0.0" to "172.16.255.255", and

20
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"192.168.0.0" to "192.168.255.255" are used as the private
address ranges. The use-prohibited address range is selected
to be, for example, "240.0.0.0" to "240.255.255.255".

The third address application rule corresponds to such
a rule made of changing a part of the second address application
rule, and a use-prohibited address range is employed by being
subdivided into an internal address of a communication company
and an address commonly used between communication companies.
It should be noted that both the first rule and the second rule
are employed in an embodiment-1(will be discussed later), and
the third rule is employed in an embodiment-2(will be discussed
later). The remaining address range is used as a "non-private
address range".

Further, at the access control apparatus, it is possible
to set three items of source transmitting permission, source
receiving permission and destination transmitting permission
in the record of the conversion table. In accordance with the
source transmitting permission, the control of permission or
rejection regarding the transmission is carried out when the
internal packet is transmitted to the network. In accordance
with the source receiving permission, the control of permission
or rejection regarding the receiving is carried out when the
internal packet is received from the network, and in accordance
with the destination transmitting permission, the control of

permission or rejection regarding the transmission to the

21



2 9 NOV 2004

destination is carried out when the internal packet is
designated.

In the present invention, the below-mentioned
embodiments will be explained, in which an external IP packet
is encapsulated so as to be converted into an internal packet.
Alternatively, an external IP packet is simply encapsulated
in order to be converted into an internal packet. Although
the domain name server(DNS) may be applied to these embodiments,
since this technique is known in the technical field(as
previously described), an explanation of such an embodiment
that the domain name server(DNS) is applied thereto is omitted

in the following embodiments of the present invention.

1. EMBODIMENT-1:

Referring now to a FIG. 6, structural diagram of an
integrated information communication system 1, an
embodiment-1 will be described.

The integrated information communication system 1
internally contains access control apparatuses 2-1 to 2-4, and
relay apparatuses 3-1 to 3-4. A LANO1 contains a terminal
7-1 whose IP address is "p"; a LANO2 contains a terminal 7-2
whose IP address is "q"; a LANO03 contains terminals 8-1 to
8-4 whose IP addresses are "a", "b", "c" and "d"; a LANo4
contains terminals 9-1 and 9-2, whose IP addresses are "e" and

"kx". and also a L ANO5 contains terminals 10-1 and 10-2 whose
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IP addresses are "f" and "m". An IP address of a terminal 6-1
corresponds to "g", and an IP address of a terminal 6-2
corresponds to "h".

It should be noted that an address which is used in an
external area of the integrated information communication
system 1 is called as an "external address"; an address which
is used i&_an internal area thereof is referred to as an
"internal address"; addresses of a source side(transmission
side) of an IP packet are expressed as an "external source
address" and an "internal source address", in correspondence
with both the external area and the internal area of the
integrated information communication system 1, respectively.
Also, addresses of a destination side(reception side) of an
IP packet are expressed as an "external destination address"
and an "internal destination address", in correspondence with
both the external area and the internal area of the integrated
information communication system 1, respectively.

While an internal address "U" is applied to a logic
terminal of a contact between a communication line 11-1 and
the access control apparatus 2-1, another internal address "V"
is applied to a logic terminal of a contact between a
communication line 11-2 and the access control apparatus 2-4.
While another internal address "X" is applied to a logic
terminal of a contact between a communication line 11-3 and

the access control apparatus 2-1, another internal address "Y"
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is applied to a logic terminal of a contact between a
communication line 11-4 and the access control apparatus 2-4,
and further, another internal address "Z" is applied'to a logic
terminal of a contact between a communication line 11-5 and
the access control apparatus 2-3. Also, while a terminal 6-1
is connected via a communication line 12-1 to the access control
apparatus 2-2, another internal address "P" is applied to a
logic terminal of a termination of the communication line 12-1.
While a terminal 6-2 is connected via the communication line
12-2 to the access control apparatus 2-3, another internal
address "W" is applied to a logic terminal of a termination
of the communication line 12-2.

The access control apparatus 2-1 contains both a packet
filter 13 and a conversion table 17 (FIG. 7), whereas the access
control apparatus 2-2 contains both a packet filter 14 and a
conversion table 18 (FIG. 8). Also, the access control
apparatus 2-3 contains both a packet filter 15 and a conversion
table 19 (FIG. 9), whereas the access control apparatus 2-
4 contains both a packet filter 16 and a conversion table 20
(FIG.10). The internal addresses of the integrated
information communication system 1 are applied to relay
apparatus 3-1 to 3-4; a network representative server 4-1; a
user service server 4-2; a resource management server 4-3; and
table management servers 4-4 and 4-5, which further contain

IP communication means. The IP communication means are
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directly connected via an IP communication line having an IP
packet transfer function to each other, or are indirectly
connected via the relay apparatus to each other. The IP
communication means can exchange information by mutually
transmitting/receiving the IP packets among these IP
communication means.

Although the cqzversion tables 17 and 18 are the same
record format, the conversion table 19 includes the source
address mask and the destination address mask inside of the
record and the conversion table 20 includes the source
transmitting permission, the source receiving permission and
the destination transmitting permission therein. The access
control apparatuses 2-1 to 2-4 respectively hold the charge
information file and it is possible to newly write and read
the charge information by referring the charge identifier
registered in the conversion table.
<<PREPARATION>>

Both a use-responsible person 30-1 of the LANO01 and
another use-responsible person 30-2 of the L AN02 agree with
such a fact that a virtual dedicated line(virtual
exclusively-used line) is set via the integrated information
communication system 1 between the L ANO1l and the L ANo02,
and then request registration of an IP communication line to
a service acceptance person 31 of the integrated information

communication system 1. As a result, the service acceptance
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person 31 operates the user service server 4-2, and this user
service server 4-2 exchanges information with the network
representative server 4-1 and the resource management server
4-3 by employing the IP communication means. Furthermore, the
user service server 4-2 requests both the table management
servers 4-4 and 4-5 to set addresses and priority degrees in
acéordance with the below-mentioned sequential operation to
the conversion table 17 employed in the access control
apparatus 2-1 and also the conversion table 20 provided in the
access control apparatus 2-4.

In other words, the table management server 4-4 sets
(registers) "U" as an internal source address, "V" as an
internal destination address, "3" as a request identification
for implying a virtual dedicated 1line, "4" as a priority degree,
and also sets "Fa0l" as a charge identifier, respectively, into
a first record of the conversion table 17(namely, first column
of conversion table) which is shown in FIG. 7 and is employed
in the access control apparatus 2-1. Similarly, the table
management server 4-5 sets(registers) "V" as an internal source
address, "U" as an internal destination address, "3" as a
request identification for implying a virtual dedicated line,
"4" as a priority degree, and also sets "Fc0l1l" as a charge
identifier, respectively, into a first record of the conversion
table 20(namely, first column of conversion table) which is

shown in FIG. 10 and is employed in the access control apparatus
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In accordance with a sequential operation similar to the
above-explained sequential operation, the table management
server 4-4 is requested from the user service server 4-2 by
employing the IP communication means to set the following items.
That is to say. the table management server 4-4 sets "X" as
an internal source address, "a" as an external source address,
"k" as an external destination address, "Y" as an internal
destination address, "l1" as a request identification which
implies a private address communication, "2" as a priority
degree, and also sets "Fa02" as a charge identifier,
respectively, into a second record of the conversion table 17
employed in the access control apparatus 2-1. Further, the
table management server 4-4 sets "X" as an internal source
address, "b" as an external source address, "m" as an external
destination address, "Z" as an internal destination address,
"1" as a request identification which implies a private address
communication, "2" as a priority degree, and also sets "Fa0O3"
as a charge identifier, respectively, into a third record of
the conversion table 17. Further, the table management server
4-4 sets "X" as an internal source address, "c" as an external
source address, "2" as a request identification which implies
a non-private address communication, "0" as a priority degree,
and also sets "Fa04" as a charge identifier, respectively, into

a fourth record of the conversion table 17. Moreover, the table
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management server 4-4 sets "X" as an internal source address,
ﬁd“ as an external source address, “"f" as an external
destination address, "2" as a request identification which
implies a non-private address communication, "0" as a priority
degree, and also sets "Fa05" as a charge identifier,
respectively, into a £fifth record of the conversion table 17.
A user of a terminal 6-1 requests registration of the
terminal 6-1 to the service acceptance person 31, and the table
management server 4-4 is requested from the user service server
4-2 by employing the IP communication means. Then, the table
management server 4-4 sets "P" as an internal source address,
"f" as an external destination address, "2" as a request
identification which implies a non-private address
communication, "0" as a priority degree, and also sets "FbOl"
as a charge identifier, respectively, into a first record of
the conversion table 18 employed in the access control
apparatus 2-2 shown in FIG. 8, without setting an external
source address. Similarly, a user of a terminal 6-2 requests
registration of the terminal 6-2 to the service acceptance
person 31, and the table management server 4-5 is requested
from the user service server 4-2 by employing the IP
communication means. Then, the table management server 4-
5 sets "W" as an internal source address, "h" as an external
source address, "2" as a request identification which implies

a non-private address communication, "0" as a priority degree,
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and also sets "FdOl" as a charge identifier, respectively, into
a first record of the conversion table 19 employed in the access
control apparatus 2-3 and shown in FIG. 9.

Furthermore, in response to a request made by use-
responsible person of the L AN05, the table management server
4-5 sets "Z" as an internal source address, "mx" as an external
source address, "MSK1" as a source address misk, "MKD1"” as a
destination address mask, "bx" as an external destination
address, "X" as an internal destination address, "1" as a
request identification, "2" as a priority order, and also sets
"FAo2" as a charge identifier, respectively, into a second
record of the conversion table 19. Also, the table management
server 4-5 sets "Z" as an internal source address, "fx" as an
external source address, "MSK2" as a source address mask, "2"
as a request identification, "O" as a priority order, and also
sets "FA03" as a charge identifier, respectively, into a third
record of the conversion table 19.

Similarly, in response to a request issued from a
use-responsible person of the L ANO04, the table management
server 4-5 is requested from the user service server 4-2 by
employing the IP communication means. The table management
server 4-5 sets "Y" as an internal source address, "k" as an
external source address, "a" as an external destination address,

"YES" as a source transmitting permission, a source receiving

permission and a destination transmitting permission, "X" as
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an internal destination address, "1" as a request
identification, "2" as a priority order, and also sets "Fc02"
as a charge identifier, respectively, into a second record of
the conversion table 20. Also, the table management server
4-5 sets "Y" as an internal source address, "e" as an external
source address, "2" as a request identification, "O0" as a
priority order, and also "Fc03" as a charge identifier,
respectively, into a third record of the conversion table 20.
The source transmitting permission and the destination
transmitting permission set "NO" as another case.
<{KUTILIZATION OF VIRTUAL DEDICATED LINE>>

A flow operation of an IP packet transfer operation
executed by using a virtual dedicated line will now be explained
with reference to flow charts indicated in FIG. 11 and FIG.
12.

From the terminal 7-1 provided in the L ANO01, an external
packet 40 corresponding to both the external source address
"p" and the external destination address "gq" is sent out to
the user communication line 11-1. Then, the access control
apparatus 2-1 receives the external packet 40(Step S01 of FIG.
11), and the external packet 40 is inputted from the logic
terminal of the termination of the user communication line 11-1.
The access control apparatus 2-1 retrieves a record of the
conversion table 17, which contains the internal address "U"

applied to the logic terminal(Step S02). When the record
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containing the internal address "U" is nbt yet registered in
the conversion table 17, the access control apparatus 2-1
discards the external packet 40(Step S03). In this case, since
the record is registered in the conversion table 17, the access
control apparatus 2-1 checks a value of a request
identification of the first record of the conversion table 17
which is retrieved in the above step(Step 04). In this case,
since the value of the request identification is equal to the
value "3" which implies the virtual dedicated line, the access
control apparatus 2-1 acquires the internal destination
address "V" of the first record, and executes the capsulation
operation by using both the internal source address "U" and
the internal destination address "V", which are acquired in
the above-explained éteps, so as to produce an-internal packet
(Step S05). Next, the priority degree "4" of the first record
is stored into a priority degree field(for example, TOS field
defined in RFC791) of a header contained in the above-described
produced internal packet(Step S06), and then the internal
packet is transferred to the internal area of the network(Step
S07). Intoafield designated by the charge identifier "FaOl",
charge information related to, for example, an accumulated
number of internal packets produced by the access control
apparatus 2-1, and also packet lengths are stored.

The above-produced internal packet 41 is reached via the

relay apparatus 3-1 and 3-4 to the access control apparatus
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2-4 in accordance with the packet transfer rule within the
network. Both the relay apparatus 3-1 and the relay apparatus
3-4 contain relay tables, and determine a transfer destination
of a packet. Next, when the access control apparatus 2-4
receives an internal packet 41(Step S21 of FIG. 12), the access
control apparatus 2-4 retrieves such a record that the internal
_gestination address "V" contained in the internal packet 41
is contained as the internal source address of the conversion
table 20(Step S22). When the record is not present in the
conversion table 20, the access control apparatus 2-4 discards
the internal packet 41(Step $23). In this case, since the
internal source address of the first record of the conversion
table 20 is equal to "V", the access control apparatus 2-4
checks a value of a request identification contained in the
above-described detected first record(Step S24). 1In this case,
since the value of the checked request identification
corresponds to such a value "3" which implies the virtual
dedicated line, the internal packet 42 is decapsulated so as
to recover an external packet 42(Step S25). Then, the
recovered external packet is transmitted tovthe external area
of the integrated information communication system(Step S26),
and then, is reached via the user communication line 11-2 to
the terminal 7-2 provided inside the L ANo2.

It should be noted that the above-explained address range

employed in the communication by the virtual dedicated line
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is not limited to the first application rule, but also to the
second application rule. Thus, an arbitrary address range may
be available.
<<PRIVATE ADDRESS COMMUNICATION>)>

In the case that an external packet 43 is transmitted
from such a terminal 8-1 whose external source address is "a"
in the LANO3 to a terminal 9-2 whose external address is "k"
in the L AN04, the access control apparatus 2-1 receives the
external packet 43(Step S01 of FIG. 11), and retrieves such
a record of the conversion table 17, which contains the internal
address "X" applied to the logic terminal of the user
communication line 11-3 as an item of an internal source address
(Step S02) in order to check as to whether or not the request
identification is the virtual dedicated line(Step S04). 1In
this case, since the internal address is registered as the
second record of the conversion table 17, the access control
apparatus 2-1 checks a value of request identification of the
second record(Step S08). In this case, since the checked
request identification corresponds to such a value "1" which
implies the private address communication, a set of the
internal address "X" applied to the above-explained inputted
logic terminal, the external source address "a" contained in
the header of the external packet, and the external destination
address "k" thereof is made coincident with a set of the

internal source address "X" contained in the second record of
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the conversion table 17, the external source address "a"
thereof, and the external destination address "k" thereof. As
a result, the access control apparatus 2-1 acquires the
internal destination address "Y" of the second record, and
encapsulates the external packet 43 by employing both the
internal source address "X" and the internal destination
address "Yfﬂfo as to produce an internal packet 44(Step S09),
and stores the priority degree "2" of the above-described
second record into a priority degree field of a capsule(Step
S06), and thereafter, transfers the produced internal packet
44 into the network(Step S07).

The above-produced internal packet 44 is reached via the
relay apparatus 3-1 and 3-4 to the access control apparatus
2-4 in accordance with the IP packet rule within the network.
Next, when the access control apparatus 2-4 receives an
internal packet 44(Step S21 of FIG. 12), the access control
apparatus 2-4 retrieves such a record that the internal
destination address "Y" contained in the internal packet 44
is contained as the internal source address of the conversion
table 20(Step S22). When the record is not present in the
conversion table 20, the access control apparatus 2-4 discards
the internal packet 44(Step S23). In this case, since the
internal source address of the second record of the conversion
table 20 is equal to "Y", the access control apparatus 2-4

checks a value of a request identification contained in the
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above-described detected second record (Step S24). In this
case, since the value of the checked request identification
corresponds to such a value "1" which implies the private
address communication (Step $27), the external destination
address "k” in the internal packet coincides with an external
source address “k" of the second record(Step S27-1), further
since the source receiving permission is "YES" (Step S27-2),
the internal packet 44 is decapsulated(Step S28) so as to
recover an external packet 45. Then, the recovered external
packet 45 is transmitted to the external area of the integrated
information communication system(Step S26), and then, is
reached via the user communication line 11-4 to the terminal
9-2 whose IP address is "k" in the LANO4. 1In a case that
the source receiving permission is "NO", the packet is
abandoned(Step S23). Further, in a case that there is no items
of the receiving address permission in records of the
conversion table, the check of the receiving address permission
can be not carried out.

It should also be noted that the process operation
defined at the above-explained Step S27 is also equal to such
a case that the record having the external destination address
"k" can be detected as the second record of the conversion table
20. If the record having the external destination address "k"
cannot be detected as the second record of the conversion table

20, the above-explained received internal packet may be
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discarded at the above-explained Step S27.

Similarly, it is possible to establish a communication
from the terminal 8-2 whose external source address is "b"
within the LANO03 to the terminal 10-2 whose external

destination address is "m" within the LANO5. 1In this case,

both the third record of the conversion table 17 employed in
the access control apng?tus 2-1 and the second record of the
conversion table 19 provided in the access control apparatus
2-3 are used. As a consequence, a reach destination of an
external packet may be changed by changing an external
destination address of an IP pécket which is entered from the
user communication line 11-3.

It is also possible to send the external packet from the
terminal 10-2 of which external address is "m" to the terminal
8-2 of which external terminal is "b". It is checked that:
The source address sent from the terminal 10-2 is "m” and the
external packet being the destination address "b" is inputted
from the logical terminal assigned the internal address “Z”
of termination of the communication line 11-5. A result value
of logical product(AND) of the destination address mask "MKD1"
of the second record in the conversion table 19 and the
destination address "b" coincides with the external
destination address "bx" of the second record(the below
equation (1)). Further, a result value of logical

product (AND) of the source address mask "MKS1" of the second
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record in the conversion table 19 and the source address "m"
coincides with the external source address "mx" of the second
record(the below equation (2)). That is, it is checked whether

or not the following equations (1) and (2) are established.

"MKD1" & "b" = "bx" (1)

"MKS1” & "m" = "mx” = (2)

In this case, the above equations (1) and (2) are established
and the external packet is encapsulated and becomes to the
internal packet. The internal packet is transferred in the
network, reaches the access control apparatus 2-1, then is
decapsulated and the decapsulated packet is sent to the
terminal 8-2.
<{{NON-PRIVATE ADDRESS COMMUNICATION)>)>

In the case that an external packet 50 is transmitted
from such a terminal 8-3 whose external source address is "c"
in the LANO3 to a terminal 9-1 whose external address is "e"
in the L ANO04, the access control apparatus 2-1 receives the
external packet 50(Step S01 of FIG. 11) via the logic terminal
of the user communication line 11-3, and retrieves such a record
of the conversion table 17, which contains the internal address
"X" applied to the logic terminal into which the external packet
50 is inputted as an item of an internal source address(Step

S02). When the relevant record is not registered in the
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conversion table 17, the access control apparatus 2-1 discards
the external packet 50(Step S03). In this case, since the
internal address 1s registered as the fourth record of the
conversion table 17, the access control apparatus 2-1 checks
a value of a request identification of the fourth record(Steps
S04 and S08). In this case, since the checked request
identification corresponds to suchqg value "2" which implies
the non-private address communication, the access control
apparatus 2-1 checks as to whether or not the external source
address of the external packet 50 is present in the range of
the address which is not opened outside the netwoxrk by employing
the packet filter 13(Step S10). When the external source
address corresponds to the address which is not opened outside
the network, the access control apparatus 2-1 discards the
external packet 50(Step S03). To the contrary, when the
external source address corresponds to the address which is
opened out side the network, the access control apparatus 2-1
directly uses the external packet 50 as an internal packet
without executing the encapsulation, stores the priority
degree "0" of the fourth record into the priority degree field
of the capsule(Step S06), and then, transfers the internal
packet inside the nefwork(Step S07).

In this case, since there is no designation of the
external destination address in the record, it is not necessary

to check whether the external packet and the external
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destination address of the record are equal or not.

The above-produced internal packet 51 is transferred via
the relay apparatus 3-1 and 3-4 to the access control apparatus
2-4 in accordance with the IP packet rule within the network.
When the access control apparatus 2-4 receives the internal
packet 51(Step S21 of FIG. 12), the access control apparatus
2-4 checks an internal destination address contained in the
internal packet 51. In this case, the access control apparatus
2-4 retrieves such a record of the conversion table 20, which
contains the internal destination address "e" (Step S22). When
the record containing the internal address "e" is not
registered in the item of external source address of the
conversion table 20, the access control apparatus 2-4 discards
the internal packet 51(Step S23). In this case, since such
a record containing the internal address "e" is registered as
a third record, the access control apparatus 2-4 checks s value
of a request identification contained in the above-described
third record (Steps S24 and S27). 1In this case, since the value
of the checked request identification corresponds to such a
value "2" which implies the non-private address communication,
further since there is no item of the source receiving
permission (Step 27-3), the internal packet 51 is not
decapsulated, but the internal packet 51 directly becomes an
external packet 52. Then, the external packet 52 is

transmitted to the external unit of the integrated information
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communication system(Step S26), and then, is reached via the
user communication line 11-4 to the terminal 9-1 provided
inside the LANO02. The terminal 9-1 owns the IP address "e".
It is also possible to send the external packet from the
terminal 8-4 of which external address is "d” to the terminal
10-1 of which external address is "£". When the external packet
50-4 inputs from the logical terminal of which iniernal address
is "X"(Step S01), the access control apparatus 2-1 searches
the fifth record of the conversion table 17 which all addresses
of the external source address "d", the external destination
address "f" and the internal source address "X" coincide (Steps
S02, S04, S08, S10, S10-1 and S06). The external packet 50-4
is transferred in the network as the internal packet 50-5 (Step
S07) and reaches the access control apparatus 2-3. That is,
the external packet 50-4 reaches the terminal 10-1 as the
external packet 50-6 via the communication line 11-5. When
the above three addresses do not coincide, the inputted
external packet is abandoned at the input access control

apparatus (Step S03).

<<VARIATION OF EXTERNAL PACKET TRANSMISSION>>

It is also possible to send the external packet 50-1 from
the terminal 6-1 of which external address is "g" to the
terminal 10-1 of which external address is "f". When the

external packet 50-1 inputs from the logical terminal of which
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internal address is "P" (Step S01), the access control apparatus
2-2 searches the first record of the conversion table 18 which
a pair of addresses of the external destination address "f”
and the internal source address "P” coincide (Steps S02, S04,
S08, S10, S10-1 and S06). The external packet 50-1 is
transferred in the network as the internal packet 50-2 (Step
S07) and reaches the access control apparatus 2-3. Further,
the external packet 50-1 reaches the terminal 10-1 as fhe
external packet 50-3. When the above the pair address does
not coincide, the inputted external packet is abandoned at the
input access control apparatus(Step S03). The above sequence
is a case that the external source address is not registered
at the record.
<<{SOURCE TRANSMITTING PERMISSION AND DESTINATION TRANSMITTING
PERMISSION>>

It is also possible to send the external packet from the
terminal 9-2 of which external address is "k" to the terminal
8-1 of which external address is "a” via the communication line
11-4, the access control apparatus 2-4, inside of the network
1, the access control apparatus 2-1 and the communication line
11-4. The above external packet is converted into the internal
packet at the access control apparatus 2-4. Since the value
of the source transmitting permission of the second record in
the conversion table 20 is “"YES"” and the value of the

destination transmitting permission is "YES"(Step S10-1), the

41


epatent

epatent

epatent


internal packet is transmitted to the network (Step S07). When
any one of the source transmitting permission and the
destination transmitting permission is "NO", the internal
packet is not transmitted and is abandoned (Step S03).

It is also possible to send the external packet from the
terminal 9-1 of which external address is “"e” to the terminal
8-1 of which external address is "a”. Theaboveexternalpackgﬁ
is converted into the internal packet at the access control
apparatus 2-4. Since the value of the source transmitting
permission of the third record in the conversion table 20 is
"YES" (Step S10-1), the internal packet is transmitted to the
network(Step S07). When the source transmitting permission
is "NO”", the internal packet is not transmitted and is
abandoned(Step S06-2). The above sequence is a case that the

external destination address is not registered at the record.

a. POSITION OF PACKET FILTER:

In the above explanation, the fuﬁction of the packet
filter is performed in the sequential operation used to judge
the non-private address communication. It should be noted
that the function of the packet filter may be carried out at
other positions in the encapsulation sequential operation.
For instance, as indicated in FIG. 13, the function of the
packet filter may be alternatively carried out just after a

Step S51(namely, reception of external packet). If the
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process step is located within a stage for converting an
external packet into an internal packet, then the packet filter

may be located at any positions.

b. VARIOUS SORTS OF SERVERS:

The representative server 4-1 applies an instruction to
t}le user service server 4-2, the resource management server
4-3, the table management servers 4-4 to 4-5 and the like. The
instruction instructs commencements of operations of the
respective servers. Otherwise, the representative server 4-1
causes these servers to issue individual reports such as
operation conditions. The resource management server 4-3 may
grasp operation conditions and failure information such as the
relay apparatus 3-1 to 3-4, and the access control apparatus

2-1 to 2-4.

c. IN THE CASE THAT VIRTUAL DEDICATED LINE IS NOT USED:

In this embodiment, only both the private address
communication and the non-private address communication may
be carried out while the virtual dedicated 1line is not employed.
To achieve these communications, the records whose request
identifications imply the virtual dedicated lines are deleted
from the conversion table 17 to 20. For example, both the first
record of the conversion table 17 and the first record of the

conversion table 20. Furthermore, the Step S04(shown in FIG.
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11) capable of judging as to whether or not the request
identification corresponds to the virtual dedicated line is
omitted. Also, the Step S24(shown in FIG. 12) capable of
judging as to whether or not the request identification

corresponds to the virtual dedicated line is omitted.

d. OTHER IMPROVING METHODS OF INFORMATION SECURITY:

When each of the servers detects such a fact that a source
address of an internal packet is located in a range of an address
which is opened outside a network, this server may furthermore
improve information security by refusing an information access
by the internal packet. Also, even when a server provided in
the internal area of the integrated information communication
system is requested by an external packet to inform such an
address which is not opened outside the network, the server
is designed not to answer the request. As a result, the servers
may prevent a secret address used inside the network £from being

leaked outside the network.

2. EMBODIMENT-2:

Referring now to FIG. 14 to FIG. 18, an integrated
information communication system according to a second
embodiment of the present invention will be described.

The integrated information communication system 57 of

the second embodiment is arranged by a communication company
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management network 58 of a communication company A; a
communication company management network 59 of a communication
company B, and an IP communication line 60 used to connect a
boundary relay apparatus 61 to another boundary relay apparatus
62. A packet filter 63 is provided in the boundary relay
apparatus 61, and another packet filter 64 is employed in the
boundary relgz apparatus 62. There are further provided
access control apparatus 65-1 to 65-7, relay apparatus 66-
1 and 66-2, and also LANs 67-1 and 67-2.

First, referring now to FIG. 17, a description is made
of how to use an IP address. In this case, an address
application rule corresponds to the above-described third rule.
Within both the communication company management network 58
and also the communication company management network 59, a
portion of a prohibited address range is applied to an address
of an enqapsulation, aportion thereof is applied to an internal
address of a communication company, and the remaining thereof
is applied to an address commonly used between the

communication companies.

a. INTERNAL ADDRESS OF COMMUNICATION COMPANY:
Both the communication company A and the communication
company B commonly use "240.0.0" to "240.255.255.255" as an

internal address range of a communication company.
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b. COMMUNICATION COMPANY-TO-COMMUNICATION COMPANY COMMON
ADDRESS:

Both the communication companies A and B commonly employ
"241.0.0.0" to "241.255.255.255" as a communication

company-to-communication company common address.

c. ADDRESS FOR ENCAPSULATING EXTERNAL ADDRESS:

As an encapsulating address, both addresses of
"242.0.0.0" to "255.255.255.255" and the private address range
defined by IETF regulation are employed. That is, the private
address range is defined by "10.0.0.0" to "10.255.255.255",
"172.16.0.0" to "172.16.255.255", and "192.168.0.0" to

"192.168.255.255".

d. ADDRESS USED IN NON-PRIVATE ADDRESS COMMUNICATION:

Such an addresses of an address range are employed, from
which the above-described internal address of communication
company, the communication company-to-communication company
common address, and all of the encapsulation addresses are
excluded. Within the IP communication line 60, an internal
IP packet and such IP packets are transmitted/received. These
IP packets are transmitted/received between the communication

companies.

e. PACKET FILTER OF BOUNDARY RELAY APPARATUS:
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In FIG. 14, when both the packet filters 63 and 64 receive
an IP packet from another communication company management
network(Step S30 of FIG. 15), these packet filters 63/64 check
a destination address of the received IP packet(Step S31). 1In
such a case that the checked destination address is located
within the internal address range of the communication company,
namely corresponds to "gip.o.o.o to 240.255.255.255", these
packet filters 63/64 discard this IP packet(Step S32). To the
contrary, when the destination address is not located within
the internal address range of the communication company,
these packet filters 63/64 accept the IP packet(Step S$33).

Also, in FIG. 14, when both the packet filter 63 and the
packet filter 64 receive an IP packet transmission request
issued from the communication company management network of
the own communication company(Step S40 of FIG. 16), these
packet filters 63/64 check a destination address of the IP
packet transmission request(Step S41). In the case that the
checked destination address is located within the
communication company internal address range, namely,
"240.0.0.0 to 240.255.255.255", the packet filters 63/64
discard the IP packet(Step S42). To the contrary, when the
checked destination address is not located within the
communication company address range, the packet filters 63/64
send out the IP packet to another communication company

management network(Step S43).
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f. SELECTION OF ADDRESS VALUE:

The above-described address ranges are one of numeral
examples. Alternatively, other address ranges may be selected,
and/or an unallocated address range may be set. For instance,
in the casé that an address having a 32-bit length is employed,
in an address section of FIG. 17, in an external area of an
IP network, a private address communication range is selected
tobe "0.0.0.0" to "1.255.255.255"; a prohibited address range
is selected to be "2.0.0.0" to "2.255.255.255"; a common
address range is selected to be "3.0.0.0" to "3.255.255.255";
a non-private communication address range is selected to be
"4.0.0.0" to "254.255.255.255"; and an unallocated address
range is selected to be "255.0.0.0" to "255.255.255.255".
Also, in an internal area of the IP network, a range of the
address which is not opened outside the network is selected
tobe "0.0.0.0" to "3.255.255.255"; a range of the address which
is opened outside the network is selected to be "4.0.0.0" to
"254.255.255.255", and an unallocated address range is
selected to be "255.0.0.0" to "255.255.255.255".

In this case, the unallocated address range may be
employed in a packet transmission/reception experiment.
Similarly, address ranges may be determined even in the case
of an address having a 128-bit length defined in RFC 1883, and

also even in the case of an address having another address
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length.

g. CASE IN WHICH 3 OR MORE OPERATION NETWORKS OF COMMUNICATION
COMPANY ARE PROVIDED:

This second embodiment corresponds to such a case that
two sets of the communication company management networks are
employed. Even in such a case that three, or more communication
company management networks are provided, while IP packets are
transmitted/received among these communication companies, the
communication company-to-communication company common
address is used, and the internal address of communication
company is employed inside the communication company
management network. In such a case that an IP packet is
transmitted/received between a communication company P and
another communication company Q, a portion of data(payload)
of the IP packet is converted into an encrypt document by
applying an encrypt technique. The encrypt technique is
determined by that the communication company P and the
communication company Q individually can agree with the encrypt
technique. Otherwise, while a digital signature technique is
applied, both the data and the electronic signature related

to the data may be stored in the payload of the IP packet.

h. ANOTHER EXAMPLE OF NON-PRIVATE ADDRESS COMMUNICATION:

Even when such a method for encapsulating an external
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packet so as to produce an internal packet is employed in a
non-private address communication, a packet filter of a
boundary relay apparatus may be employed. In the embodiments
other than the embodiment-15 of Japanese Patent No. 3084681
C2, as indicated in FIG. 18, an address section is made as
follows: In an external area of an IP network, the addresses
are subdivided into both the private address communication and
the non-private address communication, whereas in an internal
area of the IP network, these addresses are divided into the
range of the address which is not opened outside the network.
It should also be noted that the addresses used in the external
area of the IP network, and the addresses used in the internal
area of the IP network are determined without establishing any
relationships.

As represented in FIG. 15 and FIG. 16, in a relay apparatus
capable of connecting one communication company management
network to another communication company management network
by a communication line, such a packet filter may function by
which an internal address of a communication company is

detected to be discarded.

3. EMBODIMENT-3:
In both the embodiment-1 and the embodiment-2, when the
internal packet implies the private address communication

(namely, intra-corporation communication), namely when the
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value of the request identification is equal to "1", the header
of the internal packet contains both the internal destination
address and the internal source address. In this embodiment-3,
although a header of an internal packet contains an internal
destination address, such a simple header which does not
contain an internal source address is applied. In other words,
a description will now be made of another embodipent method
to which both a simple encapsulation technique and a simple
decapsulation technique are applied. It should be noted that
the internal servers which are explained in both the
embodiment-1 and the embodiment-2 own similar functions as
explained above, and descriptions thereof are omitted.

In FIG. 19, a block 2300 indicates an integrated
information communication system having an IP packet transfer
function; blocks 2301 to 2305 show access control apparatus;
blocks 2301-1, 2302-1, 2303-1, 2304-1 and 2305-1 represent
conversion tables; blocks 2301-2, 2301-3, 2302-2, 2302-3,
2303-2, 2303-3, 2304-2 and 2304-3 show contacts(logic
terminals) between termination units of communication lines
and access control apparatus, towhich internal addresses "IAl",
“IA2", "IA3", "IA4", "IA5", "IA6", "IA7" and "IA8" are applied,
respectively. Blocks 2306-1 to 2306-9 indicate IP terminals
having functions capable of transmitting/receiving IP packets,
and also having external IP addresses "EAl" to "EA9",

respectively. Blocks 2307-1 to 2307-4 show routers(relay
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apparatus). The above-explained access control apparatus and
routers are directly connected via the communication lines to
each other, or are indirectly connected via the routers to each
other, whereas the above-explained terminals are connected via
the communication lines to the access control apparatus.

While the terminal 2306-1 transmits such an IP packet
2310 whose external source address is "EAl1l" and whose external
destination address is "EA3", when the access control apparatus
2301 receives the IP packet 2310, the access control apparatus'
2301 confirms such a fact that the internal address is equal
to "IAl1", and the external destination IP address of the IP
packet 2310 is equal to "EA3". The internal address is applied
to the logic terminal 2301-2 of the communication line
termination into which the IP packet 2310 is inputted. Then,
the access control apparatus 2301 retrieves the content of the
conversion table 2301-1, and also retrieves such a record that
the internal source IP address is equal to "IAl" in the
beginning, and the external destination IP address "EA3" is
next contained. Furthermore, the access control apparatus
2301 checks as to whether or not the external source IP address
"EAl1" included in the IP packef 2310 is contained in the
detected record.

In this example, records of a first column of the
conversion table 2301-1 are provided as "IAl, EAl, EA3, IA3,

1" from a top thereof. Symbol "IAl" shows an internal source
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address, symbol "EAl" indicates an external source address,
symbol "EA3" represents an external destination address,
symbol "IA3" indicates an internal destination address, and
reference numeral "1" shows a request identification.
While using the address of "IA3" contained in the record,
a simple header is applied to the IP packet 2310 so as to form
an internal packet 2313(namely, simple encapsulation method) .
It should be noted that the simple header does not contain the
internal source address "IAl". The produced internal packet
2313 is reached via the routers 2307-1 and 2307-2 to the access
control apparatus 2302 containing the internal destination
address "IA3" included in the internal packet. The access
control apparatus 2302 removes the simple header of the
received internal packet 2313(namely, simple decapsulation
method), sends out the previously acquired external IP packet
2317 (having the same content of IP packet 2310) to a
communication line. Then, the IP terminal 2306-3 receives the
IP packet 2317. The records "IA3, EA3, EAl, IAl, 1" of the
first column of the conversion table 2302-1 are employed so
as to transfer the IP packet along a direction opposite to the
above-explained direction by way of the similar method. 1In
other words, these records are used in order to transfer the
IP packet from the terminal 2306-3 to the terminal 2306-1.
Furthermore, in such a case that the access control apparatus

2302 confirms such a fact that a record containing a set of
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both the source address "EAl" and the destination address "EA3"
contained in the IP packet within the received internal packet
2313 is not present in the conversion table 2302-1, the access
control apparatus may discard the internal packet 2313.

When the simple encapsulation operation is carried out
in the access control apparatus 2301, the check as to whether
or not the external source address "EAl" contained in the IP
packet 2310 is involved in the record detected within the
conversion table 2301-1 may be omitted. In this check omission
case, the respective records of the conversion table 2301-
1 may not contain the external source IP address. Furthermore,
with respect to the two external IP addresses(both external
source IP address and external destination IP address)
contained in each of the records of the conversion table 2301-1,
such a simple encapsulation technical method established based
upon a basic idea similar to an address mask technical
method(will be discussed later) may be applied.
<<APPLICATION OF ADDRESS MASK TECHNICAL METHOD)>)>

A description will now be made of another example in which
an IP packet is transferred. While the terminal 2306-5
transmits such an IP packet 2312 whose external source address
is "EA5" and whose external destination address is "EA4", when
the access control apparatus 2303 receives the IP packet 2312,
the access control apparatus 2303 confirms such a fact that

the internal address is equal to "IA5", and the external
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destination IP address of the IP packet 2312 is equal to "EA4".
The internal address is applied to the logic terminal 2303-2
of the communication line termination into which the IP packet
2312 is inputted. Then, the access control apparatus 2303
retrieves the content of the conversion table 2303-1, and also
retrieves such a record that the internal source IP address
is equal to "IA5" in the beginning.

In this case, records "IA5, Msk9, EA9x, IA9, 1" of a first
column of the conversion table 2303-1, located from a top
thereof, and records "IA5, Msk4, EA4x, IA4, 1" of a second
column thereof are relevant. With respect to the records of
the first column, the access control apparatus 2303 checks as
to whether or not an AND-gating result between the mask "Msk9"
and the external destination IP address "EA4" contained in the
external IP packet 2312 is made coincident with the external
destination IP address "EA9x" contained in the records of the
first column(defined in following formula (3)). In this case,
no coincidence between them is made. Next, with respect to
the records of the second column, the access control apparatus
2303 checks as to whether or not an AND-gating result between
the mask "Msk4" and the external destination IP address "EA4"
contained in the external IP packet 2312 is made coincident
with the external destination IP address "EA4x" contained in
the records of the second column (defined in following formula

(4)). In this case, a coincidence between them is made.
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If ("Msk9" and "EA4"

"EA9x") = (3)

If ("Msk4" and "EA4"

"EA4x") " (4)

In this example, the records of the second column of the
conversion table 2303-1, located from the top, are given as
"IA5, Msk4, EA4x, IA4, 1". While using the address of "IA4"
contained in this record, a simple header is applied to the
IP packet 2312 so as to form an internal packet 2314 (namely,
simple encapsulation method). It should be noted that the
simple header does not contain the internal source address
"IA5". The produced internal packet 2314 is reached via the
routers 2307-3, 2307-4 and 2307-2 to the access control
apparatus 2302 containing the internal destination address
"IA4" included in the internal packet. The access control
apparatus 2302 removes the simple header of the received
internal packet 2314(namely, simple decapsulation method),
sends out the resulting external IP packet 2318 (having the same
content of IP packet 2312) to a communication line. Then, the
IP terminal 2306-4 receives the IP packet 2318.

In the access control apparatus 2301-1, the external IP
packet 2311 which is transmitted from the terminal 2306-2 to
the terminal 2306-7 is simple-encapsulated in a manner to the
above-explained process manner so as to be converted into an

internal packet 2316, while using the records "IA2, EA2, EA7,
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IA7, 1" of the second column of the conversion table 2301-
1. The internal packet 2316 is reached via the routers 2307-1,
2307-2, 2307-4 to the access control apparatus 2304 containing
the internal destination address "IA7" contained in the
internal packet. The access control apparatus 2304 removes
the simple header of the received internal packet 2316 (namely,
simple decapsulation method), and sends out the previously
acquired external IP packet 2319(having the same content as
IP packet 2311) to a communication 1line. Then, the IP terminal
2306-7 receives the external IP packef 2319.

Next, in the access control apparatus 2305, the IP packet
2321 which is transmitted from the terminal 2306-9 to the
terminal 2306-8 is simple-encapsulated in a manner to the
above-explained process manner so as to be converted into an
internal packet 2322, while using the records "Msk8, EA8y, IA8,
1" of the second column of the conversion table 2305-1. The
internal packet 2322 is reached via the routers 2307-4 to the
access control apparatus 2304 containing the internal
destination address "IA8" contained in the internal packet.
The access control apparatus 2304 removes the simple header
of the received internal packet 2322(namely, simple
decapsulation method), and sends out the previously acquired
external IP packet 2323(having the same content as IP packet
2321) to a communication line. Then, the IP terminal 2306-8

receilves the external IP packet 2323.
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FIG. 20 represents a format of an internal packet(also,
will be called as internal frame) which is formed in the
above-explained simple-encapsulation method. The above-
explained internal packet owns such a format that a simple
header is applied to an external IP packet, and the simple
header contains both a destination address and an information
area. It should be understood that the simple header does not
contain an internal source address. The information area
contains information(protocol and the like) related to a
payload area of the internal packet.

Next, another embodiment as to both the simple-
encapsulation method and the decapsulation method will now be
explained with reference to FIG. 21 and FIG. 22.

In these drawings, reference numerals 2351-1 to 2351-7
show integrated information communication systems, reference
numerals 2352-1 to 2352-7 indicate terminals each having the
external IP address "EAl", and reference numerals 2353-1 to
2353-7 represent terminals each having the external IP address
"EA2". Also, reference numerals 2354-1 to 2354-7 show
internal packets(internal frames). Reference numerals 2355-1
to 2355-7, and 2356-1 to 2356-7 represent access control
apparatus. Also, reference numerals 2359-1 to 2359-7 show
contacts(logic terminals) between communication lines and
access control apparatus, and internal addresses "IAl" are

applied to these contacts. Reference numerals 2360-1 to
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2360-7 show contacts(logic terminals) between communication
lines and access control apparatus, towhich internal addresses
"IA2" are applied. Further, reference numerals 2357-1 to
2357-7 and 2358-1 to 2358-7 represent conversion tables. The
above-explained terminals are connected to the access control
apparatus via communication lines, and one access control
apparatus is connected to another access control apparatus via
a communication line. IP packets are transmitted/received
between the terminals and the access control apparatus, and
the internal packets(internal frames) are transferred between
the access control apparatus. It should be noted that a relay
apparatus(router and the like) may be installed in a
communication line connected between one access control
apparatus and another access control apparatus. The relay
apparatus is used to determine a path of an internal packet
transfer destination.

While the terminal 2352-1 transmits such an external IP
packet whose external source address is "EAl1l" and whose
external destination address is "EA2", when the access control
apparatus 2355-1 receives the external IP packet, the access
control apparatus 2355-1 confirms such a fact that the internal
address is equal to "IAl", and the external destination IP
address of the IP packet is equal to "EA2". The internal
address is applied to the logic terminal 2359-1 of the

communication line termination into which the IP external
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packet is inputted. Then, the access control apparatus 2355-1
retrieves the content of the conversion table 2357-1, and also
retrieves such a record that the internal source IP address
is equal to "IAl" in the beginning, and the external destination
IP address "EA2" is next contained. In this example, records
of a first column of the destination conversion table 2357-1,
located from a top thereof, are givenﬁig "IAl, EA2, IA2, 1".
While using the address of "IA2" contained in this record, a
simple header is applied to the IP packet so as to form an
internal packet 2354-1(namely, simple encapsulation method).
It should be noted that "1" of the record is a request
identification. The produced internal packet 2354-1 is
reached via the communication line to the access control
apparatus 2356-1 containing the internal destination address
"IA2" included in the internal packet. The access control
apparatus 2356-1 removes the simple header of the received
internal packet 2354-1(namely, simple decapsulation method),
sends out the previously acquired external IP packet to a
communication line. Then, the IP terminal 2353-1 receives the
recovered external IP packet.

While the terminal 2352-2 transmits such an IP packet
whose external source address is "EAl1l" and whose external
destination address is "EA2", when the access control apparatus
2355-2 receives the IP packet, the access control apparatus

2355-2 confirms such a fact that the external source IP address
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of the IP packet is equal to "EA1", and the external destination
IP address of the IP packet is equal to "EA2", irrespective
of the internal address applied to the logic terminal 2359-2
of the communication line termination into which the IP packet
is inputted. Then, the access control apparatus 2355-2
retrieves the content of the conversion table 2357-2. 1In this
example, records of a first column of the conversion table
2357-2 are provided as "EAl, EA2, IA2, 1" from a top thereof.
While using the address of "IA2" contained in the record, a
simple header is applied to the IP packet so as to form an
internal packet 2354-2(namely, simple encapsulation method).
The produced internal packet 2354-2 is reached via the
communication lines to the network node apparatus 2356-2
containing the internal destination address "IA2" included in
the internal packet. The access control apparatus 2356-2
removes the simple header of the received internal packet
2354-2(namely, simple decapsulation method), sends out the
previously acquired external IP packet to a communication line.
Then, the IP terminal 2353-2 receives the recovered IP packet.
While the terminal 2352-3 transmits such an external IP
packet whose external source address is "EAl" and whose
external destination address is "EA2", when the access control
apparatus 2355-3 receives the external IP packet, the access
control apparatus 2355-3 confirms such a fact that the external

destination IP address of the IP packet is equal to "EA2",
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irrespective of internal address applied to the logic terminal
2359-3 of the communication line termination into which the
IP packet is inputted. Then, the access control apparatus
2357-3 retrieves the content of the conversion table 2357-
3, and next retrieves such a record that the external
destination IP address "EA2" is contained. In this example,
records of a first column of the destination convezfion table
2357-3, located from a top thereof, are given as "EA2, IA2,
1". While using the address of "IA2" contained in the record,
a simple header is applied to the IP packet so as to form an
internal packet 2354-3(namely, simple encapsulation method).
The produced internal packet 2354-3 is reached via the
communication line to the access control apparatus 2356-3
containing the internal destination address "IA2" included in
the internal packet. The access control apparatus 2356-1
removes the simple header of the received internal packet
2354-3(namely, simple decapsulation method), sends out the
previously acquired external IP packet to a communication line.
Then, the IP terminal 2353-3 receives the IP packet.

While the terminal 2352-4 transmits such an IP packet
whose transmission source external address is "EAl" and whose
destination external address is "EA2", when the access control
apparatus 2355-4 receives the IP packet, the access control
apparatus 2355-4 confirms such a fact that the internal address

is equal to "IAl", and the external destination IP address of
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the IP packet is equal to "EA2". The internal address is
applied to the logic terminal 2359-4 of the communication line
termination into which the IP packet is inputted. Then, the
access control apparatus 2352-4 retrieves the content of the
conversion table 2355-4, and also retrieves such a record that
the internal source IP address is equal to "IAl" in the
beginning. 1In this case, records "IAl, Mskl, EAlx, Msk2, EA2x,
IA2, 1" of a first column of the conversion table 2357-4,
located from a top thereof, are equivalent thereto. First of
all, with respect to the records of the first column, the access
control apparatus 2355-4 checks as to whether or not an
AND-gating result between the mask "Msk2" and the external
destination IP address "EA2" contained in the inputted external
IP packet is made coincident with the external destination IP
address "EA2x" contained in the records of the first column
(defined in following formula (5)).

Furthermore, the access control apparatus 2355-4 checks
as to whether or not an AND-gating result between the external
source mask "Mskl" and the external destination IP address
"EAl1l" contained in the external IP packet is made coincident
with the external destination IP address "EAlx" contained in
the same record(defined in following formula (6)).

If ("Msk2" and "EA2" "EA2x") = (5)

If ("Mskl" and "EAl" "EAlx") **(6)
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In this example, the records of the first column of the
conversion table 2357-4, located from the top, are given.
While using the address of "IA2" contained in this record, a
simple header is applied to the external IP packet so as to
form an internal packet 2354-4(namely, simple encapsulation
method). The produced internal packet 2354-4 is reached via
the communication line to the access control apparatus 2356-4
containing the internal destination address "IA2" included in
the internal packet. The access control apparatus 2356-4
removes the simple header of the received internal packet
2354-4(namely, simple decapsulation method), sends out the
resulting external IP packet to a communication line. Then,
the IP terminal 2353-4 receives the IP packet 2318,

Such a case that the terminal 2352-5 transmits the
external IP packet whose external source address is "EAl1l" and
whose external destination address is "EA2" and then the access
control apparatus 2355-5 receives the IP packet is similar to
another case that the terminal 2352-4 transmits such an IP
packet whose source address is "EAl1" and whose destination
address is "EA2". A different point of the second case is such
that no AND-gating operation is carried out between the
external destination IP mask and the external destination IP
address contained in the above-described external IP packet,

and other operations thereof are similar to those of the
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above-mentioned case.

Such a case that the terminal 2352-6 transmits the IP
packet whose source address is "EAl" and whose external
destination address is "EA2" and then the access control
apparatus 2355-6 receives the IP packet is similar to another
case that the terminal 2352-4 transmits such an IP packet whose
source address is "EAl1l" and whose destination address is "EA2".
A different point of the third-mentioned case is such that no
confirmation is performed as to the internal address applied
to the logic terminal 2359-6 of the communication line
termination into which the IP packet is entered, and other
operations thereof are similar to those of the above-mentioned
case.

Also, such a case that the terminal 2352-7 transmits the
external IP packet whose external source address is "EAl" and
whose external destination address is "EA2" and then the access
control apparatus 2355-7 receives the IP packet is similar to
another case that the terminal 2352-5 transmits such an
external IP packet whose external source address is "EAl" and
whose external destination address is "EA2". A different
point of the fourth-mentioned case is given as follows. That
is, no confirmation is made as to the internal address which
is applied to the logic terminal 2359-7 of the communication
line termination into which the IP packet is entered, and other

operations thereof are similar to those of the above-mentioned
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second case.
<<{BRIEF SUMMARY)>>

In the above embodiment, the external packet which is
reached via the communication line of the external area to the
access control apparatus is processed under management of the
conversion table employed in the access control apparatus in
such a manner that a simple header is applied to the external
packet so as to be converted into an internal packet. The
simple header contains both a internal destination address and
an information portion(note that internal source address is
not contained). The internal packet is sent out from a network
node, and then, is transferred via a relay apparatus into the
integrated information communication system with reference to
the internal address by the relay apparatus. Then, the
internal packet is reached to another access control apparatus,
by which the external packet is recovered from the reached
internal packet. The recovered external packet is transferred
to the communication line of the external area of the integrated
information communication system. In this case, it 1is so
designed that the external packet may be converted into the
internal packet only when the three addresses set of the
following addresses are registered as the record of the
conversion table employed in the access control apparatus
provided on the input side. The three addresses are the

internal source address which is applied to the logic terminal
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of the communication line termination into which the external
packet is entered; the external destination address contained
in the inputted external packet; and also the external source
address thereof.

As a variation example, it may be alternatively designed
that the external packet may be converted into the internal
packet only when_the two addresses set of the following
addresses are registered as the record of the conversion table
employed in the access control apparatus provided on the input
side. The two addresses are the internal source address which
is applied to the logic terminal of the communication line
termination into which the external packet is entered; and the
external destination address contained in the inputted
external packet.

Two or more records of the conversion table may be set.
With respect to these internal addresses which are applied to
the logic terminals of the communication line termination, the
sets of the destination addresses are made different from each
other with respect to the records. The transfer destination
of the internal packet may be changed by changing the external
destination address contained in the external packet which is
entered from the same logic terminal. It is so designed that
the external packet is converted into the internal packet only
in such a case that the AND-gating operation result between

the destination address of the inputted external packet and
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the destination address mask contained in the record within
the conversion table can be made coincident with the
destination address contained in the same record of the

conversion table.

4. EMBODIMENT-4 (PACKET RECEPTION PRIORITY CONTROL OF SIMPLE
- ENCAPSULATION METHOD):

In this fourth embodiment, the following priority degree
controlling method is carried out. That is, while an internal
packet(will also be referred to as an "internal frame") which
is transferred within the integrated information
communication system is reached to an access control apparatus,
the internal packet is simple-decapsulated in the access
control apparatus so as to obtain an external IP packet. This
fourth embodiment is related to a method for controlling
priority orders with respect to a sequence by which the
resulting external IP packets are transmitted outside the
integrated information communication system by employing a
conversion table employed in the access control apparatus.

Both a source port number and a destination port number
are defined in an inner portion of a TCP packet and also in
an inner portion of a UDP packet, respectively, which are set
in a payload of an IP packet. In this fourth embodiment, a
source socket number = a source IP address || a source port

number, and a destination socket number = a destination IP
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address || a destination port number will be called. It should
be noted the symbol "||" indicates a coupling of data. An
external IP packet corresponds to either IPv4 or IPvé6.
<<ARRANGEMENT > >

As indicated in FIG. 23 and FIG. 24, an integrated
information communication system 2400 contains access control
apparatus 2401 to 2407, and gEe access control apparatus 2401
contains a conversion table 2412. Reference numerals 2409-1
to 2409-9 each indicate a LAN. A terminal provided in a L
AN is connected via inlet routers 2410-1 through 2410-9 and
a communication line to any one of the access control apparatus
employed in the integrated information communication system
2400. A terminal 2428 is connected via a communication line
to the access control apparatus 2402, and another terminal 2429
is connected via another communication line to the access
control apparatus 2405.

An internal packet may be performed by employing an
HDLC(High-level Data Link Control) frame and an
MPLS(Multiprotocol Label Switching) frame, and contains both
a destination address and an information portion, as shown in
FIG. 20. When an HDLC frame of an optical link line(WDM trunk
line) is employed, a destination address is equal to such a
destination address which is defined by the HDLC technical
method. When the MPLS frame is employed, a destination address

is equal toa label which is defined by the MPLS technical method.
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This "MPLS" is described in, for instance, the publication
entitled by "Internet Draft Draft-ietf-mpls-label-
encapsule-07" issued in September, 1999.
<<IP ADDRESS OF TERMINAL>>

An IP address of a terminal employed in the L AN 2409-1
corresponds to "2100" and "2110"; an IP address of a términal
provided in the L AN 2409-2 corresponds to "1200", "1210",
and "1220"; and also an IP address of a terminal contained in
the LAN 2409-3 corresponds to "2600" and "2610". Further,
aﬁ IP address of a terminal employed in the L AN 2409-4
corresponds to "1230" and "1240"; an IP address of a terminal
provided in the L AN 2409-5 corresponds to "2200" and "2210";
and also an IP address of a terminal contained in the
L AN 2409-6 corresponds to "2300" and "2310." Further, an
IP address of a terminal employed in the L AN 2409-7
corresponds to "2400" and "2410"; an IP address of a terminal
provided in the L AN 2409-8 corresponds to "2700", "2710",
and "2720"; and also an IP address of a terminal contained in
the LAN 2409-9 corresponds to "2800" and "2810". Further,
an IP address of a terminal 2428 corresponds to "2500", and
an IP address of a terminal 2429 corresponds to "1250". It
should be understood that while an IP address corresponds to
32 bits(IPv4), or 128 bits(IPv6), this fourth embodiment
corresponds to such an example that the IP address may be

expressed by 4 digits of the decimal notation.
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<{CONVERSION TABLE>>

Referring now to FIG. 25, a description will be made of
a conversion table 2412 employed in the access control
apparatus 2401. The conversion table 2412 is constructed of
a main conversion table 2412-1, and sub-conversion tables
2412-2 to 2412-7. The main conversion table 2412-1 includes
at least an item used to register a packet reception priority
symbol in combination with the registration items of the
conversion table as explained in another embodiment. In this
embodiment, the main conversion table 2412-1 further contains
items which are used to register a request identification and
a closed-area network identifier. Among contents of a first
record of the main conversion table 2412-1, namely "7821, 2100,
2500, 7200, 2, pr-7821, 1", the 5-th symbol "1" indicates a
request identifier. Similar to the embodiment-1 and the
embodiment-2, the value "1" of the request identification shows
the intra-corporation communication. However, in this
embodiment-4, the value indicates a subject to be simple-
encapsulated.

The sub-conversion table 2412-2 contains a plurality of
records, and each of these records contains items which
indicate a packet reception priority degree symbol, a protocol
priority degree, a TCP socket priority degree, and a UDP socket
priority degree. The sub-conversion table 2412-3 contains a

plurality of records, and each of these records includes items
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it

which represent a protocol priority degree and a protocol sort.
The sub-conversion table 2412-4 includes a plurality of records,
and each of these records contains items which indicate a TCP
socket priority degree, and a socket symbol. The sub-
conversion table 2412-5 contains a plurality of records, and
each of these records includes items which represent a UDP
socket protocol priority degree and a socket symbol. The
sub-conversion tables 2412-6 to 2412-7 include a plurality of
records, and each of these records contains items which
indicate a socket symbol, a packet transmission/reception
section, an IP address, and a port number. The packet
transmission/reception section corresponds to a section
between "From" and "To". This symbol "From" shows a source
socket number, and the symbol "To" represents a destination
socket number.

In the sub-conversion table 2412-1, for example, a record
of a first column thereof is determined in such a manner that
ﬁhen a packet transmission internal address is "7821", a packet
reception priority symbol is "pr-7821". In other words, the
packet reception priority symbol "pr-7821" is determined in
an one-to-one correspondence with respect to the internal
address "7821" which is applied to the logic terminal 2413.

In the sub-conversion table 2412-2, for example, a record
of a first column is determined in such a manner that in

correspondence with the packet reception priority symbol
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"pr-7821", the protocol priority degree is "p-1", the TCP
socket priority degree is "t-1", and the UDP socket priority
degree is "NULL". 1In this case, symbol "NULL" represents no
designation, the priority degree of which implies the lowermost
degree. In the sub-conversion table 2412-3, for instance, a
record of a first column is determined in such a manner that
the protocol priority degree "p-1" is ordered from Qfotocols
“TCp", "UDP", "ICMP" and "IGMP" from the higher degree up to
the lower degree. 1In this example, the priority degree of the
upper-grade protocol within the IP packet which is sent out
to the communication line connected to the logic terminal 2413
implies "TCP", "UDP", "ICMP" and "IGMP" based upon the
above-described designation. The internal address "7821" is
applied to the logic terminal 2413.

In the sub-conversion table 2412-4, for instance, a
record of a first column is determined in such a manner that
the TCP socket priority degree "t-1" is ordered from a socket
symbol "sk-1" to a socket symbol "sk-7" from the higher priority
degree up to the lower priority degree. In the sub-conversion
table 2412-5, for instance, a record of a first column is
determined in such a manner that the UDP socket priority degree
"u-1" is ordered from a socket symbol "sk-3" to a socket symbol
"sk-8" from the higher priority degree up to the lower priority
degree. In the sub-conversion table 2412-6, for example, a

record of a first column represents that the socket symbol
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"sk-1" corresponds to a destination number("To"), the
destination IP address corresponds to "2100", and the
destination port number corresponds to "30", and the sub-
conversion table 2412-7 may be described in a similar manner.
<{TRANSFER OF INTERNAL PACKET>)>

An external IP packet transmitted from the terminal 2428
of the external IP address "2500" is simple-encapsulated by
the access control apparatus 2402 in a similar manner to the
simple encapsulation manner as explained in other embodiments,
so that the IP packet is converted into an internal packet IF01,
and then, the internal packet IF0l is transferred to a
communication line provided in the integrated information
communication system 2400.

While an internal destination address of the internal
packet IF01l is equal to "7821", the internal packet IF01l is
reached via a communication line employed in the integratéd
information communication system 2400(Step S1000 of FIG. 26).
Such a record containing the internal address "7821" received
by the internal packet IF01, and both a destination IP address
"2500" and a source IP address "2100" contained in the received
internal packet IF0l corresponds to the record of the first
column of the main conversion table 2412-1, so that the packet
reception priority degree "pr-7821" of the record is selected.
The access control apparatus 2401 removes a simple header of

the internal packet IF01 so as to recover the external IP packet
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(namely, simple-decapsulation at Step S1010). In this example,
the destination IP address of this recovered external IP packet
is equal to "2100", and the destination port number thereof
is equal to "30".

Next, in accordance with the designation of the packet
reception priority degree "pr-7821", a protocol priority
degree "p-1" is acquired. Also, since the "protocol”
contained in the header of the external IP packet is TCP, the
TCP socket priority degree is equal to "t-1". It should be
noted that in such a case that the "protocol" contained in the
hee;der of the external IP packet is UDP, the UDP socket priority
degree becomes "NULL", namely, no designation(i.e., lowermost
degree of priority degree). Since the protocol priority
degree "p-1" 1s designated, a first column of the sub-
conversion table 2412-3(namely, first item thereof is "p-1")
is selected, and then, "TCP, UDP, ICMP, IGMP" are employed as
the protocol priority degree. Since the TCP socket priority
degree "t-1" is designated, a first column of the sub-
conversion table 2412(namely, first item thereof is "t-1") is
selected, and then, as the socket symbol, either "sk-1" or
"sk-7" is employed. In this case, both the sub-conversion
tables 2412-6 and 2412-7 are retrieved, so that a selection
is made of such a socket symbol "sk-1" which contains both the
destination address "2100" and the port number "30" prévided

in the recovered IP packet which is included in the sub-
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conversion table 2412-6.

The external IP packet EF0l1l which is obtained by
simple-decapsulating the internal packet IF0l is distributed
via the communication line 2421 to such a terminal having the
destination IP address "2100". Subsequently, internal
packets defined from IF02, IF03, IF04, IFO05, IF06, IF07, IF08,
IF09, {Flo and IF11 provided in the integrated information
communication system are processed in a similar manner as
indicated in FIG. 26, whichwill be simply described as follows:

An external IP packet which is sent out from a terminal
having the external IP address "2600" employed in the
L AN 2409-3 is simple-encapsulated by the access control
apparatus 2404 so as to be converted into an internal IP packet
IF02. While an internal destination address of the internal
packet IF02 is equal to "7821", the internal packet IF02 is
transferred via a communication line, and then, is reached to
the access control apparatus 2401. A "protocol type" of an
external IP packet EF02 which is recovered from the internal
IP packet is equal to "TCP", and a "source port number" is equal
to "30" in this example. The external IP packet EFO02 is
delivered via the communication line 2421 to such a terminal
having the destination IP address "2110".

An external IP packet which is sent out from a terminal
having the external IP address "1230" employed in the

L AN 2409-4 is simple-encapsulated by the access control
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apparatus 2404 so as to be converted into an internal IP packet
IF03. While an internal destination address of the internal
packet IF03 is equal to "7822", the internal packet IF03 is
transferred via a communication line, and then, is reached to
the access control apparatus 2401. A "protocol type" of an
external IP packet EF03 which is recovered from the internal
IP packet is equal to "TCP", and a "source port number" is equal
to "30" in this example. The external IP packet EF03 is
delivered via the communication line 2422 to such a terminal
having the destination IP addréss "1200".

An external IP packet which is sent out from a terminal
having the external IP address "1240" employed in the L A
N 2409-4 is simple-encapsulated by the access control
apparatus 2404 so as to be converted into an internal IP packet
IF04. While an internal destination address of the internal
packet IF04 is equal to "7822", the internal packet IF04 is
transferred via a communication line, and then, is reached to
the access control apparatus 2401. A "protocol type" of an
external IP packet EF04 which is recovered from the internal
IP packet is equal to "TCP", and a "source port number" is equal
to "32" in this example. The external IP packet EF04 is
delivered via the communication line 2422 to such a terminal
having the destination IP address "1210".

An external IP packet which is sent out from a terminal

having the external IP address "1250" is simple-encapsulated
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by the access control apparatus 2405 so as to be converted into
an internal IP packet IF05. While an internal destination
address of the internal packet IF05 is equal to "7822", the
internal packet IF05 is transferred via a communication line,
and then, is reached to the access control apparatus 2401. A
"protocol type" of an external IP Packet EF05 which is recovered
from the internal({? packet is equal to "TCP", and a "source
port number" is equal to "32" in this example. The external
IP packet EFO05 is delivered via the communication line 2422
to such a terminal having the destination IP address "1220".

An external IP packet which is sent out from a terminal
having the external IP address "2610" employed in the
L AN 2409-3 is simple-encapsulated by the access control
apparatus 2403 so as to be converted into an internal IP packet
IFO6. While an internal destination address of the internal
packet IF06 is equal to "7823", the internal packet IF06 is
transferred via a communication line, and then, is reached to
the access control apparatus 2401. A "protocol type" of an
external IP packet EF06 which is recovered from the internal
IP packet is equal to "UDP", and a "destination port number"”
is equal to "40" in this example. The external IP packet EF06
is delivered via the communication line 2423 to such a terminal
having the destination IP address "2200".

An external IP packet which is sent out from a terminal

having the external IP address "2700" employed in the
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L AN 2409-8 is simple-encapsulated by the access control
apparatus 2406 so as to be converted into an internal IP packet
IF07. While an internal destination address of the internal
packet IF07 is equal to "7823", the internal packet IF07 is
transferred via a communication line, and then, is reached to
the access control apparatus 2401. A "protocol type" of an
external IP packet EF07 which is recovered from the internal
IP packet is equal to "UDP", and a "source port number" is equal
to "40" in this example. The external IP packet EF07 is
delivered via the communication line 2423 to such a terminal
having the destination IP address "2210".

An external IP packet which is sent out from a terminal
having the external IP address "2710" employed in the
L AN 2409-8 is simple-encapsulated by the éccess control
apparatus 2406 so as to be converted into an internal IP packet
IF08. While an internal destination address of the internal
packet IF08 is equal to "7824", the internal packet IF08 is
transferred via a communication line, and then, is reached to
the access control apparatus 2401. A "protocol type" of an
external IP packet EF08 which is recovered from the internal
IP packet is equal to "UDP", and a "source port number" is equal
to "40" in this example. The external IP packet EFO08 is
delivered via the communication line 2424 to such a terminal
having the destination IP address "2300".

An external IP packet which is sent out from a terminal
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having the external IP address "2800" employed in the
L AN 2409-9 is simple-encapsulated by the access control
apparatus 2406 so as to be converted into an internal IP packet
IF09. While a packet reception internal address of the
internal packet IF09 is equal to "7824", the internal packet
'IF09 is transferred via a communication line, and then, is
reached to the access contro;_?pparatus 2401. A "protocol
type” of an external IP packet EF09 which is recovered from
the internal IP packet is equal to "UDP", and a "source port
number" is equal to "42" in this example. The external IP
packet EF09 is delivered via the communication line 2424 to
such a terminal having the destination IP address "2310".
An external IP packet which is sent out from a terminal
having the external IP address "2720" employed in the
L AN 2409-8 is simple-encapsulated by the access control
apparatus 2406 so as to be converted into an internal IP packet
IF10. While an internal destination address of the internal
packet IF10 is equal to "7825", the internal packet IF1l0 is
transferred via a communication line, and then, is reached to
the access control apparatus 2401. A "protocol type" of an
external IP packet EF10 which is recovered from the internal
IP packet is equal to "TCP", and a "source port number" is equal
to "60" in this example. The external IP packet EF1l0 is
delivered via the communication line 2425 to such a terminal

having the destination IP address "2400".
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An external IP packet which is sent out from a terminal
having the external IP address "2810" employed in the
L AN 2409-9 is simple-encapsulated by the access control
apparatus 2407 so as to be converted into an internal IP packet
IF1l. While an internal destination address of the internal
packet IF11l is equal to "7825", the internal packet IF1l1 is
transferred via a communication line, and then, is reached to
the access control apparatus 2401. A "protocol type" of an
external IP packet EF1ll which is recovered from the internal
IP packet is equal to "UDP", and a "source port number" is equal
to "70" in this example. The external IP packet EFll is
delivered via the communication line 2425 to such a terminal
having the destination IP address "2410".
<<EXAMPLE-1 OF DETERMINING PRIORITY DEGREE>>

Referring now to a flow chart of FIG. 26, a description
is made of how to determine a priority degree in accordance
with the present invention.

The access control apparatus 2401 receives both the
internal packets IF01l and IF02 of the integrated information
communication system at the substantially same time instants
from the communication lines of the integrated information
communication system network(Step S1000), and simple-
decapsulates the respective internal packets so as to obtain
the external IP packets EF01 and EF02(Step S1010). Based upon

the conversion table 2412, both the internal addresses of the
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integrated information communication system applied to the
logic terminals of the communication line termination units,
through which these exte:nal IP packets are transmitted, are
equal to "7821". Therefore, it is possible to understand that
these internal addresses are made coincident with each other
(Step S1020).

Similarly, the packet reception.priqf}ty'degree symbols
of these internal packets IF01 and IF02 of the integrated
information communication systemare equal to "pr-7821". Also,
based upon the conversion sub-conversion table 2412-2, "p-
1" is designated as to the protocol priority degree
corresponding to the symbol "pr-7821"; "t-1" is designated as
to the TCP socket priority degree; and "NULL" is designated
as to the UDP socket priority degree. Furthermore, when the
contents of the sub-conversion table 2412-3 is checked, the
following facts can be revealed. That is, from the content
of the protocol priority degree "p-1", the protocols of TCP,
UDP, ICMP and IGMP are arranged in this order of the higher
priority degree. With respect to TCP having a top priority
order, based upon the content of the TCP socket priority degree
"t-1", the socket symbols "sk-1" and "sk-7" are arranged in
this order of the higher priority degree.

Moreover, based upon the content of the socket symbol
"sk-1", the IP address which constitutes the destination socket

number is equal to "2100", and also the destination port number
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is equal to "30". The protocol type indicated in the internal
packet IFO1l of the integrated information communication system
is "TCP", the destination IP address thereof is "2100", and
also the destination port number thereof is "30". On the other
hand, the protocol type indicated in the internal packet IF02
of the integrated information communicating system is "TCP",
the destination IP address thereof is "2110", and the
destination port number thereof is "30". 1In this embodiment,
the below-mentioned fact can be understood. That is, both the
protocol type and the destination socket number are made
coincident with the designation of the socket symbol "sk-1",
which corresponds to the internal packet IF01l of the integrated
information communication system.

Wifh execution of the above-described procedure, it is
so determined that the internal packet of the integrated
information communication system which is sent out with a top
priority is equal to the internal packet IF01(Step S1030).
Next, the internal packet IF0l1l of the integrated information
communication system is transmitted via the logic terminal of
the communication line termination unit to the user logic
terminal(Step S1040).
<<EXAMPLE-2 OF DETERMINING PRIORITY DEGREE>)>

The access control apparatus 2401 receives both the
internal packets IF03, IF04 and IF05 of the integrated

information communication system at the substantially same
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time instants from the communication lines of the integrated
information communication system network(Step S$1000), and
simple-decapsulates the respective internal packets so as to
obtain the external IP packets EF03, EF04 and EF05(Step $S1010).
Based upon the conversion table 2412, these internal addresses
of the integrated information communication system applied to
the communication line termination units, through whicB these
external IP packets are transmitted, are equal to "7822".
Therefore, it is possible to understand that these internal
addresses are made coincident with each other(Step S1020).
Similarly, the packet reception priority degree symbols
of these internal packets IF03, IF04 and IF05 of the integrated
information communication system are equal to "pr-7822". Also,
based upon the conversion sub-conversion table 2412-2, "p-
1" is designated as to the protocol priority degree
corresponding to the symbol "pr-7822"; "t-2" is designated as
to the TCP socket priority degree; and "NULL" is désignated
as to the UDP socket priority degree, respectively.
Furthermore, the following facts can be revealed. That is,
from the content of the protocol priority degree "p-1", the
priority degree of TCP is high; and also from the content of
the TCP socket priority degree "t-2", the priority degree of
the socket symbol "sk-2" is high; and furthermore, from the
content of the socket symbol "sk-2", the IP address which

constitutes the source socket number is equal to "1240", and
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the source port number is equal to "32". The protocol type
indicated in the internal packet IF03 of the integrated
information communication system is "TCP", the source IP
address thereof is "1230", and also the source port number
thereof is "30". On the other hand, the protocol type indicated
in the internal packet IF04 of the integrated information
communication system is "TCP", the source IP address thereof
is "1240", and the source port number thereof is "32".

Moreover, the protocol type represented in the internal
packet IF05 of the integrated information communication system
is "TCP", the source IP address thereof is "1250", and the
source port number thereof is "32". 1In this embodiment, the
below-mentioned fact can be understood. That is, both the
protocol type and the source socket number are made coincident
with the designation of the socket symbol "sk-2", which
corresponds to the internal packet IF04 of the integrated
information communication system.

With execution of the above-described procedure, it is
so determined that the internal packet of the integrated
" information communication system which is sent out with a top
priority is equal to the internal packet IF04(Step S1040).
Next, the internal packet IF04 of the integrated information
communication system is transmitted via the logic terminal of
the communication line termination unit to the user logic

terminal(Step S1050).
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<<EXAMPLE-3 OF DETERMINING PRIORITY DEGREE)>>

The access control apparatus 2401 receives both the
internal packets IF06 and IF07 of the integrated information
communication system at the substantialiy same time instants
from the communication lines of the integrated information
communication system network(Step S1000), and simple-
decapsulates the respective internal packets so as to obtain
the external IP packets EF06 and EF07(Step S1010). Based upon
the conversion table 2412, both the internal addresses of the
integrated information communication system applied to the
communication line termination units, through which these
external IP packets are transmitted, are equal to "7823".
Therefore, it is possible to understand that these internal
addresses are made coincident with each other(StepASIOZO).
Similarly, the packet reception priority degree symbols of
these internal packets IF06 and IF07 of the integrated
information communication system are equal to "pr-7823", "p-2"
is designated as to the protocol priority degree corresponding
to the symbol "pr-7823"; "u-1" is designated as to the UDP
socket priority degree; and "NULL" is designated as to the TCP
socket priority degree. Furthermore, the following facts can
be revealed. That is, from the content of the protocol priority
degree "p-2", the protocols of UDP, TCP, ICMP and IGMP are
arranged in this order of the higher priority degree. With

respect to UDP having a top priority order, based upon the
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content of the UDP socket priority degree "t-1", the socket
symbols "sk-3" and "sk-8" are arranged in this order of the
higher priority degree.

Moreover, based upon the content of the socket symbol
"sk-3", the IP address which constitutes the destination socket
number is equal to "2200", and also the destination port number
is equalg}o "40". The protocol type indicated in the internal
packet IF06 of the integrated information communication system
is "UDP", the destination IP address thereof is "2200", and
also the destination port number thereof is "40". On the other
hand, the protocol time indicated in the internal packet IF07
of the integrated information communicating syStem is "UDP",
the destination IP address thereof is "2110", and the
destination port number thereof is "40". In this embodiment,
the below-mentioned fact can be understood. That is, both the
protocol type and the destination socket number are made
coincident with the designation of the socket symbol "sk-3",
which corresponds to the internal packet IF06 of the integrated
information communication system.

With execution of the above-described procedure, it is
so determined that the internal packet of the integrated
information communication system which is sent out with a top
priority is equal to the internal packet IF06 (Step S1040).
Next, the internal packet IF06 of the integrated information

communication system is transmitted via the logic terminal of
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the communication line termination unit to the user logic
terminal(Step S1050).
<<EXAMPLE-4 OF DETERMINING PRIORITY DEGREE))>

The access control apparatus 2401 receives both the
internal packets IF08 and IF09 of the integrated information
communication system at the substantially same time instants
from the communication lines of the integrated information
communication system network(Step S$1000), and simple-
decapsulates the respective internal packets so as to obtain
the external IP packets EF08 and EF09(Step S1010). Based upon
the conversion table 2412, both the internal addresses of the
integrated information communication system applied to the
communication line termination units, through which these
external IP packets are transmitted, are equal to "7824".
Therefore, it is possible to understand that these internal
addresses are made coincident with each other(Step S1020).

Similarly, the packet reception priority degree symbols
of these internal packets IF08 and IF09 of the integrated
information communication system are equal to "pr-7824",
"p-2" is designated as to the protocol priority degree
corresponding to the symbol "pr-7824"; "u-2" is designated as
to the UDP socket priority degree; and "NULL" is designated
as to the TCP socket priority degree. Furthermore, the
following facts can be revealed. That is, from the content

of the protocol priority degree "p-2", the priority degree of
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the socket symbol "sk-4" is high; and furthermore, from the
content of the socket symbol "sk-4", the IP address which
constitutes the source socket number is equal to "2710", and
the source port number is equal to "40". The protocol type
indicated in the internal packet IF08 of the integrated
information communication system is "UDP", the sourcé Ip
address thereof is "2110" , and also the destination port number
thereof is "40".

On the other hand, the protocol type indicated in the
internal packet IF09 of the integrated information
communicating system is "UDP", the source IP address thereof
is "2800", and the source port number thereof is "42". 1In this
embodiment, the below-mentioned fact can be understood. That
is, both the protocol type and the source socket number are
made coincident with the designation of the socket symbol
"sk-4", which corresponds to the internél packet IF08 of the
integrated information communication system.

With execution of the above-described procedure, it is
so determined that the internal packet of the integrated
information communication system which is sent out with a top
priority is equal to the internal packet IF08(Step S1040).
Next, the internal packet IF08 of the integrated information
communication system is transmitted via the logic terminal of
the communication line termination unit to the user logic

terminal (Step S1050).
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<<{BRIEF SUMMARY)>

As previously explained, in accordance with the above
embodiment, the integrated information communication system
is featured by that the packet reception priority degrees are
controlled by employing the sub-conversion table which is
referred based upon the packet reception priority symbol.
With reference to the upper-grade protocol contained in the
IP packet, in response to the sort of the upper-grade protocol,
the priority degree for the next stage of such an internal
packet which is reached from the internal area of the integrated
information communication system to the access control
apparatus may be selected by designating the record of the
conversion table provided in the access control apparatus.
Also, in the case that the upper-grade protocol is TCP, the
priority degree may be selected with respect to each of the
upper-grade port numbers. When the upper-grade protocol is
UDP, the priority degree may be selected with respect to each
of the upper-grade port numbers.

In addition, the conversion table 2412 may be carried
out by replacing the present format thereof by such a format
containing the address mask as previously explained in the
embodiment 3 with reference to FIG. 19 and FIG. 22.
Alternatively, the conversion table 2454 may be executed by
employing such a format that the external source address as

explained with reference to FIG. 19 and FIG. 21 is omitted.
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5. EMBODIMENT-5 (PACKET TRANSMISSION PRIORITY CONTROL OF
SIMPLE-CAPSULATION) :

In this embodiment-5, an external IP packet arrived at
an integrated information communication system is simple-
encapsulated by an access control apparatus with employment
of a conversion table contained in_}:he access control apparatus.
Thereafter, priority orders of the simple-encapsulated IP
packets, at which these IP packets are sent out to a
communication line provided in the integrated information
communication system, may be determined. This priority order
decision will now be explained.

{<ARRANGEMENT)> >

As indicated in FIG. 27, an integrated information
communication system(2450) contains access control apparatus
2451, 2452-1 to 2452-11 and the access control apparatus 2451
contains a conversion table 2454. Reference numerals 2456-1
to 2456-5 each indicate a LAN. Each of these LANs is
connected via a communication line to any one of the access
control apparatus employed in the integrated information
communication system 2450. Each of these L ANs contains a
plurality of IP terminals. Reference numerals 2457-1 to
2457-11 show IP terminals having IP packet
transmission/reception functions. An external IP packet

corresponds to either IPv4 or IPv6. An internal packet may
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be performed by employing an HDLC frame or an MPLS frame, and
contains both a destination address and an information portion,
as indicated in FIG. 20 of the previously embodiment. When
an HDLC frame for an optical link line(WDM trunk line) is
employed, a destination address is equal to such a destination
address which is defined by the HDLC technical method. When
the MPLS frame is employed, a destination address is equal to
a label which is defined by the MPLS technical method.
<{CONVERSION TABLE>)>

Referring now to FIG. 28, a conversion table 2454 is
constructed of a main conversion table 2454-1, and sub-
conversion tables 2454-2 to 2454-7. The main conversion table
2454-1 includes at least an item used to register a packet
transmission priority symbol in combination with the
registration items of the conversion table as explained in
another embodiment. In this embodiment, the main conversion
table 2454-1 further contains items which are used to register
a request identification and a closed-area network identifier.

Among contents of a first record of the main conversion
table 2454-1, namely "7821, 2100, 2500, 7200, 1, pr-7200, 2",
the 5-th symbol "1" indicates a request jdentifier. Similar
to the embodiment-1 and the embodiment-2, the value "1" of the
request identification shows the intra-corporation
communication. However, in this embodiment-5, the value

indicates a subject to be simple-encapsulated.
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The sub-conversion table 2454-2 includes a plurality of
records. Each of the records contains such items indicative
of a packet transmission priority symbol, a TCP socket priority
degree and a UDP socket priority degree. Also, the sub-
conversion table 2454-3 includes a plurality of records, and
each of these records contains items indicative of a protocol
priority degree, and a protocol sort. Theifub—conversion
table 2454-4 includes a plurality of records, and each of these
records contains items representative of a TCP socket priority
degree and a socket symbol. The sub-conversion table 2454-5
includes a plurality of records, and each of these records
contains items representative of a UDP socket priority degree
and a socket symbol. The sub-conversion tables 2454-6 to
2454-7 include a plurality of records, and each of these records
contains items indicative of a socket symbol, a packet
transmission/reception section(section between "From" and
"To"), an IP address and a port number. / The symbol "From" shows
a source socket number, and the symbol "To" indicates a
destination socket number.

In the main conversion table 2454-1, for instance, a
record of a first column thereof contains a packet transmission
priority symbol. In this example, the packet transmission
priority symbols are determined in correspondence with the
communication lines provided inside the integrated

information communication system 2450.
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A packet transmission priority degree "ps-7200" is
applied to such internal communication lines of the integrated
information communication system 2450, which are directed to
the access control apparatus 2452-1 and 2452-2. A packet
transmission priority degree "ps-7300" is applied to such
internal communication lines of the integrated information
communication system 2450, which are directed to the access
control apparatus 2452-3 and 2452-4. A packet transmission
priority degree "ps-7400" is applied to such internal
communication lines of the integrated information
communication system 2450, which are directed to the access
control apparatus 2452-5 and 2452-6. A packet transmission
priority degree "ps-7500" is applied to such internal
communication lines of the integrated information
communication system 2450, which are directed to the access
control apparatus 2452-7 and 2452-8. Also, a packet
transmission priority degree "ps-7600" is applied to such
internal communication lines of the integrated information
communication system 2450, which are directed to the access
control apparatus 2452-9, 2452-10, and 2452-11.

In the sub-conversion table 2454-2, for example, a record
of a first column thereof is determined in such a manner that
in correspondence with the packet transmission priority symbol
"pr-7200", the protocol priority degree is "p-21", the TCP

socket priority degree is "t-21", and the UDP socket priority

94



2 8 Nov. 2004

degree is "NULL". In this case, symbol "NULL" represents no
designation, the priority order of which implies the lowermost
degree. In the sub-conversion table 2454-3, for instance, a
record of a first column thereof is determined in such a manner
that the protocol priority degree "p-21" is ordefed from
protocols "TCP", "UDP", "ICMP" and "IGMP" from the higher
degree up to the lower degree. In the sub-conversion‘Eable
2454-4, for instance, a record of a first column thereof is
determined in such a mannei: that the TCP socket priority degree
"t-21" is ordered from a socket symbol "sk-21" to a socket
symbol "sk-27" from the higher priority degree up to the lower
priority degree.

In the sub-conversion table 2454-5, for instance, a
record of a first column thereof is determined in such a manner
that the UDP socket priority degree "u-21" is ordered from a
socket symbol "sk-23" to a socket symbol "sk-28" from the higher
priority degree up to the lower priority degree. In the
sub-conversion table 2454-6, for example, a record of a first
column thereof represents that the socket symbol "sk-21"
corresponds to a source socket number ("From"), the source IP
address corresponds to "2100", and the source port number
corresponds to "30", and the sub-conversion table 2454-7 may
be described in a similar manner.

{{EXAMPLE-1 OF DETERMINING PRIORITY DEGREE>>

The access control apparatus 2451 receives an external
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IP packet FOl1l from a logic terminal 2460 to which an internal
address "7821" is applied, receives an external IP packet F02
from a logic terminal 2461 to which an internal address "7822"
is applied, and receives the above-described two IP packets
at the substantially same time instants. In this example:, a
payload of the external IP packet F0l is equal to TCP, and a
__payload of the external IP packet F02 is equal to UDP. The
access control apparatus 2451 saves therein a set of the
acquired internal address "7821" and the acquired external IP
address F01l, and also, a set of the internal address "7822"
and the external IP packet FO02(Step S2000). Then, a procedure
of controlling the packet transmission priority degree is
carried out as follows:
<{CALCULATION-1 OF IP PACKET TRANSMISSION PRIORITY DEGREE)>>
Such a record which contains the previously acquired
internal address "7821", the external destination address
"2500" contained in the external IP packet F0l, and the source
external address "2100" corresponds to a record of a first
column of the main conversion table 2454-1 (see FIG. 28). The
packet transmission priority symbol of this record is
designated as "ps-7200" in this record. Also, based upon the
sub-conversion table 2454-2, "p-21" is designated to the
protocol priority degree corresponding to the packet
transmission priority symbol "ps-7200"; "t-21" is designated

to the TCP socket priority degree; and "NULL" is designated
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to the UDP socket priority degree.

Furthermore, when the content of the sub-conversion
table 2454-3 is checked, it can be understood from the content
of the protocol priority degree "p-21" that the priority
degrees of the protocols TCP, UDP, ICMP, and IGMP are high in
this order. Similar to the above-described case, the packet
transmission priority symbol of the external IP packet F02 is
equal to "ps-7200" based upon the designation of the main
conversion table 2454-1. Since an "upper-grade protocol"
employed inside the external IP packet F0l is equal to TCP and
also an "upper-grade protocol” of the external IP packet F02
is equal to UDP, the external IP packet FOl1l having the higher
TCP priority degree is selected by designating the protocol
priority degree "p-21". Next, the external IP packet F02 is
selected. As apparent from the foregoing description, it is
so determined that such an external IP packet which should be
simple-encapsulated and then be sent out at a top priority order
is equal to the external IP packet F0l(Step S2010).

Finally, while the external IP packet FO01l is simple-
encapsulated(Step S2020), such an internal packet IFO1l
obtained by simple-encapsulating the external IP packet FO1
is transmitted to the internal area of the integrated
information communication system 2450 with having a top
priority order(Step S2030). Subsequently, such an internal

packet IF02 is transmitted which is obtained by simple-
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encapsulating the external IP packet FO02.
<<EXAMPLE-2 OF DETERMINING PRIORITY DEGREE)>)>

The access control apparatus 2451 receives an external
IP packet FO03 from the logic terminal 2460 to which the internal
address "7821" is applied, receives an external IP packet F04
from the logic terminal 2461 to which the internal address
"7822" islgpplied, and receives the above-described two IP
packets at the substantially same time instants. In this
example, a payload of the external IP packet F03 is equal to
TCP, a port number thereof is "30", and a payload of the external
IP packet F04 is equal to TCP, a port number thereof is "32".
The access control apparatus 2451 saves therein a set of the
acquired internal address "7831" and the acquired external IP
address F03, and also, a set of the internal address "7822"
and the external IP packet F04(Step $2000). Then, a procedure
of controlling the packet transmission priority degree is
carried out as follows:
<{<CALCULATION-2 OF IP PACKET TRANSMISSION PRIORITY DEGREE))>

Such a record which contains the previously acquired
internal address "7821", the external destination address
"2610" contained in the external IP packet F03, and the external
source address "2110" corresponds to a record of a second column
of the main conversion table 2454-1(see FIG. 28). The packet
transmission priority symbol of this record is designated as

"ps-7300" in this second record. Also, based upon the
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sub-conversion table 2454-2, "p-21" is designated to the
protocol priority degree corresponding to the packet
transmission priority symbol "ps-7300"; "t-22" is designated
to the TCP socket priority degree; and "NULL" is designated
to the UDP socket priority degree.

Furthermore, when the content of the sub-conversion
table 2454-3 is checked, it can be understood from the content
of the protocol priority degree "p-21" that the priority
degrees of the protocols TCP, UDP, ICMP and IGMP are high in
this order. Both an "upper-grade protocol" contained in the
external IP packet FO03 and an "upper-grade protocol” contained
in the external IP packet F04 are equal to TCP; a source IP
address of the external IP packet F03 is equal to "2110"; and
a source port number is equal to "30". On the other hand, a
first column of the sub-conversion table 2454-6 describes that
the socket symbol is "sk-21"; the source IP address is "2110";
and the source port number is "30". As a result, since the
external IP packet FO03 corresponds to the socket symbol "sk-21",
the priority degree is applied to this external IP packet F03.

A source IP address of the external IP packet F04 is equal
to "1210", a destination IP address thereof is equal to "1230",
and a destination port number thereof is equal to "32". There
is no such a socket symbol in the second of the sub-conversion
table 2454-6, in which the source IP address is "1210" and the

destination port number is "30". Furthermore, there is no such-
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a socket symbol in this record of the sub-conversion table
2454-6, in which the destination IP address is "1230", and the
destination port number is "32". In other words, since there
is no such a socket number corresponding to the external IP
packet F04, the priority degree is not applied to the external
IP packet FO4. As described above, the external IP packet F03
having the high prioriEy degree is selected, and thereafter,
the external IP packet F04 is selected. As apparent from the
foregoing description, it is so determined that such an
external IP packet which should be simple-encapsulated and then
be sent out at a top priority order is equal to the external
IP packet F03 (Step S$2010).

Next, while this external IP packet F03 is simple-
encapsulated(step $S2020), such an internal packet IF03
obtained by simple-encapsulating the external IP packet FO03
is transmitted to the internal area of the integrated
information communication system 2450 with having a top
priority order(Step $2030). Subsequently, such an internal
packet IF04 is transmitted which is obtained by simple-
encapsulating the external IP packet F04.
<<EXAMPLE-3 OF DETERMINING PRIORITY DEGREE>)>

The access control apparatus 2451 receives an external
IP packet F09 from a logic terminal 2462 to which an internal
address "7823" is applied, receives an external IP packet F1l0

from a logic terminal 2463 to which an internal address "7824"
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is applied, and receives an external IP packet F11 from a logic
terminal 2464 to which an internal address "7825" is applied,
and receives the above-described three IP packets at the
substantially same time instants. In this example, a payload
of the external IP packet F09 is equal to UDP, a port number
thereof is 40; a payload of the external IP packet F10 is UDP,
a port number thereof is 42; and a payload of the external IP
packet Fl1l1 is UDP, a port number thereof is 70. The access
control apparatus 2451 saves therein a set of the acquired
internal address "7823" and the acquired external IP address
F09, and a set of the internal address "7824" and the external
IP packet F1l1, and also a set of the internal address "7825"
and the external IP packet F11(Step S2000). Then, a procedure
of controlling the packet transmission priority degree is
carried out as follows:
<{CALCULATION-3 OF IP PACKET TRANSMISSION PRIORITY DEGREE)>)
Such a record which contains the previously acquired
internal address "7823", the destination external address
"2720" contained in the external IP packet F09, and the external
source address "2210" corresponds to a record of a seventh
column of the main conversion table 2454-1. The packet
transmission priority symbol of this seventh record is
designated as "ps-7600" in this record. Also, based upon the
sub-conversion table 2454-2, "p-21" is designated to the

protocol priority degree corresponding to the packet
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transmission priority symbol "ps-7600"; "t-23" is designated
to the TCP socket priority degree; and "u-23" is designated
to the UDP socket priority degree.

Furthermore, when the content of the sub-conversion
table 2454-3 is checked, it can be understood from the content
of the protocol priority degree "p-21" that the priority
degrees of the protocols TCP, UDP,~;CMP, and IGMP are high in
this order. "Upper-grade protocols" employed in the extérnal
IP packet F09, in the external IP packet F10, and also in the
external IP packet F1l1 are equal to "UDP", and UDP socket
priority degrees thereof are equal to "u-23". Furthermore,
while socket symbols "sk-28" and "sk-24" are selected by
designating the sub-conversion table 2454-5, the external IP
packet F09 whose destination IP address is "2210" and whose
destination port number is "40" corresponds to the socket
symbol "sk-24" by employing the sub-conversion table 2454-
6, and also the external IP packet F11l whose source IP address
is "2410" and whose destination port number "70" corresponds
to the socket symbol "sk-28" by employing the sub-conversion
table 2454-7. Since the UDP socket symbol "u-23" of the
sub-conversion table 2454-5 is designated, the priority degree
of the socket symbol "sk-28" is the highest priority degree,
and the socket symbol "sk-24" owns the second highest priority
degree. The external IP packet F1l1l corresponds to the socket

symbol "sk-28", ‘and the external IP packet F09 corresponds to
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the socket symbol "sk-24". Since there is no socket symbol
corresponding to the external IP packet F10, this socket symbol
owns the lowermost priority degree.

As previously explained, the external IP packet F11
having the high priority degree is selected, and then, the
external IP packet F09 is selected, and finally, the external
IP packet F10 is selected. With execution of the above-
explained operation, the external IP packet F09 and the
external IP packet F10 are simple-encapsulated in this order
(Step S2020). Then, these IP packets are sequentially
transmitted to the internal unit of the integrated information
communication system 2450(Step S$2030).
<{CLOSED-AREA NETWORK IDENTIFIER>)

It should also be noted that a close-area network
identifier contained in the main conversion table 2454-1 is
used so as to discriminate a closed-area network to which a
transmission terminal belongs from another closed-area
network to which a reception terminal belongs. For instance,
all of values of closed-area network identifiers are equal to
"2", which are contained in a first record to a sixth record
of the main conversion table 2454-1. All of the external source
IP addresses "2100", "2110", --~-, which are contained in these
first to sixth records, and all of the destination external
IP addresses "2500", "2610", ---, which are contained in these

first to sixth records are handled based upon the closed-area
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network identifier "2" in such a manner that these transmission
source/destination external IP addresses belong to the same
closed-area network. Thus, the IP packet
transmission/reception operation is carried out only among
such terminals belonging to the same closed-area network.
<<BRIEF SUMMARY>)>

As previously described, in accordance Y}th this fifth
embodiment, the integrated information communication system
is featured by that the packet transmission priority degree
can be controlled by employing the sub-conversion table with
reference to the packet transmission priority symbol.
Referring to the upper-grade protocol contained in the IP
packet, the priority degree of the external packet at the next
stage, which is received from the external unit of the
integrated information communication system to the access
control apparatus, may be selected in response to the sort of
the upper-grade protocol by designating the record of the
conversion table employed in this access control apparatus.
Also, in the case that the upper-grade protocol corresponds
to TCP, the priority order may be selected every upper-grade
port number. In the case that the upper-grade protocol
corresponds to UDP, the priority degree may be selected with
respect to each of the upper-grade port numbers.

In addition, the conversion table 2454 may be carried

out by replacing the present format thereof by such a format
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containing the address mask as previously explained in the
embodiment 3 with reference to FIG. 19 and FIG. 22.
Alternatively, the conversion table 2454 may be executed by
employing such a format that the external source address as
explained with reference to FIG. 19 and FIG. 20 is omitted.
As previously described, in accordance with the present
invention, while the communication is carried out by way of
the virtual dedicated line and/or the communication is carried
out by employing the private address, the external packet is
encapsulated so as to be converted into the internal packet
and this internal packet is transferred by the access control
apparatus, whereas while the non-private address
communication is carried out, in the integrated information
communication network in which the external packet is
transferred without being encapsulated, the packet filters are
provided in the access control apparatus and the boundary relay
apparatus, respectively. As a result, when the packet filter
employed in the access control apparatus detects such a fact
that the destination address contained in the external packet
is equal to the address which is not opened outside the network,
this packet filter discards the external packet. Also, when
the packet filter employed in the boundary relay apparatus
detects such a fact that the internal packet corresponding to
the internal address of the communication company passes

through the own packet filter, this packet filter discards the
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internal packet. As a result, it is possible to avoid that
such an IP packet which is exclusively employed inside the
communication company is leaked into other communication
company management networks. Also, it is possible to prevent
the unwanted IP packet issued from another communication
company from being entered into the own management network.
Since either the encryption or the digital signature is appl}_ed
which can be agreed by the communication companies for
transmitting/receiving the IP packets, such an IP packet
transfer operation can be carried out by further improving the
information security.

In the private address communication, the IP header is
applied to the external packet which is reached via the
communication line of the external area to the access control
apparatus‘under management of the conversion table of the
access control apparatus(namely, IP encapsulation case of
layer 3 communication), or the simple header is applied to the
external packet(namely, encapsulation case of communication
less than 3 of layer). Thus, the external packet is converted
into the internal packet, and thereafter, the internal packet
is transferred into the internal area of the'integrated
information communication network to be reached to another
access control apparatus by which the external packet is
recovered from this internal packet. Then, the recovered

external packet is transferred to the communication line
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provided outside the integrated information communication
system. As a consequence, it is possible to avoid the multiple
use of the private addresses having the same values which are
employed among the different L ANs.

The priority degree of the internal packet at the next
stage, which is reached from the integrated information
gpmmunication system to the access control apparatus, may be
selected in response to the sort of the upper-grade protocol
with reference to the upper-grade protocol used inside the
recovered IP packet.

Furthermore, referring to the upper-grade protocol
contained in the external packet which is reached form the
external area of the integrated information communication
system to the access control apparatus, the priority degree
of the external packet at the next stage may be selected in
response to the sort of the viewed upper-grade protocol.

Also, while items of source transmitting permission,
source receiving permission and destination transmitting
permission are optionally provided at the record in the
conversion table, the transmitting and receiving of the

internal packet can be controlled.
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WHAT IS CLAIMED IS:
1. An integrated information communication system
comprising at least one set of a communication company
management network, in which said communication company
management network includes an access control apparatus, a
relay apparatus, and a server; and said access control
apparatus, said relay apparatus, and said server are connected
to each other via an internal communication line having a packet
transfer function; wherein:

when two, or more sets of said communication company
management networks are employed, these communication company
management networks are connected via a boundary relay
apparatus to each other by using said internal communication
line;

an external terminal of said integrated information
communication system is connected via a user communication line
to said access control apparatus, an internal address is
applied to a logic terminal so as to identify said logic
terminal of a termination of said user communication line, and
also said access control apparatus contains a conversion table;

in such a case that a request identification of said
conversion table implies a virtual dedicated line,
identification information of a logic terminal into which an
external packet is inputted is registered as a record of said

conversion table in such a manner that if said identification
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information of the logic terminal is determined, then an
internal destination address is exclusively determined which
is stored in a header of an internal packet produced by an access
control apparatus installed on the transmission side;

in such a case fhat said request identification implies
a private address communication, a set of identification
information=9f a logic terminal into which an external packet
is inputted, an external source address thereof, and an
external destination address thereof is registered as a record
of said conversion table in such a manner that if said
information/address set is determined, then said internal
destination address is exclusively determined which is stored
into the header of the internal packet produced by the access
control apparatus installed on the transmission side;

with respect to identification information of the same
logic terminal, a set of said external destination address and
éaid internal destination address stored into said header
portion is made different from each other every record; and
a delivery destination of sald external packet can be changed
by changing an external destination address contained in an
external packet which is entered from the same logic terminal;

in such a case that said request identification implies
a non-private address communication, a set of said
identification information of the logic terminal and said

source address is registered as a record of said conversion
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table; said registration implies a transmission permission
with respect to a terminal having said external source address;
said external packet is reached from said terminal via said
user communication line to an access control apparatus; a
detection is made of such a fact that as a first case, said
request identification is registered as a virtual dedicated
line into a record of said conversion table containing the
identification information of the logic terminal into which
said external packet is inputted; as a second case, said request
identification is registered as a private address
communication into the record of said conversion table; as a
third case, said request identification is registered as a
non-private address communication; in both said first case and
said second case, said external packet is converted into said
internal packet by employing both logic terminal
identification information and an internal destination
address, which are acquired from said conversion table; in said
third case, while said external packet is directly used as an
internal packet, said internal packet acquired in said first
case to said third case is transferred via said internal
communication line and said relay apparatus provided in said
integrated information communication system, and also is
transferred via a logic terminal of an access control apparatus
installed on the reception side to another user communication

line so as to be thereby reached to another terminal and when
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a packet filter employed in said access control apparatus
detects that the destination address contained in said external
packet corresponds to such an address which is not opened
outside network, said packet filter discards said detected

external packet.

2. An integrated infgrmation communication system
comprising at least one set of a communication company
management network, in which said communication company
management network includes an access control apparatus, a
relay apparatus, and a server; and sald access control
apparatus, said relay apparatus, and said server are connected
to each other via an internal communication line having a packet
transfer function; wherein:

when two, or more sets of said communication company
management networks are employed, these communication company
management networks are connected via a boundary relay
apparatus to each other by using said internal communication
line;

an external terminal of said integrated information
communication system is connected via a user communication line
to said access control apparatus, an internal address is
applied to a logic terminal so as to identify said logic
terminal of a termination of said user communication line, and

also said access control apparatus contains a conversion table;
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in such a case that said request identification implies
a private address communication, a set of identification
information of a logic terminal into which an external packet
is inputted, an external source address thereof, and an
external destination address thereof is registered as a record
of said conversion table in such a manner that if said
information/address set is determined, then said internal
destination address is exclusively determined which is stored
into the header of the internal packet produced by the access
control apparatus installed on the transmission side;

with respect to identification information of the same
logic terminal, a set of said external destination address and
said internal destination address stored into said header
portion is made different from each other every record; and
a delivery destination of said external packet can be changed
by changing an external destination address contained in an
external packet which is entered from the same logic terminal;

in such a case that said request identification contained
in said conversion table implies a non-private address
communication, a set of said identification information of the
logic terminal and said source address is registered as a record
of said conversion table; said registration implies a
transmission permission with respect to a terminal having said
external source address; an external packet is reached from

a terminal via a user communication line to an access control
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apparatus;

when it is so detected that a request identification is
registered as a private address communication as said first
case into a record of said conversion table containing the
identification information of the logic terminal into which
sald external packet is inputted, and

when it is so detected that both the external source
address and the external destination address contained in said
external packet are registered as a record of said conversion
table,

said external packet is converted into said internal
packet by employing both the logic terminal identification
information and the internal destination address which are
acquired from said conversion table;

when it is so found out that said request identification
is registered as a non-private address communication as a
second case,

if the external source address contained in said external
packet is registered into the record of said conversion table,
then the transmission permission of the terminal having said
external source address can be confirmed, so that said external
packet is directly used as said internal packet;

said internal packet is transferred via said internal
communication line and said relay apparatus provided in said

integrated information communication system, and also is
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transferred via a logic terminal of an access control apparatus
installed on the reception side to another user communication
line so as to be thereby reached to another terminal and
when a packet filter employed in said access control
apparatus detects that the destination address contained in
said external packet corresponds to such an address which is
not opened outside network, said packet filter discards said

detected external packet.

3. An integrated information communication system as
claimed in Claim 1 wherein:

said external packet is transmitted/received between
said communication company management networks by employing
an address commonly used between said communication company
management networks;

when a packet filter of a boundary relay apparatus
detects that the destination address contained in said external
packet is located in a range of an address which is not opened
outside network, said packet filter discards said external
packet; and either encryption or a digital signature can bev
applied which can be agreed by said two communication companies

for said external packet to be transmitted/received.

4, An integrated information communication system,

wherein:
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an external packet reached to an access control apparatus
via an external communication line is converted into an
internal packet assigned with a simple header based on a
conversion table in said access control apparatus, wherein said
external packet includes an external source address and an
external destination address, said internal packet comprises
said simple header and said external packet, an said simple
header includes said internal destination address and
information section;

said internal packet is sent from a network node via relay
apparatus;

said internal destination address is referred at said
relay apparatus, is transferred in said integrated information
communication system and then reaches to another access control
apparatus;

said external packet is restored from said internal
packet and is transferred to an external communication line
of said integrated information communication system; and

only when a set of three addresses of an originating
internal address assigned at a logic terminal of a
communication line termination inputting said external packet,
an external destination address of said inputted external
packet and said external source address is registered as the
record in the conversion table of said input side access control

apparatus, said external packet is converted into said internal
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packet.

5. An integrated information communication system as
claimed in Claim 4, wherein said set is two addresses of said
originating internal address and a external destination

address in the inputted external packet.

6. An integrated information communication system as
claimed in Claim 4, wherein record of said conversion table
is two or more, group of said destination address is different
at respective records for an internal address assigned to logic
terminal of a communication line terminal and a transfer
destination of said internal packet is changeable by changing
an external a destination address inputting from said same

logic terminal.

7. An integrated information communication system as
claimed in Claim 4, wherein only when a result of logical
product of a destination address of said inputted external
packet and a destination address mark in record of said
conversion table coincides with a destination address in said
same record, said external packet is converted into said

internal packet.

8. An integrated information communication system as
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claimed in Claim 4, wherein said internal packet is a optical

frame.

9. An integrated information communication system as

claimed in Claim 2, wherein upper-grade protocol in said IP
packet 1s referred, and a priority degree of next stage of
internal packet reached at said access control apparatus frgp
inside of said internal information communication system is
selected by designating a record of said conversion table in

accordance with a type of said upper-grade protocol.

10. An integrated information communication system as

claimed in Claim 4, wherein upper-gréde protocol in said IP
packet is referred, and a priority degree of next stage of
internal packet reached at said access control apparatus from
inside of said internal information communication system is
selected by designating a record of said conversion table in

accordance with a type of said upper-grade protocol.

11. An integrated information communication system as
claimed in Claim 10, wherein when said upper-grade protocol
is TCP, said priority degree can be selected at every

upper-grade port numbers.

12. An integrated information communication system as
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claimed in Claim 10, wherein when said upper-grade protocol
is UDP, said priority degree can be selected at every

upper-grade port numbers.

13. An integrated information communication sjstem as

claimed in Claim 2, wherein upper-grade protocol in said IP
packet is referred, and a priority degree of next stage of
external packet reached at said access control apparatus from
outside of said internal information communication system is
selected by designating a record of said conversion table in

accordance with a type of said upper-grade protocol.

14. An integrated information communication system as

claimed in Claim 4, wherein upper-grade protocol in said IP
packet is referred, and a priority degree of next stage of
external packet reached at said access control apparatus from
outside of said internal information communication system is
selected by designating a record of salid conversion table in

accordance with a type of said upper-grade protocol.

15. An integrated information communication system as
claimed in Claim 14, wherein when said upper-grade protocol
is TCP, said priority degree can be selected at every

upper-grade port numbers.
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16. An integrated information communication system as
claimed in Claim 14, wherein when said upper-grade protocol
is UDP, said priority degree can be'selected at every

upper-grade port numbers.

17. An IP network, wherein said IP network has access control
apparatus, said access control apparatus includes a conversion
table which controls conversions from an external packet to
an internal packet and from the internal packet to the external
packet, said conversion table includes plural records, a

terminal address at a destination side is registered as an
external destination address item in the record, and only when
a destination address is non-private address, the internal
packet is transferred in said IP network by regarding the

external packet as the internal packet.

18. An IP network, wherein said IP network has access control
apparatus, said access control apparatus includes a conversion
table which controls conversions from an external packet to
an internal packet and from the internal packet to the external
packet, said conversion table includes plural records, and
transmitting permission of the internal packet is decided by
designating any one of source transmitting permission and

destination transmitting permission in the record.
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19. An IP network, wherein said IP network has access control
apparatus, said access control apparatus includes a conversion
table which controls conversions from an external packet to
an internal packet and from the internal packet to the external
packet, said conversion table includes plural records, and
receiving permission of the internal packet is decided by

designating source recelving permission in the record.

20. An IP network as claimed in Claim 18, wherein charging
of said IP network is carried out by designating any one of
the source transmitting permission and the destination

transmitting permission in the record.

21. An IP network as claimed in Claim 19, wherein charging
of said IP network is carried out by designating the source

receiving permission in the record.

22. An access control apparatus, wherein said access cqntrol
apparatus connects terminals each other via a communication
line and includes a conversion table which controls conversions
from an external packet to an internal packet and from the
internal packet to the external packet, said conversion table
includes plural records, transmitting permission of the

internal packet is decided by designating any one of source

transmitting permission and destination transmitting
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permission in the record, and/or receiving permission of the
internal packet is decided by designating source receiving

permission in the record.
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