Smart Road-toll-system FIELD OF THE INVENTION 5The present invention relates to road toll systems,
for implementing an automatic payment system for deducting road tolls based on the road sections used.
Further, the present invention relates to road pricing smatrt clients. The present invention particularly
relates to an improved road pricing smart client in an on-board equipment of a vehicle for a smart
road-toll-system witer B%Ur&ék%?%curity for 10and preserves privacy of sensitive data such as
travelling route and travelling speed. BACKGROUND OF THE INVENTION The integrated use of

telecommunicatio d inf [oH| ﬁg wn as telematics. Vehicle telematics systems may be used for
a number of purpgf%gaéﬁu%@%% iﬁg'}load 15tolls, pay-as-you-drive insurance, managing road
usage (idtelligent TiengpemaiiorBistecisds trackiht Aegstombiche lopéioeningaoweangigtolen vehicles,

providing a“&%&g{?gﬁt%?é'ﬂéir%n“&’élﬂ@gg00&8%8‘@6‘59&&"&%’@ M3k i@&f&ﬂ?ﬂg’%& senMiggSANGgsyehicle early

warning notification alert systems (car accident prevention such as e-Call or b-Call). Road tolling is
considered a§'{ARIAPSEIEHAAA3E RIHIAETTAERENST vehicle telematics. 20 Telematics is now beginning

to enter the consurpepeasRMEPRBIARrAcLRISE FvisRDaAarBIRsEd BaivieRMYRTAras Rric/ atheft
prevention, car regkdown assiitan e %?ti These marke(gﬂ]have been low in vollume so.far and are
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considered a@7RAY FMIREENPRE YENISh A SRRSH A O ey NEHEPISR ALK L 8RSY RS (Rltry has the
intentiofCo irtrddueserveaprtcdtinglasraitiobigatsughfesictioet oy uts prehirdvetir@Gp2ednwards. 25So far,
road tolling has been used for high way billing truck billing and billing for driving a car in a certain area
(e.g. London city). Toll plazas at which vehicles must stop are generally used, or else short range

communications S38feftzRAdNR AoHaEd NYBENAHBY a fund when a vehicle passes. The road tolling
functions requiredrif: fRe:giad sl WBtRPRAfCHIB e RRARATRS IRBAOR ROkiBMagiEucture and will

impose tolling for every mile driven. 30It |s envisaged that an on-board equipment (OBE) in the vehicle
(o, 3 cor O AP BTG PR RS RS A DL B o ] CRIFIRERally & globa
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such as mobliedelemMaR AR ta s 1 ARRLI S BLMIRIE COMIHER MBS, o enavle

information to be relayed to a centralized roa ing apparatus for use’in _
notification, location-driven driver information services and in-vehicle early warning

notification alert systems (car accident prevention such as e-Call or b-Call).
Road tolling is considered as the first likely large volume market for vehicle telematics.

20  Telematics is now beginning to enter the consumer car environment as a service box for
closed services such as e-Call, theft prevention, car breakdown assistance etc. These markets
have been low in volume so far and are considered as niche markets. The European Union
with The Netherlands as a leading country has the intention to introduce road tolling as an
obligatory function for every car from 2012 onwards.

25 So far, road tolling has been used for high way billing, truck billing and billing for
driving a car in a certain area (e.g. London city). Toll plazas at which vehicles must stop are
generally used, or else short range communications systems allow automatic debiting of a
fund when a vehicle passes. The road tolling functions required in the near future will impose
the requirement for less (or no) infrastructure and will impose tolling for every mile driven.

30 It is envisaged that an on-board equipment (OBE) in the vehicle (e.g. a car or truck or
the like) will employ the global positioning system (GPS) (more generally a global navigation
satellite system, GNSS) on-board and communicate via a mobile communication connection
such as mobile telephony network, e.g. the Global System for Mobile Communications
(GSM), to enable information to be relayed to a centralized road tolling apparatus for use in

35  determining a road toll due, or for other purposes.



35determining a road toll due, or for other purposes. The charging system in an automated road toll
system can be based on one or more of the distance travelled, the time, location, and vehicle
characteristics. The road tolling may apply to all vehicles or it may exclude certain classes of vehicle (for

example with foreign number plates). The cost can be calculated based on the path taken by the vehicle,
as reported 5 by @%‘Em&mﬁw e ByEEngisdheaniolifsiip APARRFFASEHREHTOELRE to establish

an intend-likeneqnnigeioravélidhee aag Rl hask-eatlsetvenekiRgslatienar appayatkg of the system.
There are two b sic types.of a mobile en déor moblIF agéaagr Hg} OBE and th@%o e will be described as
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the road olligg BRgk eI 4R BHECRRERBNJLIBARad (Al G IFTRLIAo IS HIBRG gy undertaking a

travel from "point A to point B" independent from a certain route or itinerary. It is very easy to maintain
driver prlvacyrﬁqrﬂﬁ's'wﬁﬂeﬁt@%‘ét%%@g @Htﬁgrﬁ?ﬁ&ﬁmlfﬁﬂﬁ&ﬁét@l&?@%%ﬁ@%@i@é figure 15(the
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data are not PSR f6RNSTRBHNKLINSTSEY RGN ihecpbEtBIIRTY BbiNEAfdnedRenah tilYt scenario has the

advantage thajnH@tRAMIY RN Paves RARcathbY iteIBEBdAwE g anFhiBpt-anlydéiategk-end server
needs to be updated w %}1 31 are 25updated. WO 2009/001303 Al discloses a road toll system
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3OSUMMAR&h9FriB-|EU§d '&Mﬁd\%ﬁ?{ﬂe OBE identity are communicated externally.

In the thin client scenario, the map matching and trip cost computation steps are
performed by an external server, hence endangering the privacy of the driver, either because
the data could be intercepted by a third party during transmission or because (in the worst
case) the external server could itself be part of governmental, e.g. law enforcement

20  authorities/agencies, or organizational monitoring of individuals’ travels. In the standard
solution for the thin client scenario, the drivers have no other choice than to trust that the
system is robust and that their data are not used for other purposes than the road tolling
application. The thin client scenario has the advantage that the computation power needed by
the OBE is lower, and that only the back-end server needs to be updated when maps are

25  updated.

WO 2009/001303 Al discloses a road toll system employing vehicle mounted
equipment having a satellite navigation receiver. The map matching and trip cost computation

steps are anonymously delegated by the on-board equipment to an external unit.

30 SUMMARY OF THE INVENTION
It is an object of the present invention to provide valuation of at least one characteristic
of usage of traffic infrastructure (in particular comprised of roads, railways, water ways, and
the like and/or gantries such as tunnels, bridges, ferries and the like as well as corresponding

services), while meeting the high privacy expectations of the individual users.



It is an object of the present invention to provide valuation of at least one characteristic of usage of traffic
infrastructure (in particular comprised of roads, railways, water ways, and the like and/or gantries such as
tunnels, bridges, ferries and the like as well as corresponding services), while meeting the high privacy

expectations of the individual users. In a first aspect of theEp_resent invention a method in a mobile entity
or mobile apparatlis?d4Saseanerf His-BEasel-ByaipiornaMeyme e ehilatAty ¥HAPAHEARREBSusage of

traffic infrastrascioucel 1t pAbSAHREGOREHRNACOBEIRE tRICkIAY 3 dndpaesapliedf AseRrainakficthe method
comprises pr_o%essingéin said mobhile el\%jparatus of posLtioni? presenting a route taken by the

: [ 5data r
mobile appaljg (RSN QUG TPRALRYRLLE ét&%%‘ﬂ%"s? ab@ f%o\f’ 1850t he of (a) re-sampling the positioning
data of the route, Aagotaingly eantediifid oofrpsisescbuvecssiey i(ishigenevdeagpbatndl of misgaioimg-sampled

positionig dafes ARFLLENFEIANAIAMAN SPIAMAUAR SHAAASFARg PUREIEfras ey fHacles can then

be transmitted to a corresponding stationary entity or stationary 10apparatus of the infrastructure toll

system.  SSERSAB#BASRAP BE(BERSAEAlIEHHRITERIHNS tHAQREIES94iR M IthEI R\ HIEESon of the

present inventipasig QoasikEe, Wik aihetiitpbliadry astagerempiahpasitislmg Matiiy(@nd-seaway. In the
case of applying the herein osed solution with railway traffic, it is possible for example to estimate the
cost for a roﬁé%éqi%%ﬁ%ﬂﬁﬁfﬁ%sﬁ’gigmeﬁﬁqﬁm}'ﬁ for 15individual (freight) railcars, and/or even for an
individual (freight)Ttemiaidles. cBimibeniheaatiguidedriteacatiesyaliingstedorailg ansityrotis&itionaries frequently

are mO\i%d i BBML'@%?%WQ&I‘U&W {Otnag%?ﬁl?/comotives and railroad ferry boats, estimation of cost for

the use of infrastructure and serwces%y an individual railway is facilitated by the herein proposed

solution. Accordingiigh Sigieectieydeoraatieady eatoyeeitay oat calf drsteraiditydbanalisalionctarries a
(rjnopile _entitytﬁﬁ_ @&&t inr\]@ﬁeémﬁfadlwog&lslfmml@tﬁatwmbiﬁh@gﬁc@@@s&% MW@J%@]&%@ built;:_n |
evice in a vehicle or a hardwaye or software component employing appropriate. periphery. of a vehicle's
fotaimment SRR BS54 (RO BBAEF AFEE PrORE SO B VI idr SEdits such as
GPS, A-GPS¢assistpld 6 RSinstedhedistaince trarestalissionasucti e Bigatoaith ardwi-for 25(especially in the
case of g railyay traffi j . in . .communication system
infrastrl%tureﬂ%ﬁ%ﬁ_%ﬁ@gﬁ‘-@%@%ﬁ%@g%ﬁ giﬁ'ﬂ%@?&éﬁé@éﬁ?g@%ﬁ% ﬁﬁ%%ngulation
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with different trains, locomotives and railroad ferry boats, estimation of cost for the use of

infrastructure and services by an individual railway is facilitated by the herein proposed

solution. Accordingly, either the locomotive or each (freight) railcar or (freight) container
20  carries a mobile entity or OBE.

Generally, the mobile entity which e.g. can be a hand-held device, a built-in device in a
vehicle or a hardware or software component employing appropriate periphery of a vehicle’s
infotainment system of the road user determines his/her position by using positioning systems
such as GPS, A-GPS (assisted GPS), short distance transmission such as Bluetooth or Wi-Fi

25  (especially in the case of a railway traffic) or the like and records these data over time. Also,
other communication system infrastructure such as Wi-Fi-hot-spots could be alternatively
employed e.g. by using triangulation algorithms.

In this context, it is worth to be noted that the mobile entity may be associated to a
particular vehicle using the infrastructure. Alternatively, the mobile entity may be associated

30 to a particular user of different vehicles. Then the user could carry the mobile entity or the
user, when using the infrastructure, is linked via a trusted element (TE), e.g. a smart card, with
a mobile entity installed as on-board-unit (OBU) in the vehicle. Thus, the OBU together with

the TE builds the OBE for valuation of the at least one characteristic of the usage of the traffic



particular vehicle using the infrastructure. Alternatively, the mobile entity may be associated 30to a
particular user of different vehicles. Then the user could carry the mobile entity or the user, when using
the infrastructure, is linked via a trusted element (TB), e.g. a smart card, with a mobile entity installed as
on-board-unit (OBU) in the vehicle. Thus, the OBU together with the TB builds the OBE for valuation of
the at least oNE ARG e SEeheT DisENgefRetrafitd b RpsteanbeussfuhEoLinstaneRiw Mirangement

would be parfigpebtusefidfounistiaasspavitiigental cars or even public transportation.  In order to
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distanceand; fae GoReRPRAdING R inadime PR shouid Dersalisifle tgiﬁ faypther party. Thus, the

present invention proposes as one step to re-sample the positioning data collected by a traffic
infrastructurd UESHHF&E¢IpobIReEHYitg Bt ERpblrxeliad HEiRes ane Hhe CanesPoRdnmEmMpIHneHE M ip, i.e. the

route or itinefapbdsHvANRINed/Rutidessahipefdpagy sampling points the distance between which may be
equidistant. In thisﬁconq%ction it is noted, that the term "triB" is used for undertakina travel from "point A
B! ‘ §

to point B" indepe 6’5‘?55”6éw§m'P8’&@%95ﬁ?r?§r%ﬂ§/.Ste 01‘?,3%?8!5’ errg(-)gﬁ%ﬂ EW?ay comprise
transforming dbiéegted ity aitngf fitabef rastontied @del Sssaic tanbidd yneidyisppatapointsdthemerdgahgositioning

data correspqpdi idistant points i : r i I en the route
ravelon oy Bn L e o B AN TR ey and
transmitted tO2HES $eafbHaIGE DREMPEMEhISIN RS G s iRE ol BYs i PINE GHRIbIldSERERY: fhabtife bundled (or
the 20route igrgliogd”)iansksvhrarrdrRkY SRaRR AURIHED (Mt IAGC BURRE ahHapcfRIiR KidtaY be re- arranged

or scrambled priqr to transmission to the stationary entity or mobile apparatus.
certain route or |t|nerary.

The step of re-sampling may comprise transforming the positioning data recorded at
15  substantially equidistant points in time into positioning data corresponding to equidistant
points in space.

In order to minimize correlation between the route travelled by an individual driver
corresponding to the positioning data obtained by the mobile entity and transmitted to the
stationary entity, the positioning data recorded in the mobile entity may be bundled (or the

20  route is “sliced”) and subsequently those bundles (or the “slices” of the route) may be re-
arranged or scrambled prior to transmission to the stationary entity or mobile apparatus.

The generation of an individual bundle from the re-sampled positioning data may
comprise analyzing said re-sampled positioning data with respect to districts defined by a
predetermined grid, in particular the districts being cells of a predetermined, standardized

25  virtual grid in a system of geographic coordinates, and creating the bundle as comprising
those re-sampled positioning data lying in the same district.

There are several possibilities for modifying the re-sampling step, which are described
independently of each other but actually can be applied simultaneously.

According to a first aspect, re-sampling may comprise mapping each positioning data

30  point to the nearest point of a common grid. This may be achieved by decreasing the accuracy
of the positioning data, for example the data of GPS fixes, thereby limiting the maximum
resolution to a predetermined value, for example to 1 or 2 meters. A simple implementation is
to cut the least significant digits of the positioning data. This results also in a better

compression of the positioning data since the unnecessary least significant bits are removed.



The generation of an individual bundle from the re-sampled positioning data may comprise analyzing said
re-sampled positioning data with respect to districts defined by a predetermined grid, in particular the
districts being cells of a predetermined, standardized 25virtual grid in a system of geographic coordinates,
and creating the bundle as comprising those re-sampled positioning data lying in the same district.
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cells. Accord Pdsgé%%&, ‘re-sampling algorithm does not use the original 15positioning data
sequence, e.g. sefcandiegfoGRErfixgxcteteivesainphngregeritpioyees positsertirgsystam, e.g. GPS

satelltegs a5y A 90 USREL oI JLgpich 4 Gbietnes! PRI feagkdter offset o each

positioning data In th original seque e |itter
positioning system, e.g. GPS satellites, as input but one derived from it which is obtained by

applying a constant jitter offset to each positioning data in the original sequence. The jitter
offset can be both in latitude and longitude, and/or positive and negative. Whenever the
mobile apparatus crosses the border of a cell or district, the apparatus terminates the slice of

20  the district or cell being left or exited, generates randomly a new jitter offset to be applied in
the new cell, and starts the generation of a new slice. In combination with the other aspects,
this means that the last position in the cell being left or exited was computed with the previous
jitter value, and that the first position of the cell being entered is computed with the new jitter
value. As a result, the last position of a slice and first position of the subsequent slice are

25  always aligned on the cell border (by construction ) but are in most case not overlapping each
other.

The correlation between such bundles can be comparatively high and thus recovery of
the original route of an individual driver is expected to be correspondingly easy, if transmitted
in a continuous or subsequent transmission. Thus, by scrambling or re-arranging the bundles

30 of a particular route may be transmitted not continuously or subsequently. The re-arranging of
the generated bundles may comprise at least one of: shuffling said bundles, and/or randomized
shifting of each of said bundles, in particular bundles of more than one particular route, with
respect to a time. Also, any other suitable randomizing scheme for changing the order of the

bundles is applicable. This results in that each bundle is arbitrarily or randomly delayed



offset can be both in latitude and longitude, and/or positive and negative Whenever the mobile apparatus
crosses the border of a cell or district, the apparatus terminates the slice of 20the district or cell being left
or exited, generates randomly a new jitter offset to be applied in the new cell, and starts the generation of
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usage of the traffic infrastructure takes place. 5Similar e timestamp contained in the positioning data

themselves dBetgtyanssdeptapde &/ B8/ ratthéne REAEATHA At Retoividual driver. Thus, any associated
time st?mg_ma_y be) mﬂé?gsﬁélﬂbmﬁd%iéﬁﬁﬁiﬁ\iﬁﬂﬁiii%éfﬁwm%%&ﬁ@ﬁ@@ﬂﬂﬂf}fbﬁ (@m_awl?by a more
general indication (e.q. the date, the week) on when the corresponding portion of the original route was
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positioning detdeofraps buhtike! ikagngénveaion esrsabliag tanasksobridoes, ddragradicter ikaeshviel dable to the

route, trig pog&ﬁ&%ﬁ@a@g}g&% Egcord‘r’ﬁt?gfé‘?ﬁw %s&ggén?%ﬂthe present invention a method in a

stationary entity ating a characte of usageof traffic infrastructure (in particular comprised of
roads, railways, wateereiagyy. srtompaarkecsindicss fentices UbHessiHintheIsitingestadiAdAand the like as
well as 15coiRBReRRHALBRI WARP paiEeRHE AR pIBlRstdDPEESRMNEMaccording the method

discussed herein above, (ii) matching by said stationary apparatus the information contained
in said bundles with a database containing information, in particular map information,

20  representing said traffic infrastructure, (iii) determining a partial route taken or a certain
position passed by said mobile apparatus, (iv) associating at least one predetermined route
criterion with said partial route or a certain position in said route, and (v) transmitting the at
least one predetermined route criterion to the mobile entity or apparatus.

The information contained in the received bundles representing a partial route the user

25  has been travelling can be matched with digital map material, e.g. stored in a corresponding
database such as servers associated with the stationary entity. Since the map material is not
necessarily present in the mobile entity or on-board-equipment (OBE), no such data have to
be updated over the air in the mobile entity, which significantly reduces necessary data traffic.
Furthermore, the matching operation causing need for comparatively high computing power

30  can be carried out on the stationary entity, lowering the need for high computing performance
in the mobile entity.

Thus, in the stationary entity a partial route i.e. a portion of the physical road the user
has travelled is determined and information on toll fees due for said partial route are

associated. Since not only the physical distance on a certain route is relevant for the produced



Accordingly, the method comprises the steps of (i) receiving positioning data from a mobile apparatus,
which positioning data processed by a method according the method discussed herein above, (ii)
matching by said stationary apparatus the information contained in said bundles with a database
containing information, in particular map information, 20representing said traffic infrastructure, (iii)
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transmitting the at least one predetermined route criterion to the mobile entity or apparatus. The
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produced c 05$I I I e | - ' everal
discour?lté fo?%%%?s%b@y a{g%ri% g)%l?s‘eH% ta q‘r%ag@é%g%?ﬁ? ?gg%ﬁﬁﬁ%ﬁﬁgﬁ%ﬁ%ﬁo\{g; IC soi{suation, a
certain physiBaff€etHEIBICEIR AD RaISH| #yr @ads asfSeUrsRdARGY BABEB LIRS MOGHE &) PRIFIIAIOf
parameters qf tfaRdm e PaRRNBHFISURE thelRManitiee is-tprhrslesbaibfihdRincnstihaspect of the

present invention a maobile entity or apparatus, which may be an on-board equipment (OBE), according to
claim 10 is p?g{??cﬁ%ta?‘ 0 %&%@f ly, the mobile apparatus comprises positioning means, in particular a
positioning unit, cAufiipcrsskttabstematogpaitiovithghd atamieattaffi suclirasOB& uneyuser in a mobile
apparatys; p Si gans, i pa i Iol g it i f 9] . 10steps (a) to (c)
of the n%ghogai&?pg%n&ggﬂé ggpalljr%atli%%éa%ﬁ%%?g g C %ra@&?@t@%@%ﬁsa@%@ﬁ tf;%?g%%%astructure, in

particular rosR¥§nesdLiaEdapslenaiais mithrig oA AHeINm syslae iy & dhanshtiie et d\figured to
transmit the ierbRREEAPOFHIANIRG, 4 JGhRRIAMRNOBEAAES A0SRk YAt ARgiscussed above in

connection Wlétlre]ntqgﬁt T(I)Eg,”\?vlﬁgﬁi%éiggg &qp%FmEné??é’okr’S in the SIM card in a mobile telephone or
such as the ones found in banking smart cards. The TE can be used to provide the security for
20  the positioning data and other data to be sent.

The mobile apparatus or mobile entity may employ satellite navigation means signals
such as GPS signals in order to determine its position. As explained in connection with the
corresponding method above, also other systems and methods both known now and which
may be discovered hereafter can be employed for determining the position of the mobile

25  apparatus.

The mobile apparatus may comprise storage means or a memory unit for storing the
obtained positioning data during a trip of the associated vehicle. Further, the storage means
may be used for storing the re-sampled positioning data. Furthermore, the storage means may
contain information on a virtual grid employed for bundling or slicing of the determined

30  positioning data. This information on how to re-sample and the determined positioning
information are not subject to frequent updates and can be essentially the same in every
mobile entity being part of the present system for valuating a characteristic of usage of traffic
infrastructure.



15 comprised of the on-board-unit (OBU) combined with a trusted element (TB). Because everyone will
have to participate in such a road pricing system, fraud should be prevented. As part of anti-fraud
measures, the equipment in the OBE may include a so-called Trusted Element (TB), which may be a chip

similar to one in the SIM card in a mobile telephone or such as the ones found in banking smart cards.
The TB can be usEf B FAE SR s BF RIHSOME PESASHIEG8AM8 RS0 thiEP8ata to be sent.  The

mobile appargaisapinapleils ety Baiempley Fotelifg RMigRHAR MeanssiIgHRIStRYebnasufaigS signals in
order to determine its position. As explained in connection with the corresponding method above, also
other systermEoMRE R B RRT AT OVACRAA (A IGH T 5 B R GE  HRT KR can be employed
for determiningnpa gysiidovofathecassbildikkShpgearanisyed imthendiwtbil ecappaestos meailecamprise storage
means of a ML HNHOrHIGLHRY the obtained positioning data during a trip of the associated vehicle.
Further, the storage means may be used for storing the re-sampled positioning data. Furthermore, the

storage means méyacsH@ihemrotimtinismobilecariyrig BPRRBYBEGSe BakafiadBI08all kg \dsahe

determined 3thrasHiepiigistaéaery HiarosruRiacion sane lpdsisammeorrédhadetasmiged positioning
information are not subject to frequent lﬁ%dat S aﬁd can be esseﬁtial the sahrrl]:g in every mobile entity

I
being part of%’@%’(begé%%' ePﬁ‘%SPV& Y 'S S HA ANYERSERORRYDE Y 107 (PRI ARPAGITNAL. The
mobile entitytfelpitogded @y sdpatatd tte praedessirng imepfisedlycingd Isthigléhpregremmnaleieapotheessor or
distrib . . Qi ) ) mobil it
accordity o L B T opioved in

handheld cofpRREE B MEBIDHA R aEsioes daRustas Aielihe! Thed e rtan erBoHIRId fRe mobile

entity is implgragiiesh apdant of sohaodifiddaviganidibiscAnSORRisR RYRafaafbignnsgdunction of the
mobile entity or it can use data and components already present in the vehicle. In another embodiment,

the mobile aﬁ}ﬂ%{?ﬁfus may be provided as a separate device (control unit) fixedly installed in the vehicle.
In yet another 10 bryboatiotentasfdttiehicbie@ppareninnracttiohine algvinafeatarefomay be implemented

! ! diafintficap tiohheaciovantio imp
another Somba et LRl o B e S Rl ) SR e o, i yer

another aspdétlopyievynteswaysndchtisrike staiohaaytdenryclorsduiinslernridgesslpalicatng Bechiacteristic of

usage of tfafﬁ§m'l%§téﬁﬁﬁéffér{HI'n@%Qﬂﬂé@§,%@Eﬁﬂﬁﬁg%@a{m@@?i{ piwayed water ways, and the like and/or
gantries such as tunne(ljs, bridges, ferries and the like as well as c;orresg)ondingg1 services), according to
claim 11 is preserﬁg‘bo.r ingly, the stationary apparatus comprises receiving means, in particular a

receiver unit, configured to receive positioning data sent by a mobile apparatus as discussed
20  above, processing means, in particular a processor unit, configured to execute the steps (ii) to
(iv) of the method in a stationary apparatus for valuating a characteristic of usage of traffic
infrastructure (in particular comprised of roads, railways, water ways, and the like and/or
gantries such as tunnels, bridges, ferries and the like as well as corresponding services), and
transmitting means, in particular a transmitter unit, configured to transmit the at least one
25  predetermined route criterion to said mobile apparatus.
In a certain embodiment, the stationary apparatus is a Toll Service proxy (TS proxy).
The stationary entity or apparatus comprises at least one processor and/or is capable of
employing distributed processing means to perform the steps of the above-defined method.
The stationary apparatus further comprises storage means wherein at least geographical data
30  such as map information or other material for the relevant area, e.g. The Netherlands, as well
as tariff (toll fee) information for the traffic infrastructure comprised in the stored maps is
defined. Hosting the geographical data and the tariff information is widely centralized and
thus data logistics and data traffic do not pose severe problems when updating the

corresponding databases. Yet further, the stationary apparatus is provided with



Accordingly, the stationary apparatus comprises receiving means, in particular a receiver unit, configured
to receive positioning data sent by a mobile apparatus as discussed 20above, processing means, in
particular a processor unit, configured to execute the steps (ii) to (iv) of the method in a stationary
apparatus for valuating a characteristic of usage of traffic infrastructure (in particular comprised of roads,
railways, wateFHCH I fIaaEnafl SPHANNIE SN dRIEEENH 8IS0 HiftdgEENsbrfiedeind the like as well as
corresponding sea\itefloRRRanSIN HEIHRCB e tbRRGIEMIRIoRHRARSTIALIES b Bl teORRBHEEd to transmit
the at least one. 25 termined route criterion.to said mapij r I rtain embodiment, the
stationary ap%ﬁ\%f?ﬁg %Si li %F\'/‘?E%CBFBWQLF%“B'P&%E as %%ﬁ%?ﬁ%r&@*g aé}‘.}{;)og?g%s comprises at
least one prozEBsonakian 1dayadiienal dengbikopiregediseridaditesd processing means to perform the steps of
e o i M mabif: Sponacu AR Gl B i Gh SVIRRR Bl Qe MR U REIn 2t oo

geographical data 30such as map information or other material for the relevant area, e.g. T
Netherlands 2atRaleastiaafrigeIr rRidyaHte infEsE OGNS Rt iriTPaSIRNISAdref sefpriadlarSihe stored

maps is definggdetiastingntheopecirnbicahdaasanddhednt mfegaationdsanidainicent dlired and thus

data logistics and data traffic do not pose severe problems when updating the corresponding databases.
Yet further, tH&"'StA0 %SSB’b%q%tus is provided with communication capability and communication
interface, e.g. to tfkeintemdunicativarbetmeanuthecaitoon ane apysyr@&nglanthin¢meokiby dppacann eatdisle to and

contactgple l&ér’rﬂ&u‘i’éﬁ@ﬂ&‘%ﬁéﬂgé ieﬂg%wgfs{ﬁsa Fé‘&(EjPEMiHﬁ ti%?ﬁ%%%ﬁ SohmotdS: GPRS, UMTS

and others both now known and which may iIscovered hereafter. 5 , the mobile apparatus and the

stationary apBafR|sAhEifd vpely eyt g RIWRHiRgHesh HraetelinttieebressHle YAHPARTY infrastructure (in

particular corpprfges ahaaps mdaasra@taniyaysnandiog ik arpoiproget igtmyeh as tunnels, bridges,
ferries and the like as well as i%rresp ndiné; services), The commun"cati n betw%en the stationary

apparatus arlOt RSB Ap% AT ERrBE YR dofihURad et HoSP HREE IR RIS BXER, at least
partially, conmprisecn peeniyrpean S ethari) elsiag dioer ansbiecppactidingreleywior kiaa df essroaiislation
betweeﬁ]Stheasé ir(aﬂg_ry apparatus and the mobile apparatus, and/or a network with an onion router, and/or
an intermediate mix and forward proxy using user datagram protocol packets with forged source IP,
and/or a peer-to-peer network, using other mobile apparatus to relay the data of an mobile 15apparatus.

DETAILED DESGhHtRP AIDRO@EIEHIANGRNIRGNE INVENTION
The present invention is further elucidated by the following figures and examples, which
are not intended to limit the scope of the invention. The person skilled in the art will

20  understand that various embodiments may be combined.

BRIEF DESCRIPTION OF THE DRAWINGS
These and other aspects of the invention will be apparent from and elucidated with

reference to the embodiment described hereinafter. In the following drawings

25 Fig. 1 shows a scheme of a process of the road pricing,
Fig. 2 shows a scheme of the smart client process according to the present
invention,

Figs. 3A, 3B show a visualization of the equidistant re-sampling method,

Fig. 4 shows a detail scheme of the transmission process from OBE to TS
30 Proxy,
Fig. 5 shows an example of sliced route according to the virtual grid,
Fig. 6 shows a schematic example of transmission of data bundles to the TS
Proxy,



The present invention is further elucidated by the following figures and examples, which are not intended
to limit the scope of the invention. The person skilled in the art will 20 understand that various
embodiments may be combined. BRIEF DESCRIPTION OF THE DRAWINGS These and other
aspects of the invention will be apparent from and elucidated with reference to the embodiment described
hereinafter. In theM8lidwing drafRGSEPEH. tisRBssi e ehunhp Be £ BFortd DPERE 1ad bricing, Fig.
2shows a scheme of the smart glighymsasersnaecording to the present invention, Figs. 3A, 3Bshow a
visualization of théiea#idistant re-sam Iin% method, Fi .4ShOWSfde¢ ILscheme of the transmission

f

process from OB S 30ProRy° i %CQ o8 éﬂa:@(g R e according to the virtual grid,
Fig. 6shows a schagétic exampleoos radsmssionadi datpdnentes dctéhierdy Bratyanérig. 7represents the

transmisgion bet"‘#?g? 108 GBE %M%mﬁ%yo\éiﬁaana%%xm%é ifnannehisig @ @ feheme of main

components of an OBE Fig. 9shows a scheme of main components of a stationary entity and
Invention.

DETAILED DESCRIPTION OF CERTAIN EMBODIMENTS
Fig. 1 shows the general client process of toll-fee estimation from a high-level

10  perspective in four sub-processes. The toll-fee estimation process is explained on the basis of
GPS employed for positioning of a car as vehicle using a traffic infrastructure comprising
roads.

Starting from 1, step 2 represents the step of GPS data reception. During this process,
the client collects the GPS data corresponding to the tolled vehicle. The output of this process

15 can be seen as a sequence of so-called GPS “fixes” comprised of positioning data and an
associated timestamp. These GPS fixes describe the movement of the vehicle. Box 11
represents the processes performed by the “thin” on-board equipment (OBE). An example of
such GPS fixes is set out in Fig. 10A, which is an example of output generated by a GPS data
reception process.

20 In step 3, the map or zone “matching” operation is performed, meaning the collected
GPS data are then matched on a digital map of roads or zones. Due to biases, like obstacles or
noises, the position of the vehicle reported by the GPS data may not always locate precisely
on the road network as recorded on digital maps. Without correction these biases can lead to
inaccuracies that eventually could lead to incorrect fee calculation. The map matching process

25  circumvents this problem by matching the GPS data to a map of roads, basically finding the
roads that are fitting best the reported locations. The output of this process is a sequence of
road identifiers (and timestamps) corresponding to the roads traversed by the vehicle.

In some scheme the toll is not based on the roads that were taken by the vehicle but
instead on the geographical zones that the vehicle traversed. For instance a zone may

30  correspond to the area of a city, or to an urban center. Zones can also be used to implement
virtual “gantries”, i.e. tolled road portals such as a toll bridge. In that case the toll is due when
the vehicle crosses the gantry. The “fat” OBE (indicated by box 12) is capable of performing
the steps 2 and 3.

10



5Figs. 10A-Gshow examples of tabular data for use in calculations according to the invention. DETAILED
DESCRIPTION OF CERTAIN EMBODIMENTS Fig. 1 shows the general client process of toll-fee
estimation from a high-level 10perspective in four sub-processes. The toll-fee estimation process is
explained on the basis of GPS employed for positioning of a car as vehicle using a traffic infrastructure

comprising roads SteP<k55RREEHS e radikhod thegrade s tRiEIstEsh Brediedon &t trireliisemeiaing this
ggocessé the @I'wmmcrﬁdb@@sf‘aalga&?&@g%ﬁsw@mf ' Mdht%}ﬂﬂ?%}#ﬁbi%?kﬁdi\ﬁe?ﬁﬁﬂ#t\%hihis processd
can be seen as a sequence of so-calle ,"fixes" comprise ositionin ta and an associate
timestamp, THESS GAE ROEEE R HIEVaTRE S PR A DRSS BB AT PSR s the processes
per_forr_ned b)phhecmiatlcmmfdbawrmmiptndeiner(é)ﬁﬂ)th@w@kbidmisI@@h%dﬁn@l%Stﬁe(dé\isréeaout in Fig. 10A,
which is gn eaﬁ%HBt?np%Fs%HFBHH)%?HﬁFﬁB‘Bﬂi_%gﬂ%ﬁﬁ%ﬁ%. .Fﬁﬂ@'?/@h'ﬂf@‘???ig&{ﬁ'iﬁg&ﬁo the map or zone

"matching" operation Is performed, meaning the collected GPS data are then'matched on a digital map of
roads or zonEXIUEREAFH HIRSEE NS s B HR ABIe ¥V ith & PYISKIRPEF MR Hidhe VepIsHEd by the GPS

data may noijadwapiasateuBIRGISAEN (HE readt-asiwRIe Riaiesorded on digital maps. Without correction

these biases can |ead to inaccuracies that eventyally could lead {o incorrect fee calculation. The map

matching process I e EHITOIR L fERBBIENFBY SFLEAIRG L AL B e85 R TBAEY basicaly

findin_g the_ _rdadBethm{'ams fiteng, besmmiedwh{abtééeaaii@gsegéltmi ()iLHmulrmﬁeUismmg_e‘ss azertsgyuence of

road idapifieys, (A0 UmeImRM GTFRRRREH BRI RAoRAUS URVRISEILRY okl lnseqn some scheme
ont st icle

the toll Is notﬁbase e roa at were taken by the ve ut instead on the geographical zones

that the vehiGRME RIeFEEMINSH A& R R0 ARIARhOSIP o PIR9s RS AP0 %RBG therrepgrtest t® an urban

e, I T Bt by b
ridge. In case the toll is due when the vehjcle cross antry. The "fat" indicate (o)'¢
12y o camab Y T AT e A I edetmec ] e BR e VALESAr e DB B i wihach atep
the _fee for thmﬁpfdg@ewddiﬁesisiaxign%temﬁ fﬁlaeigaetmmwﬂyqielpfeat‘astmnsrhimymetbé roatls, the number
of kilomaters dhiyen, e Aliaul ANGPRSLYSRIFIe. 1\ fAlagRERAGISEAY 4128 depgRGson personal

characteristics ot the vehicle or driver e.g. If the vehicle is an a r the driver is a 5disabled

person, and/Br8 thibhiMalyaRethénhtederkifesyapie ol RIKRAGHIDeaar o flarasskfic in other
network or oRdRtRraEiINWHOheEARSRA bMeanRH thenehiciRscrRMiNatRpURMRY AMtransport (e.g.

park-and- g(;algtgetl%?'instance, that the declaration should contain the minimum information that will
appear on toll invoices.

20 As mentioned above, a so-called super-fat OBE is capable of performing all steps 2 to 5,
however the related requirements in terms of license fees associated with digital maps,
hardware complexity, processing power and data traffic updating so far complicates entry of
such a device into the market.

Fig. 2 depicts the method for valuating a characteristic of usage of traffic infrastructure

25  according to the herein proposed solution, a “smart client”. Steps 1 (“start”), step 2 (“GPS
Data Reception”), step 3 (“Map Matching”) and step 5 (“Aggregation and Declaration”) have
been explained in connection with Fig. 1, thus further discussion of these steps is omitted in
connection with Fig. 2.

In step 21, the step of “re-sampling” of the positioning data, i.e. the obtained sequence

30  of GPS fixes during a trip, is transformed into an equivalent one in order to remove individual
properties from the positioning data sequence. The effect of this process is depicted in Figs.
3A and 3B.

Fig. 3A depicts an example of positioning data (e.g. GPS fixes) distribution on the route

or itinerary of the vehicle. Due to varying speeds of the vehicle carrying the OBE the obtained

11



Step 5 represents the aggregation and declaration of individual fees. The fees computed in the previous
step 4, i.e. the individual fees are aggregated (i.e. summed up) e.g. for a certain 10 period of time, a
maximum amount of driven kilometers, and/or when the vehicle crosses some predetermined point, a
gantry, and/or border of a geographic zone and then reported to the driver/vehicle owner for payment.

The length oPBESRIdhe patidiapegicdiasaeansraishiviay. BngsdrERNRY OEKAB reRtteNthis predefined
periﬂg has el@@mstgﬂﬁmt?ém@é&hdmemr%p@hfm@ tﬂﬁ@@ﬂf@ﬂ&iﬂ@ﬁfﬁﬁﬁeﬁgéi%\%ﬂ,i@%&? sr:gnature and
total fee is transmitted to the road 15pricing back-end system..In other words, at the end of the
oregntion BB 4B LHUENE T ERUEHR T e VAo o0 (R e S RS mch must b
paid for the gldpa®d period, along with other information as required by the tolling scheme or regulations.

This could be for ipsianee, g?@&ﬁ'&@ HERUANAR Jroui, r%iﬂ;ﬂ?&lmgﬁgélf%ﬂ%%ﬁ%%mﬁt will appear on

toll invoices. 20As mentioned above, a so-called super-fat OBE Is capable of performing all steps 2 to 5,

however the W8 865L8G O &P ERE iAstEiNd o fiée RSetheddnssy didtsepirS iR RV AP Watdware
complexity, prQaessRtRAWRIGPIhEaR JrflisduntaiaosadameoneMitpiessRiliy grevathgaevice into the

market. Fig. 2 depicts the % Oéj for valuating a characteristic of usage of traffic infrastructure
ancoording e HERER PLigh o Betr SO RO A A SR b TREED T GBS (pS Data
Receptiqn"), w@(t‘MapeMamdhmng)_ealam§mp05i@mgghb@ﬁh{mammpfh«mime"r)d}mwm@ explained in
connecygn V‘f@'ﬂq’ﬁe‘%oi‘at%ﬁ‘t’ﬁ)ﬁlﬂEtﬁ%@ﬁﬁ%ﬁé%Hfaméét‘?eﬁéﬁ.pﬁg%%gig%@u%ﬂ’?é‘-?&r’r\ [igVith Fig. 2. In step

21, the step of re-sampling™ of the positioning-data, i.e. the obtained sequence 300f GPS fixes during a
trip, is transfoRFiEANREaR EfghatbitdaclfPorder to remove individual properties from the positioning

data sequence. TigieHegIHSRICLSTS jerRemisiey ReTir AR S3 At thdardh deRicispan example of
positioning data (e.g. GPS flxesi dl.sa(lnb_utlonlon the route or jtinerary of the vehlclge D eég yarying speeds
of the vehicléhga %e{ﬁ%ss”@ ETSET eB(gml@aéﬁﬁglﬁ Qt‘% ét(ﬁ'étgeg?éa}‘? r[?)ég!ﬁi Stant. Since the

positiqning d BimarBpcestbot ﬂxmmignﬁwtsf\.mg ﬁmimea@nmmﬁmmmsmmwm ﬁtemistaﬁepsdad) sast average
ravelling, spagdl SRS RTRIOTRAN A RRERAIIBETREGASTAC IR Regafively plfects the
traveler's privacy. 5In order to preclude the possibility of deriving the travelling speed of the vehicle from

the data sentlisatise oBEeRisHommfik 3¢ teHatpd arsarmpdSive \Whansied thssisapcs reettist equidistant
sampling poigdmarRevigidesinRpHIe X ¢t RapsiSihdbaenRIRtesARmaemience of GPS

fixes t_hat corresEoB is to gggﬁlﬁa@g éoute or itinerary as th%_(s)ar;%iﬁ]gg ﬁggHSt Ceel'a {\élscgrrgps\é%r,lgrée timestamp
associated with'BAH 7 EGHRSH AR B L s drKe P P
fix is equal to the threshold value (i.e. 50 meters in this example), and such that the new re-
20  sampled fix is located on a straight line joining the latest received GPS fix and the re-sampled
fix generated previously. If the predefined threshold value used in all OBEs in the system is
the same, there is no information added to the fixes that could boost correlation between or
individuality of fixes, resulting in a higher privacy level for the driver. Finally, the OBE
computes the timestamp of the re-sampled fix by linear interpolation between the timestamp
25  of the latest received fix and the timestamp of the fix received previously. The thus generated
fix becomes then the new latest re-sampled fix. This operation is repeated until the end of the
trip. Accordingly, the latest re-sampled fix is equal to the latest GPS fix that the OBE
received.
Also, there are other re-sampling methods that can be considered.
30 For instance, using spline interpolation (i.e. finding the sequence of spline curves that
best match the sequence of positioning data, e.g. the GPS fixes).
Another re-sampling method may be based on the concept that the new re-sampled

sequence of positioning data points is the same as the original sequence but discarding as

12



10 is interpolated from the ones in the original sequence. An example of such re-sampled positioning data
is set out in Fig. 10B.  This re-sampling process is performed by the following steps: At the start of a
new trip, the OBE generates an initial re-sampled fix that is equal to the first fix generated by the GPS
Data Reception process. This very first re-sampled fix in the following step is referred to as 15 the latest

re-sampled flRADHRMHNSAEMIRHRIYFEEE HridrRedisenesPebrssTrisach ebrlsatdedtreiHiardite between this

GPS fix and Hag lateshrg:6pampie Bdiyw\Womenevasfinig disianne. exceeds some predefined threshold value
(for instance 50 meters), the C’iél?E Williﬁnerate a new re- amz’ged fix such t%?t the distance between the

new re-sampled f I%% FhROPRRE P %‘?e’a'?s?]% Q&u”é‘? %‘ fhPE81B1E UK érs(ﬁ.sé?% &ters in this
example), arsdrsplimgthvetttbe manbeexp Rahnphddcfixrandturate the poai soranghtaia eepodatgpthe latest received

GPS fix gnd E'i]BsfﬁiﬁéﬁéQ%tﬁgdf@ia%‘? GrALSH thrF{%"umH%Xsiifo%ﬁﬁ&%ﬁﬂ@%&*ﬂ%ﬁiﬁ‘@@ri(tf'i‘é‘(i)kfrt‘aH?e‘j in all OBEs in

the system is the sam re Is no information added to the fixes that could boo relation between or
individuality GPfieY) ¥eaeiiHgh 18 WRyFeTaptletserperesy PRSIHAVEE MRt OB eeiipdtes the
timestamp ofydigine-faiptasstix i liReaignatarralatiprdnineandd HnariampRbaidhelatest received fix

d the ti t f the fi ived iously. The th ted fix b t th latest
re-sampled AEIG ST RIS BRI s IV heeSFITBY ERIS Abeiskis e Bst re-sampled fx is
equa] to the Immsv@mﬁysumdﬁhmmﬁor@mvwivﬁtso,_cdmeg'rmother re-sampling m_ethods that can be
considefgd. 30F%H’é?é%’?&?e\)é?zmo%aBﬂﬁi&ﬂﬂ@@ﬁ@ﬁ-ﬁnef}E‘-‘éér[]ﬁg? [ SEPURRES AbsRUpg,EYrves that best

match the sequence of positioning data, e.g. the Xes). Ar Jle re-samp mg@method may be based
on the concelttfisdotouw hewhe-Bassiplemediiatiens aresissritsthi R oYLl ae dBhEUWs the original

sequence bujdisngreingappianimataieaspossible and such that the distance between each of
discarded point and_the new re-é%m Iedlfath IS below some.gredefined thresho(ljgd. Also it is possible to

combine re-sampﬁhﬂr?ﬁg’ﬁ%'aé? TR ecgcwrgcmg{ g{‘aeﬁoﬁﬂté Hér-]géirﬂﬁ'lihpg %eeﬁf f%%?y'Be applied, in
which transfamies théipashteonaxindamaemdatide tbdbSswogikntiall9 watedistantyauitinmthiedeasito positioning

data cogrespRing:iR (ggHédd?Eﬂé‘f&QiBﬁ?imo?%%%nwﬁi’&iniéh%‘?H@%R!?‘Fh%%%&&%%r?[aﬁé’smo”i“9 data

points as many points _ o _
hand is to allow better compression of the positioning data by removing unnecessary least

significant bits. On the other hand, the likelihood can be increased that two vehicles taking the
same roads will have overlapping coordinates; in other words, this results in that each
positioning data point is mapped to the nearest point of a common grid.

20 A second way is to reset and restart the re-sampling algorithm each time the vehicle
crosses the border of a cell, i.e. a predefined district, as if the vehicle started a new trip right at
the cell border. The effect of this operation depends on the re-sampling algorithm, but
typically this means that (1) a fix is always generated at the intersection of the cell border and
the vehicle path, and fed to re-sampling algorithm as the last fix in the cell being exited, and

25  that (2) the new fix is used as the new initial position of the vehicle when the re-sampling
algorithm restarts, and so is also the first fix for the respective slice in the district or cell.

The second (2) step avoids that the TS Proxy uses the fact that the distance between two
GPS fixes is constant to correlate slices of a particular route in neighboring cells.
A third way is, that the re-sampling algorithm does not use the original positioning data,

30 i.e. GPS fix sequence received from the satellites as input but one derived from it which is
obtained by applying a constant GPS jitter offset to each fix in the original sequence. The
jitter offset can be both in latitude and longitude, and/or positive and negative. Whenever the
vehicle crosses the border of a cell or district, the OBE closes the slice of the cell being exited,

generates randomly a new GPS jitter offset to apply in the new cell, and starts the generation
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possible may be discarded as long as the distance between each discarded point and the resulting new
re-sampled path is below a predefined threshold in order to achieve both removal of any speed
information and maximum compression. 10There are several possibilities for modifying the re-sampling
step, which are described in the following. The possible modifications are described independently of

each other bt aeauaRceal? BRTAPRARD YiHUIBSREB(IRW SEAtReY vildly TRep bRt E&rdastiE aédifacy of the
positigning d@éﬁﬁeﬁwg’@ﬁit@cﬂﬁaﬁﬁmpm@rﬂﬂh't?drilﬂ’éll/tb& rprte@fi?aum, ERgQHatianR m‘gn)eesﬁmuot@ls rlfor 2 rr]neters,
e.g., by cutting.the least 15significant digits of the location information contained in.the GPS fix. The
pitose on QTARERE R SR BTN LR (RATEn 1 DS TMING Ba  TeTAAETRbcssary
least significdixt dfitexCaticherethernysaatignedetiktiedibelbbocder by tonastaniHatt moivemelesstaking the same
roads wilj haﬁ‘&t%‘é‘e’(l'%lb‘?ﬁ’d%éiﬁ%oéﬂié}?teS; in other words, this results in that each positioning data point is

{

mapped to the nearest point of a common grid. 20A second way is to reset and restart the re-sampling
algorithm each tinféfiENEeTd X Fdgsb e PerkiEeR L3 Hdlle inetaog eanerrien of ety a¥edthe vehicle

STarte_OL a ng%ﬁéﬂdﬂgﬁmﬂgg@@ pﬁﬂd@ﬁ?]@élethairh@f{@ﬁﬁs?d)fribiﬁmmﬂmﬂmrﬁﬁQ%}ﬁlﬁdcmgt@ re-?ahmplir}?b |
algorithm, but typically this means that (1) a fix is always generated at intersection of the cell border
i the venicle bl GRS R Vo SLAAue P hguEra oML b1 AR bR SR ek, and 25that
(2) the new fparsitisetica®teohewehiitiaiposlites. dhthlecathictiatavbierathénrivghualslicg ialgotithm restarts,
and so is,alse, g fitah iy (5D SE3REPLYR GG Hoe sstHist £ 6elirs pIie ferauhiRk sipRAvoids that
the TS Proxy qsgs t[??e cht tlihat t%% distance between two GPS fixes Is Eon tant to correlate slices of a
particular rostéchs PRIRMELB thfsedRyehi¢hird heERjaks, thadretinsaliinsifty Brgastarubeshitssuse the

original positiagjna eaiR et eifchiissaauenctheerpiver il gicatplitagas iperokdt one derived
from it which is o@ '

ained by applying a constant GPS jitter offset tg each fix in the original sequence. The
iter offsct CHHS o HAAURKE N (G RGOSRV HOLB AL ALY G veniclo
crosses the lrardefraodlimecadlior o stedtia fiadBES oto sex bae slivdtiaf hbbaelldeeigglesateth géherates
randomig ang &?%jﬂ%e&gﬁa%gq:&%lysm‘;he new cell, and starts the generation of a new slice. In
t

combination with the previous strategy, this means that the last fix of the cell being exited was computed
with the previous faet S0ié [aRGhAAR iR Fik<t FAdTighe CRTIEBRIRES &7\ ABr PRy Bdielh i Qlith the new jitter
value. As a rgghiie i degbdixiha olite and first fix of next slice are always aligned on the cell border (by

construction) but are in most case 5not overlapping each other.  Referring back to Fig. 2, in the next
ctep 25 of the me RO U TER RN MGERare SR A S HGHHR T Toedhbed in

connection wdtjdrégeBsambefeidgi.and size of the cells of the virtual grid may be derived by means of the
20  GPS coordinates such that there is no need for a digital calculated grid. For instance, one cell
may correspond to a 1 arc-minute square in the GPS coordinates, i.e. approx. a 1.8 km wide
square). Accordingly, a slice corresponds to the segment of the route of a vehicle that is fully
contained in a cell (e.g. in Fig. 5, slice 1 in cell 31 is the segment of the route from (a) to (b),
slice 2 in cell 32 is the segment of the route from (b) to (c), slice 3 in cell 22 is the segment of
25  the route from (c) to (d), and so on, slice 6 in cell 14 is the segment of the route from (f) to
(9)). Each time a vehicle e.g. travelling itinerary N3, which is depicted as dashed line in Fig.
5, crosses the border of a cell (i.e. in our example each time the minute part of the latitude or
longitude changes), the OBE closes the current slice and starts generating a new one.
The OBE generates a new anonymized location bundle for each slice of the route. Each
30  bundle contains an optional random ID field, a sequence of GPS location data corresponding
to latitudinal and longitudinal position, and an optional time period field. An example of an
anonymized location bundle is set out in Fig. 10C.
The time period field indicates the period during which the slice was collected. As

already said this time period cannot be used by the TS proxy to determine accurately the time
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The main principle behind the sub-process shown in Fig. 5 and Fig. 6 is to slice or partition the route of a
vehicle into slices. The location data of each individual slice is sent 10 independently to the TS proxy such
that it is not possible for the TS proxy to trace back which slices belong to the same vehicle. Therefore,
the data transmitted for two neighboring slices may be such that the correlation between the two
neighboring §fitd4cis the \QBiste iyes i UBE LIRS TS TRy P b it et is Saphi 2tl]s. Otherwise the
value of the v&aiREIBsRITRESEREA Slicmappiddpiterd te ind ihechine hal hap@riyAtiaicyRiocity being

it of the forr‘ger slice. EacE slice 1 to 6 shown |n Fi% 5 and Fig. 6

| id 15v i h f
Comesponda TS L oars oL o DE AT AR G SIER L dS AR eCe STt BTN ETE ate thoce

bundles_ or sI@Bedkmi@QEl@pblbé&nwWiumiIg[jwaﬂrympsm}s ohf ﬁ@masxioulm.d'e'hg tbﬁgimia_mdsstte of the cells
of the virual ey maifie-eier e BERNS ALibRPAGRIoRIURRIER SUERNADEIRIS no need for a

digital calculated grid. For instance, one cell may correspond to a 1 arc-minuteé square in the GPS

coordinates, NENsslinanigkivestige isdiryresethis CoFHIRNYG RPNERKIREN BRI SRR TIENtHB® egment of the

route of a veiglethalrife iy reatrinedhine felh @re Ukdndy slisealyirerliBhisiie srgment of the route
from (a) to (b), in&ne itjin cell 32 is the segment of the route from (b) to (c), slice 3 in cell 22 is the segment

of 25the routBd Vf %o (d), and so on, slice 6 in cell 14 is the segment of the route from (f) to (g)). Each
time a vehicle e.gThexaaliong (inkekrgoNGjnyhicindsrdeplotaytesatashethdi QB H Figs beldrssses the border of

a cell (I in ﬁéﬁe?@é@”]Plﬁe%BrH@%@?d@ﬂ'&éﬁﬁ/ ﬂﬂﬁﬁ@‘i&&%‘%%‘ﬂ% %ﬁi‘t‘?@&ﬁg&?‘?ﬁﬂﬂé"é@e Cf OBE closes
the current slice and starts generating a new one. The OBE generates a new anonymized location bundle
for each slicé@fighe FdUH! reisrdeteinidy EsPRRIRisBIsaatEr enweariD srirasrerERgEnce of GPS
location datacgemrarRGNEHEe I Ridkdinal and longitudinal position, and an optional time period field. An

le of ' location bundle is set out in Fig. 10C. The tj iod field indicates th
Boriod during whi R SIEENAL B A& A Ay LRIV 1 BLHUULGhdLES Used by the TS
proxy to Qeteamlqeirg;:mram;ftetmp,timetr&tImdain'xbnwmmietpmaisgatosmmtgwmd@s@oemﬁbémurpose of
this fieldds t"tr%“ﬁéfséﬁf%ﬁt@r 6@@48?}%%8%91%}]?‘68&%ﬁﬂ&_ﬁﬂd%MeWS%B?i‘a}#:Bﬁﬂd'FeE APHINGLBENRHE may

update dynamicall specifications. The time period can be chosen as ldrge as necessary to

achieve the deSHEEEFERIRRIOHHBIER [eRANaY0aNodesse Hu ¢ ihBravaxierhSoe Ry tRat is imposed

Sby the tolling xR peifdde PBie D@ﬁf@Fé“ﬂiGhﬂg‘iﬁ@'@éﬂ%iﬁﬂsiﬁﬁ'\é%E@%%@|&@JH@rtHﬂﬂﬁé§Fé%rVa| during
which the slice is tr _\gerﬁd is entirely containech\{zvithin thie ﬂ)_ec'fje time Eeriod. Further, all location
u ' frdg

bundles for &R FSutE AR R BiREHIEA SR AR AR LS RRE HAVHEY: FRYPEH A 1D field contains
a random valioH ayane e anbtjoiireca 0 Beniphasy frally | sid@netberss drab & theta TiGnenaxsi alcebanadsreply

immedigtely with i85 1@l iap Hyeéﬂemgv%ﬂ%%&hﬁso can be employed.

After generating the anonymized location bundle, the OBE temporarily stores it in its

memory 50, as depicted in Fig. 4. This is, to keep these data ready for the transmission

process. Moreover, the fee calculation process is done in the OBE based on these stored data

corresponding to the travelled itinerary in connection with the fee information provided by
25  stationary entity or TS proxy, as will be discussed later.

Furthermore, the OBE also stores the set of timestamps that were stripped from the
bundle in a separate database and associates them with the random ID of the bundle for later
retrieval to enable consideration of the time of day when calculating the corresponding fee in
accordance with the communicated tariff. In other words, the time of day may be considered

30  when calculating the fee but not when reporting the itinerary to the TS proxy. An example of
such timestamps stored by the OBE, one, with random ID data, is set out in Fig. 10D.

Step 25 of Fig. 2 is now explained in detail in connection with Fig. 6.

After generating the anonymized location bundles 1 to 6, the OBE transmits them to the

stationary entity or TS proxy to obtain in return the tariff that to be applied for each slice. In
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random ID will be used later on by the OBE to request later on the tariff corresponding to each slice it has
submitted. The GPS location data sequence is generated from the set of obtained GPS fixes excluding
the timestamp, i.e. the location data corresponding to the route slice as generated by 15the re-sampling

process. It is noted that coordinates in the location bundles may be not exactly the same as the one
reported by tAEIPEISAR St EH e 43t HBRdeiotB ey éhtth EST pNORgaE NIKIGREHOR WB B the same

;/ehri‘cle SU:rinﬂirhiE ﬁﬁﬁéﬂ@ﬁh@ﬁ@@fﬁmmﬁr&%ﬁéﬁmt%ﬁé@?ﬂ@i% @l@tﬁd@?'&ﬂfbu‘ﬂfffﬂﬁh rﬁéle%ﬁlaineﬂ in detail
urther below in this document. However, the following explanations are ex ary only, since other
suitable datadt?quéﬂ%?ég?gﬁn C mes?%tf:%?ﬁ HBWW(%MHEM H@ré&ﬁg}eﬁ\iﬁ%«gd, also can be employed.
Afte_r gen_eraﬁ_irmglehera?:mymimditmati(ﬂne Hmw@mmmw_mugngma majtsaumermdngt 50, as
depictedgn Figcda e RUEcR-nse daeadlpLARIATAAING (OBSRS Agrgauer. the fee

calculation process Is done in ased on these stored data corresponding to the travelled itinerary

in connectiorPVA#EEETEe SATbEReAiSrEh BRI EQD (iPisEtatidvA SRR REfIPArahebiseasdRiyBe discussed
later.  FurtherpetRedferERE mis@stores the set of timestamps that were stripped from the bundle in a

te datab d associates them with the random ID of the bundie for later retrieval to enabl
consideration of thE IFRICGH sy Roe N EARTHRHANG S XBIFAC P bR AR St the

communicateldytariife hotGtisemiytaesthiteinetiof stayonsay ddityarisidgrenlaBonuestaatc dibemgrthe fee but
t wh [ iti . ) j the OBE, ,
\rl‘vci’th"‘;aﬁ@or;p@'ggt%?li@&ef%%%.‘ﬂ%rmuﬁéﬂw ﬁ&h&?ﬁ%ﬁ&ﬁ%ﬂ%ﬁ%ﬁ@ﬂﬂﬂ%%&fﬁ?ﬂﬁ% € one

ta, IS set out In Fig. 10D. Step 25 of Fig. 2 Is now explain cgnnection with

Fig. 6. AftdheyEsnsraisrignnerindday s &cBishtio e Wi praraale casresprRITIB therdhapis o 2o the
stationary entity ofdyeREPXinte fRtaititndsiwadheitaiErihat RorBRRYGSh IR tRaciBEliegidg order to not

disclose accurate time informatjon to the TS proxy regarding the period when one trip is made, the
ranomisaion S HLLHRRIF A Shars e ) A AL A SIRPRHIE e o ime
constraints inrgnuses] dpaith daeimy scivecy@fahd iothdd il pleméntatentacprestidittsabitie ©anproxy. For
exampleg the_tolli mhgqﬁ; . i 9}@@“ o] lled i . st within the
followin?gstwoshﬁﬁj/gs.g% o, t e%bl?lcl e%]chan e gi@ﬁdﬁ,%g{?&réw %@gﬁggﬁmﬁg{lﬁe@l?ﬂ@giﬁ:’ @g mixed and
different delaf/¥'caRIwRCtiRR 5B A-BEREIES Provy dépiaydbRemelogedhe contiguous or coherent slices 1
to 6 belonging to Adrip eenmRTpIEIRRINSRIAMY ITFersmitae dBENR staHeNaTYRNERRRfter generation

but stored. Then, on : .
network and accesses the TS proxy through the internet. In such setups, commonly all mobile
devices within that network are located behind a NAT (Network Address Translation) server.

20  The NAT server allows for allocating to each OBE an IP address that is in the private range of
internet addresses (i.e. these addresses are not accessible from a device that is not part of the
private mobile network). Only the NAT server itself has an IP address that is accessible from
internet. So, whenever an OBE wants to perform a connection to an internet server (such as
the TS Proxy), the NAT will open a connection to that server, and will forward all TCP/IP

25  packets back and forth between the OBE and the TS Proxy. By opening a connection to the
TS Proxy, the NAT server will reserve randomly a port on its public internet address, and will
forward all TCP/IP packets sent to that port to the OBE that initiated the connection. This
means that if several OBE connects to the TS proxy simultaneously, each OBE will be
assigned a unique and random port number and the TS proxy will only see a public IP address

30 (the address of the NAT server) and a different port number for each OBE. When the
connection is closed, the port is freed and can be reused for another OBE. Later, if a same
OBE wants to connect back to the TS proxy, it will be assigned a new port number, and
provided that the port allocation scheme is randomized enough, the TS proxy will have no

way to relate this connection with a previous connection.
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10day 2, the slices 1 to 6 are transmitted in a randomized order and with arbitrary delay during the
transmission period for day 1, which in our example corresponds to the 24 hours of day 2. However,
since the stationary system delivers toll-fee information to the OBE having sent said bundles or slices, still

a possibility for identification of the originator of the bundles remains, again, lowering privacy of the
individual user. In'BRYER B Y5HERF HaRRCBXHIN ¢828RS FasRtdieibamyhe Rl FAtReIeSHEitting the slices,

an anonymoushehanng | ckdfodepicdedinttiseniory Cariupciienyinita ikt ddlapdefsreRimring a2 may be
employed. As an.example for a ssibque tr%gﬁmissio ”ij S%%P the OBE is connected to a GPRS
network and %106‘88%2%%%%'?%%%%%% RYGUIGH T TREN AR PH LA B TSR SRR AN 0B devices
within that neﬂmd( ane tlecQtsie ropduitsdhas mm"egwmm@kwddmwamatmmmmr e time NAT_ server
2o Tos aN9EANAQ AN AR FERTsR/ReLin b IR ARae-eh Bisrd arilagees (.o (hese

addresses are not accessible from a device that’is not Fﬁ% of the private mobile network). Only the NAT
server itself SAS&HT LAY Aru4Y hrandaldbedemionBrrditeia asyMoRbrde s hRePBEEGRANts to perform a
connection tonadigimgiosebreisuoB@s the TS Proxy), the NAT will open a connection to that server,

and will forward all TCP/IP 25 packets back and forth between the OBE and the TS Proxy. By opening a
omnection to the T BHK RN 51065 U PPV R ARt GIERS B ond adevoss, and
will forward adkfl@RetRmacketsisenttoRiyal pbeaty the GREHpatiplitiatedsttre CanfidobkrupThis means that if

|.QBE : - ' ' ' d rand
port nurber BT B e b R R corver and

different port!AtatRSIoRIFespRM toBthe WheioXh detdshEarnsqiessa @f the tBoff t8akrBwet 8Ad can be reused

for another QBfiiddatR edfRroamRia B FronpifStipiFeRRBEIDIRK (A ithaatapREaxYefinetllhg assigned a new
port number, angﬁ%)rovide the port allocation scheme is r_ﬁndomized enou%h the TS proxy will have

th :
no way to relREYH| egoWn BN @'BFeUiBﬁégeﬁﬂﬁ%gﬁéqﬁm' %CQU(?FPQRB'Q% ,ﬂ?ﬁéag onymous channel
can be built bydtificatbi thyt fisstppb bty tredpvahyrealbsapoentiyamdie tnedshmeatheegmanid by applying a

q | N o g ey ot
ransmiSiont e S G B B o e B A PR e peen
transmitted f8F eHE<EAEIcE ok ERRES (ARG IMARREAHUR PRIFIISRIPRPISIPEEUN dAdEen and that each

OBE applies heisiemsratiadeayodt Wiltigieanethad e osasper kundlehdanaedsaiae tiettelivvll be perfectly
mixed with those of other OBE. Refe rir&g back to Fi ‘iz since the "ma maﬁgahingfif"e[i)erfor_?fed in step 3
619" Rreassy of ol RIS

has been ex9faHBY HLATFELAEHRNHS Y 19" Aresa HNGeRE Lyehy "R Took-up” 10
process perfopatéfitan stappioyiddtorsia exmtidyimtictoi ngHiahe aoa der md doti ganfryathemep prieeltogsztions

rom e i Do e R A e e acsigne o

eis maintain the tolling scheme. It assigns a

tariff identifiefiaelheiBp OAHIME icatiee) tie st Ficht sepereoneeappavellne dop aessilaphysigal segment/gantry
to each road searegy iy HRIea tIdR-delies iibe digitlmnanial pechagtispesiicatinhmax be of various

types, such as a fixed price for a certain road se%ment or anta/ Lt%assaggj FE_exam )les of such tariff
specificationS°3RE SEIGUNYFRIGE. 8B AR FARIES. DR A PrerS N Y SV PR s on time,
such as certain tasftsrdhaeiiigrigesisigeshitirtadffhcapicdhts) tbe MathabopsatithetardTspEoiication is

providegeas a Sapie NAISBINRALE% SRR RAURRE LoA Ak M EEHRHGS BAIE necessary for
letting the OBE compute the fee for the corresponding location bundle. Such a tariff bundle
may contain the index of the first fix corresponding to the road segment/gantry, as generated
by the map/zone matching process, the length of the road segment or e.g. “0” for a gantry, as
generated by the map/zone matching process, and the identifier of the tariff specification to
30  use in the tariff table.

The tariff bundle may also contain a tariff table that contains the tariff specification for

each tariff identifier used in the bundle. This specification contains the tariff identifier and a

single price in the case of fixed price or fixed unitary price, or a list of time periods along with
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20when evaluating the fee. Other types of take into account the length of the vehicle unit (including
possible trailer), the length of the road segment travelled or a possible physical handicap by the user.
Other categories supporting differential pricing also can fall within the scope of this invention. Fig. 10G

depicts examples of fixed unitary and time variable tariffs. After having identified which tariff is applicable,
the stationarj"éhiigPlrale ArteSHRYa ST AL EP I HAb BN K LAY PRk ThEeSMAhs all the

information thatiiblagerssheysfReigtiichthnyQBle comnputethin deepttthm aaresarndingdiecation bundle.
Such a tariff bund]e may contain the index of the first fix corresponding to_the road segment/gantry, as
R A SR RO o1 G DR ARG R

generated by the %[Fc?ﬁY]ed PoEESE %nfgﬁf;{ﬁ BrhGSaaY Hhae f‘cét.ﬁ) (Sh'?or a gantry, as
generated byspeafimamzonefhetchingprbgess calydotive 10 értifaciffahiie tariff specification to 30use in the

i o0l o roipRIAIEme g an g il abie dishcaBraiade i anagption for each

tariff identifier used in the bundle. This specification contains the tariff identifier and a single price in the

case of fixed PPRasSHP ARl RIeABBriedNFitLaR comprie (R frsdse Bayier vaah ahiss AfspticaBte prices in the
cr?se_ of variablﬁsmaﬁ%@gmriﬁbil@wi&aﬁ)g@m?s. Inr&]hﬁrﬁcaﬁ@qé m;]iahler@riﬁﬁ%th\m@@qﬁb}aﬁon' may fcover

the time perioq re rted.in the location bu e. . Int case where several segment ntries refer to
(e sama. tar ORI OHTHE LSRR CRIGH: DL A D S SRR table. Bin
subsequent ﬁpmélﬂ)égdimﬁeg ihemignsmisbnaﬂﬁ-prmneﬂeig@mmeﬂumilhbepﬁ\_nmxs sphepradess _is sen_d to
the OBE50 Wl PEL DA e BR/ Y PR RISl agy LU gRy helppepasical in
two ways. The first way is that the TS proxy answers rapidly after submission of the anonymized location
bundle. In thilecepsueetanchahwasieraalisapi ShdbersyBRanng:tor Harp e PR REPRSEFSHS duBI95rdcess is kept

open until thefleptREPENIRRIRSM i pl&ttRedandtt Bianehg (TR OLBR MmN Brikadsthiee BRIy does not reply
immediately. !gn that case the connection that was established by the OB| g*ugr@ the transmission

U procese EeRIBNE SHbF LSRRG 0N BRI ACeR e b BT I s AU brocess, the
OBE may thenatistaldigh\ercoprictyo naroellyeh€ Srpirdeapilityoretpr ety eaeh tlequistifhiubelieaddn order to
satisfy driver's privacy | i il il t r .made
15inde§§1de‘r¥§%@é@ %h2961@%?%%%32&@%&%%&@%2& _ mﬁ%ﬁéﬁ%@eﬁéﬁl_ ed previously,
the OBE may'éjsestieitoARECTaN Besevae aasaestindy iEMeaaRAFB AIESPUR@ e vegtestandivitdelay before

making anothgigsAdery Jdinenabiepdt veiatyadifieicehanss wiooker andtecmiydhalnaeests of one
OBE among thg rwj{s of other OBE, This is the rocgss followed by the OBE to evaluate the fee

after receivinﬂ] b W%ﬁﬁﬁﬂf@%@%ﬁ@@?@g BEASAYSPRA L‘?ghg'fé?)E.;E' Firstly, the OBE is configured to
extract the randomhiB ifrtentiveckariti lowed|by #rdORRAtclRes uatéd shenfemadftyr iecdhvéngemesntei i timestamps

that arezasso&;ﬁwéjagoggﬁ%};artggﬂpmeI&e%oagqslig& during the anonymized location bundle generation

process.
Firstly, the OBE is configured to extract the random ID from the tariff bundle, and

searches in its memory for the sequence of timestamps that are associated to that random 1D
as stored during the anonymized location bundle generation process.
Secondly, the OBE is configured to process each road segment/gantry entry in the tariff

25  bundle. In the case of fixed price or fixed unitary price, the OBE reads the tariff identifier, and
uses it to extract the tariff specification from the tariff table. The price indicated in the tariff
specification (or the price multiplied by the length of the current segment) is then simply
accumulated in some counter that was preliminarily reset at the beginning of the calculation
process.

30 Thirdly, in the case of variable or variable unitary price, the process is similar, except
that in order to know which price it has to use in the traffic specification, the OBE first fetches
the timestamp corresponding to the fix index specified for the current road segment/gantry
(using the table retrieved in step 1 above), and then searches in the traffic table what is the

corresponding price to use.
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Secondly, the OBE is configured to process each road segment/gantry entry in the tariff 25bundle. In the
case of fixed price or fixed unitary price, the OBE reads the tariff identifier, and uses it to extract the tariff
specification from the tariff table. The price indicated in the tariff specification (or the price multiplied by

the length of the current se?ment) is then simply accumulated in some counter that was preliminarily reset
at the beginning o5& CaCIRHABATPRE REQeEssCThfRIRYIdFpeHeeda sEnaiw ARl odP&/&iRRBIe unitary price, the

process is sigulaprismeant Praddss ordgh i dmmavdiiet patesh i areigyuGsciRIGE iradfinesnesiiaation, the
OBE first fet@es the timestamp corresponding to the fix index specified for the current road
segment/ganttlg'(J[Jsing the table retrieved in step 1 above), and then searches in the traffic table what is
the correspondingd-jpriéeliovwssa overigie ot tmpatich aimphenpntcessprisedaale nlabald fedtisosimply output to

the step COB@éiﬁUdngi‘ﬁ‘gR&Qﬁ&ﬁ%rf&fnaéﬁ%ﬁ%%mﬁ&? ASHHRLALAR A% Ar PR BESRUSRE(R Gonnection with

Fig. 1. Fig. 8 shows an overview of the general components comprised in a mobile entity or SOBE
according to REIRASH BHHPSSEELIHIRNET. & B2 5asHHea 56w dtFrsedyiY Taeansfi7yfer "esWn positioning

data employifg ems SifnalsSatellireds anoPepeditiosifheans| PRt eseiviag iheperkbn sianals. The process
of GPS positjoning is well kngwn.li? he éé(ilﬁzdr erson and thus hgrein as such not described in detail. The
gl h

receiving me3HE' B354 AP (ESRIYBY BTN A LmaY dRINES UPREAR&Ps. For processing
and evaluatirgténearecaite arad dLOgme yoe e i fred migreads)gorot essursgimg e &lvadeuptovided, which
may comypris : i i r | . | share the
require procﬁ(]a?st?fgﬁﬁo*\l/ﬁég %Fﬁﬁ%!ﬁgp%c?f?@@gg 5%%%?@%@32@!‘0@& aﬁ?&?ggﬁl pf%rg_%le%r%tq tﬁr?’?he vehicle, e.g.
the OBE canPhecess! Bk teThisid A9 RERRaBI HRIRIRAEPE RGO ETRVRBE (e R e PHERENt navigation or

infotainment sys3teEhd MG B PREREIRItNRAN thothasidoriitrianRisderianehwsirnd amplified) by
the receiving meﬁns 62 of the OBE are passfed tofshaid devicpeﬁi[w the electronicaret\%grk of the vehicle and
dv 8

subsequentlf %%%@%%&Bé@ﬂ@tﬂe @5%\@re a réﬁ‘f‘—f’%@ ivltioCla Pﬁfﬁ‘?% input means
71 connectedadoighéopracessrignmezystéi, hWwhich anayrbegéorencdily thkpydibenthgaigesivad, a jog-shuttle,
a joystick or : ﬁﬁﬁ@ﬂ rinter ' o be realized as a
touch s%lésiti\%égépa?cge_ als (ﬁjﬁg%g ougt{%é?é@%gﬁggggﬁ%g%grgp%ﬁ%%%ﬁg%‘ﬁéﬁ%@tﬂ%{rﬁapability. The
display in turihelR@eaniamerxafdheorbidpanarelprsventyriehpieides Bp fteled ingslittidans may

comprise voiggputput means.

The OBE may further comprise input means 71 connected to the processing means 61,
which may be formed by a keyboard, a keypad, a jog-shuttle, a joystick or any other adequate

20  user interface component. The input means may also be realized as a touch sensitive surface
also called touch screen 70, combining graphical input and output capability. The display in
turn is a certain realization of output means 72, which besides optical output means may
comprise voice output means.

Further, storage means 63 are provided and connected to the processing means 61,

25  which may be a flash memory, a hard disk or any other adequate component for storing e.g.
raw GPS data, processed GPS data, information relating to a virtual grid used for slicing
collected data etc.

As explained in connection with the processing means, the input means 71, the output
means 72 and the storage means 63 do not mandatorily form an integral part of the OBE

30  according to the herein proposed solution. Depending on the kind of vehicle and navigation
and/or infotainment system present in the vehicle, various ways of sharing hardware with
other devices or control units present in the vehicle are possible and within the scope of the

present solution.
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Further, storage means 63 are provided and connected to the processing means 61, 25 which may be a
flash memory, a hard disk or any other adequate component for storing e.g. raw GPS data, processed
GPS data, information relating to a virtual grid used for slicing collected data etc. As explained in
connection with the processing means, the in |agut means 71, the output means 72 and the storage means

63 do not mandatbRRPIEFRSSHIY MEagFELRIIABE eJeHiseaEeeRdiER,CRIMEHAUSA HESPLERd solution.

Depending Obbth@alﬂ@ﬁb@@ wmﬁhaqmdawmamm@w@rwammwmﬁ@y@tm@r enefytdntHae vehicle,
various ways of Cf[-, ?ﬂrm har ware with other device 68 gontrol units present in the vehicle are possible

and within th&% th PS%H?@%WSR” %agsp ﬂ@?ﬂ@éﬁ% 1"°‘ES]Ip éefd‘é%aég% *1€Connected to
communicatiamemeaiSo0|rblers gavwarkdEoneycogn heuniszite orib) sl WEredbgsr k étnwarknéetingthidhe stationary

entity of ghe roacit thaytgtmpm‘gg%mwlcatlon means 60 at least comprise an amplifier and at least an
antenna. The wireless network 64 m ? be a GSM or UMTS network for connecting via 5the intend to

the road toll systefig- ﬁi@h%m\ﬁge&wme VHB\EHE R oBRTENTE SAPRIHEAS ASHIRTSEY SRl stationary entity

according to §behfigid BORGeRHFQIBtRIsIRAk loaEeMiiedi Ry woRisiRibtyiAdiR wireless network
64 forwarded e .viathe i |% §£ﬂ}are re eived b%l receiving means 83 of the statlon??yﬁ Q% é\FThe receiving

means 83 thé% BRSSO, e s L o s ST Ny A N o er in most
cases a directatmnasctigitytoltieeréneemgtmedhb 8 tiwarsalvesaptiatal linnthe be ahpées) fibreeespionng means of

the Stafhsaﬁaf ANttY.cad %ﬁ%@ %%Ueb&owpn%%gge%%mre%t%%ﬂschawo?ﬁm?&ﬂemﬁ| theqipigrmet. For

processing o e.g. map matching and tarif up operations, processing means 80 are provided, which

may comprisePBreriigial Ipibeeseirrs (Rft respYarr 1eanadi de sy Rty Gasy Da Ml e of servers etc.
Several 15stgfRgRcaRrADBhd BandedhheGONEHERM I TRCHIQHBesiN B BEa ST AnEcRIiRY e storage for

re e e A R S atone e g Man b A provides. witeh My compriae a entral” 0
processing unit, a programmable processor, a server, a multiplicity of servers etc. Several

15  storage means 81, 82 may be connected to the processing means 80 and provide storage for
received data, road map data and tariff information. Also, the storage means 81 and 82 can be
integrated in the processing means 80, especially if these are servers or a multiplicity of
servers.

Summarizing, a road pricing smart client and method for a road pricing system have

20  been disclosed, which enable the removal of information from the positioning data describing
the itinerary which suggest private data such as travelling speed and itinerary of the originator
of the data. Accordingly, the smart client and method is configured to re-sample the original
positioning points of the route into equidistant sections, remove timing information from the
positioning data, slice the re-sampled route into slices shaped as those provided by other road

25  users by employing a common “virtual grid”. By transmitting the slices in randomized order
with an arbitrary delay, coherence of slices corresponding to formerly neighboring portions of
the itinerary, are not correlated anymore. However, there is still enough information provided
to the toll system to send an excerpt of the fee database allowing the smart pricing client or
method to calculate the occurred fees.

30 The main advantage of the smart client and method is that it delegates in a secure and
privacy-preserving way the costly operations to the external toll server proxy. Thus, storage of
digital maps in the client is not required, and tariff updates are only transmitted when
necessary in a way that preserves privacy. Finally the data transmitted by the smart client can

be preprocessed and compressed in order to remove all unnecessary personal information,
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integrated in the processing means 80, especially if these are servers or a multiplicity of servers.
Summarizing, a road pricing smart client and method for a road pricing system have 20 been disclosed,
which enable the removal of information from the positioning data describing the itinerary which suggest
private data such as travelling speed and itinerary of the originator of the data. Accordingly, the smart
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CLAIMS 1.Method in a mobile apparatus for valuating at least one characteristic of usage of traffic
infrastructure, in particular roads, the method comprising: 5processing in said mobile apparatus of
positioning data representing a route taken by the mobile apparatus in said traffic infrastructure by:  a)
transforming the positioning data recorded at substantially equidistant points in time into positioning data
corresponding to equidistant points in space,  b) generating bundles of said re-sampled positioning
data, and 10c)re-g@ranpgigg the generated bundles. 2.Method according to claim 1,  wherein generating
an individual bundle of the re-sampled positioning data comprises analyzing said re-sampled
positioning data with respect to districts defined by a 15predetermined grid, in particular the districts being
cells of a predetermined, standardized virtual grid in a system of geographic coordinates, and  creating
the bundle as comprising those re-sampled positioning data lying in the same district. 3.Method according
to any of claifas 1 or 2, MeietetiemakilstappaRds oFaRbiRE e garienactrmstriiel @dseses at least one

of: shuffling said kHellenfRndielure, SifAG AheREHs OfhedidtRbNEdaHrisimarticular bundles of more than

one particular trip, with respect to a time. 4.Method according to aréy grecedin claim, further comprising
S processing In said mobile apparatus of positfoning data representing a route taken

by the mobile apparatus in said traffic infrastructure by:

a) transforming the positioning data recorded at substantially equidistant points
in time into positioning data corresponding to equidistant points in space,

b)  generating bundles of said re-sampled positioning data, and

10 c) re-arranging the generated bundles.

2. Method according to claim 1,
wherein generating an individual bundle of the re-sampled positioning data
comprises
analyzing said re-sampled positioning data with respect to districts defined by a
15 predetermined grid, in particular the districts being cells of a predetermined,
standardized virtual grid in a system of geographic coordinates, and
creating the bundle as comprising those re-sampled positioning data lying in the

same district.

3. Method according to any of claims 1 or 2,
20 wherein the step of re-arranging the generated bundles comprises at least one of:
shuffling said bundles, and/or
shifting of each of said bundles, in particular bundles of more than one particular

trip, with respect to a time.

4.  Method according to any preceding claim, further comprising
25 delaying the re-arranged bundles by predetermined time period, such as one day
or several days and/or trips, before transmission to an external entity for valuating a

characteristic of the usage of the traffic infrastructure.

5. Method according to any preceding claim, further comprising
30 removing a time information associated with each of the positioning data and
22



25delaying the re-arranged bundles by predetermined time period, such as one day or several days
and/or trips, before transmission to an external entity for valuating a characteristic of the usage of the
traffic infrastructure. S.Method according to any preceding claim, further comprising 30removing a time
information associated with each of the positioning data and 22 optionally replacing said time information

by a common tim@REHSHYAtEIRAREGAIFH B IPEEMBRAIP N AR BN IBEREIdCdd i ate e RaBling

associating a predgigtigtingdiiecoredie sonde saviey thesngsitigaiaciiaiisgbelrettembfedeshod in a
stationary apparatus, for valuatingg% least one %Eﬁﬁteristic of usage of traffic infrastructure, in particular

roads, the method 5%%”%%&‘:”57 CI\ /Tl WA %%momng data from a mobile apparatus, this

resampled positioning data processed by a method according to anyone of claims 1 to 5; 10ii)matching by

said stationagy apparatys.he, i_fﬁ@%‘@ﬁ&ﬁeﬂf%b@r’ﬂﬁgfﬂ? Atk Q!Fe%éﬁ’m%r%?&@@ﬂﬁg%qrﬂ@g%g

information, in particular map information; representing said traffic infrastructure, i) detérmining a
partial route takerPbF &l e HETASEBEHISn HATSE By a¥del M BIRENaP SaFRRTISNG5Iv) associating at least one

predetermined route criferiopysitingaisbdastial FesHR Mh@RE tRIMROsSIbIaR Epsaluois, and v)transmitting

the at least one predetermined route criterion to said mobijle aratus. .
P resampwa posqtlronLljng 8ata processedaby a methoda zﬁ:@ortﬁng to anyone of claims 1 to 5;

10 i) matching by said stationary apparatus the information contained in said
bundles with a database containing information, in particular map information,
representing said traffic infrastructure,

iii) determining a partial route taken or a certain position passed by said mobile
apparatus,

15 iv) associating at least one predetermined route criterion with said partial route
or a certain position in said route, and

v)  transmitting the at least one predetermined route criterion to said mobile

apparatus.

20 7. Method according to claim 6,
wherein in the associating step further information on time-dependency of the at
least one predetermined route criterion is associated with said partial route or said

certain position.

25 8. Method according to any of the claims 1 and 5, further comprising
receiving said at least one transmitted predetermined route criterion associated by
a method according to one of the claims 6 or 7 by said mobile apparatus and valuating

said partial route by means of said at least one received predetermined route criterion.

30 0o Mobile apparatus for a system for valuating at least one characteristic of usage of
traffic infrastructure, in particular roads, the apparatus comprising:
positioning means, in particular a positioning unit, configured to estimating
positioning data of a traffic infrastructure user in a mobile apparatus;
processing means, in particular a processor unit, configured to execute the steps a)
23



20 7.Method according to claim 6,  wherein in the associating step further information on
time-dependency of the at least one predetermined route criterion is associated with said partial route or
said certain position. 258.Method according to any of the claims 1 and 5, further comprising  receiving
said at least one transmitted predetermined route criterion associated by a method according to one of

the claims 6 or 7 B9 SAHRSSBHE AWATAPHINY S0 anG AT B TRURS fRRiaNfdRite by means of said at least one

received predetermineg-4diiait @hians I0PMrRhile anppaiaius: iafia @ysigurefon Yrlkinehatdeast one
characteristic of usage of traffic infraqsfiltructure in Jfarticular roagds aratus comprising:  positioning

means, in particul%rlr % H?SHE?{&H% ,t%%iaﬁl;'é) Y 8RR B%té‘:?e%%g data of a traffic infrastructure

user in a mobile apparatus; processing means, in particular a processor unit, configured to execute the

t 0 o of i . . _ - g
; ;l?ii Lﬁ;? g frigr?]Smﬁtg%l}ﬁﬁ%%%ﬁ%ﬂd%%&%esg&éﬂ?ﬁ@%ﬂn a? 138 fe c_ha‘i’%ﬁeﬁﬁﬁ'ﬂﬂd&ﬁ@”s n

ni ured to transmit the rearranged positioning 0 a stationary
apparatus of said y&eéHs. BT esalichAmPaibicultipsde e PORsAAiOVHILIEHEY at least one characteristic

of usage of traffic infrastgspiitig mbaRRHGHATCIPRASHRR AR ABHTIGORPIISIOG Ve FRMIgemaRNS, in
particular a receiver unit, cgnfigured to receive resamﬁged and re-arranpqgeqq)@%%i‘fogring data sent by a

mobile apparatus - Gielsite Al hes) 8I'8m%fj?)t?os@8§9¥1@rﬂ‘? ﬁg',oﬂ"i‘rﬁ%.‘ﬁ%i?%[ or' unit, configured to
execute the steps ii) 1QimeesoigmecanetivothamodncinydcessaiomBd, confiignsahittiexpentedhs sieppdjticular a

gggzglt%tir unit, C?&‘RﬂLbfﬁﬂet%ﬁﬂ&?%‘é&b‘?n@%e&&ﬁr?@? predetermined route criterion to said mobile
' transmitting means, in particular a transmitter unit, configured to transmit the at

least one predetermined route criterion to said mobile apparatus.

11. System for valuating at least one characteristic of usage of traffic infrastructure, in
15 particular roads, the system comprising:
at least one stationary apparatus as defined in claim 10 and at least one mobile
apparatus as defined in claim 9,
in particular wherein the communication between the stationary apparatus and the
mobile apparatus is configured such that the communication path, at least partially,
20 comprises
an anonymous channel, and/or
a server providing network address translation between the stationary apparatus
and the mobile apparatus, and/or
a network with an onion router, and/or
25 an intermediate mix and forward proxy using user datagram protocol packets with
forged source IP, and/or
a peer-to-peer network, using other mobile apparatus to relay the data of an

mobile apparatus.

30 12. Method according to any of preceding claims 1 to 8, or mobile apparatus according to
claim 9, or stationary apparatus according to claim 10,
wherein the positioning data are determined involving satellite navigation such as
Global Positioning System (GPS), assisted Global Positioning System (A-GPS) and/or
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11.System for valuating at least one characteristic of usage of traffic infrastructure, in 15particular roads,
the system comprising:  at least one stationary apparatus as defined in claim 10 and at least one mobile
apparatus as defined in claim 9, in particular wherein the communication between the stationary
apparatus and the mobile apparatus is configured such that the communication path, at least partially,
20comprises an aliBAPATEH §eRhFRMMBYRIFEHON &y SeMAeTUsicviHIAG IRbakBYR e dPe 840k HsIation between
the stationary appasaikiAastithe (BSIMEPDRRGUAP MHHOT ElRBRYRIKI YDA AN ((AMtES). and/or 25an
intermediate mix and forward proxy using user datagram protocol packets with forged source IP, and/or
a peer-to-peer network, using other mobile apparatus to relay the data of an mobile apparatus. 3012.
Method accotdingGonagnyeopmegresdingd stacosdr itin§ datanvbihevdpp aretuted ooor ghogessoclednsed, or
stationary apparatys qeealing 1@ Atk iuep REFEIBr NG RRRURRIAMIaIR 8re determined involving
satellite navigation such as Global Positioning System (GPS), assisted Global Positioning System
(A-GPS) and/or land based mobile communication systems such as the Global System for Mobile
Communications (§28MiqRerépivighaptdtebihdinleeonataicatipnsSystemncdtdiid)progiata Computer
program product comprising data which when executed on a processor causes 5the processor to perform
the steps of one oﬁ’r@%ﬁ%ﬁ%ﬁ%ﬁi{ﬂﬂ& . 14. Data sequence signal corresponding to the data
comprised by the computer program product according to claim 13.
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